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1. IEJIA U 3AJAYU OCBOEHUS JUCHUIIJIIMHBI (MO1YJIS1)

1.1. Heanto uzyueHust qucuuIUIinHbl «lIpoekTupoBaHre M 3KCIUTyaTalus 3allUIIEHHbBIX
UH(OPMAIMOHHBIX CHCTEM» SIBJISCTCS TOJyYeHUE CTYJACHTAMHU MTPOYHBIX TCOPETHUCCKUX 3HAHUMN
U TBEPBIX MPAKTUYCCKHX HABBIKOB B 00JIACTH MPOCKTHPOBAHUS M SKCIUTyaTAllMU 3aIMIICHHBIX
UH(OPMAIIMOHHBIX CHCTEM C CPEJICTB MOJICTUPOBAHUS HH(POPMAITMOHHBIX ITPOIIECCOB M CUCTEM.

1.2. 3agauy ocBOCHHUSA TUCHHUILINHEI

e oOmpejAclicHUE MeCTa CHCTEMbl  3allUThl  MH(POPMAIMM B  KOPIIOPATUBHOMU
WH(OPMAIIMOHHON CHCTEME;

¢ OmIpe€acicHuc u KJ'IaCCI/I(bI/IKaHI/ISI METOJ0B 3alllMThI I/IH(bOpMaHI/II/I B pacnpeﬂeneHHoﬁ
BBIYMCIIMTEIILHOM CETH MMPCAIIPUATHSA;

* PpacKpbITHE NPUHIMIIOB, METOIOB U TEXHOJIOTUU INPOEKTUPOBAHMS CHCTEM 3alUThI
UH(pOpPMAaLIUKU 17151 KOPIIOPATUBHBIX HH(POPMALIMOHHBIX CHCTEM,;

* U3YyYEHUE HAy4YHBIX, MPUKIAJAHBIX U METOJOJIOTUYECKUX AaCIIEKTOB OpraHU3aluu
TEXHOJIOTHH 3allUThl aBTOMaTU3UPOBAHHBIX CUCTEM;

* U3yYEHHE HAy4YHbIX M TMPUKIAJAHBIX AaCHEKTOB OpraHM3alMM  3allUIIEHHON
UHPPACTPYKTYPHI KOPIIOPATUBHOM HH(POPMAIIMOHHON CUCTEMB,

* 3aKpEIUICHHE IOJIYYEHHbIX 3HAaHMHA C LENbI0 MX MPUMEHEHHsS Ha IpPaKTHKE I0Cie
OKOHYAHUS y4eOBbl.

2. MECTO JUCIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. VYuyeOnas aucuumiauHa «lIpoexTHpoBaHWE W OKCIUTyaTalus 3aIIWIICHHBIX
MH(OPMALIMOHHBIX CUCTEM» OTHOCHTCS K OJJIEKTUBHBIM JUCHUIUIMHAM Y4YeOHOro IUlaHa U
ocBaMBaeTcs B 7 U § ceMecTpax.

2.2. Jlna wu3y4yeHHs [JAHHON Y4eOHOH JUCHMUIUIMHBI (MOAYJSA) HEOOXOAUMBI

cleqyloliie 3HAHHUS, YMEeHUS] W HaBBLIKH, (oOpMHpYeMble MpealIecTBYIOIUMHI

Y4eOHBIMH TUCHUIITUHAMMU:

- Uudopmaruxka.

- OcHoBbI HHPOPMAITMOHHOM 0€30MaCHOCTH.

- AnmapartHeie CpecTBa BEIYUCIUTEIFHON TEXHHUKH.

- Opranu3zanMoHHOE U NPpaBoBoe oOecrieueHre NHPOPMALMOHHOM 6€301MacHOCTH.

- Texanueckast 3ammTa THPOPMALIUH.

- NndopMarimoHHbIe TEXHOJIOTHUH B YIIPABICHUU MTPOEKTAMHU.

- BesonacHocThb ceteit Ha 6aze Microsoft Windows Server.

- TexHomoruu U METOABI MPOTPAMMHUPOBAHUSL.

- OCHOBBI YIIPaBJIEHYECKOM JIEATEIBHOCTH.

- [IpousBoaCcTBeHHAS TPAKTUKA.

B pe3ynbraTe 0CBOEHMS 3THUX AUCHUIUIMH, CTYACHT JOJIKEH:

3HATh:

— OCHOBHBIC TIOHATHS HHPOPMATUKH,

— MPUHIUIBI TIOCTPOCHUS HH(DOPMAIIMOHHBIX CUCTEM,

- OpraHu3alMOHHO-TIPOU3BOCTBEHHYIO CTPYKTYpy opranuzauuu (HUU, Kb);

- IPUHITUIIBI ¥ METOBI IPOSKTUPOBAHUS CUCTEM 3aAIIUTHI HHPOPMAIIHH;

YMETb:

- HCIOJB30BaTh MPOTPAMMHBIE U allllapaTHBIE CPEACTBA MEPCOHATHLHOTO KOMITBIOTEPA,

- KJaccuGUIMPOBATh BO3MOXHbBIE YTPO3bl HHPOPMAIIMOHHOMN 0€3011acHOCTH;

- TOJH30BATHCSI HOPMATUBHBIMU JTOKYMEHTAMH 10 3aIIUTe HHPOPMAIUH.

BJIQ/IETh:

- HaBBIKAMH TOWCKa WH(popManuu B riodanbHOi wHPOpManuoHHOW cetn MHTEpHET U

paboThl ¢ O(PHUCHBIMU TPHIOKEHHUSIMHU (TEKCTOBBIMH IPOIECCOPAMH, DIIEKTPOHHBIMH

TabIUIIaMU, CPEACTBAMHU MOATOTOBKH MPE3EHTAIIMOHHBIX MaTepuanoB, CYB/ u 1.11.),



- METOJIaMH M CPEICTBAMHU BBISBICHUS Yrpo3 0€30MacHOCTH aBTOMATH3MPOBAHHBIM

CHCTEMaM,

- HABBIKAMH CaMOCTOSITEJILHOTO IJIAHUPOBAHUST U TIPOBEACHHS TPOEKTHBIX padoT

(HAyYyHOTO UCCIICI0OBAHMS);

- METOJIaMH pacyeTa U aHaJlM3a XapaKTePUCTUK CUCTEM 3allUThl HH()OPMAIIUH.

2.3. Tlocaenywiue y4yeOHbIe JUCHUIIMHBLI (MOAYJIH) U (WJIH) TPAKTHUKH, IS
KOTOPbIX HeO0XOAUMBbI 3HAHUSI, YMEHHUSl, HABBIKH, (opMupyeMble JAHHOH Yy4eOHOI
AUCUUIJIMHON (MOyJieM):

HaBbiku, mpruoOpeTeHHbIe CTYACHTAMH TIPU OCBOCHUH AUCIUILIHNHBI «[IpoekTrpoBanue u
SKCIUTyaTallisl 3allUIIEHHBIX HWH(POPMAIMOHHBIX CHCTEM», TIOMOTYT CTYACHTaM TIpH
peanu3anuy 3a1a4 MpeaIuIUIOMHON MPAKTUKY U HAIMMCAHUH OaKanaBpCKOW paOoOTEHI.

3. ITAHUPYEMBIE PE3YJIBTATbBI OBYUEHMUS 110 JUCIHUIIJIMHE (MOAYJIIO)
[Ipomiecc oCBOEHUSI MUCHMIUIMHBI HAMpaBlIeH Ha (OPMUPOBAHUE DJIEMEHTOB CIICIYIOITUX
komnereHnuii B cootBerctBuM ¢ ®I'OC BO wu OIIOIl BO no naHHOMYy HampaBJiICHUIO
MOATOTOBKHU (CHEIUATBEHOCTH):
a) npodeccronanbHbiX (IIK): CiocoGeH BBIMOIHATH PabOTHI O YCTaHOBKE, HACTPOIKe U
TEXHHYECKOMY OOCTY)KHBAHUIO 3AIUIICHHBIX TEXHHYECKUX CPEACTB 00paboTKu HMH(OpMAIHUU
(TIK — 2); CriocobeH OCyIIeCTBIATh BHEAPECHUE CHCTEM 3alUThI HHPOPMAIUH [T 00eCTIeUeHHSI

uH(pOpMAIIMOHHOW 0e30MacHOCTH aBToMaTH3upoBaHHbIX cucteM (ITK — 4).

Tadauna 1 — JlekoMno3uuus pe3yJibTaToOB 00yYeHUs!

Konu
HaMEHOBaHHE
KOMIIETEHIINU

[Inaaupyemsble pe3ynbTaThl 00Y4eHHS M0 TUCHUILUIHHE (MOYIIIO)

3nath (1)

Ymerts (2)

Bnanets (3)

[1K-2 — ciocoben
BBITIOJIHATH PabOTHI 110
YCTaHOBKE, HACTPOIKe
Y TEXHUYECKOMY
00CITy’)KHBaHUIO
3aIUIICHHBIX
TEXHUYECKUX CPEACTB
00paboTku
HHPOpPMAUH

I1K 2.1. 3HaTh: TeXHHYECKHE
OIUCaHUs U HHCTPYKILMH T10
IKCILTyaTalluy TEXHUUECKUX
cpenctB o0paboTKU
HHPOPMAIIIH B
3aIIMIICHHOM HCIIOJIHEHHH,
METO/IbI KOHTPOJIA
3aIIMIIEHHOCTH
HHPOPMALIUH OT
HECaHKIIMOHUPOBAHHOTO
JIOCTYIa ¥ CHeLUaIbHBIX
MIPOTPaMMHBIX BO3/EHCTBUA,
MOPSIJIOK aTTeCTaluu
00beKTOB MH(POPMATH3ALUH
Ha COOTBETCTBUE
TpeOOBaHUSIM 0€30MMaCHOCTH
HHPOPMALUU

[IK 2.2. YMeTh: IpoBOIUTE
HaCTPOMKY 3alUIIEHHBIX
TEXHHUYECKUX CPEJICTB
00paboTku nHGOpMAIIH B
COOTBETCTBHH C HHCTPYKIHUAMHU
T10 AKCIUTyaTaluu 1
9KCIITYaTallHOHHO-
TEeXHUYECKUMH JOKYMEHTaMH,
[TpoBoanTh TEXHUYECKOE
o0cy)KUBaHUE 3aIIUIEHHBIX
TEXHUYECKUX CPEJICTB
00paboTky HHpOPMAIIH B
COOTBETCTBHHU C HHCTPYKIMSAMH
0 IKCIUTyaTalluy 1
9KCIUTyaTaI[HOHHO-TEXHUYECKON
JIOKyMEHTalUEH.

IIK 2.3. Brnanets:
METOJaMU 3aI[UThI
nHdopmanuu ot
HECaHKIIMOHUPOBAHHO
r0 JIOCTyTa U
clenuaJbHBIX
MIPOTPaMMHBIX
BO3JIEICTBUN Ha HEe

TIK-4 — crocoben
OCYIIECTBIISATH
BHEJIPCHHE CHCTEM
3alUTHI THPOPMALTUU
st o0ecreueHust
MHPOPMATMOHHON
0€30IacHOCTH
ABTOMATH3HPOBAHHBIX
CHCTEM

I1K-4.1. 3HaTh: OCHOBHBIE
YTPO3bI 0€301TacHOCTH
HHPOPMALUU U MOJICITU
HapYIIUTENS B
ABTOMaTH3UPOBAHHBIX
CUCTEeMaX, CoJIepKaHue
3KCIUTyaTallMOHHOM
JIOKyMEHTalu1
aBTOMAaTU3UPOBAHHOU
CHCTEMBI, TUIIOBBIE
CpencTBa, METOJbI U
MIPOTOKOJIBI
WICHTU(DHUKAIINH,
ayTeHTH()UKALUU U
aBTOPU3ALINM OCHOBHBIE
Mephbl N0 3aIuTe

I1K-4.2. YmeTs:
aJIMUHHUCTPUPOBATH
MIPOrpaMMHEIE CPEJICTBA
CUCTEMBI 3aIIUTHI HHPOPMAITUH
ABTOMATH3HPOBAHHBIX CHCTEM,
YCTpaHATh U3BECTHLIC
YA3BUMOCTHU
aBTOMaTHBHpOBaHHOﬁ CHCTEMBI,
TPUBOAANINE K BOSHUKHOBCHHUIO
yrpo3 6e30macHoCTH
WHPOPMALIUH, TPUMEHSTH
AHAJTUTHYCCKHE U
KOMIBIOTEPHBIC MOJICIIA
ABTOMATH3HPOBAHHBIX CHCTEM U
CHCTEM 3aIUThl HH)OPMAIIHH,
OIIPENIeNATh TapaMeTPhl

T1K-4.3. Bnagers:
METOJIMKOH aHaJIn3a
CTPYKTYPHBIX U
(yHKIIMOHATBHBIX
CXeM 3allHIICHHON
aBTOMAaTU3UPOBAHHOM
CHCTEMBI




nHdopmanuu B
ABTOMATH3HPOBAHHBIX
cHcTeMax, HOpMaTHBHbIC
MPaBOBBIC aKThI B 00JaCTH
3aIUTH HHPOPMAIHN

HaCTPOMKH NPOrpaMMHOTO

00€eCIIeueHHUS CUCTEMBI 3aIUTEI
“HpOpMAIN
ABTOMaTHU3MPOBAHHOH CHCTEMBI

4. CTpyKTYpa U coJepkaHue JTUCUUIIIMHBI (MOXYJIs1)
OO0mass TpyAOEMKOCTh AHUCHUUIUIMHBI B COOTBETCTBHHM C Y4e€OHBIM IUIAHOM COCTaBisieT 6

3a4eTHBIX equnuil (216 gaca).

Tpyn0eMKOCTh OTHENbHBIX BHAOB Y4eOHOH pabOTHl CTYIEHTOB OYHOW M OYHO-3209HOH (Gopm

00ydeHus mpuBeeHa B Tadnuie 2.1.

Ta6auna 2.1. TpyaroeMKocTb 0TAeIbHBIX BUI0B Y4eOHOH padoThl 10 oopMaM 00yUeHHust

Bun yaeOHoM 1 BHey4eOHON pabOThI IS OYHOU U1 O4HO-
(hopMbI 3a04HOMI
o0yJeHus dbopmbl
o0OyueHus
O0BeM JUCHUIIINHEL B 3a4ETHBIX €IUHUALIAX 6 6
O0BeM OUCHUIIINHEI B aKaJEMUYECKUX dYacax 216 216
KonrtakTHas paboTta o0y4aronuxcs ¢ 109 25 6725
npenojasaresieM (Bcero), B TOM 4ucie (Jac.): ' ’
- 3aHATHSA JEKIIMOHHOIO THIIA, B TOM YHCIIE: 36 33
- IpaKTUYecKas MOAroTOBKa (eCiu
MIPETYCMOTPEHA)
- 3aHATUS CEMHHApPCKOTO THIA (CEeMHUHAapHI,
MPAKTHYECKHE, JTA0OPATOPHBIC), B TOM YHCIIC: 2 33
- IpaKTUYecKas MOJAr0TOBKaA (eCiu
MIPETYCMOTPEHA)
- B X0JI€ IOJITOTOBKH U 3aIllUThl KYPCOBOI pabOThI
- KOHCYJIbTalus (mpead’K3aMeHalMoHHas) 1 1
- IPOMEXKYTOYHAs aTTECTAlUs 110 JUCIMUILINHE 0,25 0,25
CamocTtosTenbHas pabota o0yyaronuxcs (Jac.) 106,75 148,75
dopma NpOMEKYTOUHON aTTECTALUH 3a4eT — 3a4€T —
oOyuarorierocs (3a4et/sk3amMeH), cemecTp (bl) 7  cemectp; | 7 ceMecTp;
9k3amMeH — 8 |ok3amen — 8
ceMecTp cemMecTp

Conepxanne AUCIUIUIMHBI, CTPYKTYpPUPOBAHHOE MO TeMaM (paszieiiaM) ¢ yKa3aHUEeM
OTBEJICHHOTO HAa HHUX KOJIMYECTBa aKaJIeMUYECKMX 4YacOB M BHUJOB YYEOHBIX B3aHITHUA U

CaMOCTOSITEIIbHON pabOoThI, 7151 KAKI0M (GopMbl OOYUIECHHS TIPEICTaBICHO B Tabiuiie 2.2.

01151 0UHOU hopmbl

00yueHusn

Konraktras pabora, gac. dopma
JI 113 JIP @ TEKYILETo
§ KOHTPOJIA
Paznen, TemMa quCHUILTAHBL KP | CP, | = YCIIEBAEMOCT
(Moyns) B B B [ | gac. g u, popma
JI T.4. 113 T.4. JIP T.4. KII E MIPOMEKYTOU
11 111 11 HOI
aTTecTaluu
Cemectp 7.
Tema 1. Beeoenue. Ocnosnule 3 6 9 18 YcrHblit
NPUHYUNBL NOCMPOEHUSL CUCTNEMbL ompoc,
3auumul uHopmayuu JTOKJIaJI-




KoHnTakTHas pabota, 4ac. dopma
1 113 JIP o Texymero
8 KOHTpOJIA
Pazgen, TeMa QUCIUILTHHBI KP | CP, g YCIIEBAEMOCT
(Moyss) B B B [ |wac. | 2 u, hopma
J | ra | II3 | Tu. | JIP | T.9. | KT é TIPOMEKYTOT
1T 11 11 HOI
aTTeCcTaluu
KOPNopamugHotl TIpe3eHTAIHS
UHGDOPMAYUOHHOU cUCmEMbIE , aHAJIH3
3awume. «IPOOJIEMHBI
X CUTYyalui»
Tema 2. Konyenyus memooonozuu 3 6 9 18 YcrHbli
DYHKYUOHATLHO2O orpoc,
MOOenUpPOBaAnUs. JTOKJTa]I-
TIpe3eHTAIHS
, aHAJIH3
«IPOOIEMHEI
X CUTyalui»
Tema 3. Ocnogubie npunyunol 3 6 9 18 YcTHbIN
ROCMPOEHUSI CUCEMbI 3AUUNbL orpoc,
uUHGOpMAYUY KOPNOPAMUBHOU aHam3
UHGDOPMAYUOHHOU cucmembl «IPOOIIEMHBI
X CUTYyalui»
Tema 4. Iloocucmema 3 6 9 18 YcTHbIR
MedHccemeso2o IKPAHUPOBAHUSL orpoc,
JTOKJTaT-
MPe3CHTALUS
, aHAIN3
«IPOOIIEMHBI
X CUTYyaluu»
Tema 5. Ocnogrnvie cxembl 3 6 9 18 YcTHbIR
cemesoll 3auumul Ha base orpoc
MEHCCEMEBLIX IKDAHOB
3 6 9 18 YcrHblit
Tema 6. Mooenv napywiumens. orpoc,
Obwue kpumepuu JTOKJTaT-
MIpe3eHTaus
KoncyasTanuu
KoHTpoab mpoMesKy TOYHOI 3auer
aTTecTaluu
HUTOI'O 3a 7 cemectp: 18 36 54 | 108
Cemecmp 8.
4 7 10 21 YcrHbII
Tema 7. Texnuueckoe
orpoc,
NPOEKMuposanue U peaiu3ayus
cucmem zauumot AC Ao
MIPE3CHTALUS
4 8 12 24 YcTHBII
Tema 8. Ananuz u oyenxa puckog o1poc,
UHPOPMAYUOHHOU DE30NACHOCMU. aHaJIN3
Yacmo 1 «IIPOOIEMHEI
X CUTyalui»
4 8 12 24 YcrHbli
Tema 9. Ananuz u oyenxa puckos ompoc,
UHPOPMAYUOHHOU DE30NACHOCTIU. aHajan3
Yacmy 2. «IPOOJIEMHBI

X CUTYyalum»




KonrakTtHas pabora, yac. dopma
| 13 JIP o TeKyImero
8 KOHTpOJIA
Pazgen, TeMa QUCIUILTHHBI KP | CP, g YCIIEBAEMOCT
(Moyss) B B B [ |wac. | 2 u, hopma
J | ra | II3 | Tu. | JIP | T.9. | KT é IPOMEXKYTOH
T1IT I111 TIIT HOI
aTTecTaluu
3 8 10 21 YcTHbII
orpoc,
Tema 10. Ilpoexmuposanue JTOKJIa 1-
cucmemvl UHPOPMAYUOHHOL MPEe3CHTAINS
bezonachocmu , aHAITN3
«IPOOIEMHEI
X CUTYyaLlul»
Tema 11. Oxcnnyamayus u 3 5 10 18
Moougurayus cucmemol
UHGOPMAYUOHHOU Oe30NACHOCTIU.
KoncyabTanuu 1
KouTpoab npoMe:xyTo4HOM 025 | Dxsamen
aTTecTanuu
HUTOI'O 3a 8 cemectp: 18 | | | | 36 | | 54 | 108
01151 0UHO-3A04HOU hopmbl 00yUeHUA
KonTakTHast pabota, gac. dopma
T 13 JIP e TEKYIIero
S KOHTPOJIS
Paznen, TemMa quCUUILTAHBI KP | CP, 5 YCIIEBAEMOCT
(Momyns) B B B [ |uac.| 2 u, popma
J | tu | II3 | Tu. | JIP | T4 | KT é’ IPOMEXYTOY
T1IT T1I1 T1I1 HOR
aTTeCTAIUH
Cemectp 7.
Tema 1. Beeoenue. Ocnognvie 3 3 12 | 18 Bxonnoe
NPUHYUNBL HOCIPOEHUSL CUCIEMbL TECTUPOBAHU
3auumul uHGopmayuu e
KOpnopamusHoll
UHGDOPMAYUOHHOU CUCEMBLE
3awume.
Tema 2. Konyenyus memooonocuu | 3 3 12 | 18 | Oruer mo
DYHKYUOHATBHO2O 1abopaTopH
MOOeNUpOBaHUSL. oii pa6ore 1
Kontponbna
g pabora 1
Onpoc Ha
O9K3aMCHC
Tema 3. Ocnosnule npunyunsi 3 3 12 | 18 | Oruer o
ROCMPOEHUST CUCIEMbl 3AUUMbL nabopaTtopH
uHopmMayuu KOpnopamusHou oi paote 2
UHDOPMAYUOHHOU CUCTEMbL KoHTponbHa
s pabora 2
Omnpoc Ha
DK3aME€HE
Tema 4. Iloocucmema 3 3 12 | 18 | Otuer o




Paznen, Tema muCIUILTUHBL
(Momyms)

KonrakTtHas pabora, yac.

JI

113

JIP

T.4.
III1

I13

T.4.
III1

JIP

T.4.
III1

KP

KII

CP,

qac.

HUroro wacos

®dopma

TEKYIIEro

KOHTPOJIS
yCIIEBAEMOCT

u, hopma
MIPOMEXKYTOT

HOU

aTTeCTaluu

meoatccemesoco IKpAHUPOBAHUA

n1abopaTopH
oii pabore 3
Konrtposbna
s pabora 3
Ompoc Ha
HK3aMeHe

Tema 5. Ocnosnvie cxemol
cemesoll 3awumul Ha baze
Medccemesulx IKPAHO8

12

18

Otuer no
nabopaTopH
oi1 pabote 4
KonTposbna
s pabota 4
Omnpoc Ha
HK3aMEHe

Tema 6. Mooenv Hapywumens.
Obwue kpumepuu

12

18

[Ipomexyro
4HOE
TECTUPOBAH
ue

KoncyabTanuu

KonTpoas npomexyTouHOI
aTTecTaluu

3auer

HUTOI'O 3a 7 cemectp:

18

18

72

108

Cemectp 8.

Tema 7. Texnuueckoe
npoeKmuposarue U pearuzayus
cucmem 3auwgumol AC

15

21

Otuer no
nabopaTtopH
oif pabote 5
Kontposnbna
s pabota 5
Ompoc Ha
JK3aMEHe

Tema 8. Ananuz u oyenxa puckos

uHopMayuoHHOU 6e30nACHOCHU.

Yacme 1

18

24

Oruer no
n1abopaTopH
oii pabore 6
KonTposasna
s pabota 6
Ompoc Ha
DK3aMeHe

Tema 9. Ananuz u oyenxa puckog

UHGDOPMAYUOHHOU Oe30NACHOCTIU.

Yacme 2.

18

24

Oruer 1o
nabopatopH
oif pabote 7
Kontponbna
s pabora 7
Onpoc Ha
JK3aMEHe

Tema 10. Ilpoexmuposanue
cucmembl UHPOPMAYUOHHOU

15

21

3ammTa
y4eOHBIX




KonrakTtHas pabora, yac. ®dopma
| 13 JIP o TEKyIero
8 KOHTPOJIS
Pazgen, TeMa QUCIUILTHHBI KP | CP, g YCIIEBAEMOCT
(Momynst) B B B [ |uac. | £ u, popma
J | ra | II3 | Tu. | JIP | T.9. | KT < IPOMEXKYTOY
II1 II1 111 HOR
aTTeCTaluu
bezonacnocmu IPOCKTOB
Tema 11. Dxcnayamayus u 3 3 12 | 18 | HroroBoe
Moougpurayus cucmemul TECTUPOBAH
uHpopmMayuorHol 6€30naACHOCMU. ne
KoncyasTanuu 1
KouTtpoab npoMe:xyTo4HOM 0,25 SK3aMen
aTTecTaluu
HUTOI'O 3a 8 cemectp: 15 | | | | 15 | | | 78 | 108

Ipumeuanue: JI — nexums; [13 — npakTuueckoe 3austue, cemunap; JIP — maboparopHast
pabora; KP — xkypcoBast pabota; CP — camoctosaTenbHas padora.

Tabaumna 3 — MaTpuua cooTHeceHHsI TeMm/pa3/ieJioB y4eOHOHl JAWCHMILIMHBI/MOAYJISI H

(popMupyeMbIX KOMIIETEH U

Komnemenyuu (yxazviearomes X
Teme, Konuu KOMnemeHyuu nepeducieHnble 8 obujee
Paszoenv ecmeo n.3)
OUCYUNTIUHDBL 4acos [{iK-o K - 4 ROAURECEO
KOMNnemeHyuu

Brenenune. OCHOBHBIC TPUHIIUIIBI 18 + + 2
MOCTPOCHMSI CUCTEMBI 3aILIUThHI
uH(pOpMaLu KOPIIOPAaTUBHOMN
UH(POPMALIMOHHOM CUCTEMBI
KoHreniyst MeTom0JI0Tul 18 + + 2
(YHKIMOHAIBHOTO MOAEIMPOBAHUS
OcHOBHBIE TMPHUHLUIBI MOCTpoeHus | 18 + + 2
CHUCTEMBl  3aIIUTHl  MH(pOpPMaLUU
KOPIIOPAaTUBHON  MH(pOpMAIlMOHHOMN
CHCTEMBI.
IToxcucrema Mexceresoro | 18 + + 2
DKPAHUPOBAHUS
OCHOBHBIE CXEMBI CETeBOW 3amuThl | 18 + + 2
Ha 0a3e MeXCETEeBBIX SKPAHOB
Mopnens  Hapymmtens.  OO6mue | 18 + + 2
KPUTEPUH
TexHuyeckoe MPOEKTUPOBAHUE U 21 + + 2
peanu3zanus cuctem 3amuThl AC
AHa3 U OLEHKA PUCKOB 24 + + 2
UH(POPMALIMOHHOM 0€30MacHOCTH.
Yacts 1
AHanu3 1 OlleHKa PUCKOB 24 + + 2
nH(pOPMallMOHHON 06€30M1aCHOCTH.
Yacts 2.




[IpoekTupoBaHUE CUCTEMBI 21 + + 2
UH(POPMALIMOHHOM 6€30MTaCHOCTH

DKCIuTyaTanust ¥ MoauGuKaIus 18 + + 2
CHCTEMBI HH(POPMALIMOHHOM

0€e301acHOCTH

HUTOI'O 108

Copepxanue nucuuiuinabl «IIpoekTHpoBaHue U IKCIVIyaTANMA 3aLUIIEHHbIX
HH(OPMALMOHHBIX CHCTEM)
71 8 cemecTpbl

Jlexuus 1. Beenenne. OCHOBHBIE PUHIIMITBI TOCTPOSHUS CUCTEMBI 3aIIUTHI HH(POpMAIUN
KOPITOPAaTUBHOHN MH()OPMAIIMOHHON CHCTEMBI.

Tengenuu paszButusi coBpeMmennbix WC. Ilpenmer, coaepkaHue W 3adadd Kypca,
METOABl €ro u3ydeHHs. TeopeThdeckne OCHOBBI 0€30HMacHOCTH HH(POPMALMOHHBIX CHCTEM.
Onpenenenue Mecra CHCTEMbl HMH(DOPMALMOHHON  0€30MacHOCTH B KOpIIOPAaTUBHOMN
unpopmanmonnoii cucrteme (KHC). Omnpenencaue u KiaccuPHUKamus METOIOB 3alIUTHI
uHpopmanuu B KopriopatuBHoil IC. PackpbiTe NPUHLIMIIOB, METOJOB U TEXHOJIOTUU 3aLUThI
uHpopmanuu B kopropatuBHoil VC. M3yueHne HayyHBIX, NPUKIAJAHBIX U METOAOJIOTHYECKUX
aCIEKTOB OpraHM3allMd TEXHOJIOIMM 3amuThl B KoprnopatuBHbix MC. M3yueHue HaydHbIX U
NPUKIAJHBIX ACTEKTOB OpraHW3allii  3aIIWIICHHOW HHQPACTPYKTYpPHl KOPIOPATHBHON
UH(POPMALIMOHHOM cucrembl. Ilogcucrembl cucteMbl HMH(OPMAIMOHHONW O€30MAaCHOCTH
aBToMaTH3upoBaHHOM cuctembl (AC). Bunuel obecnieueHus: aBTOMATU3UPOBAHHBIX CHUCTEM.
Pecypcbl uHpOpManMoOHHBIX cucTeM M MX 3amuTta. CTpykTypa, HazHaueHue M (yHKIHUU
HOJCUCTEMBbl YIPABICHUS JOCTYNOM. Mojenu pasrpaHu4eHust J0CTyna B HWH(GOPMAIMOHHBIX
cucremax. JIMCKpPELIMOHHOE YIPABJIEHUE JOCTYNOM. MaHJIaTHOE YIPABIEHUE JOCTYIIOM.
PoneBass mosmtuka Oe3omacHocTH. JlokTpuHa wHpOpManMOHHONW Oe3omacHOCTH  PO.
VrBepxnena Ykasom Ilpesunenra Poccuiickoit ®enepanuu ot 5 nexabps 2016 r. Ne 646.
®enepanbHblii 3akoH Poccuiickoit @eneparun ot 27 wutonsg 2006 roga Ne 149-03 «O06
uHpopMaLnH, HH(HOPMAIIMOHHBIX TEXHOJOTHX U O 3aluTe nHpopMauuny». denepanbHblil 3aK0H
Poccuiickoit @enepanuu ot 27.07.2006 Nel52-D3 «O nepcoHanbHBIX AaHHBIX». DenepanbHbIN
3akoH Poccniickoit ®epepauun ot 29.07.2004 Ne98-d3 «O KOMMeEpuUecKod TalHe».
Oenepanbubiii 3akoH Poccuiickoit deneparuu ot 27.12.2002 Nel84-D3 «O TeXHUYECKOM
perynupoBanun». denepanbHbliii 3akoH Poccuiickoit ®enepauun ot 06.04.2011 Ne63-D3 «O6
AIEKTPOHHOU MOITHCH.

Jlexuus 2. KoHuenmus MeTo1010ruu (pyHKIIMOHAIBHOTO MOJIETMPOBAHUS

Metononorus ¢yHKIMOHaNbHOrO MoaenupoBanus. Konnenuuu. Hepapxust auarpamm.
Buner cBszeit. Tumbl cBsizeld mMexay (QyHkuusMu. OCHOBBI METOIOJOTHUU MOJEIUPOBAHUS
IIOTOKOB JTaHHBIX. ba3oBble MOHATHS MOJEIMPOBAHUS IOTOKOB JAHHBIX. OCHOBHBIEC HJIEMEHTHI
DFD. IlpaBuna nocTpoeHus Uepapxuu AUarpaMM IMOTOKOB JAaHHBIX. MoJeIpoBaHUE JAHHBIX:
ER-monens. U3Bneuenue wHbOpManuMu U3  UHTEPBBIO U BBLICNEHUE  CYIIHOCTEH.
WUnentudukanus ceszeil. Unentuduxanus arpulOyroB. Buabl atpubytoB. JlomomHuTenbHbIE
KOHCTPYKLMHU Mojienu aaHHbiX. Mertononorus IDEF1. HekoTOpble 0COOEHHOCTH METO0JI0THU
IDEF1. OObekTHO-OpMEHTHPOBAaHHBIK ToaXxox K  paspabotke WMC. HMHkancynsius.
HacnenoBanue. [lonmumopdusm. BusyansHoe monenupoBaHue. OCHOBHas IIefib BH3YalbHOTO
MozaenupoBanusa. Juarpammel UML. @enepanbHbiii 3akoH Poccuiickonn ®enepauuu  oT
26.07.2017 Nel87-®3 «O 0Oe3omacHOCTH KpUTHUECKOW HH(OPMAIMOHHONW HHEOPACTPYKTYPHI
Poccuiickoit ®@enepaunu». Ilonoxenue o cepTudukanuu cpencTB 3alUThl MHYOPMAIUH IO
TpeboBaHUsAM Oe3omacHOCTH HH(popMmaluu (BBeA€HO B JeicTBHe mpukazoMm [lIpencenarens




I'ocrexxkomuccun Poccum ot 05.01.1996 Ne 3. 3apeructpupoBano I'occrangaptrom Poccum B
I'ocynapcteennoM peectpe 20.03.1995. (CeuaerensctBo NePOCC RU.OOO1.01BM0O0). 'OCT
24.103-84. Kommiekc CTaHIapTOB Ha aBTOMATH3MPOBAHHBIE CHUCTEMbl. ABTOMAaTH3WPOBAaHHbBIE
CHCTEMBl. ABTOMaTH3UpPOBaHHbIE cUCTeMbl ynpasieHus. Oomue nmonoxenus. 'OCT 24.104-85
Kommieke cranaapToB Ha aBTOMAaTU3MPOBAaHHBIE CHUCTEMBI. ABTOMATU3UPOBAHHBIE CHCTEMBI.
ABTOMaTH3MpOBaHHbBIE cucTeMbl ynpasienus. Ooume tpedosanus. OCT 24.202-80. Komriekc
CTaHJApTOB HAa aBTOMaTH3UPOBAHHBIE CUCTEMBI. ABTOMAaTH3HUPOBAHHbIE CUCTEMBI. TpeboBaHus K
comepxkanuto JokymeHta «TexHuko-skoHOMUYeckoe obocHoBanme». [OCT 24.203-80
Kommieke craHaapToB Ha aBTOMATU3MPOBAHHBIE CHUCTEMBI. ABTOMATU3UPOBAHHBIE CHCTEMBI.
TpeboBaHus K coIep’KaHUIO OOIECUCTEMHBIX JOKYMEHTOB

Jlekuust 3. OCHOBHbIE NPHUHLUIBI TOCTPOCHUS CHCTEMBl 3allUThl HH(pOpMaLUU
KOPIIOPAaTUBHOM MH(OPMALIMOHHON CUCTEMBbI

Kpunrorpadguueckas  noxacucrema.  Iloxcucrema — ynpaBieHHMs — LI€JIOCTHOCTBIO.
[Toncucrema  3amuMThl  OT  BPENOHOCHBIX  mporpamMm.  Hasnadenne u  (QyHKUMH
kpunrorpadguueckoir noacucremsl. Knaccupukaums mmdpos. Ilorounoe u  GiouHoe
mudposanue. CUMMETpUYHBIE U aCHUMMETpPUYHbIE KpuUnTOCHCTeMbl. (CXeMa OTKPBITOrO
pactipeniesieHust  cUMMETpUuHbIX — kintouet  Jluddu-Xenmana. Ilonsatne u  MexaHu3Mm
dopmupoBanus uu¢ppoBoil mnoamucu. Iloacucrema ympaBieHHs ILEIOCTHOCTBIO. Mojenb
KOHTPOJISL LIEJIOCTHOCTH. Pe3epBHOE KONMMpOBaHME U BOCCTAHOBJIEHHE JaHHBIX. CXeMbl
pe3epBHOro KonuposaHus. Cxemsl potanuu Hocutenel. [loncucrema 3amuTsl OT BPeIOHOCHBIX
nporpamM. Knaccugukainus komnbloTepHbIX BUpycoB. IIporpammuslie 3axnanku. TexHonorus
«PYTKUTOB». MeTopl NpPEenyNpexaAeHUs BUPYCHOTO 3apakeHHsA. Meroabl OOHapyKeHus
KOMIIBIOTEPHBIX BUPYCOB. Vcnosb3oBanue o0nauHbIX TexHojgoruil B antuBupycHom I10. TOCT
24.204-80. Kommiekc CTaHIapTOB Ha aBTOMATH3MPOBAHHBIE CHCTEMBI. ABTOMAaTH3WPOBAaHHBIE
cuctembl. TpeOoBaHUSI K COJAEpKaHUIO JOKyMeHTa «OmnucaHue noctaHoBku 3agaun». ['OCT
24.205-80 Komriekc CTaHIapTOB Ha aBTOMAaTH3MPOBAHHBIE CHCTEMBL. ABTOMAaTH3WPOBAaHHBIE
cuctembl. TpeOoBaHUS K COAEPKAHUIO JTOKYMEHTOB IO HH(OPMALMOHHOMY OOECIEUEHHUIO.
I'OCT  24.206-80  Komrmuiekc  cTaHAApTOB  HAa  AaBTOMAaTU3UPOBAHHBIE  CHUCTEMBI.
ABTOMaTH3UPOBAHHbIE CUCTEMBI. TpeboBaHMS K COAEPKAHUIO JOKYMEHTOB IO TEXHUYECKOMY
obecneuenno. 'OCT 24.207-80 Komruiekc cTaHIapTOB Ha aBTOMATU3HUPOBAHHBIE CHUCTEMBI.
ABTOMaTH3UPOBAHHbIE CUCTEMbI. TpeboBaHUs K COAEPKAHUIO JOKYMEHTOB IO MPOTPaMMHOMY
obecnieuennto. ['OCT 24.208-80 Komrmuiekc CTaHIapTOB Ha aBTOMAaTU3MPOBAHHBIE CHCTEMBI.
ABTOMaTH3UpPOBaHHbIE CUCTeMBl. TpeOoBaHMSA K COAEp)KAaHUIO JOKYMEHTOB craauu «BBoa B
skcruryaTanuio». I'OCT 24.209-80 Komiulekc cTaHAapTOB Ha aBTOMaTHU3UPOBAHHBIE CHUCTEMBI.
ABTOMaTU3UPOBAaHHbIE  CHUCTEMBL.  TpeOoBaHHMS K  COAEPKAHUIO  JIOKYMEHTOB IO
OpraHU3alMOHHOMY 00eCIIeUeHUI0

Jlexuus 4. Iloncucrema MeKCETEBOTO SKPaHUPOBAHUS

[Tonatue mexcereBoro skpaHa. @DYHKUUS SKpPaHUPOBaHMS W TpaBwiIa (QUIBTPALUU.
TpeboBanuss @PCTIK k MmexcereBbIM dKpaHaM. [lokazarenn MeXceTeBBIX 3KPAaHOB IO KilaccaM
3anumieHHocTd. [lonste nemunuTapu3oBaHHOW 30HBI.  CTaHgapTHblE TpeOOBaHMA K
MexceTeBbIM 3kpaHaM. [lonmuTuka cereBoit OezomacHocTd. IlonmMTuka nocTyma K CETEBBIM
pecypcaM. IlonmuThka peann3anuyu MEXCETEBOrO SKpaHHpoBaHUA. OCHOBHBIE KOMITOHEHTHI
MexceTeBbIX 3KpaHoB. ['OCT 24.210-82 Kowmrmuiekc cTaHIapTOB Ha aBTOMAaTHU3HPOBAHHBIE
CUCTeMBbl. ABTOMAaTU3UpPOBaHHBIE cHCTEeMbl. TpeboBaHUS K COJEPKAHUIO JIOKYMEHTOB 10
¢yuknuonansHoi vactu. 'OCT 24.211-82 Komruiekc cTaHIapToB Ha aBTOMAaTU3UPOBAHHbBIE
CUCTEMbl. ABTOMAaTU3UPOBaHHbIE cUcTeMbl. TpeboBaHUs K COEpKaHUIO JOKyMeHTa «Omnucanue



anroputMmay. 'OCT 24.301-80 Komriuiekc cTaHAapTOB HAa aBTOMATHU3UPOBAHHBIE CHUCTEMBI.
ABTOMaTH3UPOBaHHbBIE cucTeMbl. O0IIHe TpeOOBAaHUS K BHITIOJHEHUIO TEKCTOBBIX JTOKYMEHTOB.
I'OCT  24.302-80  Komruiekc  cTaHAapTOB  HAa  aBTOMAaTU3UPOBAHHBIE  CUCTEMBI.
ABToMaTtu3upoBaHHble cucteMbl. O0mue TpedoBanus K BbimonHeHUto cxem. [OCT 24.304-82
Komrmuiekc cTangapToB Ha aBTOMATU3WPOBAHHBIE CHUCTEMBI. ABTOMATU3MPOBAHHBIE CHCTEMBI.
TpeboBanust k BoimonHeHuto dyeptexxeil. ['OCT 24.703-85 Komriuiekc cTaHmapToB Ha
ABTOMATU3UPOBAHHBIC CHUCTEMbI. ABTOMATHU3UPOBAHHBIE CHCTEMbl. THUIOBBIE MPOEKTHHIC
pemeHus. OcHoBHble mnonoxenus. ['OCT  34.201-89. Kommuekc cTaHzaproB  Ha
ABTOMATU3UPOBAHHBIE CUCTEMbI. ABTOMATHU3WPOBAHHBIE CHUCTEMBbI. BHUIbI, KOMIUIEKTHOCTh U
0003HaueHHE JOKYMEHTOB ITpU CO3JaHMHM aBToMaTH3upoBaHHbIX cucteM. I'OCT 34.320- 96
Nudopmanmonnsie TexHomoruu. Cuctema CcTaHAapTOoB 1Mo 0OazaM AaHHBIX. KoHIenmwu u
TEPMHUHOJIOTHS Il KOHIIENTyalbHOW cxembl W uHpopmarmonHo 6a3el. 'OCT 34.321- 96
HNudopmannonnsie TexHomoruu. Cucrema CTaHAapTOB MO 0a3aM JaHHBIX. DTaJOHHAs MOJEIb
ynpasienuss naHHeiMu. ['OCT 34.601 — 90 Kommiekc cTtaHiapToB Ha aBTOMATHU3MPOBAHHBIE
cuctembl. ABToMatuszupoBaHHble cuctembl. Ctaauu coszmanus. ['OCT 34.602-89. Komruiekc
CTaH/JapTOB HA aBTOMATU3UPOBAHHBIE CUCTEMbl. ABTOMATU3UPOBAHHBIE CUCTEMBI. TexXHUYEeCKOoe
3ajlaHue Ha co3aanue apromarusupoBanHou cuctembl. 'OCT 34.603-92. KoMiuiekc craHaapToB
HAa AaBTOMATH3UPOBAHHBIE CHUCTEMbl. ABTOMATHU3UPOBAHHBIE CHUCTEMBbl. BuAbI HCHBITaHUN
ABTOMATHU3UPOBAHHBIX CHCTEM

Jlexuus 5. OCHOBHBIE CXEMBbI CETEBOM 3alIUTHI Ha 6a3€ MEXCETEBBIX IKPAHOB

QunbTpanysi MAaKETOB JAaHHBIX MEXIYy cerMeHTamu ceTH. Kputepum ¢uibTpanuu
nakeToB AaHHbIX. OOMEH JJIEKTPOHHOW NOYTOH MEXAy BHYTpEHHUM H BHemHUM SMTP-
cepBepamMu: npasmia ¢puibTpanud. Hactpoiika npaBuin GuiabTpanuy MakeToB, MOCTYIAIOIINX U3
cet UnTtepuer. @unbrpyromue mapuipytusatopsl. 1nto3sr npuknagHoro ypoHs. OCHOBHbIE
TUIIBI MEXKCETEBBIX DKPAaHOB. MPOTpaMMHO-aNIapaTHbIe, NMporpamMmHble. [Ipumep HacTpoWku
nporpaMMHO-anmapaTHoro mexxcereBoro skpana: CheckPoint UTM-1. Tlpumep HacTpoiku
NporpaMMHOT0 MexceTeBoro oskpana: Microsoft ISA Server 2006. Ilpumep HacTpoiiku
pOrpaMMHOT0 MexceTeBoro skpana: Microsoft ForeFront Threat Managtment Gateway 2010.
OcoOeHHOCTH MeXCETeBbIX 3KpaHOB HoBOro mnokojeHus. Omnpenenenune UTM. Ilpumepnas
nonutuka cereBoil Oe3omacHoctu. ['OCT 6.01.1-87. Eaunast cucrema knaccuukanuu u
KOJAUPOBAaHUS TEXHUKO-d3KOHOMHYeckoi wuHpopmaruu. Cranmapt ISO/IEC  12207:1995
«InformationTechnology — SoftwareLifeCycleProcesses» (nH(popManMOHHBIE TEXHOJOTUU —
KU3HEHHbIM 1Mk mporpamMHoro obecnedenusi), TOCT P MCO/M3BK 12207-99. TOCT P
NCO/M3K 15288-2005. CucremHuas unxxeHepus. [Iporeccs! sxu3HenHoro nukia cucteMm. [OCT
P NCO/M3K TO 16326-2002. [Iporpammuas unxeHepusi. PykoBoactso no npumenenuto 'OCT
P MCO/MDBK 12207 npu ynpasinerun npoekrom. 'OCT P 50922-2006 «3ammra uHdopmaum.
OcHoBHble TepMHuHBI U omnpenenenus». 'OCT P 51275-2006 «3ammra unpopmanuu. OObEKT
uHpopmaruzanuu. PakTopsl, Bo3AeicTByOMUE Ha HHPopMannio. OOIIHe TOI0KEHU.

Jlexuus 6. Mogens Hapymmrens. O01iie KpuTepuu

Knaccudukanus BHyTpeHHHX HapymuTenedl B cootBercTBuu ¢ PJI I'ocrexxomuccuu u
OCTIK. Kananel HECaHKIIMOHHMPOBAHHOTO JocTyna K uHpopMmarmu. [loctpoenue mopenu
yrpo3. IlpuyuHBl U UCTOYHUKU TOsiBIeHUsS yrpo3. Wpentuduxamms yrpo3. Knaccudukanus
ysi3BuMocTeil.  Kmaccudukanuss — 3alMIIEHHOCTH  CPEJCTB  BBIYMCIUTENIBHONM  TEXHUKH.
Knaccudukanus  3aluIeHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM. Knaccudukanus
3alUIIEHHOCTH MeXCceTeBbIX FKpaHOB. HoBoe mokonenue crangaptoB Mb: OOmme kputepuu.
Ilens pa3paboTKM U CTPYKTypa OONIMX KpUTepueB. MexaHW3M ONHUCaHWs TpPeOOBaHUH K



6e3onacHocTH. CTpykTypa npoduis 3amuThl o o0mmM KputepusM. ConepikaHus 3a1aHusl 10
6e3onmacHocTr. DyHKIMOHANBHBIE TpeOoBaHUs K Oe3omacHocTu. TpeGoBaHus TOBEpHUS K
6esomacaoctn. ['OCT P 51583-2000 «3ammra wuHpopmauuu. Ilopsamok co3manus
ABTOMATU3UPOBAHHBIX CHCTEM B 3aluieHHOM wucnonHeHuu. OOmme monoxenus». 'OCT P
51624-2000 «3amurta wuHGOpMANKUUA. ABTOMATH3UPOBAHHBIC CHCTEMBI B  3al[UIICHHOM
ucnonHenuu. O6mmwme tpedoBanusiy. [OCT P HMCO/MBK  15408-1-2008 «Metoasl U
cpeactBa obecrieyeHus Oe3onmacHocTH. Kputepuu oueHkr 6e30macHOCTH MH(POPMALMOHHBIX
texHonoruii. Yacte 1: BBemenune u oOmas moxpens», ['occrammapt Poccun. T'OCT P
NCO/M3BK 15408-2-2008 «Mertonsl u cpeactBa obecriedeHusi Oe3onmacHoctu. Kpurtepum
OLIeHKH Oe30macHOCTH MH(OPMAIIMOHHBIX TexHONorui. Yacte 2: OyHKIMOHATBHBIE TPEOOBAHUS
oe3omacHocTn», ['occrangapt Poccun. TOCT P MCO/M3K  15408-3-2008 «Meronbl u
cpenctBa obecrieueHus: OezomacHocTu. Kputepuu ouenku 0e30macHOCTH MH(GOPMAaLMOHHBIX
texHosioruii. Yactes 3: TpeboBanus noBepus Kk O6e3onacHocTr», ['occranmapt Poccuu. 'OCT P
NCO I'OCT P UCO/MBK 27002-2012 «MudopmanimonHas TEXHOJIOTHA. METObI U CpeICTBa
obOecrieuenus Oe3omacHoct. CBOA HOPM M TPaBWJI MEHEIKMEHTa HWHGOPMaIMOHHON
0e30MacHOCTH.

Jlexuus 7. TexHHMUECKOE IPOSKTUPOBAHUE U pean3anus cucteM 3amuTel AC

XKuzHeHHbII LUK KOpropaTMBHOM HH(popManMoHHON cuctembl. Knaccudukanums
HOJIX0/10B K IPOEKTUPOBAHUIO U peau3aliuy nHPOPMaLMOHHOM cucteMsl. [IoHsATHE BCTPOCHHOM
U 7100aBOYHOM 3amuThl. Pe3ynpTaThl NpoeKTHpoBaHUs HHGOpMALMOHHOM cuctembl. CocraB
KOMILIEKTa OpraHU3allMOHHO-PACIOPSIUTENbHON JoKyMeHTauuu. OOs3arenbHble  pa3fiessl
MOJIUTUKK  0€30MacHOCTH  MH(POPMAIIMOHHOW  CHUCTEMBbl.  ODKOHOMHUYECKHE  aCIMEeKThl
uHpopMannoHHOW Oe3omacHocTH. [lopsmok arrecranuu aBTOMATU3WPOBAHHBIX CHUCTEM TI0
TpeboBanusiM  mH(popMarmonHoi  Oezomacnoctu. ['OCT P HCO/M3K  29100-2013
«udpopmanonnast TexHosiorusi. Metroasl U cpencrtBa obecrneueHuss 0e3omacHOCTH. OCHOBBI
oOecrieyeHHss TPUBATHOCTH». Pekomenmarmuu 1o cranmaptuszamuun P 50.1.053-2005.
HNudopmannonnbsie TexHOMOTHH. OCHOBHBIE TEPMUHBI U OIPEICIICHUS] B O0JIACTH TEXHUYECKOH
3ammTel uHQopMmanuu. (yrB. Ilpmkazom PocrexperymupoBanust ot 06.04.2005 N 77-cr).
Pexomenmamuu mo cranmaptuzaruu P 50.1.056-2005. Texuuueckas 3ammTa HHGOPMAIUH.
OcHoBHble TepMUuHbI U onpenenenud. (yrB. IIpukazom PocrexperynupoBanus ot 29.12.2005 N
479-ct). TOCT P UCO/MDBK 27002-2012 «rpOopManmoHHass TEXHOIOTHA. METOIbI U CPeCTBa
oOecrieuenus Oe3zomacHocTd. CBOA HOPM M TpPaBWI MEHEIKMEHTa HMH()OpPMaIMOHHON
6e3onacHoct». ['OCT P UCO/M3K 29100-2013 «MupopmarnmonHas TexHonorus. Meronsl u
cpeactBa obecreueHus: OesomnacHocTH. OcHOBBI obOecniedyeHust mnpusatHoctu». ['OCT P
NCO/M3K 18028-1-2008 «MupopMmarionHast TexHONOorus. MeToabl U cpescTBa obecredeHus
6e3onmacHocT. CereBass 0e30MacHOCTh MH(OPMAIIMOHHBIX TEXHOJOTMH. MEHEeKMEHT CeTeBOM
6e3omacHocTn», ['occrangapt Poccun.

Jlexuus 8. AHanu3 U OIleHKa PUCKOB HH(POPMALMOHHOM 6e3omacHocTH. YacTs 1

O0630p cTaHgapTOB MO OIEHKE pUCKOB. OpraHuzanuoHHble cTaHgapthl no Ub B PO.
B3aumocBsI3b OpraHn3allMOHHBIX CTaHAAPTOB. AHAJIN3 OCHOBHBIX NojoxkeHui crangapra ['OCT
P NCO/M3K 27001-2006 «Mertonsl u cpeactBa obecriedeHuss Oe3omacHOCTH. CHCTEMBI
MEHeI)KMeHTa HH(OpMalMoHHOW Oe3omacHocTH». HopmaTuBHBIE TpeOoBaHHS K cHUCTEME
ynpasnerus: uHpopmanmonnoit 6e3omacHoctn  (CYUDB). Ilpomeccuwiii moxom u  ¢dazy
ynpasieHus puckamu. OOuire TpedoBaHUsS K METOJAMKaM OIIEHKH M aHajn3a puckoB. [lonsarue
nnnuaenta Ub. Torstue napopMannoHHOTO akTHBA. YTpo3a HHGOPMAITMOHHONW 0€30MacHOCTH.
[TonsiTve ysI3BUMOCTH. OTambl OLEHKH PHUCKOB HH(opMmamuoHHoi Oe3zomacHoctu. I'OCT P



NCO/MBK TO 19791-2008. «WupopMannoHHass TexHoOJOTHs. MeToapl W CpeacTBa
oOecrieyenus  OezomacHocTu. OreHka 0€30IMaCHOCTH  aBTOMATHU3HUPOBAHHBIX  CHCTEMY,
loccranmapr Poccuun. 'OCT P MCO/M3K 27001-2006 «MupopManoHHass TEXHOJIOTHSL.
Mertoap!l u cpeactBa obecrieueHus: 0ezomacHocTd. CHCTEMBI MEHEIKMEHTa MH(POPMAIMOHHON
o0e3omacHoctu. Tpeboanus», ['occranmapr Poccun. T'OCT P HMCO/MBK 27005-2009
«UupopmanonHast  TexHojorus. Meronbl M CpeacTBa  oOecriedeHHs — OE30MacHOCTH.
MeHeKMEHT prucka HHPOPMALMOHHOM Ge3omacHocTH», ['occTanmapt Poccuu. I'ocrexkoMuccus
Poccuu. PykoBomsimmii nokyment. Konnenmus 3ammutel CBT u1 AC 0T HeCaHKIIMOHUPOBAHHOTO
noctyna kK wuHpopmamuu. M.: 1992. Tocrexxomuccust Poccum. PykoBomsmmii JTOKyMEHT.
ABTOMAaTHU3WPOBAHHBIE CUCTEMBI. 3allUTa OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K MH(pOpMAIUH.
Knaccugukanuss aBTOMaTH3UPOBAHHBIX CUCTEM M TpeboBaHHs MO 3ammre uHpopmarmu. M.:
1992. T'ocrexkomuccusi Poccun. PykoBopsuuii TOKyMEHT. BpeMeHHOe TOJIOKEHHE 1O
OopraHu3anuy pa3pabOoTKH, M3TOTOBJIEHUS M OKCIUTyaTalldd TMPOTPAMMHBIX U TEXHUYECKHX
CPEICTB 3alluThl MHGOPMAIMU OT HECAaHKIMOHMPOBAHHOIO JIOCTYNA B aBTOMATHU3MPOBAHHBIX
CHCTEMax M CPEJCTBAX BHIYUCIUTEIbHOU TEXHUKU. M.: 1992,

Jlexuwms 9. AHanu3 U oIleHKa pUCKOB HH(popMannoHHo# 6e3omacHocTh. Yactp 2.

[IpenBaputenpHplii 3Tan aHanu3a pUCKoB. VeHTHUGHMKAIMS aKTUBOB. AHalU3 yrpos.
Unentuduxamus puckoB Ub. Wnentudukauus yrpo3z Ub. Unentudukamus CymecTByROMUX
cnioco6oB ynpasieHus puckamu Mb. Kiaccudukanus yszBumocTeil 10 ypoBHIO KPUTUYHOCTH.
Knaccugukanus ys3Bumocteil mo BeposTHOCTH peanu3auuu. OueHka puckos. KomnuecTBenHas
U KayecTBeHHas oueHka puckoB Mb. KomMOMHUpPOBaHHBIN MOJYKOJIMYECTBEHHBIH IMOAXOJ K
KOJIMYECTBEHHON ouneHke puckoB Mb. Ilpumep mkanel g HOJy4EHHMS OLEHOK AaKTHUBOB.
IIpumep mKanmbl OLICHKM BEPOSITHOCTEW peann3anuu cueHapueB MHIMAEHTOB Kb. JleranbHas
OllEHKa pHcKa WHpopManuoHHOH Oe3zomacHocTu. OrmpeneneHne paHXUPOBAHHBIX 3HAYCHHUN
BEIMYMHBI pucka. [lnan ynpasnenus puckamu. O6padotka pruckoB. HernpepbiBHbIE 1eHCTBUS 110
yIOpaBiIeHUIO pUcKamMu. Bpibop u mnpoBepka 3amuTHBIX Mep. OCHOBHbIE HOpPMAaTHBHBIE
JIOKYMEHTBI 110 YIPaBJIEHUIO pUCKaMU HH(OpMAaLMOHHON 6e30macHOCTH. OCHOBHbIE TOJIOKEHUS
I'OCT P UCO/MBK 27005-2010 «HubopmarmionHass TexHOJIOTHS. MeETOOsl W CpeicTBa
oOecnieueHus 0Oe3omacHOCTH. MeHEIKMEHT pucka HHOOPMALMOHHOW  OE30MacCHOCTH.
OcuoBubie nonoxkenuss TOCT P 1 COM DK 27002-2012 «MubopmanioHHast TEXHOJIOTHS,
Metonel u cpenctBa obecriedenust OezomacHoctd. CBOJ HOPM M TPaBUI MEHEKMEHTA
uHpOpMalMOHHON Oe3omacHocTH. PykoBomsamuii mokymeHT 50-34.698-90 «Meroanueckue
ykazanus. MHpopmamonHas TexHosorus. KoMiuieke cranaapToB ¥ pyKOBOJSIIUX JOKYMEHTOB
Ha AaBTOMAaTU3MPOBAHHBIE CUCTEMbl. ABTOMATHU3MPOBAaHHBIE CHCTEMBL. TpeboBaHHS K
COJIEpP)KaHUI0  JOKyMeHTOB».  HopmartuBHO-MeTOonmyeckuil  JOKyMeHT  «CrenuanbHble
TpeOOBaHUS M PEKOMEHJAIMM 1O TEXHUYECKOH 3aIuTe KOH(PHIESHIMATbHON HHPOpMALUN»
(CTP-K), (mpunoxenue k mnpukady Ilocrexxomuccun Poccunm ot 30.08.2002 Ne 282).
PykoBomsammuit  noxkymeHt I'octexkomuccum Poccum «3ammra OT HECaHKIMOHMPOBAHHOIO
noctyna Kk uHpopmar. TepMUHBI B onpeaeneHus», 1992.

Jlexmus 10. [IpoekTupoBanue cucteMbl HHPOPMAIIMOHHOW 0€30MaCHOCTH

Bunet  paboT, BBINONHSIEMBIX TMPU TPOSKTUPOBAHUU CUCTEMBI  OE30MACHOCTH.
[IpeanpoexktHoe o6OcnemoBanne oObekTa. CTamuu NPOEKTUpPOBaHUS. BBIOOpKa METOI0B U
cpenctB mpoekTupoBanusi. COCTaBICHUE OPraHU3AIMOHHO-PACTIOPAIUTEIFHON JOKYMEHTAIIHH.
PykoBoacTBO moJB30BaTeNsl MO CpeicTBaM 0e30MacHOCTH. PyKOBOACTBO aJIMUHHCTPATOpa IO
cpeacTBaM  0e30MmacHOCTH. AJMHMHHCTPHUPOBAHUE CpEeACTB 0Oe30macHOCTH. PykoBoasimumit
nokymeHT ['octexkomuccuum Poccunm «CpencrtBa BBIYMCIUTENBHON TEXHUKU. 3aluTra OT



HECaHKIMOHMPOBAaHHOTO jgocTyna K uHpopmanuu. [lokasatenu  3amMIIEHHOCTH  OT
HECAaHKIIMOHMPOBAHHOTO JOCTynma K uHpopmauum», 1992. PykoBomsmuii  TOKyMEHT
['ocTexkomuccuu Poccuu «3ammuTa OT HECAaHKIIMOHHUPOBAHHOTO JOCTYIA K HHpopMaIuu. Yacth
1. IlporpammHoe oOecnedeHre CpeAcTB 3amuThl HHGopMmaruu. Kiaccudukaius mo ypoBHIO
KOHTpPOJII OTCYTCTBUS HEICKJIAPUPOBAHHBIX BO3MOXKHOCTEH», 1999. PykoBomsumii 1OKyMEHT
I'octexkomuccun Poccun «CpencTa BBIYUCIUTENbHON TEXHUKU. MeXCeTeBbIe SKpaHbl. 3aluTa
OT HECAHKIMOHMPOBAHHOTO JocTyna K wuHpopMmaruu. [lokasaTenu 3alIMIIEHHOCTH OT
HECaHKIIMOHUPOBAHHOTO J0CTyNa K nHpopMarum»,1996

Jlexums 11. Oxcruryaranust 1 MOIUHUKAIMA CUCTEMbI HH(POPMAIIMOHHON 0€301acHOCTH

Okcmryaranus cuctembl nHGopmammonHoi 6e3omacHoctn AVC. 3agaun U METOIBI UX
pemieHus. OCHOBHbIE TOHSTHS U KIAaCCH(PUKAIUS TEXHOJIOTHYECKUX MpPOLEccCOoB 00paboTKu
nanHbiXx. Cucrtemuoe aamuHuctpupoBanue AVC m agmunuctpupoBanue Oe3zonacHoctu AVC.
Aynut uHbopManmoHHON Oe3omacHocTU. [IpaBoBble W METOOJIOTMYECKHWE OCHOBBI ay/uTa
uH(OPMALMOHHON 0e30MacHOCTH. MeToAbl OIIEHUBAHHUS HHQPOPMAIIMOHHON 0€30MacHOCTH.
HccnenoBanre molydyeHHBIX OLEHOK HH(OpManuoHHOU Oe3omacHocTu. TpeOoBaHus O 3aliuTe
uH(pOpMaIIMU, HE COCTABISIONIEH TOCYIapCTBEHHYIO TaifHYy, COJEpKaIIeiicsl B TOCYAapCTBEHHBIX
uHpopmannonusix cucremax. [Ipunoxenue k [Ipukazsy ®CTIOK Poccun ot 11 despans 2013 r.
Ne 17. TpeboBanus Kk oOecreueHUIO 3alIUThl UHPOPMAIIMK B aBTOMAaTU3HPOBAHHBIX CHUCTEMax
yIpaBiIeHUS] MPOU3BOJICTBEHHBIMU M TEXHOJIOTMUECKUMU TMPOIIECCAMU HAa KPUTUYECKU BaXKHBIX
0o0BeKTax, TMOTCHIMAIFHO ONACHBIX OOBEKTaX, a TaKkKe OO0bEeKTaX, MPEICTaBISIFOIINX
MOBBILICHHYIO OMNACHOCTh ISl JKM3HH M 370POBbS JIIOJEH U JUIsl OKpYKalolled MNPUPOIHON
cpenbl. [Ipunoxenue k Ilpukasy ®CTOK Poccum ot 14 mapra 2014 r. Ne 31. CocraB u
COJIEp)KaHUE OPraHU3allMOHHBIX W TEXHUYECKUX Mep Mo obecrnedyeHuo 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX NpU HX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMaX IEPCOHAIBHBIX
nanHbix. [lpunoxenne k Ilpuxazy ®CTOK Poccum ot 18 despans 2013 1. Ne 21.
TpeboBanusiMu K cucreMaM oOHapyxeHus BTopxkeHud. Ilpunoxenue k Ilpuxazy ®CTOK
Poccun ot 6 nmekabps 2011 r. Ne 638. Mepbl 3amuThl MHPOpPMAMM B TOCYAApCTBEHHBIX
nH(popManoHHbIX cucteMax. Metoaudeckuii nokymeHT @CTOK Poccun ot 11 despans 2014
roga. TpebGoBanust o 3ammTe HHPOpPMAIMM, COAepXKalielcs B HMH(OPMALMOHHBIX CHUCTEMAax
obuiero nonb3oBanus. [Ipunoxenue k Ilpukazy Ipuxazy @Cb Poccun, ®CTIOK Poccun ot 31
asrycra 2010 r. N 416/489.

5. METOJIMYECKHUE YKA3AHUS MO MPEMNOJABAHUIO
1 OCBOEHMIO JUCHUIIIUHBI (MOLY.JIS)

5.1. Ykazanusa s npenojgaBaresiedl 0 OPraHM3alMM M INPOBEJCHUIO y4eOHBIX

3aHATHH MO0 JUCHUILINHE (MOAYJII0)
IIpumepHasi TeMaTHKa J1a00PATOPHO-NIPAKTHYECKHUX PadoT

Co3naHne KOHTEKCTHOM IUarpaMmel.

Co3nanne nH(pOpMaIMOHHON MOJIENTH MPEIMETHOM 00JIacTH.

Coznmanne nuarpammsl IDEF1X.

Coznanue nuarpammel DFD.

Co3ngaHue opraHu3alMOHHON JuarpaMMsl.

Cozanue T0rn4eckoro ypoBHs MOJIEIH JTAHHBIX

Casi3pIBaHE MOJIENU TPOIIECCOB U MOJIENH JaHHBIX

Coznanne Gpu3nyeckor MOACIN JaHHBIX

Cozmanne u©  HacTpoWKa IOACHUCTEMBl AHTUBUPYCHOW  3allUTHl  3aIMUIIEHHOU
MH(OPMALIMOHHON CUCTEMBI NPEANPUATHUS



HOCTpOQHI/Ie MOoACUCTEMBI MCIKCCTCBOTO 3KpAaHUPOBAHUA JIA CUCTCMBbI

UHPOPMAIINU aBTOMATU3UPOBAHHOW MHPOPMAIIMOHHOM CUCTEMBI IPEATPUSTHS
YcranoBka u ucnons3zopanue Microsoft Baseline Security Analyzer
VYcraHoBKa ¥ HACTPOIKa CUCTEMBI yripaBiieHust ooHoBieHus MU WSUS
Opranuzanus Kkomiiekca cpeacts 3amuTsl OC Linux
YcTaHOBKa M CKAHUPOBAHKE CETH MTPU TIOMOIIU CETEBOT0 cKaHepa Xspider

3alIUThI

HpI/I IIOATOTOBKE K J'Ia60paTOpHBIM 3aHATHUAM HCO6XOI[I/IMO BOCITIOJIB30BAaTbhCA yqe6H0-

METOIMYECKON JIUTEpaTypon U3 I1.8.

5.2. Yka3zaHus 1Jis1 00y4arommXxcs M0 OCBOCHUIO M CUMILTUHBI (MOYJIIO)

Bo Bpemst camocTosTensHON paboThl HEOOXOAUMO BOCIIONB30BATHCS YI€OHO-METOAMYECKOM

JUTEpPaTypo U3 I1.8.

Tabanna 4 — Coaep:xaHue caMoCTOSITEIbHON PadoThI 00y4YaroIuXCs

0J11 OUHOU

opMbl 00yUeHUus

TeMbl/SOI’lpOCbl, 6blHOCUMbIE HA
camocmosimellbHoe usyuenue

Temal. PackpbiTHE NPUHIMIIOB, METOAOB MU
TEXHOJIOTHH 3a0MThl  WHGOpMAIHUH B
koprnoparupHoit WC. W3yueHne Hay4HbIX,
INPUKIAIHBIX W METOJOJOTMYECKUX aCIIEKTOB
OpraHu3aluuu TEXHOJIOTUH 3aILUTHI B
koprnoparuBHbix MC. V3yueHue HaydHbIX H
IIPUKJIIAHBIX aCIIEKTOB OpraHu3alyH
3aIIMIIEHHON UHQPaCTPYKTYpPbI
KOPIOpaTUBHON MH(POPMAIITMOHHON CHCTEMBI.

Tema 2. OCHOBBI METOIOJIOTMH MOJEIUPOBAHUS
IIOTOKOB JAHHBIX. ba3zoseie MOHATUSA
MOJIEJIMPOBAaHUS MOTOKOB JaHHBIX. OCHOBHBIE
snementsl  DFD.  IlpaBuma  moctpoeHust
Uepapxud  auarpaMM  I[IOTOKOB  JIaHHBIX.
MopnenupoBanue JIaHHBIX: ER-monens.
W3Bneuenne HHGOpPMAMM U3 MHTEPBBIO H
BbIJIeNIEHHEe  cymHocTed.  MaeHTudukanus
cBsazedl. Mnentudukanus atpubyToB. Busl
aTpuOyTOB.

Tema 3. Knaccudukarus mmdpos. [Totounoe u
Omoynoe mmdpoBanre. CHUMMETpUYHBIE |
acCUMMETpUYHble  KpunTocuctemsl.  Cxema
OTKPBITOTO  PACHpeneNieH!s] CHUMMETPHYHBIX
kmoueit nppu-Xenmana.

Knaccugpukanuss  KOMIBIOTEPHBIX  BHPYCOB.
[TporpammMHbIe 3aKJIAJIKH. TexHonorus
«PYTKUTOBY. Mertonbt peaynpexKaCHUs
BUPYCHOTO 3apakeHus. MeTosbl 0OHapyKEHHS
KOMITbIOTEPHBIX BUPYCOB.

Tema 4. Iloka3zaTenn MEKCETEBEIX OKpaHOB IIO

Kon-60
Dopmovl pabomul
uacoe

9
Bneaynuropnas,
U3y4eHue Y4EOHBIX
nocoOui

9
BneaynuropHnas,
U3Yy4EHHE y4eOHBIX
nocooui

9
BneaynuropHnas,
H3y4YeHUe yueOHBIX
nocooui

9 Bueayauropnasi,




Ki1acCaM 3alIUIICHHOCTH. ITousTue
I[GMI/I.HI/ITapI/I3OBaHHOI71 30HBI. CTaHHapTHBIe
Tpe6OBaHI/ISI K MCKCCTCBBIM OKpaHaM.

n3yueHue yueOHbIX
nocoouit, u3y4eHue
HOPMAaTHBHO-TIPABOBBIX

[Tonmutuka cereBoli Oe3omacHocTH. [lommThka JIOKYMEHTOB
JI0CTyTa K CETEBBIM pECypcaM.
Tema 5. Ilpumep HaACTpoOWKH mporpamMmHO- | 9
amnmapaTHoro mexxcereBoro skpana: CheckPoint
UTM-1. Ilpumep HacTpoilku NpOrpaMMHOIO
MexceTeBoro fkpana: Microsoft ISA Server
N Bueayauropnas,
2006. Ilpumep HaACTpOHKM MOPOrPpaMMHOTO
. U3y4eHUe y4eOHBIX
MEKCETeBOro 9kpana: Microsoft ForeFront Suit
nocoowuit
Threat Managtment Gateway 2010.
Oco0OeHHOCTH MEXKCETEBbIX HKPAaHOB HOBOTO
nokonenuss. Onpenenenue UTM. Ilpumephnas
MOJINTUKA CETEBOW OE30MaCHOCTH.
Tema 6. HoBoe mokonenue cranmapto Hb: | 9
O6mue kpurepun. lLlenp pa3zpaboTku
CTPYKTypa OOmMX KputepueB. MexaHu3M Bneayauropnas,
omucaHust TpeboBaHWii K  0€30mMacHOCTH. U3y4eHHe yu4eOHbIX
Crpykrypa mnpoduias 3amurbl 0 OOLIMM ocoOuii, u3ydyeHue
kputepusaMm.  ConepkaHus — 3aJaHusl 11O HOPMaTHUBHO-TIPaBOBBIX
6e3omacHocTH. DYHKIHMOHATBHBIE TPEOOBAHUS JIOKYMEHTOB
K Oe3omacHoctu. TpeOoBaHMs JOBEepUs K
0€30MacHOCTH.
Tema 7. DKOHOMHYECKHE acriektsl | 10 Bueayauropnasi,
uHpopMalMoOHHOM  Oe3onmacHocT. [lopsamok U3yyeHHE y4yeOHBIX
aTTeCTallud aBTOMATU3UPOBAHHBIX CHCTEM IIO nocoOuii, nyueHue
TpeOOBaHUSAM UHPOPMALMOHHON HOPMAaTHUBHO-TIPABOBBIX
0€30IMaCHOCTH. JIOKYMEHTOB
Tema 8. Cucremsl MeHeKMeHTa | 12
. BneaynuropHnas,
UH(POPMALIMOHHOM 0e30macHOCTI Y.
U3y4yeHHe yuyeOHbIX
HopmatuBHble  TpeOoBaHMs K  CHCTEMeE .
. ocoOuii, u3ydeHue
ylpaBjieHUus MHPOPMALMOHHOM 0e30macHoCTH
. HOPMAaTHUBHO-TIPABOBBIX
(CYUB). IlpoueccHbiii moxox u  ¢a3zy
JIOKYMEHTOB
yIpaBiIeHUS] pUCKAMH.
Tema 9. Meronbl m cpencrBa obecnedeHus | 12
0€30MacHOCTH. MeHnemKMeHT pucka
. Bneaynuropnas,
uH(popMallnoHHON Oe3zonacHOCTH». OCHOBHBIE Svaere VieG
u HU HBIX
nonoxkerns TOCT P ICO MDK 27002-2012 YACHHE ¥
ocoOui, U3ydeHue
«MudopmanionHas TexHoyorus, MeTtoasl u
HOPMAaTUBHO-TIPAaBOBBIX
cpenctBa obecrnedenust OeszomacHocTu. CBOA
JIOKYMEHTOB
HOpM u TpaBuII MEHEI)KMEHTa
nH(pOpMaIMOHHOM 0€30MaCHOCTH.
Tema 10. CocraBnenue opranuzanuonso- | 10
pacnopsiAuTEIbHON JIOKYMEHTAIUH. BreaynutopHnas,

PykoBozncTBO mosib30BaTens IO CPEACTBaM
0e30macHOCTH. PyKkoBOJCTBO agMHHHCTpaTopa
o cpencTBaM 0€30MaCHOCTH.

H3yUeHHUE YueOHBIX
nocoout




AJMUHUCTPUPOBAHHE CPEACTB OE30MACHOCTH.

Tema 11. Aypur MH(POPMALIMOHHOM
6e3omacHocTh. [IpaBoBbIe U METOOJIOTHUECKHUE
OCHOBBI ayaura UH(POPMAIIMOHHOW
0€30MacHOCTH. MeTtobl OLICHUBaHMUSI
UH(POPMALIMOHHOM 0€30MacHOCTH.
Uccnenosanue ITOJTYyYEHHBIX OLIEHOK
UH(POPMALIMOHHOM 0€30MaCHOCTH.

10

Bneaynuropnas,
n3ydeHHne yueOHbIX
nocoouii

01 04HO-3A04HOIL hopMmbl 0OYyUEeHUA

Temvi/6onpocul, viHOCUMbBIE HA Kon-60
Dopmovl pabomul
CamMoCmosimenbHoe uzyueHue uacos
Temal. PackpeiTHe TPUHIUIIOB, METOMOB | | 12
TE€XHOJIOTHH 3alMThl  MHGbOpMaLUU B
kopnoparuBHoii MC. W3yueHue HaydHbIX,
INPUKIAJHBIX U METOJOJOTHYECKUX aCIEeKTOB Bneaynuropnas,
OpraHu3anuu TEXHOJIOTUH 3alUTHI B U3y4eHUE Y4EOHBIX
koprnoparuBHbix MC. V3yueHue HaydHbIX H nocoouit
MPUKIIAIHBIX acCIeKTOB OpraHu3alyH
3allUIIEHHON UHPPACTPYKTYPHI
KOPITOPAaTHBHON MH()OPMAIIMOHHON CHUCTEMBI.
Tema 2. OCHOBBI METOIOJIOTUN MOJENUpOBaHus | 12
IIOTOKOB JAHHbIX. bazoBble HOHSITHS
MOJIEJIMPOBAaHUS MOTOKOB JaHHBIX. OCHOBHBIE
snementsl  DFD.  IlpaBuna  moctpoeHus
Bneayauropnas,
UEepapXuM  AMarpaMM  IOTOKOB  JIaHHBIX.
U3y4eHue y4eOHBIX
MopnenupoBanue JIaHHBIX: ER-monens. N
nocoOuit
W3Bneuenne HHGOpPMAMM U3 MHTEPBBIO H
BbIJIeNIEHHEe  cymHocTed.  MaeHTudukanus
cBsazedl. Mnentudukanus atpubyToB. Buisl
aTpuOyTOB.
Tema 3. Knaccuduxarnus mmdpos. [lotounoe u | 12
6mouyHoe mm¢ppoBanue. CUMMETpUUYHBIE WU
acUMMETpUYHble  KpunrocucreMel.  Cxema
OTKpPBITOTO  PaclpeAciieHus CUMMETPUYHBIX B
kioueit J{uddu-Xenmana. HeayUTopHas,
Knaccudpukanus  KOMIBIOTEPHBIX  BUPYCOB. H3yqCHUC y4eOHbIX
[TporpammubIie 3aKJIaJKH. Texnonorus mocobuit
«PYTKHUTOBY. MeTtoasl MIpEeYNPEXKACHUS
BUPYCHOTO 3apakeHus. MeTo/bl 0OHapyKEHHS
KOMIIBIOTEPHBIX BUPYCOB.
Tema 4. Iloka3aTenn MeXCETeBBIX KpaHOB 1o | 12
BneaynuropHnas,
KJj1accam 3alUIICHHOCTH. ITonstue
. n3yueHue yueOHbIX
JEMWIATApU30BaHHON  30HbI.  CTaHIapTHbIE .
nocoouit, u3yyeHue
TpeOOBaHUS K  MEXKCETeBBIM  JKpaHaM.
. HOPMaTUBHO-IIPABOBBIX
[Tonutuka cereBoil Ge3omacHocTH. IlomuTHka
JIOKYMEHTOB
JIOCTYIIA K CETEBBIM PECYPCAM.
Tema 5. Ilpumep HacCTpOWKH mporpamMmHO- | 12 Bneaynuropnas,
anmnapatHoro Mexcereoro 3kpana: CheckPoint H3y4YeHne yueOHBIX




UTM-1. Ilpumep HacTpoilku NpOrpaMMHOIO
MexceTeBoro skpana: Microsoft ISA  Server
2006. Ilpumep HacTpOWKM HPOrPaMMHOIO
MexceTeBoro odkpana: Microsoft ForeFront
Threat Managtment Gateway 2010.
Oco0OeHHOCTH MEXKCETEBbIX HSKPAaHOB HOBOIO
nokosieHus. Omnpenenenue UTM. Ilpumepnas
MOJIUTHKA CETEBOI 0€30MacHOCTH.

nocooui

Tema 6. HoBoe mokonenue cranmapto Ub: | 12
O6mme kputepuu. llenp pa3paboTku
CTPYKTypa o0OLIMX KpuTepueB. MexaHU3M BueaynutopHas,
onucaHust TpeboBaHMI K  0€30MacHOCTH. U3y4eHHe y4yeOHbIX
Crpyktypa mnpodunas 3amuThl IO  OOLIMM nocoOuii, n3yueHue
kpurepusim.  CogepkaHust  3aJjaHus 110 HOPMAaTUBHO-IIPABOBBIX
6e3onacHocTH. DYHKIMOHAJIBHBIE TPEOOBAHMS JIOKYMEHTOB
K Oe3omacHocTtu. TpeOoBaHus J0Bepus K
0e30MacHOCTH.
Tema 7. DKOHOMHYECKHE acrnekTsl | 15 Bneaynuropnas,
uH(popmanoHHoM  Oe3omacHocTu. Ilopsaok U3y4eHHe yu4eOHbIX
aTTeCTallud aBTOMATHU3MPOBAHHBIX CHCTEM IIO nocoOuii, n3yueHue
TpeOOBaHUSM UHPOPMALTMOHHON HOPMAaTHUBHO-TIPABOBBIX
0€30MacHOCTH. JIOKYMEHTOB
Tema 8. Cucremsl MeHeKMeHTa | 18
. Bneaynuropnas,
MH(pOpMaLOHHON 0€3011acCHOCTH.
U3y4eHHe yu4eOHbIX
HopmatuBuble  TpeboBaHUS K  CHCTEMeE .
. OCOOUH, U3yUCHUE
ylpaBjieHUus MHPOPMALMOHHOM Oe30macHoCTH
. HOPMAaTUBHO-IIPABOBBIX
(CYUB). IlpoueccHbiii moxox u  ¢a3sy
JIOKYMEHTOB
yIIpaBJIEHUS] pUCKAMH.
Tema 9. Metonsl u cpeacrBa oOecrneueHus | 18
0€30MacHOCTH. MeHeKMEHT pHcKa
. BneaynuropHnas,
uHpOpMaLMOHHOM Oe3omacHocTU». OCHOBHBIE 5
U3y4yeHHe yuyeOHbIX
nonoxerns TOCT P UCO MDK 27002-2012 YACHWE Y1
nocoOuii, nyueHue
«upopmanonHast TexHoJoruss, Meronsl u
HOPMAaTUBHO-IIPABOBBIX
cpeactBa obecneueHust Oe3onmacHocTH. CBoA
JIOKYMEHTOB
HOPM " IpaBUII MEHEKMEHTA
nH(pOpMaIIMOHHOM 0€30MaCHOCTH.
Tema 10. CocraBneHue opraHu3alMoHHO- | 15
aCTIOPSTUTEITHHON JOKYMEHTAIUH.
p p ™ Bneaynuropnas,
PykoBo/icTBO moONB30BaTeNss MO CPENCTBAM
M3y4YeHHE YUEeOHBIX
0e301macHOCTH. PyKOBOJCTBO agMHHHCTpaTopa .
rnocooui
o cpencTBaM 0€30MaCHOCTH.
AJIMHHUCTPUPOBAHHE CPEICTB OE30MACHOCTH.
Tema 11. Aynur uHpOpMalMOHHOM | 12
6e3omacHocTu. [IpaBoBbIe U METOOIOrHYECKHE
. BneaynuropHnas,
OCHOBBI ayauTa MH(POPMALMOHHOM
n3yueHne yueOHbIX
0€30IacCHOCTH. Metonbt OLICHUBAHUS .
. nocoOui
UH(POPMALIMOHHOM 0€30MaCHOCTH.
HccnenoBanue HOJYYEHHBIX OLIEHOK




‘ UH(POPMALIMOHHOM 0€30MacHOCTH.

5.3. Buabpl u ¢opMbl NHCBMEHHBIX pPaldoT, NPeAYCMOTPEHHBIX NPH OCBOCHHH
AUCHMILINHBI (MO/YJIs1), BHINOJIHsAEMbIe 00y4AIOIMMHUCS CAMOCTOATEIbHO

VY4eOHbIi IPOEKT MOXKET COAEPAKATh CIECAYIOLINE PAa3/Ieibl U YaCTH:

TUTyIBHBIN IUCT

3aaHue Ha YIYECOHBINA MTPOCKT

Pedepar

Coneprxanue

Bsenenue

1 Anamu3 u BbIOOp MeTona pemeHus 3amaun  «lIpoekTupoBaHHe 3alIUIEHHOMN
UH(POPMALIMOHHON CHCTEMBI ISl pemieHus 3anaun «Haumenoeanue npuxknaonoii 3a0auu uiu
noocucmembsl A6MOMAMU3UPOBAHHON CUCHIEMbL YIPACTIECHUA»Y

1.1 TexHUKO-3KOHOMHYECKAsI XapaKTEPUCTUKA IPEINPUITHS (€CIHU 3aJa4a peraercs A
MPEATPUSITHS )

1.2 AKTyanbHOCTh BBIOPAaHHOMN TEMBI

1.3 AHanu3 uH)OpPMAIMOHHBIX ITOTOKOB M ONpeeiieHue TpeOOBaHUN K 00ECIICUCHUIO UX
0e30I1aCHOCTH

1.4 AHanu3 TeXHUYECKHUX U MPOrPaMMHBIX CPEJICTB, UCIOIb3YEMBIX AJISl PELICHUS 3aJjauu
(MM IOJACUCTEMBI)

1.5 XapakrepucTuka METOJIOB, CPEACTB M CHCTEM MH(OpMAIMOHHONW 0e30MacHOCTH
MCIOJIb3YEMBIX JIJISl peLIeHUs 3a7auu (WM IOJCUCTEMBI)

1.6 IlocraHoBKa 3aJjauu MPOEKTUPOBAHUS 3ALIUILEHHON HH(POPMAIMOHHON CUCTEMBI IS
pelieHus 3a1a4u (I10ICUCTEMBI)

2 IlpoexkTHpoBaHuE 3aUIUIIEHHON HH(POPMALMOHHOM CHCTEMBI JUIsl PELICHUs 3ajadu
«Haumenoeanue npuxknadnoit 3a0auu uau nNOOCUCMEMbL AGMOMAMUIUPOEGAHHOI CUCEMDbL
YRpaenenun»y

2.1 OcHOBHBIE TOJIOKEHUS MMPOSKTUPOBAHMS 3AIUINEHHON HH()OPMAIIMOHHON CHCTEMBI
s pewieHus  3agaun  «Haumenoeanue npuknaonoit  3adauu  uau  NOOCUCHIEMDbL
AGMOMAMU3UPOCAHHOIL CUCHEMbL YRIPAGTICHUAY

2.2 Pa3paboTka HOpMaTHBHOM 0a3bl HCIOJIB30BaHUS METOJOB, CPEJICTB M CHCTEM
MH(OPMalMOHHONH 0€30IacCHOCTH MpPU MPOEKTUPOBAHUHU 3ALIUIIEHHON HHG(OpPMAaMOHHON
CUCTEMBI

2.3 Pa3paboTka Mozenu yrpo3 HMHGOPMAIMOHHON O€30MacHOCTH, BO3HHKAMOIIUX MPU
peweHnHy 3a1aun «HaumeHoBaHMe NMPUKIaTHON 3a/1aul MU MOJICUCTEMbl aBTOMAaTU3UPOBAHHON
CUCTEMBI yIIPaBICHUSI»

2.4 OueHka W aHaJIU3 PUCKOB MH(OPMAIIMOHHOW O€30MacHOCTH NpPU pElIeHUM 3a/lauu
«HanMenoBanue mpHUKIaIHON 3amaud WIM TOJCUCTEMBl ABTOMAaTU3UPOBAHHOM CHCTEMBI
yTIpaBJICHUS»

2.5 OGocHOBaHME BBIOOpA anmapaTHBIX CPEJCTB 3aIUTH HH()OpMAIIH

2.6 O0ocHOBaHME BBIOOpa MPOrPaMMHBIX CPECTB 3aLUTHI MH()OpMAIIH

2.7 Pa3paboTka CTPYKTYpHI 3alIUINEHHOW HWH()OPMAIMOHHOW CHCTEMBI Ui PEHICHUS
3anaun «Haumenoeanue npukiaoHoul 3a0a4u UAU NOOCUCHEMbBL AGHOMAMUIUPOBAHHOI
cucmembvl ynpagieHusny

2.8 Pa3paboTka 1 MOIeTMPOBaHUE CTPYKTYPHI HHPOPMAITMOHHOW 0a3bl TaHHBIX

2.9 Pa3zpaboTka HHPOPMAITMOHHO-TOIMYECKONH MOJIENT CUCTEMBbI

3aKIro4eHne

Cnucok UCIOIB30BaHHBIX UICTOYHHUKOB

[Ipunoxenns



Ha3BaHusi MyHKTOB J0JIKHBI ObITh NPUBA3aHbI K KOHKPETHOMY Y4eOHOMY MPOEKTY.
KosmuecTBo pa3ienoB u ux popmMyJTMpoOBKH MOTYT H3MEHATHCS.

B npuio:keHUs] BBIHOCITCS HOPMATHBHBIC JOKYMEHTBI, (DOPMBI, CXEMBI, pacredaTKu
KOZIOB [IPOTPaMM U ITapaMeTPOB HACTPONKU CPEJICTB 3alIUThl HHGOPMAIUH.

PaccmoTpuM copeprkanue mepeyrcieHHbIX pa3ieioB y4eOHOTo MPOEKTa.

BBeaenue

BBenenne 10mKHO copepkaTh o0IIHMe CBeIeHHSI 00 yueOHOM MPOEKTE, OTPaXKaTh e U
3ajaud  pa3pabOTKU MpoeKTa, OOBEKT U TEeXHUYEeCKHMe TpeOOBaHUS Ha KOTOpblE OH
opueHtupoBaH. LlensiMu mpoekra MOryT OBITh: pa3paboTKa 3alIMIICHHOW HH(OPMAIMOHHON
cUCTeMbl, JIMOO aHanu3 W MoauduKalus CylecTBYIOUe cucteMbl HHGOPMaIMOHHON
6e3omacHocTH. B pamkax y4eOHOTrO MpoOeKTa MOXKET ObITh BBIIOJIHEHA pa3padOTKa OTIEIbHBIX
MPOrpaMMHBIX MojyJied, J1u00 HacTpoWKa CpPEeACTB 3allUThl MH(POpPMALMK Ha KOHKPETHBIE
yCIIOBUS IPUMEHEHUSI.

OObem BBeJICHUS HE JTIOJDKEH MPEBBIIATH 2-3 CTPAHUIL.

AHanu3 u BbIOOp Meroaa pemenuss «llpoekTnpoBanMe 3alMIEHHOM
HHGpOPMALIMOHHOI cHcTeMbl I pelieHus 3aaa4yn «HaumeHoBaHMe NMpUKJIAIHON 33124
WJIHN NOICUCTEMbI ABTOMATH3HPOBAHHON CHCTEMBbI YIIPABJICHHI»»

B naparpade 1.1 HeoOX01MMO 1aTh KPATKYIO XapaKTEPUCTUKY TEXHUKO-IKOHOMHUYECKUX
napaMeTpoB OOBEKTa, OXapaKTePH30BAaTh OCHOBHBIE (YHKIMH W 3a7aydl CTOSIIUE TIepen
npennpusTieM (opraHuzainueit). 31ech K€ MOXeT ObITh MpHUBEICHAa OpraHu3al[MOHHAs
CTPYKTYypa HPEAIpUITHS, C YKa3aHUEM OpPraHM3AL[MOHHBIX CBS3€W U OCHOBHBIX 3a/1a4, CTOSIILIUX
nepe Mnoapa3aeICHUsIMU.

B naparpade 1.2 npousBoauTCs aHaIM3 OCHOBHBIX HMH(POPMAIMOHHBIX TOTOKOB Ha
npennpustun. [Ipu 3ToM nomxkHa ObITH BHIOJHEHA Kiaccu@uKaius WHGOPMALUU M0 YPOBHIO
KOH(HICHIIMATHPHOCTH M OIPEJCIIEH YPOBEHb COOTBETCTBHS TOJIYYEHHOW KIaCCHU(pUKAINH,
CYLIECTBYIOIIEH Ha MpeaupusTuud. B ciayyae HanuuuMs NPUHUUINHAIBHBIX pa3iUuuil B
KJIaccu(uKanusax HEOOXOAMMO TOIBITAThCS OIMPENeNIUTh, YeM BBI3BAHBl COOTBETCTBYIOIIHE
PacxoXKIEHUsI.

B naparpade 1.3 paccmarpuBaeTcsi KOMIUIEKC IPOTPaMMHBIX U allapaTHBIX CPECTB,
UCIIONB3YeMBIX Ha mpennpustuu. Ocoboe BHHMaHUE ODKHO OBITh YAENEHO CTPYKTYpe
JIOKQJIbHOM CeTH M MCIOJIb3yEMbIX B paMKaX 3TOW CETH TEeXHOJOIMH 00paboTKH, Mepefayu U
XpaHeHus: uHGOopMaIuH.

IMaparpa¢ 1.4 xapakTepu3yeT KOMIUIEKC METO/IOB, CPEJICTB M CUCTEM MH(POPMAITHOHHON
0e30MacHOCTH, HCHOJB3yeMbIX Ha mpeAnpusatuu. [laparpad momxkeH MpencTaBiIsITh COOOMH
KPUTHYECKUI aHaIu3 BCEro Komiuiekca cpenctB. IIpm 3TOM MOryT HOKa3bIBaThbCsl HE TOJBKO
HEJO0CTaTKH, HO M JOCTOMHCTBA T€X WM MHBIX CPEACTB. Ecian numeeTcss BO3MOKHOCTb, IETIAK0TCS
CCBUIKM Ha PETJIaMEHTUPYIONINE JOKYMEHThl M HMHCTPYKIMH, KOTOpPBhIE€ TPUBOIATCS B
MPUIIOKEHUU.

B naparpagde 1.5 TpeOyercs 000CHOBaTHh  HEOOXOAUMOCTH  3alIMIIEHHON
UHPOPMALIMOHHOM CHCTEMBl JUIsI pELIeHUs CTOosIIell mepea CTYAEHTOM 3ajadyd. 37ech
HE0OXOUMO MPUBECTH OCHOBHBIE HEOCTATKH CyllecTBYyIouleil cucremsl. Ilpu stom crnemyer
OTMETUTh T€ HEOCTATKH, YCTpaHEHUE KOTOPBIX IMJIAHHPYETCS B paMmKax yueOHoro mpoekta. K
HauboJsee XapaKTepHbIM HEAOCTATKaM MOYKHO OTHECTH:

- IEpeYeHb YIpo3, 3alUTa OT KOTOPHIX HE MPEAYCMOTpPEHA B paMKax CYLIECTBYIOLIEH
CHCTEMBI 3alTUTHl HHPOPMAIIHH,

- UCIIOJIb30BAaHUE B CYILIECTBYIOIIEH CHUCTEME YCTAapeBIIMX MPOrpaMMHO-aNNapaTHbIX
KOMITOHEHTOB;

- HECOBEPILEHCTBO MPOLIECCOB KOHTPOJISI COCTOSIHUSL CUCTEMBI;

- OonblIasi TPYIOEMKOCTh B OpraHM3allMM T€X WIM HHBIX MEpONPUATUN 10 3alluTe
JAHHBIX.

B maparpade Taxxe pexomeHayeTcsi 000CHOBAaTh BBHIOOP TEXHOJOTHHU MPOSKTUPOBAHUSA,
TS pa3paboTKU MPOTPaMMHBIX MOTYJIEH.



IIpoexTHpOBaHHe 3aIMMINEHHON MH(OPMALMOHHON CHCTEMBbI ISl PellleHHs 3aJ1a4H
«HanmeHoBaHMe NMPHUKJIATHON 321a4H WJIM MOACHCTEMbl aBTOMATH3UPOBAHHOH CHCTEMBI
ynpasJieHHsD)

B nmaparpadge 2.1 pgaerca Kparkasg XapakKTepUCTHKA JJIEMEHTOB 3allUIICHHON
UH(POPMALIMOHHON CUCTEMBI, BHIOPAHHBIX JJIS peaju3alii B paMKax ydeOHoro mpoekta. Ilpum
9TOM NPUBOJUTCSI 00OOCHOBaHME C/IEIAHHOTO BBIOOpA.

IMaparpad¢ 2.2 packpbIBaeT nepedeHb OpraHu3aliOHHBIX MEPOIPUATHH, pa3padoTaHHBIX
peanuzanuu mnpoekta «IlpoexkTHpoBaHue 3amMIIEHHOH HWHPOPMAUMOHHOM CHCTEMBbI JIJIA
pemienust 3anaunm  «HaumeHoBaHMe  NpUKIAZHOW  3a4a4¥ WM NOACHCTEMbI
aBTOMATU3UPOBAHHON CUCTEMbI YIIPABJICHUSI.

[Ipu sToM HEOOXOOMMO pa3paboTaTh IepeuyeHb BCEH HOPMATHBHOM JTOKYyMEHTAIUU
(mnaHbl, rpagMKu, MHCTPYKLUMHU) Ul BCEX MpeajaraeMblx MeponpusThil. Ilpumepsl maHHBIX
JOKYMEHTOB MOT'YT OBITh IIPUBEACHBI B IPUIIOKCHHUSX.

B maparpadge 2.3 paccMarpuBaroTCsi TEXHUYECKHE CPEACTBA, MpeajaracMbie i
UCTIOJIb30BaHUSI B PaMKax NPOEKTHpyeMoW cuctembl. [Ipu 3TOM 1oKeH OBITh NpHUBENEH
CpaBHUTENbHBIN aHAIN3 OJU3KUX MO0 (GYHKLIHNOHAIBHBIM BO3MOKHOCTSAM YCTPOHCTB M 0OOCHOBaH
BHIOOp TOTO WJIM WHOTO amlapaTHOro Komiuiekca. Kpome 3TOro AOKHBI OBITH MPENCTaBIICHBI
OCHOBHBIC HACTPOMKH anmapaTHOM 4acTU U ONHUCAHbI OCHOBHBIE PEKUMBI PabOTHI BHIOPAHHOI'O
000pyI0BaHuUs.

ITaparpa¢ 2.4 nomxeH onuchBaTh IPOrpaMMHBIE CPEICTBA, /Ui 3AIUUThl HH(YOpMaIUH,
IUTAHUPYEMBbIE Ui MCIOJIb30BAaHUS B PaMKaX MPOEKTUPYEMOM CHUCTEMBbI. 3/1€Ch TAKXKE JOJKEH
ObITh IPOBEACH CPAaBHUTEIbHBIA aHanmM3 OJU3KUX 10 (YHKIMOHAIBHOMY Ha3HAuYEHUIO
nporpaMmHbIX cpeactB. Ocob0oe BHHMaHUE JODKHO OBITH yIENEeHO TpeOOBaHUSIM K
TEXHUYECKOMY OOECIEeUeHHIO M IOArOTOBKE OOCY)KMBAIOLIEro IepcoHana. Takxke, B 3TOM
naparpade JOKHBI OBITh PACCMOTPEHBI BO3MOXKHBIE CIIOCOOBI B3aMMOICHCTBHSI alllapaTHBIX U
IPOTrPaMMHBIX CPE/CTB 3aIUThI HH(OPMALIUH.

B mnaparpage 2.5.1 JIOJDKHO OBITh TPHUBEACHO OOOCHOBAHHE HEOOXOIUMOCTH
pa3paboTKU JIOTIOJIHUTENBHOIO TporpaMMHOro obecnedenus. Crenyer yAenuTb BHHUMaHHE
CYLIECTBYIOIIUM MPOTrpaMMHO-aINapaTHBIM KOMIUIEKCaM, MpPU3BaHHBIM pelIaTh aHAJIOTUYHbIE
3aJ]aud U yKa3aTh Ha MPUYHMHBI, 10 KOTOPBIM JJAHHBIE MPOIYKTHI HE MOT'YT OBITh HCIOJIb30BAHBI.
TUNMUYHBIME IPHYUHAMHA MOTYT SIBIISITHCSI:

- BBICOKasi CTOMMOCTb CYIIECTBYIOIUX PEIICHU;

- OTCYTCTBHE KOMIUIEKCOB PEAIU3YIOIIUX JaHHYIO (PYHKIINIO;

- Y30CTb 33J]audl UJIM HAaOOp OMpeeIeHHbIX crenn(puIeckux TpeOoBaHUH.

Maparpa¢g 2.5.2 coxepxutr HHGOPMAIIMOHHO-JIOTHUYECKYIO MOJIETh MPOCKTUPYEMOU
UHPOPMALIMOHHOM cucTeMsbl. JlokeH OBbITh MpeACTaBIeH OOIINI alrOpUTM paboThl IPOTrPAMMBI,
NPOBEJEH aHalM3 BXOJAHOM U BBIXOJHOM wuH(popManuu. Pa3pabaTbiBaloTCd CHCTEMBI
KOJMPOBaHUS MHGPOpPMALlUU U CTPYKTYphl MAacCHUBOB, 0a3 JaHHBIX. 3JieCh K€ MOXKET OBITh
IpPUBEIEHO 000CHOBaHUE BbIOOpA MIIaTGOPMBI pa3paboTKU U HAOOpa TEXHUUYECKUX CPEICTB.

B mnaparpage 2.5.3 npuBoauTcs pasBepHyTas cxeMa  (DYHKIIMOHUPOBAHHS
MPOEKTUPYEeMO MH(GOPMAIIMOHHON CHCTEMBI MPOTPAMMHOI0 OOECIeueHusl, ¢ MpPeACTaBIEHUEM
HECKOJIbKUX MAaKETOB BXOJHBIX M BBIXOAHBIX (hopM. ONUCHIBAIOTCS BBIXOJHBIE IOKYMEHTHI,
(OpMBI KOTOPBIX MPEICTABISAIOTCS B MPUIOKEHUH.

B 3axkioueHun MOMEIIAIOTCS  BBIBOJIBI, CJICIaHHBIE 110 Y4eOHOMY IPOEKTY,
HaIpaBJIEHUS! BHEAPEHUS MPOEKTa, NEPCIEKTUBBI JajJbHEHIIIEro COBEpPIIEHCTBOBAHUS CHCTEMBbI
UH(POPMALIMOHHOM 0€30MacHOCTH.

B cnucke HCHOJIB30BAHHBIX MCTOYHMKOB CIEIYET JIMTEpAaTypHble WCTOYHUKH,
UCIIOJIb30BaHHbIE NIPU pa3pabOTKe MPOEKTa U MPHU HANKMCAHUU MOSICHUTEIBHON 3alUCKH, a TaKXKe
HOpPMAaTUBHBIE JIOKYMEHTHI, KOTOPHIMH PpPYKOBOJICTBOBAJICA aBTOp Impoekra. B  Tekcte
JUIUIOMHOTO MPOEKTA CIEAYET IPUBOAUTH CCHUIKH Ha BCE MCIOIb30BaHHBIE UCTOYHUKHU. CIIUCOK
UCTIOJI30BaHHBIX HCTOYHHKOB oopmirsieTcst B cootBeTcTBHH co cranaaptom «['OCT 7.1-2003
bubnuorpapuyeckas 3anuce. bubnuorpapuueckoe onucanue. Obume TpeOOBaHUS U MpaBUIIA



cocTaBleHUs», uis  O(QOPMJIICHHE  CCHUIOK Ha  DJIGKTPOHHBIE  PECypChl  CIeAyeT
pykoBoactBoBaThcsi «['OCT 7.82-2001 bubnumorpaduyeckas 3amuch. bubmuorpaduyueckoe
OTIMICAHUE AICKTPOHHBIX PECYPCOBY.

6. OBPA3OBATEJIBHBIE U THOOPMAIIMOHHBIE TEXHOJIOT'TU

[Ipn peanuzanuu pa3iauyHbIX BUJOB Yy4eOHOM pabOThl MO JUCIHUIUIMHE MOTYT UC-
M0JIb30BATHCS AJIEKTPOHHOE O0yUeHUE U TUCTAHIIMOHHBIE 00pa30BaTelIbHbIC TEXHOJIOTHH.

B cootBerctBuM ¢ TpeboBanusmu @I'OC BO mo HampaBieHHIO TOATOTOBKH OakajaBpOB B
pamMkKax u3ydeHus AucuuIiiuHbl  «[IpoekTHpoBaHME W OKCIUIyaTalus — 3al[UIIEHHBIX
MH(OPMALIMOHHBIX CHUCTEM» MPEIyCMOTPEHO HCIOJIb30BaHUE B YUeOHOM Ipoliecce B TeUEHHUE
OJIHOTO CeMeCTpa CISAYIOIUX aKTUBHBIX U MHTEPAKTUBHBIX (OPM MPOBEACHUSI 3aHITHIA:

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Tadauna 5 — O0pa3oBare/ibHbIe TEXHOJOTHH, UCIOJIb3yeMble NPH peajn3anuu y4eOHbIX
3aHATHH

Paszpnen, Tema ®opma yueOHOro 3aHATUSL
JTUCHUTITAHBI (MOTYJIs1) Jlekuus [IpakTrueckoe Jlaboparopuas
3aHSITHE, CEMUHAP pabora
Beenenue. OcHoBHBIE IpUHLUIBL | OO30pHaAs eKyus He @pormanvhwli
IIOCTPOEHHUS CUCTEMBI 3aLUTHI npedycmMompeno onpoc
uH(pOpMaIIUU KOPIIOPATUBHOM
MH(OPMaLlMOHHON CHCTEMBbI
Konuenuus metononoruu Jlexyus-ouanoe He Temamuueckue
(yHKIIMOHAJIBLHOTO npeodycmompeHo ouckyccuu,
MOJIEJTMPOBaHUS. ananuz
KOHKDEMmHbIX
cumyayuu
OcCHOBHbBIE IPUHIIUTIBI Jlexyus He Buvinonnenue
MIOCTPOEHHUS CUCTEMBI 3aLUTHI npeodycmMompeHo NPAKMUYEcKux
uH(popMaIKu KOPIOpaTUBHOM 3adanuil,
UH(POPMALIMOHHOM CUCTEMBI memamuyeckue
ouckyccuu
[Toncucrema MexxceTeBOro Jlexyus He Bouinonnenue
SKpaHUPOBAHUS npeodycmompeHo NPaKmu4ecKux
3a0aHull,
memamudeckue
ouckyccuu
OCHOBHBIE CXEMBI CETEBOM Ob30pnas nexyus He @Ppoumanvholi
3alIUThl HA 0a3e MEXCETEBBIX npedycﬂ/tompeHo onpoc
HKpaHOB
Monens Hapymutens. O6mue Jlexyus-ouanoe He Dpoumanvuulii
KpUTEpUU npeoycCMOmpeHo onpoc,
8bINOIHEHUE
NPAKMUYECKUX
3a0aHUl,
memamuieckue
ouckyccuu




TexHu4eckoe NPOEKTUPOBAHUE U Jlexyus He Temamuueckue
peanuszanus cucteM 3amutel AC npeoyCMoOmpeHo ouckyccuu,
ananu3z
KOHKDEmHbix
cumyayuu
AHanu3 1 OLEHKa PUCKOB Jlexyus-ouanoz He Dpoumanvwlii
UH(POPMALIMOHHOM OE30MTaCHOCTH. npeoycmompeno onpoc
Yacrs 1
AHau3 ¥ OLEHKA PUCKOB Jlexyus He Dponmanvuoiil
MH(POPMALIMOHHOM 0€30MaCHOCTH. npedycmMompeno onpoc
YacTs 2.
IIpoexTupoBaHuE CUCTEMBI Jlexyus He Temamuueckue
nH(pOpMaIMOHHOM 0€30MMacHOCTH npeoycmMompeHo ouckyccuu,
aHanu3z
KOHKDEmHbIX
cumyayuil
DKcrutyatanus 1 Mo QUKaIust Jlexyus-ouanoe He @ponmanvruli
cucTeMbl HTHGOPMAITMOHHOM npeodycmMompeHo onpoc
0€30MaCHOCTH.

VY4eOHble 3aHATHS 110 AUCLUUIIMHE MOTYT MPOBOJUTHCS C MPUMEHEHUEM MH(POPMAIIMOHHO-
TEJIEKOM-MYHUKAI[MOHHBIX CETE€Hd IpU OINOCPEIOBAHHOM (HA PpAcCTOSHHUM) HHTEPAKTHUBHOM
B3aMMOJICHCTBUH O0yUaIOLUXCcs U TperoaaBaress B pexumax on-line B Gopmax: BHICONEKIIHIA,
JeKIUA-TIpe3eHTalni, BUACOKOH(DepeHInHn, cobeceoBaHus B pekuMe dYar, (opyma, uara,
BBITMIOJTHEHUS BUPTYaJIbHB