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1. I[EJIM U 3AJIAYM OCBOEHUS JTUCHUTLIAHBI(MOIY.JIST)

1.1. Heab10 0CBOCHUA TUCHHUILVIMHBI «be30MacCHOCTh KOMITBIOTEPHBIX CETEU» SABISAETCA
TEOpETUYECKasl U MPaKTUIECKasi MOTOTOBICHHOCTh OaKalaBpa K OpraHM3AIlMH ¥ MPOBEICHUIO
MEPOTPUATHA TO 3amuTe WHPOPMAIMK B BBIYUCIUTEIBHBIX CETAX NPEANPHUATHN, U3ydCHUE
CTYICHTAaMH TMPOTPAMMHBIX CpPEICTB  3alIUThl KOH(PHICHIMATbHOH WH(POpMALUU B
BBIUMCIIUTEIbHBIX CETIX.

1.2. 3agaum ocBOeHHsI AMCHUTTHHBI (MOTYJIs1):

e OIpe/IeNIEHNe MECTa CUCTEMbI 3aIIUThl HH(GOPMAIIMK B KOPIIOPATHBHOW MH(OPMAITMOHHOMN
CHCTEME;

e omnpeneNieHne W Kiaccu(duKanys METOAOB 3alluThl HMH(pOpManUM B pacmpeneieHHON
BBIYUCIIUTEIILHON CETH MPEIPUATHUS;

® PACKPBITHE MPHUHIIMIIOB, METOJ0B ¥ TEXHOJOTUH 3aIIMThl MH(POpPMAIMU B KOPIIOPATUBHOMN
BBIYHCIIMTEIILHON CETH,

® U3yYECHHE HAYYHBIX, TPUKIAIHBIX ¥ METOJOJIOTMYECKUX AaCHEKTOB OpTraHH3al[uu
TEXHOJIOTHH 3aIIUTHI U 00pa0OTKN KOH(PUICHIIMAIbHBIX IaHHBIX;

® U3y4yeHHWE  HAyYHBIX W  TPHUKIAAHBIX  ACIEKTOB  OpPraHU3allud  3allUIIEHHOMN
UHGPACTPYKTYPBI KOPIOPATUBHON MH(GOPMAITMOHHON CHCTEMBI,

® 3aKpEIUICHUE TMOJYYEHHBIX 3HAHUWA C I1EJIbI0 MX MPUMEHEHUs Ha TMPaKTUKE I0Ce
OKOHYAHUS y4eOBbl.

2. MECTO JUCIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. YueOHas qaucuMiuinHa (MoayJib) «be3ornacHOCTh KOMIBIOTEPHBIX CETEH» OTHOCUT-
¢4 K 4aCTH IUIaHa 3JICKTUBHBIX JUCHUMIUIMH U OCBAaMBAETCS B 8 ceMecTpe O4YHOM U B 9 cemecTpe
OYHO-3204HON (hopM 00yUEHHUS.

2.2, Jloist M3y4eHHs1 JAHHOM y4eOHOM JMCIUILIHHBI (MOAYJIs1) HEOOXOAUMBbI
cjeylolue 3HAHUS, YMEHHS U HABBIKHU, (popMHUpyeMble NpeAecTBYIOIUMHU Y4eOHBIMU
AUCHUIINHAMM

Nudopmaruxka.

AnmnapaTHble CpeJICTBA BHIYNCIUTEIbHON TEXHUKH.

bezonacHOCTb KHU3HEAEATETLHOCTH.

OcHoBbBI HTHPOPMAITMOHHOH 0€3011aCHOCTH.

OpraHu3annoHHOE U MpaBoBOe obecreueHue HH(HOpMaMOHHON 6€30MacHOCTH.

3HaHUS: OCHOBHBIX MOHATUN HH(POPMATUKHU, OCHOBHBIX CETEBBIX IPOTOKOJIOB M OCHOBHBIX
MPUHIIUIIOB TOCTPOEHUS JOKAJIbHBIX M PACIpENeIeHHBIX KOPIOPATUBHBIX BbIUHCIUTEIbHBIX
ceTel; OCHOBHBIX MOHATUH HMH(OPMAIIMOHHON O€30MacHOCTH; OCHOBHBIX MOHATHI OXpaHbI
TPyAa M TEXHUKU O€30MaCHOCTH; OCHOBHBIX MOPAXKAIOMIMX (PAKTOPOB 3IIEKTPHUUECKOTO TOKA;
OCHOBHBIX TIOHATUH M OIpeAeseHuil B o0nacTh MHPOPMAIMOHHON O0€30MacHOCTH W 3aIIUThI
UHpOpMaLINH.

YMeHus: UCHoab30BaTh NMPOTrpaMMHBIE M allllapaTHBIE CPEICTBAa MEPCOHAIBHOIO KOMIIBIOTEPA,
KJIaccu(UIUPOBaTh BO3MOXKHBIE YIpo3bl MH(GOPMALMOHHOM 0€30macHOCTH, MOJIb30BATHCS
HOPMAaTUBHBIMH JJOKYMEHTaMU 110 3al[uTe HH)OpMaLIUH.

HaBpiku: moucka mHpOpManuu B riolanbHOM MHGOpManMOHHON cetn MHTEepHET M paboThl ¢
O(QUCHBIMU  MPUIIOKEHUSMHU (TEKCTOBBIMU IPOLECCOpPaMM, 3JIEKTPOHHBIMU TabiMILlaMH,
CpEeICTBAaMU NOJATOTOBKU IPE3EHTAllMOHHBIX MaTtepuanos, CYDBJl u T.1.); NpoeKTMpOBaHUS
JOKAJIbHBIX W paclpelefieHHBbIX KOPIOPATUBHBIX  BBIYUCIUTENBHBIX CETeH; TEXHUKHU



0€30IaCHOCTH W OXpaHbl TPYAd; METOJUKOW W TEXHUKOW COCTaBJICHUS Pa3IHYHBIX
YIPABJIEHUYECKUX U JIOKYMEHTOB YUPEXKACHUHN, OPraHU3alui U IPEANPUATHMN.

2.3. Tlocaenywuue yyeOHbIe TUCHUIIHHBI (MOIYJIN), A5l KOTOPBIX HEOOXOTUMbI
3HAHUSA, YMEHUS U HABBIKH, (pOpMUpyeMble TaHHOI YyUeOHO# JUCHUMIUIUHON (MoayJiem):

® [Ipon3BOACTBCHHAS MPAKTUKA.
® BrinyckHas KBaTu(pHUKaIMOHHAA padoTa.

3. INTAHUPYEMBIE PE3YJIbTATbBI OBYYEHUS 1O JUCIUIIJIMHE (MOAYJIIO)

[Tpouecc m3ydyeHus: AMCUUIUIMHBI HaIpaBieH Ha (OPMUPOBAHUE 3JIEMEHTOB CIEAYIOLIUX
komrereHnit B coorBerctBUU ¢ OI'OC BO u OIIOIl BO mno paHHOMYy HampaBlIeHUIO
MOATOTOBKH (CIEIUATBLHOCTH):

a) npodeccronanbubIX (I1K):

[IK-1: Cnoco0OeH BBIMONHATE pabOThl 1O YCTAaHOBKE, HACTPOilKe U OOCIYXKMBaHHIO
IPOTPAMMHBIX, TPOTPAMMHO-AINMAPATHBIX (B TOM YHCIE KPUNTOTPAPUUECKUX) U TEXHHUYECKHX
CPEICTB 3alUThl HHGOPMAIUH B MPOIlecce IKCITyaTallii aBTOMAaTH3UPOBAHHBIX CUCTEM.

[1K-5: Cnoco0GeH aIMUHHCTPHPOBATH CPEICTBA 3aIIUTHI MHGOOPMAIMM B KOMITBIOTEPHBIX
CUCTEMaXx U CeTsX.

Tabauuna 1. lekoMno3nuus pe3yabTaToB 00y4eHHs

Kox Ko 1 HAHMEHOBAHHE [TmarupyeMble pe3yapTaThl 00yIeHUS
KOMIIETEHIIUN KOMITIETEHIIUN 10 MCUUIIMHE (MOYIIO)
3Hatb (1) YwMmerts (2) Bnagets (3)
TIK-1 TIK-1. CriocobeH | HOpMaTHBHBIE ONpeAeIsATh METOIUKON OLIEHKHU
BBIMOJIHATH PAOOTHI MO | MPABOBBIC aKThl B | HCTOYHHKH M | TOCIIEACTBHIMA
YCTaHOBKE, HACTpOiiKe | 00JaCTH  3aIUTHI | IPUYUHBI BBISIBJIEHHBIX
i 00CTy)XKMBaHUIO | HH(DOPMAIIWH, BO3HHKHOBEHHMS WHIUJEHTOB U
MIPOrPaMMHBIX, OpraHu3aI[MOHHbIC | WHIMICHTOB, 0OHapyKEHUS
MIPOrpaMMHO- Mephl [0 3alUTe | YCTPAHATH HApPYIICHUS TPABUII
anmapatHeix (B TOM | uH(pOpMaIuHy, HApYIICHUS PABUJI | pa3rpaHUYCHUS
YHucie MIPOrpaMMHO- pasrpaHIYCHHS JIOCTyTIa
KpUITOTPaQHICCKIX) anrmapaTHbIe JIOCTYTIA;
H TEXHUYECKHX | CPEeIICTBa TIPUMEHSTh
CpencTB 3alIUTEL | o0ecreyeHns MpOTpaMMHEIE
nHpOpMALUH B | 3alIUTHI cperncTBa
nporecce uHpOpMAIUH obecrieueHus
SKCILTyaTaluu ABTOMATU3UPOBAHH | 0€30MaCHOCTH
ABTOMATH3HPOBAHHBIX BIX CHCTEM, | JAHHBIX,
CHCTEM METOABI KOHTPOJIS | OCYIIECTBIISAThH
3¢ HEKTHBHOCTH KOHTPOJTb
3aIUTHI obecrieueHus
nHPOpPMALIUK  OT | YPOBHA
YTEUKH [0 | 3aQIIUINEHHOCTH B
TEXHUYECKUM ABTOMATH3HPOBAHH
KaHajam, BIX CHCTEMaX,
OCHOBHbIE HCII0JIb30BaTh
Kpunrorpaguyeck | KpUOTOTPaQUICCKH
e METOJEI, | € METOIBI u
AITOPUTMBI, CPEeICTBa 3AIIUTHI
TIPOTOKOJIBI, uHpoOpMaLUn B
HCTIONIb3YeMbIE IJIsI | aBTOMAaTH3UPOBAHH
obecrieueHus BIX CHCTEMAX
3aIIUTEI
nHdopmannu B
ABTOMATH3HPOBAHH
BIX CHCTEMAX
TIK-5 TIK-5. Cnoco0eH | UCTOYHUKHM YTpo3 AHAJTM3UPOBATH HaBBIKAMH
aJIMHHUCTPHPOBATH yIpaBJICHUS




cpencTaa 3aIUTHI
nHpopManuu B
KOMIIBIOTEPHBIX

CHCTEMAX U CETAX

nH}opMannOHHOH
0€e301acHOCTH B
KOMITBIOTEPHBIX
CeTSX U MEpHI 110
ux
NpeOTBPALICHHIO;
TPUHIHTIBI
(YHKIMOHUPOBAHU
sL IPOTPaMMHBIX
CpencTB
KpuITorpaguiecko
¥ 3aIIUTHI
nHdopmanny;
BUJIBI TIOJIUTHK
YIIPaBIICHUS
JOCTYIIOM U
UH(OPMALMOHHBIM
Y IOTOKaMU B
KOMIBIOTEPHBIX
ceTsx; TpeOoBaHMs
0 COCTaBY U
XapaKTepUCTHKaM
MOACHCTEM
3aIIUTHI
nHpOpMALUN
NPUMCHUTENBHO K
OTIepaIlMOHHBIM
CHCTEMaM;
MIPUHLIXIBI paboThI
U IpaBHiIa
SKCILTyaTallu
HPOrpaMMHO-
anmnapaTHbIX
CPEICTB 3aIlUThI
uHpopMaLK

yrpo3sl
6e3omacHoOCTH
WHPOPMALINH B
KOMITBIOTEPHBIX
CHCTEMaX U CeTsIX;
HACTpauBaTh
npaBHiIa
00paboTKH
IIAKETOB B
KOMITBIOTEPHBIX
CeTsIX;
HACTpauBaTh
TIOJIUTUKH
0e30macHOCTH
OIIepPaLIOHHBIX
CHCTEM, OLICHUBATh
YIPO3EI
0e30macHOCTH
WHPOPMALINH B
KOMITBIOTEPHBIX
CHCTEMaX U CeTsX,
IIPOTUBOJEHCTBOBA
Th yrpo3am
0e301macHOCTH
WHPOPMAIINH C
UCIIOJIb30BaHUEM
BCTPOCHHBIX
CPEJ/ICTB 3aIIUThHI
“HpOpMALIN
OTIepaIlMOHHBIX
CHCTEM,
HacTpanBaTh
AQHTHBUPYCHBIC
CpeJICTBA 3aIUTHI
WHPOPMALINH B
OTIepaIlMOHHBIX
CHCTEMaX

CpeAcTBaMHU
MEKCETEBOTO
9KpaHUPOBAHHUS B
KOMITBFOTEPHBIX
CETAX, METOJINKOM
OLICHKH
ONTHMAIBHOCTH
BBIOOpa
POrpaMMHO-
annapaTHbIX CPEJCTB
3aIIUTHI
nHpopManum 1 ux
PEKUMOB
(YHKINOHUPOBAHUA
B OIICPAIMOHHBIX
cucTeMax

4. CTPYKTYPA U COAEPKAHUE JUCIUIIJIMHBI (MOAYJISA)

OO6m1ast TpPyZIOEMKOCTh TUCHUIIMHBI B COOTBETCTBUU C YUYE€OHBIM TUTAHOM COCTAaBIISET 2

3a4eTHbBIC eAMHUIBI (72 yaca).

TpynoeMKoOCTh OTHEIBHBIX BUJIOB Y4€OHOW pabOTHI CTYIEHTOB OYHON M OYHO-3a0YHOU

dbopM oOyueHus mpuBeaeHa B Tadbmure 2.1.

Tabauna 2.1. TpynoeMKocTh 0TAeIbHBIX BHI0B Y4eOHOI padoThl Mo opmam 00ydeHH s

Bun yueOHo#t 1 BHEY4eOHOI pabOTHI

JUISL O9HOU POPMBI

JUIS. OYHO-3a0YHOM

o0yueHus ¢dopmbl 00ydeHus
O0beM IUCHUILIMHBI B 3a4€THBIX 9 9
eAMHUIIAX
O6Bem JUCHHUILINHEI B 79 79
aKaJICMHUCCKHX Yacax
KonrtakTHas pabota
00yyaroImuxcs ¢ npenoaBareiem 45 27
(Bcero), B TOM ymce (4ac.):
- 3aHATUS JEKIHOHHOI'O THIA, B 18 9

TOM YHUCIJIC:




Bun yueOHo#t 1 BHEY4eOHOI pabOThI JUIsL O4HOM popMBI | JUISt OUHO-3204HOU
0o0yJeHus (hopmbI 00yIeHUS

- IpaKTUYecKas
MOJITOTOBKA
(ecmm
MIPETYCMOTPEHA)

- 3aHATUS CEMHHApPCKOro THUIA
(ceMuHapsl, IIPAaKTHUYECKUE,
71a00paTOpPHBIE), B TOM YHUCIIE:
- IpaKTUYecKas
MOJIFOTOBKA
(ecmm
MIPETYCMOTPEHA)

27 18

- KOHCYJbTaIUs
(IpeadK3aMeHAMOHHAs )

- IPOMEXKYTOYHAS aTTECTALUS 110
JACIUTITAHE?

CamocTosTenbHas pabora
27 45
oOydaromuxcs (4ac.)

dopma IpOMEKyTOUHON 3auer - 8 3auer 9
aTTecTaluy 00y4aroIerocs cemecTp

cemectp
(3auer/aK3ameH), cemectp (bI)

CopepxaHue IUCHUIUIMHBI, CTPYKTYpUPOBaHHOE MO TeMaMm (pa3zienaMm) ¢ yKa3zaHUEM
OTBEJCHHOTO HA HUX KOJMYECTBA aKaJCMUYECKUX YacOB M BHUJOB YYEOHBIX 3aHATHH U

CaMOCTOSITENbHOM paboThI MpeAcTaBIeHBI B TabmuIe 2.2.

Tadoauuna 2.2. CTpyKTypa U coepxaHue TMCHUUILINHBI (MO1YJIs1)

07151 OUHOU hopmbl 0OYyUeHun

KonrakTHas paboTa, gac. dopma
T m3 P i TEKYILEro
2 KOHTPOJIS
Pasnen, Tema MTHCITUTIIINHEL CP, 5 yCreBacMocTH,
(Moyns) L (bopva
Bl BT | o B T.4. 1P B T.Y. KIIT S TIPOMEKYTOTHO
T111 II1 11 = 7 aTTecTauu
Tema 1. [IpaBoBbie TpeOoBanust | 2 3 3 BxonHoe
K HH(POPMAIMOHHOM TECTUPOBAHU
0€30MacHOCTH  MPEATPHUSATHSL. e Otuer o
Amnanus CYIIECTBYIOIINX nmabopaTopHO
MOJIUTHK U Mep 0e30macHOCTH. it pabote Nel
IToctpoenmue MOJIeNnn Omnpoc Ha
HapyIINTEIsl ¥ aHaJlu3 yrpo3 u 3aueTre
PHCKOB TSt
aJMUHUCTPUPOBAHUS UT-
MH(PACTPYKTYPHI IPEIIPHUSITHS
Tema 2. [IlpoextupoBanue | 2 3 3 Kontponbnas
6e30macHoro yIpaBJIeHUs pabora Nel
cetpro. OOmme ysS3BHUMOCTH B [IpomexyTou
YIOpaBIEHUH CEThI0. [ 'paHuIls! HOE
6e3omacHocTn. CHIKEHHE K TECTHPOBAaHU

1 Yucnoskle JaHHBbIC B I[aHHOﬁ CTPOKE COOTBCTCTBYIOT TPYAOCMKOCTH, yKaSaHHOﬁ B y‘{e6HOM IJIaHE B CTOJ'I6II€

«KoHc. (s rp.)»

2 YucnoBsie JaHHBbIC B I[aHHOﬁ CTPOKE COOTBCTCTBYIOT TPYAOCMKOCTH, yKaSaHHOﬁ B y‘{e6HOM IJIaHE B CTOJ'I6II€

«KITA»




KonrakrHas paboTa, yac. dopma
3 e . ompons
g poiist
Paznen, TeMa qUCIMTUIMHEL CP, g YCTeBACMOCTH,
(Momyst) Kp/ yac. 2 (bopva
B T.4. m3 B T.4. JIP B T.4. KIT S IPOMEKYTOYHO
III1 III1 TII1 ~ # aTTecTanuu
MHUHAMYMY BO3MOXKHOCTH e
aTakh.  AJMHUHHCTPHPOBaHHE Ompoc Ha
MOJIb30BaTENEN u 3ayeTe
KoMmnbloTepoB.  OmpeneneHne
YPOBHA  aIMHHHCTPAaTHBHBIX
nosHomouuil. [lnanupoBanue u
peanu3anus CTpaTeruu
pasrpaHHYeHUsl  JOCTyma |
ayTCHTH()UKAIUU
Tema 3. IIpoekTHpoBaHue 3 3 OTueT 1o
NPOBEPKH  TOAJIMHHOCTH B 71a00paTOpHO
rereporeHHoit cetu. Ilonsartue it pabote Ne2
Kerberos. IIpoBepka KonrponbHas
MOJJTHHHOCTH c pabora Ne2
UCIIONB30BAaHHEM Kerberos. Ompoc Ha
[omyyenue CEaHCOBBIX 3ayeTe
OMIIETOB. Ceptudukatsl.
OcHOBHEIE TOHSTHS
UHQPPACTPYKTYPEl  OTKPBITBIX
kimoueit (PKI)
Tema 4. [loautuku maponeil B 3 3 Ortyer 1o
cersix.  VHCTpyMeHTBl  aus 71a00paToOpHO
peanu3anuy TMOJUTUK Tapoliel 1 pabote Ne3
u ux OTpaHUYEHUS. Omnpoc Ha
TpeboBanus K Y4ETHBIM 3auere
3aIMCAM 10JIb30BaTENEH.
[NapameTpbl 0e30MacHOCTH H
OrpaHUYCHUS CpencTB
yIpaBJICHHUsI NOJIUTHKAMHU
Tema S. [IpoektupoBaHue 3 3 KontponsHas
3amuTH PaiiIoB mudpoBaHuEM pabota Ne3
(EFS). OcHOBHBIE TOHATHI JlabopaTopna
EFS. [TnanupoBanue u st pabora Ned
BHenperne EFS B cpene Omnpoc Ha
JIOMEHa C PKI. 3a4eTre
IIpoextupoBanue
BOCCTAHOBJICHUs  (pailjioB €
UCIIOJIb30BaHHEM LIEHTPOB
cepruduxanyu
Tema 6. IIpoexTupoBaHue 3 3 ITpomexyTou
3aIIUTHI JJIs1 CEPBEPHBIX POJIEH. HOE
BHezpenue 3amuThl cepBepPHBIX TECTUPOBAHU
poJieit IpHU TOMOIIM OCHACTKH. e
[TnanupoBanue W peanu3anus Jenosas urpa
3alUIIECHHON 6azoBoit Omnpoc Ha
KOH(UTypaIuu s 3a4ere
KJIMEHTCKUX KOMIbIOTEPOB
Tema 7. IlpoexTupoBaHue 3 3 Jenosast
0a30BOI 3aITUTH IEPUMETPA urpa.
JlabopatopHa
g pabora Ne5
Ompoc Ha
3ayere
Tema 8. IIpobmembr ¢ 3 3 [IpomexxyTou




KonrakrHas paboTa, yac. dopma
1 m P TEKYILEro
8 KOHTPOJIA
Q
CIIeBaEMOC
Paznen, TeMa qUCIMTUIMHEL CP, g yeneBaeMocTH,
KP/ o dhopma
(Momyst) yac. =
1 B T.4. m3 B T.4. JIP B T.4. KIT S IPOMEKYTOYHO
III1 III1 TII1 ~ # aTTecTanuu
0€30MacHOCTbIO0  DIIEKTPOHHOM HOE
noutsl. BupTyanbHble yacTHbIE TECTUPOBAaHU
ceTn [
Omnpoc Ha
3a4ere
Tema 9. [IpoextmpoBanme | 2 3 3 8 JemoBas urpa
6a3oBoii 3anTer Web-cepsepa Omnpoc Ha
3a4eTe
Koncynbranumn
KoHTpob MpoMeKyTOUHOM
P P Y 3auer
arTecTalumn
HUTOTIO 3a cemectp: 18 ‘ ‘ ‘ ‘ 27 ‘ ‘ ’ 27 ’ 72 72

Ipumeuanue: JI — nexuus; I13 — mpaktuyeckoe 3aHaTue, cemuHap; JIP — mabopaTtopras pabota; I1I1 —
npaktrdeckas moarotoska; KP / KIT — xypcoBas pabora / kypcoBoit mpoekt; KITA — KOHTpOIb MPOMEXYTOTHOM
arrecraimu; KC — koncynbranuu; CP — camocTosiTensHas paboTa

0J151 OUHO-3A04HOU (hopmbl 00yUeHUs

KonTtaktHast pabora, gac. dopma
T 3 P i TEKYILEro
2 KOHTPOJIS
Paznen, Tema THCITUTIINHEL CP, 5 YCTeBacMOCTH,
(Moynst) KP/ ae | @ (bopva
a1 BT m3 B T.4. 1P B T.4. KII S TIPOMEXYTOUHO
T111 II1 11 = it aTTecTauu
Tema 1. [IpaBoBeie TpeGoBanust | 1 2 5 8 BxomHoe
K HH(OPMAIMOHHOM TECTUPOBAaHU
0€30MacHOCTH  MPEATPHUSATHSI. e Otuer 1o
Amnanus CYIIECTBYIOIINX nmabopaTopHO
MOJIUTUK U Mep 0e30macHOCTH. it pabote Nel
ITocTpoenue MOZeNn Ormpoc Ha
HapyIINTEIsl ¥ aHaJlu3 yrpo3 U 3aqere
PHCKOB TSt
AIMUHUCTPUPOBAHUS UT-
MH(PACTPYKTYPHI IPEIIPHUSITHS
Tema 2. [IpoektmpoBanme | 1 2 5 8 KontponpHas
6e30macHoro yIpaBJIEeHUs pabora Nel
cetpto. OOmIME YSA3BUMOCTH B [IpomexyTou
YIOpaBIEHUH CEThIO0. [ 'paHuIls! HOE
6esomacHocTn. CHIKEHHE K TECTHPOBAaHU
MHUHAMYMY BO3MOXKHOCTH e
aTaku.  AJMUHHCTPHPOBAHUE Omnpoc Ha
10JIb30BaTeseH u 3auere
komnbloTepoB.  Omnpenenenue
YPOBHS aJIMUHHCTPATUBHBIX
nosHomounil. [lnanupoBanue u
peanusanus CTpaTeruu
pasrpaHM4YeHHs  JOCTyna U
ayTeHTH()HUKAITII
Tema 3. IIpoextmpoBanme | 1 2 5 8 OTuer 1o
MPOBEPKH  IOJUIMHHOCTH B nmabopaTopHO
reTeporenHoil cetu. IlloHsATHe 1 pabote Ne2




KonrakrHas paboTa, yac. dopma
3 e . ompons
g poiist
Paznen, TeMa qUCIMTUIMHEL CP, g YCTeBACMOCTH,
(Momyst) Kp/ yac. 2 (bopva
B T.4. m3 B T.4. JIP B T.4. KIT S IPOMEKYTOYHO
TII1 11 TII1 = ¥ aTTecTallH
Kerberos. IIpoBepka KonTponbHast
MIOUIMHHOCTH C pabota Ne2
HCIIOJIE30BaHUEM Kerberos. Omnpoc Ha
Ilonyuenue CEaHCOBBIX 3auere
OmIIeTOB. Ceptudukatsl.
OcHOBHBIE TTOHATHUSA
MHQPACTPYKTYpPBl  OTKPBITHIX
kiroueit (PKI)
Tema 4. Ilonutuku naponeit B 2 5 Otuer 1o
cersix.  VMHCTpyMeHTBl  aus 71a00paTOpHO
peanu3anuy TMOJUTUK Tapoliel i pabote Ne3
u ux OTpaHUYEHUS. Omnpoc Ha
TpeboBanus K YUETHBIM 3ayere
3aIMCAM 10JIb30BaTENEH.
[Tapamerper Ge30macHOCTH U
OTPaHWICHUS CpencTB
YNIPaBICHUSI TOTUTHKAMHA
Tema 5. IIpoextmpoBaHue 2 5 KontponpHas
3amuTHl (aiinoB muppoBaHHEM pabota Ne3
(EFS). OcHOBHBIE TOHATHSA JlabopaTopua
EFS. [InanupoBanue u s pabota Ned
BHeapenue EFS B cpene Omnpoc Ha
JIOMEHa C PKI. 3a4ere
IIpoextupoBanue
BOCCTAHOBJICHUS  (pailjioB €
UCIIOJIb30BaHHEM LIEHTPOB
CepTUPUKAIIH
Tema 6. IIpoexTHpoBaHue 2 5 [Ipomexyrod
3aIIUTHI JJIs1 CEPBEPHBIX POJIEH. HOE
BHenpeHnue 3amuTsl cepBepHBIX TECTUPOBAHU
poJeit MpHU HOMOIIM OCHACTKH. e
[TnanupoBanne W peanu3anus Jenosas urpa
3alUILIEHHON 0a30BoOil Ormpoc Ha
KoH(pUrypanun JUISL 3auere
KJIMEHTCKUX KOMIBIOTEPOB
Tema 7. IlpoextupoBaHue 2 5 Jenosas
0a30Boii 3aIUTH IEPUMETPA urpa.
JlaGopatopHa
st pabota Ne5
Ompoc Ha
3ayere
Tema 8. I[Ipobmembr ¢ 2 5 [IpomexxyTou
0€301acHOCTBIO  AJIEKTPOHHOMN HOE
nouTel. BupTyanbHbele yacTHBIE TECTUPOBAHU
cetn e
Ormpoc Ha
3ayere
Tema 9. IIpoekTupoBaHue 2 5 JlenoBas urpa
6a3oBoii 3amuThl Web-cepBepa Ompoc Ha
3ayere
Kouncyabrauunu
KonTpoas npomesxyTouHoi Javer
aTTecTaluu
HUTOI'O 3a cemecTp: ‘ 18 ’ ’ 45 ’ 72 72




IMpumeuanue: JI — nexmus; 113 — mpaktudeckoe 3aHsThe, cemuHap; JIP — maboparopnas padora; ITIT —
npakTudeckas noaroroska; KP / KIT — kypcoBas pabora / kypcoBoid mpoekT; KITA — KOHTpOJb MPOMEXYTOUHOM
atrectanmu; KC — koncynpramum; CP — camocrosarensHas padbota

[[Tpu 3amonHeHUn TadmIl 2.2. HEOOXOAMMO YIECTh CIICTyOIIee:

- 3aMOJHSIOTCS TAOJIUIIBI TOJIBKO 10 PeaTnu3yeMbIiM hopMaM 00ydeHUs;

- 00mwMit 00BeM YacoB Ha KaXayro Temy (pazziein) sl pa3HbiX (opM 0OydeHHUs TOJDKEH
OBITH OJINHAKOBEIM;

- [pakTUYecKas TMOATOTOBKAa IO BHUAAM Yy4YeOHBIX 3aHATHH  pacrpeaensercs
paspaborurkom PIIJl mo Temam camMOCTOSTENHHO B IpeZesiaX 4acoB, BBIICICHHBIX B Y4eOHOM
IUTaHE HA JIaHHYIO IUCUUIUINHY;

- caMOCTOsITeNbHAs paboTa Mo KaXI0H TeMe BBIUUCISCTCS KaK Pa3HOCTh MEXKIY OOIIIM
00BEMOM YacoB, BBIJICJICHHBIX HAa TEMY, M KOJMYECTBOM YacCOB, BBIJCIEHHBIX Ha CyMMY BCEX
BUJIOB KOHTAKTHOU pa0OTHI;

- IIpY MO/ICYeTe KOHCYIbTAIMM HEOOXOAUMO yUECTh, UTO B Cy4yae HAJIMYMS HK3aMEHa 10
JTUCITUTUIMHE TIPOBOJUTCS OJHOYACOBAsT KOHCYJbTAIMs; Pa30MBATh Yachkl Ha KOHCYJBTAI[UU TI0
paszenaM He HYXKHO;

- NPU HANMHCAHUU KypPCOBOW pabOThI Ha KOHTAKTHYIO paboOTy ¢ TpernoaaBareiieM
OTBOJIUTCS 2 uyaca, OOBEM CaMOCTOSTENBbHON paboThl CTYJEHTa Ha KYypCOBYIO paboTy
ompezenseTcs pa3paboTINKOM; pa30HUBaTh Yackl HAa TIOJIOTOBKY KYPCOBOUW pPaOOTHI MO pasjieiam
U (U7K) TeMaM He HYXKHO;

- KOHTPOJIb MPOMEXYTOYHOH aTTECTAllUd BHOCHTCS B COOTBETCTBYIOIIYIO Tpady u
cronbet, pa3douBath yacsl Ha KITA mo pa3aenam He HYXHO.

Jlasiee B JaHHOM ITYHKTE IPOTPaAMMBbI Pa3MEIIaeTCss MaTPUIla COOTHECCHHSI Pa3/IeioB, TEM
yueOHOM TUCIUILIMHBIL (MOIYJIs1) B POPMHUPYEMBIX B HUX KOMIIETCHIIHIA |

Tadmupma 3. Marpuna cooTHeceHMsl Tem/pa3feioB Y4eOHOM MCHMIUIMHBI/MOAYJA U
(popMupyeMbIX KOMIIETEH M

Koir- Kox xommereHImu OO01mee
BO TIK-1 TIK-5 KOJINYECTBO
4acoB KOMIIETCHITHH

Paznen, rema
JTUCIUIUIAHBL (MOJYJIS1)

Tema 1. IlpaBoBble  TpeGoBaHuSI K 8 + + 2
HHPOPMALMOHHON 6e3omacHoCTH
NPEANPUATHS. Ananus CYIIECTBYIOIINX
MOJMUTUK U Mep Oe3omacHocTH. [locTpoeHue
MOJIETIH HapyIIUTEJISl U aHAJIU3 YIpO3 M PUCKOB
IS aIMUHUCTPUPOBAHUS UT-
MH(PACTPYKTYPHI IPEIIPHUSITHS

Tema 2. IlpoektupoBaHHe 0€30IaCHOTO 8 + + 2
ynpasieHust cerblo. OOmme ysI3BUMOCTH B
YIpaBJIEHUHN ceThlo. ['paHunbl O€30MacHOCTH.
CHIDKeHHE K MHUHUMYMY BO3MOXXHOCTU aTaKH.
AIMUHHCTPUpPOBaHHE [10JIb30BaTeNe u
KOMIIBIOTEPOB. Onpenenenne YPOBHS
aJIMUHUCTPATUBHBIX MIOJTHOMOYHH.
[lnanupoBaHue ©  peanu3alys CTPATeruu
pasrpaHHYeHusl JOCTYNA U ayTeHTUPUKAIIN

Tema 3.  IlpoexTHpoBaHHE  MPOBEPKH 8 + + 2
HNOJUIMHHOCTH B reteporeHHoil cetu. Ilonstue
Kerberos. IIpoBepka moATMHHOCTH C
HCII0JIb30BAHUEM Kerberos. Ilonyuenue
ceaHcoBbIX OuieroB. Ceptugukarsl. OCHOBHBIE
MOHATUSL WHPPACTPYKTYPBI OTKPBITHIX KIIOYEH
(PKI)

Tema 4. [Ilomutuku mnaponeil B CeTAX. 8 + + 2
WHCTpyMEHTBI 11l pealm3allii  TOJUTHK




napoyicii U ux orpaHudcHus. TpeOoBaHHs K
YYETHBIM 3amKCsM mojbs3oBareneid. [lapameTpsl
0e30MacCHOCTH W OTpaHHYEHHS  CPEJICTB
YIpaBJICHUS TOJIUTHKAMHA

Tema 5. IlpoexkTtupoBaHHWe 3amUTH (HailIoB 8 + + 2
nmpposanuem (EFS). OcHoBHblE TOHATHS
EFS. IInarnupoBanue u BHeapenne EFS B cpexne
JIOMEHA c PKI. IIpoexTupoBanue
BOCCTaHOBJIEHUsI (DaiJIOB C HCIIOJIB30BaHHEM
LIEHTPOB CepTH(HUKAINU

Tema 6. IlpoexTupoBaHue 3alIUTBl OIS 8 + + 2
CepBEpHBIX  poJiell. BHenpeHue  3amUThI
CEpBEPHBIX pOJICH MpU IIOMOIIM OCHACTKH.
IInanupoBanue M peanu3anus 3alIUIIEHHON
0a30BOM KOHQUrypamuu Ui  KIMSHTCKUX

KOMIIBIOTEPOB

Tema 7. IlpoexTupoBaHme 0a30BOW 3alTUTHI 8 + + 2
nepuMerpa

Tema 8. IlpobremMbr ¢  0e30MaCHOCTHIO 8 + + 2

3HeKTp0HHOI>'I IIOYTBI. BI/IpTyaJ'IBHHe YaCTHBIC
CCTHU

Tema 9. IpoextupoBanne 6azoBoil 3ammuTel Web- 8 + + 2
cepBepa

UuToro 72

Kparkoe conep:kanmne Ka:xxa0i TeMbl JUCHUILIAHBI (MOAYJIfA)

Tema 1

[IpaBoBeie TpeOOBaHUS K HHMDOPMAIIMOHHON OE30MACHOCTH TPEANPHATHS. AHAIN3
CYIIECTBYIOILUX MTOJUTHK U Mep O€30I1aCHOCTH

[TocTpoeHne mMonenu HapyLWIMTENsI U AHAJINA3 YIPO3 U PUCKOB JUISL AJMUHUCTPUPOBAHMS
NUT-undpacTpyKTyphl NpeANpUATUS

Tema 2

ITpoexTrpoBanue Ge30macHOro yrpasieHust ceTbto. OOIMe ysI3BUMOCTH B yIpaBICHUU
ceTblo. I'panuiibl 6e3onacHocT. CHUKEHHE K MUHUMYMY BO3MOYKHOCTH aTaKu

AJMUHUCTpUPOBAaHUE TIOJIB30BATENE W KoMIblOTepoB. OmpeneneHue  ypoBHS
aJMMHHUCTPATUBHBIX NOJHOMOYMM. [lmaHupoBaHme W peanu3anusi CTpaTeruu pa3rpaHUUYCHUS
JIOCTYTA U ayTeHTHUPHUKAIUU

Tema 3

[IpoexkTupoBaHue NpoBepKH MOATMHHOCTU B rereporeHHoil cetu. llonsrue Kerberos.
[TpoBepka moyIMHHOCTH ¢ ucnonb3oBanueM Kerberos. [Tonydyenue ceaHCOBBIX OUIIETOB

Ceptudukatel. OCHOBHBIE TOHATHSA HHGPACTPYKTYpPbI OTKPbITHIX Kitouei (PKI)

Tema 4

[Tonutukn maponeit B cersax. MHCTpyMEHTHI Il pealu3aldy MOJUTUK MApOJIe U UX
OTrpaHUYEHUs

TpeboBanust k yd4eTHBIM 3amMcsM THoJjbp3oBaTeneld. [lapamerpel Oe3omacHoCTH U
OTpaHMYEHUS CPEJCTB YIIPaBICHUS TOJIUTUKAMHU

Tema 5

[IpoextupoBanue 3amuTsl (aiinos mudpposanueM (EFS). OcHoBuble mousatus EFS

[InanmpoBanme u BHenpenue EFS B cpeme nomena ¢ PKI. IIpoextupoBanue
BOCCTaHOBJIEHUS (halJIOB C MCTIOIB30BAHUEM LIEHTPOB CePTUDUKALUU

Tema 6

IIpoexkTupoBaHue 3aIUTHI 711 CEPBEPHBIX posiei. BHeIpeHNe 3aUThl CEpBEPHBIX pOJIEH
IIPU TIOMOIIU OCHACTKHU

[InanupoBaHue W peanu3alnys 3allUIIEHHON 0a30BO KOHMUTYpaluu sl KIMEHTCKUX
KOMIIBIOTEPOB



Tema 7

[IpoekTupoBanue 6a30BOii 3alIUTHI IEPUMETPA

Tema 8

[IpoGnembl ¢ 6€30MaCHOCTHIO ANEKTPOHHON MOUTHL. BUpTyanbHbIe YacTHBIE CETH
Tema 9

[IpoexTupoBanue 6a30B0ii 3amuThl Web-cepBepa

5. METOJAUYECKHUE YKA3AHUS MO NPENOJABAHUIO
1 OCBOEHMIO JTUCHUIIIUHBI (MOY.JIS)

5.1. Yka3zanus 11 npenogaBareJieii 10 OPraHu3alMy U NMPOBeIeHUI0 Y4eOHbIX 3aHATHH 110
AUCHHILINHE (MOYJIIO)

JleknuoHHBIE 3AHATHSA
OcHoBHOM (popMOl peanu3ald TEOPETUYECKOTO OOYUYEHUS SBISETCS JICKIUS, KOTOopas
MpEJCTaBIsIeT COOOM CHUCTEeMAaTUYeCKOe, TIOCIEI0BaTeIbHOE H3JI0KEHHE MPENoJaBaTeIeM-
JEKTOPOM Y4YeOHOro maTepuajia TeOpeTHUecKoro xapakrepa. Llenap jnexkuuu — opraHu3amms
LeJICHAIPaBICHHON MMO3HABATEIbHOM NESITEIbHOCTU CTYAECHTOB 0 OBJIAJACHUIO MPOTPAMMHBIM
MaTepuaioM Y4eOHON TUCIUTIIIMHBI.
[Topsimok TMOATOTOBKM JIEKIIMOHHOTO 3aHSATHS BKIIOYAeT B ce0s BBIMOJHEHHUE CIEIYIOIIUX
ATAIOB:

® u3y4yeHHe TpeOOBaHUM MPOTrPaMMbl JUCIUILTUHBL,

e OIpeaereHue Lellel U 3a/1a4 JICKIUH,

e pa3paboTKa IJIaHa TPOBEACHUS JICKIUH,

e moabop ymreparypbl (03HAKOMJICHHE C METOJUYECKOW IJIUTEPaTypoH, MyOIHKAIUsIMU
MEePUOIUYECKON MeYaTH 10 TeMaM JIEKIIMOHHOTO 3aHATHUSA),
0TOOp HEOOXOUMOTO U AOCTATOYHOTO IO COACPXKAHUIO y4eOHOTO MaTepuania,

® OINpENeNeHUEe METOJ0B, NPUEMOB U CPEICTB IMOAJAEpPKAHUS HUHTEpeca, BHHUMAaHMUS,

CTUMYJIMPOBAHHUS TBOPUYECKOTO MBIILIEHUS CTYACHTOB,

® HamMCaHWE KOHCIIEKTA JICKIUH.
Jlexuust 1omKHA BKITIOYATH CIIEAYIOMIUE PA3IEIIbI:

¢  (QopMyTHPOBKY TEMBI JIECKIIUH,

® yYKa3aHHWE OCHOBHBIX HM3YyYaeMbIX pa3/IeNIOB WJIM BOMPOCOB W MPEIOJIaraeMbIX 3aTpaT
BPEMEHU Ha UX U3JI0KECHHE,
M3JI0KEHUE BBOJHOM 4acTu,
M3JI0’KEHUE OCHOBHOM YacTH JIEKIUH,
KpaTKHUE BBIBOJIBI IO KAXX/I0MY pa3einy,
3aKJIIOUEHUE,
PEKOMEHJALMU JTUTEPATYPHBIX UCTOUHUKOB IO U3JIara€MbIM BOIIPOCAM.
JlaGopaTopHble 3aHATHSA
JlabopaTtopHoe 3aHsATHE — IIeTieHampaBlIeHHass QopMa OpraHu3aluyd TeIaroru4eckoro
mpoliecca, HampaBlieHHAa Ha YIIyOJIGHHME HAayYHO-TEOPETHYCCKUX 3HAHWM W OBJIAJICHUE
oTpeieIeHHBIMA METOJJaMU PabOThI, B MPOIlecce KOTOPHIX BHIPAOATHIBAIOTCS YMEHHS U HaBBIKU
BBITIOJIHEHHSI T€X WM MHBIX Y4YeOHBIX JCHCTBUU B maHHOW cdepe Hayku. OHH pPa3BUBAIOT
HAay4YHOE MBIIUICHHE U peYb, MO3BOJSIOT MPOBEPUTH 3HAHUSA CTYJEHTOB U BBICTYIMAIOT KaK
Cpe/ICTBa ONepaTUBHON 0OpATHOM CBS3H.
[TpaBUIILHO OPraHU30BAHHEIE JIA0OPATOPHBIC 3AHATHSI OPUESHTUPOBAHBI HA PEIICHUE CIICTYIOIINX
3a1au:

e 00o0OmieHHe, cucTeMaTH3alus, YriayOJleHHe, 3aKperieHHe IMOJIYYeHHBIX B IMPOLECC

CaMOCTOSITENIHON pabOThl TEOPETUUECKUX 3HAHUN IO TUCIHUILTHHE (IPEAMETY),



e (opMupOBaHHE TPAKTHYECKMX YMEHHUH W HaBBIKOB HEOOXOAMMBIX B Oymymien
npoeCCUOHATIBHON ~ AEATENIBHOCTH, pealn3alusl €AWHCTBA HHTEIJIEKTYaJIbHOM U
MPAKTUYECKOU ESITENbHOCTH,

e BbIpabOTKA NpHU PEIIEHUM ITOCTABICHHBIX 3a7ay TaKUX NPO(ECCHOHANTBHO 3HAUYUMBIX
Ka4yecTB, KaK CAMOCTOSITEJIbHOCTh, OTBETCTBEHHOCTb, TOUHOCTh, TBOPYECKAsk MHULIMATHBA.

CocraB 3amanuii 1y 71a00paTOPHBIX 3aHATHH JTOJKEH OBITH CINITAHMPOBAH C PACYETOM, YTOOBI 32
OTBEJICHHOE BPEMsI OHM MOIJIM ObITh KAUE€CTBEHHO BBIMOIHEHBI OOJIBIIMHCTBOM YUYaIIUXCSL.
JlaGopaTopHble 3aHATHS JOJDKHBI OBITh TaK OPIraHU30BaHbBI, YTOOBI CTYICHTHI OIIYILAIN
HapacTaHUE CJIOKHOCTH BBIIOJHEHUS 3aJaHUM, UCHBITBIBAIM Obl MOJOXKHUTEIbHBIE SMOLUU OT
nepekuBaHusi COOCTBEHHOTO ycrexa B OOyuYeHHHM W OBJIQJICBAHWU HABBIKAMU IPABHIBHBIX U
TOYHBIX PEIICHUH.

CamocrosiTeibHas pabora

CamocrosrenbHas paboTta — 3TO BUJ y4eOHON AEATENbHOCTH, KOTOPYIO CTYJIEHT COBEpIIAET B
YCTQHOBJICHHOE BpEeMsi W B YCTaHOBJIEHHOM O0OBbeME WHIMBHIYaJdbHO WIM B rpymme, 0e3
HEMOCPEACTBEHHO IOMOULIM IpernojaBarenss (HO IpU €ro KOHTPOJE), PYKOBOJCTBYSCh
c(OpMyJIMPOBAHHBIMU paHEE MPEACTABICHUSMU O TMOPSJAKE M IPABWIBHOCTH BBIOJIHEHUS
IEUCTBUIA.

B yuebHoM npouecce 06pa3oBaTEIbHOrO YUPEKACHUS BBIIEISAIOTCS 1B BUIa CAMOCTOSATEIbHON
paboTHI:

1) aymuTtopHass — BBINOJHSAETCS Ha YUYeOHBIX 3aHATHIX, MOJ] HEMOCPEICTBEHHBIM
PYKOBOJICTBOM IIpenojaBareiss U IO €ro 3aJaHuio (BBIIOJHEHHE CAMOCTOSTEIbHBIX
paboT; BEIMOIHEHUE KOHTPOJIBHBIX U JIA00OPATOPHBIX paboT; peleHune 3aaaq),

2) BHeaymUTOpHasT — BBINOJHACTCA II0 3aJAHUIO IIperojaBarens, HO 0e3 ero
HEIOCPEJICTBEHHOIO ydyacTusi (IOJArOTOBKAa K ayJUTOPHBIM 3aHATHUSIM; H3Yy4YEHHE
y4eOHOro MaTepuasla, BBIHECEHHOTO Ha CaMOCTOSITEIbHYIO MPOpPabOTKY; BBINOJIHEHHUE
JOMAIIHUX 3a/IaHuil  pa3HOOOpA3HOTO XapakTepa; BBHIMOJHEHUE WHIMBUIYAIbHBIX
3aJJaHUi, HalIPaBJICHHBIX HA Pa3BUTHE y CTYIEHTOB CAMOCTOSTEIbHOCTH U WHUIMATUBBI;
MOJArOTOBKAa K KOHTPOJIbHOM pabote). BHeaynautopHble caMocTosiTeNbHBIE PabOTHI
NPECTaBISIOT OO0 JIorn4ecKkoe MpoJOHKEHUE ayIUTOPHBIX 3aHATUH, POBOAATCS IO
3a/1aHUI0 TIPENoJIaBaTelNsl, KOTOPbIi MHCTPYKTUPYET CTYAEHTOB U YCTaHABJIMBAET CPOKHU
BBITTOJIHEHUS 3a]JaHMSL.

[Ipy mDOAroTOBKE K JIEKUMOHHBIM 3aHATHSIM HEOOXOJMMO BOCIOJIB30BAThCS  y4EOHO-
METOANYECKOHN JINTepaTypoit (OCHOBHOM) U3 11.8.

[Ipy mnoaroroBke K JaOOPaTOpPHBIM 3aHATUAM HEOOXOAWMO BOCHOJIb30BaThCS y4EOHO-
METOAMYECKOH JINTEPaTypOH (JIOTOIHUTENBHOMN) U3 11.8.

5.2. Yka3zaHus 11 00y4aommXxcsl o 0CBOEHUIO U CHUIIHHBI (MOIYJIIO)

JIeKuMOHHbIE 3aHATHS

Jlexiuss — OCHOBHOHM BHJ OOyueHHUsS B By3e. B JleKIMM W3TararoTcs OCHOBHBIE TOJIOKEHUS
TEOPHH, €€ MOHATHS U 3aKOHBI, MPUBOAATCS (HaKThI, TOKA3BIBAIOIITUE CBS3h TEOPUH C TIPAKTUKOM.
Hakanyne nexknuu HeoOX0IMMO TIOBTOPUTH COJIEpPIKaHUE TIPEIbIAYINEH JTeKIIUH (2 TaK:Ke TEOPHUIO
M0 U3y4aeMoi TeMe B yUeOHUKaX ), a 3aTeM MOCMOTPETh TEMY OUYEPEIHOMN JIEKIIUH 10 TTporpaMmMme
(0 TUTaHy JEKIU).

[Tone3no BecTu 3anmucu (KOHCIEKTHI) JCKIUN: i1 HEMOHITHBIX BOIMPOCOB OCTABIISITH MECTO TPHU
paboTe HaJ TeMO JISKINH ¢ y4eOHBIMU TTOCOOUSIMH.

3anvcH JIEKIMH ClIeNyeT BECTH B OTAEIIBHOW TETpajau, OCTaBJsAs MECTO JJIsl JOMOJHEHUW BO
BpPEMS CAMOCTOSTEIHHOU PabOTHI.

[Ipn KOHCTIEKTUPOBAHWM JIEKIMI BBIACISNTE TJIaBBI M paszieibl, maparpadbl, MOAYepKUBANTE
OCHOBHOE.

JlaGopaTopHble 3aHATHSA



JlaGopaTtopHoe 3aHsATHE — HambOolee aKTUBHBIA BHJ y4eOHBIX 3aHsATHH B By3e. OH
IpEeronaraeT caMOCTOATENbHYIO paboTy HajJ y4eOHBIMU IOCOOUSIMH, OCHOBHOW JIMTEPATypOH,
OTKPBITBIMUA UCTOYHUKAMHU MH(OPMAITHH.

K kaxxaomy 1abopaTOpHOMY 3aHATHIO HYKHO IOTOBUThCA. II0AroTOBKY ciienyer HauMHATH C
NOBTOpeHUs] Teopuu (rmo y4yeOHomy mocoburo). I[locime 3TOro HyXHO pematbh 3agaddl U3
IPEJI0KEHHOT0 JOMAILIHETO 3a/1aHus.

CamocrosiTeibHass paGora

CamocTosTenbHOCTh B yueOHOH paboTe criocoOCTBYET pa3BUTHIO 3aMHTEPECOBAHHOCTHU CTY/IEHTA
B HM3y4aeMOM MarepHaje, BbIpaOaThIBACT y HEr0 yMEHHE M IMOTPEOHOCTh CaMOCTOSTEIHHO
IOJIy4aTh 3HAHUS, YTO BECbMa BXKHO JUIsl CHEIMAJIKMCTA C BHICIIUM 00pa30BaHUEM.
CamocrosTenbHas paboTa CTyIeHTOB IPECTABICHA B CIEAYIOMNX (opMax:

e pabota ¢ y4yeOHOH JUTEpaTypoil M KOHCHEKTOM JIEKIMH C IeJIbl0 IOAIOTOBKH K
7a00paTOpPHBIM ~ 3aHSATHSIM, COCTAaBJICHHE KOHCHEKTOB TEM, BBIHOCHMBIX  Ha
CaMOCTOSITENIbHYIO IPOPA0OTKY,

® CHCTEMaTHYECKOE BBHIIOJIHEHHE JJOMAIIHUX PadoT.

Bo Bpems camocTosTenbHON paboThl HEOOXOAMMO BOCIOJB30BATHCS YICOHO-METOIUICCKON
JIUTEepaTypoii u3 1.8 (OCHOBHOI), (IOMOTHUTENBHOI), IHTepHEeT-pecypcamu.

Tadoauuna 4. Coaepxxkanue caMOCTOATEIbHOM padoThI 00y4ar0 M XCH

07151 OUHOU hopmbl 0OYyUeHun

BOHpOCBI, BBIHOCHUMBIC Kom-Bo
®opmbl paboThI
Ha CaMOCTOSATCIIbHOC U3YUCHUC qacoB
Tema 1. [IpaBoBbic TpeOOBaHUsI K HHPOPMAIIMOHHOM 3 BHanI[I/ITOpHaH, U3y4YeHue

0€30MacHOCTH MPEANPUATHS. AHAIIU3 CYIECTBYIOMINX HOJIUTHK U
Mep 6e3onacHocTH. ITocTpoeHne MoeIH HapyIIUTENs U aHATIU3
YTPO3 U PUCKOB TSI aAMUHUCTpHpoBaHus UT-mHppacTpyKTyphI
MIpEANPHUSITHS

BxonHoe TectupoBanue

Ortuer o nabopaTtopHoii padote Nel

Omnpoc Ha 3aueTe

y4eOHBIX TTOcOOui

Tema 2. IlpoektupoBaHHe O€30MACHOTO YIPaBICHHUS CEThIO. | 3 Bneayauropnas, usyuenue
OOmme  ys3BUMOCTM B  YNPaBJIGHHUH  CEThIO. [ paHHMIBI
Oe3zomacHoctu. CHIDKEHHE K MHHHMYMY BO3MOXKHOCTH aTaKH.
AJMUHUCTPHPOBAaHHE  IIOJb30BaTeIed M KOMIIBIOTEPOB.
Onpenenenne  ypoBHS  aJMUHHCTPATHBHBIX  MOJHOMOYHI.
[TnanupoBaHne U peanu3anys CTpaTerny pa3rpaHUdeHHs J0CTyIa
1 ayTeHTU(HUKALIH

KonTponbnas padora Nel

HpOMe)KYTO‘-IHOG TCCTUPOBAHUC

Ompoc Ha 3auere

y4eOHBIX TOCOOMIt

Tema 3. TIIpoekTUpoBaHHE MPOBEPKH  MOUIMHHOCTH B | 3 Bneayauropnas, usyuenue
rereporenHoi cetu. ITonsarue Kerberos. IIpoBepka moimHHOCTH yIeBHBIX TOCOOHiT

¢ ucnoms3zoBanueM Kerberos. [TomydeHne ceaHCOBBIX OWIIETOB.
Ceptudukatsl. OCHOBHBIE HOHATHS HH(PACTPYKTYPBI OTKPBITHIX
kiroueit (PKI)

Otyet mo nabopaTopHoit padoTe No2

Konrtponbnas pabora Ne2

Ompoc Ha 3auere

Tema 4. Tlonutuku mnaponeir B cersix. WHcTpymeHTsl s | 3 Breayauropnas, usyueHnue
peanu3anyuy MONUTHK Mapoyiel U UX orpaHudeHus. TpeGoBaHus K y4eBHbIX TOCOOHiT

YYeTHBIM 3alucsAM Iois30oBareneid. [lapamerpsl Ge30macHOCTH U
OIPaHUYEHUS CPEJICTB yNPaBICHUS IOJIUTUKAMU

Otuer no naboparopHoii pabote No3




Ornpoc Ha 3aueTe

Tema 5. IIpoekTrpoBanue 3amuthl (aitnos mudposanuem (EFS). | 3 Bneayauropnas, usyuenue
Ocuorusie monstusi EFS. IlnanmpoBanme n BHenmpenue EFS B y4eOHBIX 10COOHiT

cpene nomena ¢ PKI. IIpoekrupoBanue BoccTaHOBIEeHUs (ailoB

C MCHOJIb30BaHUEM IIEHTPOB CEPTUHHUKALUI

KontponbHas padota Ne3

JlaboparopHas pabora Ned

Ornpoc Ha 3aueTe

Tema 6. IlpoextupoBaHue 3allUTBl JAJsI CEPBEPHBIX poJieid. | 3 Bneayauropnas, usyueHnue
Brenpenue 3aliuThl CEpBEPHBIX POJIEH MPU MOMOLIM OCHACTKU. y4eBHbIX TOCOOHiT
[InanupoBanue " peanuszanus 3aIHAIEHHOMN 0a30BoOIt

KOHOUTYpauuy A1 KIUSHTCKUX KOMITBIOTEPOB

[IpomexxyTo4HOE TeCTUpPOBaHUE

Henosas urpa

Omnpoc Ha 3aueTe

Tema 7. [IpoekTupoBaHue 0a30BOM 3aIUTHI IEPUMETPA 3 BHeayzLI/ITopHaﬂ, U3y4YeHue
Jenosas urpa. y4eOHBIX TOCOOuit
JlaboparopHast pabota Ne5

Ornpoc Ha 3auere

Tema 8. IlpobmeMbl ¢ 0€30HMaCHOCTBIO SJICKTPOHHOW IIOYTHL | 3 BHeayI[I/ITOpHaSI, M3y4YCHUC
BupryanbHble 4acTHBIE CETH y‘Ie6HBIX HOCOOuii
HpOMe)KYTO‘IHOG TCCTHUPOBAHUC

Omnpoc Ha 3aueTe

Tema 9. [IpoexrupoBanue 6a30Boii 3amuTel Web-cepBepa 3

[enoBas urpa
Ornpoc Ha 3auere

BueaynutopHasi, u3ydcHue
y4eOHBIX TTOcOOui

0J151 0UHO-3A04HOU (hopmbl 00yuenus

Bonpocsl, BEIHOCUMBIE Kon-Bo
®opmbl paboTHI
Ha CaMOCTOSTCIbHOC N3YUCHHUC qaCoB
Tema 1. [IpaBoBbie TpeOOBaHUS K HHPOPMAITHOHHOM 5 BHanI[I/ITopHaH,
6€e301acHOCTH NMPEANPHUATHSL. AHAIN3 CYIIECTBYIOIINX MOIUTHK U M3ydCHHE YIeOHBIX
Mmep OezomnacHocTH. [TocTpoeHne Moeny HapYIINTENS U aHAIIN3 o
YIpo3 M PUCKOB JUI aAMUHUCTpHUpOoBaHus U T-uHbpacTpyKTyphl nocobuit
NpeANpUITHS
BXO,[[HOC TECTUPOBAHUC
Otuer no naboparopHoit padore Nel
Omnpoc Ha 3auere
Tema 2. [IpoexktupoBanHme O€30IIaCHOTO YNpPaBICHUS CETBIO. | 5 Bneayaurtopnas,
OOmue  ysA3BUMOCTH B  YNPaBJICHHM  CEThIO. [ paHWIBI M3ydCHHE YIeOHBIX
6ezomacHoctn. CHIKEHHE K MHHUMYMY BO3MOKHOCTH aTaKH. o
AJMUHHCTPUPOBAHKE HoJIb30BaTeNnei n KOMITBIOTEPOB. nocobuit
OmnpeneneHnne  ypoBHS  aJMUHHCTPAaTHBHBIX  IOJHOMOYHH.
[TnannpoBaHMe M peanu3anus CTPATEruu pa3rpaHUYeHUs JOCTYyIa
U ayTeHTU(DUKAINN
KonTponbnas padota Nel
[IpomexxyTO4HOE TECTUPOBAHUE
Onpoc Ha 3auere
Tema 3. [IlpoekTHpoBaHWE TPOBEPKH  IOJJIMHHOCTA B | 5 BHeayJII/ITOpHaSI,
rereporenHol cetu. [Tonsitue Kerberos. IIposepka noanmmHHOCTH M3ydeHHEe yaeOHBIX
¢ ucnonb3oBanneM Kerberos. [lomydeHune ceaHCOBBIX OWIICTOB. ToCcOBMi

Ceptudukatel. OCHOBHBIC MOHITHS WHPPACTPYKTYPHI OTKPBITHIX
kiroueit (PKI)

Ortuer no nabopatopHoit padote Ne2
KonTponbhas padorta Ne2
Ormpoc Ha 3ayere




Tema 4. Ilonmutuxku mnaponed B cersax. WHCTpyMeHTBl st
peanu3anyy IMOJUTHK Maposieil u ux orpaHudeHus. TpeboBaHus K
YUYETHBIM 3aIMCSM TONb30BaTenel. [lapamerpsl Oe3omacHOCTH U
OTPaHWIEHUSI CPEACTB YIPABICHUS MOJUTHKAMHA

Otuer o naboparopHoit padore Ne3

Ornpoc Ha 3a4eTe

Bueayaurtopnas,
n3ydeHue yueOHbIX
nocoowuit

Tema 5. [IpoexTupoBanue 3amuThl (aiinoB mudposaruem (EFS).
OcnoBusle nonsatus EFS. I[lnanupoBanme un BHeapenme EFS B
cpene nomeHa ¢ PKI. [IpoexkTrpoBaHue BOCCTAHOBIICHHS (aiiioB ¢
UCIIOJIE30BAaHHUEM IIEHTPOB CePTUPHKAUH

KoHntponbnas padora Ne3

JlabopaTtopHnast pabota Ne4

Onpoc Ha 3a4eTe

Bneaynuropnas,
U3y4eHHe yuyeOHbIX
nocoouit

Tema 6. IIpoexTupoBaHUE 3alUTHI IJI CEPBEPHBIX POJEH.
BHenpenue 3amuThl CEpBEPHBIX pOJIEH IPU MOMOIIM OCHACTKH.
IInanupoBanue " peanusanus 3aIUIIEHHON 0a30BoOit
KOH(UTypanuy Ui KIMEHTCKUX KOMITBIOTEPOB
IIpomexxyTO4HOE TECTUPOBAHUE

Jlenopas urpa

Onpoc Ha 3auere

Bueayauropnas,
n3ydeHue yueOHbIX
nocoowuit

Tema 7. [IpoexTupoBanue 6a30BOM 3alUThI IEPUMETPA
Jlenoas urpa.
JlabopaTtopnast pabota No5

Bneayauropnas,
U3y4eHHe yu4eOHbIX
mocoouit

Ornpoc Ha 3ayere

Tema 8. IlpoGneMbl ¢ 0€30MaCHOCTBIO 3JEKTPOHHOW IOYTHL. | 5 Bneayauropnas,
BupryanbHble 4aCTHBIE CETH U3y4eHue y4eOHbIX
[TpoMexxyTOUHOE TeCTUPOBAHUE HoCo6 il

Ornpoc Ha 3ayere

Tema 9. [Ipoextuposatue 6a30Boit 3amuTs Web-cepsepa 5 Bneayauropnas,
JemnoBas urpa U3y4eHUE yueOHBIX
Omnpoc Ha 3auere mocooui

5.3. Buabl u ¢popMbI NMCbMEHHBIX padoT, NPeAyCMOTPEHHBIX IPH OCBOCHUH AUCHUILINHBI,
BBINOJTHSIEMbIe 00y4al0IMMHCH CAMOCTOSATEIbHO

Otuer mo JaGoparopHoii padore — opopMmiIsieTcss M OTUYUTHIBAETCS B IJIEKTPOHHOM
Buze: Gopmar nmucra A4, KHMKHAS OpUEHTalMs cTpaHUIbl. OTY4eThl MO BCeM J1abOpaTOPHBIM
paboTaM HMMEIOT €OUHBIH THUTYJIbHBI JIUCT, HAa KOTOPOM YKa3bIBa€TCSd HAMMEHOBAaHUE
muctumuinael, @O u rpynna ncnonnutens, PO npenogasaTeis, NPUHUMAIOLIETO OTYETHL. B
OT4YeTe MO KaXKJI0M J1abopaTopHOU paboTe MOKHO OBITH MPEICTABIEHO HAMMEHOBAaHUE PadOTHI,
LeJIb, XOJ BBIMOJIHEHHUsSI pabOThl (CKPUHIIOTHI, KPAaTKOE€ TEKCTOBOE OMMCAHHUE), BHIBOJBI IO
pe3yabTaTaM paboThI.

6. OBPA3OBATEJIBHBIE U HTHOOPMAIIMOHHBIE TEXHOJIOT' A

[Ipn peanuzanuu pa3aUYHBIX BHJIOB Yy4eOHOM paboThl MO AUCHUIIMHE MOTYT
UCIIOJIb30BAThCs AJIEKTPOHHOE 00yUeHHE U TMCTAHLIMOHHBIE 00pa30BaTebHbIE TEXHOJIOTHH.

6.1. O0pa3oBaresibHbIE TEXHOJIOTUH

Y4eOHble 3aHATHS 1O AWCHUIUIMHE MOTYT TPOBOAMTHBCA C  MPUMEHEHHUEM
MH(OPMaLIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETe MpH OINOCPEIOBaHHOM (Ha pacCTOSHUN)
WHTEPAKTUBHOM B3aMMOJICHCTBHM OOYYAIONIUXCsA M MpernojaBareis B pexumax oOn-line B
dbopmax: BHIICONCKIINHN, JIEKIIUIH-TIPe3eHTAIlNN, BUACOKOH(PEPECHIINH, COOECeIOBaHUs B PEKIME
yat, opyma, yaTa, BEIOTHEHUS! BUPTYAIbHBIX TPAKTHUECKUX U/MIH 1a00paTOPHBIX padoT U Ap.

MakcumanbHBIi 00BEM 3aHATHH OOydJalomIerocss ¢ NTPUMEHEHHWEM  AJICKTPOHHBIX



00pa3oBaTeNbHBIX TEXHOJIIOTUH HE JOJDKEH MPEBHIIATh 25%.

Ta6auna 5. O0pa3zoBarebHbIE TEXHOJIOTHH, HCIIOJb3yeMble PH PeaIn3aliu Y4eOHbIX

3aHATHNA

Pazpgen, Tema

®dopma yueOHOro 3aHsATHS

JUCLUILIAHBL (MOYJIs1) Jlexuus IIpakTrueckoe JlaGopatopHnas
3aHATHE, CEMUHAP pabora
Tema 1. IlpaBosie tpeboBanms & | QO30pHast jgekius | He BBIIIOJHEHHUE
HHPOPMATNOHHON Oe30macHOCTH IIPEIyCMOTPEHO J1a6opaTOPHOIL
OpennpuATH. AHQJIN3 CYIIECTBYIOMMX A6OTEI
MOJUTUK W Mep  Oe30MacHOCTH. p ’
ITocTpoeHre MOJENM HAPYIIMTENS | BBIIIOJIHCHHUE
aHanu3 yrpo3s u PHCKOB a1 TECTAa
aIMUHUCTPUPOBAHU uT-
HHOPACTPYKTYPBI OPESANPUATHS
Tema 2. Tlpoextuposanue GezonacHoro | Jlekuus - He BBIIIOJIHCHUE
ynpaBleHHs cethio. ObLMe yASBUMOCTH | ryeseprarys IPEyCMOTPEHO KOHTPOJIBHOH
B YOpaBICHHHM  CEThlO. [ 'paHUIEI A6OTEL
Oe3onacHocTH. CHWKCHHE K MHUHUMYMY p ’
BO3MOKHOCTH aTaKM. BBIITOJTHEHUC
AIMHHHCTPUPOBAaHHE IIOJb30BAaTENCH | TecTa
KOMIBIOTepoB. OmpenencHue  ypOBH
aMUHHUCTPATHBHBIX TOJTHOMOYHH.
[lnaHupOBaHWE W pean3alus CTPATEIUH
pasrpaHUYCHUSI J0CTyma u
ayTeHTU(UKAIUH
Tema 3. Ilpoektnpoanue mpoBepkd | Jlekuud - He BBIIIOJIHCHUE
MOAMHHHOCTH = B TETCPOTCHHOM  CCTH. | peseyrarius IPEyCMOTPEHO nabopaTtopHOi
IMonstue  Kerberos. IIpoBepxka AGOThI
HNOMJIMHHOCTH € UCIIOJIb30BaHHEM p ’
Kerberos.  IlonyyeHHe  CEaHCOBBIX BBITTOJTHEHHUC
ouneroB. Ceprudukarel. OCHOBHBIC KOHTPOJILHOU
NOHATHA HMHQPPACTPYKTYPBl OTKPBITHIX paboTsI
xmoueit (PKI)
Tema 4. Ilonutuku naposneil B ceTsX. O630pHa$I nekuus | He BBLIITOJTHEHIE
WHCTpYMEHTBI [UIs pean3aliiy IIOJTUTHK [PELYCMOTPEHO J1aGOPaTOPHOIA
napoJjei u ux OTpaHUYECHUSL. a6OTEI
TpeGoBaHUsT K  yYETHBIM  3aMHCAM p
10JIb30BATEIEH. ITapameTpsl
0€301acCHOCTH W OTpPaHUYEHHs CPEACTB
yIIPaBJICHHUS TOJUTHKAMH
Tema S. TIlpoekrtupoBanue 3amuthl | JIekius - He BBIIIOJIHEHUE
¢aitnon IMHPpOBAHHEM (EES). TIpe3eHTAIHS MIPETYCMOTPEHO nabopaTtopHOi
OcHoBHbIE TIOHSITHS EFS. a60TEL
[InanupoBanne u BHeapenue EFS B p ’
cpene nomena ¢ PKI. ITpoektupoBanue BBIIIOJIHEHHE
BOCCTAHOBJICHHS Gaiinos c KOHTPOJIbHOH
HCIIONB30BaHHEM LEHTPOB paboTsI
cepTuduKaIu
Tema 6. [IpoekTupoBaHME 3aIIUTHI IS Jlexuus - He BBIIIOJIHEHUE
CEpPBEPHBIX POJIEH. VBHe;IpeHHe 3aIIUTHI TIpe3eHTAIHS IPeIyCMOTPEHO Tecta
CepPBEPHBIX  pONied  TPH  MOMOIIH TTOArOTOBKA K
ocHacTkd. [lmaHupoBaHue W peanu3alust A N
3aIIUIIEHHON 6a30B0i  KOH(pUTYpaLyH ACJIOBOU HUTPE
JUTs KIITMEHTCKAX KOMITBIOTEPOB
Tema 7. IlpoektupoBanme 06asoBoit | OO30pHast aekius | He BBIIOJIHEHHE
3alllUTEL HEpUMETpa MIPEYCMOTPEHO n1abopaTopHOi
paboThl,
IloaroroBka x




JIETTIOBOM UTrpe

Tema 8. IIpoGaembr ¢ GezomacHOCTBIO | JIeKIHA - He BBITIOJTHEHUE
QNEKTPOHHOH  TMOYTH.  BupTyanbHbIC TIpe3CHTALMS TIPEeTyCMOTPEHO TecTa
YacTHBIE CeTH
Tema 9. [IpoexTupoBaHue 06a30BO 3aIIUTHI Jlexnus - He ITonroroBka K
Web-cepsepa ~

pEeP Ipe3eHTalus IpeLyCMOTPEHO JIeNI0BOIA Urpe

6.2. UnpopManmoHHbIEe TEXHOJIOTHH

HazBanue nndopmarontoii | Temsl, pazaenbt Kpatkoe onvcanue
TEXHOJIOTUHN JUCLIMTLITMHBI MIPUMEHSIEMON TEXHOJIOTHHI

Hcnonb3zoBanue 1-9 [IpoBeaeHne BXOIHOTO, TEKYIIETO U

BO3MOKHOCTEN MHTEpHETA PEUTUHIOBOr0 KOHTPOJIS 3HAHUM ydamuxcs (B

B yueOHOM Mpolecce CHUCTeMax AMCTAHIIMOHHOTO 00y4eHus)

Hcnonb3zoBanue 1-9 [ToaroroBka K 3auTe OTYETOB 11O

BO3MO>KHOCTEH nmabopaTopHBIM paboTam

3JIEKTPOHHOM MOYTHI

MIPEIOJaBaTENs

Hcnonw3oBanue cpencTs 1-9 Hcnonb3oBanue MyJIbTUMEIUITHON

MIPE/ICTABJICHUS YUEOHOM MPE3eHTALUN

nHpopmanuu

[Tpu peanu3anuy pa3IMYHBIX BUIOB YUeOHOH 1 BHEYy4eOHOM pabOThI HCIOIB3YIOTCS CIEAYIOIINE
UH(POPMALIMOHHBIE TEXHOJIOTHH:

- ICTI0JIb30BaHUE BO3MOXKHOCTeH MHTepHeTa B yueOHOM Iporecce (MCIOIb30BaHHe
MH(POPMALIMOHHOTO caiiTa ImpernoiaBaTens (pacchliika 3aaHui, IPel0CTaBICHNE
BBITTOJIHEHHBIX Pa0OT, OTBETHI HAa BOTPOCHI, 03HAKOMJICHHE YJAIIXCS C OIICHKaMU U
T.4.));

- UCTIOJIH30BAHNUE JIEKTPOHHBIX YIEOHHKOB U Pa3IMUHBIX CAWTOB (HAaIIpuMep,
3JIEKTPOHHBIE OMOIMOTEKH, KYpHAJIBI U T.J.) KAaK ICTOUHUKOB MH(OpMAaIIH;

- MCII0JIb30BAHKE BO3MOKHOCTEH 37I€KTPOHHON MOYTHI MTPENoaBaTes;

- UCTOJIb30BAHUE CPEJICTB MpeACTaBIeHUs YueOHOH HHPOPMALH (JIEKTPOHHBIX
y4eOHBIX TOCOOMH M PAKTUKYMOB, IPUMEHEHNE HOBBIX TEXHOJIOTUHN JIJIsl TPOBEIACHUS
OYHBIX (TPaAULMOHHBIX) JEKIMA U CEMUHAPOB C UCIIOIb30BAHUEM ITPE3EHTALMH U T.11.);
- MCII0JIb30BAHNE UHTETPUPOBAHHBIX 00PA30BaTEIbHBIX CPE]l, I/I€ IVIaBHON
COCTABJISAIOLIEH SABJISAIOTCS HE TOJIBKO MPUMEHsIeMbIe TEXHOJIOTHUH, HO U COZIep KaTelIbHAS
4acTb, T.€. NHQOPMALIMOHHBIE PECYPCHI (JOCTYN K MUPOBBIM HH(OPMALIMOHHBIM
pecypcam, Ha 0a3e KOTOPbIX CTPOUTCS YUeOHBIH Mpoliecc);

- MCII0JIb30BaHKE BUPTYaIbHOU oOyuaroleil cpebl (MM CUCTEMBI YITPaBJICHUS
o0yuenneM LMS Moodle «3nekTpoHHOE 00pa3oBaHue) UM UHBIX HH()OPMAIIHOHHBIX
CHCTEM, CEPBHCOB 1 MECCEHKEPOB.

6.3. IIporpammHoe oOecrnedyeHHe, COBpeMeHHble MNPOdecCHOHAIBbLHbIC 0a3bl JAHHBIX U
HHGOpPMaLlMOHHBbIE CTIPABOYHbIE CHCTEMBbI

6.3.1. IlporpammHoe odecnieueHune

HanmMeHnoBaHMe MpOrpaMMHOIO

Haznauenue
oOecrieyeHus

Adobe Reader | [Iporpamma 1t pOCMOTpa 3IEKTPOHHBIX TOKYMEHTOB




[TnaTdopma nucraHnnoHHoro | BupTyansHas oOyuaromas cpena
obyuyenus LMS Moodle

Google Chrome Bpaysep

Microsoft Office 2013,
Microsoft Office Project 2013,
Microsoft Office Visio 2013

Oducnas nporpamma

7-zip | ApxuBaTop

Microsoft Windows 7 | OneparrionHast cuctema
Professional

Kaspersky Endpoint Security | CpencTBO aHTHBUPYCHOM 3aIUTHI

6.3.2. CoBpemeHnHble mnpodeccHOHAIbHbIE 0a3bl JaHHBIX H HHEQOPMALMOHHbIE
CIPaBOYHbIE CHCTEMBI

e DnekTpoHHbIH KaTanor Hayunoii 6ubnuoreku AI'Y na 6aze MARK SQL HIIO «Mu-
dbopmMm-cuctemy»: https://library.asu.edu.ru.

e DrekTpoHHbII Katanor «Hayunsie xypranst AI'Y»: http://journal.asu.edu.ru/.

3) YHuBepcaabHas ClipaBOYHO-MH(DOpMAIMOHHAS IOJTHOTEKCTOBAs 0a3a JaHHBIX MEPUO-
mnueckux m3ganniit OO0 «MBUC»: http://dlib.eastview.com/

4) DnexTponHO-OnbOaMOTeUHas cuctema elibrary. http://elibrary.ru

5) CnpaBounas npaBoBas cuctema KoncysaprantlLiroc: http://www.consultant.ru

6. Mupopmanmonno-npaBoBoe obecneuenne «Cucrema ['APAHT»: http://garant-
astrakhan.ru

7. ®OHJ1 OHEHOYHbBIX CPEACTB /151 NIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N ITPOMEXYTOYHOU ATTECTAIIUM 1O JUCIUIIVIMHE (MOAY JI1O)

7.1. lTacopT (pOH/IA OLIEHOYHBIX CPEICTB

[Tpy npoBeAeHUM TEKYLIEr0 KOHTPOJSI M IMPOMEXKYTOYHOW aTrTecTalud MO JAUCLUILIIMHE
(Monynmo) «be3omacHOCT, KOMIBIOTEPHBIX CeTel» MpoBepsieTcs CPOPMHUPOBAHHOCTh Y
oOydaromuxcsi KOMIETEHIIUH, YKa3aHHbIX B pasjiesie 3 HacTosIed MporpaMMbl. DTamHOCTh
(bopMHpOBaHUs JAHHBIX KOMIIETEHLMH B IPOLIECCE OCBOCHMs 00pa30BaTENbHOM MpOrpamMMbl
ONpeeNseTcss IOCIeI0BATEeIbHbIM OCBOCHHEM JHUCHUUIUIMH (MOAYJIEH) M NPOXOKIEHUEM
NPaKTUK, a B MPOILECCe OCBOEHUS MUCHMIUIMHBI (MOIYNS) — MOCIEI0BAaTENbHBIM JOCTHKEHUEM
PE3YJILTATOB OCBOCHUS CO/IEPKATENBHO CBSI3aHHBIX MEXK]Ty COOO0I pa3/iesioB, TEM.

Ta6auna 6.CooTBeTcTBHE pa3esioB, TeM IMCUMIIMHBI (MOYJIsl), Pe3yJ1bTATOB 00y4YeHHs
1o JUCHUINJINHE (MOAYJI0) H OLIEHOYHBIX CPeICTB

KonTponupyemsie pazaen, Tema Kon konTponmupyemoit HaumenoBanue
JTUCITUTUIAHBI (MOTYJIS) KOMIIETCHIINU OLIEHOYHOTI'O CPEeJICTBA
Tema 1. [lpaBoBeie TpeOOBaHHA K Bxonuoe TECTUPOBAHNUE
I/IH(i)OpMaIII/IOHH(X/’I 6e3omacHoCTH Order 110 1a6opaTOPHOI
MPENNPUATHSI. AHAIU3 CYIIECTBYIOIINX
ngn)jnﬂx u Mep }g:mnac}:lHolélm. K-1. TIK-5 pabore Nel
b

TMocTpoeHe MOJEIU  HApYWIUTENs M Ompoc Ha 3a4ere

aHanM3  yrpo3 M PHCKOB Ul
aIMAHHACTPUPOBAHUA uT-
HHPPACTPYKTYPHI PEIIPUSTHSL

Tema 2. IIpoexTupoBanue 0€30MacHOTO IIK-1, TIK-5 KonrpossHast pabora Nel



https://library.asu.edu.ru/
http://journal.asu.edu.ru/
http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
http://garant-astrakhan.ru/

ynpasieHus ceTbio. O0uMe ys3BUMOCTH B [TpomexyTouHoe
yIIpaBICHUN CETBIO. I'panntp TECTHPOBAHHE
6e3omacHocTH. CHIDKEHHE K MHUHAMYMY
Onpoc Ha 3aueTe

BO3MOXKHOCTH aTaku.
AJMUHHCTPHPOBAaHHUE TMOJIb30BaTENIei |
KoMITbIOTepoB.  OmpeneneHue  ypOBHSA
aJIMIHUCTPATUBHBIX TTOJTHOMOYHH.
IInanupoBaHue M peanu3anus CTpaTeruu
pasrpaHUYeHUs JoCTyTa u
ayTCHTH()UKAIUU
Tema 3. I[IpoekTupoBaHNe MPOBEPKU OTtyer o J'Ia60paT0pHOI71
HNO/UIMHHOCTH B TETEPOTeHHOM  CeTH. pabote No2
IlonsaTue Kerberos. IIposepka
MOJUIMHHOCTH c UCTIOJIb30BaHUEM
K [IK-1, TIK-5

erberos. [Nomyuenne CEaHCOBBIX
omneroB.  Cepru¢ukatsl.  OCHOBHBIC
HNOHATUSA ~ MHQPPACTPYKTYPHI  OTKPBITHIX

KontposnbHas padora No2
Omnpoc Ha 3auere

kimoueit (PKI)
Tema 4. IlomuTHkM maponed B CeTAX. Otyet no nabopaTopHOit
WHCTpyMeHTBI A7 peanu3aliy MOJUTHK pa6ote Ne3
napoJjiedl U ux orpaHuyenus. TpeGoBaHus MK-1. TIK-5 Onpoc Ha 3aueTe
b

K YYETHBIM 3allUCAM II0JIb30BaTElICH.
ITapameTpsl 6€30MACHOCTH M OrPaHUYCHUS
CpEJICTB YIPABJICHUS NOJIUTUKAMU

Tema 5. IlpoexTupoBaHue  3aIlIUTHI KQHTpQHLHag pa60Ta Ne3

¢aiinoB mmpposanuem (EFS). OcnoBHble Jla6opaTopras paGoTa Ned

TOHSTUSA EFS. IInanupoBanue U

saeapenre EFS B cpene momena ¢ PKIL IIK-1, IIK-5 Ompoc Ha 3a1ere

[IpoekTupoBanue BOCCTaHOBIICHUS

¢daiinoB ¢ HCMONB30BAaHHEM IIEHTPOB

CepTUPHUKAITIH

Tema 6. IlpoexTupoBaHHE 3alLUTHl AJIA HpOMC)KyTO‘{HOG

CepBEPHBIX ponéﬁ. BHesipeHue 3aluThl TECTUPOBAHNUE

CEepBEPHBIX POJICH MPHU MTOMOIIU OCHACTKH.

HJIpaHEPOBaII;I/Ie b u peanusanus IIK-1, IIK-5 Henosas urpa

3aIIUIIEHHON 6a30B0H KOHMHUTYpaIUK I Onpoc Ha 3auere

KJIHCHTCKUX KOMITBIOTEPOB

Tema 7. [IlpoextupoBanue 0a30BoOM I[en()Ba;{ urpa.

SalTRI NEpUMETpa [TK-1, TIK-5 JlabopaTtopHas pabota No5
Omnpoc Ha 3auere

Tema 8. IIpobmeMel ¢ 06€30IMacCHOCTBHIO HpOMC)KyTO‘{HOG

JJIEKTPOHHON  TOYTHL.  BUpTyalbHbIC [K-1, TIK-5 TECTUPOBAHNUE

HACTHbIC CETH Omnpoc Ha 3adere

Tema 9. IIpoexTnpoBaHne 0a30BOH 3alIUTHI HenoBas urpa

Web-cepsepa [IK-1, TIK-5

Omnpoc Ha 3auere

7.2. Onucanue mokasarejieil M KpUTepHeB OLECHUBAHUS KOMIIETEHUMH, ONMCAHUE LIKAJ
OLICHMBAHUSA

[Ipn pemieHNMM KOMIUIEKCHOM CHUTYAallMOHHOM 3a/ladd MOXHO MCIOJb30BaTh CIIEIYIOLINE
KPUTEPUU OLIEHKHU:

Ta6auna 7. Iloka3aTen onleHMBaHNUS Pe3y/IbTATOB 00y4YeHHUsI B BU/e 3HAHUI

IIkama

Kpurepun onienuBanus
OLICHUBAHUS

JEMOHCTPHPYET TIyOOKOe 3HaHME TEOPETHYECKOro MaTepuana, yMeHHe

5 000CHOBAaHHO U3JIaraTh CBOU MBICIIU 110 00CYK/1a€MbIM BOIPOCAM, CIIOCOOHOCTD
«OTIUYHO» | TIOJIHO, MPAaBWIBHO M apryMEHTHPOBAHHO OTBEYaTh Ha BOIPOCHI, NMPUBOIUTH
IpUMeEpHI




Ikana

Kpurepun oniennBanus

OLICHUBAHUS

4 JEMOHCTPUPYET 3HAHUE TEOPETUYECKOr0 MaTepualia, €ro I0CIeI0BaTEIbHOE

«xODoLIoy | A3IOKEHHUE, CMOCOOHOCTh MPHUBOAMTH TPHUMEPHI, JOMYCKAET EIUHUYHBIC
P OolIMOKH, MCIIpaBIIsieMble TIOCIIE 3aMeUaHMsl IPenoaaBaTelis

3 JIEeMOHCTPHPYET  HEMONHOe, (parMeHTapHOE  3HAaHHUE  TEOPETHYECKOTO

P——— MaTepuana, TpeOyrollee HAaBOASIIMX BOIPOCOB IpenojaBareis, JOIyCcKaeT

yTeano»p CYIIECTBEHHbIE OLIMOKM B €ro HW3JIOKEHHH, 3aTPYAHACTCS B NPUBEICHHUU

IPUMEPOB U (POPMYIMPOBKE BHIBOJIOB
2 JEMOHCTPUPYET CYIIECTBEHHbIE IPOOEIBI B 3HAHUU TEOPETUYECKOTO MaTepuaa,
«HEYJIOBJIETBO | HE CHOCOOEH €ro M3JOXHUTb W OTBETHUTh HAa HABOAALIME BOIPOCHI
PUTEIBHO» | IPENOJIABATENsl, HE MOXET PUBECTU PUMEPHI

Tab6auna 8. Iloka3zaTen oneHMBaHUs Pe3y/JIbTATOB 00y4eHHs1 B BH/e YMEHMI H BJIA/ICHUH

[Ixana
Kputepuu onenuBanus
OIICHHUBAHUS
JEMOHCTPUPYET CIOCOOHOCTh NMPUMEHSTh 3HAHUE TEOPETUUECKOr0 MaTepuaia
5 MpU BBIMOJHEHUU 3aJaHUM, TIOCIEAOBATEIbHO U MPABUJIBLHO BBINOJHAET
«OTJIMYHO» | 3aJjaHMs], yMeeT O0OOCHOBAaHHO H3JlaraTb CBOM MBICIHM M JIe1aTh HEOOXOIUMBIE
BEBIBOJIBI
JEMOHCTPUPYET CIIOCOOHOCTh MPUMEHSTh 3HAHWE TEOPETHYECKOTO Marepuaia
4 MpU BBIMOJHEHUU 3aJaHUM, TIOCIEAOBATEIbHO U MPABUJIBLHO BBINOJHAET
«XOPOILIOY 3a/1aHus, yMeeT OOOCHOBAHHO H3JIaraTh CBOM MBICIIM M JI€JIaTh HEOOXOAMMBIC
BBIBOJIbI, JIOMYCKAeT €AMHHYHBIE OLIMOKH, UCHpaBIseMble TOCIE 3aMeyaHUs
MPEINOJAaBATEIIS
3 JEMOHCTPUPYET OTIEIbHbIE, HECUCTEMATHU3UPOBAHHBIE HABBIKM, HCIBITHIBACT
3aTPYAHEHUS] U JOIMYCKAeT OIMUOKH TIPU BBIMOTHEHUW 3aJaHUM, BBITIOIHSIET
«YHT(;?IJ:;T(?;)pH 3aJlaHue 10 TMOJCKa3Ke MpenojaBarens, 3aTpyAHseTcs B (POPMYIHUPOBKE
BEIBOJIOB
2 HE CII0COOEH MPAaBMIIBHO BBIIOJIHUTD 33JaHUS
«HEYIOBJIETBO
PUTEIBHO)

7.3. KoHTpoJibHbIE 331aHUSl WJIM HHbIe MaTepHaJbl, HeOOXOAMMBbIe IJs1 OLEHKHU
pe3yJbTATOB 00yUYeHHs 10 AUCUHUILIMHE (MOIYJII0)

Tema 1. «IIpaBoBbie TpeOOBaHusI K HHPOPMALMOHHOM 0€30NIACHOCTH NPENPUSTHS.
AHa/Iu3 CymeCTBYIOIIMX MOJTUTHK U Mep Oe3onacHocTH. [locTpoenne Moe/in HapyIUTe IS
W AaHAJIU3 YIPO3 M PUCKOB 1JIs1 aiMUHUCcTpUpoBanust UT-undpacTpykTypsl npeanpusiTus»

1. Bxoonoe mecmuposanue
1. HecankunoHHpoBaHHBINA AOCTYI K HHPOpMALIUU
a) Jloctyn k uH(MOpMAIMK, HAPYIIAFOIINN YCTAHOBJICHHBIC MIPABUIIA €€ MOJTyUCHHSL.
b) IlpennamepenHoe oOpalleHHe TOJIB30BATENS K AAHHBIM, JOCTYIl K KOTOPBIM €My
HE pa3pelleH, C LeIbI0 UX YTCeHHs, OOHOBJICHUS WIN Pa3pyIICHHUS.
¢) Joctyn cyObekToB K HHGOPMAIIMK WK ICHCTBUSA ¢ HHPOPMALHEH ¢ HCITOIb30BaHHEM

IMITAaTHBIX

cpeactB  oObekTra wuH(popMaTH3amMKM (CETH Tepelayd  JaHHBIX),

HapYyIIAOMNN yCTaHOBJICHHbIE NTpaBUIla MOJy4YeHUs U paboThl ¢ HHPOpMAIHEH.
d) [Tomyyenne nHpopmalm 6€3 COOTBETCTBYIOLIETO Pa3pELICHHUS Ha TOCTYII.

2. WNudopmannonHas 6€300acHOCTD -- 3TO




a) OTcyTcTBHE HEAOMYCTUMOTO PUCKA, CBI3aHHOTO C BO3MOXKHOCTBIO HaHEeCeHHS yiepoa
CyObeKTy HH(DOPMAITMOHHBIX OTHOIICHHH

b) CocrosiHue 3amUIIEHHOCTH (U3WYECKUX U FOPUAMYECKUX JIMI, TOCYAapCTBa
B HH(OPMAITMOHHOM cepe.

¢) CocrosiHME 3alIUINEHHOCTH WH(POPMALMOHHOW Cpelbl OO0IIecTBa, 00CCIeYHBAOIICE
ee popMupoBaHHe, HCIOIB30BAaHUE M PA3BUTHE B MHTEPECAX IpaxkJiaH, OPraHU3aIHid,
rocyJapcTBa.

d) BamuieHHOCTs HHGOPMAIIMK | MOICP)KUBAOIICH HHOPACTPYKTYPhI OT CITydailHbIX
WY TIPETHAMEPEHHBIX BO3JICHCTBUI €CTECTBEHHOTO WJIM MCKYCCTBEHHOTO XapakTepa,
YypeBaThIX HaHeCeHHeM yiiepOa BIaJebllaM WU MOJIB30BaTeNIsIM  WH(GOpMAIHU
Y [OJIICPKUBAOIICH MHOPACTPYKTYPHI.

e) CkpbITOCTh HH(DOPMAIMOHHBIX PECYPCOB

3. ITlonutuka nHGOpPMALMOHHOMN 6€30M1aCHOCTH, IPEXK/Ie BCEr0 He0OX0ANMA IS
d) YCHEILIHOTO MPOXOKACHUs KOMIIaHKe! peryssipHoro aynuta o b
b) oOecrieueHus: peasbHOrO YPOBHS 3AIIUIICHHOCTH HWH()OPMALMOHHON CHCTEMbI
KOMIIaHUU
C) MOHMMAaHUs NEPCOHAIOM Ba)KHOCTH TpeboBaHuii mo b
d) oOecrieueHus aJieKBaTHOM 3alIUTHI HANOOJIEE BYKHBIX PECYPCOB KOMIIAHUU

4. TlomuTHka nH(MOPMAIIMOHHON 0€30ITaCHOCTH B OOIIEM CITydae SIBISETCS
d) PYKOBOJSIIUM [TOKYMEHTOM /s aJIMHHUCTPATOPOB OE30IaCHOCTH M CHCTEMHBIX
aJIMUHUCTPATOPOB
b) pyKoBOISILIMM TOKYMEHTOM JUIsSl OFPAHUYCHHOTO UCIIOIb30BAHMUS
C) PYKOBOJAIIUM AOKYMCHTOM JII PYKOBOJCTBA KOMITIaHUH, MCHCIKCPOB,
aJIMIHHUCTPATOPOB OE30MACHOCTH U CUCTEMHBIX aJIMUHHCTPATOPOB
d) pykoBOIAIIMM JOKYMEHTOM ISl BCEX COTPYAHUKOB KOMITAHUH

5. Kakoil Meron o00BIYHO UCHOJB3YyeTCS NPO(ECCHOHATBHBIMU B3JIOMIIMKAMHM TIpU
MH(pOPMAaLMOHHOM aTake?
a) aTaka Ha HauOoJIee 3aIUIICHHYIO [1eJTb
b) ataka Ha IPOMEKYTOUHYIO LIENb
C) aTaka Ha HaNMeHee 3aIIUIICHHYIO [1eJTb
d) ataka ocymiecTBisieTcst 6€3 IeJIeHANPaBICHHOTO BHIOOPA 1IeH

1. Jlabopamopnas paboma Nel «Vicnionb30BaHuE BUPTYAIbHBIX MALIMH JUI U3yYSHUS
OIepaIMoOHHbIX cucteM Ha npumepe VirtualBoxy

1. O3HakOMHUTBCS C OCHOBHbIMH TOHATHsMH VirtualBox, wu3yunts Teopermueckn
MpoLEAYypY HACTPOMKHU CUCTEMBI BUpTyain3auuu Microsoft.

2. V3yunTh MpaKTUYECKU TEXHOJOTHIO YCTAHOBKU M HACTPOMKU TOCTEBBIX OMEPAIIMOHHBIX
cuctem Ha mpumepe Microsoft Windows 7 u Microsoft Windows Server 2008.

3. M3yuuTh cpencTBa HACTPOMKM BHUPTYaJbHOM MAallMHBI M YCTAHOBKY JOMOJHEHUH K
BUPTYAJIbHOW MalluHE.

4. W3y4uTh cpelncTBa YIPaBIEHUS BHUPTYAIbHBIMU JKECTKUMHM JUCKAMH M METOJBI
HAaCTPOMKHU CETEBOr0 B3aMMOJICUCTBUS B BUPTYaJIbHOM CETH.

5. IlpousBecT mNPOBEPKY MNPOXOXKAECHUE CETEBBIX MAKETOB MEXAY CO3JaHHBIMH
BUPTYaJIbHBIMU MaIlIMHAMHU.

6. IlpousBecTu qo0aBiIeHUE CEPBEPHBIX POJIEH B CO3IAaHHBIX BUPTYaJIbHBIX MAIIMHAX.

7. TloArOTOBHUTH OTUET O BBHITOJTHEHUH JIAOOPATOPHOU pabOTHI.



Tema 2. «IIpoexkTHpoBaHHe 6€30I1ACHOI0 YNIPaBJIeHHUs ceThbI0. O01Iue yA3BUMOCTH B
ynpaBJieHHH ceTblo. ' panuubl 0e3onacHocTi. CHUKeHMEe K MUHUMYMY BO3MOKHOCTH
aTaku. AIMUHUCTPHPOBaHue N0JIb30BaTe el H KOMIIbIOTepoB. OnpeaeieHne ypoBHs

aIMHUHUCTPATUBHBIX MoJHOMouMii. [I1aHupoBaHue U peaju3anus CTPaTeruu
pa3srpaHnyeHus T0CTYNA U ayTeHTH(PUKALUI)

1. Konmponvnaa paboma Nel «Ocroénble npUHUUNDL 3AUUMbL CEMEGOTL

uHgppacmpykmypon)»

LNk wNE

=

ook wm

Bompocstr:

[Ipenmer, conepxanue U 3aJ1auu Kypca, METObl €0 U3y4eHUs

[TpaBoBbIe TpeOOBaHUs K HH(POPMAIIMOHHON OE€30MTACHOCTH MPEATIPUSATHUS
OcHOBHBIE METO/IBI 3AIIUTHI CETEBON MHPPACTPYKTYPHI MPEATPUATHUS

AHanu3 CyniecTBYIOIIUX MOJUTHUK U Mep 0€30IacHOCTH

[TonsiTrie MHGOOPMAITMOHHBIX AKTUBOB MPEIIPUSITUS

[ToHsTHE YTrPO3 U YA3BUMOCTEN BBIYMCIUTEIBHONW CETH PEANPUATHUS

Ananu3 puckoB ains anMuHuctpupoBanus UT-undpactpykTypsl npeanpusTus
CrpykTypa U GYHKIIHH OPTaHOB 3aIIUTHI MH(OOPMAITUU HA IPEATIPUATHH

1. Jlabopamopnasn paboma Ne2 «CpenctBa 6€30MaCHOCTH ONEPAMOHHON CUCTEMBI
Microsoft Windows Server»

A) 3ananmne:

Cosmate momen Active Directory ¢ ummenem zios.com. IlpomsBectu goOaBiieHHE
CEpBEPHON POJIM KOHTPOJLIEPA JOMEHA.

[Tpoussectu ycranoBky DNS-cepBepa.

[Tpoussectu ycranoBky DHCP-cepBepa (eciu TpeOyercs B JAHHOM BapHAHTE).
BrImonHUTh co3anue u HacTporKy KoHconu ynpasinenus MMC.

BxitounTh B JOMeH Zi10S.COM KIUSHTCKUN KOMITbIoTep 1o yrpasiacauem Windows 7.
[TpousBecTn HAaCTPOIKY Ha cepBepe MOAKIIOUSHHS uepe3 Y JaJleHHbIH pabouuii cTos Juis
agmuHucTpupoBanus (Remote Desktop for Administration).

b) KonTpoJibHBIC BOIIPOCHI:

PackpoiiTe MOHATHS «TOMEHY, «IepeBo» U «iec» B Active Directory.

Packpoiite nonsitue xorncomm MMC. B kakoMm pexuMme MO YMOJTYAHHIO CO3AFOTCS
koncoau MMC?

Mosker nM oOcHacTka OJHOBPEMEHHO OTOOpa)kaTh HH(OpPMAlMIO O JOKAJIbHOM U
yAAJICHHOM KOMITbIOTEpax?

Ecnu tpebyercs orpaHuuuTh JOCTYI K OCHACTKE, KaK CKOH(UTYPUPOBATH COJEPKAIIYIO
ee koHcoms MMC.

Kakue pexkBu3UTHl HEOOXOIUMBI /I aJIMUHUCTPUPOBAHUS YIAJICHHOTO KOMITBIOTEPA M3
koHcomm MMC.

2. Ilpomesicymounoe mecmupoganue

1. Kakas KOMaHa IIOMOXET HaWUTH YYC€THBIC 3allMCH, HC HWCIIOJbB30BABHIMECCA B TCUCHHUE ABYX

Mecs1eB?
a. DSADD.
b. DSGET.
c. DSMOD.
d. DSRM.
e. DSQUERY.

2. Kakyro nepeMeHHYI0 MOKHO MCIONB30BaTh B koMangax DSMOD u DSADD nns co3nanus
JIOMAIITHUX MAaIMoK U Marok npoduieil s onpeieleHHbIX M0JIb30BaTee?
a.

%Username%.



b. $Usemame$.
c. CN=Username.
d. <Username>.
3. HpI/I oMo KaKou KOMaHIbl MOXXHO BBIBECTH HOMEpaA TeJ'Ie(bOHOB BCEX MOJIb30BATEJIEU B
oI1?

a. DSADD.
b. DSGET.

c. DSMOD.
d. DSRM.

e. DSQUERY.

4. Kakoe u3 cienyromux paszpemenuid NTFS no3Bosnsier ynanars nanky:
a. YTeHHE
b. yTenue u BIMONHEHKE
C. U3MECHEHHE
d. amMuHUCTpHpPOBaHKE
5. Xapakrepuctuxku TLS/SSL:
A. llludposanue Tpaduxa.
b. JIByXCTOpOHHSS ayTeHTUDUKAITHS.
B. Ilepnoauueckast CMEHa KIIFOYEH.
I'. OgHOocTOpOHHSS ayTeHTHU (UKL
6. Kakoe cpencTBo mcmosb3yeTcs Ha cepBepe Ui BKIIOUEHHUS YAAJICHHOTO MOJIKIIOYECHUS K
pabouemy ctomy?
A. Tucneryep cinyx6 repmunainos (Terminal Services Manager).
b. Hacrtpoiika ciyx6 Tepmunaios (Terminal Services Configuration).
B. Cucrema (System Properties) u3 [lanenu yrpaBicHwHs.
I'. JIunensupoBanue cinyx6 repmunanoB (Terminal Services Licensing).
7. OO6s3arensHble KOMoneHTs! TLS/SSL:
A. AyteHntudukaius cepsepa.
b. Ceprudukar X.509.
B. Ayrentudukaius nonp3oBaTens.
I'. Cratnyeckuii CHMMETPHUYHBIN KITIOY.
JI. Bce oTBETHI HEBEPHBI.
8. T'me B mHTepdeiice MOKHO M3MEHUTH WICHCTBO KOMIIBIOTEpa TOJ yrpaBieHHeM Windows
Server B noMeHe?
A. OkHno cBoiictB Moii kommbiotep (My Computer)
b. IIpunoxxenue Cucrema (System) u3 [lanenu ynpasnenus
B. Koncous Active Directory - monb3oBatenu u kommnbiotepsl (Active Directory Users And
Computers)
I'. [Tanika Ceressie noakirouenus (Network Connections)
M. Ipunoxenne [lonb3oBarenu (Users) u3 [lanenu ynpasneHust
E. Bce oTBETHI HEBEPHBI.

Tema 3. «IIpoexTHpOBaHHE NPOBEPKHU NOIMHHOCTH B rereporenHoii ceru. Ilonsitue
Kerberos. IIpoBepka noaiuHHOCTH ¢ UcnoJb30oBaHueM Kerberos. Ilosyuyenune ceaHcoBbIX
onsteroB. Ceprudukarbl. OCHOBHBIC MOHATHS HHPPACTPYKTYPHI OTKPBITHIX KJIKOYeH
(PKI)»

1. Jlabopamopnasn paboma Ne2 «CpenctBa 6€301MaCHOCTH ONEPATMOHHON CHCTEMBI
Microsoft Windows Server» (npomoynkenue)
A) 3ananmue:



BBINONMHUTE HACTPOMKY YAAJICHHOTO NOJKIIOYEHHS K pabodyeMy CTOILy, HpU 3TOM
aKTHBHUPOBAaTh YJAJCHHOE IMOJKIIOYCHHE K paboueMy CTONy, HW3MEHHUTh YHUCIIO
pa3pelICHHBIX OJHOBPEMEHHBIX MOJKIIOYEHUH Ha CepBepe U HACTPOUTH IMAPAMETPHI
3aBepmieHus: nojkioueHus. st atoro Ha Brianke «CereBoit amamrep» (Network
Adapter) ycTaHOBUTH 3HaueHHME Napamerpa MaKCHUMaJbHOE YHCIO MOJKIIOUEHHUH
(Maximum Connections) paBHbIM 1.

Ha Bxmagke Ceancel (Sessions) ycTaHOBUTH 00a ¢uaxka «3aMEHUTH MapaMeTpsl
nosb3oBatess» (Override User Settings) 1 M3MEHUTb HACTPOMKHU CISAYIOIIUM 00pa3oM:
BCE IPEPBAaHHBIC JIOOBIMHU CIIOCO0aMH (MM 110 JII000 MPUYUHE) CEaHChI TI0Ib30BaTeIeH
3aKphIBAIOTCS 4epe3 |5 MUHYT, aKTUBHBIN CeaHC HE OrpaHMYMBACTCS II0 BPEMEHH,
ceaHChl 3aBeplaoTcs rnocie 15 MunyT 6e3aeicTBys.

3aBepmienne oTkiaoueHHoro ceanca (End a disconnected session): 15 munyT.
OrpanundeHnne akTUBHOTO ceanca (Active session limit): HuKorga (never).

Orpannyenue akTUBHOTO ceaHca (Active session limit): 15 MunyT.

[Ipu npeBblllleHUH OrpaHUYeHU win paspbiBe noxakiaroueHus (When session limit is
reached or connection is broken): OrkirounTts ceanc (Disconnect from session).

Takas KOH(bPIpraI_II/I}I obecreynuBaeT creayromee:  TOJbKO OJUH  ITOJIb30BATCIIb
OJIHOBPEMEHHO IOJIKIIIOUYEH K CEpPBEPY TEPMHUHAIIOB, JIFOOOH NpepBaHHBIN CEaHC 3aKPOETCS Yepes3
15 MUHYT M HEaKTHBHBII ceaHC mpepBercs depe3 15 MuUHYT. DTH NapaMeTpbl MO3BOJISIOT
n30eXKaTh CHTYaIlMH, KOTJa MPEePBaHHBIA WM OE3ACHCTBYIONIMI CCaHC MEMIACT MOIKII0YaThCs
CpeacTBaMu MporpaMMbl Y JaJIeHHBIA pabouunii ctou miist anMuauctpupoBanus (Remote Desktop
for Administration).

9.

10.

ok wnE

[Tpou3BecTr MOJIKIIOYCHUE K CEPBEPY C MOMOIIBIO KIIMEHTA YAAJICHHOTO MOAKIIIOUCHHUS K
pabouemy cToiy.
[ToaroTOBUTH OTYET O BBITOIHEHUH JIA0OPATOPHOU PAOOTHI.

b) KonTpoJbHbIe BONIPOCHI:

6. Bcee nmu pyHKuMM OCHAacTKH, MPUMEHSIEMbIE Ha JIOKAIbHOM KOMIIBIOTEPE,
MO>KHO HCIIOJIb30BATh IIPU yIaJIE€HHOM IOJKIIOYECHHUH.

7. CKOJIBKO ~ O/JIHOBPEMEHHBIX TMOAKIIOUEHUN pa3pelmieH0 K  CEepBEpPY
TEPMUHAJIOB, pabOTaIOLIEMY B PEKUME YAAJICHHOTO a]IMUHUCTPUPOBAHUS?

8. Kaxkoe nmporpammHoOe cpeacTBO UCIOJIB3YETCs HA CEpBEPE IS BKIKOYEHUS
yJIQJIEHHOTO MOJIKIIFOUYEHUS K pabodyeMy CTOy.

9. B ueMm cxoacTtBOo M pasiMuuMe nporpamMm Y IajJ€HHbBIM NOMOLIHUK U
Y naneHsslit pabouuii cTo 151 aIMUHUCTPUPOBAHHUSL.

10. Kakpe BBIrOABI NPHUHOCUT HCIOJIB30BAHME IIPOrpaMMbl Y JAJICHHBIN
IIOMOIIHUK?

2. Konmponwvnas paboma Ne2 «IIpoexmupoeanue 3auyumol ynpagienus u
noooepicKu cemu)

Bormpocsr:

[IpoekTupoBaHue 6€30MaCHOTO YIPABIEHUS CEThIO.

OO111e ya3BUMOCTH B YIPABJIECHUH CETHIO.

['panurer 6e3onacHoctTu. CHUKEHHE K MUHUMYMY BO3MOXHOCTHU aTaKy.
AJMUHUCTPUPOBAHUE MOJIB30BATENEH U KOMIIBIOTEPOB.

Omnpenenenre ypoBHS aIMUHHUCTPATUBHBIX TOJTHOMOYUH.
ITporpaMMHO-TeXHUUYECKAs pealn3alysl CPEACTB 3aALUThI YIIPABICHUS U

MOAACPKKHU CCTH.



Tema 4. «IloauTuku naposei B cersix. UHCTpyMeHTHI /11 peain3aliii MOJUTHK MapoJieit
U X orpannyenusi. TpedOoBaHMs K yYeTHBIM 3alIMCAM MoJib3oBartesieil. [Ilapamerpsl

o B

.!\).

:b. _Oo.

0€30IacHOCTH U OrpaHnvyeHusl CpeaACTB YIIPpaBJICHUS MOJTUTUKAMMN)

1. Jlabopamopnasa paboma Ne3 «Y4eTHbIC 3aUCH TOJIB30BATEIICH

A) 3apanmue:

Co3zpanue rpyit:

Co3zpaiite 2 rpynmnbl 0€301MaCHOCTH C JIOKAJIBHON JJOMEHHOM 00JIaCThIO JICHCTBUS
Cospnaiite 2 Tpyribl 6€30MaCHOCTH C TI00ABHOM 00JIaCThIO EHCTBHS

Coznanue yueOHBIX 3aMuceil MoIhb30BaTeNIel U MOMEIICHNUE B TPYIIITHI

Cozpaiite o 1 yd4eTHOH 3amucH IJid Ka)KI0M M3 TPy, 3a7aBas B KaueCTBE Mmapamerpa
YyeJloBeYeCKre UMEHa

Cozpnaiite 1 yueTHyro 3anMch U NIOMECTUTE €€ B KAXKYIO U3 TPYIIIT

BxiroueHue rpymim B Ipyrue rpyIbl

[Tomectute no 1 ro6anbHO rpymnmne B KaXAyk0 JOKAIbHYIO TPYIIIBI

CoznaiiTe y4eTHYH 3aluCh i HOBOIO KOMIIBIOTEpA, KOTOPBIM MpeArnoiaaraeTcs
MOAKJIIOYUTH K TOMEHY

[IpoBepbTe pe3ynbTatr BHIMOIHEHHS TaO0OPaTOPHON pabOThI

OdopmuTte otuer

b) KoHTpoJIbHBIE BONIPOCHI

1) CospnaHue 1 yrnpapieHHE YICTHBIMH 3alHCSIMHU I10JIb30BaTENCH.

2) Co3nmanue ¥ MOIU(HKALUS YUCTHBIX 3aIUCCH MOJIb30BATEICH MPU TTOMOIIM KOHCOJIH
Active Directory — mosb3oBatenu u kommbioTepbl (Active Directory Users And
Computers).

3) Cozganne u MoauduKanus y4YeTHBIX 3alKCeil IMONb30BaTeNeil  CcpeacTBaMu
aBTOMaTHU3AlNH.

4) VIMIOpT y4eTHBIX 3alUCei MOJIb30BaTEICH.

5) VmpaBneHue JIOKQJbHBIMH, TIEPEMEINACMBIMH M  O0S3aTCIBHBIMU  MPOPHUIIMU
I0JIb30BATENCH.

6) VYcrpaHeHue mpoOeM ¢ y4ETHBIMH 3aITUCSIMU TT0JIb30BATEIICH.

7) OOGHapyxeHHe 3a0IOKHPOBAHHBIX YUETHBIX 3alUCEH U X pa30IOKHPOBaHHE.

8) JlmarHocTHpOBaHHME U YCTpPaHCHHE TPOOJIEM CO CBOWCTBAMH YYETHBIX 3aIucei
I0JIB30BATENCH.

9) VcrpaHeHue OmMOOK, CBA3aHHBIX ¢ IPOBEPKOH MOUTMHHOCTH TTOJIb30BaTEINCH.

1. Jlabopamopnas paboma Ne3 «YdeTHbIE 3alUCH TTOTH30BATEICH»
A) 3aganme
1. Co3paiiTe mnamnky, NOMECTUTE B HeEE TEKCTOBBIM Qailn u ¢alin-npuioxeHue c

pacipeHueM .exe (Hanpumep, notepad.exe)

2. Ycra”HoBUTE A HTOM MAaNKWA pa3pelieHrs MOJHOrO J0CTyna il OJHOr0 U3

10JIb30BATENEN TPYIIIBI «AIMUHUCTPATOPBI» U OIPAHUYEHHBIE PA3pELICHU AJIs M10JIb30BaTeNei
C OTPaHUYEHHOM YYETHOU 3aIUCHIO

3. BeimonHuTe pa3nuyHble IEHCTBUA ¢ Mankoil u dainamu 11 00erX y4eTHBIX 3amnucei,

YTOOBI TPOBEPUTH, KaK AEHCTBYIOT OTpaHUYECHUS

4. YcraHoBuTe OOIMIMKA JOCTYI K MAamNKe W MOJIKIIOYHUTECh K HEW yepe3 CeTh C JIPYyroro

BUPTYaJIbHOI'O KOMIIBIOTEPA

5. YcraHoBurte OrpaHH4YCHUd Ha JOCTYII K IIAIlK€ C IpaBaMU, aHAJIOTMYHBIMU H.2, n

MNOAKJIIIOYHUTECH K Hel 4Y€pe3 CETh C APYTOro BUPTYAJIbHOI'O KOMIIBIOTEPA

6. CocTaBbTE OTYET O MNPOBCACHHBIX SKCIICPUMCEHTAX

b) KoHTpoJibHbIEe BONIPOCHI



1.

Kakne 00BeKTHI 10 YMOTYaHUIO HACIEAYIOT OTPAaHUYEHUS], YCTAaHOBIICHHBIE JIS

POAUTEIHCKOM ManKu?

2.
3.

Kto MOXeT ycTaHaBIMBaTh pa3pemieHus AJis OTCIBbHBIX MT0JIb30BATEIICH U TPYIII
OcobenHocTH HacTpoWKu oo1ero noctymna k nmanke B NTFS

Tema S. «IIpoexTupoBanue 3ammThl aiijioB mudposanuem (EFS). OcHoBHbIE NOHATHA
EFS. IlnanupoBanue u BHeapenne EFS B cpene nomena ¢ PKI. IlpoekTupoBanue

BOCCTAHOBJICHUSA q)aﬁHOB C UCITOJIL30BAHUEM LICHTPOB ceme]mRamm»

1. Konmpoavnaa pavoma Ne3 «OcHnogwl 3auiumol 6A308bIX CemMesvix YyHKUUIL»

Bomnpocsl

1. IlmanupoBanue ¥  peanu3alUsl  CTpPATeTMH  pasrpaHUYEHUs  JIOCTyna |
ayTeHTU(DHUKAIUH.

2. Tlonstue npotokona Kerberos.

3. Cepruduxarsl. OCHOBHBIC TOHITHSI UHQPACTPYKTYPBI OTKPBITHIX Kiroueit (PKI).

4. TpeOoBaHMS K YUETHBIM 3ITHCSM TIOJIb30BATEIICH.

5. TlpoexTupoBaHre IPOBEPKU MOTMHHOCTH B T€TEPOTEHHOI CeTH.

6. IlpoBepka mommHHOCTH C wHcmonb3oBanueM Kerberos. Ilomydenne ceaHCOBBIX
OUIIeTOB.

7. Tlomutukm maponeit B ceTsix Windows Server 2003. MHCTpyMEHTHI ISl peaiu3aiuu
MOJUTHUK MapoJiel U UX OrpaHUYEHUSI.

8. TlapameTpsl 6€30MACHOCTH U OTPAHUYEHUS CPEIICTB YIPABICHUS OTUTUKAMHU.

1. Jlabopamopnas paboma Ne4 «IlpoektupoBanue HHOPACTPYKTYPBI OTKPBITHIX

KItoueil. Ynpasnenue mudpoBbIMU cepTUHUKATAMU
3ananue:

1. Co3nate cepruduxar s mudpoBaHus Gaiiaos

2. IIpocmoTpeTh co3maHHble CepTUHUKATHI

3. 3ammudpoBaTh (aiin

4. BBITIOJIHUTH SKCIIOPT cepTUdUKaTa

5. Ynanuts ceprudukar. [IpoBeputs gocTynHocTs (aiina

6. UmnoptupoBats ceptudukar. [IpoBepuTh 10CTYITHOCTH (aiina

Tema 6. «IIpoexkTHpOBaHHE 3aIIMTHI VI CEPBEPHBIX poJieil. BHenpenune 3amuThl
CepBEPHbIX poJieil MpHU NoMoIM ocHACTKH. IlnanupoBanue u peanu3anus 32U ILIEHHOH

0a30B0#i KOHGUIYPALUH JJIs1 KIHEHTCKHX KOMIIBIOTEPOB)

1. ITpomesrcymounoe mecmuposanue

1. Jlns xakux meneit MoxeT BblaBaTh cepTudukatsl Tosbko LIC npennpustus?
a. 3amuTs IPsec.

b. Bxoma co cMapT-KapToii.

c. Iloamucanusa xona.

d. TIpoBepkH MOATHHHOCTH B OECIIPOBOIHBIX CETSIX.

2. Kakoe u3MeHeHue napameTpoB cepTuuKaTa He YBEJIMUUT HArpy3Ky Ha MPOLIECCOp
hc?

a. YBeJIM4YeHHe JUIMHBI KJIF0Ya.

b. VYBenuueHue cpoka JAeHCTBUS cepTUUKATA.

c. Bbmaua HOBBIX KiTFOUEH IPU Ka)KJJOM OOHOBJICHUH CepTH(UKATA.

d. H3menenue tuna ceprudukara.



3. Kro Beimaer cepruduxat kopaesomy LC?
a. Croponnuii I{C.

b. Ilomumnaenusi HC.

c. Hpyroii kopueoii LIC.

d. Ou cam.

4. Kakue 13 nepeurciaeHHbIX CPEICTB aAMUHUCTPATOPBI IPUMEHSIIOT 71l PyYHO BbIaun
cepTU(HUKATOB KIMEHTaM u3oiaupoBanHoro [{C?

Ocnactka Cepmugpuxamot.

Koucons Henmp cepmugpuxayuu.

Wutepdetic Cayxcoa nooauu 3aneok na cepmuguxam uepes Hnmepnem.

Ocnactka Illadnonv cepmugpuxamos.

oo os

5. B yem npeumyIiecTBo UCIoib3oBanus pasHocTHBIX CRL BMecTO mOJIHBIX?

6. BriOepure U3 mepevnCIEHHOTO HIDKE BCE, YTO MOTPEOYETCs MOIb30BATEINIO IS
nonyueHus ceprudukaroB ot LIC npeanpusarus, UCIOIb3YIOIIET0 aBTOMAaTHUECKYIO
nojiavy 3asBOK?

a. Paspemnienue Ha UCOIB30BaHUE MIAOIOHOB CEPTUPHUKATOB.

b. UieHCTBO B moapa3fAeieHuH, K KOTOPOMY aIMUHHCTPATOP MPUMEHHI COOTBETCTBYIO-
wmin GPO.

c. Hocryn k Active Directory.

d. Hocrym k ocHactke Cepmughuxamot.

7. VYxaxure Bce LIC, koTOpbIe Mocie pa3BepThIBaHUS CIIEyeT OTKIIOUUTh OT CETH 110
cooOpakeHHUsIM O€30MacCHOCTH.

Kopuesoii LIC.

[Tpomexyrounsie IIC.

Opnun u3 Beigaromux HC B kaxaom oguce ¢ npomexyrounsim LC.

Bce Beimaromue HC.

oo ow

[To3Bonut nu cpoexktupoBanHas PKI nocTuub Bcex mocTaBieHHbIX Lienen?
Ja.

Her, Tak xak ynacTcs 3alIUTUTh TOJILKO BHYTPEHHUX MOJIb30BaTENIEH CETH.
Her, Tak xak He oOecrieueHa MmoJiiep kKa BXoJia ¢ UCIOJIb30BaHUEM CMapT-KapT.

o T

9. Kak rapanTupoBaTh, 4TO TOJBKO pAaOOTHUKH OTJea pa3paboTKH CMOTYT MOJTY4YHUTh
cepTUdUKATHI IS BXoJ1a co cMapTt-kaproit, EFS u IPSec?

a. [IIpenocraBuTh MOJB30BATENSIM M3 HAYYHO-HCCIEIOBATENBCKOIO OTJIENIAa pa3pelieHus
Ha Joctyn K KoHcoimn Cepmugpukampl, depe3 KOTOPYIO OHH CMOTYT 3alpamiuBaTh
COOTBETCTBYIOIINE CEPTU(DUKATBL.

b. Ilpu nomomu GPO oTMEHUTH aBTOMATHYECKYIO TI0]ady 3asiBOK ISl JOMEHA U aKTHBH-
3UpOBaTh ABTOMATHUECKYIO I0/a4y 3asBOK Ui MOJPA3/EIeHus, COAEPIKaIIEro Mob30-
BaTeleil U3 HayYHO-MCCIIeIOBATEIhCKOTO OTIETA.

c. IlpemocTtaBuUTh MOIB30BATENSAM M3 HAYYHO-HUCCIIEOBATEIBCKOTO OT/IENa MPaBoO Ha HC-
N0JIb30BaHKe Ia0JI0HOB cepTHdukaTtoB Bxoo co cmapm-xapmou (Smartcard Logon),
Ba3zosoe muugpposanue EFS (Basic EFS) u IPSec.

d. YcranoButh Moayinbs Cayxcoa nooauu 3as60Kk na cepmugpuxam uepes Hnmepnem u
npesoCcTaBUTh JocTynl K ero Web-uHTepdelicy TOJIBKO IOJIb30BATENISIM W3 HAYYHO-
UCCIIEIOBATEIILCKOTO OT/eNa.



10. OcHoBa 6e3omacHOro B3auMoieiicTBus mpoTokona Kerberos:

A. Crarnueckuii CAMMETPHYHBIN KITIOY.
b. OTKpBITBIN U 3aKPBITHIN KIIIOYH.

B. OOmmii cexper.

I'. Bce oTBETHI HEBEPHBI.

1. denosasa uzpa «Cocmaenenue opeanu3ayuoHHO-pacnopaoumenbHoix 00KyMeHmos
no obecneuenuro NOJUMUK CEMesoll He30nAcHOCMU HA NPEONRPUAMUAX PAZTUYHBIX
dopm coocmeennocmuy

3ananue:

1. Paspaborarh MakeT OpraHM3allMOHHON CTPYKTYpPbI IPEAIPUITHS.

2. Pazpabotare npoekt MHCTpyKIMM IO yCTaHOBKE, MOJU(PHUKALMU U TEXHHUUYECKOMY
OOCIIy’)KMBaHUIO  NPOTPaMMHOTO  OOECIEYeHHs W  allapaTHO-MPOrPAaMMHBIX  CPEACTB
aBTOMAaTU3UPOBAHHBIX CHCTEM MPEANPUSITHUS.

3. Pazpaborare mpoexT WMHCTpYKIMH 10 OpraHU3alMd PE3ePBHOTO KOIUPOBAHHS
UH(POPMALIMOHHBIX PECYPCOB BBIYMCIUTEIBHON CETU MPEATIPHUITHS.

4. Pa3pabortarp mpoekTt PermameHTa AOCTynma COTPYIHHKOB NPEANPHUATHS K CETH
WHTepHeT A opraHusaluii U npeanpusaTuil pa3iuyHbiX GopM COOCTBEHHOCTH.

5. BeITb B TOTOBHOCTH B pPOJM PYKOBOIUTENS NPEANPHUATHS, PYKOBOIUTEIS
noJpasiesieHus: HHPOPMaMOHHONW 0€3011aCHOCTH pellaTh YIpaBIeHUYECKUE 3a/laul, CBSI3aHHbIC
c oOecrieueHneM ceTeBOH HH(GOPMAIIMOHHON OE30MacHOCTH Ha TMPEANPHUITHN (IPUHUMATH
pelleHHs], OTIaBaTh pPAaCIOPSIKEHMs, OCYILECTBJIATh KOHTPOJb 3a BBIIOJHEHHMEM OTIAHHBIX
paciopsKeHUH ).

6. CryneHTaM NHCHbMEHHO BBINONHUTH 3amaHue (00bem 10-12 crtpanun) u ObITh B
TOTOBHOCTH K €r0 3aIIUTe HA MPAKTHYECKOM 3aHATHH.

[opsimox mpoBeIeHUS MPAKTHUECKOTO 3aHATHS

1. Opranmzanus 3aHsATHS (IPOBEpKa HPUCYTCTBYIOIIUX M TOTOBHOCTH K 3aHATHSM,
OOBSIBIICHUE TEMBI U LIEJIH 3aHATHS, JOBEJCHUE TIOPSIKA TIPOBEICHUS 3aHITH).

2. Pacnpenenenue Ha NOATPYINBI U 03By4YHMBaeTcsl curyauus. CTyqeHTaMu BbIOUpaeTcs
OJIHO M3 TpEeANpUsATHIl (HampuMmep, KOMMepuUecKHil OaHK, Npeanpusitue cgepbl TOPIroBIH,
TEJIEKOMMYHHUKAIIMOHHAs] KOMIaHUs, MPEANPHUITHE TOIUIMBHO-IHEPreTHYECKOr0 KOMIUTHEKCa U
T.J1.), HA KOTOPOM CO3/Ia€TCs BBIYMCIIUTENbHASI CETh.

3. IlpucBoeHue moOArpynmaM HEepBOHAYAIBHBIX poJjieil (PYKOBOIUTENU  CIYKObI
WH(POPMAIIMOHHON 0€30MaCHOCTH, PYKOBOJUTEIH MIPEIIPUATHS, CHCTEMHBIC aIMUHUCTPATOPHI).

4. O6cyxaeHne CTyAeHTaMH KaKJ0i MOATrPYIIIbI BOIPOCOB, PEIIaeéMbIX PYKOBOJICTBOM U
COTPpYIHUKAMU  MpeanpusaTHss 1o  oOecrnedyeHuto  MHQOpMalMOHHOM  0e30macHOCTH
BBIYUCIIUTENbHBIX CEeTeH MpeNNpUsATHs, BBIHECEHHBIX Ha MPAKTHUECKOE 3aHiATHE C IEJbIo
BBIPa0OTKH OOIMX MMO3ULIUH.

4.1. Bompocsl €O CTOPOHBI MOATPYIIBI  BBICTYMAIOIUX B POJH PYKOBOAUTENEH
TIPEIIPUSTHSL.

4.2. Bonpocsl CO CTOPOHBI MOJTPYIIIBI BHICTYNAIOIUX B POJIH PYKOBOJIUTENEH CIIyXKObI
MH(}OPMaLMOHHON OE30MaCHOCTH.

4.3. Bompocsl €O CTOPOHBI TMOATPYMIBI BBICTYNAIOUIMX B POJU  CHUCTEMHBIX
aJIMAHUCTPATOPOB.

4.4. OTBETHI U TUCKYCCHH.

4.5. BeipaboTka o00med MO3WIMKM U OOMIETO MOoAXOoJa K BOMpocaM OOeCTICUCHHS
UH(POPMALIMOHHOM 0€30MaCHOCTH BBIUMCIIUTENBHBIX CETEH MpenpusTUs.

5. O6cyxneHre npenoaaBaTesieM | CTapIIuMU TPYIII OI[EHOK YYaCTHUKOB 3aHSTHS.

6. ITonBeneHne UTOTOB 3aHATHS C OOBSBICHHEM OKOHYATENbHBIX OLIEHOK YYaCTHHKOB
NPaKTUIECKOTO 3aHSITHS.
Ponu:



CryneHThl pacipeesieHbl Ha 3 OATPYIIIbL:

1-1 moarpymnmna - pyKoBOAMTEIH MPEAIPUATHS;
2-51 IOATPYIIIA — PYKOBOJIUTENHU CIIYXObl HH(OPMAIIHOHHON 0€301acCHOCTH TPEATIPUSITHS;
3-5 NOATpYyIIa — CHCTEMHbIE aIMUHUCTPATOPBI.

Tema 7. «IIpoexTupoBaHue 0230B0M 3aIMTHI IEPUMETPA»

1. Jlenosasn ucpa  «Cocmaenenue  Op2aHU3AUUOHHO-PACNOPAOUMETLHBIX

()OKymeHmoe no obecneuenuio noaiumuk cemegoil Oezonacnocmu

nPeOnPUAMUAX PA3AUYHBIX PopM COOCMBEEHHOCMU)

a.

[Tponomxkenue. 3agaHust IPUBECHBI BBIIIES

Tema 8. «IIpodemMbl ¢ 6e30MaACHOCTHIO JIEKTPOHHOI NOYTHI. BUpTyaibHbIe YacTHbIE

CoNoOAEWNE

N N ol
~AWNEO

ceTn»

1. Jlabopamopnas paboma Ne5 «DunvTpanus Tpapukar
3aganue:

1. Onummre TeKylHre HACTPONKU MEKCETEBOTO IKpaHa
2. CospnaiiTe HOBOE pa3peniaee MPaBuiIo

Ha

3. Haiinure npaBuno, pa3pematomiee otnpaBky ICMP naketos, 3anpeTure OTIpaBKy Ha

KOHKPETHBIN aJpec
4. TlpoBepbTe (GYHKIIMOHMPOBAHUE MPABUII

Tema 9 «IIpoexTupoBaHue 0a30Boi 3ammMTHI Web-cepBepay

1) Jlabopamopmuas paboma Ne5 «Ddunvtpaiius Tpaduka» (MpooHKEeHUE)
3aganue:
1. 3Bamperute web-tpaduk

Pa3pem1/ITe COCAUHCHUC I10 ITPOTOKOIY telnet ¢ OMMpCACIICHHOI'O apeca

2
3. AKTHBHpYITE BeJleHHE KypHaa (pPEerucTparus COObITHI OIOKHPOBKH JTOCTYTIA)
4

[TpoBepbTe PYHKIIMOHUPOBAHHUE MTPABUIL, PETUCTPALIMIO COOBITUI

Bonpocsl k 3auerty
[TpenMeT 1 OCHOBHBIE 3aJ]a4u Kypca.
[TpuHIMIIBI TPOEKTUPOBaHUS UHPOPMAILIMOHHOIN 0€30MacHOCTH.
Hcnonp30BaHNE MHOTOYPOBHEBOM CHCTEMBI 3aIUTHI.
Knaccudukanust Hapymmreneid 1 MOIeb HapyIIATEIIS.
[TpyuMHBI 1 UCTOYHUKY TOSBIIEHUS YIpO3.
Knaccudukamnms arax.
Bunasl obecriedenns aBTOMaTH3UPOBAHHBIX CHCTEM.
OcHoBHBbIE 337]a41 aAMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH.
OcHoBHeble cpencTBa yrnpasnenus Windows Server.

. City>x0b1 katanmoros Active Directory.

. JJormueckas crpykrypa Active Directory.

. dusnueckas ctpykrypa Active Directory.

. Y4eTHbIE 3allUCH U TPYIITBI YYeTHBIX 3aIHCeH.

. Mopenb 6e30macHOCTH pabodeid rPyYIbI U JOMEHHASI MOJIEh 0€30MacHOCTH.



15. Konremnus 1 ocHOBHbIE Bo3MokHOCTH Active Directory.

16. OcHoBHBIE TpaBUIIa UMEHOBaHMsI 00bekTOB Active Directory.

17. JlokasibHbIE U JOMEHHBIE YUETHBIE 3alHUCH.

18. IousTus nepesa, jeca u caiita B Active Directory.

19. CtpykTypa 1 OCHOBHBIE CBOICTBA yYETHOI 3amuCH.

20. Yrpasnenue rpynnamu. JIokaabHble U JOMEHHBIE TPYIIIIHL.

21. Konrermus rpymnn B Active Directory. O6acTh 1eiCTBHS IPYIIT M THIIBI TPYIIIL.

22. YTHIUTBI KOMaHIHOM cTpoku 1 yrpasienue Active Directory.

23. Ha3znauenue u coctaB rpynmnoBbix noiautuk AD.

24. CtpykTypa 00beKTa TPYNIOBBIX MOJUTHUK.

25. Topsimok mpUMEHEeHUs TPYIITIOBBIX MOJUTHK.

26. JlenerupoBanue moaHOMounid u onepanuii B AD.

27. Ponb u 3anaun ayrearudukanuu B AD.

28. O6mue cBeaeHus o mpotokose Kerberos.

29. DTarbl perucTpalmy KIMeHTa ¢ UCIob30BaHue mpoTokoa Kerberos.

30. Ha3znaueHue u CTpyKTypa CEaHCOBOTO OMIIeTa.

31. IIporokoa TLS/SSL.

32. IIporokoa SSH.

33. Konuenmuus cucteMsl ynpanieHust ooHoBiaeHusimu Windows.

34. Windows Update. MBSA. WSUS. HUurerparus MBSA u WSUS.

35. Ha3nauenue u crpykrypa WSUS.

36. daiinosas cuctema NTFS.

37. ®aitnosas cucrema EFS.

38. IIpotokon BitLocker Drive Encryption.

39. Texnonoruu 6e3onacHoctr Windows.

40. Ciyx6a koutposs ydetHbix 3amuceii (UAC).

41. Windows BitLocker To Go u AppLocker.

42. Pe3epBHOE KOMMPOBAHUE U BOCCTAHOBJICHHE JAHHBIX. Y POBHU PE3€PBHOIO KOMUPOBAHMSL.

43. TlonHoe, 1o0aBouHOE U AU(HEpeHIINATHHOE Pe3CPBUPOBAHHE.

44, CxeMbl poTalluu HOCUTEJIEH NIPU pe3epBUPOBAHUU JAHHBIX.

45. Crpykrypa PKI.

46. [lonstue ceprudukara. Pois PKI B coBpeMeHHBIX HHPOPMALIMOHHBIX CHCTEMAX.

47. Tlonsitue crangapra X.509. Ctpykrypa uudpooro ceptudukara.

48. Ucnonb3oBanue 1MU(MPOBBIX  cepTHUPHUKATOB Uil  oOecriedyeHHs  Oe30MacHOCTH
BBIYUCITUTEILHBIX CETEH.

49. )KuzHeHHBIN UK IU(POBBIX CEPTUPHUKATOB U KIIFOUEBON Maphl.

50. O6mme cBenenus o ciyxbe ceprudukarmuu Windows Server. HasHaueHue 1eHTpOB
CepTU(PHKAIMH.

Tadiauua 9. [IpuMepsl OLIEHOYHBIX CPEACTB € KIKYaMH PaBHJIbHBIX 0TBETOB

o Bpewms
IIpaBunbHbII
Ne i/m Tun 3amanus | opmynupoBKa 3agaHus BBITIOJIHECHUS

OTBET
(B MUHYTaX)

IIK-1. CrocobeH BBITOMHATH pabOTHI 1O YCTAaHOBKE, HACTPOMKE M OOCTY)XHBAaHUIO MPOTPAMMHBIX, MPOrPaMMHO-
anmapaTHeIX (B TOM 4YHCIe KPHUNTOrpadUYecKWX) M TEXHHYECKHX CPEACTB 3amuThl HH(pOpMamum B mpolecce
HKCIUTyaTaI[liF aBTOMATH3MPOBAHHBIX CHCTEM.

1 3ananue Kaxue nBa ycTpoiicTBa SBISIOTCS 2,3 2
3aKpBITOTO MIPOMEXKYTOYHBIMHU YCTPOWCTBAMHU?
THTA 1. Xoct
2. Poytep
3. KommyTrarop
4. Cepsep




Bpems

Ne i/m Tun 3amanus | opmynupoBKa 3agaHus g&iﬁﬂnbm’m BBITIOJTHEHUS
(B MUHYTaX)
ComocTaBbTe KOMaHAY B PEKUM, B nr 6
KOTOPOM OHa JTOJDKHA OBITH BBE/ICHA 2) A
1) Login )P
2) Service password-encription 4B
3) Ip address 192.168.4.4 5)b
255.255.255.0
4) Copy running-config startup-
config
5) Enable
A) R1(config)#
b) R1>
B) R1#
I') R1(config-line)#
) R1(config-if)#
3 KiueHnT coznaer makeTt st OTOpaBKU HA 1 3
cepsep. KimeHt 3anpammBaeT ciryx0y
HTTPS. Kakoit Homep Oynet
HCTIONB30BaThCS B KaUeCTBE HOMEpa
opTa Ha3HAYCHHU B OTHPABJIACMOM
nakete?
1) 443
2) 161
3) 110
4) 80
4 Kaxoii 13 nepednciaeHHbIX IPOTOKOJIOB 3 3
SIBIISIETCSI TPOTOKOJIOM MapIpyTH3alnu
10 COCTOSIHMIO KaHaya?
1) RIP
2) EIGRP
3) OSPF
4) BGP
5 Kakyro mocienoBaTenbHOCTD IIaroB Omnpenenurte mpodieMy. 6
JIOJDKEH COMIePKaTh Co3maiiTe TeOpHUIO
CTPYKTYpHUPOBAHHBIN NOIXO0 K BO3MOXHBIX IIPUYYH.
YCTpaHEHUIO HEIOJAI0K B CeTH? [IpoBepbTe TeOpHIo, YTOOBI
OIIPEAEIUTE IPUYHUHY.
CocraBbTe IJIaH ASHCTBHH MO
PEILIEHHUIO TPOOIEMBI.
[IposepsTe nonHyrO
(YHKIIMOHAIBHOCTD CHCTEMBI
1 IPUMUTE PEBEHTHBHBIE
MEpBHI.
JloKyMeHTUPYITE BBIBOJBI,
JICHCTBUSL U PE3YJIbTAThI
6 3amanne Tpu corpynHuka 6aHKa OIB3YIOTCS Aynuo-xoHpepennus (3it 5
OTKPBITOT'O KOpIOpaTUBHOM ceTblo. IlepBbIil COTPYAHUK), prHAHCOBAS
THIA COTPYAHUK UCTIONB3yeT BeO-Opaysep ans | TpaH3akmus (2 COTpYIHHK),

MIPOCMOTpa BeO-CTPaHUIIBI KOMITAHUH,
YTOOBI IPOYHUTATH HEKOTOPBIE
00bsiBeHNs. BTopoii coTpyanuk
oOpaiaercst K KOpropaTHBHOH Oa3e
JIAHHBIX /TSI BBITTOJTHEHHUS HEKOTOPBIX
¢uHaHCOBBIX onepanunii. Tpernit
COTPYJHHK yJ4aCTBYET B BaXKHOM
ayanokoHdepeHInH B IIpsMoM 3¢dupe ¢
JPYTrMMHU KOPIOPATHBHBIMHU
MeHekepamu B prmanax. Ecmu QoS
OyJeT peayin30BaHO B 3TOH CETH, KAKOBBI
OyIlyT PHOPUTETHI PA3IUUHBIX THIIOB
JAHHBIX (OT CAMOT0 BBICOKOTO JI0

BeO-cTpanuma (14 coTpynHUK)




Bpems

IIpaBunbHbIH
Ne i/m Tun 3amanus | opmynupoBKa 3agaHus oTBET BBITIOJTHEHUS
(B MUHYTaX)
€aMoro HHU3KOT0)?
7 KakoBo HazHauenue mportokona SMTP [To3BomseT KIMEHTaM 3
OTIIPABIIATH AIIEKTPOHHEIE
MMMChMa Ha CepBep U
TepeceIIaTh COOOIICHNUS
MEXIy CepBepaMu
3JIEKTPOHHOM MOYTHI
8 B 4em npenmyiecTBo 1151 HEOOIBIINX CooO1eHns XxpaHsaTcs Ha 3
opranuzanuii ucronb3oanus IMAP IIOYTOBBIX CEpPBEPAX 10 TEX
BMecTo POP? TIop, TOKa He OyIyT BpY4HYIO
yJlaJIeHbI U3 TI0YTOBOTO
KIIMEHTA.
9 B uem mpenmyIecTBO UCIOIb30BAHUS BosmoxHOCTH ceTn 3
00JIauHBIX BBIYUCICHUH B CETH? pacumpsoTcs, He TpeOys
WHBECTHIINI B HOBYIO
HHPPACTPYKTYPY, IEPCOHAT
WA TIPOTPaMMHOE
obecrieueHme.
10 3ananue CeTeBoll aIMUHHUCTPATOP YCTpPaHSET ®uznyeckuit yposenb OSI 5
KOMOWHHPOBAH | MPOOIJIEMBI C MMOJKIFOYEHHEM Ha MIPEOCTABISICT CPEICTBA IS
HOTO THIIa cepsepe. Mcnons3ys tectep, nepenayy OMTOB,
aJIMUHHUCTPATOp 3aMEUaeT, 4YTO CUTHANBI, | COCTABILIIOIIUX KaJp, 110
reHepupyeMble CeTeBOI KapToil cepBepa, | CETeBOM cpene. ITOT YpOBEHb
HCKa)KeHbI U HENIPUTOJHBI JJ1s NPUHMAMAET MOJHBIH Kajap OT
ncnonb3oBanus. Ha kakoM ypoBHe YpPOBHS KaHana Iepefadyu
monenu OSI knaccudurmpyercs JIAHHBIX ¥ KOJUPYET €T0 KaK
ommbka? OnHmmuTe ero Ha3HAuYCHHE CEpHUIO CUTHAJIOB, KOTOPEIC
MepearoTCs B JIOKATEHYTO
1) pusmueckuii, cpeny.
2) KaHAJTbHBIH,
3) ceTeBoi,
4) TpaHCTIOPTHBIH,
5) ceaHCOBBIH,
6) npencraBneHui,
7) npuKIagHON
I1K-5: CriocobeH aIMIHUCTPHUPOBATh CPEJICTBA 3AIIUTHl HHGOPMAIMK B KOMIBIOTEPHBIX CHCTEMAX U CETAX.
11 Sananue Kakoii nuama3oH aapecos 2 3
3aKpPBITOTO 3ape3epBUPOBaH JUIsI MHOT0AAPECHO
THIA paccouiku IPv4?
. 240.0.0.0 — 254.255.255.255
. 224.0.0.0 — 239.255.255.255
. 169.254.0.0 — 169.254.255.255
. 127.0.0.0 — 127.255.255.255
12 Kaxoe u3 onpenenenunii onucoBaeT 4 2
BHUpPYC?
1) CETEeBOE YCTPONCTBO, KOTOPOE
¢UIBTpyeT JOCTYM U TpaduK,
MOCTYNAIOUUN B CETh
2) HCTIOJIb30BaHUE YKPAJICHHBIX
YUYETHBIX AaHHBIX JUIS JOCTYIIA K
JIMYHBIM JIaHHBIM
3) aTaka, KoTopas 3aMeUIsIeT Win
MIPUBOJMT K cOOI0 YCTpOMCTBA MK
CETEBOH CITY>KOBI
4) BPEIOHOCHOE NMPOrpaMMHOE
obecrieyeHne Wi Ko, paboTaromuii Ha
KOHEYHOM YCTpPOHCTBE
13 B xommannu ectb GaiiioBslii cepep, 4 3

KOTOPBII HCIIOJIB3YET OO0 MANKy




Ne i/t

Tun 3amanus

DopMyITUPOBKA 3a1aHUS

IIpaBunbHbIH
OTBET

Bpems
BBITTOTHEHHS
(B MUHYTaX)

14

15

Public. [Tonutrka ceTeBoit
0€30MaCHOCTH yKa3bIBACT, UTO
00IIEeIOCTYTHOM Ianke Ha3HAYar0TCs
IIpaBa TOJBKO HA YTCHUE BCEM, KTO
MOJKET BOMTH Ha cepBep, a IpaBa Ha
pelaKTHpOBaHUE Ha3HAYAIOTCS TOJIBKO
IpyIIe CETeBBIX aIMHUHUCTPATOPOB.
Kakoii KOMIOHEHT paccMaTpUBaeTCs B
CTPYKTYype ceTeBbIX yciyr AAA?

1) ABTOMaTu3anus

2) VYuer

3) AyTeHTHpUKAIHSL

4) ABTOpH3anms

CeTteBOMY aAMUHUCTPATOPY
HEOOXOANMO COXPAHSThH B TaiiHE
UACHTH(HUKATOP MOJIH30BATENSL, TTAPOIIh
U COZIEpKUMOE ceaHca Ipu
YCTAQHOBJICHUHN YAAJIEHHOTO COSANHEHNUS
CLI ¢ KOMMyTaTOpOM JJIsl YIPaBICHUS
uM. Kakoit cioco6 goctyma BeIOpath?
1) Telnet

2) AUX

3) SSH

4) Console

KakoBsr 1Ba Hanbomree 3h(HheKTHBHBIX
croco0a 3anuThl OT BPEIOHOCHBIX
nporpamm?

1) PeanmnzoBats VPN.

2) BHenputh ceteBble
OpaHIMaydpHI.

3) Peamuszosate RAID.

4) Hcnonb3oBaTh HaJIeKHbIC
HapoJy.

5) OGHOBHUTPH ONIEPAIIMOHHYIO
CHCTEMY U JIPYroe MpHKJIa Hoe
IpOTrpaMMHOE 00OeCTIedeHuE.

6) YcTaHOBHUTH U OOHOBUTH
AQHTHBUPYCHOE NPOTPaMMHOE
obecrieyeHme.

5,6

16

17

18

3aganue
OTKPBITOTO
THIIA

Kaxkas xkomanna no cozmaunro ACL
II03BOJIMT BCEM I10JIb30BaTEIISIM CETH
192.168.10.0/24 mory9uTh JOCTYII K
BeO-cepBepy, PacloOKESHHOMY 110
aapecy 172.17.80.1?

access-list 103 permit tcp
192.168.10.0 0.0.0.255 host
172.17.80.1 eq 80

Kaxkas xomanzga o cosznannro ACL
3alPETHT BCEM ITOJIb30BATENSAM CETH
192.168.10.0/24 moctyn k cepsepy,
PacIoI0KEHHOMY 10 aIpecy
172.17.80.1, no mportokoiny Telnet?

access-list 103 deny tcp
192.168.10.0 0.0.0.255 host
172.17.80.1 eq 23

Ha xoMMyTaTOpe BBHITTOTHEHBI
HACTPOUKH, PEJICTABICHHBIE HA
kapTuHKe. Kakoil mapons 1omkeH
BBECTHU aJMMHUCTPATOP MpHU
KOHCOJIBHOM IMOJIKIFOUYEHUH K

YCTPOHCTBY

lineconin




Ne i/t

Tun 3amanus

DopMyITUPOBKA 3a1aHUS

Bpems
BBITTOTHEHHS
(B MUHYTaX)

IIpaBunbHbIH
OTBET

SWl(config)# line

nfig)# line
ig-line)$

g-line)$

ig~line)d

Enter configuration commands, O

config)# enable password letmein

SW1l(config)# enadble secret secretin

console O

password lineconin
login

exit

vty 0 15

password linevtyin
login

end

[Tomp30Batens moxyvaeTr TeaeOHHBIH ConmanbHas HHXSHEPHS 4
3BOHOK OT YEJIOBEKA, KOTOPBIN
YTBEPKIAET, 4To npenacranisier UT-
YCIIyTH, a 3aTeM 3allpallliBaeT y 3TOro
TI0JIb30BATEIIs TOATBEPIKICHUE UMEHU
HOJIB30BATENs U Mapoisd A Leneil
ayznura. Kaxyto yrposy 6e3onacHocTH
MIPE/ACTABISIET ITOT TeJIe(hOHHBIH
3BOHOK?

Anpec cetn — 192.168.1.64/27 8
AJpec LIMPOKOBEIIATENBHON
paccputkn — 192.168.1.95
[unana3oH agpecoB yCTpOUCTB

3aganue
KOMOWHHUPOBaH
HOTO THIA

Omnpenenure agpec ceTy, aapec
IIMPOKOBEINATEIbHON PACCHIIKH U
JMana3oH JOCTYIHBIX aJpECOB
YCTPOMCTB JJIsl CETH, KOTOPOH
npuHaanexuT IP agpec 192.168.1.68/27 | —192.168.1.65-192.168.1.94

[ToyHBIT KOMILJIEKT OIIGHOYHBIX MAaTEpHUaJOB [0 JAUCHUIUIMHE (Momymo) ((poH.T
OILICHOYHBIX CPEJICTB) XPAHUTCS B DJICKTPOHHOM BHJEC Ha Kadelpe, yTBEpKIarolleld padouyro
POrpaMMy TUCIUTUTHHEI (MOIYIIsl), U B LIeHTpe MOHUTOpPUHTA U ayIUTa Ka4eCTBa O0YUCHHUS.

7.4. MeTtoauueckue MaTepHaJibl, ONpeAe/silOIMe MPoueIypbl OCHNBAHUSA Pe3yJbTATOB
00yuyeHus1 M0 TUCHUILINHE (MOIYJIIO)

MeToauyeckne PEeKOMEHIAllMM MO BBLIMOJHCHHUIO MPAKTHYCCKUX U KOHTPOJBbHBIX paﬁoT,
IMPOBCIACHHUIO IK3aMEHA

Kpurepun onenkn o0cyk1eHusi BOPOCOB 110 TeMe:

— OLIEHKA «OTJIMYHOY» BBICTABISIETCS 00ydaroIeMycs, €ClI CTYJEHT IPOAEMOHCTPHPOBAI
ITyOOKHE 3HaHUS TEOPETUYECKOro Marepuasga U yMEHUE UX MPUMEHSTh, 0O0CHOBAaHHO M3JI0KHUII
CBOM MBICIIH, cJeJIail HEOOXOAUMbIE BLIBOJKI,

— OIIEHKA «XOPOILI0» BBICTABIISAETCS 00y4aroIeMycs, €CIM CTYAEHT MPOJEMOHCTPUPOBAI
FJ'IY6OKI/I€ SHAaHUA TCOPETUICCKOr0o MaT€puraia U YyMCHUC UX ITPUMCHATD, 000CHOBAHHO M3JIOKHUI
CBOU MBICIIH, C/Iea]l HEOOXOIMMbIE BBIBO/IbI, JOMYIIIEHbI HEKOTOPBIE HETOYHOCTH, UMEETCS OJTHA
HerpyOas ommoka.

— OLIEHKA «Yy/IOBJIETBOPUTEIHHO» BBICTABISETCS OOy4alOMIEeMyCs, €CIU CTYAEHT OTBETUII
Ha BONPOCHI MPEUMYIIECTBEHHO BEpPHO, MUMEIOTCS 3aTpyaHEHUs B (OPMYIMPOBKE BBIBOJIOB,
UMEIOTCS OJTHA WM JIBE HErpyOble OINOKY;

— OILICHKA «HEYAOBJIETBOPUTEIILHO» BBICTABIISIETCS 00yUaroIIeMycs, eClIl CTYACHT He Jall
OTBETHI Ha MOCTABJICHHBIE BONPOCH, 000CHOBAHUS HEBEPHBIE, MO0 JTaH BEPHBII OTBET O€3 ero
000CHOBaHUS, C/ieNIaHbl IPyOble OMIMOKH.

Otuer no npakTu4yeckoii padore

OTtuer no mpakTH4YecKoi padoTe MpeAcTaBiIsSeTCs B JIEKTPOHHOM BHE. 3allluTa OTYeTa
OpoXoaAuT B ¢opMe JOKIaAa CTyIEHTa MO BBINOJHEHHONH paboTe M OTBETOB Ha BONPOCHI
npenojasarend. B ciyuae, ecian opopMieHre oT4eTa U MOBEJCHHUE CTyI€HTa BO BpPEMs 3alUThI




COOTBETCTBYIOT YKa3aHHBIM TpPEeOOBaHUSAM, CTYACHT MOJy4aeT MaKCHMalIbHOE KOJIUYECTBO
0asoB.

OcHOBaHMSIMH [UIS CHIDKEHHS KOJIMYECTBA OaUIOB B [IMAlla3oHe OT max J0 min
SIBJISTFOTCSI:

- OTCYTCTBHE CIIMCKA HCIIOIH30BAHHOW JTUTEPATYPHI,

- HeOpEXKHOE BBIMOJTHCHUE,

- OTCYTCTBHE BBIBOJIOB.

OT4eT He MOXKET OBITh MIPUHSAT M MOJICIKUT JOPabOTKE B CiIydae:

- OTCYTCTBHSI HEOOXOUMBIX pa3JieyioB,

- OTCYTCTBHS HEOOXOAMMOT0 rpauecKkoro Marepuaia,

- HEBEPHBIX PE3yJIbTATOB pacuerTa.

B oryere 1o BeIONHEHHOM 1TA00PAaTOPHON pabOTe JOHKHBI OBITh YKa3aHBI:

a. TeMa jJabopaTopHO# pabOTHI,
b. makeT JOKyMEHTOB B COOTBETCTBUH C TEMOM JJAOOPATOPHOU pabOTHI,
C. UCHOJb30BaHHAs JIUTEpATypa.

Kpurepum ouenku:

— OLICHKAa «OTJINYHO» BBICTABIIAETCS 00Y4arOIIEMYCsl, €CIIHM CTYAEHT POJEMOHCTPUPOBAI
IyOOKHe 3HaHUS TEOPETUUYECKOTO Marepualia U yMEHHUE UX MPUMEHATb, 000CHOBAHHO M3JIOXKHII
CBOM MBICJIH, C/I€Ial HEOOXOIMMBbIE BBIBOJIbI;

— OLIEHKA «XOPOUIO» BBICTaBIsIETCS 00yUYaromEeMycsl, €CJIU CTYACHT MPOJIEMOHCTPUPOBAI
1yOOKHE 3HAHUSI TEOPETUUECKOI0 MaTepralla U YMEHUE UX IPUMEHSTh, 000CHOBAHHO M3JI0MKUI
CBOM MBICJIH, CAeNIal HEOOXOAUMbIE BBIBOJIbI, JOMYIIEHBl HEKOTOPbIE HETOYHOCTH, UMEETCS OJTHA
HerpyoOas ommuoka;

— OILICHKA «yAOBJIETBOPUTEILHO» BBICTABISIETCS 00yYaroMIeMyCs, €CIH CTYIEHT OTBETHUII
Ha BONPOCHI IPEUMYIIECTBEHHO BEpPHO, MMEIOTCS 3aTpyaHEHUS B (OPMYIMPOBKE BBIBOJIOB,
UMEIOTCS OJJHA WM JIBE HErpyOble OIINOKY;

— OLICHKA «HEYOBJIETBOPUTEIHHO» BBICTABIIAETCA O0yJaroIeMycCsl, €CJIU CTYAEHT He Aall
OTBETHI Ha MOCTABJICHHbIE BOIPOCH, 000CHOBAaHUS HEBEPHbIE, MO0 JTaH BEPHBbII OTBET O€3 ero
000CHOBaHUSI, CeNIaHbl IPyOble OMMOKH, OTCYTCTBYIOT 3HAHUS IO OCHOBAM MaTEMAaTUKH.

KonTtpoabHubie padoTsl

KonTponbHas pabota coCTOUT U3 2-X 3a1aHUM.

OcCHOBaHMAMU ISl CHUKEHUS OLIEHKH 32 3a/IaHHE SIBIISIOTCS:

- OTMOKH B OOBSCHEHHUSIX M KOMMEHTAPHUSIX IIPU BEPHO BBHITIOJIHEHHOM 33/ 1aHUH;

- HETIOJIHBIN OTBET I TEOPETUUYECKUI 3aaHU;

- HeOpEKHOE BBINOIHEHHUE;

- MHOTOKPAaTHOE NepenuchIBaHNE KOHTPOJIbHOM paboTHI.

3amaHue He MOXKET ObITh 3aCYMTAHO, ECIIH:

- IJaHbI JIBa HEBEPHBIX OTBETA HAa TEOPETUUYECKUE BOMPOCHI.

Merton "3010T0r0 ceuenus"

Kpurepun onieHkM KOHTPOJILHBIX padoT:

— OLIEHKA «OTJIMYHOY» BBICTABISIETCS O0yUYalOMIeMyCs, €CIIU CTYIEHT IPOJEeMOHCTPUPOBAII
IyOOKHe 3HaHUS TEOPETHUUYECKOro Marepralia ¥ YMEHHE UX IPUMEHSATh, 000CHOBAaHHO M3JI0KII
CBOM MBICIH, CJieNal HEeOOXOAMMBIE BBIBOJBI W YyYell OCHOBHBIE HOPMATHBHO-TIPABOBBIC
JIOKYMEHTBI 110 HH(GOPMAIIMOHHON 0€30MacHOCTH,

— OIIEHKA «XOPOILI0Y» BBICTABIISAETCS 00ydaromeMycs, eciau CTYACHT MPOJIEMOHCTPUPOBAI
r1yOOKHEe 3HAHUSI TEOPETUUECKOr0 MaTepralia U YMEHUE UX MPUMEHSTh, 000CHOBAHHO M3JIOXKIII
CBOM MBICTH, CHeNan HEOoOXOAUMbIe BBIBOABI M Yy4Yel OCHOBHBIE HOPMATHBHO-IIPABOBBIC
JOKYMEHTHI 110 UH()OPMaLIMOHHONW G€30MacCHOCTH, JAOMYIIEHbl HEKOTOPhle HETOYHOCTH, UMEETCS
oJlHa HerpyOas ommoKa.



— OIICHKA «yHAOBJIECTBOPUTEIIBHO» BBICTABISIETCSI 00YJarOMIEMYCs, €CTH CTYIEHT OTBETHII
Ha BONPOCHI MPEUMYIIECTBEHHO BEpPHO, MMEIOTCS 3aTpyaHEHUS B (OPMYIMPOBKE BBHIBOJIOB,
UMEIOTCSl OJTHA WJIH J[BE HETpyOble OIMOKH, YITCHBI HE BCE HOPMATUBHO-TIPABOBBIC JOKYMEHTBI
110 “HGOPMAITMOHHOM 06€30MMacCHOCTH;

— OIICHKAa «HEYIOBIIETBOPUTEIHHOY» BBICTABIIACTCS O0YJArOIIEMYCs, €CITU CTYICHT HE Jall
OTBETHI HA MOCTABJICHHBIE BOIIPOCH], 0OOCHOBAaHUSI HEBEPHBIE, TMOO JAaH BEPHBIA OTBET 0€3 ero
000CHOBaHHMSI, CJIENaHbl TpyOble OMMOKH, OTCYTCTBYIOT 3HAHHS HOPMATHBHO-TIPABOBBIX
JIOKYMEHTOB 110 HHPOPMALIMOHHOW 6€30MacHOCTH.

Kputepumu omneHnku tecra:

- OLICHKa «OTJIMYHO)» BBICTABISCTCS CTYIEHTY, €CIM OH yMmeeT O0e30LIHO0YHO
CaMOCTOSITENILHO 00pabaThiBaTh W WHTEPIPETHPOBATH TaHHBIC MPU PEIICHUH 3aj]ad, KakK B
CTaH/JapTHOM, TaK U B HECTAaHAAPTHOU (HOPMYIHPOBKE;

- OIICHKA «XOPOIIIO» BBICTABISETCS CTYACHTY, €CIM OH yMeeT O0e30mnO0YHO
CaMOCTOSITENIbHO 00pabaTbiBaTh M HHTEPHPETUPOBATH JaHHBIE MpPH pEIIeHUWU 337ad B
CTaHJApPTHOU CUTYAIIMH WIH 3a BepHOe pertenue 75% - 89% 3amganuii Tecta;

- OIICHKAa «YIOBIIETBOPUTEIHHO» BBICTABISETCA CTYICHTY, €CIH OH yMEeT Mpu
peuieHun 3amad oO0padaThIiBaTh JaHHBIE C OMOPOM Ha CHPABOYHBIE MaTepHUANbl U IOMOIIb
IpernoaaBaTess, BEpHO BBIMOIHIS pu 3ToM 60% - 74% paboThI.

- OIICHKA «HEYJIOBJIETBOPHUTEIILHO» BBICTABIISIETCS CTYACHTY, €CIM OH HE YyMEeT
MPaBUJILHO 00pabaThIBaTh JaHHBIE, BHITOTHUI MeHee 60% 3amaHuii TecTa.

- OIIEHKA «3aYTEHO0)» BBICTABISIETCS CTYIEHTY, €CJIU TECT CTYACHTA OLICHEH HE HUXKE YeM
«YAOBIETBOPUTEIBLHOY;

- OLICHKA «HE 3a4TE€HO», €CIIU TECT OLICHEH HIKE YEM «YJIOBJICTBOPUTEILHO.

B cootBercTBUUM ¢ GaimbHO-peiTHHTOBOM cuctemoir BAPC mo auciumnianHe OTBOAUTCS
100 6amnoB (90 6amnoB Ha Tekymre GopMbl KOHTpos U 10 10 6amioB oTBoAUTCS HA OOHYCHI),
KOTOpbIE HAaKAIUTMBAIOTCS CTYICHTOM B TE€YCHHE BCETO CEMECTPA U3YUCHUS TUCIUILTUHBL.

OneHnBaHue CTYICHTOB HA 3a4yeTe OCYIIECTBISIETCS] B COOTBETCTBUE C TPEOOBAHUSIMH U
kputepusmu 100-0a/uTbHOHN MIKaIBl. Y YUTHIBAIOTCS KaK Pe3yabTaThl TEKYIIErO KOHTPOJIS, TaK U
3HaHMSI, HABBIKA U YMEHHUS, HEMOCPEACTBEHHO MOKa3aHHbIE CTYACHTAMHU B XO/JI€ 3a4eTa.

Texymmmii KOHTPOJIb OCYIIECTBIISIETCS B X0JIe y4eOHOTOo IMpolecca U KOHCYJIbTHPOBAHUS
CTYJIEHTOB, IO pe3ylbTaTaM BBHIMOJIHEHHUs] JaOOPAaTOPHBIX U KOHTPOJBbHON pabor. OH
pelyCMaTPUBAET TPOBEPKY TOTOBHOCTH CTYJICHTOB K IUIAHOBBIM 3aHITHSM, OI[EHKY KadecTBa U
CaMOCTOSITEILHOCTH  BBITIOJIHEHUSI  3aJaHUl Ha  MPAKTHYECKHX  3aHATUAX, TPOBEPKY
NPaBUIBHOCTH PEUICHUS 3a7a4, BEIAHHBIX HAa CAMOCTOSITENIFHYIO IPOPAOOTKY.

Ha 3auere ocymiecTBisercs KOMIUIEKCHas MPOBEpPKa 3HAHWUM, HABBHIKOB U YMEHHI
CTYJICHTOB TI0 BCEMY TEOPETUICCKOMY MaTepUaTy JUCIUILINHBI U ¢ TPOBEPKOHN MPAKTUUECKUX
HABBIKOB M YMEHHUI MO pa3paboTKe JOKYMEHTOB Pa3IUYHbIX BHAOB. TeopeTHdecKkue 3HaHUs
OIICHUBAIOTCS ITyTEM KOMITBIOTEPHOTO TECTUPOBAHUS WJIM Ha OCHOBAHUU IMHCHMEHHBIX OTBETOB
CTYJIEHTOB 10 HECKOJIBKHUM TEOPETUIECKUM BOTIPOCAM.

Kpurepun ouenku 3ayera:

— OIICHKA «OTJIMYHO» BBICTABISETCS O0O0YyYaIOIIEMYCsl, €CJIM CTYEHT MPOAEMOHCTPUPOBAIT
[TyOOKHE 3HaHUSI TEOPETHUYECKOTO Mareprana ¥ yMEHUE UX MPUMEHSTh, 000CHOBAHHO H3JIOKHIT
CBOM MBICIIH, C/IeTIaT HEOOXOUMBIE BBHIBOJIBI;

— OLIEHKa «XOPOLIO» BBICTABIsIETCS] 00yUYarolEeMycsl, €CJIU CTYACHT MPOJEMOHCTPUPOBAI
IyOOKHE 3HAHUS TEOPETUUECKOT0 MaTepralia U YMEHUE UX MPUMEHSTh, 000CHOBAHHO H3JIOXKILT
CBOM MBICIIH, C/Ieall HEOOXOIMMBIE BBIBOJIBI, JOMYIICHB HEKOTOPBIE HETOYHOCTH, UMEETCS OJTHA
Herpyoas ommnoka;

— OIIEHKa «YyIOBJIETBOPUTEIHHO» BBICTABISIETCS OOyUYAIOMIEMYCS, €CIIH CTYASHT OTBETHII
Ha BONPOCH MPEUMYIIECTBEHHO BEpPHO, MMEIOTCS 3aTpyaHEHUs B (OPMYIHPOBKE BBIBOJIOB,
MMEIOTCS OJJHA UJTU JIBE HErpyOble OINOKY;

— OIIEHKa «HEYIOBIETBOPUTEIHHOY» BHICTABIIACTCSA OOYJArOIIEMYCsl, €CIH CTYICHT He Jall



OTBCThHI HAa MOCTABJICHHBIC BOIIPOCHI, 000CHOBaHHS HCBCPHEIC, 0o JaH BepHHﬁ OTBET 0e3 ero
O6OCHOBaHI/IH, CJcCJIaHbI l"p}76He OHII/I6KI/I, OTCYTCTBYIOT 3HAHH: 110 OCHOBAM JICJIOIIPOU3BOACTBA.

Tao6auna 10.TexHosornyeckasi Kapra peiTHHIOBbIX 0AJIJIOB 1O IMCHUIINHE (MOYJII0)

KonnuectBo MakcumaiibHOE Cpok
Kontponupyemsbie .
Ne /it MEPOTIPHUATHIHA KOJINYECTBO IpeICTaBIe
MEPOTIPHUSATHSI
/ 6aibl OaioB HUS
OcHoBHOI 0JI0K
1. Buvinonnenue nabopamopnou pabomul 5/9 45
2. Buvinonnenue konmponvhoti pabomei 3/5 15 o
acIuCaHu
3. Tecm 415 20 P
10
4, Henosas uepa 2/5 10
Bcero 90 -
Baok 6onycoB
5. Tlocewenue 3auamutl 6e3 nNPoNycKos 1 3
6. CsoespemenHoe 6binoneHUe 6cex 1 3
3a0anui
1. Axmuenocms cmyoenma Ha 3aHAMuU 1 4
Bcero 10 -
HUTOI'O, 3auer 100 -
Tadauuna 11. Cucrema mrpadgoB (1JI 0OJHOTO 3aHATHS)
[Toka3zarens bann
Ono3zoanue Ha 3ausmue -1
Hapywenue yuebnoti oucyuniunol -1
Hezomosnocmo k 3ansamuio -2
IIponyck 3anamus 6e3 yeaxcumenbHOU NPUYUHDL -2

Taoauna 12. lllkana nepeBosa peiiTHHIOBBIX 0AJJIOB B MTOTOBYIO OLIEHKY 32 CeMeCTp
1o JUCHUILINHE (MOAYJII0)

Cymma OannoB Onenka no 4-0ajIbHOI 1IKane
90-100 5 (OTIIMYHO)
85-89
;(5):33 4 (xopomo) 3a4TEHO
65-69 3 )
6064 YI0BJIETBOPUTEIHHO
Huxe 60 2 (HeyIOBIETBOPHUTEIHHO) HE3aYTEHO

HpI/I peam3an JUCHUILIAHBI (MO,Z[YJ'ISI) B 3aBUCUMOCTU OT YPOBH: NOATOTOBJIICHHOCTH
06yqalonmxcs[ MOTYT OBITH HCIIOJIB30BAHBl HHBIE (bOpMI)I, MCTOABI KOHTPOJIA W OLHCHOYHBIC
cpeacTBa, UCXOas U3 KOHKpCTHOfI CUTyalllu.

8.1. OcHoBHas suTEpaTypa

8. YAEBHO-METOJUYECKOE U HTH®OPMAIIMOHHOE OBECHEYEHUE
JUCHMILIMHBI (MOLYJIS)




1. 3amura oT XakepoB KopropaTtuBHbIX ceTeil / Axman .M. u np. ; Ilep. ¢ anrm. A.A.
[Terpenko. - Bropoe u3nanue. - M. : JIMK Ilpecc, 2016. - (Cepus "Undopmarmonnas
6e3omacuocth"). - URL: http://www.studentlibrary.ru/book/ISBN5984530155.html (3BC
«KoHCyNnbTaHT CTYACHTA»).

2. WudopmarmonHass 0e30MacHOCTh OTKPBITBIX cucteM / MenpaukoB [.A. - M.
OJIMHTA, 2014. - URL: http://www.studentlibrary.ru/book/ISBN9785976516137.html
(OBC «KoHCYynbTaHT CTYACHTAY).

3. OOHapyxeHHE BTOPKCHHM B KOMIIBIOTEPHBIC CETH (CETeBbIC aHOMAIIMM): Yd4eOHOe
nocobue ans By30B / [lox pen. mpodeccopa O.U. lllenyxuna. - M. : ['opsiuass muHuUs -
Tenexom, 2013. - URL: http://www.studentlibrary.ru/book/ISBN9785991203234.html
(OBC «KoHCYynbTaHT CTYACHTAY).

8.2. lonostHuTeILHAS JIUTEPATypPa:

1. "KomnbroTepHbie ceTu u ciyx0bl yaanenHoro goctyna / Moe O. ; Ilep. ¢ anri. - M. :
JIMK IIpecc, 2007." - URL: http://www.studentlibrary.ru/book/ISBN5940740804.html
(OBC «KoHCYIBTaHT CTYIEHTA).

2. besomacHocTh OecnipoBoIHBIX ceTei / Mepputt Makcum, JIua [omnmuHo ; [ep. ¢ anr.
Cemenona A. B. - M. : Komnanus AiiTu; [IMK Ilpecc. — 2004. -288 c.: wi. -
(Mudopmarmonssie TexHonmoruu s umxenepos). URL: http://www.studentlibrary.ru
(OBC «KoHCYIbTaHT CTYIEHTA).

3. Omnudep, B.I'. CereBble onepaioHHbIe CUCTEMBI : yueOHUK 1171 By30B / B. I'. Onudep,
Omudep, Harambss AnekceeBHa. - 2-¢ usg. - CII6. : ITurep, 2009. - 669 c. - (Yuel. mis
By30B). - ISBN 978-5-91180-528-9 : 219-30. (10 5k3.)

4. Omudep, B.I'. CereBble onepanroHHbIC CUCTEMBI | Y9eOHUK 11 By30B / B. I'. Onudep,
Onudep, Haranes AnekceeBHa. - 2-e uzn. - CIIO. : Ilurep, 2006. - 539 c. - (Yuel. mis
BY30B). (35 3K3.)

5. Omnudep, B.I'., Omudep H.A. Komnbiorepusle ceT. [IpUHIUIBL, TEXHOJIOTHH,
npoTOKoubI6 yueOHUK. — 2 u3z. — CII6.:ITuteSp, 2006. —958 c. (53 3k3.)

8.3. UnTepHeT-pecypchl, HEOOX0AMMBbIE 1JI1 OCBOCHHS U CHUNIMHBI (MOIYJISA)

1. JuieKTpoHHO-0uO.uoTeynass cucreMa (3BC) 00O «Iloaurexpecype»
«KoHcyabTaHT cTyaeHTa». MHoronpoduibHbli oOpa3oBatenbHblii pecypc «KoHCyabTaHT
CTYJIGHTay SIBIIACTCS DJEKTPOHHON OMOTMOTEUHON CHUCTEMOM, MPETOCTABISIONIEH JOCTYI Yepe3
ceTb MIHTepHeT K y4eOHON JIuTepaType U JOMOJHUTENbHBIM MaTepuanaM, MpUOOPETEeHHBIM Ha
OCHOBaHUU TNPSIMBIX JIOTOBOPOB € MpaBoobiaaarensimu. Karanor B HacTosiee BpeMs COAEPKUT
okosio 15000 Hanmenoanuii. www.studentlibrary.ru.

2. OnekTpoHHas OuOIMOTEKa «ACTpPAaxaHCKUH TOCYIapCTBEHHbIH YHHUBEPCUTET
cobctBeHHOM TeHepanuu Ha Twiatgopme DbC «InexktponHbli YntansHblil 3am — bubmmoTexy.
https://biblio.asu.edu.ru

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUITJIMHBI
MOAYJIs)
Jlns mpoBeAeHUs JIEKIIMOHHBIX 3aHATUNH HeoOXoauMa MyIbTUMEAWHHAS ayIUTOPHS,
OCHAIIEHHAs! KOMIIBIOTEPHOUN MPE3CHTAIIMOHHON TEXHUKOM.

Jns mpoBeneHHWs MyOMUYHON 3allMThIl TPOEKTOB, HEOOXOoauMa MYJIbTUMETUHAS
AyIUTOPHS C TIPOEKTOPOM.

Jns mpoBeneHusi 1a0OpaTOpHBIX 3aHATHH HEOOXOAMMAa KOMIIbIOTEpHasl aylauTOpHs, B
KOTOPOI OpraHu30BaH JIOCTYI K ceTH VIHTepHEeT U yCTaHOBJIEHO IPOrpaMMHOE 00eCTIeUeHHE:

10. OCOBEHHOCTHU PEAJIM3ALIIMU JUCHUITIJIMHBI (MOAYJISA) ITPU
OBYYEHUU NHBAJINIOB U JINI C OT'PAHUYEHHBIMUA BO3MOKHOCTAMMU
310POBbs


http://www.studentlibrary.ru/book/ISBN5984530155.html
http://www.studentlibrary.ru/book/ISBN9785976516137.html
http://www.studentlibrary.ru/book/ISBN9785991203234.html
http://www.studentlibrary.ru/
http://www.studentlibrary.ru/
https://biblio.asu.edu.ru/

PaGouass mporpamma AUCHMIUTUHBI (MOZYJS) TPH HEOOXOJUMOCTH MOXKET OBITh
aJanTUpoBaHa AJsi 00ydeHus (B TOM YHCIE ¢ TPUMEHEHHEM JAUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHI) JMII C OrpPaHUYEHHBIMH BO3MOYKHOCTSMM 3/I0pOBbs, HMHBaIuAOB. s 3TOrO
TpeOyeTcs 3asBJIeHHE 00yYarOINXCs, ABISIOMIUXCS JIMIAMHU C OTPAHUYEHHBIMU BO3MOXXHOCTSMU
3I0pOBbs, MHBAJIUAAMH, WIM HMX 3aKOHHBIX IPEICTABUTEICH M PEKOMEHJALUHU ICHUXOJIOTO-
MeAMKO-Tiejarornyeckoil komuccuu. [Ipu oOydeHUM U1 ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMHU
3I0pOBbsSI YUHUTBHIBAIOTCA HMX WHAMBHIyalbHbIE Icuxoduzmueckue ocodbeHHocTH. OOyueHHe
WHBAJIMIOB OCYIIECTBISAETCS TakK€ B COOTBETCTBUUM C WHIUBUAYAIbHOW MMPOrpaMMOit
peaOunuTanuy HHBaIUAA (IpU HATUYUH).

JUig nun ¢ HapylIeHHEeM CilyXa BO3MOXKHO IpeNoCTaBlieHHEe yueOHOW HH(OopMaluu B
BU3YyabHOU (popme (KpaTKUi KOHCIEKT JICKIIMI; TeKCTHI 3a/IaHWi, HalleYaTaHHbIC YBEIIMICHHBIM
mpudToM), Ha ayAUTOPHBIX 3aHATUSAX JOIYCKAaeTCs MPUCYTCTBUE AacCHCTEHTa, a TaKxke
CYpIIOTIEPEBOJUMKOB U TH(IOCYpAONEpEeBOMUUKOB. TeKymuil KOHTPOJIb YCIIEBaEMOCTH
OCYIIECTBIISIETCS B MHCbMEHHON (popme: OOydaroluiicss MUCbMEHHO OTBEYAeT Ha BOIPOCHI,
NUCHbMEHHO BBINIOJHET MpakTudeckue 3ananus. [lokmax (pedepar) Takxke MOXKeT OBITh
MPEJICTaBJICH B MUCbMEHHOM (popMe, IPU 3TOM TpeOOBAHUS K COJCPKAHUIO OCTAIOTCSA TEMU Ke, a
TpeOOBaHUS K KAUECTBY U3JI0KEHUS MaTepHala (IIOHATHOCTb, KaYECTBO PEUH, B3aUMOJACHCTBHE C
ayIuTOpuedl U T. [.) 3aMEHSIOTCS Ha COOTBETCTBYIOIIME TpeOOBaHMs, MPEIbSIBISEMbIE K
NUCbMEHHBIM paboTaM (KauecTBO O(QOPMIICHHS TEKCTa U CIIMCKA JIMTEPaTypbl, IPaMOTHOCTD,
HAIMYUE WJUTIOCTPAIIMOHHBIX MarepuanoB U T.1.). [IpomexyTounas arrecranus Ijs JHI C
HApYIICHUSAMHU CIIyXa IMPOBOJUTCS B TMHCbMEHHOH (opme, MpH STOM HCIOIB3YIOTCS 00Iue
KpuTepun oneHuBaHus. [Ipu HEoOXoauMOCTH BpeMsi MOATOTOBKM K OTBETY MOXET OBbITh
YBEJIMUYEHO.

JUis  nui ¢ HapylleHWeM 3peHHsl JOMYCKAaeTcsl ayAualbHOE IMPEeIOCTaBIICHUE
uH(poOpMallMK, a TaKXKe HCIOJb30BaHUE HA AayJUTOPHBIX 3aHATUSAX 3BYKO3aIHCHIBAIOIIMX
ycTpoiicTB (IMKTOGOHOB H T.1.). Jlomyckaercs mNpUCYTCTBUE HA 3aHATUSX AaCCHCTEHTa
(IIOMOIIIHUKA), OKa3bIBAIOLIET0 00YyYaOIUMCS HEOOXOAUMYIO TEXHUYECKYIO TOMOIIb. TeKyIuii
KOHTPOJIb YCIIEBAEMOCTH OCYILECTBIIsIeTCsl B YCTHOM (hopme. [Ipu nmpoBeneHrH mpomMeKyTOuHON
aTTecTally JUIS JIUI[ C HAapyLIEHUEM 3pEHUsI TECTUPOBAHHE MOXKET OBbITh 3aMEHEHO Ha YCTHOE
cobeceJ0BaHuUE 110 BOIIPOCAM.

JUist TUI] ¢ OTPaHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI, UMEIOIIUX HApyIICHHUS OMOPHO-
JIBUTATENILHOTO armapara, Ha ayJIWTOPHBIX 3aHATHUAX, a TaKKe MpPU NPOBEICHUM NPOLEAYp
TEKYIIEr0 KOHTPOJISl YCIIEBAEMOCTH U MTPOMEXYTOUHOM aTTecTallud MOTYT ObITh IPEJOCTABICHBI
HEOOXO/MMBbIE TEXHMYECKHE CpeAcTBa (NMEPCOHAJIBHBIA KOMIBIOTEpP, HOYTOYK WM JpYroi
raJiKeT); JOIYCKaeTCsl MPUCYTCTBUE aCCUCTEHTA (aCCUCTEHTOB), OKA3bIBAIOIIET0 00yYaIOIIUMCS
HEOO0XO/IMMYIO TEXHMUYECKYIO MOMOIUIb (3aHATh pabodee MECTO, NepeABUraThCs MO ayIUTOPHH,
IPOYUTATH 3aJlaHuE, 0QOPMUTH OTBET, OOLIATHCS C IPETIOAABATEIIEM).



