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1. EJIA 1 3AJAYHN OCBOEHMA JUCIIUIIJIMHbBI (MOYJIS)

1.1. Heasamu ocBoeHus aucuumiuebl (Moayias)) «METOJAbI U CPEIACTBA
KPUIITOTPAOHUYECKOM SAHIMUTHI HH®OPMAILIUN» SIBIISTFOTCS HU3JI0KEHHE
OCHOBOTIOJIATAIONIUX MTPUHIIMIIOB 3aIMTHl HHPOPMAIIMH C TIOMOIIBIO KPUMITOTPAPUIECKHX METOIOB U
MIPUMEPOB pean3alii 3TUX METO/I0B Ha MPAKTHUKE.

1.2. 3aga4u ocBOeHUs IMCUMILIUHBI (MO1YJIS) - 1aTh OCHOBBI:

— CHCTEeMHOIrO TMOJXOJa K OpraHu3aluy 3aluThl  MHGOpMAIUHU, [eperaBaeMoii,
oOpabaTeiBaeMO M  XpaHUMOW  TEXHUYECKHMMH  CpPEJICTBAMH Ha  OCHOBE IPUMEHCHUS
KpUNTOrpaguueckux MEeTOOB;

—  TPUHIIUIOB MPOSKTUPOBAHUS U aHATN3a MU (PPOB;

— MAaTeMaTHYeCKHUX METOJOB, KOTOPbIE HUCIIOJIB3YIOTCS MPU MNPOEKTUPOBAHWU U aHAIIU3E
mmdpos.

2. MECTO JUCIMIIJIMHBI (MOAYJIs1) B CTPYKTYPE OIIOII

2.1. YdefHass _ JMCUMIUIHHA (MoayJib) «METO/JbI n CPEJACTBA
KPUIITOI'PAOUYECKOU 3AINUTHBI HH®OPMAILIUHN» oTHOCUTCS K 0053aTE€ILHON YacTH U
ocBamBaeTcs B 6 cemectpe(ax).

2.2. las udydeHusl JAHHOW y4eOHOW NMCUMILIMHBI (MOXYJIAA) HEOOXOAUMBI CJIeAylolue
3HAHUSI, YMeHHUS], HABBIKH, (opMHpyeMble MpeIIIeCTBYIOIUMU Y4YeOHBIMU THCUMIJIMHAMHU
(MopyJsimm):

—  «MaremaTH4ecKre OCHOBBI 3aIIUTH HHPOPMAIIH;

—  «BeposaTHOCTHO-CTaTUCTHUYECKHE METO/IbI B aHATN3€ JAHHBIX);

—  «Teopus unpopmanum»

3HaHUSA: OCHOBHBIX TIOHATHIM MaTeMaTHKH, TEOpPUU BEPOATHOCTEH M MaTeMaTHYeCKOM

CTaTUCTHKH, OCHOBHBIE TEOPUH HH(MOPMAIMM M KOJUPOBAHUS, METOIBI IPPEKTUBHOTO H

MOMEX0YCTOWYMBOIO KOJAMPOBAHUS HUH(OpMAIUU

YMeHus: KoaupoBaTh IMU(POBBIE JaHHBIE, PEIIaTh THUIOBBIE 3a7adydl TEOPHH BEPOSITHOCTEH U

MaTeMaTHYeCKOM CTaTUCTHKH.

HaBbiku: BrnazeTs METOJaMU KOJMYECTBEHHOI'O aHaIM3a MPOLEeccoB 00pabOTKH, OUCKa U Tie-

penaun HHPOpPMALIUU, METOJUKON 3P PEKTUBHOTO KoupoBaHus o Xadppmany.

2.3. Mocuaenyomue yyeOHbIe TUCHUIIHHBI (MOAYJH) U (WJIM) MPAKTHKH, 1JIsI KOTOPbBIX
HeoOXO0AUMBbI 3HAHMS, YMEHHUsI, HaBbIKkM, GopMHpyeMble JAHHOW Y4YeOHON JAMCUMIJIMHONI
(Mmonxysem):

1. OcHOBBI ynipaBieHHs] HHPOPMAIIMOHHON 0€30IaCHOCTBIO.

2. IlpoekTHpOBaHUE U FKCIUTyaTaIUs 3aIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.

3. Kpunrorpadudeckue mpoTOKOJIBI.

Take nucrumanHa «MeToAbl M CpeAcTBAa KpUNTOrpadUuecKor 3aluThl MHGOPMALIUN
MIOMOXET CTYJEHTaM IpH pean3aluy 3a/1a4d NpeIUINIOMHON MPAaKTUKU U HAallMCaHUIo OakajgaBpCKOu
paboThI.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYYEHUS 1O JUCIUIIIMHE (MOAYJIIO)

[Iporiecc ocBOeHMsI IUCHMIUIMHBI (MOAYJs) HampaBieH Ha (OPMHUPOBAHUE DSJIEMEHTOB
cnenyromier(nx) kommereHnuu(uii) B coorBerctBun ¢ ®I'OC BO u OIIOII BO mo manHOMY
HanpaBneHuto noaroroBku / cnemmanbHocTH: OIIK-9 - cmocobGeH mpuMeHSTh CpeacTBa
Kpunrorpadguueckoi U TEXHUYECKOHN 3aluThl HTHPOPMALIUK JIJIsl PEIIeHUs 3a]1a4 NpodeccroHaIbHOM



ACATCIBHOCTH.

Taouuna 1. lekomno3unus pe3

JIbTATOB 00y4eHMSsI

Kon u [Inanupyemsble pe3ynbpTaThl 00y4eHHs O JUCHUIUIMHE (MOYIIIO0)
Kox HAaWMEHOBaHU
KOMIIeTeHI | © 1 ArKaTopa
" JOCTHXKEHMSI 3uatb (1) YmMmerts (2) Bnanets (3)
KOMITETEHILIUU
1
OIIK-9 OIIK-9.1 NPUHIKIB  PaOOTHI | MPUMEHSATH HaBBIKAMH
CPEICTB pOrpaMMHBIC NpPUMEHEHUS
Kpunrorpaguuecko | mporpaMMHO- CpelCTB
W MU TEXHUYECKOH | ammapaTHbIe Kpunrorpadguuecko
3aIIUTHI Kpunrorpadpuuecku | # U TEXHUYECKOU
uHpopMaruu IS | € W TEXHUYECKHE | 3aIUTHI
perieHus cpencTBa  3allUTHI | UHGOPMAMK TS
CTaHIAPTHBIX 3a1a4 | uHpopManuu Ui | pelIeHus 3amaq
MpoQeCCUOHANILHON | penieHus 3a/1a4 | npodecCuoHaIbHON
JeSITeTbHOCTH. npo(hecCHOHATBHON | ACSITEIbHOCTH.
JIeATEITbHOCTH.

4. CTPYKTYPA U COJEPKAHUE JUCUMILIMHBI (MOLYJIS)

OO6mast TPyI0EMKOCTh JUCHUMUIUIMHBI B COOTBETCTBUM C Y4Y€OHBIM IUTAHOM COCTaBIISIET O

3ayeTHbIX eauuuil (180 gacos).

TpynoeMKOCTb OT/I€bHBIX BUJIOB YU€OHON paObOThI CTYZAEHTOB OYHOW, OYHO-3a04HOM U 320YHOM
¢dopm 00ydeHus npuseaeHa B Tadbaune 2.1.

Tab6anna 2.1. TpynoeMKoCTh 0OTAeIbHBIX BHI0B Y4e¢0HOH padoThl 0 opMaM 00ydeHHs

Bun yuebHolt u BHEYyueOHOM paboThI JUTSL OYHOM JUISL OYHO-
bopmbl 3204HOM (HhOpMBI
00y4eHus oOyueHus
O0beM AUCIHIINHEI B 3a4€THBIX €IUHULIAX 5 5
O0beM IUCIUILIMHEL B aKaJeEMAYECKUX dacax 180 180
KonTtakTHas paboTta 00y4aronuxcs ¢ mpernoiaBaTesieM 86 46
(Bcero), B ToM ymciie (4ac.):
- 3aHATUSA JICKIMOHHOIO THII4, B TOM UHCJIC: 34 15
- IpaKTUYecKast MOAr0TOBKa (€CIIu 0 0
MpeAyCMOTpPEHA)
- 3aHSATUS CEMHUHAPCKOTO THIAa (CEMUHAPHI, MPAKTHYECKHUE,
nabopaTopHbIe), B TOM YHCIIE: 51 30
- IpaKTU4ecKas MoJAroToBKa (eciu
MIPEeIyCMOTPEHA) 0 0
- KOHCYIbTAIHs (TIpeIPK3aMeHAIOHHAs ) 1

! VkaswiBatores B cootBeTCTBHM ¢ yTBepkaeHHbIME B OTIOIT BO
2 YycnoBrle 1aHHbIE B JAHHON CTPOKE COOTBETCTBYIOT TPY/I0EMKOCTH, YKa3aHHOMN B yueOHOM TuiaHe B cronbue «Kouc. (s

rp.)»




Bun yueOHoM 1 BHey4eOHON pabOThI IUTSL OYHOM IUTSL OYHO-
bopmbI 3204HOM (HOPMBI
0o0y4eHus o0ydeHus
- IPOMEIKYTOUHAs ATTECTAINS 110 TUCIUILIHHE" 0 0
CamocrosTenpHas pabora oOydaronuxcs (Jac.) 94 134
dopma MPOMEKYTOUHOU aTTecTaluy 00ydaromerocs SK3aMEH — HK3AMEH —
(3auet/rK3amen), cemecTp (bI) 6 cemecTp 6 cemecTp

ConepmaHI/Ie JUCHUITIIMHBI,

CTPYKTYpUPOBaHHOE 10 TeMaM (pa3jieiaMm) C YKa3aHUeM
OTBEJICHHOTO Ha HUX KOJMYECTBA aKaIEMUYCCKUX YaCOB U BUJIOB YUCOHBIX 3aHATUN U CAMOCTOSATEIHHON
paboThI, 111 KaXK10i (opMbl 00YUSHHS TIPEACTABICHO B Ta0uIe 2.2.

Tabauna 2.2. CTpykTypa U coaep:kaHue TUCHHILIUHBI (MOTYJIs1)

07151 04UHOU (hopmbl 00yueHUs

Pazgen, TeMa QUCITUIIMHEI
(Momyst)

KonTakTHas paboTa, 4ac.

J

113

JIP

JI T.4.

III1

I13

T.4.
I

JIP

KP

T.4.
III1

KII

CP,
yac.

Htoro yacos

®opma

TEKYILEro

KOHTPOJIA
yCIIEBAEMOCT

u, hopma
MIPOMEXYTOU

HOH

aTTecTaluu

Cemectp 1.

Beenenne. Kpunrorpadus
MEXaHU3M 3allluThI

Kak

13

Bxonnoe
TECTUPOBAHU
e. Onpoc Ha
JK3aMEeHe

TpaauuroHHbBIE
U (PBI

CUMMCTPHUYIHBIC

20

Ortuer
nabopaTopHBI
X pabor.
Ompoc Ha
JK3aMeHe

CoBpeMeHHbIE
002 (0] 0

CUMMETPHUYHBIC

10

25

Otuer
1m1abopaToOpHO
i paboTHI.
Ompoc Ha
JK3aMeHe

AJNTOPUTMBI
KJIIOUen

pacrpeaciicHus

20

Ortuer
1m1abopaTopHO
i paboThI.
KonTponbsHas
pabora 1.
Ompoc Ha
JK3aMeHe

ACI/IMMeTpI/I‘{HLIG KPUIITOCUCTCMBI

19

Ortuer
n1ab0paTopHO
i paboTHI.
Ormpoc Ha
9K3aMEHE.

OnHoHampaBIeHHBIC XOIII-

dhysKIIH

14

Ortuer
J1a00paTOPHO

3 Yucnosele naHHbIe B IAHHON CTPOKE COOTBETCTBYIOT TPYI0EMKOCTH, YKa3aHHON B yueOHOM ruiane B cTosone «KITA»
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Paznen, Tema mucIUILTUHBL
(Momysst)

Konrakrthas pabora, yac.

JI

113

JIP

T.4.
III1

I13

T.4.
III1

JIP

T.4.
III1

KP

KII

CP,
yac.

Htoro yacos

dopma

TEKYIIETO

KOHTpOJIA
yCIIEBAEMOCT

u, hopma
MIPOMEXYTOU

HOU

aTTecTaluu

1 paboTHI.
Ormpoc Ha
9K3aMeHe

Kompr ayTeHTH()UKAIIIH
coobmenuii-(MAC)

15

Oryer
J1abopaTOPHO
i paboTHI.
Ormpoc Ha
JK3aMEHe

SLIT
MIO/IITUCH)

(3mexTpoHHO-TIPOBas

10

15

KontponbsHas
pabota 2.
Ompoc Ha
JK3aMEHe

Co3znanue ciayJyaiHbIX YUCe

19

Otuer
J1a00PaTOPHO
i paboTHI.
Omnpoc Ha
IK3aMEHE

[IpoTokoibl ayTeHTUDUKAIIN

20

Hrorosoe
TECTUPOBAHU
e. Onpoc Ha
JK3aMeHe

KoncyabTanumn

KoHnTposab npoMexyTO4HOM
aTTecTalMu

IK3aMeH

HNTOI'O 3a cemecTp:

34

0

0

0

o1

o

o

94

180

HToro 3a Bech nepuoj

34

0

0

0

o1

94

180

07151 04HO-3A0UHOI hopmbl 00yUeHUA

Pa3pgen, TeMa QUCITUTIIMHEI
(Momyst)

KonrakTHas pabora, gac.

T.4.

I1I1

113

T.4.

111

JIP

T.4.

I1I1

KP

KII

CP,

qac.

Hrtoro yacos

®opma

TEKYIIIEeTOo

KOHTPOJIA
yCIIeBa€MOCT

u, hopma
MIPOMEXKYTOY

HOI

aTTecTaluu

Beenenne. Kpunrorpadus kak

MEXAaHU3M 3alllUThI

13

[EY
»

Bxonnoe
TECTUPOBAHU
e. Onpoc Ha
JK3aMEHE

TpanunuoHHbIe
012 (0] O3

CUMMCTPHUYIHBIC

14

20

Ortuer
n1a00paTopHBI
X pabor.
Ompoc Ha
9K3aMeHe

CoBpeMeHHbIe
10021031

CUMMCETPHUYIHBIC

13

22

Ortyer
1ab0paTOPHO
i paboTBHI.
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KonrakTtHast pabota, yac. dopma
TEKYIIEro
KOHTPOJIA

yCIIEBAEMOCT
u, hopma

MPOMEXKYTOY

HOM
aTTecTaluu

Pazgen, Tema qUCHUILIAHBI B B B KP | CP,
(Momys) J | tw | I3 | tu. | JIP | Tu. | [/ | 4ac.
11 TIIT IIIT | KIT

Htoro yacos

Ormpoc Ha
JK3aMEHe

AJNTOpUTMBI pacnpeneneHus | 2 0 0 0 4 0 0 14 | 20 | Oryer
KITFOUCH J1abopaTOPHO
1 paboTHI.
KonTponphas
pabota 1.
Ormpoc Ha
JK3aMEHe

ACHMMETpPUYHBIC KPUIITOCUCTEMBI | 2 0 0 0 4 0 0 13 | 19 | Otuer
J1a00PaTOPHO
i paboTHI.
Ompoc Ha
IK3aMEHE.

OpnHOHanpaBICHHBIE XoHl-| 1 0 0 0 2 0 0 14 | 17 | Orger
GbyHKIIH mabopaTopHO
i paboTHI.
Ompoc Ha
9K3aMeHe

Konst ayreHtuukanuu | 1 0 0 0 2 0 0 13 | 16 | Orger
coobmenuii-(MAC) J1a060paTOPHO
i paboTHI.
Ompoc Ha
JK3aMeHe

OIIIT (anmexTpoHHO-1IMGpoBas | 1 0 0 0 2 0 0 14 | 17 | KoarpomnbHas
TTOTINCE ) pabora 2.
Ompoc Ha
JK3aMEHE

Co3nanue Ciy4ailHbIX YHCEN 1 0 0 0 2 0 0 13 | 16 | Oruyer
1m1abopaTopHO
i paboThI.
Ompoc Ha
JK3aMeHe

[IpoTokosnbl ayTeHTUDUKATMN 1 0 0 0 2 0 0 13 | 16 | Urorosoe
TECTUPOBAHU
e. Onpoc Ha
9K3aMEHe

KouncyabTanumn 1

KoHTpoab npoMexyTO4HOM
arrecTaluuu

IK3aMeH

HUTOI'O 3a cemecTp: 15 0 0 0 30 0 0 |134 | 180

HToro 3a Bech nepuoj 15 0 0 0 30 0 0 | 134 | 180

Ipumeuanue: JI — nexuwms; [13 — nmpaktuyeckoe 3anstue, cemunap; JIP — maboparopnas padora,
ITIT — nmpaktuyeckas noxaroroBka; KP / KII — kypcoBas paborta / kypcoBoil mpoekr; CP —
camocTosITeNbHas paboTa



Ta6auma 3. Marpuua CoOOTHeCEHHsI pa3lesioB, TeM Y4YeOHOW JUCHMIUIMHBI (MOZyJIs)
U (hopMUpyEeMBIX KOMIIETCHIMI

Ko
Pazgen, Tema Komi-Bo A OO011Ee€ KOJINYECTBO
VCUUIUTAHBI (MOJTYJIs1) JacoB KOMICTCHIAN KOMIIETCHIINI
8 OI1K-9
Brenenue. Kpunrorpadus kak 16 + 1
MEXaHHM3M 3aIIUThHI
TpanuunoHHbIE CUMMETPUYHBIC 20 + 1
I phI
CoBpeMeHHbIS CUMMETPUYHBIC 22 + 1
I pbI
AJNTOPUTMBI pactipeeIICHHs KU 20 + 1
AcHMMETpUYHBIE KPUIITOCUCTEMBI 19 + 1
Opnnonanpasnenusie XIII-Qynkumn 17 + 1
Koxmpr ayrenTnukanum cooOmieHuii- 16 + 1
(MAC)
OUIT (3nmexTpoHHO-TIH(pOBast 17 + 1
TTO/TIHCH)
Co3znanue ciydaiiHbIX YUCen 16 + 1
[IpoTokoinbl ayTeHTUPHUKAITTT 17 + 1
HTtoro 180

Kpartkoe cogep:xkanue Ka:ka10i TeMbl TUCHHUILIMHBI (MOAYJIs1)

Beenenne. Kpunrorpagus kak MexaHu3m 3amuThbl
Uewm 3anumaercsa kpunrtorpadus. Ucropus Hayku. lllndpoBanue kak MeTO] 3aIlMTHI TaHHBIX.
Anroputmsl mudpoBanus. CoBpeMEHHOE COCTOSTHIE KPUITOJIOTHH.

TpaauuMoHHbIE CHMMETPUYHbIE M (PbI
OyHKIMOHANbHAs CXeMa CHUMMETpPUYHOW KpunTocucteMbl. bnounbsie mmdpsl. IloTounsie
mudpel. AAropuTMbl cUMMeTpuuyHOro mmdpoBanusd. Iludper 3amensl. Iludpel nepecraHoBKH.
u¢psr rammupoanus. [lndposanue MeTo10M 3aMEHBI.

CoBpeMeHHbIe CHMMeTPUYHbIe U (PHI
TpeboBanus. OOmas cxema. Buabsl coBpeMEHHBIX CHUMMETpUUHBIX HIM@poB. [lapamerpsl
anroputMmoB. Anroputmel DES, AES, TTOCT 28147-89, TOCT 34.10-2018.

AJITOPUTMBI pacnpeneeHus KIYen
Pacnipenenenne kiro4ueBoit HHPOPMAIIMU C UCTIOIB30BAHUEM OJHOTO JTMOO0 HECKOIBKUX IICHTPOB
pacnpenenenus kaodei. [Ipsimoii 0OMeH ceaHCOBBIMH KIIFOUaMHU MEXY IMoyib3oBarensiMu. [IpoTokon
Huddu-Xenmmana. [TpoTokosasr 6e30macHON yaaeHHON ayTeHTH(DUKAIIUY TTOTh30BaTENCH.

AcMMMeTpHYHBbIE KPUIITOCHCTEMBI
O06o0011IeHHas cXxeMa aCUMMETPUYHOM KPHUIITOCUCTEMBbI MIM(POBAHUSA C OTKPHITHIM KIIFOUOM.
[IpeumymiecTBa  aCUMMETPUYHBIX  KPUOTOrpaUUYecKUX  CHUCTEM  Tepel]  CUMMETPUUYHBIMU
KpunrocucreMaMu. HeroctaTku aCHMMETPUYHBIX KPUIITOCUCTEM.
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Oanonanpasiiennbie X -pynkuun
[TocTtpoenne ogHOHANpPaBICHHOW XAMI-QYHKIUUA. OCHOBBI IMOCTPOCHHS  XAMI-(DYHKITHI.
OnHoHampaBieHHbIE XAMI-(PYHKIMA Ha OCHOBE CHMMETPHYHBIX OJOYHBIX AITOPHUTMOB. AJTOPUTM
MDS5. Anroputm 6e3omacHoro xamupoBaHus SHA. OtedecTBeHHBIM CTaHAApT XdMI-(YHKIIHH.
Poccuiickuii crannapt [OCT P 34.11-94

Koasl ayrentudpuxanun coodmenuii-(MAC)
[Tonumanue xoma ayreHTHdukanuu cooOmeHuss (MAC). AJIropuTMbl, HCIOJIB3yeMble IS
reHepannn MAC-aapecos. Konbl nienoctaoctu coobmennii (MIC).

IUII (31ekTpoHHO-1IU(POBasi MOANUCH)

Anroputm 1mdposoit mommucu RSA. O6oOménHas cxema 1mudpoBoir momamucu RSA.
Henocratku anroputma mudpoBoii moxmucu RSA. Anroputm mudpoBoit mommucu Onp [amans
(EGSA). Anroputm mudposoit noamucu DSA. OteuecTtBeHHbIN cTaHaapT mudposoit noanucu. 'OCT
P 34.10-94.

Co31anue ciry4ailHbIX YHCes
ANTOpUTMBI ciydaHbIX uucen. Meroxg ®Pubonauum ¢ 3anasaeiBaHusiMu. HemocrtaTku
TeHepaTOpOB  IICEBAOCIYYaWHBIX  yucel. VHunumanuzanuss  reHeparopa  ICEBIOCTy4YailHOM
[10CJIEZI0BATEIBLHOCTH.

IIpoTokoabl ayTeHTH(PUKAIINH
Aytentuduxanus no naponto. HTTP authentication. Forms authentication. Pacripoctpanennsie
VSI3BUMOCTH W OIIMOKHM peanu3anuu. AyreHTH(uKanus 1o cepTudukaraM. AyTeHTH(QHKAIUS T10
OJTHOPA30BBIM TapoiisiM. AyTeHTH(UKALUs MO KJIrYaM JOCTyna. AyTeHTH(HKAIHUsS [0 TOKCHaM.
®opmatsl TokeHoB. Cranmapr SAML. Crarnmapter WS-Trust 1 WS-Federation. Crangaptsr OAuth u
OpenlID Connect

5. METOAUYECKHUE YKA3AHUA 110 IPEITIOJJABAHUIO
N OCBOEHHUIO JUCHUIIVIMHBI (MOYJIA)

5.1. Ykazanus u1s npenojgaBare/ieil 10 OpraHu3auuy 1 NPOBeIeHUI0 Y4eOHbIX 3aHATHI 110
AUCHUILINHE (MOIYJIIO)

Jlnst mpoBesieHUs MPAKTUUECKUX 3aHATUH HEoOXoauma ayJuTOpUs C MPOCKTOPOM U JOCKOM. [ims
MIPOBEJICHUS TA0OPATOPHBIX 3aHIATUN TPeOyeTCs] KOMIBIOTEPHBIN Kacc ¢ YCTAaHOBIEHHBIMU CpellaMu
pa3paboTKH Ha s3bIKaX MPOTPaMMHUPOBAHUS BHICOKOTO YPOBHS.

5.2. Yka3zaHus 1Jis 00y4aomuxcsl o 0CBOEHUIO TUCHUIIMHBI (MOIYJTIO)
Tab6anna 4. Coaep:kanue caMOCTOATEIbHOM padoThl 00yUYarOIMXCs

0J151 OUHOIL hopMbl 0OYUEeHUA

Bomnpocsl, BBIHOCHMBIE Koun-Bo
dopma paboTsl
Ha CaMOCTOSITEIbHOE H3yUEeHHUE 4acoB
[lepuonsr pazButus kpunrtorpaduu (1o LllenHoHa, 9 BxoaHoe TectupoBaHue.
ot Hlennona no Auddu n Xemimana).
Hctopus pa3BuTusd Kpunrorpapuu (CHMTaIb Otuet nabopaTopHOil paboTHI.

Jlecanapa, mmdp Llesaps, mudp nmepecraHoBKH,
kBagpar [lomubus, naBOMHOW KkBaapar, wwHUp
[Ineiipepa, MHOroandaBuTHBIE MWHUPPHI 3aMEHBI,
OJTHOPa30BbIi OJIOKHOT U Jp.)
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npotokonoB Puara-Illamupa u HlHoppa

Bomnpockl, BeIHOCHMBIE Kou-Bo
®opma paboTsI
Ha CAMOCTOSITETTLHOE N3YUYCHHE 4acoB
[Tepuons! pazputus kpunrorpadun (1o [llenHona, 9 BxonHoe TectupoBaHue.
ot lllennona no Juddu n Xemmmana).
OpraHu3anMoOHHBIE  MEpbI,  CONPOBOXKIAIOIINE 9 Otuet nabopaTopHOil paboTHI.
MPUMEHEHHE  COBPEMEHHBIX  CHUMMETPUYHBIX
mPOB HA TPETIPUITHSIX.
[IpenBaputenbHOE pacnpeaeieHue KIrodyen 10 Otyet mabopaTopHOU PabOTHI.
KoHnTposnbHas padora 1

DIIMNTHYECKHUE KPUBBIS 9 Otyet mabopaTopHON PabOTHI.
ATtaku Ha Xd1I-PyHKIUA 10 Otuer 1abopaTOpHOI pabOTHI.
XapaKkTepuCTUKU ONTUMAJIbHBIX KOJIOB 9 Otuer 1abopaTopHOIl pabOTHI.
ayTeHTU(UKAIUN
Cxema nuQpoBoii MOAMKUCH BCIEYIO 10 KontposbHas padora 2.
AnmnaparHas reHepanus ciiydaiiHbIX YHCeN 9 Otuer n1abopaTopHOIl pabOTHI.
Jloka3aTenbCTBO MOJHOTHI U KOPPEKTHOCTH 9 HroroBoe TectupoBaHue.

0J151 0UHO-3A04HOU (hopmbl 00yUeHUA

npotokosoB Puara-Illamupa u HlHoppa

Bomnpocsl, BeIHOCHUMBbIE Koun-Bo
dopma paboThI
Ha CaMOCTOSITEJIbHOE U3YUYEHHE 4acoB
[epuoner pazsutus kpunrtorpaduu (no LllenHoHa, 13 Bxonnoe tectupoBaHnue.
ot lllennona o quddu n Xemimana).
Hctopus pa3Butus Kpunrorpapuu (CuurTaib Otuet nabopaTopHOil paboTHI.
Jlecanapa, mmdp Llesaps, mudp nepecraHoBKH,
kBagpar Ilomubus, naBoOMHOW KkBaapar, wwUOp 14
[Ineiipepa, MHOroandaBuTHBIE MWHUGPHI 3aMEHBI,
OJTHOPA30BbIi OJOKHOT | Jp.)
OpranuzaloOHHBIE  MEpbl, CONPOBOXKIAIOIINE Otuer 1abopaTopHOIl pabOTHI.
IPUMEHEHHE  COBPEMEHHBIX  CUMMETPHYHBIX 13
mH(pPOB HA PEATIPHITUSX.
[IpenBaputensHoe pacupeeneHue Kioden 14 Otuet nabopaTopHOil paboTHI.
KonTponbHas pabora 1

OUIMNTUYECKUE KPUBBIE 13 Otuet nabopaTopHOil paboTHI.
ATaku Ha X31I-QyHKIIUN 14 Otyet mabopaTopHON pabOTHI.
XapakTepUCTUKU ONTHUMAJIbHBIX KOJ0B 13 Otuet nabopaTopHOil paboTHI.
ayTeHTU(UKAUU
Cxema ¢ poBoOi MOMUCH BCIEIYIO 14 KonTtponbHas pabdora 2.
AnmnaparHas reHepanus ciydyailHbIX Yhces 13 Otuer 1abopaTopHOIl pabOTHI.
JloKa3aTenbCTBO MOJHOTHI M KOPPEKTHOCTH 14 HToroBoe TecTupoBaHue.

5.3. Buasl 1 popMbI NUCbMEHHBIX padoT, NPEeAYCMOTPEHHBIX NIPU 0CBOCHUH TUCHHUILIMHBI

(Moay.is1), BHINOJIHsIEMbIe 00y4AIOIMMHUCS CAMOCTOSITEIbHO
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Jlabopamopnvie pabomul. Il TOATOTOBKM HEOOXOTUMO H3YYHTh TEOPETHUYECKUN Marepuai Io
COOTBETCTBYIOIIEH TeMe U pa3paboTaTh MpOrpaMMHOE oOecrieueHne Ha JI0O0OM  S3BIKE
nporpaMmmMupOBaHUsl. Otuet JOJIZKCH 6LITB MIpCACTaBJICH B ICHATHOM BUJC U BKIIFOYATh B CC6$I OIMUCaHUC
aJITOPUTMA, CKPHHIIOTHI pa3paboTaHHBIX HHTEepdelicoB. [Ipu caaue HEOOX0AUMO TPOIEMOHCTPUPOBATH
KOPPEKTHO paboTarolee mporpaMMHoe o0ecriedeHue.

Konmponvnvie pabomui. 1151 TOATOTOBKU K KOHTPOJILHOM pab0oTe HE0OOXOAUMO U3YyUUTh TEOPETUUECKHH
MaTepHal o COOTBETCTBYIowIeH TeMe. [Ipu Hanmucanun KOHTPOJIBLHON paboThl HEOOXOIMMO Pa3BEPHYTO
OTBETUTH HA BOIIPOCHI, 1ATh APIYMEHTUPOBAHHBIN OTBET, IPUBECTH IIPUMEPHI, OATBEPKJAIOLINE TOUKY
3peHusL.

Tecmuposanue. J171s1 TOATOTOBKYU K TECTUPOBAHUIO HEOOXOAUMO U3YUUTh TEOPETUUECKUI MaTepuall 1o
COOTBETCTBYIOLIEH Teme. [Ipn HanrcaHuu Tecta He0OXOAMMO BBIOPATh MPABMIIbHBINA BAPHAHT OTBETA U3
MIPEAJIOKCHHBIX.

6. OBPA3OBATEJIBHBIE U THOOPMALIMOHHBIE TEXHOJIOT' T
[Ipu peanmzanuu pa3nuYHBIX BUAOB Y4€OHON pabOTHI MO AUCHUIUIMHE MOTYT MCIIOJIB30BATHCS
3JIEKTPOHHOE 00y4YeHHE U JUCTAaHIIMOHHbIE 00pa30BaTeIbHbIC TEXHOIOTUH.

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Tabauua S. O6pa3oBare/ibHbIE TEXHOJOTHHU, HCIOJIb3yeMble IIPH PeaTu3alnui Y4eOHbIX 3aHATHI

Paspnen, Tema dopma yueOHOro 3aHATHS
JTUCIUIUTAHBI (MOJTYJIS) Jlexums [IpakTuueckoe JlabopaTopHas
3aHSATHE, CEMUHAP pabota
Beenenne. Kpunrorpadpus xkak | O030pHas JeKuus He BBIIIOJIHCHUE
MEXaHU3M 3allUThI PEIYCMOTPEHO TeCcTa
TpaguuuoHHbIE CHUMMETpUYHBIE | Jlekuus-nuanor He BBIIIOJIHEHHUE
M dpsl IIPEyCMOTPEHO 1abopaTopHOii
paboThI
CoBpeMEHHBIE ~ CHUMMETPUYHBIE Jlexuus He BBITIOJTHEHUE
mupsl MPEAYCMOTPEHO 1ab0paTOPHOH,
KOHTPOJILHON
paboThI
ANropuUTMBI pacripenenenus | O630pHast JEKIHs He BBITIOJTHEHUE
KJIFOUEH MIPEAYCMOTPEHO nabopaTopHOi
palboThI
AcCHMMETpHUYHBIE KPUIITOCHCTEMBI Jlexuus He BBIIIOJIHEHHUE
IIPEyCMOTPEHO 1abopaTopHOii
paboThI
OnHoHanpaBieHHbIE XOUI- | Jlexuusi-nuanor He BBIIIOJIHEHUE
byHKIIT MPEAYCMOTPEHO nabopaTopHO
paboThI
Kons! ayTeHTU(UKaLUU Jlexuus He BBITIOJTHEHUE
coobmienunii-(MAC) MIPEYCMOTPEHO n1abopaTopHOi
paboThI
DI (anexTpoHHO-IMPpoBas | OO030pHast JeKUUs He BBITIOJTHEHHE
IOJIITHUCH) MIPEYCMOTPEHO KOHTPOJIbHOMN
paboThI
Coznanue ciayyailHbIX YnCe Jlexuus He BBITIOJTHEHUE
MIPEelyCMOTPEHO nabopaTopHOit
paboThI
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[TpoTokoibl ayTeHTHDUKATIUN Jleknug-auanor He BBIIIOJIHEHHE
MPEAYCMOTPEHO TecTa

Ha npakTtudeckux 3aHATHSAX MPUMEHSIOTCS ClEyIoUMe 00pa3oBaTeIbHbIE TEXHOJOTHHM:
VMHTEpPaKTUBHBIC JICKIIUH, IPYIIIOBBIE JUCKYCCUU, TEMATUYECKUE TUCKYCCHH, TPYIIIOBAasi KOHCYJIbTalU.

Ha naGopaTopHbIX 3aHATUSAX NPUMEHSIOTCS pOJIEBBIE UIPBI, y4alllUecs paccMaTpUBAIOT
PUMEHEHHE KpUNTOrpapUUeCKuX alrOpUTMOB, aTaKM HA HUX U MEPHI 3aLIUTHI, IPUMeEpsis Ha ceOst poiu
YYaCTHUKOB MH(POPMALMOHHOIO 0OMEHa U KPUIITOAHAIUTUKOB.

Y4eOHble 3aHATHS MO JUCIHMIUIMHE MOTYT IPOBOJUTHCA C NMPUMEHEHHEM HH()OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ~ CETEH MpH  OMOCpeJOBaHHOM (Ha PACCTOSHUU) HWHTEPAKTUBHOM
B3aUMOJICHCTBUU OOY4AIOIIMXCS W TperojaBarelis B pexuMax ONn-line B ¢opmax: BHICONCKIHI,
JCKIUH-TTPE3CHTAIH, BUJICOKOH(PEPEHINH, COOECeIOBAaHUS B PEKUME YaT, opyMa, 4aTa, BBITOTHEHHSI
BUPTYaIbHBIX MPAKTUYECKUX U/UIHU TA0OPATOPHBIX pabOT U JIp.

MakcumanbHblii  00beM  3aHATHH  OOydYalomIerocs ¢ MPUMEHEHUEM AJIEKTPOHHBIX
00pa3oBaTEeNbHBIX TEXHOJIOTUI HE JIOJDKEH MPEBHIATh 25%.

6.2. UndopManiuoHHbIe TEXHOJIOTHHI

[Ipun opranuzanuu y4eOHOW ¥ BHEYy4eOHOW paGOTBHI HCIIOIB3YIOTCA BO3MOKHOCTH CETH
WurepHeT, yaeOHBIE ITOCOOUS U IUTEPATypa B JIIEKTPOHHOM BHjIE, Ipe3eHTanun. OTIpaBKka OTYETOB U
pedepaToB Ha mpoBEpPKY BO3MOXKHA Ha 31eKTpoHHbIH anpec (Kafedra_ib_agu@mail.ru).

[Tpu peanuzanuu pa3aMuHbBIX BUAOB YU€OHOM U BHEYUY€OHOU PabOTHI UCTIOIB3YIOTCS
clieAyromue NHPOPMAIIMOHHBIE TEXHOJIOTHH:

- HCHOJb30BAaHUE BO3MOXKHOCTEM UHTEpHETa B Y4eOHOM Impolecce (UCHOJIb30BaHUE
nHGOPMAIIMOHHOTO CaifTa mperoaaBatens (pacChlUlka 3alaHHid, MPEIOCTABICHUE BBHIMTOJIHEHHBIX
paboT, OTBETHI Ha BONIPOCHI, 03HAKOMJICHUE YHAIIUXCS C OI[EHKAMH U T.1.));

- HUCIOJNIb30BaHUE OHJIEKTPOHHBIX Y4YEOHHMKOB U pa3jIMyHBIX CcaiiToB (Hampumep,
ANEKTPOHHBIE OMOIMOTEKHU, KYPHAJIBI U T.J.) KAK HCTOYHUKOB HH(OpMaIny;

- HUCIOJb30BAaHUE BO3MOXHOCTEHN 3JIEKTPOHHOM MOUTHI IPENOAaBaTes;

- UCIIOJIb30BAaHUE CPEJICTB MpeACTaBlIeHUs ydeOHOM MHpopManuu (3JIEKTPOHHBIX
y4eOHBIX MOCOOMI M NMPaKTUKYMOB, MPUMEHEHHE HOBBIX TEXHOJOIMH JJs NMPOBEIACHUS OYHBIX
(TpaAMIIMOHHBIX) JIEKIUH U CEMUHAPOB C UCIIOJIb30BAaHUEM MPE3EHTALUHN U T.1.);

- UCMOJIb30BAaHUE  HMHTETPUPOBAHHBIX  00pa3oBaTeNbHBIX  CpeA, TIJe  IJIaBHOM
COCTABJISIOUICH SBISAIOTCA HE TOJBKO MPUMEHSEMbIE TEXHOJIOTUH, HO U COJIepKaTellbHasl 4acTh, T.€.
MH(OPMAIMOHHbBIE PeCypChl (JIOCTYNl K MHUPOBBIM MH(POPMALMOHHBIM pecypcaM, Ha 0aze KOTOpBIX
CTPOMTCS y4eOHBIH Mpoliecc);

- UCMOJIb30BaHUE BUPTYaJbHOM oOyuaromend cpenpl (WM CHCTEMBI  YIpaBJIEHUS
oboyuennem LMS Moodle «DnexTpoHHOe 00pa3oBaHWE») WM MHBIX WH()OPMAIMOHHBIX CHCTEM,
CEPBHUCOB U MECCEHIKEPOB|

6.3. IIporpammHoe o0ecrieyeHne, cOBpeMeHHble NpodeccHOHATbHbIE 0a3bl JaHHBIX
U HH(OpMalMOHHBIE CTIPABOYHbIE CHCTEMbI

6.3.1. [IporpamMHoe obecnieuenmne
HaumeHnoBaHMe mporpaMMHOTO
o0ecrnievyeHus

Adobe Reader | [IporpaMma 1t poCcMOTpa IEKTPOHHBIX TOKYMEHTOB

[Tnatdopma auctannnonHoro | BupTyanbHas oOydarorias cpena
obyuenns LMS Moodle

Haznauenue
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Mozilla FireFox | bpayzep

Microsoft Office 2013, | Oduchas nporpamMma

Microsoft Office Project 2013,
Microsoft Office Visio 2013

7-zip | ApxuBarop
Microsoft Windows 7 Professional | Onepannonnas cucrema
Kaspersky Endpoint Security | CpecTBO aHTHBHPYCHOM 3aI[MThI
Microsoft Visual Studio | Cpena pa3paborku

6.3.2. CoBpemMeHHbI€e podeccHoHAIbHbIE 0a3bl JAHHBIX M HH(POPMAINIMOHHBbIE CIPABOYHbIE
CHCTEMBI
— DmnekTtpoHHbIi Katanor Hayunoit 6ubnumoreku AI'Y na 6aze MARK SQL HIIO «HUudopm-
cuctemy»: https://library.asu.edu.ru.
— DnektponHblii kKatanor «Hayunsie sxypHansl AI'Y»: http://journal.asu.edu.ru/.
— YHuBepcaibHas CIpaBOYHO-WH(GOPMAIIMOHHAS TOJTHOTEKCTOBas 0a3a JaHHBIX MEPUOTNICCKUX
m3nannit OO0 «MBUC»: http://dlib.eastview.com/
— DrekTpoHHO-OMOMMoTeuHas cucrema elibrary. http:/elibrary.ru
— CnpaBounas npaBoBas cucrema KoncynprantlLimtoc: http://www.consultant.ru
— HudopmarnmonHo-nipaBoBoe obecneuenue «Cuctema TAPAHT»: http://garant-astrakhan.ru

7. ®OHJ]1 OHEHOYHBIX CPEACTB /151 NIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N IMTPOMEXYTOYHOU ATTECTAIIH 1O JUCIHUIIVIMHE (MOAY JIIO)

7.1. llacniopT (poHAA OLIEHOYHBIX CPEICTB

IIpu mpoBeneHMM TEKYLIETO KOHTPOJS M IPOMEKYTOYHOM arTecTaluu 10 JUCLUIUIMHE
(Momymo) «MeToapl M CpencTBa KpUNTOrpadUvecKkodl 3amuThl HMHPOPMALUU» MPOBEPIETCS
c(OPMHUPOBAHHOCTh Y 00YUYAIOLIMXCS KOMIETEHIMH, YKa3aHHBIX B pa3zieie 3 HaCTOALIeH MporpaMMBbl.
OranHOCTh (OPMUPOBAHUS TaHHBIX KOMIIETEHIIUI B ITpoliecce OCBOCHUS 00pa30BaTeIbHON MPOTrpaMMbl
OIpeJIeIAeTCs MOCe10BaTEeIbHBIM OCBOCHUEM JTUCIUILINH (MOAYNEH) U MPOXO0XKIEHUEM MPAKTHK, a B
MPOIIECCEe OCBOCHUS TUCIUIUTUHBI (MOIYJIST) — TIOCIIEA0BATEILHBIM IOCTH)KEHUEM PE3YJIbTATOB OCBOCHHS
COJIepKaTeIbHO CBSI3aHHBIX MEXIY COOOM pa3zenoB, TeM.

Tab6auna 6. CooTBeTcTBMe pa3lesoB, TeM JAMCHUIVIMHBI (MOAYJIsl), Pe3ybTaTOB 00y4eHHUsl
10 JMCHHUIIHHE (MOYJII0) M OLIEHOYHBIX CPeICTB

Ne /i1 Kontponupyemslie pa3aeinbl Kona xonTponupyemoit HaumenoBanue
JTUCITUTUIINHBI (MOJTYIIS) KOMIIETCHIINH (KOMTICTEHITUH) OLIEHOYHOTI'O CPEJICTBA
1. | ANropuTMbl pactpeae/ieHus KIrouen OIIK-9 KonTponbHas pabora
OUII (3nexTpoHHO-1IM(POBaAst HOANKCEH)
2. | TpamuuuoHHBIE cummetpuunsle | OITK-9 JlaboparopHas padota
10021 31

CoBpeMeHHbIE CHMMETPUYHBIE ITU(PHI
AcHMMeTpHYHBIE KPUIITOCHUCTEMBI
Onnonanpasnennsie XOL-pyHKimm
Koasl ayreHTH(UKAIIMKM COOOIICHHMIA-
(MAC)

Cosznanue ciry4aiHbIX YHCEN
[Iporokomns! ayTeHTHHUKAITIT

3. | Beenenne. Kpunrorpadus kak | OIIK-9 TectupoBanme
MEXaHH3M 3alUThI
[TpoTokoibl ayTeHTHDUKAITTN

[[Ipumeuanue: oannas mabruya 3anonusemces 6 coomeememesuu ¢ madauyei 3



https://library.asu.edu.ru/
http://journal.asu.edu.ru/
http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
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7.2. Onucanne nokasaresjieil 1 KpUTepUeB OLEHUBAHUS KOMIIETEHIMHA, ONMCAHNE LIKAJI

OICHUBaAHUA

Tab6uanna 7. IlokazaTean onleHUBAHNUS Pe3yJIbTATOB 00y4YeHHUsI B BU/e 3HAHUI

[xaia
Kputepuu oneHuBaHus
OLICHUBAHUS
JEMOHCTPUpPYET TIIyOOKOe 3HAHUE TEOPETHYECKOro MaTepuana, YMCHHE
5 000CHOBaHHO HM3JIaraTh CBOHM MBICIIH 110 00CYXJIaeMbIM BOIIPOCAM, CIIOCOOHOCTb
«OTJIMYHO» | MOJIHO, MPAaBWJIBHO M apryMCHTHUPOBAHHO OTBEYaTh Ha BOIMPOCHI, MPHUBOIUTH
HIpUMEPBI
4 JEMOHCTPUPYET 3HAHHE TEOPETUYECKOr0 MaTepHaia, €ro IOCIIeJI0BaTeIbHOS
«xopoIoy U3JI0KECHUE, CIIOCOOHOCTh IPUBOAUTH IPUMEPBI, IOITYCKAeT ANHHYHbIC OLINOKH,
UCIIPABJISIEMbIC TIOCIIC 3aMEYaHUsI ITPEroIaBaTelIs
3 JAEMOHCTPUPYET HEMOJIHOe, (PparMeHTapHOE 3HAHUE TEOPETUUECKOTO MaTepuala,
«yoBETBOpI TpeOytolliee HABOASIIMX BOIPOCOB MPEIOAaBaTENsl, JOMYCKAeT CYIICCTBCHHBIC
TenLHOY OMIMOKA B €ro H3JIOKCHUH, 3aTPYAHSCTCS B NPUBEICHHH IPHMEPOB U
(hOopMyIHPOBKE BBHIBOJIOB
2 JAEMOHCTPUPYET CYLIECTBEHHBIC IPOOEIIbI B 3HAHHH TEOPETHUECKOTO MaTepHaa,
«HEY/IOBJICTBO | HE CIIOCOOCH €ro U3JI0KUTh U OTBETUTh HAa HABOJSIINE BOIIPOCHI IIPEMOIaBaTelIsl,
PHUTEIBHO» | HE MOXKET IPUBECTH IPHUMEPhI

Tab6auna 8. [loka3zaTesn olleHUBaHNUS Pe3yJIbTATOB 00y4eHHs] B BH/le YMeHHIi U BJIa/IeHUI

[xaina
Kpurepuu onenuBanus
OLICHUBAHMSI
5 J€MOHCTPHUPYET CHOCOOHOCTh MPHUMEHATh 3HAHHE TEOPETHUYECKOro MaTepuana
COTIHOy | TPH BBIIOTHEHIH 33/IAHHUH, IOCIE/I0BATELHO U IPABUIILHO BBIIOJIHACT 3a/1aHN,
yMeeT 000CHOBAaHHO M3J1araTh CBOM MBICIIH U AeJaTh HE0OXOAUMBbIE BBIBOIbBI
JEMOHCTPUPYET CIIOCOOHOCTh NMPUMEHSATh 3HAHHE TEOPETUYECKOTOo Marepuasa
4 IIPU BBINOJIHEHUH 3aJaHUH, TIOCIIE0BATEBHO U IIPABUIBHO BBIIIOJIHACT 3a1aHMS,
«&opomOoN yMeeT 00OCHOBaHHO M3JlaraTb CBOM MBICIM U J€JaThb HEOOXOAMMBIE BBIBOJBL,
JONyCKAaeT  €AMHWYHbE OWMOKM, HUCHpaBIseMble IOCIE  3aMe4yaHus
IIpEeno1aBaTelis
3 JEMOHCTPUPYET OTHEIbHBIC, HECHUCTEMATU3UPOBAHHBIC HABBIKU, HCIIBITBIBACT
«yZIOBJIETBOPH | 3aTPyJHEHUS U JIONYCKAeT OUIMOKM MpPH BBINOJIHEHWU 33JaHUN, BBIOJIHSAET
TEJIbHO» 3aJJaHMe 110 MOJICKa3Ke MPernoJiaBaTess, 3aTpyAHsAeTCsl B GOPMYIHPOBKE BBIBOJIOB
2 He CI0COOEH MPAaBUIIBHO BBIITOJIHUTD 33JaHUS
«HEYIOBJIETBO
PUTEIBHO»

7.3. KOHTpOJII)Hble 3a/IaHUA U MHBIC MaTEepHaAJIbI, HCOﬁXO}IPlMLIe AJIA OIIEHKH PE3yabTaTOB

0o0yuyeHus1 MO0 TUCHMILINHE (MOIYJIIO)

Tema «BBenenne. Kpunrorpagus kak MexaHu3M 3alIUThI»

1. BxogHoe TecTUpPOBaHHE
ITpumepHBbIe TECTOBBIE BOTPOCHI

TB | HB Bonpoc/OTBer
1 1 HecaHKIIMOHMPOBAHHOE KONMMPOBAHUE IPOTPAMM U TAHHBIX SIBISETCS:
Hapymennem paboTocrnocoOHOCTH KOMIBIOTEPHOM CETH.
[TpennamepeHHo# yrpo30ii KOHPHUACHIIMATHHOCTH HH(POPMAIIHH.
Yrpo30ii HapymIeHUs IETOCTHOCTH HH(POPMAIIHH.
HapymienneMm 11e10CTHOCTH KOMIIOHEHTA MJIM PECypca CUCTEMBI.
1 2 «Mackapaay mpeACTaBIsIET COOOI:
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TB | HB Bonpoc/OTBer

Crioco6 1 pueM HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

YTpo3y LEeT0CTHOCTH U pabOTOCHOCOOHOCTH CUCTEMBI.

Paspymenne nHpopManum, BI3BaHHOE BUPYCHBIMU BO3ACHCTBUSIMH.
Kpaxy MarHuTHBIX HOCHUTEJIEH, coJiepKallliX KOH(QUASHINAIBbHYIO HH(OPMALIHIO.
1 3 «TpostHCKUM KOHBY - 3TO:

[Tporpamma pacmmdpoBKH MHUPPOTEKCTA.

[TporpammMa xuuieHus HHPOPMALIMU U pa3pyLICHHs] IPOrPaMMHOI0 00ecredeHusl.
[Tporpamma creranorpauueckoro 3aKpbeIThs HHGOPMAITUH.
ITporpamma mudpoBanust HHGOPMALIUK METOJJOM I'AMMHUPOBAHMSL.

1 4 Co3anue 3aMKHYTOW CpeJIbl HCTIOJIHEHHSI TPOrpaMM 00eCIeUnBACT:
3aluTy OT BpEIOHOCHBIX IPOrpaMM (BUPYCOB, «4epBEi» U T. 11.).
ITpenoTBpaniacT HanaJcHUE Ha annapaTHbIe CPEICTBA.

O6JieryaeT npouecc aIMUHUCTPUPOBAHMUSL.

ITpeoTBpaniaeT NOMEXH B JMHUM CBSI3U.

1 5 [IpaBuia 00paboTKM HHPOPMALIUH SIBISIOTCS:

MopanbHO-3THYeCKON Mepoii 6€301aCHOCTH.
AnnapaTHO-IpOrpaMMHBIM CPEJICTBOM 3aIIUTHI.

ITpaBoBOi#t 3a1TMTON MHGOPMAIIHH.

AJIMUHHCTPAaTHUBHOW MEPOM 3alTUThl HHPOPMAIIHH.

1 6 Pasrpanndenue nocrymna k pecypcam ACDV otHocuTcs K:
DU3MUECKUM MepaM 3alUThl UHQOPMAIUH.
AnnapaTHO-IIpOrpaMMHBIM CPEJICTBAM 3alUTHI.

ITpaBOBBIM MEpaM 3aIUTHI.

MopanbHO-9THUYECKUM MEpaMm 3allluThl.

1 7 KOHTpOJIb IETOCTHOCTH JAHHBIX OCYIIECTBISAETCS C IOMOIIBIO:
Kpunrorpadguueckinx MeTo10B 3aIIUTHI.

ITpaBOBBIX METO/IOB.

AJIMUHUCTPAaTUBHBIX METOJOB 3aILUTHI.

DU3NYECKUX METOJIOB 3aIIUTHI.

1 8 OpnHoKIIIOUEBasi KpUINTOCUCTEMA SIBIISIETCS:

AcCUMETPUYHON KPUNITOCUCTEMON C OTKPBITHIM KIHOYOM.
KpunrocucrteMoit ¢ 3aKpbITbIM KIFOYOM.

CHMMETPUYHOHN KPUIITOCUCTEMOM.

1 9 DyHIaMEeHTAIbHOE MTPaBUJIO0 KPUIITOAHAIN3A 3aKIH0YAE€TCs B TOM, YTO:
CroiikocTh mudpa onpeaenseTcst TOJIbKO CEKPETHOCThIO KIIFOYA.
OTCYTCTBYET aNTrOpUTM HIM(PPOBAHUS.

KpunroaHaauTuk He UMEET B CBOEM PACHIOPSHKEHUHU OTKPBITBIN M NIH(DPOTEKCT.
10 Cucrembl HASHTU(UKALMY U ayTeHTH()UKALMU TOJIb30BaTeNIel OTHOCATCS K
DU3NYECKUM METOJIaM 3alUThl KOMIIBIOTEPHBIX CETEU
AnmnapaTHo-IIporpaMMHBIM CpeicTBaM 3aIlUThl HHPOPMALIUU
AJIMUHUCTPATUBHBIM METOJIaM 3al[UThI

ITpaBOBBIM METOZAM 3aILUTHI

Tema «TpaaguuuoHHbIe CHMMETPHYHBIE IIUPPLD)
1. Jlaboparopnass padora «lIporpamMmHas peanuzamus JOOOTO TPATUIIMOHHOTO IHdpa
IIEPECTaHOBKN»
3ananue:
PazpaGotare mnporpammy, peaju3yloIlyld OAMH U3 TPAJAULIUOHHBIX CHMMETPHUYHBIX IIH(POB
MEPECTaHOBKHU: peain30BaTh MPOLEAYPHI 3alIM(PPOBAaHUS U pacIIMPpPOBAHUS.
KoHTpobHbIE BOIPOCHI:
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e [lonsrue mudpoBanus, Kio4a MUPPOBAHUS, KPUITOCTOWKOCTH.
e [lepecranoBka, 3aMeHa, FaMMHPOBAaHUE, METO/I AaHATUTUYECKUX MPEOOPa30BAHUIA.
2. JladopatopHasi padora «lIporpammuas peanu3ais JO00OTO TPATUIIMOHHOTO IHdpa
oJTHOANI(DaBUTHOM 3aMEHBI»
3amanue:
PazpaGorare mporpamMmy, pealu3yIONIyl0 OIMH U3 TPAAULUOHHBIX CHMMETPHUYHBIX MHU(PPOB
MEPECTaHOBKHU: Peain30BaTh MPOLEAYPHI 3aIU(PPOBAHUS U pacIIUPPOBAHUSI.
KoHTposibHBIE BOIIPOCHL:
e [lonarue mmdpoBanus, Kiroua MUPPOBaHUS, KPUIITOCTOHKOCTH.
e IlepecranoBka, 3aMeHa, FaMMHPOBAaHUE, METO/I aHATUTUYECKUX MpeoOpa3oBaHUil.

3. JlaGopatopnas padora «lIporpammuas peanu3amus J000TO TPAAUIIMOHHOTO MIH(pa
noraihaBUTHOMN 3aMEHBI
3amanue:
Pa3paborate mnporpammy, peamu3ylOIIyl0 OAMH W3 TPAJAULHUOHHBIX CHMMETPHUYHBIX MIH(PPOB
MEPECTAaHOBKHU: PEATM30BaTh MPOIEAYPHI 3aIIH(PPOBAHUS U paCIIHPPOBAHUS.
KoHTpoJibHBIE BOITPOCHI:
e [lonsrue mmdpoBanus, Kio4da MUPPOBAHUS, KPUTITOCTOWKOCTH.
e [lepecranoBka, 3aMmeHa, TaMMHPOBAaHHUE, METOJ] AHAIUTUYECKUX MPEe0Opa30OBAHMIA.

4. JlaGopaTopHas pabdora «Kpunroanamus»
3anaHue:
Hanmmcate mporpammy nemmdpoBaHuss mHUQPTEKCTa, 3amU(pPOBAHHOTO TPAJUIHMOHHBIM MIHU(PPOM.
IIpenycMoTpeTh BO3MOXKHOCTb BBOJIA TEKCTa KAK MHTEPAKTUBHO € KJIABUATYpPbI, TaK U U3 (aiiia.
KoHTposibHBIE BOIIPOCHL:

e [lonsaTue KpunToaHaau3a

e B yem 3axmouaercs mudpoBanue Meto oM Brkunepa

e B uyeMm 3axirodaercs KpUNTOAHAIN3 TEKCTa, 3alIM(pOBAaHHOTIO MeTo oM Binkunepa?

Tema «CoBpemMeHHBIC CHMMeTPHYHbIE (DB

1. Jla6oparopHas padora «[Iporpammuas peanm3arnus anropurma mudposanus DESy
3agaHue:
Hanucatp Ha s3bIKE€ BBICOKOTO YpOBHS Mporpammy, KoTopas Obl peaJu30BbIBaJila aJITOPUTM
mmdposanus/pacumdposanus DES
KoHTposibHBIE BOIIPOCHL:
1. Cetp DeiicTens
2. O6mras cxema DES
3. Cozianue noaxiIroden
4. Henocratku asoiinoro DES
5. Tpoitnoii DES ¢ nByms kinrodam

2. JlabdopatopHas padora «IIporpammuas peanuszanus anropurMa mugdposanus [OCT Marmay
3anaHue:
Hanmcate Ha s3bIKe€ BBICOKOTO YPOBHS NpOrpamMMy, KOTOpas Obl peaau30BBIBANIA aAJTOPUTM
mgpoBanus / pacudpoBanus «Marmay
KoHTpobHbIE BOIPOCHI:
1. O6mas cxema, ¢pynkuus F, renepanus kitouei.
2. OCHOBHBIE PEXHUMBI ITUPPOBAHUS
3. OcHosuble paznuuns mexxay 'OCT u DES.
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3. JladopatopHasi pabora «lIporpamMmHas peanusauusi anroputma mudpoBanus ['OCT
Ky3neunk»
3ananme:

Hanucate Ha s3bIK€ BBICOKOTO YPOBHS HPOTrpaMMy, KOTOpas Obl pealu30BbIBajla aJITOPUTM
mmdpoanus / pacudppoBanus «Ky3Hednk»

KoHTposbHbIE BOIIPOCHI:

1. Obmas cxema, pynkuus F, renepauus kirodei.

2. OCHOBHBIE PEXXUMBI ITU(DPOBAHUS

3. SP-cetn

1.

Tema «ANropuTMBbI pacnpeaejieHus KIrovei
KonTpoabsHnas padora 1

Bonpoce! k koHTpoabpHOU padoTe Ne 1:

1.

SRl

©o

10.

11.

12.

13.

14.
15.
16.

17.

18.

Kpunrorpadus — kak MexaHu3M 3aiiuThl HHpopManuu. bezonacHocTs HHGOpMALUY U 3alUTa
uHpopmanuu. OcHOBHBIC HapylieHus O6e3omacHocTh. [lonuTrka 6e30macHOCTH. Y I3BUMOCTb,
aTtaka, puck. Knaccugukanus cereBbix artak. Bujipl akTUBHBIX aTak. MeXaHHU3MbI U CEpBUCHI
0€30I1aCHOCTH.

Onpenenenus wmudpa, kiaoda mudposanusa. Ilonstue kpunroananuza. OCHOBHBIE THUIIBI
KPUNTOAHATUTUYIECKOTO BCKPBITHs. Kareropuu BCKpBITUSI KPUIITOAITOPUTMOB. besycioBHas u
BBIUUCIIUTENbHAsT KPUITOCTOMKOCTh. OCHOBHBIE TpeOOBaHMs K LIM(pam JUIsl KPUOTO3ALIMUTHI
uHpopmanuu. OCHOBHBIE TUITBI MIH(POB.

HIudpsl nepecTaHOBKHM: CcKHUTada, TaOiauuyHoe IM@poBaHUE, [JBOWHAs IEpEeCTaHOBKa,
Maruyeckue KBaJparsbl.

HIudpsr npocroit 3aMeHsl: NoauOMaHCKUN KBajpaT, cuctema llesaps, addunnas cucrema
Lle3aps, cucrema llezapsi ¢ KiIro4eBBIM CIIOBOM, Tabnumbl Tpucemyca, OMrpamMMHBIA mUpp
[Tnetideiipa.

Kpunrocucrema Xunna.

Cucrema oMO(OHOB.

[Mudper cnoxHoi 3amensl: mudp ['poHcdenbaa, cucrema Burkunepa, OBOIHON KBagpat
Yuncrone, merox BepHama. PoTopHble MalliuHBIL.

OpnHopa3zoBas cucTeMa MHUPPOBaHUSL.

Metoa raMMupOBaHHUSL.

HeoOxonuMble U 10ocTaTOUHbIE YCIOBUS HEACMIM(PPYEMOCTH CHCTEM HIM(POBAaHUS, MOHSITHS
mupdy3un U KoHpy3uu. [lomomHUTENbHbIE TpeOOBaHHUS K alrOpuTMaM IMIH(PPOBaHUS TPH
ucnonbszoBanuu OBT.

®opmanbable Moaenu wmHdpoB. Croitkocts mugppoB. CosepuieHHble MmuUpPLL. Teopema
[[Tennona. [IpakTuueckast CTOMKOCTH mudpa.

Certp QeiicTens: apXUTEKTypa CeTH, C€Th C HECKOJIBKUMU PayHIaMH, pa30aaHCUPOBAaHHAs CETbh,
reTepOreHHbIE U TOMOTE€HHBIE CETH.

Anroputm DES: npuHumnel pa3paboTku, oOmas cxema, HadalbHas MEpecTaHOBKa,
peoOpa3oBaHUs OTICIBHOIO payHa, CO3aHKe MOAKIIoUeH, AemudpoBanne, mpodiemsr DES,
HenoctaTku aBoiiHoro DES (ataka «BcTpeda mocepeanney), TpoitHoit DES ¢ nByms kimrouamu,
cy1a0ble KIIFOYH.

Anroputm 'OCT 34.12—2015: o6mas cxema, ¢pyHkuus F, reHeparust Kiro4ei.

Ocnosnble pexumsbl mudpposanus 'OCT 34.12—2015.

Breipabotka wmurToBctaBku B ['OCT 34.12—2015. OcHoBuble paznmuus wmexay [OCT
34.12—2015 u DES.

Anroputm AES Rijndael: ucnonszyemble MareMaTHueCKie MOHATHUS, KPUTEPUU Pa3pabOTKH,
MOHSTHUE CJIOS, MTOHSTHE COCTOSTHUS, KJII0U IM(POBAHUS, YHUCIO PAyHIIOB, CO3JaHUE KIItOUei
payHa, pacmupenue kioya. [Ipenmyiectsa anropurma.

[IpeoOpazoBanms paynaa B anroput™me Rijndael (ByteSub, ShiftRow, MixColumn, croxenue ¢
KJIIOYOM payH/a), Ipe/IBapuTeIbHOe 3a0eIMBaHUe C UCTIOJIb30BaHUEM KITHOYa.
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19. Pexxumbl BBIOJIHEHUs aaroputMoB cummerpuunoro mmdposanus (ECB, CBC, CFB, OFB).
PacnipocTpanenue ommook.

20. O0benunenne OmouyHBIX mHK(ppPOB. [[BoiiHOe W TpoiHoe muppoBanue (c 2 KiIO4YaMu, ¢ 3
KII0YaMH, C MHUHHMAQJIBHBIM KIIO4OM). Pexxumbl TpoiiHoro mmdpoBanus. OrtOennBaHHe.
MHorokpaTHoe N0oCjIe10BaTeIbHOE UCII0Ib30BaHUE OJIOUHBIX aJITOPUTMOB.

21. Anroputmbl pacrpeznenceHus kimodei. [lonsTue macrep-kiroda. AIropuT™M oOMEHa KIIOYOM
HMuddu-Xennmmana.

2. JlabdopatopHasi padora «I[Iporpammuas peanusanus anroputma mudposanus AES»
3amanue:
Hanmcate Ha s3bIKE€ BBICOKOTO YPOBHS NPOTpaMMy, KOTOpas OBl pealn30BbIBaJia aJTOPUTM
muppoBanus/pacuuppoBanus AES
KoHTposibHBIE BOIIPOCHL:
1. Kputepuu pazpaboTku.
2. TloHaTHs COCTOSIHUS.
3. Kirou mudpoBanwms.
4. Yucno payHaoB.
5. [Ipeumy1iecTBO alropuTma.

Tema «AcMMMeTPUYHbIE KPUNITOCUCTEMbD)

1. Jlaboparopnas padora «IIporpammuas peanu3zaius J11000ro aCHMMETPUYHOTO MHU(PPar
3ananue:
Hamucath Ha s3BIKE BBICOKOTO YPOBHSI IIPOrpaMMy, KOTOpas Obl pean30BBIBAJIa aCUMMETPUYHBIN
anroputM mudpoBanus/pacmdpoBanus (Harpumep, anroput™ RSA, Dib-I"amas)
KoHTposibHBIE BOIIPOCHL:
1. [ToHsiTHE aCHMMETPUYHOTO IU(POBAHUS
2. JIoCTOMHCTBA, HEJIOCTATKH
3. Anroputm RSA
4. Anroputm Dnb-I"amans

Tembl «OanonanpasiieHHble X -pynkunn»,
«Koaw! ayrenTudurxanun coodmennii-(MAC)»
1. JlaGopartopHas padora «I[Iporpammuas pazpaboTka cucTeMbl 0OOMeHa COOOIICHUSIMU C KOJIaMU
ayTeHTU(UKAIUNA COOOIIEHUI
3anaHue:
HanucaTp Ha si3bIKe BBICOKOTO YPOBHS MpOTpamMmy, KOoTopasi Obl MMUTHpOBaJia Mepeaady TEKCTOBBIX
COOOIIEHNH, a TaKKe peaJn30BhIBAJIAa TPOBEPKY WX IEJIOCTHOCTH W AyTeHTHYHOCTH. Jlis
dbopmupoBanust MAC MoxeT OBITh HCIIONB30BaH JHO00W alrOPUTM, B T.4. HA OCHOBE MCIOJIB30BaHUS
X3~ yHKIUH.
KoHTponbHbIe BOIPOCHT:
1. CBoiicTBa 6€30MaCHOCTH: 1I€IOCTHOCTh, AyTEHTUYHOCTh, HEOTKA3yEMOCTb.
2. [NonsTue xenr-QyHKIUU, ANTOPUTMBI, KOJUTH3UH.
3. [lonsatne MAC, aJlrOpUTMBI.

Tema « LTI (3;1eKTpOHHO-LIMPPOBAS MOANUCH)»

1. KontpoabHasi padora 2
Bonpock! k koHTpoabHOM padoTe Ne 2:

1. OcHoBHBIE TpeOOBaHMS K aIrOpuTMaM aCUMMETpPUYHOro mugpoBaHus. OCHOBHBIE CIIOCOOBI
HCIOJIb30BaHUS aJTOPUTMOB C OTKPBITHIM KiIIouoM. KpunroaHanus aJropuTMOB C OTKPBITBHIM
KJIFOUOM.

2. Aunroputm RSA: ONHUCaHue aNropuT™a, BBIYUCIIUTEIIbHBIE aCIIEKThI
mmdpoBanus/pacnPppoBaHUs U CO3JJaHUS KIII0UEH, KpUITOAHAIN3 AJITOPUTMA.
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3. Cxema mmdpoanus Db ['amans.

4. KoMOWHHpOBaHHBIN METO MG POBAHUS.

5. Xom-(pyHKIMH: OCHOBHBIC TPEOOBAHUS, IPOCTHIC XAII-(DYHKIIUU, TAPATIOKC «THEH POKICHUS.
Hcnonws3oBanue nenoyku 3ammupoBaHHBIX 0JI0KOB, X31I-pyHKius PabuHa.

6. Xom-¢pynuus MDS: noruka Beimonnenus. Otauuus ot xam-¢pynkuun MD4.

7. Xom-pynums SHA-1: noruka Beimonaenus. Cpasaenne MDS5 u SHA-1.

8. Xom-¢pyuuus SHA-2: noruka BEITIOTHEHUS.

9. Xom-dynkius 'OCT 34.11: moruka BBIIOJHEHUS. AJTOPUTM 00paOOTKH OJTHOTO OJIOKa.

10. Tpe6oBanust k MAC.

11. MAC Ha ocHOBe aJITOPUTMa CHUMMETPUYHOTO MU (POBAHHUSL.

12. MAC Ha ocHoBe xauI-pynkuun, HMAC.

13. DUII: onpenenenue, npeaHa3HauYeHNEe, COCTAB.

14. Anroputmsl DIIT: RSA, EGSA (Onb INamans), DSA, TOCT.

Tema «Co3nanue cirydaiHbIX YHCED

1. JlaGopatopuasi paGora «lccrenoBaHue CBOWCTB JIOOOr0 TeHepaTopa ICEeBAOCITYYaiHbBIX

qHCeI
3ananue:

PeanuzoBats 111000¥ reHepaTop nceBAOCTydaHbIX yncell. McciaenoBarh CBOMCTBA TeHEpaTOpa.
KoHTpoibHbIe BOIPOCHI:

1.

2.
3.
4

1.

TpeboBanust k cimyuyaiineiM ynciiam (CY).
Ucrounnku CY.

I'enepatops! nceBno-CY.
Kpunrorpaduuecku cozgannsie CY.

Tema «IIpoToko0JIbI ayTeHTH(PUKAMN»
Hrorosoe rectupoBanue

HpI/IMepHHC TECTOBBIC BOIIPOCHI:

TB

HB Bonpoc/OTBer

2

1 | HIndpoBaHue nepecTaHOBKOM 3aKJIIOYAETCS

IlepecTaHOBKE CUMBOJIOB NIM(PPYEMOT0 TEKCTA MO ONPEEIIEHHOMY IPABUITY
3aMeHe CHMBOJIOB IU(PYEMOTo TEKCTa CHMBOJIAMH TOT'O JK€ MJIU JIPYToro ajngaBuTa
CrnosxeHue cMMBOJIOB IIN(PYEMOTO TEKCTa ¢ CUMBOJIaMU HEKOTOPOU ciydaitHOH
IOCJIE0BATEIBHOCTH

[Ipeobpa3oBanuy MHUQPpPyeMoro TeKCTa N0 HEKOTOPOMY aHATUTUYECKOMY MPaBUITY

2 | IludpoBaHue 3aMeHON 3aKITH0YALTCS

IlepectaHOBKE CHMBOJIOB IU(PYEMOT0 TEKCTA MO ONMPEACIEHHOMY IPaBHITY

3aMeHe CHMBOJIOB MU(PPYEMOTO TEKCTa CHMBOJIAMH TOTO K€ FITH JIPYTOTo aj(aBuTa
CrnoxeHne CUMBOJIOB IIM(PYEMOro TEKCTa C CUMBOJIAMH HEKOTOPOi ciydaiHOM
MOCJIEA0BATEIbHOCTH

ITpeoOpa3oBanuu MUppPYEeMOro TeKcTa o HEKOTOPOMY aHAIUTHYECKOMY MPaBUITy

3 | llnudpoBanne raMMUpOBaHUEM 3aKIIIOYACTCS

IlepecTaHOBKE CUMBOJIOB IIM()PYEMOT0 TEKCTA MO ONPeIeIEHHOMY MTPABUITY
3amMeHe CUMBOJIOB HIM(QPYyEeMOro TeKCTa CUMBOJIAMHU TOTO e WU Apyroro andaBuTa
CrnosxeHue cCMMBOJIOB IIK(PYEMOTO TEKCTa ¢ CAMBOJIAaMU HEKOTOPOH CIydaitHON
MIOCJIE0BATENBHOCTH

[Ipeobpa3oBanuy mugpyemMoro TeKcTa N0 HEKOTOPOMY aHAIUTUYECKOMY MPaBUITY

4 | IludpoBanue aHATUTHYECKUM NTPEOOPA30BAHUEM 3AKITIOUACTCS B
IlepecTaHOBKE CUMBOJIOB IIN(PYEMOr0 TEKCTA 10 ONPEIeIEHHOMY ITPABUITY
3aMeHe CHMBOJIOB IIU(PPYEMOro TEKCTa CHMBOJIAMH TOTO YK€ MJIM IPyroro andaBuTa
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B

HB

Bonpoc/OTBer

CrnosxeHue CHMBOJIOB MIU(PYEMOTO TEKCTa ¢ CAUMBOJIAMU HEKOTOPOM CITyJaitHON
I10CJIEI0BATEIbHOCTH

ITpeoOpa3oBanny muppyeMoro TeKCTa o HEKOTOPOMY aHATUTHYECKOMY MPaBUITY

Pa3mep 1 0c0OEHHOCTH CTPYKTYPbI TaOIUIIBI SIBIISIFOTCS

CpencTBoM /s pa3MelieHus MuppyeMoro TeKcra

Kirouom mmudpa

AnroputMom mudpoBaHus

Marudeckue KBaApPaThl OTHOCATCA K

[udpam raMMupoBaHus

[u¢pam nepecTaHoBKU

[udpam 3ameHbI

u¢ppoBaHus aHATUTHYECKUM NPEOOPa30BaHUEM

Cucrema mudposanwus Lle3aps oTHOCATCS K

[udpam mpocToit 3aMeHbI

[ndpam ci10xHON 3aMEHBI

[IudpoBanuo TaMMUPOBAHUS

[[IndpoBanus nepecTaHoBKON

JloctonncTBoM cuctemsl mudposanus Llesaps

He MAaCKUPYCTC 4aCTOTA IMOABJICHUA 6y1(B OTKPBITOI'O TCKCTA

[TpocroTta mmdpoBanus 1 pacuppoBaHHS

COXpaHSIeTCH aH(I)aBI/ITHBII;’I MOPAJ0OK B ITOCJIICAOBATCIIbHOCTH 3aMCHAIOINX 6YKB

Adunnas cucrema noacraHoBok Llesaps sBisiercs

IudpoBanrem METOI0M MEPECTAHOBKHU

[[IndpoBaHneM METOIOM 3aMEHBI

[IIudpoBanreM raMMUPOBAHUS

10

Hudpyromue Tabauipl Tpucemyca BISIOTCS

[[TudpoBaHnemM METOOM IPOCTON 3aMEHBI

HIndpoBaHreM METOI0M NEPECTAHOBKH

[[IndpoBaHremM METO10M TaMMUPOBAHHUS

IndpoBaHreM METOI0M aHAIUTHYECKOT0 MPeodpa3oBaHus

11

burpammvusiil mudp Inelideiipa sBusiercs

[[TudpoBaHnemM METOIOM EPECTAHOBOK

[InudpoBaHreM METOI0M 3aMEHBI

[[TudpoBaHnemM raMMupoBaHuEM

12

KpI/IHTOCI/ITeMa XuIIa SBIsSEeTCS

[[TndpoBaHremM METOOM IPOCTON 3aMEHBI

HIndpoBaHreM METOI0M NEPECTAHOBOK

[[TndpoBannemM MeTO10M raMMHUPOBAHUEM

udpoBanreM METOI0M aHATTUTHYECKOT0 TPeoOpazoBaHus

13

Iu¢ps! c10KHON 3aMEHBI SABISIOTCS

OpnoandaBuTHRIMU MH(ppaMu

MHoroandaBUTHBIMU MIUPpPaMU

HudpoBanremM raMMIpoBaHUEM

14

Cuctema mugppoBanuem Brxunepa

Cuctema muppoBaHus IPOCTON 3aMEHbI

Cucrema mu@poBaHHEM CI0KHOU 3aMEHBI

Cuctema ogHoan(paBUTHOTO NIM(PPOBAHUS

15

Hudp “nBoiiHol KkBaapaT* YUTCTOHA

[u¢p npocToii 3aMeHsI
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TB | HB

Bonpoc/OTBer

OnnoandaBuTHbIN )P

MHuoroanhaBuTHBIN MUGP

OnHopazoBas cuctema mudpoBaHUsS

AOCOJIFOTHO HAJIe)KHA TIPH CIIYIaitHOM HaOOpe KITro4eit

Ilo3Bomser HaaACKHO IHPI(I)pOBaTL TCEKCThI C MHOTMMH MHJIJIMOHAMH CUMBOJIOB

AOCOTIOTHO HaJIe)KHA MPH BEIOOPE KITIOUEH 10 ONPEeICHHOMY JITOPHTMA

[Iudposanne metogom BepHama siBnsiercs

YactHbIM cydaeM cucteMbl mudposanus [le3aps

YacTtHbIM ciydaeM Tabnuil Tpucemyca

YacTHBIM clTyyaeM O0JIHOPA30BOM cHCTeMON MH(pOBaHUs

HJ’ISI TCHECpUPOBaHUA HEMMPECACKA3YEMBIX JBOUYHBIX HOCHeﬂOBaTeHBHOCTeﬁ KJII0YeH
HCIIOJIB3YCTCA

I'eHepaTopsl IBOMYHBIX IICEBIOCIYYaHBIX ITOCIIEIOBATEIbHOCTEN

AJTOpUTMBI JIJIs pacueTra KIo4ei

JlMHHAS KITI0YeBasi MOCJIEI0BATEILHOCTD, TPE/ICTABICHHAS] B KOMITAKTHOU (hopMe

COBpeMeHHBIe CUMMCTPHUYHBIC KPUIITOCUCTCMBI 6a31/1py}0Tc;1 Ha ITPpUHIOUIIaX

PacceuBanus u NEPEeMCIINBAHHUA

udpoBanust METOIOM MEPECTAHOBKHU

[IndpoBanus METOAOM raMMHUPOBAHUS

Hudposanus nanaeix DES

HMMeeT TOJIBKO OAMH KIFOY JUIMHHOUN 56 OUT

HMeeT mocaemoBaTeabHOCTh KITIOUCH

HMeeT HECKOJIBKO KIIFOYEH NIIUHOU 64 OUT KaXKIbIil

Anroputm DES ocymectisier mmppoBanue

32-0UTOBBIX OJIOKOB JTAHHBIX C IIOMOIILI 64-0UTOBOrO KIIr04Ya

56-0uTOBBIX OJIOKOB TAHHBIX C IIOMOIIBI 56-OUTOBOrO KJIFOYa

64-0UTOBBIX OJIOKOB JJAHHBIX C ITOMOIILI0 64-0UTOBOIO KiIH04a, ¢ 56 3HAYAIIUMHU
ouTamMu

OnHUM W3 OCHOBHBIX peXUMOB paboThl anroputma DES sBisercs

Dnexrponnas kojosas kuura ECB (Electronic Code Book)

[[IndpoBanme 1aHHBIX cO CKOpOCThIO 2,4 Mbut/c

HIndpoBaHue JaHHBIX CO CKOPOCTHIO 4,8 MOuT/C

O,Z[HI/IM N3 OCHOBHBIX PCKMMOB pa6OTLI AJITOpUTMa

OnHUM W3 OCHOBHBIX pe&KUMOB paboThl anroputma DES sBisercs

Cuemenune 6;okoB mudpa CBC (Cipher Block Chaining)

[lIudpoBanue ¢ JenOHUPOBaHUEM KIIHOYa

HIndpoBaHue JaHHBIX CO CKOPOCTHIO 2,4 MOuT/c

1. Kpunrorpadus — kak MexaHu3M 3aluThl HHGopMaluu. besonacHocTh HHPOpPMALIMK U 3aIUTA
uHpopmanuu. OcHOBHBIE HapyleHHus Oe3zomacHocTH. lonuTuka 6e30MmacHOCTH. YSA3BUMOCTb,

aTakKa, pHucCK. KHaCCI/I(i)I/IKaHI/ISI CCTCBBIX aTak. BI/IJII)I aKTUBHBIX aTak. MeXaHu3Mbl U CCPBUCEHI

IlepeuyeHb BONMPOCOB K IK3aMeHY

0€30I1aCHOCTH.

2. Ompenenenus mudpa, kioda mudpoanus. [lonatne kpunrtoaHanusa. OCHOBHBIC THIIBI
KPUINTOAHATUTUYECKOTO BCKPbITUA. KaTeropuu BCKpbITUSA KPUITOANTOPUTMOB. be3yciioBHas u
BBIYUCIIMTENIbHAST KPUNTOCTONKOCTh. OCHOBHBIE TpeOOBaHMs K MHdpaM I KPHUITO3AITUTHI

uHpopmanuu. OCHOBHbBIE TUIIBI MIU(POB.

3. lludpsl mnepecTaHOBKH: CcKHUTada, TabnuyHOe INM(pOBaHWE, MIBOWHAS IEPECTAHOBKA,

Marm4eCKue KBaJapaThbl.
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u¢psr nmpocroii 3aMeHbl: NMoaMOMAHCKUM KkBanapar, cuctema Lleszaps, addunHas cuctema
[e3apst, cuctema lle3apsi ¢ KiI0YeBBIM CIIOBOM, Tabiauibl Tpucemyca, OMrpaMMHBIN muA(p
[Tneiideiipa.

Kpunrocucrema Xumna.

Cuctema oMOQOHOB.

[udpser cnoxuoit 3amensl: mudp ['poHchenpaa, cucrema BumxuHepa, TBOWHON KBajpaT
Yurcrona, merox BepHama. PoTOpHbBIE MallIMHBL.

OpnopazoBas cucreMa MmuQpoBaHUs.

Mertox raMMHUpOBaHUA.

HeoOxonuMble U JOCTaTOYHBIE YCIIOBUSI HEACMU(GPYEMOCTH CHUCTEM IIU(pPOBaHUS, MOHATUS
mipdy3un u koHy3uu. JlomonaHHUTENbHBIE TPeOOBAaHUS K aNropuTMaM MMUGPOBAHHS NPU
ucnons3zoBanuu JOBT.

@®opmanbabie Monenu umdpos. Croiikocts mudpos. Coepmennble mudpsl. Teopema
[lIennona. [IpakTrueckas CTOUKOCTh mudpa.

Cetp QeiicTens: apXUTEKTypa CETH, CETh C HECKOJIBKUMH payHIaMH, pa30alaHCUPOBAaHHAs CETbh,
reTeporeHHbIe U TOMOTEHHBIE CETH.

Anroputm DES: mnpunnmmer pa3paboTku, oOmas cxema, HadalbHas IEepPEeCTaHOBKa,
peoOpa3oBaHus OTAEIBHOIO payHa, CO3AaHue MOAKIIoUeH, AemudpoBanue, mpoodaemsr DES,
Henocratku aBoiiHoro DES (aTaka «BcTpeua mocepeanney), TpoitHoit DES ¢ nByms xirouamu,
cia0bIe KITIOYH.

Anroputm 'OCT Marma: o6mias cxema, GyHKIus F, TeHeparus KIFveH.

Anroput™ 'OCT Ky3neunk

Ocuosubie pexumbl mudpoaaus ['OCT 34.12— 2015.

Bripaborka umutoBctaBku B [OCT 34.12— 2015. OcnoBubie paznuuns mexay 'OCT 34.12—
2015 u DES.

Anroputm AES Rijndael: ucnonszyemble MaTeMaTuuecKue MOHSTUS, KPUTEPUU Pa3pabOTKH,
MIOHATHUE CJIOS, TIOHSATHE COCTOSHUS, KIIOY IU(POBAHMS, YUCIO PAYHIIOB, CO3AaHUE KITIOYEH
payHja, paciupenue kmoua. [IpenmyiecTa anropurma.

[TpeobpazoBanus paynaa B anroput™me Rijndael (ByteSub, ShiftRow, MixColumn, cioxenue ¢
KIIIOYOM payHa), IpeiBapuTeIbHOE 3a0eIMBaHue ¢ UCTIOIb30BaHUEM KITHOYA.

Pesxxumbl BbIMOTHEHUS anroputMoB cummerpudnoro mmdposanus (ECB, CBC, CFB, OFB).
Pacnpoctpanenue ommook.

OO0benuHenue OmouHbIX mHU(poB. JIBoitHOe W TpoiiHOoe mudpoBaHue (¢ 2 KiI0YamMu, ¢ 3
KII0YaMH, ¢ MHMHUMAJIbHBIM KiI04oM). Pexumsl TpoiiHoro mmudpoBanus. OtOenuBaHue.
MHorokpatHoe nocie10BaTeIbHOE UCII0JIb30BaHUE OJIOYHBIX aJITOPUTMOB.

Anroputmsl pacripenenenus kmoueil. [Tonstue macrep-kmoya. AIroputM oOMeHa KIHOYOM
HNuddu-Xennmana.

OcHoBHbIE TpeOOBaHMS K ITOPUTMaM aCHUMMETPUYHOro mudpoBaHus. OCHOBHBIE CITOCOOBI
WCTIOJIB30BAHUS AIITOPUTMOB C OTKPBITHIM KIIFOYOM. KpunToaHam3 airopuTMOB C OTKPBITHIM
KITIOYOM.

Anroputm RSA: ONHMCaHUE aNrOpuUTMA, BBIYNCIIATEIIbHBIC ACIIEKThI
mmdpoBanus/paciPppoBaHus U CO3AAHUS KIIOUEH, KpUIITOAHATIN3 aJITOPUTMA.

Cxema mudposanus b ["amarns.

KomOuHMpoBaHHBIN METO MIH(PPOBAHHUS.

Xs1I-QyHKIMU: OCHOBHBIE TPEOOBAHMUS, MPOCTHIE XAI-PYHKIIMH, TAPAIOKC «IHEH POKICHUSI.
Vcnonp30BaHue 1EMOYKY 3an(ppoBaHHBIX OJI0KOB, X31I-PyHKIMA Pabuna.
Xom-¢pyanussMDS: noruka BeimonaeHuss. OTimmuuns ot xam-gyakuun MDA4.
Xom-¢pyHuusaSHA-1: noruka BeimonHenus. CpaBuenne MD5 u SHA-L.

Xomr-pyHusaSHA-2: 1oruka BBITIOTHEHHS.

Xom-pyukuus 'OCT 34.11: noruka BeInonHeHUs. ANropuT™ 00paboTKH 0JTHOTO OJI0Ka.
Tpebosanust k MAC.

. MAC Ha ocHOBe aJIrOpUTMa CUMMETPUYHOTO IIH(PPOBAHHUS.
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34. MAC na ocnose x>u-pynkiun, HMAC.
35. DUII: onpenenenwne, npeaHa3HauYeHNEe, COCTAB.

36. Anropurmsl DLIT: RSA, EGSA (O Namans), DSA, TOCT P 34.10.

37. TpeboBanus k ciyvaitaeiM unciam (CY). Ucrounmku CY. I'enepaTopsl niceBao-CY.
38. Kpunrorpaduuecku coznannsie CY.

TaGJmua 9 — HpI/IMepLI OLHCHOYHBIX CPEACTB C KJIKYaMH IIPAaBUJIBHbLIX OTBETOB

No
/11

Tun 3apanus

DopMyIHpPOBKA 3aJaHUS

[TpaBuibHBII

OTBCT

Bpewms
BBITTOJTHEHUS
(B MUHYTaX)

becCHOHABEHON NeSITeTEHOCTH

OIIK-9. CriocoOeH npuMEHSTh CpeACTBa KpUNTOrpapuIeckoil 1 TEXHUIECKOH 3aUThl HHPOPMALIH IS
penreHust 3a1a4 Ipoq

1.

3amanne
3aKPBITOrO
TUIIA

Kaxko#t mmdp HE ocHOBaH Ha mHUdpe
Ile3aps?

1. Adwunssi mudp

2. burpammusiii mudp [Ineiidepa

3. Iludpa Bmxunepa

4. Mludp I'poucdenpna

2

5

Kakoii mmudp ocHoBaH Ha wmHUdppe
Le3zaps

1. [Mudp I'porchensna

2. RSA

3. Maruueckuii KBaapaT

4. Ksagpart [onnbus

Kaxas cucreMa
SBIAETCA HauboJjee
B3JIOMY?

1. AES

2. TOCT P 34.12-2015
3. T'OCT 28147-89

4. OmgHOpa30BBIH OIOKHOT

mmdpoBaHus
CTOMKON KO

Moxer M B KpPUOTOCUCTEME

«Marnueckuit KBaapar» hing

mdpoBaHus HCTIOIB30BaThCA

TabJInIIa, JUTST KOTOPOH HE

BBITIOIHSIOTCS TpeOOoBaHHUs 1o

PaBEHCTBY CyMM B

cronbiax/cTpokax?

1. JlomKHO BBIMOJHATHCA XOTS OBl
OJIHO YCJIOBUE

2. JlomkHbl  BBINOJHATBCS — 00a
YCIIOBUS

3. VYcioBue paBeHCTBA CyMM B
CTPOKax/CToNIOIaX MOXET U He
BBITIOJTHSTHCSL.

B OCHOBY Kakux  airopuTMOB
nmdpoBanws jerna cets Deiicrens?
1. DES

2. TOCT 28147-89

3. AES

4. TOCT P 34.12-2015

1,2

3aganue
OTKPBITOI'O
TUIIA

CoobOmieHne  OBUTO  3amUCaHO B
Tabmuiy (5 CTpok 7 CTOJOIOB) IO

cTONOIaM, a CYUTAHO MO CTPOKAM.

TEPMHUHATOP
[TPUBBIBAET




23

. Bpewms
Ne [IpaBunbHBII
Tun 3aganus DopMyIHpOBKa 3a1aHUS BBITTOJTHEHUS
/i OTBET
(B MHHYTaX)
3ammdpoBaHHOE coobmenue | CEAbMOI'O B
BBITJISIAT CIEAYIONUM 00pa3oMm: [TIOJIHOYb
THIIBE TJIEAP AJIJOHP THUELB
OMOBT MITUMP BICOOb
Kakoe cooOrieHue OBLIO
3amuppoBaHo?
7. udp TaONUIHON NEpECTaHOBKH. I'HBEII JITOOA /JIPHEB 5
Kirou — [TEJIMKAH TEBMO PIIOTM BUMOP

CoobmieHue 3aITHCHIBAIIOCH o | CObIbU
CTOJIOIIaM, a CYMTHIBAIIOCH IIOCTPOYHO
Iudporeker - T['HBEII JITOOA
JPHEB TEBMO PIIOTM BUYUMOP

CObIbU
Pacumudpyiite.
8. C wucnoas3oBanueM Marudeckoro | IIPUJIETARO 5
kBazpara ObuI0 3ammdpoBano Hekoe | BOCBMOI'O
COOO0IIICHHE. CooOmieHune

CYHUTBHIBAJIOCH ITOCTPOYHO

16| 3 | 2 |13
5 10|11 &
916 |7 |12
4 15|14 1

udporexcr - OUPM EOCIO BTAb
JII'OI1

Pacumdpyiire.

9. Coobumenne  Obuto  3ammdposano | [IOJIKOBOJELL 5
umdpom Lezaps. Kirtou — 2. Andasur
— pycckuii, 33 OyKBBI

Iludporekct — CPHMPJIPEXIII
Pacumudpyiite

10. 3amudpyiite cooOuieHune ¢ | IAK3bIB3YILLIIBICH 5
UCIIOJIb30BaHKeM KBajpara [lonuoust.
Tabmuma — 4 cTpoku, 8 cTONOIOB
Kitou — bannepons

Andapur — pycckuii, 6e3 6yksbl E
OTKpPBITHIN TEKCT -
BBUIETAEMITIATOIO.
udpoteker - ?

[TonHBIN KOMIUIEKT OLIEHOYHBIX MaTe€pHajoB MO AMCUUIUIMHE (MOAYM0) ((poHI OIEHOUHBIX
CPEICTB) XpaHHUTCS B DJJEKTPOHHOM BHJAE Ha Kadeape, yTBepxkaamoomeid padodyro NporpamMmy
JTUCLUUIUIMHBI (MOIYIIS).

7.4. MeToauveckne MaTepuaJibl, ONpeae/siloe Npoueaypbl OLEHUBAHUA Pe3yJbTATOB
00y4eHMsI M0 M CHHUILINHE (MOAYJII0)
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Bannel, monyyeHHbIE B TEYEHHE CEMECTpa, CYMMHPYIOTCA ¢ Oatamu, MOJy4YeHHBIMH Ha
sk3aMeHe. VIcXo/is U3 MOTyYuBIIETocs pe3yiibTaTa BRICTABIISICTCS UTOTOBAs OIICHKA:
e (-59 GannoB — 2, «<HEYAOBIETBOPUTEIHHO
e 60-74 6amnoB — 3, «yAOBJICTBOPUTEIHLHO»
e 75-89 6amnoB — 4, «XOpOII0»
e 90-100 6amnoB — 5, KOTIIHYHOY

Taoauna 10 — TexHoJsiornyeckasi KapTa peMTHHITOBbIX 0AJIJI0B 10 AUCHUIJIMHE (MOAYJII0) B
KaXK/JI0M ceMecTpe

No KoHTpompyeMbre KOHI/I‘-IGCTBOU MaxkcumanbHoe Cpox
i MEpOTIPHATHA MEPOTIPUSATHIA KOJINYECTBO MpeICTaBIIe
/ 6amnel OaoB HUS
OcHoBHoI1 0J10K
1. | Bwinoanenue nabopamoproii pabomoi 9/4 36 ITo
2. | Bvinonnenue KOHmMpoabHOU pabomvl 2/1 2 pacnucanu
3. | Tecm 2/1 2 10
Bcero 40 -
Baok 6onycos
4. | [locewenue 3auamuti 6e3 nponyckos 1 3
5. | Ceoespemennoe 8ulnoiHeHue 6cex 1 3
3a0aHUll
6. | Akmusnocms cmyoenma Ha 3aHAMuUU 1 4
Bcero 10 -
JlonmoJtHUTEIbHBIH 0JIOK
7. | Oxzamen ‘ 50
Bcero 50 -
UTOrO 100 -
Tadoauua 11 — Cucrema mrpadosB (17151 0THOTO 3aHATHUS)

[Toka3zarens bamn
Onosoanue na 3ansamue -1
Hapywenue yyebnoii oucyunnunvl -1
Hezomosnocmu k 3ansmuio -2
Iponyck 3ansamus 6e3 y8adcumenbHOU NPUYUHbL -2

Ta6muna 12. IIkana mnepeBoga peATHHIOBLIX 0a/UIOB B HTOrOBYIO OIIEHKY 32 CeMecTp
1o AUCUMIIMHE (MOIYJII0)

Cymma OanioB Onenka 1o 4-0ayuIbHOM MIKase
90-100 5 (OTIMYHO)
85-89
;gigi 4 (xopomo) 3auTeHO
65-69 3
60-64 (YZOBIETBOPUTEINIBHO)
Huxe 60 2 (HeyIOBJIETBOPUTEIIHLHO) He 3aureno
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[Ipumeuanue: ecmu 6 cemecmpe umocosou ¢hopmou kKowmpoas no oucyuniune (MOOYJio)
A61Aemcs IK3aMeH, 2pagha co cnosamu «3aumenoy, «He 3aumeno» ne npusooumcsy

[Ipu peanuzanuu AMCUUIUIMHBL (MOIYJs) B 3aBUCHUMOCTH OT YPOBHSI MOJTIOTOBIEHHOCTU
00yJaromuXxcsi MOTYT OBITh UCTIOJB30BAaHBI UHBIC ()OPMBI, METOIbI KOHTPOJISI U OLIEHOYHBIC CPEJICTBA,
UCXOJS U3 KOHKPETHOM CUTYAaIlHH.

8. VYYUEBHO-METOJUYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE
JUCLUILINHBIL (MOLYJIS)

1. Kpunrorpaduueckue MeTo/ bl 3auThl HHGOpManuu: YuebHoe mocodue st By30B /
Psi6xo B.41., ®uonoB A.H. - 2-e uznanwme, crepeoru. - M. : I'opsyas munus - Tenexowm, 2012. - URL:
http://www.studentlibrary.ru/book/ISBN9785991202862.html (O5C «KOHCYIBTAHT CTYIECHTA).

2. Kpunrorpadudeckue metoapl 3amuThl nHGopManmu / ABepueHkoB B.U. - M. :
@®JIMHTA, 2017. - URL: http://www.studentlibrary.ru/book/ISBN9785976529472.html (3BC
«KOHCYJIBTaHT CTYICHTAY).

3. Kpunrorpadus u 6e3onacaocts B Texuosoruu .NET / I1. Topcrefincon, I'. A. Tanenr ;
nep. ¢ aHri. - 3-e u3f. (a1.). - M. : BUHOM, 2015. - (ITlporpammucty). - URL:
http://www.studentlibrary.ru/book/ISBN9785996329526.html (9B5C «KoHCynbTaHT CTyIeHTaY).

4, Kpunrorpaduueckue metosl 3amuTel nHGopmanmu. [udpsi: yuebHoe nmocodue /
Koros 0.A. - HoBocubupck : U3n-so HI'TVY, 2016. - URL:
http://www.studentlibrary.ru/book/ISBN9785778229594.html (9BC «KoHCynbTaHT CTyeHTay).

S. OcCHOBBI COBpEeMEHHOM kpunrorpaduu u creranorpaduu / Psoko b.5., ®uonos A.H. -
2-¢ u3a. - M. : T'opsiuas munus - Tenekom, 2013. - URL:
http://www.studentlibrary.ru/book/ISBN9785991203500.html (9BC «KoHCynbTaHT CTyIeHTaY).

6. Cucremsl 611ouynoro mudpoBanus: yued. mocoodue o kypcy "Kpunrorpaduueckue
MmeToab! 3amuThl nHGopManuu" / A. E. XKykos. - M. : UspatensctBo MI'TY um. H. D. baymana,
2013." - URL: http://www.studentlibrary.ru/book/ISBN9785703837535.html (3bC «Koncynbrant
CTYJICHTa»).

8.2. JlonmosiHuTEAbHAS JIUTEPATYypa

1. [IpakTryeckas KpunTorpadus: aaropuTMbl U UX IPOrpaMMUpOBaHUE / ATpaHOBCKUN
A.B., Xanu P.A. - M. : COJIOH-ITPECC, 2009. - URL:
http://www.studentlibrary.ru/book/ISBN5980030026.html (35C «KoHCyabTaHT CTYICHTA).

2. Komnrerotepnas 6e3onacHocts. Kpunrorpaduueckue meroast 3auutsl / Ilerpos AA. -
M. : IMK IIpecc, 2008. - URL: http://www.studentlibrary.ru/book/ISBN5898180648.html (95C
«KOHCYNIbTaHT CTYACHTAY).

8.3. UnTepHeT-pecypchbl, HeOOX0AMMbIE 1JIs1 OCBOEHH S TUCIUIIIMHBI (MOTYJIA)

1. JiIeKTpOHHO-OnOnoTreynass  cucreMa  (ObBC) 00O  «Iloamrtexpecype»
«KoncyabTaHT cTyaeHTa». MHoronpoduiabHbii 00pa3zoBaTenbHblil pecypc «KOoHCYNbTaHT CTyeHTa
ABIISICTCA DJEKTPOHHON OMOIMOTEYHOM CUCTEMOM, MpeloCcTaBIsIoNmei JocTyn yepe3 ceTh VHTepHeT Kk
yueOHOH JMTepaType W JOTOJHUTEIBFHBIM MaTephajiaM, MPHOOPETCHHBIM Ha OCHOBAHHWH IPSIMBIX
JIOTOBOPOB ¢ TpaBoobOnanarensMu. Karajgor B Hacrosimee BpeMsi coiepXuT okono 15000
HanMeHoBaHMI. Www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE JUCHUIIJIMHBI (MO Y JISA)

JUis  mpoBeleHHUs JIEKUMOHHBIX 3aHSATUH HeoOXoJuma MyJbTUMEAMIHas —ayauTopus,
OCHAILICHHAs] KOMIIBIOTEPHOM IIPE3EHTALlMOHHON TEXHUKOM.


http://www.studentlibrary.ru/book/ISBN9785991202862.html
http://www.studentlibrary.ru/book/ISBN9785976529472.html
http://www.studentlibrary.ru/book/ISBN9785996329526.html
http://www.studentlibrary.ru/book/ISBN9785778229594.html
http://www.studentlibrary.ru/book/ISBN9785991203500.html
http://www.studentlibrary.ru/book/ISBN9785703837535.html
http://www.studentlibrary.ru/book/ISBN5980030026.html
http://www.studentlibrary.ru/book/ISBN5898180648.html
http://www.studentlibrary.ru/
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Pabouast mporpaMmMa AUCIUTUIMHBI (MOIYJISI) TIPH HEOOXOIMMOCTH MOKET OBITh aanTHPOBaHA
it 00y4eHus (B TOM YMCIIe C MPUMEHEHHEM JUCTAaHLIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHIA) JIUIL C
OrpaHUYCHHBIMHA  BO3MOXHOCTAMU 3O0POBbS, HWHBAJIUIOB. I[HSI 9TOT'O0 Tpe6yeTC5I 3asBJICHUC
O6yanOIHHXC$I, ABJIAIOIUXCA JIMIaMHU C OTPaAHUYCHHBIMU BO3MOKHOCTAMU 300POBbA, MHBAJIMAAMU, HIINU
UX 3aKOHHBIX HpeHCTaBHTGHCﬁ U pCKOMCHIAIUN HCI/IXOHOFO-MCIIHKO-HGI[aFOFH‘ICCKOﬁ KOMHUCCHHU. I[J'DI
MHBAJINIIOB COJepKaHuEe pabodel MporpaMMbl AUCUUIUIMHBI (MOIYIISI) MOXKET ONPENEIAThCS TaKkKe B
COOTBETCTBHUH C MHINBUAYAILHON IPOTPAMMON peadMIMTaIlMd HHBATUAA (TIPU HAJTHYUH ).

10. OCOBEHHOCTHU PEAJIM3ALIMU JUCIUMIIJIMHBI (MOAYJISA) ITPU OBYYEHUU
NHBAJNUI0B U JINL C OTPAHUYEHHBIMHU BO3MOKHOCTAMMU 3/10POBbSA

Pabovas mporpamMMa JTUCHHUILIHHBI (MOIYJISI) IPH HEOOXOAMMOCTH MOXKET OBITh aJlalTHPOBaHA
U1 00y4eHus (B TOM YMCIIE C MPUMEHEHHEM JUCTAaHLIMOHHBIX 00pa30BaTeIbHBIX TEXHOJOTHI) JIUIL €
OTpaHUYECHHBIMH BO3MOKHOCTSIMH  3JI0pOBbs, HMHBaIuAoOB. Jlnsg sToro Ttpedyercss 3asiBICHUE
o0yyJaroImuxcs, SBJISIOLIMXCS JTULAMHI C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbsI, MHBAJIMIaMU, WU
UX 3aKOHHBIX TPEICTABUTENCH U PEKOMEHAAINHN TICHX0JI0T0-MeINKO-TIearorniaeckoi komuccnu. [1pu
O0y4YeHMH JIMI[ ¢ OrPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSI YUUTBIBAIOTCS MX WHAMBH]yalbHbIE
ncuxopuszndeckue ocodeHHocTH. OO0ydYeHNE WHBAIHUOB OCYIICCTBISIETCS TaKXKE B COOTBETCTBUHU C
MH/MBUYaJIbHOM ITporpaMMoil peaOuiuranuy nHBaIMAA (IIpY HAJTMYKN).

Jus v ¢ HapymIieHHeM CiIyXxa BO3MOYKHO TIpelOCTaBiIeHHE y4deOHOW wuHpopManuu B
BU3yaJIbHOW (opMe (KpaTKMi KOHCHEKT JIeKLUH; TeKCThl 3aJaHui, HaledaTaHHbIC YBEIMYEHHBIM
mpupTOM), HA AYIAUTOPHBIX 3aHATHAX JIOMYCKAeTCS NPUCYTCTBHE AaCCHCTEHTa, a TakKkKe
CYpJIONIEPEBOAUMKOB M THQIIOCYPJONEPEBOAYMKOB.  TeKkymuid  KOHTPOJb  yCIIEBA€MOCTH
OCYIIECTBISIETCS B MUCBbMEHHOM (hopMe: 00yJaroNuiicsi MMCHbMEHHO OTBEYAeT Ha BOIIPOCHI, MINCEMEHHO
BBINOJIHSAET IpakTU4Yeckue 3a1anus. Jloknazn (pedepar) Takke MOXKET ObITh IPE/ICTaBIIEH B TUCbMEHHOMN
bopme, mpu ITOM TPeOOBAHUS K COACPIKAHUIO OCTAIOTCS TEMH K€, 8 TPEOOBAHUS K KAUECTBY M3JI0KEHUS
MaTepuaia (MOHATHOCTb, Ka4yeCTBO PEYM, B3aMMOJEHCTBHE C ayJUTOpPHEN U T. JI.) 3aMEHSAIOTCSA Ha
COOTBETCTBYIOIIME TPeOOBaHUs, MPEABABIsAEMblE K MUCbMEHHBIM paboTam (KadecTBO odopmieHus
TEKCTa W CIIMCKA JIUTEpaTypbl, TPAMOTHOCTb, HAJMUYUE WIUTIOCTPALMOHHBIX MaTepHajoB M T. 1.).
[TpomesxyTouHast aTTecTays IS JIUI ¢ HApYIIEHUSIMH CITyXa MPOBOAMTCS B MUCHbMEHHOH (hopme, mpu
3TOM HCIOJIB3YIOTCA O0IIKE KpUTEpUH olleHUBaHus. [Ipy He0OX0AUMOCTH BpeMsl MOATOTOBKHU K OTBETY
MOJKET OBITh YBEITUYEHO.

Jlis muI ¢ HapylleHHeM 3peHHus JIONyCcKaeTcs ayAuaibHOe MpeocTaBleHHe MH(pOpMaluy, a
TaK)Xe HCIOJB30BAaHME HA ayIUTOPHBIX 3aHATHUSIX 3BYKO3AIHCHIBAIOIINX YCTPOUCTB (IUKTO(GOHOB U
T. 1.). JlomyckaeTcss MpHUCYTCTBUE Ha 3aHATHSAX AaCCUCTeHTa (TMOMOIIHMKA), OKa3bIBAIOLIETO
0o0yJaromuMcsi HEOOXOJUMYI0 TEXHHYECKYI0 TIIOMOIIb. TEeKyIIHMid KOHTPOJIb  yCIEBAEMOCTH
ocylecTBisieTcs B YCTHOM ¢opme. [Ipu mpoBeeHMH NPOMEXKYTOUHOM arTecTaluu sl JIUL C
HapyIIEHHEM 3PEHUS TECTUPOBAHNE MOKET OBITh 3aMEHEHO Ha YCTHOE coOeceIoBaHHe IO BOTIPOCaM.

Jis ui ¢ OrpaHWYeHHBIMH BO3MOXKHOCTSMHU 370POBbS, MMEIOUIMX HAapyIIEHUS OMNOPHO-
JBUTATEIILHOTO amiapara, Ha ayJTUTOPHBIX 3aHSATHIX, a TaKXKe MPH MPOBEACHUHU TPOLEIYP TEKYIIETo
KOHTPOJISl YCIIEBAEMOCTH U MPOMEXYTOYHON aTTECTallMd MOTYT OBITh MPEAOCTaBIECHbl HEOOXOIUMbIE
TEXHUYECKHE CpeAcTBa (MEePCOHAIBHBIA KOMIIBIOTEP, HOYTOYK WM JPYrod TaJpKeT); JOIMycKaeTcs
MIPUCYTCTBUE ACCUCTEHTA (aCCUCTEHTOB), OKAa3bIBAIOIIETO 00YYaOIIUMCS HEOOXOAUMYIO TEXHUYECKYIO
MOMOIIIb (3aHATH paboyee MeCTo, MePeIBUraThCs 10 ayIUTOPHH, TPOYUTATH 3a/1aHue, O(POPMUTH OTBET,
00IIATHCSA C TIPENOIaBATEIIEM ).



