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1. EJIA 1 3AJAYHN OCBOEHMA JUCIIUIIJIMHbBI (MOYJIS)

1.1. IleasiMmu oCBOeHUS] IUCHUIIMHBI (MoayJiasi) «CeTH W CHCTeMbI THepegadu
uHGOPMAIIMI» SIBIISIOTCS:

— TMOJYYCHHE CUCTEMHOIO MPEICTABICHHS O COBPEMEHHBIX CETIX Mepenadyn naopmamnmu;

— TNpHOOpETeHUE 3HAHWK 00 OCHOBHBIX BUAX CHCTEM IEePEaui JAHHBIX M X XapaKTePHCTHK,
0 xapakrtepe (GOpMHPOBAaHUS CUTHAJIOB, CIIOCO0AaX WX 00pabOTKH;

— QopMupoBaHUE HABBIKOB IO IMOCTPOCHHIO COBPEMEHHBIX CETEBBIX TOIMOJIOTHA W CHCTEM
CBSI3H, UCIIOJIb30BAHUIO MEPCIICKTHBHBIX TEXHOJOTUH, CTAHAPTOB M MPOTOKOJIOB TIEpeaun JaHHBIX.

1.2. 3aga4u ocBOEHUS TMCUMILITHHBI (MOIYJIs):

— cbop, 006paboTKa, aHATU3 M CUCTEMAaTHU3aIMs HAyYHO-TEXHUUECKOW MHPOPMAIIMH B 00JIaCTH
OBM U cucTeM C MPUMEHEHUEM COBPEMEHHBIX HH()OPMAITMOHHBIX TEXHOJIOTHIA;

— M3YYCHHE CHUCTEM DJICKTPUYECKOM CBSI3U IS PEIICHUS 3a7ad MO CO3JIaHUI0 3aIIUIIEHHBIX
TENIEKOMMYHUKAIITMOHHBIX CUCTEM;

— aHaJu3 TeHJEHIUN Pa3BUTUS CUCTEM U CETeW DJIEKTPOCBS3U, BHEAPEHHS HOBBIX CIYKO H
YCIyT CBSI3H,

— TPOEKTHUPOBAHME U AJMHUHHUCTPUPOBAHUE KOMIBIOTEPHBIX CETEH, peann3aius MOJUTHUKH
0€30MacCHOCTH KOMITBIOTEPHOU CETH.

2. MECTO JUCUMILIAHBI (MOYJIS) B CTPYKTYPE OO

2.1. YueOnas aucummuimHa (mMoayuab) «Cerm M cucTreMbl mnepegaun HHGopManum»
OTHOCHUTCS K 0053aTEIbHON YaCTH U OCBAMBAETCS B IIIECTOM CEMECTPE.

2.2. Jlns u3ydeHHusl JAHHOH y4eOHOH AMCUMIUIMHBI (MOXYJIs) HEOOXOAMMBI CJIeAYOLIHe
3HAHMS, YMeHMs, HABBbIKH, (popMupyeMble MNpPeIIIECTBYIOIMMU YYeOHBIMU JUCHUINIMHAMU
(MonynsimMm):

— HWudopmaruxa.

— ®dusuxka.

— AnnapaTHble CpEACTBA BBIUUCIUTEIbHON TEXHUKH.

— DJeKTpOTEXHHUKA.

— DJEeKTPOHUKA U CXEMOTEXHHUKA.

— Teopus undopmanuu.

3HAaHMS: OCHOBHBIX TMOHSATHUN HWH(OPMATUKHU, OCHOBHBIX IOHSTHUN, 3aKOHOB M MojejeH
3JIEKTPUUYECTBA U MarHeTu3Ma, 0COOCHHOCTEH Ppu3nuecKux 3PPeKTOB U ABIECHUH, UCTIONb3YEMBIX AJIS
oOecnieueHnss MH(POpPMAIIMOHHOW 0€30IacHOCTH, CUTHAJOB 3JEKTPOCBSI3M, NPUHLMUIIOB MOCTPOEHUS
CHCTEM U CPEJICTB CBSI3M; METOJOB aHaJM3a IEKTPUUECKUX IIerel; MPUHLIUIOB paboThl 3JIEMEHTOB
COBPEMEHHOM paJiM03JIEKTPOHHOM anmnapaTypsl U GU3NYECKUE TPOIECCHI, TPOTEKAIOIINE B HUX

YMeHus: IPUMEHSATh OCHOBHBIE 3aKOHBI (DM3MKU MPU PELICHUH MPUKIIAIHbIX 331a4; TPUMEHATh
Ha TPAaKTHKE METOJbl aHAIM3a DJIEKTPUUYECKHUX IIerei; MCIoiIb30BaTh MPOrpaMMHbIE U ammapaTHbIe
CPEICTBA MEPCOHAIILHOTO KOMIIBIOTEPA

HaBbiku: noucka uHpopmaiuu B riaodaibHON HHPOpMaMOHHOM ceTr HTepHeT; npoBeaeHus
($U3MIECKOro dKCIIEPUMEHTa U 00PaObOTKHU €ro Pe3yIbTaToB; YTCHUS JIEKTPOHHBIX CXEM.

2.3. Hocuaenywomue yyeOHble TUCHUIIHHBI (MOAYJH) U (WJIM) MPAKTHUKH, 1JIsI KOTOPBIX
He00X0AUMBbl 3HAHMs, YMEHHsl, HABBIKH, (opMHpyeMble JAHHOM Y4eOHOH JAMCUMIIIMHOM
(Monxysem):

— be30MmacHOCTh KOMIBIOTEPHBIX CETEN.

— 3amura nHGOPMALMOHHBIX NPOILIECCOB B KOMIBIOTEPHBIX CUCTEMAX.



3. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHUS 1O JUCIUIIJIMHE (MOAYJIIO)

[Ipomecc OCBOCHHMS IUCUMILIMHBI (MOAYJS) HampaBieH Ha (OPMHPOBAHHUE JIIEMEHTOB
cnenyromieri(ux) xommereHuuu(ui) B coorBerctBur ¢ ®I'OC BO u OIIOII BO mno nmanHOMY
HaIpaBJIEHUIO TOArOTOBKH / CIIEHAIbHOCTH:

o6rmrenpodeccuonanbHbix (OITK):

OIIK-2.

Cnocoben

IIPUMCEHATH

I/IH(bOpMaL[I/IOHHO-KOMMYHI/IKaHI/IOHHBIC

TCXHOJIOT'HUH,

nporpaMmHbIC CpCACTBa CUCTCMHOI'0O W MNPUKIAAHOI'O HA3HAYCHHA, B TOM YHUCIIC OTCUYCCTBCHHOI'O
MPOM3BOJICTRA, JJIS PEHICHHUS 3a/1a4 MPO(HECCUOHAIBLHOMN IS TETbHOCTH.

OIIK-2.1. CnocobeH mpoBOaUTh aHATU3 (HYHKIIMOHATBHOTO IMpoliecca 00BEKTa 3aIIUTH B €ro
UH(POPMAIIMOHHBIX COCTABJISIONIUX C I[CJbIO BBISIBICHUS BO3MOYHBIX MCTOYHHKOB HH(POPMAIIMOHHBIX
yrpo3, UX BO3MOXKHBIX LIENICH, MyTel pealu3aliy | MPeArnoiaracMoro ymiepoa.

Tab6umnna 1. JlekoMno3uuus pe3yJibTaToB 00y4eHUs

Kona u HanmenoBanue

[Tnaaupyemsble pe3ynbTaThl 00YYSHHUS 110 TUCIUTUINHE

Koz WHJIHUKATOpa (Momy1io)
KOMITETCH
1107071 AOCTIKEHHA 3uath (1) YmMmertsh (2) Bnazgets (3)
KOMITCTCHIIUN
OIIK-2. OIIK-2. CriocobeH | COBpeMEHHBIE BbIOMpATH HaBbIKaMU
MIPUMEHSTh UHPOPMALIMOHHO- | HHPOPMAIMOHHO- | IPUMECHEHUS
nH()OPMAITMOHHO- KOMMYHHKAITIOHHBI | KOMMYHUKAIIMOHHBI | COBPEMEHHBIX
KOMMYHUKAI[HOHHBIC | € TEXHOJIOTHUH, | € TEXHOJIOTUH, | UH(HOPMAIIHOHHO-
TEXHOJIOTHH, MPOrPaMMHEIC MIPOrPaMMHBIC KOMMYHHKAITHOHHBI
MIPOrpaMMHBIC cpezicTBa cpezicTBa X TEXHOJIOTHIA,
CpeICTBAa CHUCTEMHOTO | CHCTEMHOTO U | CHCTEMHOT'O U | IPOrpaMMHBIX
u MPUKJIQJHOTO | MPUKJIATHOTO MPUKIIAJTHOTO CpeicTB
Ha3HA4YeHWS, B TOM | Ha3HAYCHUsS, B TOM | HA3HAYCHHS, B TOM | CHCTEMHOTO "
quclie qrcie qrcie MPUKIIATHOTO
OTEYECTBCHHOTO OTEUYECTBCHHOTO OTEUYECTBCHHOTO HA3HAYCHUS, B TOM
MPOM3BOJICTBA,  JUIS | POU3BOJCTBA, MPHU | MPOU3BOJCTBA, MPH | YUCIE
pelreHus 3a/1a4 | perIcHUH 3a/1a4 | pericHuH 3a/1a4 | OTEYECTBCHHOTO
npodeccnoHanbHOM npodeccnoHanbHOM | MpodeCCHOHANBHON | MPOU3BOJACTBA, MPH
JEeSATEIEHOCTH JIESITCIILHOCTH. JIESITCIIbHOCTH. pelIeHnn 3aaq
npodeccuoHanbHOM
JIESITEIbHOCTH.
OIIK-2.1. | OIIK-2.1. Cmnocob6eH | BO3MOKHBIE MPOBOJIUTH aHAJU3 | METOJIAaMU aHau3a
MIPOBOIUTH aHaJIN3 | HICTOYHHKHU (QyHKIMOHAIBHOTO | QYHKIMOHAIBHOTO
(YHKITMOHATTEHOTO MHPOPMALMOHHBIX | mpomecca o6ObekTa | polecca  00bekTa
npouecca 00BeKTa | yrpos, UX | 3amurel ® ero | 3T W €ro
3aIUTHI u €ro | BOSMOKHBIE  LEIH, | yipydyonMAIHORHEIX UH(GOPMaITMOHHBIX
WH()OPMAITMOHHBIX MYTH PEATH3AUIH U | (o ran ooy, COCTaBJISIOIIHUX.
COCTaBJISIONINX C | mpeamonaraeMbIi
LETTBI0 BBISIBJICHUS | yIIepO.
BO3MOKHBIX
HMCTOYHUKOB
UH()OPMAIMOHHBIX

YIpo3, UX BO3MOXKHBIX

Lenen, IyTei
peanusanun u
IIPEATIOIAaracMoro

ymiepOa




4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI (MOAYJIS)

O6ma${ TPYAOEMKOCTh AWCHHUILIMHBI B COOTBETCTBHUH C y‘IC6HBIM IUIAHOM COCTaBjIseT 5

3avyeTHbIX enuHuIl (180 yacos).

TpynoeMKOCTh OTJENbHBIX BUIOB yueOHOU pabOThl CTYIEHTOB OYHOM M OYHO-3204HOU (hopm

oOyueHus mpuBeneHa B Tadnwuie 2.1.

Tab6uanna 2.1. TpynoeMKocTh 0TAeIbHBIX BUI0B Y4eOHOI padoThl 10 opMaM 00yUeHH st

Bun yae6Ho# 1 BHeyueOHOM paboThI JUIsL OYHOM U1 OYHO-
hopmbI 3a04HOM (OPMBI
o0y4YeHHS o0y4yeHus
O0BeM OUCIUILUIMHEI B 3aYE€THBIX €IUHUIIAX 5 5
O0beM AUCHUIUTUHBI B aKaJIEMUYECKHIX Jacax 180 180
KonTtakTHas paboTa 00y4aronuxcs ¢ MperoaBaTesieM 86.25 31
(Bcero), B ToM ymciie (Jac.): '
- 3aHATHS JIEKIIMOHHOTO TUIIA, B TOM YHUCIIE: 34 15
- MPaKTUYECKask MOATrOTOBKA (€CIIU MPEAyCMOTPEHA)
- 3aHATUS CEMHHAPCKOTO THIA (CEeMUHAphI, MPAKTUYCCKHE,
nabopaTopHEIE), B TOM YHUCIIE: 51 15
- IPaKTHYECKasl MOATOTOBKA (€CIU MPETyCMOTPEHA)
- KOHCyJIbTalus (IpeadK3aMeHallMOHHasT) 1 1
- IPOMEKYTOYHAs aTTeCTallls O AUCHUIIMHE 0,25 -
CamocrositenpHas pabota oOydaroniuxcs (Jac.) 93,75 149
dopma MPOMEKYTOIHON aTTeCTaluy 00yJaromEerocs 9K3aMeH — 9K3aMeH —
(3auet/rK3amen), cemecTp (bI) 6 cemecTp 6 ceMecTp

COI[Cp)KaHI/IC JAUCLUIIIINHBI,

CTPYKTYpPUPOBaHHOE MO TeMaM (pa3fenaM) C yKa3zaHHUEM

OTBEJCHHOTO Ha HHUX KOJMYECTBA aKaJeMHYECKMX YacOB M BHJOB Yy4YeOHBIX 3aHATHH U
CaMOCTOSITENTbHON pabOThI, A7 KaKI0i (opMbl 00yUEeHHUs IPECTaBIeHO B Tabaule 2.2.

Taoauua 2.2. CTpyKkTYpa U cofepKaHue AUCHHILIUHBI (MOLYJIs)

07151 OUHOU (hopmbl 00yUeHUA

KonTakTHast paboTa, uac. dopma
i 3 TP TEKYIIero
o KOHTPOJIS
S YCIIEBaeMOCT
Pazmen, TeMa qUCIATIIAHEI KP | CP, g u, popma
(Momys) B B B [ |wuac.| 2 MIPOMEXKYTOUY
J | 1tu | I3 | Tu. | JIP | Tu. | KT é HOIA
HIT HIT HIT aTTeCTaIuu
[no
cemecmpam]
CemecTp 6.
Tema 1. Cospemennsie 2 2 6 10 Ompoc Ha
mexHonoeuu. Jlokanvuvie u 9K3aMEHE.
enobanvHvle cemu. Mx mexuonoauu Ortyet mo
U MONo02uU. 1abopaTopHO
i1 pabote
Tema 2. bazosas xonghueypayus 2 4 6 12 Ompoc Ha
KOMMYmamopa u OKOHe4HO20 JK3aMEHe.
ycmpoticmea Otuer no




5

Paznen, Tema qUCIUTUTUHB
(Momysst)

KonrakTtHas pabora, yac.

JI

113

JIP

T.4.
III1

113

T.9.
III1

JIP

T.4.
III1

KP

KII

CP,

gac.

HWroro wacos

®dopma
TEKYIIEro
KOHTPOJIS
yCIIEBAEMOCT
u, hopma
MPOMEKYTOT
HOU
aTTecTaluu
[no

cemecmpam]

nabopaTopHO
i pabore

Tema 3. Ilpomoxonvl u modenu.
Opeanuzayusi cemu u 5mMailoHHas
mooenv OSI.

10

Ormpoc Ha
9K3aMEHe.
Ortyet no

1abopaToOpHO
i pabote

Tema 4. Quszuueckull u KAHAIbHLLU

yposnu. Cucmemvol Hymepayuu

12

Ormpoc Ha
JK3aMEeHe.
Ortuer no

n1abopaToOpHO
i pabote

Tema 5. Tononoeuu cemeil.
Kommynuxayusa Ethernet

12

Omnpoc Ha
JK3aMEHe.
Ortyet mo

n1ab0opaToOpHO
i pabote

Tema 6. Cemesotl ypogens.
Paspewenue aopecos

10

Omnpoc Ha
JK3aMEHE.
KountponbHas
pabota

Tema 7. Aopecayus IPv4

12

Ompoc Ha
JK3aMEeHe.
Ortyer no

nabopaTopHO
i pabote

Tema 8. Aopecayus IPv6. ICMP

10

Ompoc Ha
JK3aMEHe.
KonTponbHas
pabota

Tema 9. bazosas kougueypayus
Mapuwpymuzamopa

12

Omnpoc Ha

JK3aMEHe.
Ortyet mo

71a00paToOpPHO
i1 pabote

Tema 10. Cmamuueckas
Mapupymu3ayusi.

12

Ormpoc Ha

JK3aMeHe.
Ortyet no

nabopaTopHO
1t pabote

Tema 11. [Ipomokonwvi
OUHAMUYECKOU MAPUUPYIMUAYUU

12

Ompoc Ha

JK3aMEHE.
Ortyet no

1abopaTopHO
i paboTte

Tema 12. Ypoenu moodeau OSI.
Tpancnopmublii ypogeHw.

12

Ormpoc Ha
JK3aMeHe.
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Paznen, Tema qUCIUTUTUHB
(Momysst)

KonrakTtHas pabora, yac.

J 113 JIP

I13 | T.u. | JIP

III1 III1

T.4.
III1

KP

KII

CP,
Jac.

HWroro wacos

®dopma
TEKYIIEro
KOHTPOJIS
yCIIEBAEMOCT
u, hopma
MPOMEKYTOT
HOU
aTTecTaluu
[no

cemecmpam]

Ortyet no
1abopaToOpHO
i pabore

Tema 13. Yposenv npunooicenuii
TCP/IP

11

Ormpoc Ha
9K3aMEHe.
Otuer o

nabopaTopHO
i pabote

Tema 14. Ipunyunel obecneyenus
bezonacnocmu cemu.
Qurempayus mpagpura. Cnucku
xoumpos 0ocmyna (ACL)

14

Ormpoc Ha
JK3aMeHe.
Ortyet mo

n1ab0paToOpHO
1 pabote

Tema 15. ¥Ynpasnenue cemvio.
Opearnuzayusi HebOOALUWIOU cemu

9,7

17,
75

Hrorosoe
TECTUPOBAHH
e. Onpoc Ha

JK3aMEHe.

Ortyet mo
n1abopaToOpHO

i pabore.

KoncyabTanumn

KoHTpoJn npomMeskyToOYHOI
aTTecTalMMu

0,25

9K3aMeH

HUTOI'O 3a cemecTp:

34 51

93,
75

Hroro 3a Bech nepuoj

34 o1

93,
75

07151 04HO-3A0UHOI hopmbl 00yUeHUA

Pa3pgen, TeMa QUCITUTIMHEI
(Momysst)

KonTakTHast paboTa, uac.

J I13

JIP

13 | T.u. | JIP

III1 11

T.9.
TII1

KP

KII

CP,
yac.

HNroro yacos

dopma
TEKYIIEro
KOHTPOJIS
yCHeBaeMOCT
u, popma
MIPOMEXKYTOY
HOM
aTTeCTaIuu
[no

cemecmpam]

CemecTp 6.

Tema 1. Coépemennvie
mexHonoeuu. Jlokanvuvie u
enobanvHvle cemu. Mx mexuonozuu
U monoaocuu.

10

Ormpoc Ha
JK3aMEHe.
Ortyet no

1abopaTopHO
i pabote

Tema 2. bazosas xonghueypayus
KOMMYmMamopa U OKOHeYHO20

12

Ormpoc Ha
9K3aMEHe.




Paznen, Tema qUCIUTUTUHB
(Momysst)

KonrakTtHas pabora, yac.

JI

113

JIP

T.4.
III1

113

T.9.
III1

JIP

T.4.
III1

KP

KII

CP,

gac.

Hroro wacos

®dopma
TEKYIIEro
KOHTPOJIS
yCIIEBAEMOCT
u, hopma
MPOMEKYTOT
HOU
aTTecTaluu
[no

cemecmpam]

ycmpoticmea

Ortyet no
1abopaToOpHO
i pabore

Tema 3. [Ipomoxoavt u moodenu.
Opeanuzayus cemu u 3manioHHas
mooens OSL.

10

Ormpoc Ha
9K3aMEHe.
Otuer o

nabopaTopHO
i pabote

Tema 4. Quszuueckull u KAHAIbHBIU

yposuu. Cucmemvl Hymepayuu

10

12

Ormpoc Ha
JK3aMeHe.
Ortyet mo

n1ab0paToOpHO
1 pabote

Tema 5. Tononozuu cemeti.
Kommynuxayus Ethernet

10

12

Omnpoc Ha
JK3aMEeHe.
Otuer no

nabopaTopHO
i pabote

Tema 6. Cemesoii yposeHs.
Paspewenue aopecos

10

Ormpoc Ha
9K3aMEHE.
KontponbHas
pabota

Tema 7. Aopecayus IPv4

10

12

Ompoc Ha
9K3aMeHe.
Ortyer no

1a00paToOpHO
i pabore

Tema 8. Aopecayus IPv6. ICMP

10

Ompoc Ha
JK3aMEHe.
KonTponbHas
pabota

Tema 9. bazosas kougueypayus
mMapwpymuzamopa

10

12

Omnpoc Ha

JK3aMEHe.
Otuer 1o

nabopaTopHO
1t pabote

Tema 10. Cmamuueckas
MaApupymu3ayus.

10

12

Ompoc Ha

JK3aMEHE.
Ortyet no

1abopaTopHO
i pabote

Tema 11. Ilpomoxkonwvl
OUHAMUYECKOT MAPUPYMU3ayuu

10

12

Ormpoc Ha

JK3aMeHe.
Ortyet mo

nabopaTopHO
i paboTte

Tema 12. Yposnu mooenu OSI.

10

12

Ormpoc Ha
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KoHnTakTHas pabota, 4ac. ®dopma
J1 113 JIP TEKYHICTO
o KOHTPOJIS
S yCIIEBaEMOCT
Pazpgen, Tema mucHUIUTMHEL KP | CP, 5 u, hopma
(Moysist) B B B [ |wac.| £ | mpomexyrou
J | tu. | I3 | Tu. | JIP | 7. | KIT = HOM
HIT HIT HIT = aTTeCTaIuu
[no
cemecmpam]
Tpancnopmuwiii yposens. 9K3aMEHe.
Otuer o
1abopaToOpHO
i pabote
Tema 13. Yposenv npunosicenuii 1 1 9 11 Ompoc Ha
TCP/IP IK3aMEHE.
Ortuet no
n1abopaTopHO
1 pabote
Tema 14. Hpunyunsi obecneuenus 1 1 12 | 14 Ompoc Ha
bezonacnocmu cemu. JK3aMEeHe.
Qurempayus mpagpura. Cnucku Otuer 1o
konmponst 0ocmyna (ACL) nabopaTopHO
i pabote
Tema 15. Ynpasnenue cemvio. 1 1 15, | 17, HUtorosoe
Opeanuzayus HeboIbUoN cemu 75 | 75 | TectupoBaHU
e. Onpoc Ha
JK3aMEHe.
Ortyet mo
nabopaTopHO
i pabore.
KoncyasTanmmu 1
KoHTpoJib IpoMesKy TOUHO# 0,25 Ixc3amen
aTTecTanuu
HNUTOTI'O 3a cemectp: 34 51 g;f;,
34 51 93,
Hroro 3a Bech nepuon 75

Ipumeuanue: JI — nexuus; [13 — npaktuyeckoe 3anstue, cemunap; JIP — maboparopnas padora,
IMIT — npaktuyeckas noxaroroBka; KP / KII — kypcoBas pabota / kypcoBoil mpoekt; CP —

camocTosITeNbHas paboTa

Tadnmmuma 3. MaTpuua coOTHeceHHsI pa3/iesioB, TeM Y4YeOHOW AUCHMIUIMHBI (MOZYJIs)
U (opMuUpyeMBIX KOMIIETCHIHI
Paszen, Tema Kon-5o Ko xommereHmm Oo01tee
JMCITUIIIMHBL (MOJTYJIs) 4acoB OIIK 2 OIIK 2.1 KOTMHCCTBO |
KOMTICTCHITUI

Tema 1. CospemeHnnble mexHon02uuU. 10 + + 2
Jlokanvueie u enobanvuvie cemu. Hx
MexXHON02UU U MONOJO2UU.
Tema 2. bazosas kongueypayus 12 + + 2

Kommymamopa U OKOHEYH020




ycmpoucmea

Tema 3. Ilpomokonsl u mooenu. 10 + + 2
Opeanuzayus cemu u dMAanIOHHA MOOENb

OSlI.

Tema 4. Qusuyeckuu u KaHANLHBIU 12 + + 2
yposnu. Cucmemvl Hymepayuu

Tema 5. Tononozuu cemeii. 12 + + 2
Kommynurxayus Ethernet

Tema 6. Cemesoti yposens. Paspewenue 10 + + 2
aopecos

Tema 7. Aopecayus IPv4 12 + + 2
Tema 8. Aopecayus IPv6. ICMP 10 + + 2
Tema 9. bazosas konpueypayus 12 + + 2
mMapupymuzamopa

Tema 10. Cmamuueckas mapuipymu3ayusl. 12 + + 2
Tema 11. Ilpomoxonv Ounamuyeckoul 12 + + 2
Mapupymuzayuu

Tema 12. Yposnu mooenu OSL. 12 + + 2
Tpancnopmuulii yposeHo.

Tema 13. Yposenv npunosicenuii TCP/IP 11 + + 2
Tema 14. Illpunyunwvl obecneuenus 14 + + 2
bezonacnocmu cemu. Quivmpayus

mpaghghuxa. Cnucku KoHmpoas 0ocmyna

(ACL)

Tema 15. Ynpasnenue cemoio. 17,75 + + 2
Opeanuzayus HeboIbUWOU cemu

KIIA 0,25

Koncynomayus 1

Uroro 180

Kpartkoe cogep:xxkanue Ka:ka10i TeMbl TUCHHUILIMHBI (MOAYJIs1)

Tema 1
CoBpeMeHHble TexHOJNIOTHH. JIOKaJbHBIE W TJI0OANbHBIE ceTU. VX TEXHOJIIOrHMM W Tomoyioruu. Poib
ceTeil B mponuioM u HacTosmeM. KommoneHTs! ceteil. TpeboBanus kK apXUTeKkType ceTH. TeHAeHIun
pa3BUTHS CETEH.

Tema 2
bazoBast koHuUTypalus KOMMyTaTopa U OKOHEYHOTO ycTpoiicTBa. CeTeBasi omepallioHHasi CUCTEMA.
OcHoBHbIE (GYHKIIMH CETEBOW OINEparMOHHON CHUCTeMBbl. MeToasl nocTyna K KOHCOMH. OCHOBBI
koH(purypupoBanus. [[puHIUTIEI 0OOMEHA JTaHHBIMU B Cpeie MepeIayu JaHHbBIX

Tema 3
[Iporokonel m Moaenu. Opranuzanus cetd U dTanoHHas Mojenb OSI. CereBble NMPOTOKOIBI U
cranfaptsl. Opranuzanuu o crannaptuzanuu. Mogens TCP/IP.

Tema 4
Ousnyecknii u KaHaubHbIM ypoBHU. Cpena mnepemaun AaHHbIX. CraHAapThl (QHU3UYECKOrO U
KaHanbHOTO ypoBHs. CeTeBble ycTpoiicTBa. CUCTEMBI HyMepaluu (CYUCICHUS)
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Tema 5
Tomonoruu cereii. duznueckre u Jorudeckue Tomnonoruu. KabenpHas cuctema M 3JIEKTPONUTAHUE B
cersax. Tunsl kabeneii u ux xapakrepuctuku. Kommynunkanus Ethernet

Tema 6
CeteBoii ypoBeHb. Pa3penienue aapecoB. Aapeca ceteid. XapakKTepuCTUKHU IpoTokoa IP.

Tema 7
Anpecanus [Pv4. Knaccel IPv4 aapecos. Opranusauus noxacereit IP-cereit. [lenenne IPv4-cetn Ha
paBHble 4vacth. [lenenume IPv4-cetm c ydetom TpeOoBaHWN KOJWYECTBA Y3/I0B. MacKu TOJCETH
nepemeHHol anuHbl (VLSM). InanupoBanue aapecanuu ceTu.

Tema 8
IPv6. Tunel IPv6 agpecos. IlapamnensHoe ncnonb3oBanue IPv4 u IPv6 aapecos. Jlenenune [Pv6-cetn
Ha noacetu. [CMP

Tema 9
bazoBas koHdurypauus mapupyrusaropa. Pabora mapmpyrtuzatopa. Tabmuma MapiipyTH3alMH.
[Tonp3oBarenbckuii nHTEPGEIC MapmpyTH3aTopa U pexXKUMbl. BeiBog nHbopMarmu 0 KOHGUTYpauu
Mmapuipytuzaropa. Konpurypuposanue mapuipyrusaropa.

Tema 10
Cratuueckass wmapuipytusanusa. [IlpeumymiecTBa M HEIOCTATKM CTAaTHUYECKOM MaplIpyTHU3aAIUU.
MapuipyT o ymMonuaHuto (IILITI03 MOCIeTHEN HaIEKIbI).

Tema 11
[IpoTOKOJIBI OMHAMHYECKOW MapIIpyTH3alMKM. THUIBI MPOTOKOJOB Mapupyrhsanuu. Merpuka,

aZMUHUCTpaTUBHas auctaHius. Kpurepun BbIOOpa mporokosa Mmapuipytusauuu. Ilporokonsr RIP,
OSPF, EIGRP.

Tema 12
VYposuu mozxenu OSI. Tpancnoptasiii ypoBeHs. IIpotokonsl TCP u UDP. HanexxHOCTh POTOKOJIOB
TpaHCIOPTHOrO ypoBHs. Anpecanus nopros B TCP u UDP.

Tema 13
VYposenb npunoxxenuit TCP/IP. YpoBHu npunoxenuil, mpeacraBieHui, ceancoBblii moaenn OSI
CriocoObl  B3aMMOJEHCTBHSI TMPOTOKOJIOB MPUKIATHOTO YPOBHS C MPHIOKEHUSIMH KOHEYHOTO
noJp3oBaress. O0630p MHUPOKO PACIIPOCTPAHEHHBIX MPOTOKOJIOB YPOBHS MPHUIIOKEHUH.

Tema 14
[Tpuntumner obecrieuenus GezomacHocTH ceTu. OunbTpanus Tpadduka. CIUCKA KOHTPOJSI TOCTYIa
(ACL). CrangapTHbIe U pacIIMPEHHbIE CIIUCKU KOHTPOJIS JOCTYTIA.

Tema 15
VYmupasnenue cerpio. Opranmzaius HeOonbmon cetu. [IpoBepka pabotocmocobHocTH. MeTomuku
MOVCKA M YCTPAHEHUS! HEHCIIPABHOCTEH
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5. METOJMYECKHUE YKA3AHUS MO MPEITOIABAHUIO
1 OCBOEHHUIO JUCHMILIMHBI (MOIYJISA)

5.1. Yka3zanus 1Jis npenojgaBartesieil 10 OPraHU3aly U NMPOBeJAEeHNI0 YYeOHbIX 3aHATHI
N0 AUCHUIIMHE (MOAYJII0)

HpI/I IHOATOTOBKE K JICKIHUMOHHBIM 3aHATHAM HCO6XO,I[I/IMO BOCITIOJIB30BATHECA y‘Ie6HO-MeTOI[I/I‘ICCKOI71
muTepatypoi u3 1.8. JIekiuu HeoOX0MMO MMPOBOIUTH C UCTIOIH30BAHUEM MPE3CHTAIINH, CO3JaHHBIX B
Microsoft PowerPoint.

[Tpu moaroroBke K J1a0OPATOPHBIM 3aHITHIM HEOOXOIUMO BOCIIOIB30BATHCS yUEOHO-METOIUIECCKOM
JIUTEPATYpOl U3 1.8.

5.2. Yka3zanus 1J1s1 00y4a0IMXCcs 10 0CBOCHUIO TUCUUIJIMHBI (MOIYJII0)

Bo Bpems camocTosTenbHOH pabOTBI HEOOXOIUMO BOCIOJIB30BAThCA y4eOHO-METOAMYECKON
JUTEpaTypou u3 1.8.

Tab6anna 4. Coaep:kaHue caMOCTOATEIBHOM PadoThl 00yUYalOIIMXCS

0J151 OUHOU hopmbl 0OYUeHUA

Bomnpocsl, BeIHOCHUMBbIE Koun-Bo
dopma paboThI
Ha CAMOCTOSTEIBHOE H3YUCHUE 9acoB

Tema 1 6 BueaynutopHnas, U3yUYCHHE
[ToaroroBka oryera 1o jgadbopaTopHOi padoTe. y4eOHBIX mocoOuit

[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI

Tema 2 6 Bneayauropnas, U3y4YyEHUE
[ToaroroBka otyera mo gadbopaTopHOi padoTe. y4eOHBIX TOCOOMI

ITonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI

Tema 3 6 Bneaynuropnas, U3y4eHue
ITonroroBka otuera no jgabopaTopHoii padore. y4eOHbIX TocoOuit

[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI

Tema 4 6 BneaynuropHnas, H3y4YEHHE
[ToaroroBka otyera 1mo gadbopaTopHOI padoTe. y4eOHBIX MTOCOOMIt

ITonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI

Tema 5 6 Bneaynuropnas, U3y4eHue
ITonroroBka otuera no abopaTopHoii padore. y4eOHbIX TocoOuit

[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI

Tema 6 6 BneaynuropHnas, U3y4YEHHE
[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI y4eOHBIX TocoOunit

Tema 7 6 BneaynuropHnas, U3y4yeHue
[ToaroroBka ot4era mo gabopaTopHOI padoTe. y4eOHBIX TTOCOOMI

ITonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI

Tema 8 6 Bueayauropnasi, U3y4eHUue
[TonroToBKa OTBETOB Ha KOHTPOJIHHBIE BOIPOCHI y4eOHBIX TocOOuit

Tema 9 6 Bueayauropnasi, U3y4eHUue
[ToaroroBka ot4era mo gabopaTopHOI padoTe. y4eOHBIX TTOCOOMI

[TonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI

Tema 10 6 BreaymutopHas, U3yUYCHHE
[TonroroBka otuera no jgabopaTopHoii padore. y4eOHBIX TOcOOuit

[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI

Tema 11 6 BueaynuropHas, U3y4eHue
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Bomnpockl, BeIHOCHMBIE Kou-Bo
®opma paboTsI
Ha CaMOCTOSTEIbHOE U3YUCHUE 4acoB
[ToaroroBka otyera mo gabopaTopHOi padoTe. y4eOHBIX TOCOOMI
[TonroToBKa OTBETOB Ha KOHTPOJIHHBIE BOIPOCHI
Tema 12 6 Bueayaurtopnas, M3y4YCHHE
[ToaroroBka oTuera 1Mo 1abopaTopHOM padoTe. y4eOHBIX ocoOuit
ITonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI
Tema 13 6 BueaynutopHnas, U3yUYCHHE
[ToaroroBka otyera mo gabopaTopHOi padoTe. y4eOHBIX TOCOOMI
[TonroToBKa OTBETOB Ha KOHTPOJIHHBIE BOIPOCHI
Tema 14 6 Bueayaurtopnas, M3y4YyeHHUE
[ToaroroBka oTuera 1Mo 1abopaTopHOM padoTe. y4eOHBIX ocoOuit
ITonroToBka OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI
Tema 15 9,75 Bueayauropnas, U3y4eHue
[ToaroroBka oryera 1o jgadbopaTopHOi padoTe. y4eOHBIX ocoOuit
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
ITonroToBka K sK3aMeHy
0J151 0UHO-3A04HOU hopmbl 00yUueHus
Bomnpocsl, BBIHOCHUMBbIE Koun-Bo
®opma paboThl
Ha CaMOCTOSTEIbHOE H3YYCHUE 9acoB
Tema 1 6 Bneayauropnas, U3y4YEHUE
Brimonaenue nabopaTopHoit paboThl (YACTUYHO) y4eOHBIX TOCOOuit
[TonroroBka otuera no jabopaTopHoil padore.
[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
Tema 2 6 Bneayauropnas, U3y4YyEHUE
Brimonaenue nabopaTopHOi paboThl (YACTUYHO) y4eOHBIX T0COOunit
ITonroroBka otuera no gabopaTopHoii padore.
[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOPOCHI
Tema 3 6 BneaynuropHnas, U3y4YEHHE
Boinonnenue nabopatopHoii paboThl (YaCTHYHO) y4eOHBIX ocoOuit
ITonroroBka otuera no abopaTopHoii padore.
[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
Tema 4 6 BneaynuropHnas, U3y4YEHHE
Brinonnenue nabopatopHoii paboThl (YaCTHYHO) y4eOHBIX ocoOuit
ITonroroBka otuera no gabopaTopHoil padore.
[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOPOCHI
Tema 5 6 BneaynuropHnas, U3y4YEHHE
Brinonnenue nabopatopHoit paboThl (YaCTHYHO) y4eOHBIX ocoOuit
ITonroroBka otuera no jgabopaTopHoii padore.
[TonroToBKa OTBETOB Ha KOHTPOJIHHBIE BOIPOCHI
Tema 6 6 Bueayauropnasi, U3y4EHUe
[TonroToBKa OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI y4eOHBIX TocOOuit
Tema 7 6 Bneaynuropnas, U3y4eHue
Brinonnenue nabopaTopHoit paboThl (YACTUYHO) y4eOHBIX TocoOuit
[ToaroroBka ot4era mo gabopaTopHOI padoTe.
[TonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI
Tema 8 6 Bneaynuropnas, U3y4eHue
[TonroToBKa OTBETOB Ha KOHTPOJIbHBIE BOIPOCHI y4eOHbIX TocoOuit
Tema 9 6 Bneaynuropnas, U3y4eHue

Brinonnenue nabopaTopHoit paboThl (YACTUYHO)
[ToaroroBka ot4era mo gadbopaTopHOI padoTe.

y4eOHBIX ocoOuit
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Bomnpockl, BeIHOCHMBIE Kou-Bo
®opma paboTsI
Ha CaMOCTOSTEIbHOE U3YUCHUE 4acoB
[TonroroBka OTBETOB Ha KOHTPOJIHHBIE BOIPOCHI
Tema 10 6 BueaynutopHnas, U3yUYCHHE
Brinonnaenue 1abopatopHoit paboThl (4aCTUYHO) y4eOHBIX TOCOOMI
[TonroroBka otuyera no gabopaTopHoii pabdore.
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
Tema 11 6 Bueayauropsasi, U3y4eHue
Brinonnaenue 1abopatopHoi paboThI (4aCTUYHO) y4eOHBIX TOCOOMI
[TonroroBka otuera mo gabopaTopHoii padore.
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIIPOCHI
Tema 12 6 Bueayauropnasi, U3y4eHue
Brinonnaenue 1abopatopHoit paboThl (4aCTUYHO) y4eOHBIX TOCOOMI
[TonroroBka otuyera mo gabopaTopHoii padore.
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
Tema 13 6 BueaynutopHnas, U3yUYCHHE
BrinonnaeHue 1abopatopHOi paboTh (4aCTUYHO) y4eOHBIX mocoOuit
[ToaroroBka otyera 1o gadbopaTopHOi padoTe.
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
Tema 14 6 Breayauropnasi, U3ydeHUe
BrinonnaeHue 1ab0patopHOi paboThI (4aCTUYHO) y4eOHBIX ocoOuit
[ToaroroBka otyera mo gadbopaTopHOi padoTe.
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIIPOCHI
Tema 15 9,75 Bueayauropnasi, u3yueHue
Brimonaenue nabopaTopHoit paboThl (YACTUYHO) y4eOHBIX TOCOOuit
[TonroroBka otuera no jabopaTopHoit padore.
[TonroroBka OTBETOB Ha KOHTPOJIBHBIE BOIPOCHI
IToaroroBka K 9K3aMeHy

5.3. Buabl 1 (popMBI NHCHbMEHHBIX Pa0d0T, NPEIYCMOTPEHHBIX IPH OCBOCHUH THCHHUIINHBI
(Moay.is1), BbINOJIHSIEMbIe 00YyYAOIMMHCSH CAMOCTOSITEILHO

Ot4yer no JadopaTopHoii padore — opOpPMIIETCS M OTYUTHIBAETCS B AJIEKTPOHHOM BUJIE:
¢opmar nmcta A4, KHUXKHas OpHEHTalUMs CcTpaHMlbl. Ha TUTyIbHOM 5HMCTE€ YyKa3bIBAaeTCs
HauMmeHoBaHue qucuuiuiHabel, PO u rpynna ucnonnutens, @O npenonasaTens, NPUHUMAIOIETO
oTtueThl. B oTdere mo kaxaol jgaboparopHOil paboTe MOJKHO OBITh HPEJCTABIEHO HAaMMEHOBAaHUE
paloThl, 11eJ1b, XOJ1 BBIOJHEHUS PAOOTHl (CKPUHILOTHI, KPATKOE TEKCTOBOE OMHUCAHKE), BHIBOJBI 110
pe3yibTaTaM paboThI.

6. OBPA3OBATEJIBHBIE U UTHOOPMALIMOHHBIE TEXHOJIOT'U

[Tpu peanuzanuu pa3iIndHBIX BUJIOB y4eOHOU paOOTHI MO AUCHUIUIMHE MOTYT HCIIOJIb30BaThCS
3JIEKTPOHHOE 00y4YEeHHE M TUCTAaHIIMOHHBIE 00pa30BaTeIbHbIC TEXHOIOTHH.

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTUH

Tab6anna S. O0pa3zoBaTebHbIC TEXHOJIOTHH, HCIIOJIb3yeMble IPH PeaIu3aliy Y4eOHbIX 3aHATHH

Paznen, Tema ®dopma yueOHOTro 3aHATHUS
JACTTATITUHEL (MOTYIIS) Jlekuusa IIpaxkTuueckoe JlaGoparopHas
3aHATHE, CEMUHAP pabota
Tema 1. Cospemennvie mexnonoeuu. | Qb3opuas nexyus He npedycmompeno 6bINOJIHEHUE
Jlokanvnwvie u cnobanvrvie cemu. Ux 1a60pamopHoti
MEXHONI02UYU U MONOJIO2UU. pabompl
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Tema 2. bazosas koHgueypayus
KOMMYmMamopa u OKOHe4HO20
ycmpoucmaea

Jlexyus -
npeseHmaysl

He npeoycmompeno

BbINOHEHUE
1abopamopHou
pabomwl

Tema 3. Ilpomokonsl u mooenu.
Opeanusayus cemu u 5manioHHas
mooenv OSI.

Jlexyus-ouanoz

He npedycmompeno

BbINOIHEHUE
1abOpamopHot
pabomwl

Tema 4. Quzuyeckuil U KAHAIbHBIU

Ob630puas nekyus

He npeoycmompeno

6blNOJIHEHUE

ypoeuu. Cucmemvl Hymepayuu 11abopamopHo
pabomol

Tema 5. Tononoeuu cemeil. Jlexyus - He npeoycmompeno 6bINONIHEHIUE

Kommynuxayus Ethernet npesenmayus 1abopamopmo
pabomol

Tema 6. Cemesotl yposeHw. Jlexyust - He npedycmompeno 6bINONHEHUE

Pagpeu,{eHue a@pecog npesenmayus KOHmpOJZbHOlZ
pabomwl

Tema 7. Aopecayus IPv4 Jlexyusi - He npeoycmompeno BbINOHEHUE

npezeHmayus nabopamopnou

pabomul,
BbINOIHEHUE MeCma

Tema 8. Aopecayus IPv6. ICMP Jlexyus - He npeoycmompeno 6bINONIHEHUE

npezenmayus KOHMPOTILHOU

pabomwl

Tema 9. bazosas konpueypayusi Jlexyusi - He npeoycmompeno BbINOHEHUE

mapwpymuzamopa npesenmayus ﬂa60pam0pH01j
pabomwl

Tema 10. Cmamuueckas Jlexyus- He npeoycmompeno BbINONIHEHIUE

Mapupymu3ayusl. npeseHnmayusl ﬂa60pam0pH01j
pabombl

Tema 11. IIpomokonvl Jlexyus - He npeoycmompeno 6bINOJIHEHE

OUHAMUYECKOU MaApupymu3ayuu npesenmayus nabopamopHou
pabomwl

Tema 12. Yposnu mooenu OSI. Jlexyus - He npedycmompeno BbINONHEHIUE

Tpancnopmmuuwiii ypogeHw. npesenmayus nabopamopnotl
pabomwl

Tema 13. Yposenwv npunosscenuii Ob3opnas nexyus He npeoycmompeno 6bINOIHEHUE

TCP/IP 1abopamopHol
pabomwl

Tema 14. Ipunyunvl obecneuenus Jexyust - He npedycmompeno BbINONHEHUE

bezonacnocmu cemu. Quavmpayus | npesenmayus nabopamopnot

mpagguxa. Cnucku konmpons pabome

oocmyna (ACL)

Tema 15. Ynpasnenue cemvio.
Opeanuzayus HeboIbLWOU cemu

Jlexyus-ouanoe

He npedycmompeno

BbINOIHEHUE
1abopamopHoti
pabomul,

VY4eOHble 3aHATHS MO JUCUUIUIMHE MOTYT MPOBOJUTHCS C NMPUMEHEHHEM HH(POPMAIMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETEM TIpU  ONOCPEJOBAaHHOM (Ha PACCTOSIHMM) HHTEPAKTUBHOM
B3aUMOJICHCTBUM OOYYAIOIIMXCSA W TpernojaBarelis B pexuMax ONn-line B ¢dopmax: BHICONSKIHIA,

JMeKUUA-TIpe3eHTalnl, BUACOKOH(pEpeHInn, coleceloBaHus B pexuMe dar, Gopyma, uyaTta,
BBITIOJTHCHUS] BUPTYATbHBIX MPAKTHYECKUX W/HIINA Ja00paTOPHBIX padoT U Jp.
MakcumanbpHBIE  00BEM  3aHATHH  oOydaromierocs ¢ MPUMEHEHHEM  DJIEKTPOHHBIX

o0pa30BaTeNbHbIX TEXHOJIOTUN HE JTOJKEH MpeBbIaTh 25%.
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6.2. Uu¢dopManinoHHbIe TEXHOJIOTHH

[Ipu peanuzanuy pa3IUYHBIX BHJOB Y4eOHOH M BHEY4eOHOW pabOThI MCIONB3YIOTCS CIEIYIOIIUe

I/IH(bOpMaI_[I/IOHHBIe TCXHOJOI'Nu:

HasBanue nnpopMamoHHON TeXHOIOTUN

KpaTKoe OIIMCaHUEC
HpI/IMCHSIeMOﬁ TCXHOJIOTHH

Ucnonb3oBanne Bo3MOkHOCTEH MHTepHeTa B
yueOHOM HpoLecce

[TpoBeneHre BXOAHOTO, TEKYIIETO U PEUTHHIOBOTO
KOHTpOJII ~3HAaHWW  yJammxcst (B CHCTEMax
JTIUCTAHITMOHHOTO OOYUYCHHSI)

Hcronb3oBaHMEe  ANEKTPOHHBIX — YYEOHHKOB U
Pa3IMYHBIX CATOB KaK HICTOYHUK MH(pOpMaLUU

[ToaroroBka K 3aluTe OTYETOB 1O JTA0OPATOPHBIM
paboram

Hcnonbs3oBaHne  BO3MOMKHOCTEH — 3JIEKTPOHHOM
HIOYTHI IPENOABATENs

[ToaroroBka K 3aluTe OTYETOB 1O JTA0OPATOPHBIM
paboram

Hcnonb3oBaHne CpeiCTB MPENCTaBICHUS ydeOHOU
nHGbOpMAaIIH

Hcnonb30Banne MyJIbTUMEIMHHON MTPE3EHTALIUN

KOMHI)IOTepHI)IG CUMYJIAIUA

Hcnonp3oBaHue  MpOrpaMmbl,  MOJEIUPYOILEH
cereBoe 000pyAoBaHUE U (DYHKIIMOHUPOBAHHUE CETU
riepesiauy JJaHHbIX

Hcnons3oBanue BUPTYaIbHOM 00yJaroIIel Cpeibl

Hcnonp30BaHue CHCTEMBbI YIIPABJICHUS 00y4YeHHEM
LMS Moodle «nexTpoHHOe 00pa3zoBaHue)

6.3. IIporpammHoe oOecneuyeHue, coBpeMeHHble MNpodeccuoHANbHbIe 0a3bl JaHHBIX

u I/IH(l)OpMaIII/IOHHI)Ie CIIPaBOYHBIC CUCTEMBI

6.3.1. [IporpamMHoe obecnieyenmne

HanmenoBanue nporpaMMHOro
obecreyeHus

Haznauenue

Adobe Reader

[Tporpamma 11t MPOCMOTPA IIEKTPOHHBIX JOKYMEHTOB

[Tnardopma TUCTaHITUOHHOTO OOYUEHHS
LMS Moodle

BupryansHas obydaromias cpena

Google Chrome

bpaysep

Microsoft Office 2013, Microsoft Office
Project 2013, Microsoft Office Visio 2013

OduchHas nporpamma

7-zip

ApxuBarop

Microsoft Windows 10 Professional

OrneparimoHHasi CucTeMa

Kaspersky Endpoint Security

CpeacTBo aHTUBUPYCHOMN 3aIIUTBI

Cisco Packet Tracer

ITporpamMMHBIi SMYJISITOP CETEN MEepeadn JaHHBIX

Wireshark Cruddep

6.3.2. CoBpemMeHHble mnpodeccHOHATbHbIE 0a3bl JAaHHBIX M HHGOPMaLMOHHBbIE
CIpaBOYHbIE CHCTEMbI

1. YHuBepcanbHass ~ CHpaBOYHO-MH(POPMALIMOHHAs  TOJHOTEKCTOBas  0a3a  JaHHBIX
nepuoandeckux m3nanuit OO0 «MBUC» http://dlib.eastview.com

2. DNEeKTpOHHBIE  BEpCUU  MEPHOAMYECKMX  U3JaHMH,  pa3MelleHHble Ha  caiite

UHPOPMAIIMOHHBIX pecypcoB Www.polpred.com

3. DnextponHblii kKaTanor Hayunoit Oubnuorexku AI'Y na 6aze MARK SQL HIIO «Hudpopm-

cuctem»: https://library.asu-edu.ru/catalog/.

4. DnextpoHHbId Katanor «Hayunsie sxypHanst AI'Y»: http://journal.asu.edu.ru/issledovaniya-

i-innovacii/11745-nauchnye-jurnaly-agu.html.

5. KopriopaTuBHbIif MPOEKT ACCOLHALNH PETHOHAIBHBIX OHOIHMOTEUYHBIX COHCOPIYMOB
(APBHKOH) «MexpernoHanbHas aHamuTr4eckas pocruck cratein» (MAPC) http://mars.arbicon.ru



http://dlib.eastview.com/
http://www.polpred.com/
https://library.asu-edu.ru/
http://journal.asu.edu.ru/
http://mars.arbicon.ru/

16

7. ®OHJ]1 OUEHOYHBIX CPEACTB JJIs1 NIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N IMTPOMEXYTOYHOU ATTECTAIIH 11O JUCIUIIVIMHE (MOAY JI1O)

7.1. IlacniopT (poHAA OLIEHOYHBIX CPEICTB

IIpy mpoBeneHUU TEKYLIETO KOHTPOJS M IPOMEXKYTOUHOM arTecTaluuu 10 JAUCLHUIUIMHE
(mogymio) «Cetu u cucteMbl nepenaud uHpopmanuu» MpoBepseTcs cHOpPMHUPOBAHHOCTH
y 00ydJaronmxcsi KOMIETEHIMH, YKa3aHHBIX B pas3jene 3 HaCTOSIIEH MporpaMmbl. ITalHOCTb
dbopMUpOBaHMS JAaHHBIX KOMIIETEHIIMII B IMPOLECCE OCBOCHMSI 0Opa30BaTEIbHON MPOTrpamMMbl
OIIpeEIIAETCs MOCIIEJOBATEIbHBIM OCBOEHUEM JUCLUUIUIMH (MOYJIEH) U MPOXOKACHUEM IIPAKTHK, a B
MPOIIECCEe OCBOCHUS TUCIUIUTUHBI (MOYJISI) — TOCIIEA0BATEILHBIM TOCTH)KEHHEM PE3YJIbTaTOB OCBOCHHS
COZIEPIKATEIbHO CBA3aHHBIX MEX/y COOOM pa3/ieNioB, TEM.

Tabauna 6. CooTBeTcTBHE pa3lesioB, TeM JAMCUHUIUIMHBI (MOAYJisl), Pe3yJbTaTOB 00y4eHUs

N0 UCHUIIHHE (MOAYJII0) H OLIEHOYHBIX CPeICTB

Kontponupyemslii paznen, Tema
JUCHUTITUHBI (MOTYJIs1)

Kon konTponupyemoit

KOMIICTCHIIHN

HanmenoBanue
OLIEHOYHOT'O CPEJICTBA

Tema 1. Cospemennble mexHono2uu.
Jlokanvuvie u enobanvuvie cemu. Hx
MEeXHON02UU U MONOJIO2ULL.

OIIK-2, OIIK-2.1

Onpoc  Ha  3K3aMeHe.
Otuer mno nabopaTopHOU
pabore

Tema 2. bazosas konpueypayusi
KOMMYMamopa u OKOHe4HO20 YCMpOoUcmea

OIIK-2, OIIK-2.1

Onpoc  Ha  DK3aMeHe.
Otuyer no nabopaTopHOMH
pabore

Tema 3. Ilpomokonwt u mooenu.
Opeanuzayus cemu u 2ManroHHAas MOOENb
OSl.

OIIK-2, OIIK-2.1

Onpoc  Ha  3K3aMeHe.
Otuer mno nabopaTopHOU
pabore

Tema 4. Qusuueckuil u KAHATILHBIU YPOBHU.
Cucmemvul Hymepayuu

OIIK-2, OIIK-2.1

Ompoc  Ha  JK3aMeEHe.
Otuer mo nabopaTopHOU
pabore

Tema 5. Tononozuu cemeii. Kommynurxayus
Ethernet

OIIK-2, OIIK-2.1

Ompoc  Ha  9JK3aMeHe.
Otuer mo nabopaTopHOM
pabote

Tema 6. Cemesoti yposenv. Pazpewenue
aopecos

OIIK-2, OIIK-2.1

Onpoc  Ha  DK3aMeHe.
KonrtposbHas pabota

Tema 7. Aopecayus IPv4

OIIK-2, OIIK-2.1

Ompoc  Ha  JK3aMeHe.
Otuer mo nabopaTopHOU
pabore

Tema 8. Aopecayus IPv6. ICMP

OIIK-2, OIIK-2.1

Omnpoc Ha SK3aMEeHe.

Tema 9. bazosas kongpueypayus
Mapuipymuzamopa

OIIK-2, OIIK-2.1

Otuer mo nabopaTopHOU
pabore

Tema 10. Cmamuyeckas mapuipymu3ayusl.

OIIK-2, OIIK-2.1

Otuer mo nabopaTopHOU
pabore

Tema 11. Ilpomoxonsl Ounamuueckotl
Mapwpymuzayuu

OIIK-2, OIIK-2.1

Otuer mo nabopaTopHOU
pabore

Tema 12. Yposnu mooenu OSL.
Tpancnopmmuuwiii ypogeHw.

OIIK-2, OIIK-2.1

Ompoc  Ha  9JK3aMeHe.
Otuer mo nabopaTopHOU
pabote

Tema 13. Yposenwv npunosicenuti TCP/IP

OIIK-2, OIIK-2.1

Onpoc  Ha  DK3aMeHe.
Otuer mo nabopaTopHOU
pabore

Tema 14. Ilpunyunv obecneuenus

OIIK-2, OIIK-2.1

Ompoc  Ha  3K3aMeHe.
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KonTponupyemsiii pasznen, Tema Kon xonTponupyemoi HanmenoBanue
JUCITUTUTAHBI (MOJTYIIST) KOMIIETCHIINH OIICHOYHOT'O CPEJICTBA
bezonacnocmu cemu. Quivmpayus Otuer mo nabopaTopHOU
mpaghghuxa. Cnucku KoHmpoas 0ocmyna pabote
(ACL)

7.2. Onucanue mokasaresjieii 1 KpuTepUeB OUEHUBAHUS KOMIIETEHUHH, ONMCAHUE HIKAJI
OlleHUBaHUSA

Tab6uaunna 7. IlokazaTean oneHUBAHNUS Pe3yJIbTATOB 00y4YeHUsI B BU/e 3HAHUM

[Ixana
OlCHHBAHHA Kpurepun onennBanus
JEMOHCTPUpPYET TIIyOOKOe 3HAHWE TEOPETHYECKOro MaTepHuaia, YMCHHE
5 000CHOBAHHO M3J1araTb CBOM MBICIIU IO 00CYXIa€MbIM BOIPOCaM, CIIOCOOHOCTh
«OTIMYHO» | MOJTHO, MPAaBWJIBHO M apryMEHTHUPOBAHHO OTBEYaTh Ha BOIPOCHI, MPHUBOIUTH
IIPUMEPBI
4 JEMOHCTPUPYET 3HAHHE TEOPETHYECKOrO MaTepHana, €ro IO0CIIeJ0BaTeIbHOe
«XOpOMION U3JI0KEHUE, CIIOCOOHOCTh MPUBOJUTH IPUMEPHI, JOMYCKAaeT €IUHUYHbIE
OHIMOKY, UCTIPABIISIEMBIE TTOCIIE 3aMEUaHHs IPENoAaBaTeIs
3 JCMOHCTPUPYET  HEMOJHOE,  (parMeHTapHOEe  3HAHHUE  TEOPETUYECKOIrO
«yOBAETBODH Mmarepuana, TpeOyloliee HaBOISIIIMX BOIPOCOB IIPENONABATeNs, AOIYCKaeT
TEIBHOY CYIICCTBCHHLIC OIIMOKH B €ro H3JI0KCHUH, 3aTpyAHACTCAd B IIPUBCACHUU
puMepoB U (GOpMyIHPOBKE BHIBOJOB
2 JIEMOHCTPHUPYET CYILECTBEHHBIE MPOOEIIbI B 3HAHUU TEOPETUYECKOT0 MaTepHania,
«HEY/IOBJICTBO | HE CHOCOOCH €ro W3JIOKUTh W OTBETHUTh Ha HABOISIIME BOIPOCHI
PHUTENBHO» | IPENoJaBaTesi, HE MOKET NPUBECTU MPHUMEPHI

Taoauua 8. [loka3aTen oneHMBaHUA pPe3yJbTATOB 00y4eHHUs B BH/le YMEHHIi U BJIaJeHHUI

Mxana
Kpurepuu oniennBanus
OLICHUBAHUS
JIEMOHCTPUPYET CIOCOOHOCTh MPUMEHSITh 3HAHHE TEOPETUUYECKOr0 MaTepuaia
5 IIpY  BBINOJIHEHUM 3aJaHUM, I[IOCIEAOBATEIIbHO W IMPABUJIBHO BBIMOJHSIET
«OTJIMYHO» | 3aJlaHusl, yMEeT OOOCHOBAHHO HW3JlaraTh CBOM MBICIHA M JI€JIaTh HEOOXOIUMBIC
BBIBO/IBI
JIEMOHCTPUPYET CIOCOOHOCTh NMPUMEHSTHh 3HAHHE TEOPETUUYECKOro MaTepualia
4 IIpY BBINOJHEHUU 3aJaHUM, [OCIEAOBATEIbHO W MPABUJIBHO BBIIIOJIHSAET
«XOpOIION 3a/1aHus, yMeeT OOOCHOBAHHO W3JIaraTh CBOM MBICIHM M JIeJIaTh HEOOXOIUMBIE
BBIBOJIBI, JIOMYCKAaeT €AMHUYHBbIC OIIMOKH, HCIpaBiseMble IMOCIE 3aMeYaHUs
MPENOIaBaATEIS
3 JEMOHCTPUPYET OTAEJbHBIE, HECHUCTEMATU3UPOBAHHbBIC HaBLIKI/I,u HCITLITHIBACT
«YJIOBJ'IGTBOPI/I San}UIHeHI/ISI 158 ):[onycxaeT OH_II/I6KI/I l'[pI/I BBIIIOJTHEHUU 3a1aHUM, BBIIIOJHACT
TeNBHOY 3aJlaHue MO0 TOJCKa3Ke TMpernojaBaTelns, 3aTpyAHSeTcs B (GOPMYIUPOBKE
BBIBOJIOB
2 He CIOCOOEH MPAaBUIILHO BBITOJHUTH 33JaHUS
«HEYIOBJIETBO
PHUTEIBHOY

7.3. KoHTpO/IbHBIE 32IaHUA M HHbIE MATEPHAJIbI, HEOOXOAMMBIE JJIsl OIEHKHU Pe3yJIbTATOB
00yuyeHus 10 TUCHMILINHE (MOIYJIIO)

Tema 1 «CoBpemMeHHbIe TeXHOJIOTHH. JIOKa/IbHBbIE U T7100aJIbHBbIE ceTH. UX TeXHoI0ruu u
TONMOJOT UM
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Jlabopamopuaa paooma Nel «Bcmpoennvie cemesvie ymuaumol OnepayuoOHHON CUCHEMbl
Windows»
3ananue:
M3yunTh cripaBOYHBIA MaTepUall 1O CACAYIOIUM YTUJIUTAM KOMAaHJIHON CTPOKU:
ipconfig
getmac
ping
tracert
pathping
nslookup
arp —a
route print
netstat
j. hostname
[IpotectupoBaTh pabOTy yKa3aHHBIX BBINIE YTHJIUT, B T.4. C HCIOJb30BAaHHEM
JOINOJHHUTCIIbHBIX IIApaMCTPOB

i R =

Tema 2 «ba3zoBasi KOHpUTypanus KOMMYTAaTOPa U OKOHEYHOT'0 YCTPOICTBa)
Jlabopamopnan paboma Ne2 «Hacmpoiika cemegoii OnepayuoOHHOU  CUCHEMbL
KoMmMymamopa»
3anaHue:

B mporpammuom smynsitope Cisco Packet Tracer cobpaTh cxemy CeTH, NPUBEICHHYIO Ha

pUCYHKE

Hactpouts wumena y310B u [P-agpeca Ha 1ByX KOMMYyTaTopax IIOJ] YIpPaBICHHEM
onepaionHoii cucreMsl Cisco 10S ¢ nomompto uaTepdeiica komangHou crpoku (CLI).
Hcnonb3ys komannael Cisco 10S, 3amaTe mapamerpsl J0CTyla M OIPaHUYUTH AOCTYH K
KOH(UTypaluu ycTpoicTaa.

C nomomusio komanz [0S coxpaHUTh TEKYIIYI0 KOHPUTYpaLHUIO.

Hacrpouts Ha n1Byx xocrax IP-anpeca.

ITpoBepuTh MOAKIIOUEHUE MEXKIY ABYMS OKOHeUHbIMHU ycTpoiicTBamu (I1K).

Tema 3 «IIpoTokosbl u Mogeau. Opranu3anus ceTH U 3TaJIOHHasA Moaeab OSI»
Jlabopamopnaa padboma Ne3 «Opeanuzauyuu cmavoapmu3ayuu 6 001acCmuU Ccemeeblx
mMexHo102uiL»
3amanue:

Hcnone3ys uHpoOpManmio, MpeACTaBICHHYI0 B Y4eOHBIX MOCOOMSX U UCTOYHUKAX B CETHU
WNHutepuer, coctaBuTh TaOMMIly OO0 OpraHM3alnusix, JIEATeIbHOCTh KOTOPBIX CBs3aHA CO
CTaHJIapTH3aIMel B 00JIACTH CETEeBBIX TEXHOJIOTHIA.

HanmeHnoBanue oprannzanmu JlesiTenbHOCTD Hawnbonee 3HaunMBbIC CTaHIAPTHI

Tema 4 «®u3nyeckuii U KaHAJbHBIA YPoBHU. CHCTEeMBI HyMepauum»
Jlabopamopuasn paooma Ned «0630p annapamuvix ycmpoiicme CiSCO, peanu3z08anHbvix 6
npozpammuom Imyaamope Cisco Packet Tracer»
3agaHue:

B mporpammuom smynsitope Cisco Packet Tracer coOpate cxemy ceTH, MPEICTaBICHHYIO Ha

pHCYyHKe
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Hactpouts ycrpoiicTBa uepe3 TepmuHanbHoe nojakiouenue ¢ PC1 cornacHo BapuaHnTam;

[ToaxmrounThCA K MapIIpyTH3aTOPY MO MPOTOKOIY telnet.
Hactpouts cereBbie cepBuckl DNS, HTTP, EMAIL, FTP.

[IpoBepuTh NTOCTYIHOCTH CETEBBIX Y3JIOB C UCIIOJIB30BAHUEM YTHIIUTHI ping.
[TpoBepuTh pabOTy yCTAaHOBJICHHBIX CEPBUCOB CEpBEpA.

'd
EF:T’ PF?CZT Server-PT
Pt Serverl

Tema 5 «Tonosnoruu cereii. Kommynuxauus Ethernet»

1. Jlabopamopuas paboma Ne5 «Coz0anue pacnpedenennoii cemu nepeoauu OAHHbIX»

3aganue:
1. CoOpatb cxemy, U300paXeHHYIO Ha PUCYHKE

Ry

J
= vV §~

PC-kr § L D

pC erver-PT P \\\\\\\ -

Server? L ::C"l\\\\\‘t\ Server-PT PC-PT

. o Serverl PCO

=== Linksys-wWRT300M .

295020 Wireless Routerd
.-

Switchl .‘_‘ L

A, pa—
v Cloud-l:'ls\q\\ ""i
Cloudn 2811
o Routerd
DSL-Modem-PT Server-PT
DL Modemz2 ?‘ _ Serverd
Mufla
s >
" .
@t s, ) n
.. i
“Bridge-PT idge- Cable-Modem-PT N
- g Bridge-PT Cloud—?\

Bridgel BEridgel Cable Modemz
ndge Cloudl \.‘

0-z

T
Switchz
; r I
PC-PT Server-PT PC-PT Server-PT
PC3 Server3

Serverd
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N

Hactpouts ycrpoiicTsa;

Hactpouts coennHeHust MeXay YCTPOMCTBAMMU;

4. Hactpouts Syslog (B xauectBe Syslog cepBepa MCIONIB30BaTh CEpPBEpP, YKa3aHHBIM B BapUaHTE
3aJ1aHus ),

5. IlpoBeputs paboty ceru.

w

Tema 6 «CeTeBoii ypoBeHnb. Pazpemenue aapecon»
1. Koumponvnas paboma
— IP-agpec
— MAC-aapec
— Ha3nauenne npotokosia ARP
—  ¥Yposnau moaenu OSI

Tema 7 «Anpecanus 1Pv4»
1. Jlabopamopnasa paboma Neb «Opzanuzayusn noocemeii |P-cemeir»
3anaHue:

1. TMomenuts ceth X.X.X.X/y Ha N paBHBIX yacTeii (B COOTBETCTBUU C BAPHAHTOM)
2. Tlogenute cetb X.X.X.X/y Ha MOACETH C y4eTOM KOJIMYECTBA Y3JIOB (B COOTBETCTBHUHU C
BapHUaHTOM)
Bapuanr Certp KomnuyectBo  moxcerel | KonmnuectBo  y3710B B MOJICETH
(3amanue 1) (3amanue 2)
1 172.20.0.0/18 4 90, 12, 200
2 192.168.0.0/24 2 100, 50, 10
3 10.128.0.0/10 8 500, 100, 30
4 175.16.0.0/16 8 60, 6, 150
5 190.25.120.0/25 4 60, 30, 2
6 15.16.0.0/14 16 200, 100, 150

Tema 8 «Aapecauus IPV6. ICMP»
1. Konmponwvnaa paboma
- 3amucath COKpanieHHyro 3anuch |IPv6 anpeca
[MTpumepst agpecos:  2001:0db8:0000:1111:0000:0000:0000:0200
001:0db8:0000:00a3:abcd:0000:0000:1234
- Onucatp HazHaueHue npotokona ICMP. ITpuBecTn npumepsl KOMaH[

Tema 9 «ba3oBasi KOH(pUIrypanuss MaApPIIPYTH3ATOPA»
1. Jlabopamopnan paooma Ne7 «Mapwpymuzayua ¢ TCP/IP cemax._ Cmamuueckas u
OUHAMUYECKAA MaAPUIPYMU3Iauuu»
3anaHue:
1. B yrunute Cisco Packet Tracer coOpath MOAENb CETH MO cXeMe, U300paKeHHOM Ha PUCYHKE
O0o3HaueHNE MOICETENH:
e NetA: IIK PCO, cepsep ServerQ, moixioueHHbIE K MapIIpyTH3aTOPy 4Yepe3 KOMMYTaTop
Switch0, u nmopt FastEthernet0/0 mapurpytuszaropa Router0;
e NetB: IIK PCI1, cepep Serverl, moakiro4YeHHBIE K MapIIpyTH3aTOPy dYepe3 KOMMYTATOp
Switchl, u mopt FastEthernet0/0 mapupyruzaropa Routerl;
e NetC: mocienoBaTenbHOe coenuHeHue — mopThl Serial mapmpyruzaropoB Router) wu
Routerl.
2. TlpucBouts IP-anpeca Server(, int s2/0 Ha Router0, int s2/0 Ha Routerl B cooTBeTcTBUU C
BapHUaHTOM.
3. Hactpoutrs DHCP: nst moacetu NetA DHCP-cepepom Oyaer Server0, a ans noaceru NetB —
Routerl.
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Tema 10 «CTtaTHyeckasi MapIIPyTH3ALHSD)
Jlabopamopnaa padoma Ne7 «Mapwpymuzayus ¢ TCP/IP cemsax._Cmamuyeckan u
ounamuuecKkas mapuwpymuzayuuy (npoooxcenue)
3anaHue:
JIist cxembl CeTH U3 MpeAbIAYIIeH TeMbl HACTPOUTh CTATHUECKYIO MapIIPyTU3ALIUIO.
[TocMOTpeTh MOTyYEeHHBIE TAOIHIIBI MAPIIPYTH3AIUH.
[TpoBepuTh paboTy CeTH, HCIOIB3YS KOMaH bl Ping u tracert.

Tema 11 «IIpoToK0JIBI TMHAMHYECKONH MapIIPYTH3ALUID)
Jlabopamopnaa padoma Ne7 «Mapwpymusayus ¢ TCP/IP cemsax._Cmamuyeckan u
ounamuueckas mapuwpymuzayuuy (npooodcenue)
3anaHue:
Jis  cxeMbl CceTM W3 TpelNplaynied TeMbl HAcTPOUTh JMHAMHYECKHE IPOTOKOJIbBI
mapmpytusanuu RIPv2, EIGRP, OSPF (st kaxxnoro Tumna MapiipyTH3auy OTIEIbHBINA (aiin
IPOEKTa).
[TocMOTpeTh MOTyYEeHHBIEC TAOIHUIIBI MAPIIPYTH3AIHH.
[MpoBeputh paboty ceTn, HCNOIB3Ys KOMaH B! Ping u tracert.

Tema 12 «YpoBuu mogenu OSI. TpancnopTHbIH ypOBeHb)
Jlabopamopnas pavoma Ne8 «H3zyuenue 3axeauennvix naxkemos TCP u UDP ¢ nomowpwio
npocpammot \Wireshark»
3ananue:
3anmycTuth Ha KoMmbioTepe nporpammy Wireshark. Haunute 3axBat naHHBIX
CrenepupoBath Tpadhduk (oTkpoiite Web-crpanuily, noaxmountech K ftp wim tftp cepsepy,
3aIlyCTUTE CETEBOE MPUIIOKEHUE).
[Tpoananu3upoBaTh COEPKUMOE ITAKETOB Ha pa3HBIX ypoBHsX Monemn OSI.
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Tema 13 «YpoBenb npuiioxenuii TCP/IP»
1. Jlabopamopnas paboma Ne9 «Azpezupoeanue Kananioé nepeoauu OaHHbHIX»
3anaHue:
1. CoOpath cxemy, H300pa)KCHHYIO Ha pPUCYHKE

Server-PT
Server2

Server-FT
Serverl

2950-24 o -

e
Switchl e 2950-24

—— — — Switch2
—
y i
356 5 4P5
PC-FT - - —
Pe1 Multila ?Z \ )ﬂ_ﬁtllay Switch2 o F;Tj
I \\"/ | PC2
| >\\\ |
1 / \ |
/ﬁ:._____..ﬂ
Server-PT » 3560-24P5 3560-24P5 ",
Serverl - Multilayer Switch0 Multilayer Switch3 "“' Server-PT
. Server3
2550-24 2950-24
Switcho Switch3
e
PC-PT T

Hactpouts yctpoiicTsa (110 BapuaHTam);
Hacrpouts EtherChannel na moncetu NetF;
Hactpouts Mapuipytu3aiyio (o BapuanTam);
[TpoBeputh Bo3MOKHOCTH PINg, tracert.

arwN

Tema 14 «IIpunuunsi odecneyenusi 6e3onacHocTu cetu. Punbrpanus tpadpdpuxa. Cnuckn
KOHTpoJs nocryna (ACL)»

1. Jlabopamopnas paooma NelO «@unempayus IP nakemos. Cmanoapmmusie u pacuiupenHvle

cnucku 0ocmynay

3aganue:

3arpy3uthb cxemy u3 1abopaTtopHoil paboTsl Ne7;

HactpouTts cepBuCHI, onucaHHbIe B JlabopaTopHOil padote Ne4.

B cooTBeTcTBHM € BapUaHTaMH HACTPOUTH CIUCKH JTOCTYTIA.

[IponemoncTpupoBaTh paboTy CIIMCKOB TOCTYIIA.

NS S

Tema 15 «YnpaBienue cerbo. Opranunzanus HeG0IbIIOH ceTH
1. Jlabopamopuas paboma Nell « Bupmyanvhvie uacmusle cemu nepeoayu OaHHbIX»
3aganue:
1. CoOpatb cxemy, H300paxKeHHYIO Ha PUCYHKE

- ]

“PC-PT ™ - PC-PT
PCO M‘p—._.,f j— ,.’ PC1
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Routerl

e
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Y CcTaHOBUTH NApOJIM HA MapUIPYTHU3ATOPaX;

3. B cootBercTBHM ¢ BapHaHTaMU HACTPOUTH TYHHENIN MEX]y MapIIpyTU3aTOPaMH.

2. Hmozoeoe komnvromepnoe mecmuposanue
Jlnst mpoBejieHHsI TECTUPOBAHUS MCHOJB3YIOTCs Bo3MokHocTH LMS Moodle. TectupoBanue

MMpOBOAUTCA

Ha DK3aMeHe. YCTaHaBJIMBACTCS OrpaHNU4YC€HUE 110 BPEMECHU 30 MHUHYT. KonugecTBo

BonpocoB — 15. I[Ipumeps! BorrpocoB npuBeeHs! B Tabmuie 9.

Ilepeyennb BONpPOCOB U 3aiaHUN,
BBIHOCHMBIX Ha 3K3aMeH

DK3aMeH COCTOUT U3 ABYX YacTel: TEOPETUUECKON (MTOTOBOE TECTUPOBAHUE) U MPAKTUYECKOM,
KOTOpas 3aKJIF0YaeTCs B IOCTPOCHUM M HACTPOWMKE CXEMBI JIOKaJbHOW BBIYMCIUTEIBHOW CETH B
COOTBETCTBUM C BAPUAHTOM. 33JIaHUs B PaMKax MIPAKTUYECKOW YaCTH MTOBTOPSIOT OT/AEIbHbIC 3a/1aHHUs,
BBITIOJTHSIBIIIMECS B paMKaXx JIaOOpaTOpHBIX padoT.

TemaTuKu B paMKax TEOPETUYECKON YACTH:

CoNoA~WNE

NNRPEPRREPERERRERRERE
POOWoo~NoORAWNEO

22.

JlokasnbHbIe U T7100aJIbHBIE CETH

[IpenocraBiienue pecypcoB B paMKax CEpU: OAHOPAHIOBasi apXUTEKTypa, KIMEHT-CEPBEP.
CereBas oneparmonnas cuctema. Cisco 10S. Pexxumbl paboThl

Joctyn K KoH(puUTypauu ycrpoiicTB. OrpaHudeHUe JOCTYIIA.

[TpuHIMIBI OOMEHA JaHHBIMU B cpejie Mepeiaun JaHHbIX

Ceressle npoTokoisl. Bzaumoneiicrsue nporokomnos. Ctex TCP/IP
Opranuzanuu CTaHIapTU3aLUU

Otanonnas mozaenb OSI. Conocrasnenne OSI u TCP/IP

Crpyxktypa coobuienus. [Tonsatue uHKancyasumuu

®usnyeckuil ypoBeHb. OCHOBHbIE IPUHIUIIBI U XaPaKTEPUCTUKH.

Tunsl pusnueckux cpes nepesadn JaHHbIX

KananbHblil ypoBeHb. YIIpaBieHue JOCTYIIOM K cpejie nepenadn faHHbix. Kauap.
Tononoruu cetu: puznyeckue, TOrHIECKUE.

[Iporokon Ethernet. [TonypoBau MAC u LLC. AtpuOyts! kaapa Ethernet
MAC-anpec. IIporokon ARP

OcHoBHbIE NPUHLUITEI KOMMYyTaluu. KomMmyTatopsl 2-1o 1 3-r0 ypoBHEH
CereBoil ypoBeHb. Xapaktepuctuku [P-cetn

[TonsTue mapmpytuzanuu. Mapmpyrtuzatop. Tabnuia MmapipyTuzauuu
IPv4-anpeca. Macka nonceru. Knaccel IP-anpecos. Tunst IP-anpecos
OpnHoaapecHas, IMPOKOBELIATeNbHAs, MHOTOAIPECHAs] pacChUIKa

Ceressbie [Pv6 anpeca. Tunsl IPv6-agpecos

CermentupoBanue cereil. bazoBoe pasznenenue ceteil. Pa3nenenue Ha moacCeTH C y4eToM

Tpe60BaHPII>i KOJIMYECTBA Y3JIOB.

23.
24.
25.
26.
27.
28.
POP, SMTP,
29.
30.
31.

Cratnueckas MapupyTtu3amnus. MapupyT no yMoaI4aHUIO

Junamuueckas Mapumpyruszanus. [Iporokonsr RIP, EIGRP, OSPF

TpancnoptHslil yposess. [Iporokonsr: TCP, UDP

CeaHCOBBIIl ypOBEHB, YPOBEHD IIPEICTABICHHM.

[IpukiagHoi ypoBeHb. B3aumoneicTBue NpUIIOKEHUN C KOHEYHBIMU TOJIb30BATEISIMU
[[upoxo wm3BecTHBIE MpOTOKONBI MpukiaanHoro ypous: HTTP, HTTPS, FTP, IMAP,
DNS, DHCP

MacurrabupoBanue cetu. [lnanupoBanue pa3BuTus.

CereBble yrpo3bl U YA3BUMOCTH

MeTobl CHU)KEHHsI pUCKA CETEBBIX aTak: (pu3nuecKas 3aliuTa, pe3epBHOE KOMUPOBaHHUE,

AAA, maponu, punetparus tpadduka.

32.

OcHoBHBIC YTHUJIMTHBI AJId IIOUCKA U YCTPAHCHU HCIIOJIaJI0OK B CCTH.
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Tabauua 9. [lpumMepnl OLIEHOYHBIX CPEACTB ¢ KIKYAMH NPABUJILHBIX 0TBETOB

Ne
/o

Tum
3aJaHHus

DopMynupOBKa 3a1aHUS

[IpaBunbHbIH
OTBET

Bpewms

BBIINOJ

HEHUS
®

MHHYTa

X)

OIIK-2. CnocobeH npuMeHATh HHPOPMAINOHHO-KOMMYHHUKAIIHOHHBIE TEXHOJIOTHH, TPOTPAMMHBIE CPECTBA CHCTEMHOTO U
MPUKJIIHOTO Ha3HAUCHHMS, B TOM YHCJIE OTEUECTBCHHOTO MMPOU3BOJICTBA, AJIsl PELICHU 3a1a4 MPO(EeCCHOHANBHOMN IESITENbHOCTH

1.

3amanne
3aKpPBITO
ro TUIIA

KaxoBo HazHaueHue QpyHKIINH ydeTa B CETeBOM Oe3omacHOCTH?
1) TpeboBath OT MOIb30BATENCH MOATBEPIKACHHS TOTO, KTO
OHU

2) ompenaensaTh, K KAaKKUM pecypcaM MoIb30BaTeIb MOKET
MOJIYYHUTh JOCTYI

3) oTcnexuBaTh ASHCTBHUS MONB30BATENS

4) 3aaaBaTh BOMPOCHI M OTBETHI HA HUX

3

2

Kak Ha3bIBaeTCs sIBIICHHE, IIPH KOTOPOM CHTHAJ TEPSIET CBOIO
cuiy B cpene?

a) KOJUTH3US

0) 3aTyxaHue

B) CXOJMMOCTH

T') KOHBEPTeHIUS

1) nuddysus

Kakue tpu ypoBHs Mmojaenu OS| coOTBETCTBYIOT MPUKIIATHOMY
ypoBHio Mmojenu TCP/IP?

1) npukmnagHOR

2) ceTeBoit

3) KaHaTbHBIH

4) mpencraBiaeHU

5) ceaHCOBBIH

6) ¢pusmaeckuit

7) TpaHCTIOPTHBII

1,45

Kpymnnas xopropartiust MOIU(GHIMPOBAIA CBOIO CETh, YTOOBI
MOJIE30BATENIM MOTJIM MOJYYaTh JOCTYI K CETEBBIM PECypcam co
CBOMX JIMYHBIX HOYTOYKOB U cMapTdonoB. Kakyio ceteByio
TEHJICHIHIO OTUCHIBAET 3TO?

1) oGnayHble BEIYUCIICHHS

2) OHIAHH-COTPYIHUYECTBO

3) mpuHecH CBOe YCTPOHWCTBO

4) BHIE0-KOH(EPEHIIHSI

Kakoif TepMHH ONKCHIBAET BBIYUCIUTEIBHYIO MOJETb, B
KOTOPOil cepBepHOE IporpaMmHOe obecredeHne paboTaet Ha
BBIICJICHHBIX KOMIIbIOTEpax?

1) wiwment/cepsep

2) uHTEpHET

3) uHTpaHer

4) skcTpaHeT

10.

3ananue
OTKPBITO
ro THIIa

Kakoii nponece npezacrasisier coboii pasmerienue ogaoro PDU
BHyTpH apyroro PDU?

HWHKAICyJIsAus

Ha xakom ypoHe moxmermn OSI| B mporecce MHKaNCyJsIAN K
PDU no6Gasnsiercs IP agpec?

CereBoil ypoBEHb

AJIMUHUCTPATOP JAOJDKEH OTIPABUTH COOOIIEHUE BCEM
YCTpOMCTBaM B JIoKalbHOM ceTu. Kakoi mupokoBenaTenbHbINd
anpec ans cetu 172.16.16.0/227

172.16.19.255

X0CT OCYLIECTBIIIET IMPOKOBEILATENBHYIO paccbulKy. Kakoit
XOCT WJIM XOCTHI MOJIy9aeT coo0Ienne?

Bce XocCTHI B TOM JKe ceTn

Yro Takoe coker?

Kom6unanust IP agpeca u mopta
HMCTOYHMKA M koMOuHamws |P
ajjpeca U MopTa Ha3HAYCHUS

11.

KombOuu
HPOBaHH

Ha xaxoMm uaTepdetice KoMMyTaTOpa aAMUHUCTPATOP AOJDKEH
HacTpouThb |IP-anpec, 4T0OBI MOXKHO OBIIO YIIPABIISATH

2
Wnrepgeiic VLAN 1 — at0
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Bpewms
BBIIOT
Ne Tun [IpaBunbHbIH HEHUs
DopMynupOBKa 3a1aHUS
/it | 3amaHus OTBET (B
MHUHYTa
X)
oro KOMMyTaTtopoMm ynaneHHo? [IpokoMMeHTHpYHTE OTBET BHPTYyaJIbHBIN HHTEpdEiiCc Ha
THUIA 1 FastEthernet0/1 KOMMYyTaTope, HazsiBaeMblit SVI

2 VLAN 1
3vty 0
4 console 0

(BUpTYaJbHBIA HHTEP(EHC
komMyTatopa). Hactpoiika IP-
aapeca Ha SVI no ymonuaHuzo,
unrepgeiice VLAN 1, mo3Bonut
HOJIyYUTh yJanEHHBIN TOCTYI K
KOMMYTaTopy.

OIIK-2.1. CriocobeH mpoBOIUTH aHATU3 (PYHKIHOHATBLHOTO Mpoliecca 00beKTa 3alIUThl U er0 MH()OPMaIIMOHHBIX
COCTABIISIIOIIUX C IEJIbIO BBISBICHHUS BOSMOXHBIX HCTOYHUKOB MH()OPMALIMOHHBIX yTPO3, X BO3MOXKHBIX IIEJIeH,
nyTel peanu3aliy 1 OpeAnonaraeMoro ymepoa

12.

13.

14.

15.

16.

3amanue
3aKPBITO
'O TUIIa

Kakue npoTokosibl UCTIONB3YIOTCS [IJIS YIIPABJICHUS Tiepeadei
BeO-pecypcoB ¢ BeO-cepBepa k Opay3epy KiueHTa?

FTP

HTML

HTTP

HTTPS

IP

DHCP

OOl WN -

3,4

Ckonbko 6ut conpepxxut MAC-anpec?
1) 32

2) 48

3) 50

4)6

5) 128

6) 4

VYxkaxute HazHaueHue ceppepa DNS

1) mpeobpasyet UM KOMITBIOTEPA WM JOMEHA B
accouurpoBaHHbIi [P-anpec

2) npuanmaet HT TP-3anpockr oT KIHEeHTOB

3) ympaBnseT JOMEHOM, KOTOPOMY Ha3HAUCHBI KITHEHTHI
4) comocrasisier [P-anpec ¢ MAC-agpecom

BriGepure 1Ba myHKTa, XapaKTEePU3YIOIIUX TPOTOKOII [P.
1) He TpeOyeT BBIACICHHOTO CKBO3HOTO COCIMHEHHUS

2) paboTaeT HE3aBUCUMO OT CPEJIbI epeiadnl JaHHBIX

3) MOBTOPHO TMEPEIaeT MAKEThl B CIydae BOZHUKHOBEHUS
OImrO0K

4) MOBTOPHO COOMPAET HEYOPAAOUECHHBIE TAKETHI B
NPaBHJILHOM MOPSJIKE HA CTOPOHE TI0JTydaTes

5) rapaHTHPYeET JOCTABKY MAaKETOB

1,2

Kakas noacets comepxut aapec 192.168.1.96 kak nocTynHbIH
JUISL HA3HAYCHUS XOCTY?

1) 192.168.1.64/26

2) 192.168.1.32/27

3) 192.168.1.32/28

4) 192.168.1.64/29

17.

18.

19.

20.

3ananue
OTKPBITO
ro THIIa

Knuenrtckuit naket npuHuMaetcs cepsepoM. Ilaker umeer
HOMep mopTa HazHaueHus 80. Kakoii cepBuc (mpoTokou)
3amnpaniuBaeT KIUESHT?

HTTP

Kakwe Tpu 0OCHOBHBIE 9acTH ABJSIOTCS OOIIMMU JIJISI BCEX THUIIOB
KaJpOoB, MOJACP)KNBAEMBIX KaHAIBHBIM YPOBHEM?

3aroyioBOK, JJaHHBIE, KOHIIEBUK
Hnu
Header, Data, Trailer

Hanumute MAC-aapec mupoKoBenaTeIbHON pacChUIKA
(dopma 3ammcu — yepes geduc)

FF-FF-FF-FF-FF-FF

Kakyto ua}popMaIuio ucroas3yeT poyTep, 9ToO0s! IepeciaTh
MAaKeT JAHHBIX K MECTy Ha3HauYEHUS?

IP-anpec HazHaUeHUS
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Bpewms
BBIIOT
Ne Tun [IpaBunbHbIH HEHUs
DopMynupOBKa 3a1aHUS
/it | 3amaHus OTBET (B
MHUHYTa
X)
21. CKOJBKO IeHCTBUTEIBHBIX aI[peCOB XOCTOB JOCTYITHO B 62 3
noacetu IPv4, st KoTopoit HacTpoeHa Macka /267
22. | Kom6un | CeTeBoit aqMHHUCTPATOP YCTPAHACT HETIOJAIKH C 3 5
UpOBaHH | MOJKJIIOYeHHEM Ha cepBepe. C MOMOIIbIo TecTepa CeTteBas KapTa OTBEYaeT 3a
oro aJIMUHUCTPATOP 3aMEYacT, YTO CUTHAJIBI, TeHEpUpyEMbIe paboTy Kak Ha ypoBHe 1, Tak 1 Ha
THUIA CEeTeBOM KapToil cepBepa, UCKaKEHBI M HETIPUTOIHBI IS ypoBHe 2. CeTeBas KapTa

ucnoiap3oBanusd. K KakoOMy YPOBHIO MOJCIIN OSI otHOCHUTCH 3Ta

ommbOka? [losicuuTe BBIOOp OTBETA
1 ypoBeHb npeacTaBieHHs

2 ceTeBOH YpOBECHb

3 ¢usmgeckuil ypoBeHb

4 KaHaJbHBII YPOBEHb

KOJUPYET KaJp B BUJE CEPUU
CHUTHAJIOB, KOTOPBIE MEPEAaI0TCs
Ha JIOKaJIbHBIA HOCHUTEIb. 33 3TO
oTBeYaeT PU3UIECKUI YPOBCHD
mogemn OSI.

[TonHBIA KOMIUIEKT OIIEHOYHBIX MAaTEepPHaJOB IO AMCHUIUIMHE (MOAYII0) ((OHI OIEHOYHBIX
CPEICTB) XpaHHWTCS B JJCKTPOHHOM BHJE Ha Kadeape, yTBEp)KIaromied pabodyro MporpamMmy
JTUCIHUILTAHBL (MOJTYIs).

7.4. MeToauyecKkue MaTepuaJibl, onpeae/siiolie Npoueaypbl OLeHUBAHUS Pe3yJIbTATOB
00yuyeHusi MO0 TUCHUILINHE (MOIYJIIO)

Otuer no J1adbopaTopHoii padore
Otuer mo naGoparopHoil paboTe MpeAcTaBiseTCd B SJCKTPOHHOM BHJAE. 3alldTa OTYeTa
MPOXOIUT B (opMe JOKIaaa CTYACHTAa IO BBINOJHEHHOW paboTe ¢ JEeMOHCTpaIeil OCHOBHBIX
pe3yJabTaTOB Ha IMPAKTHUKE W OTBETOB HA BOIPOCHI Mpenojaratelns. B ciyuae, eciim odopmiieHue
OTUCTA U MOBCJACHUC CTYACHTA BO BPpECMs 3allIUThl COOTBCTCTBYIOT YKAa3aHHBIM Tpe6OBaHI/I$IM, CTYACHT
MOJIy4aeT MaKCUMAalIbHOE KOJIMYECTBO 0aJlIoB.

OcHOBaHHSAMU JJIs1 CHUKCHU S KOJIMYECTBA 0ajioB B JHUaria3oHe OoT max J10 min SBJISIOTCS:

- HeOpeXKHOE BBIMOJHEHUE OTYETa,
- OTCYTCTBHC BbIBOJOB,

- HapyUIEHUE CPOKOB MPEAOCTABICHUS OTUETA.
OTueT HE MOXKET OBITh IPUHAT U MOJJICKHUT T0pabOTKE B Cydae:
- OTCYTCTBHSI HEOOXOAMMBIX pa3/ielioB,

- OTCYTCTBHSI HEOOXOAMMOTO rpagueckoro MaTepuana.

JK3aMeH
OK3aMEH COCTOUT M3 2X 4acTeil: KOMIIBIOTEPHOE TECTUPOBAHUE IO TEOPETUUECKUM BOIIPOCaM,
MPaKTUYECKOE 3aJ]aHre 110 MaTepuasaaM JabopaTOpHBIX padoT.
OcHOBaHMSIMM ISl CHUJKEHUS OLIEHKH SBIISIOTCS:

- OIIUOKH B OOBACHEHUSAX U KOMMEHTApUsX MPU BEPHO BBHINOTHEHHOM 3aJ[aHHH;
- HEIOJIHBII OTBET;
- HaJIM4re MEJIKMX HETOYHOCTEN WM He3HAYUTENbHBIX NCKaXEeHUH (PaKkToB;

- mepecaaya sk3aMeHa (15 — MuHyc 5 6aioB, 24 u nocieaytomue — Munyc 10 6asos).

Tab6auua 10. TexHonoruyeckass KapTa pedTHHIOBBIX 0AJ1J10B 10 JHCHHUILIMHE (MOAYJII0)

Ne
n/

KonTponupyemeie
MEPOIPUATHS

KonungectBo
MEpOIPUATUI
/ 6asl

MakcumanbHOE Cpok
KOJIMYECTBO MIpEeACTaBIICH
OayToB us

OcHOBHOI1 0JIOK
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KomnuectBo MakcumanbHoe Cpok
No KonTponupyemeie .
i MEpOTpHITHS MEpOIPUITHI KOJINYECTBO MpeACTaBIICH
/ Ganbl OaitoB ust
1. | Beinoanenue nabopamopnoii pabomol 11/3 33 Ilo
2. Buinoanenue konmponvrou pabomol 2/4nu3 7 pacnucasuro
Bcero 40 -
Byok 6onycoB

3. | Hocewenue 3auamuil 6e3 nponyckog 1 3
4. | Ceoespemennoe 8bINONIHEHUEe — 8CeX

3a0aHUll 1 2

Axmuenocms cmyodenma Ha 3aHAMuU 1 3

Venewnoe yuacmue 6 memamuueckux 1 2

ONUMNUAOAX, KOHKYPCAX
Bcero 10 -

JlomotHUTEAbHBII 0J10K**
7. | Oxzamen
Bcero 50 -
HUTOI'O 100 -
Tabauna 11. Cucrema mrpagoB (JIs1 0JHOTO 3aHATHS)
ITokazarenn bann

Ono3zoaHnue Ha 3auamue -1
Hapywenue yuebnoii oucyuniunvl -1
Hezomoenocmo k 3ansamuro -2
IIponyck 3anamus 6e3 y8axcumenbHol NPUYUHbL -2
Cnucwvieanue Ha SK3aMeHe -10

Ta6mumma 12. IlIkana mnepeBoga peATHHIOBHLIX 0a/UIOB B HTOrOBYIO OIIEHKY 3a CeMeCTp
Mo AUCHUIIMHE (MOAYJII0)

Cymma OannoB Ornenka no 4-6ayuIbHOM mIKasne

90-100 5 (OTIIMYHO)

85-89

75-84 4 (xopor1io)

70-74

65-69 3

60-64 (YIOBIETBOPUTEIHLHO)
Huxe 60 2 (HeyIOBJIIETBOPUTETIHHO)

HpI/I pcam3aniui  AUCHUILIAHBI (MOI[y.HSI) B 3aBUCUMOCTH OT YPOBHA IMOATOTOBJICHHOCTHU
o6yqa}omnxcs[ MOT'yT OBITH MCIIOJIL30BaHbLI MHEIE CbOpMBI, MCTOABI KOHTPOJIA U OICHOYHBIC CPEACTBA,
nucxonsa n3 KOHerTHOﬁ CUTyalluu.

8. YYEBHO-METOJUYECKOE 1 ”THOOPMALIMOHHOE OBECIIEYEHUE
JUCLUILIMHBI (MOLYJIS)

8.1. OcHoBHas quTEparypa

1. OGHapyxeHHe BTOpPKEHUH B KOMIIBIOTEpPHBIE CETH (CeTeBble aHOMaluu): YdeOHOe
noco6ue st By30B / [lox pen. mpodeccopa O.U. lllenyxuna. - M.: 'opsiuas nunaus - Tenexkom, 2013.
- URL: http://www.studentlibrary.ru/book/ISBN9785991203234.html (3BC «KoHcynbTaHT

CTYICHTa»).



28

2. Cetu u cucTeMbl nepenaud HHPoOpMalMH: ydyeOHOe mocoOue K MPaKkTHYeCKUM U
nabopaTop-HBIM paboTaMm: yueOHOe MocoOre K MPAaKTHIECKUM | JJabopaTOpHBIM padoTam / CUHHIIBIH
I0.1. - OpenOypr: orvy, 2017. - URL:
http://www.studentlibrary.ru/book/ISBN9785741018866.html (ObC «KoHCynbTaHT CTyACHTa»).

8.2. lonosiHMTE/ILHAS JIUTEPATYPa

1. Ceru HOBOTO TIOKONIeHHS - NGN: Yuebnoe mocobue mist By30B / buraep B.1., Muxaiinosa
LI.11. - M. : ["opsiuas JIUHHS - Tenexom, 2011. - URL.:
http://www.studentlibrary.ru/book/ISBN9785991201490.html (3bC «KoHCYNIbTaHT CTyJIEHTA»).

2. DnextponHas maboparopuss Ha IBM PC. JlaGopartopubiii mpaktukym Ha Electronics
Workbench u VisSim mo snemeHTaM TeinekoMMyHHKanuoOHHBIX cuctem / B.M. Kapnamyk - M. :
COJIOH-ITPECC, 2008. - URL: http://www.studentlibrary.ru/book/ISBN5980032118.html (3bC
«KOHCYIBTaHT CTyIEHTaR).

3. Bamura ot XxakepoB Web-npuioxenuit [DnektpoHHbii pecypc| /Jxedpd Doppucrtan,
Kpuc Bpymc, [dpro Cumonuc, bpaitn bernomn, Maiikn Haitnosun, dxeit J[. Haiicon, [xxo bronsi,
Maiikn Kpocc, Darap Hanuensn, [I»sug I'. Ckabpy ; Ilep. ¢ anrn. B. 3opuna. - M. : JIMK Ilpecc,
2008. - (Cepus "Undop-ManuoHHas 6e3omacHocTh")." - URL:
http://www.studentlibrary.ru/book/ISBN5940742580.html (ObC «KoHCyabTaHT CTyIE€HTa).

4. TCP/IP [DnexTponHsii pecypc] : MmmroctpupoBannsiii yaueOnuk / Horm M. - M. : IMK
IIpecc, 2001. - URL: http://www.studentlibrary.ru/book/ISBN5940740448.html  (3BC
«KOHCYIBTaHT CTYy-JIEHTa»).

5. Cetu mepenauu JaHHBIX [DIEKTPOHHBIN pecypce] : yueOHOE HILTIOCTPUPOBAHHOE ocodue /
B.A . Kynpsmos , M.A. Pakk. - M o YMID  KAT,  2005. - URL:
http://www.studentlibrary.ru/book/ISBN589035213.html (ObC «KoHcynbTaHT CTyAEHTa»).

6. Omudep, B.I'. CereBbie onepannoHHbIe CUCTEMBI : yaeOHUK st By30B / B. I'. Ommdep,
Onudep, Haranes AnekceeBna. - 2-e uzn. - CII6. : ITutep, 2006. - 539 c. - (Yueb. mis By3oB). (35
9K3.)

7. Omudep, B.I'., Omudep H.A. Kowmmbiorepusie cetu. [IpuUHIUOB, TEXHOIOTHUH,
MPOTOKOJIBIO yueOHUK. — 2 u3g. — CII6.:IIute5p, 2006. —958 c. (53 3k3.)

8. Xopes II.Lb. Metonbl u cpenctBa 3amMThl UHPOPMALMU B KOMIBIOTEPHBIX CHCTEMaXx:
yu.nmocobue. — M.: Uznar uentp «Akagemus», 2005, — 256 c. (69 3k3.)

8.3. UuTepHeT-pecypchl, HEOOX0AMMBIE /15l 0CBOCHHS TUCHMIIUHBI (MOIYJIs1)

1. OnexTpoHHO-0MOMMoTeuyHas cuctema (ObC) OO0 «Ilonurexpecype» «KoHCYnbTaHT
cTyaeHTa». MHoronpoduibHbIll 00pa3oBaTenbHbll pecypc «KOHCYNbTaHT CTyJIeHTa» SBISETCS
AJIEKTPOHHOM OMOIMOTEYHON CHCTEMOM, MpenocTaBifmomel AOCTyNn dYepe3 ceTbh VIHTepHET K
y4eOHOM JuTepaType M JOIMOJHUTENIbHBIM MaTepuaiaMm, NpUOOpPEeTEeHHbIM Ha OCHOBAHUH MPSMBIX
JOTOBOPOB ¢ TMpaBooOnagarensiMu. Karamor B Hacrosiimiee BpeMs coaepxur oxosio 15000
HanMeHoBaHui. Www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJIMHBI (MOY JISA)

VYyebnusle ayautopuu, Oubmuorekun Al'Y, KOMIbIOTEpHBIE KIAcChl, MYJbTUMEIUWHbBIE
ayJUTOPHUH, Ta00paTopus CeTeil U CUCTEM Mepeaayu HHPOPMAIIHH.

10. OCOBEHHOCTH PEAJIMBAIIMU JIUCHUIIJIMHBI (MOAYJIA) ITPU OBYYEHHUHN
NHBAJNUI0B U JIUL] C OTPAHUYEHHBIMHU BO3MOXKHOCTSAMMU 3/10POBbSA

Pabouas nporpamMma AUCUMILIUHBL (MOAYJIS) PU HEOOXOIUMOCTH MOXKET OBITh a/JalTHPOBAaHA
i 00y4eHus (B TOM YHCIIE C MPUMEHEHHEM JUCTaHIIMOHHBIX 00pa30oBaTeIbHBIX TEXHOJOTHI) JIUIL C
OTpaHUYEHHBIMU BO3MOJKHOCTSIMH  3/10pOBbsl, HWHBalIuaoB. J[lins storo Tpelyercs 3asBlieHUE
o0yJaromuxcs, SBISIOMIMUXCS JIMIAMU C OTPAHUYCHHBIMHU BO3MOXKHOCTSIMH 37I0pPOBbsI, WHBAIUJIAMH,
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HUIJIN UX 3aKOHHBIX HpeI[CTaBPITeJ’Ieﬁ U pCKOMCHAAIINN HCI/IXOHOFO'MGHHKO'HGH&FOFHqCCKOﬁ KOMHUCCHUH.
[Tpu 0OyueHHH JIUI] C OTPAHMYCHHBIMU BO3MOXHOCTSIMHE 3I0POBbSl YUUTHIBAIOTCS UX UHIMBHyaIbHbIC
ncuxopusnueckue ocodeHHocTr. OO0ydYeHNEe WHBAIHUOB OCYIIECTBISICTCS TAaKXKE B COOTBETCTBUHU C
HHIUBUIYATbHON POrPaMMOi peaObMIMTaIlMy MHBAIKAA (IPU HAJTHYHH).

Juis Wil ¢ HapylmieHHEeM CjiyXa BO3MOMKHO TMPEIOCTaBiICHUE y4ueOHOW wuHMOpMAIK B
BU3yalbHOW (hopMe (KpaTKHMil KOHCIEKT JICKIMi; TEKCThl 3aJaHHii, Hale4yaTaHHBIC YBEINYCHHBIM
mpupTOM), HA AYIUTOPHBIX 3aHATHAX JIOMYCKAeTcs NPUCYTCTBHE aCCHCTEHTa, a Takke
CYpIONEPEBOAYMKOB M TU(DIOCYPAONEPEBOAYMKOB.  TeKyIIuii  KOHTPOJIb  yCIICBAEMOCTH
OCYIIECTBISCTCS B IUCHBMEHHOW (opme: 0OyJaroIuics MUCHBMEHHO OTBEYAaeT Ha BOIMPOCHI,
MUCbMEHHO BBIMOJHSET MpakTu4eckue 3amanus. JJokman (pedepar) Takke MOXKET ObITh MPEICTABICH B
MUCHbMEHHOM (opMe, MPH 3TOM TPeOOBaHUS K COJACPIKAHUIO OCTAIOTCS TEMH K€, a TPeOOBaHUS K
Ka4eCTBY M3JIOKCHHUS MaTepraia (IIOHATHOCTh, KAYeCTBO PEUH, B3aUMOJICHCTBUE C ayJAUTOPHEH H T. 11.)
3aMCHAIOTCA Ha COOTBCTCTBYIOIINC Tpe6OBaHI/I$I, NpCABABIACMBIC K TMCbMCHHBIM pa60TaM (Ka‘ICCTBO
o(hopMIICHHSI TEKCTa M CIIMCKA JINTEPATyPhl, FPAMOTHOCTb, HATMYKME WLTIOCTPAIIMOHHBIX MaTCPHAJIOB
T. A.). IIpomexxyTouHass arrecrauus A JMI C HapyLIEHUSIMM CIyXa IPOBOJUTCA B IHCBMEHHOU
dopMe, TP ITOM HCIHONB3YIOTCS OOIIME KPUTEPUU OleHHBaHHs. [Ipu HEOOXOJMMOCTH BpeMs
IMOATOTOBKH K OTBETY MOXKCT OBITH YBCJIHNYCHO.

Jlns aI; ¢ HapyIIeHHeM 3PEHHsl JOMYCKaeTCs ayAualibHOE MpeAocTaBieHue uHdopmanuu, a
TaK)X€ UCIOJb30BaHUE Ha AYAUTOPHBIX 3aHATHSAX 3BYKO3AlMCHIBAIOLIUX YCTPOMCTB (IMKTO(OHOB U
T.1.). JlomyckaeTcsi MNpPHUCYTCTBHE Ha 3aHATHSIX AacCHUCTEHTa (ITOMOIIHHMKA), OKa3bIBAKOLICTO
00yJaroImuMCsl HEOOXOJUMYI0 TEXHHUYECKYIO TIOMOINb. TEKYIIHMi KOHTPOJIb  yCIIEBACMOCTH
ocymiecTBisieTcss B ycTHOM Qopme. Ilpu mpoBeAeHUH NPOMEKYTOYHOM AaTTECTAllMU JUIS JIMI[ C
HapyIICHUEM 3pPCHUS TECTUPOBAHUE MOXKET ObITh 3aMEHEHO Ha YCTHOE COOECEeI0BaHUE 110 BOIIPOCAM.

Jlns 7AWl ¢ OrpaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbsI, MMEIOIINX HAPYIICHHUS OIMOPHO-
ABUTAaTCJIBHOI'O aIrapara, Ha ayJUTOPHBIX 3aHATHAX, a TAKXKE IMPU HPOBCACHUUN IMPOLCAYP TCKYLICTO
KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTAI[MK MOTYT OBITh MPEAOCTABICHBI HEOOXOIUMBbIC
TEXHUYECKHE CPEICTBA (MIEPCOHAIBHBIA KOMITBIOTEP, HOYTOYK HIIM JPYrOW Ta/KET); MOIMYCKaeTCs
MIPUCYTCTBUE aCCUCTEHTA (ACCHCTEHTOB), OKA3bIBAIOIIETO 00YYAOIIUMCS HEOOXOJUMYIO TEXHHUECKYHO
noMoInp (3aHsATh pabouee MeCTO, NEpPEABHraThCs MO ayJAWTOPHH, MPOYMUTATH 3aJaHue, OPOPMHTH
OTBET, OOIIATHCS C MPETIOIaBATEIIEM ).



