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1. IEJIM OCBOEHMS JUCIMIIIMHEBI (MOTYJIST)

1.1. Ienp AMCHMIINHBI: Pa3BUTh Oa30BbIE U ClielUalIbHbIE KOMIIeTeHIMH B chepe Ub s
3¢¢GeKTUBHOrO M 0E30IIaCHOI0  HCIHOJB30BAHUSA  HMH(POPMALMOHHO-KOMMYHUKAI[MOHHBIX
TEXHOJIOTHH, B TOM uncie B cpene MHTepHeT B 00pa3oBaTeIbHON AEATEIBHOCTH.

1.2. 3apa4u ocBOCHUSA IMCHUILIMHBI (MOYJIs):

— MOJTrOTOBUTH K 0€30MaCHOMY HCIIOJIb30BaHUIO HH(POPMAITMOHHO-KOMMYHUKAITHIOHHBIX
TEXHOJIOTUH B CBOEH MPOECCHOHATLHOMN 1EATEIIbHOCTH,

— NPUBUTH HABBIKM HCHOJIb30BAHUS PAa3HOOOPA3HBIX CPEJCTB M METOJOB OOECledYeHUs
UH(POPMALIMOHHOM 0€30MTaCHOCTH, B TOM YHUCIIe IpU padboTe B cpeae VHTepHer,

— MOTHBHPOBaTh CaM00Opa3oBaHKE U MPO(ECCHOHANIBHOE pa3BUTHE B 00JACTH 3aIUTHI
undopmanuu (31);

— CIOCOOCTBOBATh PAa3BUTHIO HH(POPMAITUOHHOW KYJIBTYPHI.

2. MECTO JUCIHUIIJIMHBI (MOAYJIsS) B CTPYKTYPE OIIOII

2.1. YueOHas aucuumiauHa (MoayJib) «OcHoBbI 3ammThl uHGpopmanumn» b1.B.01
OTHOCHUTCS K 4acTH, GopMHUpyeMOl ydacTHUKaMH 00pa30BaTeIbHBIX OTHOIICHUH yueOHOro MiiaHa
HanpasneHus: noaroroBku 38.05.01 Dxonomwuueckas Ge3omacHOCTh. [Ipodunbp «IKOHOMHKO-
paBoBoe oOecreueHne YKOHOMUYecKoi OezomacHocT» 2024 roma Habopa W ocBamBaeTcs B 1
cemectpe, obmas TpyaoeMKocTs aucuuimuibl — 4 3E, 144 yaca, utoroBas popMa KOHTPOJISI —
¢ epeHIIMPOBAHHBIN 3a4eT.

2.2, Insa u3yvyeHusi JaHHOW y4eOHOU JUCHUNIMHBI (MOXYJIA) HEOOXOAMMBI CJIeyI0lIHe
3HAHMS, YMEHHS], HABBIKH U (WJIN) ONBIT AeATeJIbHOCTH, GOPpMUPYeMbIe NPeIecTBYIOIMMU
AMCUMUIIIMHAMH (MOAYJISIMH):

3HaHUA: OCHOBHBIX MOHATUH HHGPOpPMATUKH, apxXUTekTypel OBM u yctpoiicta IIK,
npeJcTaBieHus] JaHHBIX B OBM, OCHOBHBIX 3aKOHOMEPHOCTEM CO3JaHUS M TMPUHIUIIBI
(GYHKIIMOHUPOBAHUS CUCTEM SKOHOMHUYECKON 0€30MacHOCTH XO03UCTBYIOMIHNX CYOBEKTOB.

YMeHHs: UCNONb30BaTh MPOrPaMMHBIE M allapaTHble CPEACTBAa IMEPCOHAIBHOTO
KOMIIBIOTEPA, 000CHOBBIBAThH AKTYAJIbHOCTb U MPAKTUYCCKYIO 3HAYMMOCTDH pa3pa6aTI>IBa€MBIX
MEPOTIPUITHI 110 00€CTICUSHUIO IKOHOMHYECKOM 0€3011acHOCTH.

HaBbiku ¥ (WIK) ONBIT AEATENbHOCTU: HABBIKM IMOMCKa MH(OpMAIMM B TI100aIBHOMN
nHpopMalnoHHONH cetu WHTepHeT M paboThl ¢ OQUCHBIMU TNPUIOKEHUSIMH (TEKCTOBBIMU
IpoIleccopamMH, HJIEKTPOHHBIMU TaOMUIIAMH, CPEICTBAMHM MOJATOTOBKH IMPE3EHTAIIMOHHBIX
matepuanoB, CYBJl u T.m.): HaBBIKM HPOTHO3WPOBAHUS BO3MOXHBIX YIp0O3 3KOHOMHYECKOMN
0€30I1aCHOCTH.

2.3. [Tocaenyomue yyeOHble IMCHUILVIMHBI (MOAYJIH) U (MJIM) MPAKTUKH, JIS KOTOPbIi
He00X0AMMBbl 3HAHUSI, YMEHHS, HABBIKH, (JopMHUpYyeMble JAHHOH y4eOHOH IMCHMIIIMHOWM
(MmonxyJsiem):

1. 3amwra u 06paboTka KOH(PUIEHIUATBHON HHPOPMALIUH.

3. IMIAHUPYEMBIE PE3YJIbTATBI OBYYEHUS 11O
JTUCHUILJIMHE (MOYJIIO)



[Ipomiecc OCBOCHMSI TUCIMILIAHBI

(Monmynst) HampaBieH Ha (QopMHUpOBaHHE DJIEMEHTOB

cnenyromux komrereHuii B cooreTcTBur ¢ @I'OC BO u OIIOII BO 1o jaHHOMY HanpaBIEHUIO

MMOATOTOBKH /CHEUAIBHOCTH:

a) npodeccuonanbubix (I1K): TIK-3. CnocobeH ocymiecTBIsATh pa3pabOTKy KpaTKOCPOUHOH H

JOJATOCPOYHON IKOHOMHYECKOW, BHEIIHEAKOHOMUYECKOH, (PMHAHCOBON MOJHUTHK NPEANPUATHH,

YUPEKACHUH, OpraHu3alMid Pa3IMYHbIX OPraHU3AIMOHHO-TIPABOBBIX ()OPM M HMX OTACIHHBIX

NOJpa3JeJICHUN C Y4YETOM IOCTPOEHUS HMHTETPUPOBAHHOM CHUCTEMBl YIPABICHUS PUCKaAMHU

OpraHu3aiuu.

Tab6auna 1 — JlekoMno3unusi pe3yJibTaTOB 00y4eHH

Kon n HammenoBaHue

[Inanupyemsbie pe3ysibTaThl 00yUEHUS M0 JUCIUIUIMHE (MOIYJIIO)

MOJIpa3/IeJIEHHUi C
Y9E€TOM TIOCTPOCHHUS
WHTETPUPOBAHHON
CUCTEMBI YITPaBIECHUS
pUCKamMu OpraHu3auu

KOMIIETCHIINH 3uats (1) Vmers (2) Bnazers (3)
[1K-3. Cnocoben [1K-3.1. [Ipumenser | IIK-3.2. I1K-3.3.
OCYIIECTBIIATH UHCTPYMEHTHI AnHanusupyer u Pa3pabatbiBaeT
paspaboTKy . CTPaTEru4ECKOro YUYHUTBIBAET PUCKHA MOJIMTHKY
KpaTKoCpo1HON 1 YIIPaBJICHUS OpraHM3aLuy Ipu OpraHM3aluu
JIOLTOCPOTHOM | opraHuzanuei u CTpaTETHIeCKOM pa3IMYHbBIX
SKOHOMHMYECKOM,

. | MEXaHU3M yIIpaBJIEHUU OpraHU3alMOHHO-
BHCITHEOKOHOMHNYCCKOMH, o
(bHEAHCOBOI MOMHTHK MOCTPOCHHUS § opraHu3auen IPaBOBBIX (POPM U HX
NpenpHsTHi, UHTETPUPOBAHHON OTACIBHBIX
yUpeKICHHUl, CHCTEMBI HOpa3IeIICHUH ¢
OpraHM3aIMii yIpaBJIEHUS] pUCKAMU Y4ETOM MOCTPOCHUS
Pa3THYHBIX OpraHu3aluu UHTETPUPOBAHHOMN
OpraHM3alHOHHO- CHCTEMBI
NpaBoBbIX GOPM U HX YIIPaBJICHHS PUCKaMU
OTJIEJILHBIX OoprasHusanuu

4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI (MOAYJIA)

OOwiast TpyZ0EMKOCTh JUCHMIUIMHBI B COOTBETCTBUM C YU4E€OHBIM INIAHOM cOCTaBisieT 4
3aueTHble equHUIBI (144 yaca). TpyA0eMKOCTh OTIENBHBIX BHJIOB y4eOHOW pabOTHI CTYIACHTOB
OYHOH M 3a04HOI popm oOyueHus npuseeHa B Tabnuue 2.1.

Tab6auua 2.1 — TpyanoeMKocTh 0T/1eJbHBIX BUAOB YueOHOI padoThl o (hpopMam 00yyeHHs

Buj yuebHoit u BHeyueOHOI paboThI JUIS OYHOM (POPMBI | ISl 320UHOU
o0y4yeHHUs bopMeI
oOyueHus

O06beM TUCHUIUIMHBI B 3a4€THBIX €IMHHUIIAX 4
O0BEM TUCIUIUIMHEI B aKaJEMUYECKUX Yacax 144 144
KonraktHas paboTa 00y4arommxcs ¢ npernoaaBareieM 36 6
(Bcero)

- 3aHATHS JIEKIIMOHHOT'O TUIIA, B TOM YHCJIE: 18 2




- 3aHATHUS CEMHHAPCKOTO THTA (CEMUHAPBHI, 18 4

NpaKkTUYEeCKKe, 1a00paTopHbIC)

CamocTosTenpHas pabota oOydaronuxcs (dac.) 108 138

dopma mPOMEKYTOUHOM aTTeCTalluy 00YJarOIIeTOCs muddepernupoBa| AudhepeHIUPOB

(3auet/aK3ameH), ceMmecTp (bI) HHBIH 3a4eT — aQHHBIN 3a4eT —
7 cemecTp 7 cemectp

Copep:xaHue AUCHUIUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (paslienaMm) ¢ yKazaHHueM
OTBEJCHHOTO Ha HUX KOJIMYECTBA AKAJIEMHUYECKUX YacOB M BHJOB YUEOHBIX 3aHATHH H
CaMOCTOSITENIbHOM pabOThI, U1 Kak101 (popMbl 00yUeHUs IpeCTaBIeHO B Ta0nuie 2.2.

Tabuauna 2.2. CTpykTypa M coepKaHue IUCHUIIUHBI (MO1YJIAA)

0151 04UHOU hopmul 0OYUeHUA

KonraktHas padora, yac. dopma TeKyliero
J 113 JIP KOHTPOJISt
yCIIeBaeMOCTH,
Paznen, TeMa THCIATIITMHBI s s 5 KP | CP, dopma
(Momyst) T leloleala |t / qac . IIPOMEKYTOUHOMN
KII o | arrecranuu

g |3 |. P |u 3

. I1 I1 g

I1 I1 I1 5

11 =
Pasgen 1. OcHOBHEIE 4 4 22 Ompoc.
nouHsitus B oosactu Ub n KonTposbHas
3U, ux B3aUMOCBS3b U pabora 1. BxogHoit
IIPaBOBBIE OCHOBEI TECT.
obecnieuenus Ub:
Koucrurymus, @3, YK, P/,
npukassl PCTOK u ®Ch
Paznen 2. OcHOBBI 4 4 22 Omnpoc. Otuer no
obecnieuenus Ub npu 1abopaTopHOii
pabote B cpene uTepHer. pabore 1.
IIpotuBonenicTBre IIpomexxyTouHbIN
NeCTPYKTUBHOMY BITUSTHUIO TECT
MaTepHasoB,
pactpoCTpaHsIOIINXCS
yepe3 MuTepHeT, B TOM
YrcIie Yepe3 COUaIbHbIC
CeTH.
Pasnmen 3. OcHOBEI 4 2 20 Ompoc.
kpunrorpaduu. Ee KonTtponbHas
HCIIOJIb30BAHUE IS pabora 2
6e30macHoi paboTHl B
cpene MutepHer
Paznen 4. CpencrBa 4 4 22 Omnpoc. Otuer no
obecneuenus Ub, B Tom nabopaTopHOit
qucie npu pabore uepes pabore 2.
WNHTepHeT Wrorosslii TeCT
Pasnen 5. OcHOBHEIC 2 4 22 Ompoc.
MOTHUBBI BbIJIa4H KonTtponbHas




uHpopmaruu. Pabora ¢

pabora 3. 3amura

NIEPCOHAIOM JOKJIana
Hroro 18 18 108 144
Konrtpoun JAudppepennupona
MPOMEKYTOYHOM HHBbI 32461
aTTecTanuu
015 3a04HOU (hopmbl 00yUeHun
Konraktnas paboTa, yac. dopma TeKyuiero
JI 113 JIP KOHTPOJIA
yCIIEBAEMOCTH,
Pa3nen, TeMa TMCIUAIIIMHEI s s s KP | CP, dbopma
(Momyst) 1 lelolealn o / 9ac | | IPOMEXYTOYHOMH
KII © | aTTecTauuu
g |3 |. P |u 3
. I1 I1 z
I1 I1 I1 5
1 =
Pasnen 1. OcHoBHEIE 0, 0, 28 Omnpoc. KorrponbsHas
nmousitus B oonactu Ub u 25 5 pabora 1. BxogHoit
3U, X B3aUMOCBS3b U TECT.
MIPABOBHIE OCHOBBI
obecneuenus Ub:
Koucrurynus, @3, YK, P/I,
npukaspl PCTOK u ®Ch
Paznen 2. OcHOBBI 0, 1 28 Omnpoc. Otuer no
obecneuenus Ub npu ) nabopaTopHOi
pabote B cpene VHTepHeT. pabote 1.
IIpotuBonelicTBUE [IpomexxyTouHbIi
JNECTPYKTUBHOMY BIIHSIHHIO TECT
MaTepHasoB,
pacIpoCTPaHSIOIINXCS
yepe3 MHTepHET, B TOM
qucie Yepe3 CoLUalIbHbIe
CeTH.
Paznen 3. OcHOBBI 0, 0, 26 Omnpoc. KonrponbHas
kpuntorpaduu. Ee 25 ) pabota 2
UCTIOJIb30BaHUE JUIS
Oe30macHoOl paboThI B
cpene MuTepHer
Pasnen 4. Cpencrra 0, 1 28 Omnpoc. Otyer Mo
obecnieuenus Ub, B Tom 5 1abopaTopHOii
qyucie npu padbore yepes pabote 2. UToroBslit
WNHuTepHer TECT
Paznen 5. OcHOBHBIE 0, 1 28 Omnpoc. KonrponbHas
MOTHBEI BEIIAYHN 5 pabora 3. 3amura
uHpopmaruu. Pabota ¢ JIoKJIaaa
NIEPCOHAIIOM




Hroro 2 4 138 144

KonTpoan JAnddepenuupoBan
MPOMEKYTOYHOM HBIH 324€T
arTecTauuu

Ipumeuanue: JI — nexuus;, [13 — nmpaktudeckoe 3ansarue, cemunap; JIP — madoparopnas padora;
KP — kypconas pabora; CP — camocrositenpHas padoTa.

Ta6auna 3 — MaTpuia cOOTHeCEeHHUsI pa31esioB, TeM YU4eOHOMH JUCHUITHHBI (MOIYJIsI) U
(popMupyeMbIX KOMIIETEH N

0713 0YHOU hopmbl

Pasnen, tema Kon Koz Oo01uee
BO KOMIIETEHIINH

IHACIATUINHEI YACOB K3 KOJII/I‘IGCTBOV

(Moyms) KOMIIETEHIIMIA
Pasgen 1. OcuoBuble nmoustus B odmactu Ub u 30 + 1
31, ux B3aUMOCBSI3b U TIPABOBBIC OCHOBBI
obecneuenus Ub: Koncrturynus, @3, YK, P/I,
npukaspel PCTOK u ®Ch
Paznen 2. OcHoBbl obecnieuenus Wb mpu 30 + 1

pabore B cpene Uurtepner. [IpotuBozeiicTBue
JECTPYKTUBHOMY BIIMSIHUIO MaTE€pUAOB,
pacnpocTtpasstomuxcs uepe3 aTepHer, B Tom
YHCJIE YEPE3 COIMAIbHBIE CETH.

Pasnen 3. OcHoBel kpunrorpaduu. Ee 26 + 1
UCIIOJIb30BaHUE [T O€30MaCHON paboThI B
cpene MurepHer

Paznen 4. Cpencrea obecrnieuenust b, B Tom 30 + 1
yucIie npu pabote yepe3 MuTepHeT

Pasnen 5. OcHOBHBIE MOTHBEI BBLIAYU
uHpopmanuu. Pabota ¢ nepconaiom

Hroro 144

Kpartkoe cogep:xkanue Ka:ka10i TeMbl TUCHHUILIMHBI (MOAYJI51)

Pa3zoen 1. Ocnuoenvie nonamus 6 oonacmu Ub u 3U, ux ezaumoceasv, npagosvie 0cHoavl
ovecneuenusa Ub: Koncmumyyusn, @3, YK, P/], npuxazot ®CTIK u O®Ch

Tema 1.1 CepBucst Wb u OCHOBHBIC HANpaBJIeHUA MX o0ecnmeYeHHs:
OPraHu3alOHHO-NIPABOBOE; MPOrPAMMHO-aNNAPATHOE; HHKEHEPHO-TeXHUYeCKoe.

Onpenenenne noustuit «Mupopmanusy «Mudopmanmonnas 6e3onacHOCTbY, «CyOBeKThI
MH(OPMALIMOHHBIX OTHOWIEHUI». OOBEKT U CyOBeKT 3amuThl HHPopmaru. CoctaB CpesicTB U
mep 3ammThl nHGopMmaru. Knaccudukamnus cpeacts u Mep 3amuthl nHpopmanuu. OCHOBHBIE
cepsuckl b. Konnernmms Mb. 3amaun cuctembr 0€30MacHOCTH.

Tema 1.2 Knaccupuxanusa uHpopManuu mo ee JOCTYNHOCTH: O0IIEJOCTYNHAS
uHopmanus 1 MHPOpMaIUA OTPAHUYEHHOT0 A0CTYyNA (KOHpUIeHHaabHass nuHopMauus
U rocyapcrBeHHasi Taiina). UHpopmanus, 3anpeimeHHas K paclipocTPaHeHMIO.

KareropupoBanne wuHbpopmaruu. Omnpenenenne  oOMmEA0CTYTHONM — WH(OpMaIuy.
Onpenenenne uH(pOPMAIMM OrpaHUYEHHOTro jAocTyna. IlpaBo Ha npoctym K HH(pOpMAaIMH.
[TonsiTue rocynapcTBeHHOM TailHbl. OcoOeHHOCTH paboThl C MEPCOHAIIOM, BIIAJICIOLIUM
KOHpuIeHIMaIbHOH uH(popMmare. OCHOBHBIE HOPMAaTHBHBIE PYKOBOJSILIME JIOKYMEHTHI,
Kacaroluecs: TOCyIapCTBEHHON TailiHbl, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTHI. 3ampenieHHas K



pacpocTpaHeHuio uHpopMmarus. HopmaTuBHBIE aKThI, 3alpelialonue pPacnpoCTpaHECHUE
Mo00HOM HH(POPMAIIHH.

Tema 1.3 IlpaBoBbie ocHOBBI 00ecnieuenuss Ub: Koncturynus, @3, YK, P/l, npuka3bl
DOCTIK u ®Cb. OcHoBbI 00ecniedeHus1 0€30MACHOCTH MEPCOHATBHBIX TAHHBIX.

[TpaBoBoe obecredeHrne 6€30MaCHOCTH MPABOBOI0O CTaTyca CyOheKTOB MH(OPMAIIMOHHON
cdepsl. Coneprkanue u CTpyKTypa 3akoHoaatenbeTBa. Koncrturynus PO. denepanbHblie 3aK0HBI,
HOpMAaTHBHbIE npaBoBble akThl Ilpesunenra P®, noxsakonHsle akTel lIpaButenscrBa PO.
[Tpukazer ®CTOK u ®Ch. Ob6mue nonoxkenus ®3 «O rocymapcTBeHHOW TaitHe». [lopsaox
OTHECeHUs1 cBeleHMi K rocynapctBeHHod TaiHe (I'T). 3akoHOAATENbCTBO O MEPCOHATBHBIX
naHHbix. OOmme mnosjosxkeHus. [IpuHIUIBI M yciaoBHUsS 0OpaOOTKU MEPCOHANBHBIX JAaHHBIX, UX
KOH(HICHIINATILHOCTb.

Pazoen 2. Ocnogvr obecneuenua HB npu pabome ¢ cpede Hnmepuem.
Ilpomueooeiicmeue decmpyKmueHomy 6IAUAHUIO MAMEPUANO8, DACHPOCMPAHAIOUWUXCA Uepe3
Humepnem, 6 mom uucne uepes couuaibHvle cemu.

Tema 2.1 OcHoBbI nepenauu nHpopmanuu B cpeae Unrepuer

Opranu3zanus uapopmanuu B cetu Murepuer. Ciyx0b1 cetu IHTEpHET.

WNurtepuer-nposaiiaep (ISP). Anpecanus. Ilepeanpecanus. [JlomeHHsie nmeHa. J[MHHbBIS
JOMEHHble WMeHa. Buael nomeHHbIX uMeH. [IpoTokonsl mepemaun maHHBIX. CemeicTBO
nportokonoB TCP/IP.

Tema 2.2 IIporpammHuoe obecnieuenue /s 0e3o0nacHoii padorol B cpene UnrepHer

Nurepuer. besonacHocts. bpayszep «Top». AHTUBHUpYCHOE MporpaMMHOE oOecrieyeHHe.
[Tporpammbr  GiiokupoBKM OaHHepHOW pekiambl. IIporpammbr-punbsTper cmama. IIporpamms
BOCCTAHOBJICHHUSI 1TOCIIE COOA.

Tema 2.3 IlporuBojeiicTBMe  [1eCTPYKTHBHOMY  BJHMSAHHI0  MaTepPHAJIOB,
pacnpocTpaHsieMbIX Yepe3 COUMAJIbHbIE CeTH.

[lonsatne «commanbHast cetb». CrTpykTypa commanbHOi cetu. ComnmanbHas CeTb
«BxonTakTey. CounanbHas cetb «OJHOKIACCHUKNY. JlecTpyKTHUBHAs HH(pOpMaIIUSL.

Pa3zoen 3. Ocnoevl kpunmozpaghuu

Tema 3.1. OcHOBHble NOHATHS KpUNTOrpaguu. IJJIEKTPOHHAsi MOANHUCH:
(popmupoBanue, moay4YeHHe  cepTH(HKaTa, HCNOIb30BAHHE B  3AIIUIICHHOM
AOKYMEHT0000poTe
Beenenne. Kpuntorpapuss kak wmexanusm 3amuTbl. IloHartue kpunrorpaguu. MeTtoas
kpuntorpaduu. OcHOBHbIE TpeOOBaHUS K KM paM AJii KPUITO3AIUThI HHPopMmarui. OCHOBHbIE
tunsl wudpos. Hanexunocts mudpos. DnexkrpoHHas nudposas noanuck (DLII). onpenenenue,
npeHa3HauYeHUe, COCTAaB.

Tema 3.2 IIposepka BbINOJIHEHHU S TpeOOBaHUH 3aKOHOJATe/NbCTBA
YIOJTHOMOYEHHBIMH OPraHaMH

TexHonornueckrue OCHOBBI OOPaOOTKM KOH(UAECHIUAIBHBIX JOKyMeHTOB. [lomuThka
6e3onacHocTu. CucreMa ceptudukauu. [lopsanok ceptudukarum.

Tema 3.3 Hcnouab3oBanme kpunrorpagpum Ajasi Oe3omacHoii padoTbl B cpene
HNuTepHer
Kpunrorpadguueckue meronasl 3ammthl uHGopmauuu B cperae HMurepuer. Illudposanue
anekTpoHHON mouthl. [loutoBbie kiaments: Outlook, Thinderbird, The Bat. Ceprudukars
OTKPBITOTO U 3aKPBITOTO KJIK0Ya.

Pazoen 4. Cpeocmea ovecneuenusn Hb, 6 mom uucne npu pavome uepes Hnmepnem

Tema 4.1. OcHOBHbIC NPHMHIUNBI PadoTbl NPOrpPaMMHO-ANNAPATHBIX CPeACTB
ob0ecnieuenust Ub

[IpenMer u 3aaun MporpaMMHO-aINapaTHON 3alUThl THPOPMAIIUU, OCHOBHbBIE TIOIXOIbI
Kk 3amuTe faHHbIX oT HCJl. OcHOBHBIE IPUHIMITBI 0OecTiedeHns HH(OPMAIIMOHHON 6€3011aCHOCTH


http://www.mstu.edu.ru/study/materials/telecommlab/lab_020.html#1
http://www.mstu.edu.ru/study/materials/telecommlab/lab_020.html#1

BBIYUCIIUTCIIBHBIX CUCTEM C IIOMOIIBIO IMPOrpaMMHO-alIapaTHbIX CPCICTB. q)yHKI_II/IOHaHLHBIe
TpeOOBaHUS MO 3aIUTE BHIYUCIUTEIbHBIX CUCTEM.

Tema 4.2. Kinaccudukanusi THNOBBIX MNPOrpaMMHO-aNMAPATHBIX CPeICTB
odecneuenuss Ub

Oco0eHHOCTH TTPOrpaMMHO-aIIAPATHOTO O0ecTieueHus: 6€30MacHOCTH B MHTEPAKTUBHON
cpene. 3ammTa SJEKTPOHHOM TMOYTHI OT 3JIOHAMEPEHHBIX M HEXKeNaTeNIbHBIX BO3JEHCTBUH,
danpmMBasg W aHOHMMHAs TOYTA. 3amuTa WH(MOPMAIMOHHOW CpeIbl OT HEXKENaTeTbHBIX
UH()OPMAIIMOHHBIX MAaTEPHAIIOB, CpeACTBa (GUIBTPAIIUK CeTeBOM HH(OopMaruu/

Pazoen 5. Ocnosnvie momuewt évioauu ungopmayuu. Paboma c nepconanom
Tema 5.1 IlonsiTue 0 JIOSIJILHOM COTPYAHHMKE W HapyuuTesnle B MHGpOPMALHOHHOI

cepe.

Omnpenenenue NOSIIBHOTO cOTpyaHUKa. Onpenenenne HapymuTeas B THPOPMALUOHHOM
chepe. Kampoas Ge3omacHOCTh U JOSJIBHOCTH HepcoHana. MHbopmannonHas 0e30macHOCTb
OpraHH3aIiHu.

Tema 5.2 IlpencraBieHusi 0 4eprax XapakTepa BO3MOKHOIO HAPYLIUTEJISl H
JIOSIJILHOTO COTPYAHMKA. BepHble 1 HeBepHbIe NpeACTABJICHHS.

Tunsl NOSNBHBIX COTPYIHUKOB. Mojenb nosuibHOTO coTpyaHuka B cdepe Ub. Tumbr
Hapymutenei B chpepe Mb. Monens nHapymmrens B chepe Mb. TloHsTHE O MCUXOIOTHYECKOM
nopTpeTe HapymuTess B chepe nHPOpMamOHHON 0€30MaCHOCTH.

5. METOOANYECKHUE YKA3ZAHUSA 11O NPEITIOJABAHUIO U
OCBOEHMIO JUCHUAIIJIMHBI (MOYJIA)

5.1. Yka3anus 1Jis npenogasaresieil 0 OPraHU3aluy U MPOBEeJCHUI0 Y4eOHbIX 3aHATHI
10 JUCHUIIMHE (MOAYJII0)

[Ipy TOArOTOBKE K JEKIMOHHBIM 3aHATHSAM HEOOXOJUMO BOCMOJIB30BaTHCS  YyueOHO-
METOIMYECKOU TUTepaTypoil (OCHOBHOM) U3 11.8.
[Ipy moaroTroBke K JIAOOPATOPHBIM 3aHATHSIM HEOOXOIMMO BOCIOJB30BAThCA  Y4eOHO-
METOMYECKOU TUTEepPaTypoil (IOMOJIHUTEBEHOMN) U3 11.8.

5.2. Yka3zaHus 1Jis 00y4aommXxcsl o 0CBOEHUIO U CHUIIIHHBI (MOIYJIIO)

Bo Bpems camocTosiTenbHONW paboThl HEOOXOAMMO BOCIOJIB30BAaThCS y4eOHO-METOAMUYECKON
auTeparypoil u3 1.8 (OCHOBHOM), (ZONOIHUTENbHOI), IHTepHET-pecypcaMu.

Tadoauua 4 — Conep:xkaHue caMOCTOATEIbHOH PadoThHI 00yUYalOIIUXCS

07151 OUHOUL hopmbl 00yUeHUA

Howmep paoena Temvl/6onpocel, 8biHOCUMbLE HA Kon-60 | @opmwi pabomsi
(memvl) CAMOCMOSIMENbHOE U3)UEeHUE uacos




Pazgen 1. OcHoBHBIE 22 Bneaynuropnas,
MOHATHUS B 00J1aCTH Egﬁ:ﬁgﬁm K yc?\f[{e(;l:ngaggg SIEIB; U3Y4YEHHE
b 1 31, ux CTaH/1apTOB UH(POPMALIMOHHOTO yqe6gng
B3aUMOCBA3E H obmeHa. 3akoH P® «O mepcoHanbHBIX rocebuH
IIPaBOBbIE OCHOBBI JTAHHBIX». CocraBienue
obecneuenus Ub: TEPMHUHOJIOTHYECKOT'O cloBaps.
Koncruryuus, O3, [TonroroBka K KOHTpOJIBLHOU padote 1.
VK, P]I, npukasst [ToaroroBka K BXOJAHOMY TECTY
OCTIK u ®Cb
Paznen 2. OcHoBbI [ToaroToBka Kk yCTHOMY OMpOCY. 22 Bueayauropnasi,
obecnieuenuss Ub npu | KoHcnekT no onpeneneHuto U3y4EeHUE
pabote B cpeze TpeOOBaHMI K 3aIIUIIEHHOCTH y4eOHBIX
NHrepHer. uHpopmanuu. [Toaroroska oruera mno nocoOuit
[IpoTuBoOACiicTBHE nabopatopHoi padore 1
JNECTPYKTUBHOMY
BIIUSTHUIO MaTepUANIOB,
pacnpoCTpaHSIOLIUXCS
yepes UnTepHer, B
TOM UHCIIE Yepe3
COLIMAaJIbHBIE CETH.
Paznen 3. OcHOBBI [ToaroroBka Kk yCTHOMY OIPOCY. 20 Bueayauropnasi,
kpunrorpaduu. Ee [ToaroroBka K KOHTPOJILHOM paboTe 2 H3yICHHC
UCIIOJIb30BAHUE JUIS yqe6HI)13;
0e301macHo# paboTHI B mocooHi
cpene MHTEpHET
Paznen 4. Cpencrsa [loaroroBka Kk yCTHOMY OIIpOCY. 22 Breayauropnasi,
obecneuenus Ub, B [ToxroToBka oTyera o 1abOpPaTOpHOM H3y4CHUC
TOM 4ucIie nipu pabote | pabote 2. [ToAroTOBKa K MTOTOBOMY yqe6HH§
yepe3 VHTEpHET TECTY mocoowuit
Pa3znen 5. OcuoBHble | [loAroToBKa K yCTHOMY OIpOCY. 22 Breayauropsasi,
MOTHBBI BbIIa4N CaMocTosiTenbHOE U3y4YEHNE H3y4CHUC
uadopmamun. PaboTa | MACCOBUIHBIX SBICHUN: MOJIa, MAHUKA, yqe6HH§
C MIEpCOHAIIOM cTpecc, crpax. Pa3paborath mocobuii

TpeOoBaHUs K peuu coTpyaHuka no b

[ToaroroBka Kk KOHTPOIBHOU paboTe

3.IToaroToBka goKiIana Mo

HOPMAaTHBHO-TIPABOBBIM aKTaM,

KacaroIIMMCS 3aIIUTHI JTI0OBIX BUIOB

TaliH, MpaB Ha MH(OPMAIIHIO, 3aIPETOB

Ha pacrpocTpaHeHue nHpopMaluu

0715 3a04HOU hopmbl 00yUuenus
Howmep paodena Temwi/6onpocul, biHOCUMbLE HA Kon-60 | @opmwvl pabomsi
(membi) CAMOCMOsIMeENbHOE U3YUEeHUe uacos




Pazgen 1. OcHoBHBIE 28 Bneaynuropnas,

MOHATHUS B 00J1aCTH ESHFEESIEKEI K yc?\f[{e(;lg Haogg EI:)I}; H3y4CHHE

b 1 31, ux CTa}IIrIq,[[apTOB I/IH(l)OpM};HI/FOHHOFO r;zgg;;:

B3aUMOCBA3E H obmeHa. 3akoH P® «O mepcoHanbHBIX

IIPaBOBbIE OCHOBBI JTAHHBIX». CocraBnenue

obecneuenus Ub: TEPMHUHOJIOTHYECKOT'O cloBaps.

Koucruryuus, ®3, [TonroroBka K KOHTpOJIBLHOU padote 1.

VK, P]I, npukasst IToaroroBka k BXOJHOMY TECTY

OCTIK u ®Ch

Paznen 2. OcHoBbI [ToaroroBka Kk yCTHOMY OIpOCY. 28 Bneaynuropsnas,

obecnieuenuss Ub npu | KoHcnekT no onpeneneHuto U3y4EeHUE

pabote B cpeze TpeOOBaHMI K 3aIIUIIEHHOCTH y4eOHBIX

NHrepHer. uHpopmanuu. [Toaroroska oruera mno nocoOuit

[IpoTuBoOACiicTBHE nabopatopHoi padore 1

JIeCTPYKTUBHOMY

BIIMSIHUIO MaTEepHUAJIOB,

pacrpoCTpaHsIOIIIXCS

yepe3 MHTepHeT, B

TOM YHCIIe Yepes

COLIMAJIbHBIE CETH.

Paznen 3. OcHOBBI [ToaroroBka Kk yCTHOMY OIPOCY. 26 Breaynutopnas,

kpunrorpaduu. Ee [ToaroroBka K KOHTPOJILHOM paboTe 2 H3yICHHC

UCIIOJIb30BAHUE JUIS yqe6HI)13;

0e301macHo# paboTHI B mocooHi

cpene MHTEpHET

Paznen 4. Cpencrsa [loaroroBka Kk yCTHOMY OIIpOCY. 28 Breayauropnasi,

obecneuenus Ub, B [ToxroToBka oTyera o 1abOpPaTOpHOM H3y4CHUC

TOM umcIie ipu paborte | pabore 2. ITIoAr0TOBKA K HTOTOBOMY yqe6HH§

yepe3 MHTepHeT TECTy mocoowuit

Pa3znen 5. OcuoBHble | [loAroToBKa K yCTHOMY OIpOCY. 28 Breayauropsasi,

MOTHBBI BbIIa4N CaMocTosiTenbHOE U3y4YEHNE H3y4CHUC

uadopmamun. PaboTa | MACCOBUIHBIX SBICHUN: MOJIa, MAHUKA, yqe6gblzi
nocoOui

C ICPCOHAIIOM

cTpecc, crpax. Pazpaborats
TpeOoBaHUs K peuu coTpyaHuka no b
[ToarotroBka Kk KOHTPOJBHOM paboTe 3.
[ToaroroBka nokiana no HOpPMaTUBHO-
MPaBOBBIM aKTaM, KacarolUIUMCs
3aIUTHI JTFOOBIX BUIOB TaifH, IpaB Ha
nH(popMaIInIo, 3aIIPETOB HA
pacrmpocTpaneHnue nHpopmauu

5.3. Buanl

u  (dopmsl
AUCHHUILINHBI, BHINOJIHAEMbIe 00y4al0IUMHUCS CAMOCTOATEIHHO

NMCbMEHHBIX PpadorT,

NPeayCMOTPEHHbIX INPH OCBOECHUH

IIpaBuna odopmieHHs TEKCTa MOSICHUTEIBHOM 3anIMCKU pedepara

Ha tutynpHOM JHCTE IPONMUCHIBAIOTCS: Ha3BaHHE YHUBEPCUTETA, GaKynbTeTa, Kapeapsl,

Ha3BaHUEC OUCIHUIIIINHBI,

TEMBI D .1.0.

pedepara, CTYJICHTA,

HOMEp

TPYIIIBI,

®.1N.0.



npenoaaBaTrCyida M OCTABIACTCI MCCTO IJId IMPOCTABJIICHHA OLUCHKH W MOAIMMCHU IpCroaaBaTed .
BHI/I3y MMUIICTCA TOpod U o HalTMCaHU .

TexcTroBas 4acrTh

Wznoxenne tekcta U odopmiieHHE pabOTHI CIEAYeT BBINOJHATH B COOTBETCTBUHU C
TpeOOBAHUSIMU.

Tekcr I13 odopmisiercss Ha oaHOM cTOpoHE JucTa hopmara A4.

OcHoBHOI1 TekcT HaOupaercst mpudrom Times New Roman 12, ¢ BeIpaBHUBaHUEM 710
wupuHe, ad3alHBINA OTCTYI JOJDKEH OBITh OJJTMHAKOBBIM IO BCEMY TEKCTY U paBeH /,25 cm; CTpOKU
PA3IEISAIOTCS NONYIMOPHBIM UHINEPBATOM.

[Tons cTpaHuibl: BepxHee -2,5¢M, HIDKHEE — 2,5 cM, JeBoe — 3,5 cM, mpaBoe — 1,0 cMm.

Crpykrypsble 2nemeHTsl noscHutenbHod 3anucku COJEPKAHUE, BBEJIEHUE,
JAK/IIOYEHHUE, CIIMCOK UCITIOJIb3OBAHHBIX HCTOYHUKOB, ITPHJIOXKEHUE
JIOJKHBI HAUMHATBCSI ¢ HOBOTO JIMCTA.

Wx 3aronoBku oQpopMIISIIOTCSI nponucHbvimu oyKkeamu, wipugpmom 14 2K, pacnonararorcs
6 cepeoure cmpoku 6e3 mouku 8 Koxye. JJonoHATEIbHBIN unmepsan nocie 3arojaoBka - 12 nm.

OCHOBHYIO 4acTh pabOTHI pa3JeNsItoT Ha pa3/ieibl, MOAPa3Aeibl U, IPH HEOOXOIUMOCTH,
HA MYHKTBHI.

Kaxnpiii pa3gen HeoOX0MMO HaYMHATh C HOBOTO JiucTa. Pa3iensl HymepyloT apaOCKUMU
mudpamMu B Ipezenax Bcero Tekcra. Ilociie Homepa M B KOHILIE 3arojioBKa pasjierna mouka He

cmaeumcH.

Ecnu 3aronoBok COCTOHUT H3 ABYX HpeHHO)KeHI/II\/'I, X pas3acisiroT TOYKOIA. HepeHOCbl clloe
8 3d20]106KAX HE OOI’lyCKaIOWlCﬂ.

3aroJI0BKHU pa3enoB 0QOPMISIIOTCS ¢ RPORUCHOIU OyKebl, wipughmom 14 7K, c ab3aiHorO
orcryma 1,25 cm. JIOTOTHATENBHBIN uHmepsa nocie 3a201068Ka - 6 nm.

(Ecnu 3aronoBok paszaena 3aHMMaeT JIB€ U OOJbIIEE YUCIO CTPOK, TO MHTEPBAJ MEXIY
STUMH CTPOKAMH — HOJYIMOPHBIM).

[Toxpaznens! HyMepyIOTCS B IIpeenax Kaxoro pasaena. Homep moxapasaena coctouT u3
HOMepa pasjiella U IOPSAKOBOrO HOMepa IoJpaszena, pasjelieHHbIX Todkoil. [Tocie HOMepa
H0/Ipa3/ieia TOUKY He CTaBsIT.

3aroJOBKM TOJPA3NIENIOB TEYaTArOTCs C a03al[HOTO OTCTYNa, ¢ HMPORUCHOU OYK6bl
wipugpmom 12 7K, 6e3 TOUKM B KOHIIE 3ar0JIOBKa.

JIOTIOTTHUTENBHBIN UHmMep6a neped 3arojJ0BKOM TOApasfena — 6 nm, nocie 3arojoBka - 6
nm.

[IyHkTBl HyMepylOTCS B mpefenax Kaxaoro mnojapasjaena. Homep myHKTa cOCTOUT U3
HOMEpOB paszjiena, mojpa3zena 1 MyHKTa, pa3/ieJeHHbIX Toukol. [loce Homepa myHKTa TOUKY He
CTaBAT.



Henb3sa nucats 3arojioBOK B KOHIIE CTPAHUIIBI, €CJIM HA HEH HE YMEIAIOTCA, IO KpalHeu
Mepe, JIB€ CTPOKU TEKCTa, UJIYILIETO 3a 3ar0JIOBKOM.

[Tpumep odopmileHus: 3aroJIOBKOB TEKCTA:

1 Pa3zpabGoTka annapaTHbIX CpecTB

11
12 HyMmepanusi nyHKTOB epBOro pa3jiesa oT4yeTa

13

2 TexHUYECKHE XapaAKTEePUCTUKH

21
22
23

Hymepanusi myHKTOB BTOPOro pa3jeja oT4era

B mnosdcHuTenbHON  3alMCKE IOCJIE  TUTYJBHOTO JIMCTa  IIOMEUIAETCA  JIUCT
COJAEP/KAHMUE, B KOTOPOM yKa3bIBalOTCS HOMEpa U HAaMMEHOBAaHMsI pa3JIeloB, 0Ipa3AesioB U
npunoxenui T/l ¢ ykazaHueM HOMEPOB CTPAHULL, I/1€ OHU HAYMHAOTCA.

Pazgenbl, moapasnensl 3alnuchIBalOTCS B COJAEPKAHMM B TOYHOM COOTBETCTBHHM C HUX
HAaUMEHOBAHUSIMU 0€3 COKPALEHUIN cmpoyHbIMU OYK8AMU KPOMe NEPBOTi NPONUCHOU.

IMepeuncienus

B TekcTe mosCHUTENBHON 3aMHUCKH MEePEeYHCICHUS MTPOU3BOISATCS ¢ a03aI[HOTO OTCTYIIA,
KaXXJI0€ C HOBOW CTPOKH C dedhpucom.

[Ipumeps! HanMCaHUS:

- TeKcT nosicHuTensHoi 3anucku (I13) (c pucyHkamu, TabnunamMu M T. 10.);
- IPWIOKCHHS,

- IepeYeHb TEPMHUHOB;

- IEpEYEHb COKPAICHMII;

- IepeyUeHb JIUTEPATYPHI.

[Tpu HEOOXOAUMOCTH CCHUIKH B TEKCTE OTUETa HA OJIMH U3 DJIEMEHTOB MIEPEUNCIICHUS
BMeCTO Jieduca CTaBsITCSI CTPOYHBIE OYKBBI B TTOPSAIKE PYCCKOTo andaBuTa, HAUMHAS ¢ OYKBBI a
(3a HcKJIIOUYeHHEM OYKB 3, U, 0, 4, b, b, b).



JIist manpHeNIen JeTain3aluy epeunciIeHnid He00X0MMO HCTIOIB30BaTh apaOCKUe
U pBI, TOCTIE KOTOPBIX CTAaBUTCS CKOOKA, a 3aliCh IPOU3BOJUTCS ¢ a03aI[HOTO OTCTYNA, KaK
MOKa3aHo B MpUMeEpeE.

[Ipu HeoOX0AMMOCTH JANbHEHIIICH AeTaTnu3aliK MePEUUCICHII UCTIONIb3YIOTCS apaOCcKue
UQpbI U CTPOUHBIE OYKBBI PYCCKOTO anaBuTa, Mociae KOTOPBIX CTABATCS CKOOKH:

a)...;
6)...;
1...;
2)..;
B).

[Ipumeps! HanMcaHUs:

1) tekct nosicaurenbHOM 3anucku (I13) (¢ pucyHkamu, TaOJIUIIAMH H T. 11.);
2) TPUIIOKEHUS;

3) nepedeHb TEPMHUHOB,

4) nepeueHb COKpAICHUIA;

5) mepedeHb TUTEPATYPHI.

[Ipumeps! HanMcaHUs:

a) TekcT nosicautensHoi 3anucku (I13) (c pucyHkamu, TabnunamMu M T. 10.);
0) MPUIIOKEHNUS,

B) IIepeYeHb TEPMHUHOB;

T') IepeyeHb COKPAICHHUI;

1) IepeueHb JIUTEePATypHI.

CokpanieHus cj10B

CokpallleHHEe CJIOB B TEKCTE, KaK MPaBWIIO, HE JOMyckaercs. VICKIroueHne COCTaBIsSIOT
COKpaIlleHUs1, OOIIECTIPHUHSATHIC B PYCCKOM SI3BIKE: T. €. (TO €CTh), H T. I1. (M TOMY ITOJI00HOE), U T. 1.
(u Tak manee), u Ap. (¥ Apyrue).

[Ipn HEOOXO0IMMOCTH MPUMEHEHHUS ClIeNU(UIECKUX TEPMUHOB WIIM COKPALIEHUI HYXHO
JaTh WX pa3bsICHEHHE TIpH T[EPBOM YIOMHHAHMU. Hampumep «...co3JaHHE CHCTEM
aBTomMaruueckoro npoekrupoBanus (CAIIP)». B nmocnenyromem TekcTe NPUHATHIE COKPAIICHUS
nuiyTest 6e3 CKoOoK.

Dopmy.Jibl

CocTaBHOW YacThIO TEKCTa IMOSICHUTEIBHOM 3alHUCKU SBISIOTCS MaTeMaTH4YecKue
dopmyibl 1 cooTHOIIEHUS. DOPMYIIBI CO3IAIOTCS B peakTope Ghopmyi.



@DopMyIIbl pacroiaraloT B CEpeinHEe CTPOKU U BBIACTSAIOT U3 TEKCTa CBOOOAHBIMH CTPOKAMH.

[Ipumep odopmiieHHs pacueTos:

KonnuecTBo HaceneHus B 3aJJaHHOM IMYHKTE U MOJYMHEHHBIX OKPECTHOCTSIX C YYETOM
CpeIHero NpupocTa HacelieHus onpezaensercs no popmyne (3.1):

AHN'
= — 3.1
B =ty (14 <), (XY

rae  Ho— gucno xuteneit Ha BpeMs NPOBEACHUS IEPEUCH HACEICHHUS, ThIC. Yell.;

AH — cpenHuii TOJOBOW MPHUPOCT HACENCHUS B JaHHOH MeCTHOCTH, % (IpUHHMAaeTCs
2...3%);

t — mepuon, onpeaensieMblid KaK pa3HOCTh MEXAY Ha3HAYEHHBIM OJIOM MEPCHEKTHBHOIO
IIPOEKTUPOBAHUS U T'OJOM IIPOBEACHHUS IIEPENIMCH HACEIIEHUS, TO/I.

8

2
H, = 32,6 (1 + m) = 38,2 ThIC. YeJI.

PacimndpoBka dopMynbl, mpu HEOOXOIWMOCTH, MPUBOAUTCS HEMOCPEACTBEHHO 0]
dbopmyoii. B koHIIe GopMyITbI CTAaBUTCS 3amsiTasi, MOSCHEHUE 3HAYCHUH CHMBOJIOB JIAIOT C HOBOM
CTPOKH B TOW IOCIICJIOBATEIILHOCTH, B KAKOH OHU IIPHUBEJICHBI B (hopmyIie.

dopmynel HyMepyrlOTCs B mpezenax paszzaena. Homep ¢opmynbl cOCTOMT M3 HOMepa
pasziena u nopsKoBoro Homepa hopmyisl B 3ToM pazzaene. Homep hopMyiibl B KpyriibIx cKoOKax
MOMEIAETCs B KpaliHEM ITPaBOM IOJIOKEHUHU Ha CTPOKE.

Ccpinka B TekcTe Ha GopMyy: «...B popmyie (3.1)».

Tadoauubl

udposoii Matepuan odopmisiercs B Buae Tabmuu. Tabiumy cienyer pacrojaraTh
HEINOCPEICTBEHHO M10CJIE CCBUIKH Ha HEE.

Pa3mepsl Tabnui BeIOMpAIOTCS MPOU3BOJIBHO, B 3aBUCHUMOCTH OT MPEICTABISIEMOIO
MmatepHaia. BeicoTa cTpok TabiMIbl JOKHA OBITh HE MEeHee 8§ MM

Taomuma 2.1 — HaumenoBaHme TaOJIHIBI




3arosoBku rpag

[TonzaronoBku rpad

Crpoku

(ropu30oHTaIbHbBIE

PAIBI)

3aronoBku rpad M CTPOK TaOMUIBI JODKHBI HAYMHATHCS C TPOIUCHON OYKBBI, a
NOJ3aroJIOBKA rpad — co CTpoyHOW OYKBBI, €CIIM OHU COCTABJISIOT OJHO MPEIUIOKECHUE C
3arojoBKoM. Eciu moa3arosnioBku rpad MMEIOT caMOCTOATENBHOE 3HAYCHHE, TO X HAYMHAIOT C
MIPONKMCHON OYKBHI.

3aroJOBKH YKa3bIBalOT B €JMHCTBEHHOM 4YHcie. B KOHIIE 3ar0JIOBKOB M I10/13ar0JIOBKOB
TAOJUIIBI TOYKH HE CTaBSIT.

PazensaTh 3aronoBku OOKOBUKA U Tpad) AUArOHATLHBIMH JTHHHSIME HE AoImyckaeTcs. ['pady

«Homep no nopsaxy» B TaOIUIy BKIIIOYATh HE JOITYCKAETCs.

Tabnuier HyMepyroTes B mpezenax paszaena. Homep TabauIsl COCTOUT U3 HOMEpa paszena
U TIOPSAJIKOBOTO HOMEpa TabNmuIbl B 3TOM paziene. Homep u HanMeHOBaHUE TaOIUIBI CIEAyEeT
MOMEIaTh Ha/l TAOIHUIEH ClieBa Yepe3 THpE.

[Tpumep odopmiieHus: TabIUIBL:

Tabnuma 3.1- J{muHa y4acTKOB Tpacchl

[TpoTsKEeHHOCTh y4acTKa MPOEKTUPYEMOI Tun xabens
TDACCBL. KM
0,084 JIIC-04-24A06-7,0
0,167 JIIC-04-24A06-7,0
0,301 JI1C-04-24A06-7,0
0,779 JI1C-04-24A06-7,0
Oomas qnuHa xkademnst: 1,331 km JI1C-04-24A06-7,0

[Tpumeuanue — TonmuHy JTUHUN TaOIUIBI 3a1aiTe 1 OT.



Tabnuiry ¢ OOJNBIIMM YHUCIIOM CTPOK JOIYCKAETCs IEPEHOCUTh Ha Apyrou jucT. [Ipu aTom
B [IEPBOI YacCTH TaOJIMIBl HUKHIOIO TOPU3OHTAJIBHYIO JIMHUIO HE IPOoBOAT. Hax BTOpOil yacThio
cieBa nmumyT: «IIponomkenue Tabmumpt 2. 1».

[Tponomxkenne Tabmurer 2.1

JlaTa HaumenoBanue CTOoUMOCTB

Pucynku

I'padmyeckuii Marepuan pacrojiaratrotr, BO3MOXKHO, OJIMKE K TEKCTY, B KOTOPOM O HEM
YIIOMUHAETCA.

Bce pucynku HyMepyroTes B mpejienax pasjeia u J0JKHBI UMeTh HanMeHoBanue, Homep
PHUCYHKA M €r0 HAMMEHOBAaHHUE PACIIONIaraloT MO PUCYHKOM CJIETYIOIUM 00pa3oM:

09

0.8

-3 -24 -18 -12 -4 0 6 12 13 24 30

Pucynok 2.12 — Kpusas koappuiireHTa BOCIPHUATUS PEUH
CcbllKa B TEKCTE HA PUCYHOK: «...B COOTBETCTBUU C PUCYHKOM 4.3».

Ecnu B pazgene BBEJIEHUE ecth pucyHku, TO OHU HyMEpPYIOTCS KaK :
Pucynok B.1 — Ha3Banue pucynka

CnucoK HCNO0JIb30BAHHBIX HCTOYHHKOB



CIUCOK UCTONB30BaHHBIX MCTOYHUKOB TPUBOJIUTCS B KOHIIE MOSICHUTEIBHOM 3aIlUCKH.
CHnHcoK HCIOJIb30BAHHBIX YYEOHUKOB, CIPABOYHUKOB, CTATEW, CTAHAAPTOB W JpP. CIEIyeT
pacmojiaratb B MOPAAKE IMOSABJIICHUA CCBUIOK Ha HCTOYHHUKH B TCKCTC pa6OTBI U HYMCPOBATb
apa0bckumu rudpamu 06e3 TOUKH, Ieyararh ¢ ab3aIHOrO OTCTYTIA.

Croucok nuTepatypsl JOJDKEH OBITh COCTaBieH B ajdaBuTHOM mopsake. CIHCOK anpecoB
cepBepoB Internet ykasbIBaeTCsi IMOCHE JIUTEPATypHbIX UCTOYHHMKOB. Ilpu ykazanum BeO-agpeca
PEKOMEHAYeTCsl 1aBaTh 3aroJI0OBOK JAHHOTO pecypca (3aroJioBOK BeO-CTpaHUIIbI).

[Ipu cocraBieHun crnucka JaUTEpPaTypbl B andaBUTHOM MOPSIAKE CIEAYET MPUACPKUBATHCS
CIIEIYIOLIUX ITPaBUIL:

1) 3akoHOIATENbHBIE aKTHI M TOCTAHOBJICHUS MTpaBUTENbCTBA PD;
2) crienasibHasl Hay4YHasl IUTepaTypa;
3) MeToauYecKHe, ClIpaBOYHbIE U HOPMATUBHBIC MaTepUAIIbI, CTAThU MEPUOINICCKON TIeUaTH.

JInst MHOTOTUPAXXHOH JTUTEPATyphl IPU COCTABICHUH CIUCKA YKa3bIBAIOTCS: MIOJTHOE Ha3BaHUE
HCTOYHHKA, q)aMI/IJ'H/ISI U UHULMAJIBI aBTOpaA, U3AATCIILCTBO U I'0J] BBIITYCKa (JIJ'ISI CTaTbU — HA3BaHUC
u3ganus u ero Homep). [TomHOe Ha3BaHWE TUTEPATYPHOTO UCTOYHUKA MIPUBOJUTCS B HAUajIe KHUTH Ha
2-3 cTpaHuIe.

Jl5isg 3aKOHOJATENBbHBIX AaKTOB HEOOXOJUMO YKa3blBaTh MX IOJIHOE HAa3BAaHUE, MPUHSBIIHMA

OpraH U JaTy NPUHSITHA.

[Tpn ykazanmm aapecoB cepBepoB Internet cHawana ykaspIBaeTCsl Ha3BaHHE OpPTaHHU3ALIUM,
KOTOPOH NMPHHAUIEKHUT CEPBEP, a 3aTEM €ro HOJIHBIN ajpec.

[Ipumeps! 3anuceit:

1 I'myxoB B. A. HccnemnoBanue, pa3paboTKka M MOCTPOCHHE CHCTEMBI JJIEKTPOHHOU
JIOCTaBKH JIOKYMEHTOB B OuOinoreke: ABroped. nuc. kKaHa. TexH. Hayk. — HoBocubupck, 2000. —
18 c.

2 DKoHOMUKa U nonuTuka Poccun v rocyapcTB OIMKHEro 3apyOekbs : aHATUT. 0030p,
anp. 2007, Poc. akan. Hayk, VIH-T MUpPOBOIl SKOHOMHMKH U MYXAYyHap. OTHOIIEHHHA. — M.
NMBMO, 2007. -39 c.

3 ®enyxun B. U. DTHONONMMTHYECKHE KOHGIUKTHI B cOBpeMeHHON Poccun: Ha npumepe
CeBepo-KaBka3koro permona : auc. ... Kaia. moyuT. Hayk. — M., 2002. — c. 54-55.

4 O¢dunuanpHbIe TEPUOTNISCKUE U3IaHUS : AJICKTPOHHBIN MyTeBoAUTENb / Poc. Hail. 6-Ka,
Lentp paBoOBOI nH(pOpMaLIUH. [CIIo], 200520076. URL:
http://www.nlr.ru/lawcrnter/izd/index.html (mata o6pamenus: 18.01.2007).

5 Jlorunosa JI. I'. CymHocTh pe3ynabTaTra IOMOJHUTENBRHOTO 00pa3oBaHus JeTei //
OO6pa3zoBaHue: HCCIEIOBAHO B MUpPE: MEXIyHap. Hayd. mejn. uHTepHerT-xKypH. 21.10.03. URL:
http://www.oim.ru/reader.asp?nomer=366 (nara obpamenus: 17.04.07).



6 PwiHOK TpenmHroB HoBocuOupcka: cBos urpa [DiIeKTpoHHBIM pecypc]|. — Pexum
nocryna: http://nsk.adme.ru/news/2006/07/03/2121.html (nara obpamenus: 17.10.08).

Odopmiienue npuioKeHuin

HyMeparus IpHIoKeHHH 0CyIecTBIAETCs pycCKUME OykBamu, Kpome 6yks E, 1, b, b,
bl O.
B pasznene COJJEP)KAHUE na3zBanue npriioxeHus: opopMIIsIeTcs CASAYIOIIIM 00pa3oM:

I[TPUJIOXKEHUE A — Jlnarpamma KjaccoB

B camom npunoxenuu, cnoo IPUJIOKEHHUE A numiercs >KUpHbIM HIPUPTOM 110
LIEHTPY, Ha CJIEAYIOLIEH CTPOKE UIIETCS HA3BaHUE MPUIIOKEHMS, 110 LHEHTPY KUPHBIM
mpuQTOM, HaIIPUMED,

HPUJIIOXKEHHUE A
JAmnarpamma kiaaccos

Ecnu mpunoxeHne nmpoaorKaeTes Ha CIEAYIONIe CTpaHuIe, TO He0OOXOAUMO CBEPXY IO
LEHTPY, HEXUPHBIM LIPUPTOM HaNUCaTh CJIOBA:

IIponomxenue [Ipunoxenns A

Ecyin B npujIoKeHUH, HAIPUMEP, B MPUWIOKEHUN A eCTh TA0JMIbI, TO OHH HYMEPYIOTCSI KaK:
Taomuua A.1— Ha3sanue Ta0auIbl
Ecnu B npuioxeHnn eCcTh pUCYHKH, HAPUMED, B MPUIIOKEHUN A, TO OHH HyMEPYIOTCS KaK:
Pucynox A.1 — Ha3zpanne pucynka
6. OBPASOBATEJIBHBIE U UHOOPMAIIMOHHBIE TEXHOJIOTUHA

HpI/I peam3daniui  pa3jidYHbIX BHUIOB y‘IC6HOI>'I pa6OTLI nmo JAJUCHUINIIMHE MOTYT
HCIIOJIB30BATHCS DJICKTPOHHOC 06y‘IeHI/I€ 1 JTUCTaHIIMOHHBIC O6p330BaT€J'H)HI>Ie TCXHOJIOTHH.

6.1. O0pa3oBaresibHbIE TEXHOJIOTHU

Tadiauua S — O0pa3oBaTe/ibHbIE TEXHOJIOTHH, HCIIOJIb3YyeMble IIPH PeaIu3alui Y4eOHbIX

3aHATHH
Pasnen, Tema ®dopma y4eOHOTro 3aHsATUs
JUCLUTUTMHBL (MOZYIIS) Jlexuus ITpakTueckoe JlaGopatopHas
3aHATHE, CEMUHAP pabora
Paznen 1. OcHOBHBIE IOHATHS B O630opnas nekuus | He BBITIOJTHEHUE
obnactu Ub u 31, nx MIPEAYCMOTPEHO KOHTPOJIBHON
B3aMMOCBS3b 1 IPABOBBIE OCHOBBI paloThI, TeCTa




ob6ecnieuenus Mb: Koncruryrusi,

@3, VK, P, npukazet ®CTIK u

OCh

Paznien 2. OcHoBel o0ecrieuenus | Jlexmus - He BBITIOJIHCHUE

Wb mipu pabote B cpeze Mpe3eHTalIHs PEeyCMOTPEHO nabopatopHoit

WNurepner. [IpotuBoneincreue paboTsI, TecTa

JNECTPYKTUBHOMY BIIHSIHUIO

MaTepHajoB,

pacpOCTPaHSIOLIUXCS Yepes3

HHTepHeT, B TOM 4uCie yepes

COLIMAJIbHBIE CETH.

Paznen 3. OcHOBBI Jlexrus - He BEITIOJTHEHUE

kpuntorpaduu. Ee Mpe3eHTalIHs PEeyCMOTPEHO KOHTPOJIbHON

UCTIOJIb30BaHUE [T Oe30MacHOM paboThI

pabotsl B cpene MuTepuer

Paznen 4. CpeacrBa obOecrnieuenust | Jlekmus - He BBITIOJIHCHHE

Wb, B ToM uncne npu padbote Mpe3eHTaIHs IPEeyCMOTPEHO nabopatopHoit

yepe3 MHTEpHET paboThI, TecTa

Paznen 5. OcHOBHBIE MOTHUBBI O630pHas nexus | He BBITIOJTHEHHE

BbI1aun nHpOpManuu. Padora ¢ IPENYCMOTPEHO KOHTPOJIbHOU

MEPCOHAIOM paboThI
YyeOHble 3aHATHS MO AWCHUIUIMHE MOTYT HPOBOAMTBCA C  MPUMEHEHHEM

MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETeH IpU OINOCPEIOBAaHHOM (Ha pacCTOSHUN)
UHTEPAaKTUBHOM B3aMMO/ICHCTBUH 00Y4YAIOIINXCS U MTPEToIaBarelis B pexxumax on-line B gopmax:
BUJICOJICKIINH, JICKIMI-TIPE3ECHTAINH, BHJICOKOH(PEPEHIINU, CcOOCCeOBaHUSI B PEXKUME AT,
¢dopyma, yaTa, BHITOJTHEHHUS BUPTYAJIBHBIX MPAKTHYECKUX W/WITH JAOOPaTOPHBIX padoT U JIp.

MaxkcuManbHbli  00beM 3aHATUI oOydaromierocss ¢ TPUMEHEHHEM 3JIEKTPOHHBIX
00pa30BaTeNbHbIX TEXHOJIOTUN HE I0JKEH peBbIIaTh 25%.

6.2. UndopmanmoHHble TEXHOJIOTHH

— HCII0JIb30BAHHME BO3MOYKHOCTEN HHTEPHETA B yUeOHOM Ipoliecce (MCIO0JIb30BaHNE
caiiTa npenojaaBaTess (pacchbUlKa 3a/IaHHM, PEIOCTaBICHUE BBITIOJIHEHHBIX PabOT, OTBETHI
Ha BOIPOCHI, 03HAKOMJICHHE 00YYaIOIINXCS C OL[CHKAMH H T.11.));

— HCIIOJIB30BAHME DJIEKTPOHHBIX YYEOHHMKOB W Ppa3IMYHBIX CalTOB (Hampumep,
AIIEKTPOHHBIX OMOJIMOTEK, )KYPHAJIOB U T. [I.) KAK ICTOYHUKOB UH(POpPMAIHH;

— HCIIOJIB30BAHUE BO3MOXKHOCTEH 2JIEKTPOHHOM ITOYTHI IPENOIaBaTENS;

— HCHOJb30BAaHUE CPEACTB IpeJCTaBleHUs ydeOHOW MH(pOpMAMU (3IEKTPOHHBIX
y4eOHBIX MOCOOMIH M MPaKTUKYMOB, NMPHUMEHEHHE HOBBIX TEXHOJOTUH Ui MpPOBEICHHS
OYHBIX (TPaAUIIMOHHBIX) JEKIUH U CEMUHAPOB C UCIOJIB30BaHUEM NIPE3EHTALUHN U T. 11.);

— HCMOJb30BAaHWE MHTETPUPOBAHHBIX O0pA30BaTENbHBIX CpeA, T TJIaBHOM
COCTABIISIIOLIEHN SBISAIOTCS HE TOJIBKO IPUMEHSEMbIE TEXHOJIOIMH, HO U COJAEp)KaTeIbHast
4acTb, T. €. UH(POPMaIIMOHHBIE PECYPCHI (AOCTYI K MUPOBBIM HH(OPMALIMOHHBIM pecypcam,
Ha 0a3e KOTOPBIX CTPOUTCS YueOHBIH mporecc);

— WCTOJIb30BaHUE BUPTyalIbHOU oOydaromien cpenbl (LMS Moodle «3nexktporHoe
o0ydeHne») WK UHBIX HH(OPMALIMOHHBIX CUCTEM, CEPBUCOB  MECCEHKEPOB.

6.3. [IporpammHoe o0ecnieyenne, cOBpeMeHHbIe MpPodeccHoHaIbHbIE 0a3bI JAHHBIX
U MHGOPMalHOHHbIE CIIPABOYHbIE CHCTEMBI




6.3.1. IlporpammHoe odecnieyeHune

Haumenosanue
MIPOTPaMMHOTO Hasnauenue
o0ecrieueHus

Adobe Reader [Iporpamma st IPOCMOTPA IEKTPOHHBIX JOKYMEHTOB

[Tnardpopma BupryansHas oOydatomiast cpena
JTMCTAHIIHOHHOTO
obyuenust LMS
Moodle

Mozilla FireFox Bpayzep

Microsoft Office OducHas mporpamma
2013, Microsoft
Office Project 2013,
Microsoft Office
Visio 2013

7-zip ApxuBaTop

Microsoft Windows | Omeparinonnas cucrema
7 Professional

Kaspersky Endpoint | CpeacTBo aHTHBHPYCHO#M 3aI[HUThI
Security

6.3.2. CoBpemeHnHbIe npodeccnoHaANbHbIC 0a3bl JAHHBIX H HHPOPMALMOHHbIE
CIIPaBOYHbIE CHCTEMBbI

1. DnextponHsblit katanor Hayunoit OuGimoreku AI'Y na 6aze MARK SQL HIIO
«Mudopm-cuctem»: https://library.asu.edu.ru.

2. DnexTpoHHBIN Katanor «Haydansie sxxypraanst AI'Y»: http://journal.asu.edu.ru/.

3. YHuBepcaiabHas CHOpaBOYHO-WH(GOPMAIMOHHAS —IOJHOTEKCTOBas 0a3a  JIaHHBIX
nepuoauueckux uznanuii OO0 «MBUCy: http://dlib.eastview.com/

4. DnextpoHHo-OMOMMoTeuHas cucrema elibrary. http://elibrary.ru

5. CnpaBounas npaBoBas cucrema Koncynprantlliroc: http://www.consultant.ru

6. MupopmanmonHo-npaBoBoe obecneuenne «Cucrema ['APAHT»: http://garant-
astrakhan.ru

7. ®OHJ OIEHOYHBIX CPEJCTB JUISI IPOBEJEHMUS
TEKYLIEIO KOHTPO.JISI1 U MPOMEXKYTOYHOM
ATTECTALIMM MO JUCHUIJIUHE (MOAY.JIIO)

7.1. TacopT (pOH/IA OLIEHOYHBIX CPECTB


https://library.asu.edu.ru/
http://journal.asu.edu.ru/
http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
http://garant-astrakhan.ru/

[Ipu mpoBeaeHUM TEKYLIETO KOHTPOJSI M MPOMEXKYTOYHOM aTrTecTaluy MO AMCLHUILIMHE

(Monyit0) «OCHOBBI 3aIIUTHI HHPOPMALIUI MPOBEPSETCA CPOPMHUPOBAHHOCT Y 0OYUaAIOIIMXCS
KOMIIETEHIINH, YKa3aHHBIX B pasfiesie 3 HACTOALICH MpOrpaMMbl. JTAamHOCTh (HYOPMUPOBAHHSA

JAHHBIX KOMIIETCHIIMH B TIPOIIECCE OCBOCHUS OOpa30BaTENbHONH MPOrpaMMBbl OMPEIEINIIeTCs

MOCJIEI0BATEIbHBIM OCBOCHUEM JIUCLUIUIMH (MOYJCH) U MPOXO0XKACHUEM MPAKTHK, a B TIpoLiecce

OCBOCHUS IOHCHUIIIINHBI (MOI[y.]'IH) — IIOCICA0BATCIbHBIM AJOCTHXKCHUEM PE3YIIBTATOB OCBOCHUA
COACPKATEIIbHO CBA3AHHBIX MCXKIY co0oM pa3aciioB, TEM.

Taoauna 6 — CoorBeTcTBHE Pa3iejioB, TeM AUCHUILVIMHBI (MOYJIf), Pe3yJIbTATOB 00y4YeHUsI

1O AMCHUIJINHE (MOAYJII0) U OLIEHOYHBIX CPEICTB

KonTposupyemsiii pasgern, Tema | Kox korrpormpyemoii | HanMeHOBaHue
Ne n/mn
JUCLUIUIMHBL (MOYJIs) KOMIIETEHIIUU OLCHOYHOTO
cpeacTBa
Paznen 1. OcHOBHBIE TOHATHS B Bomnpocs! 1
obnactu Ub u 31, ux B3aumocBs3b o0CyXeHUSI.

1. | u mpaBOBBIE OCHOBHI 00ECTICUCHUS I1K-3 KontponbHas padota
Ub: Konctutyuus, 3, VK, P/, 1. BxogHol TecT.
npukaspl ®CTOK u ®Ch
Paznen 2. OcHoBBI 0OecieueHUsI Bomnpocsr mis
Wb npu pabote B cpene MHTepHET. 00CyXeHUS.
[IpoTuBoEiicTBUE JlaGopaTopHas

5 JECTPYKTUBHOMY BIIUSTHUIO [K-3 pabora 1.

' MaTEpHUAJIOB, [IpomexxyTouHbI
pacIpoCTpaHsIOMIUXCS Yepe3 TEeCT
WHTepHeT, B TOM 4yHCIie yepes
COLIMAITbHBIE CETH.
Paznen 3. OcHoBbI Kpunrorpaguu. Bompocsr s
Ee ucnosnb3oBanue s 06CYKICHH.

3. | GesomacHoi paboThI B cpejie TK-3 KoHTposbHas pabota
HNHurepuer 2
Paznen 4. CpencrBa obecrieueHust Bompocsr st
Wb, B ToM uncie npu padboTe uepes o0CyXeHUSI.

4. | Unarepuer [1K-3 JlaGoparopHas

paborta 2. UToroslit
TECT
Paznien 5. OCHOBHBIE MOTUBBI Bomnpocs! qis

5 BbI1aun nHpopmanuu. Pabora ¢ [K-3 00CyX/1eHus.

" | mepconanom KonTtponbHas pabora
3. Jloknan

7.2. Onucanue noxkasarejed 1 KpUTEpHeB OLCHNBAHUS KOMIICTCHIIHIi, ONMCaHue

IIKAJI OHCHUBAHUA




[Ipu pemieHnr KOMIIEKCHOM CUTYallMOHHOM 3a/1a4yi MOYKHO MCIIOJIB30BaTh CIEIYIOIINE

KPUTEPUHU OLICHKHU!

Taoauna 7 — [loka3aTe/id OlleHNBAHUSA Pe3yJIbTATOB 00y4eHUsI B BU/le 3HAHUM

[IIxana Kputepuu onenuBanust
OLICHUBAHMS
JIE€MOHCTPHPYET I1yOOKOE 3HAHHUE TEOPETUUECKOro MaTepuaa, yMeHue
5 00OCHOBAHHO M3JIaraTh CBOM MBICIIU 110 00CYKIa€MbIM BOIIPOCAM, CIIOCOOHOCTh
«OTIHYHOy | TOMHO, IPaBUIBHO H apIyMCHTHPOBAHHO OTBEYATh HA BONPOCHL, IPHBOAHTH
IpUMEPHI
4 JIE€MOHCTPHUPYET 3HAaHHE TEOPETUUYECKOT0 MaTepuaa, ero nocjiae10BareabHoe
U3JI0’KEHUE, CIIOCOOHOCTD NMPUBOIUTH IPUMEPBL, JOMYCKAET €JUHUYHbIE
«XOpoHIo» | omuOKH, UCTIPABIISIEMBIC TIOCIIE 3aMEYaHUsl TPETIOaBaTEs
3 JEMOHCTPUPYET HENOJHOE, (hparMEHTapHOE 3HAHUE TEOPETUUECKOTO
MaTepuaia, TpeOyroliee HaBO AKX BOIIPOCOB IIPENOAABATENs, 10IyCKaeT
«YMOBJICTBOPH | cymiecTBEHHBIE OMIMOKU B €T0 U3JI0KECHHH, 3aTPYJHICTCS B IPUBEACHUT
TCIBHOY IpUMEPOB U (POPMYITHUPOBKE BHIBOJIOB
2
JEMOHCTPUPYET CYIIECTBEHHBIE TPOOEIIbI B 3HAHUU TEOPETUUYECKOr0 MaTepuana,
«eynosner- | HE CIOCOOEH €ro U3JI0KUTh U OTBETUTH Ha HaBOSIIKME BOIPOCHI
BOpHTeNpHOy | IPEHOABATEN, HE MOKET IPUBECTH NPUMEpbI

Ta6anna 8 — IlokasaTean oneHNBaHUA Pe3yJIbTATOB 00y4YeHHS B BH/Ie YMECHHI M BJIaJeHUI

[xana Kpurepun oneHnBanus
OLICHUBAHUs
JI€MOHCTPHUPYET CIIOCOOHOCTh MPUMEHSATh 3HAaHHE TEOPETUUECKOT0 MaTepuaa
5 IIPYU BBINIOJIHEHUH 3a1aHUM, IT0CIEN0BATEIBHO U IIPABUWIBHO BBIITOIHAET
OTTHUHOy | 3AMAHHSA, yMEeT 000CHOBaHHO M3JIaraTh CBOU MBICIIU U JIeJIaTh HEOOXOAMMBbIE
BBIBO/JIbI
JI€MOHCTPHPYET CIIOCOOHOCTh MPUMEHATH 3HAaHHE TEOPETHUYECKOT0 MaTepraa
4 TP BBINIOJIHEHNH 3a/IaHUM, ITOCIEA0BATEIBHO U PABUIIBHO BBIITOIHSIET
3aJlaHusl, yMeeT 000CHOBAHHO M3JIaraTh CBOM MBICIIH U JeJIaTh HEOOXOAUMBbIE
«Xxopomo» BBIBOJIBI, IOMTYCKAET €IMHUYHBIE OINOKH, UCIIPABIIIEMbIE TIOCIIC 3aMEUaHMs
MIpEno1aBaTesis
3 JEMOHCTPUPYET OTAENIbHBIE, HECHCTEMATU3UPOBAHHBIE HABBIKH, HCIIBITHIBAET
3aTPyJHEHUS U JIOMYCKaeT OIUMOKHU MpY BHIMOJIHEHUH 3a/IaHUH, BBHITOJIHSAET
«YHOBJCTBOPH | 33 1aHKe MpH MOJCKa3Ke MPENoaBaTes, 3aTpyaHsIeTcs: B GOpMYIHpOBKE
TEJILHO»

BEIBOJIOB




«HCYHOOBJICT-
BOPHUTCIILHO»

2 HE CII0COOCH IMPAaBUJIbHO BBIITOJIHUTH 3a/IaHUC

7.3. KOHTpoJIbHBIE 3aJaHUSI WM HHbIE MaTepHaJibl, He00X0AMMbIe 1JIl OLlEeHKH Pe3yJIbTaTOB
00y4eHus1 O JUCHUILINHE (MOIYJII0)

Pa3zoen 1. Ocuoenvie nonamus 6 oonacmu Ub u 3U, ux e3aumocensv, npasosvie 0CHOGHL

ooecneuenus Ub: Koncmumyyusa, @3, YK, P/l, npuxkazot ®CTIK u ®Ch
1. Bonpocwul 013 o6cyszcoenus.

1)
2)
3)
4)

5)
6)
7)
8)

9)

OO0beKT u cyOBeKT 3amuThl HHGopMauu. CocTaB CpeCTB U MEpP 3alIUTH HHPOPMAIUH.
Knaccugukanus cpeacts 1 Mep 3aluThl HH)OPMAIIH.

Ocnosuble cepBuchl 1b. 3agaun cuctembl 0€3011aCHOCTH.

KareropupoBanne wuHpopmanuu. OnpeneneHue oOMIEIOCTYNHOW — HH(pOpMAIUH.
Omnpenenenne nHGOPMALIMK OTPAHUYEHHOTO JTOCTYTIA.

[TpaBo Ha moctym k nHMGopManuu. [loHITHE TOCYTaPCTBEHHOHN TAHEI.

OcoOenHocTH pabOTHI C IEPCOHATIOM, BJIaICIOIUM KOHGUACHIINATHLHONU HHbOpMaIuei.
OcHOBHBIE HOPMATHBHBIE PYKOBOJSIIME JIOKYMEHTHI, KacarolUecs ToCcyAapCTBEHHOU
Tal{Hbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTHI.

3ampernieHHas K pacnpocTpaHeHuio uHdopmaius. HopMaTuBHbBIE aKThl, 3ampeliaroiiye
pacnpocTpaHeHue moJ00H0i HH(OPMALIHH.

[TpaBoBoe obOecneueHre 0€30MaCHOCTH IPABOBOTO CTaTyca CyOBbEKTOB HHPOPMAITMOHHOMN

chepsl.

10) Coneprxanue u CTpYKTypa 3akoHoaTesibeTBa. KoHcturyus PO. denepanbHbie 3aKOHBI,

HOpMAaTHUBHBIE NpaBoBbIe akThl [Ipe3unenra PO, nonzakonusie akTel [IpaButenscrBa PO.
ITpuxazser ®CTIK u OCb.

11) O6muwme nonoxenus 3 «O rocynapcTBeHHO# TaitHey. [1opsI0K OTHECEHHS CBEACHUI K

rocynapctBeHHou Taitne (I'T).

12) 3akOHOATENBCTBO O MEPCOHATBHBIX JaHHBIX. OOIIUe MoI0KeH s [[pUHITUIIBI U YCIIOBUS

O6pa6OTKI/I MEPCOHANIBHBIX TAHHBIX, UX KOH(l)I/I)IeHI_II/IaJ'ILHOCTB.

2. Konmponvnas paooma 1

1)
2)

3)
4)

5)

6)
7)

8)

9)

Bonpochb! kK KOHTPOJILHOIT padoTe 1

Onpenenenne nousatuil «Mupopmanms» «1Hpopmarmonnas 6e30macHocTs», «CyOBbEKThI
MH(OPMaLMOHHBIX OTHOLIEHH». OOBEKT U CYOBEKT 3aIMThl HHPOPMAITIH.

CocraB cpencTB U Mep 3amuThl nHGopMmanuu. Kiaccudukanus cpeacTB U Mep 3allUThl
uH(pOpMaLIUH.

Ocnosuble cepBuchl Mb. Konnenuus Ub. 3anaun cucreMbr 6€30MacHOCTH.
KareropupoBanue nadopmanuu. Onpesenenne o01en0cTymHOW HHPOopMaIIi.
Onpenenenne HHPOPMALMU OrPpaHUUYSHHOTO JlocTyma. [IpaBo Ha focTyn K HHGOpMaIUu.
ITonsiTHEe rocyaapcTBeHHON TaliHbl. OCHOBHBIE HOPMATUBHBIE PYKOBOSAIINE JOKYMEHTBHI,
Kacarol1ecs TOCYJapCTBEHHOM TalHbl, HOPMATHBHO-CIIPABOYHBIE IOKYMEHTBHI.
OcobeHHocTH paboTHI C TIEPCOHATIOM, BIIAJICIOMIUM KOHPUACHITUATHHOU HHPOPMAITUEH.
3ampelieHHas K pacupocTpaHeHrto nHpopmanus. HopMaTHBHBIE aKThl, 3alipenaromnme
pacmpocTpaHeHre moa00H0M HHpOpMAaITHH.

[TpaBoBOE oGecneueHne 6€30MaCHOCTH MPABOBOTO CTaTyca CyObEKTOB MH(POPMALIMOHHOM
cdepsl. ConepikaHue U CTPYKTypa 3aKOHOJaTeNbCTBA.

Koncturynus P®. denepanbHble 3aKOHBI, HOPMaTUBHBIE ITpaBoBbIe akThl [Ipe3nnenTa
P®, nonzakonnsie akThl [IpaButenscra PO. [pukazst ®CTOK u OCB.

10) O6mmme monoxenust O3 «O rocygapcTBEHHON TaltHE».




11) 3akOHOIATEIBCTBO O IEPCOHATBHBIX JTaHHBIX.
3. Tecm éxoonoi
baHk TecTOBBIX 3a1aHNH pa3MellleH Ha caiiTe eHTPa Hu(pPoBOro odyueHust
http://moodle.asu.edu.ru
ITo 00beKTy BO3J€CTBYS YIpO3bl OBIBAIOT!
BO3JICHCTBYIONINE HA HHPOPMAIIMOHHYIO CPEy B LIEJIOM
® BO3JEHCTBYIOIINE HA OTAENIbHBIC 3JIEMEHTHI HH(POPMAIIMOHHOM Cpeibl
® aKTUBHBIC
® [IaCCUBHBIE

2. Bribepure npaBuibHbIN BapuaHT oTBeTa. COOBITHE, SIBJISIONICECS CIASACTBUEM OJHOTO
WJIM HeCKOJIBKUX HEXKENaTeIbHBIX MU HEOXKHUIAHHBIX COOBITUN (MH(POPMAITMOHHOMN
0€301aCHOCTH ), UMEIOIINX 3HAYUTEIbHYIO BEPOSTHOCTh KOMITPOMETAIMH OU3HEC-
ONepaluy U CO3/IaHUS YTPO3bI

®  UYHIMUJACHT

e HapylIeHUE

e CHUTHAal

3. WpentndunmpoBaHHOE TOSBICHUE ONPEIEICHHOTO COCTOSHUS CHCTEMBI, CEPBHCA WIIN
CETH, YKa3bIBAIOIIIErO Ha BO3MOYKHOE HApYIICHHUE TIOJUTUKUA WHPOPMAIIMOHHOM
0€30MaCHOCTH, WJIM OTKa3 3alIUTHBIX MEP, WJIM BOSHUKHOBEHUE HEM3BECTHOM paHee
CHUTYaIlU1, KOTOPasi MOXKET UMETh OTHOIIICHHE K O€30MaCHOCTH HA3bIBACTCS

e coObITHEM (MH(DOPMAIIMOHHOW OE30ITACHOCTH )

MHIUIEHTOM (MH(POPMAIIMOHHOMN 0€301MacHOCTH )

yrpo3oii (MHGOPMAITMOHHON 0E30ITaCHOCTH)

[IepBbIM 11arom B yIpaBJICHUH CETHIO SIBIIECTCA €€
JOKYMEHTHUPOBaHUE

peBU3US

opopmiieHnE

e o o .b

KaxoBa nens peBusun 3pdextTuBHOCTH?

MOHUTOPHHT U aHAJIU3 PabOTHI CETH.

Omnpenenenue Toro, paboTaeT Jiu CETh B COOTBETCTBHH CO CBOMM MOTEHIHATIOM.
Wnentudukanus TMnoB 000py/10BaHUs U YCTPONUCTB, CETH.

Obecneuenne nHGOpMALUK O BOCCTAHOBICHUH TOCIIE COOs MM KaTacTpOPHUUECKOro
OTKa3a.

e o o o U'I

Pazoen 2. Ocnoewl obecneuenus Ub npu paoome 6 cpede Hnmepnem.
Ilpomuegoodeiicmeue decmpyKkmueHoMy IUAHUIO MAMEPUATIO8, PACHPOCHPAHAIOUUXCA Uepe3
Humepnem, 6 mom uucne uepes coyuanvhsvie cemu.

1. Bonpocwut 0na obcysycoenus.
1) Opranuzanus uHbopmaiyu B ceti HTepHET.
2) Cnyx0b1 cetn HTEpHET.
3) Hurepuer-mposaiinep (ISP). Anpecarus. [lepeaapecanus. Jlomennsie uMeHa. J[THHHbBIC
JIOMEHHbIE UMEHA. Bubl TOMEHHBIX UMEH.
4) TIpoToKoJbl Mepeaayn JaHHBIX.
5) CewmeiictBo nporokosioB TCP/IP.
6) Wurepuer. besonmacuocts. bpaysep «Top».


http://www.mstu.edu.ru/study/materials/telecommlab/lab_020.html#1

7) AHTHBUpYCHOE NporpaMMHoe obecriedenue. [IporpamMmbl OIOKMPOBKH OaHHEPHOI
pexnamsl. [IporpamMmMel-¢puibTpsl ciama. [Iporpammsl BoccTaHOBJIEHHUS TOCE cOOSI.
8) Ilonstue «cormanbHas ceTb». CTPYKTypa COIMaIbHOM CETH.
9) CoumanbHas cetb «BkonTaktey. ConnanbHas ceTb «OIHOKIACCHUKIY.
10) lectpykTrBHas uHGOpMALIHS.
2. Jlabopamopnasn paooma 1

ITapoabHas 3ammTa

I[Ton HecankmuoHupoBaHHBIM JoctynoMm k wuHpopmauuu (HCJ]) cormacHo
PYKOBOISIIMM JOKyMeHTaM [ocTexkomuccuu OyaeM MMOHMMAaTh AOCTYH K HHGOpMaIuH,
HApYIIAOIIMNA YCTAaHOBJIGHHbIE MpaBWJIa pPa3TpaHUYEHUs JOCTyNa M OCYLIECTBISIEMBIH C
UCIIOJIb30BaHUEM MITaTHBIX cpeAcTB, mnpenoctaBisieMbix CBT wimu AC. HCJl MoxkeT HOCUTH
CIIyYaHBIN MJIM HAMEPEHHBIN XapakTep.

MOXHO BBIICTIHTh HECKOJIBKO 00OOIIEHHBIX KaTeropuil meromoB 3ammrtbl or HCJ/I, B
YaCTHOCTH:

® OpraHU3alMOHHBIE;
® TEXHOJOTHYECKHUE;
® [IpaBOBbIE.

K nepBoii kareropum OTHOCATCSA MEpPbl W MEPONPUATHUS, PETrJIaMEHTUPYEMbIE
BHYTPEHHUMU UHCTPYKIUSMU OPraHU3AINH, SIKCILTYaTUPYIOUIEH HHPOPMAIIMOHHYIO CHCTEMY.
[Tpumep Takol 3amIUTBI — MPHCBOCHHE TPU(POB CEKPETHOCTH IOKYMEHTAM M MaTepHajam,
XPaHAIIUMCS B OTACIBHOM MOMEIICHUH, U KOHTPOIIb AOCTYyNa K HUM COTPYIHUKOB. BTopyro
KaTEropHIo COCTABIIIOT MEXAHU3MBbI 3aLLUTHI, peajin3yeMble Ha 0a3e MporpaMMHO-alapaTHbIX
CPEICTB, HANpUMEp CHUCTEM HJICHTU(DUKAIUKA U AayTeHTH(PUKAUUU WIA OXPaHHON
curHanu3auuu. IlocnenHsist kareropusi BKJIIOYA€T MEpbl KOHTPOJS 3a HCIOJHEHUEM
HOPMATHUBHBIX AaKTOB OOILEroCyIapCTBEHHOIO 3HAYEHUS, MEXaHU3Mbl pa3paboOTKu U
COBEpPILICHCTBOBAHUS HOPMAaTHBHOW 0a3bl, pEryJupyrolieil BOMPOCHl 3alUThl HH(POPMAIUH.
PeanuzyemMblie Ha IpaKTUKE METOIbI, KaK MPABUIIO, COYETAIOT B ce0€ IJIEMEHThI HECKOIBKHUX U3
NEPEYUCIICHHBIX KaTeropuil. Tak, yrnpaBieHHe JOCTYIIOM B MIOMEIICHUSI MOKET MPEJICTaBIATh
co0Ol B3aMMOCBSA3b OPraHM3ALMOHHBIX (BbIJaya JONYCKOB M KIIHOYEH) M TEXHOJOTMYECKUX
(YcTaHOBKY 3aMKOB M CHCTEM CHUTHAJIM3AIUN) CITOCOOOB 3aIUTHI.

PaccmoTpuM moapoOHee Takue B3aMMOCBsi3aHHbIE MeToAbl 3amuTel or HCJI, kak
uAeHTU(UKAIMS, ayTeHTU(UKALMS U MCIONb3yeMOe MPU MX pealu3alud KpUlrorpapuieckoe
npeoOpa3oBaHue HH(OPMALIHH.

NnenTudukanusi — 3TO NMPUCBOCHHE I0JIH30BATENSAM HACHTU(DPUKATOPOB U IMPOBEpKA
NPEIbIBISEMBIX HICHTU(PUKATOPOB MO CIIMCKY MPUCBOECHHBIX.

AyTeHTHUKAIUSA — 3TO IPOBEPKA MPUHAIICHKHOCTH MOJIH30BATEIIO MPEABIBIECHHOTO
uM uaeHtupukatopa. Yacto ayTeHTH(PUKALMIO TakKe HA3bIBAIOT MOJATBEPXKICHUEM WU
IIPOBEPKOM MOJIIMHHOCTH.

ITon 6e30macHOCTBIO (CTOMKOCTBIO) CUCTEMBI MJICHTU(DUKALIMY U ayTeHTU(PUKaUU Oynem
MOHMMATh CTENEHb 00ECHEeYMBAEMbIX €10 TapaHTUH TOro, YTO 3JOYMBIIUIEHHUK HE CIIOCOOEH
OpoiTH ayTeHTU(UKAIMIO OT MMEHHM Jpyroro mojb3oBareis, B 3ToM cMbicie, ueMm BbllIe
CTOMKOCTh CHCTEMbI ayTEeHTHU(PHUKAIMH, TEM CJOXKHEE 3JIOYMBIIICHHUKY PEIINUTh YKa3aHHYIO
3agauy. CucreMa HISHTU(DUKALUY U ayTEHTU(PHUKAILMU SBJISAETCS OJTHUM U3 KIIIOUEBBIX HIIEMEHTOB
uHppacTpykTypsl 3auuThl 0T HCJ| 110601 MHPOpMAIIMOHHON CUCTEMBI.

PaznuuaroT TpH rpynisl METOJ0B ayTeHTH(HUKAIIMN, OCHOBAaHHBIX HA HAJTMYUH Y KaXKI0TrO
M0JIb30BATENS:

® UHIUMBUAYaJbHOTO O0BEKTa 3aJaHHOTO THIIA;
® 3HAHWI HEKOTOPOIl M3BECTHON TOJIBKO €My U MPOBEPSIOILEH CTOpOHE HHPOPMALINY;
® UHIWBUAYaAJIbHBIX OMOMETPUUYECKHX XapAKTEPUCTHUK.

KnepBoit  rpynme  OTHOCATCS ~ METOAbl  ayTeHTH(MKAIMK,  HMCIOJIb3YIOIIUE
yIOCTOBEpEHUS, MPOIMYyCKa, MarHUTHBIE KapThl U JAPYTru€ HOCHMBIE YCTPOWCTBA, KOTOpBIE
LIMPOKO MPHUMEHSIIOTCS JUIsl KOHTPOJISL JOCTyNa B IOMELIEHMS, a TAaKKE€ BXOIAT B COCTaB



IIPOrpaMMHO-aINapaTHbIX KoMiuiekcoB 3amuTel oT HCJl k cpeactBamM BBIYMCIUTENBHON
TEXHUKU.

Bo BTOpyIO rpymnmy BXOIST METOIBI ayTEHTHU(HUKAIMH, HUCHOJb3yomme mapoin. [lo
SKOHOMHYECKUM IPUUMHAM OHH BKJIIOYAIOTCSA B KauecTBe 0a30BBIX CPEICTB 3aIUTHl BO MHOTHE
pOTpaMMHO-aNnapaTHbIe KOMIUIEKCHI 3aUThl HH(popMaiun. Bee coBpeMeHHbIE OlepaliuoHHbIC
CHCTEMBbl U MHOTHE NPUIJIOKEHUS] UMEIOT BCTPOEHHBIE MEXaHU3MBbI APOJIbHOM 3aILUTHI.

[locnenHiol0 Tpynmy COCTaBISAIOT METOABl ayTCHTU(UKAIMH, OCHOBAaHHbIE Ha
OPUMEHEHUH OO0OpYAOBaHMUS [UId M3MEPEHHsT W CpaBHEHHUS C OTAJOHOM  3a/JaHHBIX
UH/IMBUYAIbHBIX XapaKTEPUCTHK IIOJIb30BATeNsl: TeMOpa rojoca, OTIEYAaTKOB IajbIIEB,
CTPYKTYPbI pajly>kHOM 000JI04KH IJ1a3a U Ap. Takue cpeicTBa MO3BOJISIIOT ¢ BBICOKOW TOUHOCTBIO
ayreHTU(UIUpPOBaTh OOJanaTenss KOHKPETHOrO OWOMETPHYECKOrO MpU3HAKa, IMpUYEM
"moamenate" OWOMETPUYECKHE TMapaMeTphl MPAKTHYECKH HEBO3MOXKHO. OpHAKO IMHUPOKOE
pacrpocTpaHeHHEe MOAOOHBIX TEXHOJIOTHN CIIEPKUBACTCS BHICOKOH CTOMMOCTBIO HEOOXOAUMOTO
000opyT0oBaHuUs.

Ecnu B nponieaype ayTeHTH(HUKAIMK Y9aCTBYIOT TOJIBKO JIBE CTOPOHBI, YCTAHABIMBAIOIINE
HOJUIMHHOCTB JPYT JIpyra, Takas Mpoleaypa Ha3bIBAaeTCs HEIOCPEICTBEHHON ayTeHTH(pUKauen
(direct password authentication). Ecim e B mporecce ayTeHTH(UKAIIUN Y4aCTBYIOT HE TOJBKO
3TH CTOPOHBI, HO W JApYyrHe, BCIIOMOIaTeJIbHbIE, FOBOPAT 00 ayTeHTHU(PHUKAIMU C y4acTHEM
noBepeHHoM croponsl (trusted third party authentication). IIpu 3ToM TpeThIO CTOPOHY HA3bIBAIOT
cepepoMm ayTeHTH(UKauu (authentication server) unu apOutpom (arbitrator).

Haunbonee pacmpocTpaHeHHbIE METOIbl ayTCHTH()UKAMU OCHOBAHBI Ha NPUMEHEHUH
MHOI'OPa30BbIX WJIM OJIHOPa30BbIX Maposiedl. I3-3a cBOEro MIMPOKOro paclpoCTpaHEHUsS U
IPOCTOTHI PEATH3AIMU MAPOJILHBIE CXEMBI 4acTO B TIEPBYIO OYepE/Ib CTAHOBATCS MHUIICHBIO aTak
3JIOYMBIIIJIEHHUKOB. OTH METOAbl BKIIOYAIOT  CJIEAYIOIME Pa3HOBHJIHOCTH  CIIOCOOOB
ayTeHTH(pUKaIHN:

® 110 XpaHMMOU KOIHH MapoJis wiu ero ceéprke (plaintext-equivalent);

® 110 HEKOTOPOMY ITPOBEpOUHOMY 3HaueHuIo (verifier-based);

e (0e3 HemocpeACTBEHHOM Mepefaun MH(OpMalUK O MapoJie MPOBEPSIOLIe cTopoHe (zero-

knowledge);

® C HCIOJb30BaHMEM MApOJIs IS OJydeHHs Kpunrorpaduueckoro kiroua (cryptographic).
BriepByto  pa3HOBHIHOCTBH  CIIOCOOOB  BXOAAT  CHUCTEMBl  ayTEHTHU(HUKAIMH,

IpeIoIararolre HaInIue y 00erx CTOPOH KOTIHH ITapoJist HITH €T0 CBepTKH. J{J1s opraHu3anum

TaKUX CHUCTeM TpeOyeTcsl co3[aTh M MOJAEpPKUBATh 0a3y JAaHHBIX, COJAEPKALLYIO ApOJIU WUIIH

CBEpKHM TapoJsiell Bcex mojb3oBaTeneld. Mx crmaboil cTopoHOH sBisieTcs TO, YTO IMOJIyYEHHE

3JI0YMBIIIJICHHUKOM 3TOW 0a3bl JaHHBIX MO3BOJSIET €My MPOXOJIUTh ayTEHTH(PHKALHIO OT

MMEHH JII000T0 MOIb30BaATENS.

CriocoObl, coCTaBiISIOIIME BTOPYIO Pa3sHOBHUIHOCTb, OOECHEUMBAIOT 0Oojiee BBICOKYIO
CTereHb 0e30MacCHOCTH TMAapOJbHOM CHUCTEMBI, TaK KaK IMPOBEPOYHBIC 3HAYCHUS, XOTS OHU U
3aBHUCAT OT HapoJieil, He MOTYT ObITh HEMOCPEACTBEHHO HCIIOJIb30BaHbI 3JI0YMBIIIJICHHUKOM IS
ayTeHTU(UKALINH.

Haxoner, ayrenTudukaims 6e3 npe1ocTaBiIeHus MPOBEPSIOIIEH CTOPOHE KaKoi OBl TO HU
Obu10 MH(pOpManMKM O mMmapoje oOecrnedynBaeT HAMOOJBLIYIO CTEMEeHb 3alIUThl. JTOT CHOco0
rapaHTUpyeT 0€30MacHOCTh J1aXKe B TOM Cllydae, eCiIM HapylleHa paboTa mpoBepsIoLel CTOPOHBI
(HarpuMmep, B IpOrpaMMy PErUCTpalvy B CUCTEME BHEIPEH "TPOSHCKUMA KOHB").

OcoObIM  TOAXO0AOM B TEXHOJOTMM  NPOBEPKU  TMOMJIMHHOCTH  SIBIISIFOTCS
KpUNTorpaguueckue  MPOTOKONBI  ayTeHTH(HUKAIMH. Takue TPOTOKOJBI  ONHCHIBAIOT
MOCJIEI0BATENbHOCTD JCHCTBHM, KOTOPYIO JOJDKHBI COBEPIIUTH CTOPOHBI Ui B3aUMHOMN
ayTeHTH(UKAUU, KPOME TOTrO, ITH JEHCTBHS, KaK TPaBWIIO, COYETAIOTCS C TEeHepamuedl u
pacripesielieHieM  KpunTorpaduueckux — KiIoded  ansg  mu@poBaHUS — MOCIEIYIOLIETO
UHPOPMAIIMOHHOTO 0OMeHa. KOppeKkTHOCTh MPOTOKOJIOB ayTeHTH(UKAIIMN BHITEKAET U3 CBOWCTB
3aJ1eiICTBOBAaHHBIX B HUX MAaTEeMAaTUYECKUX M KPUNTOrpaUuecKux NpeoOpa3oBaHUA U MOXKET
OBITH CTPOTO JI0Ka3aHa.



OObIuHBIE TAPOJIbHBIE CUCTEMBI IIPOILIE U JICIIEBIIE IS pean3alii, HO MeHee Oe301acHsbl,
4eM CHCTeMBbl ¢ Kpunrorpadpuueckumu mporokomamu. [locinemnnue obOecneunBaioT OoJjiee
HAJCKHYIO 3alllUTy M JOMNOJHUTEIBHO pELIAIT 3ajauvy pacrpeaencHus kmoudeid. OaHako
UCIIOJIb3yEMbl€ B HUX TEXHOJIOTUU MOT'YT OBbITh OOBEKTOM 3aKOHOATENbHBIX OTPAHUYECHUH.

Jlisa Oonee AETaNBbHOTO PacCMOTPEHMsI NMPHUHLMIIOB IOCTPOEHUS IAPOJBHBIX CHCTEM
chopMyIHpYyEM HECKOIBKO OCHOBHBIX ONpPE/IEICHUH.

NaenTndukarop mosib30BaTesIsi — HEKOTOPOE YHUKAIBHOE KOJIMYECTBO MH(OPMAIIHH,
MO3BOJIAIOIIEE pa3InyaTh MHANBUYAIBHBIX M10JIb30BaTeNeH NapoIbHOM cuCTEMbI (IPOBOJUTH UX
uaeHTUGHUKaIM0). YacTo uaeHTH(GUKATOp TaKKe HA3bIBAIOT UMEHEM I0JIb30BATENs HIIM HIMEHEM
YYETHOM 3aIKCH I10JIb30BATEIIA.

IMapoab mosab30BaTeIst — HEKOTOPOE CEKPETHOE KOJIMYECTBO MH(POPMALINH, U3BECTHOE
TOJIBKO I10JIb30BATEIII0 U MAPOJIBHON CUCTEME, KOTOPOE MOXKET ObITh 3alIOMHEHO 110JIb30BaTeNIEM

u OpPEIbABICHO IS MPOXOXKACHUS Hpolenypsl ayreHTH(ukanuu. OIHOPa30BbIiA
napojib  JaeT BO3MOYKHOCTb  IOJb30BATENI0 OJHOKPAaTHO HPOWTH  ayTeHTH(UKALHUIO.
MHOropa3oBbIi apoJib MOXKET OBITh HCIIOJIB30BaH Ui IPOBEPKH MOUIMHHOCTH MTOBTOPHO.

YueTHasi 3aMCh M0JIb30BaTeJIs1 — COBOKYIHOCTb €ro MJIEHTU(UKATOpA U €ro napoJis.
basa paHHBIX 1OJIb30BaTENEM MAPOJBHOM CHCTEMBI COAEPKUT YYETHBIE 3allUCHU BCEX
I10JIb30BATEJIEH JaHHOW NapOJIbHON CUCTEMBI.

[lon mapoabHOM cucTeMoOl OyleM NOHMMATh IPOrPaMMHO-ANNApPaTHBIA KOMILIEKC,
peanu3yolmil cucTeMbl WACHTUGUKALMM U ayTeHTHU(UKaIMU noibs3oBarenei AC Ha OcHOBe
OJTHOPA30BBIX MJIM MHOTOPa30BbIX maposeid. Kak mpaBuio, Takod KOMIUIEKC (YHKIHOHHUPYET
COBMECTHO C IOJICUCTEMaMH Pa3rpaHUYEHUs JOCTyla U perucrpanuu coObITUH. B oTnenbHbIX
ClIydasix MapojibHasi CUCTEMa MOXKET BBIMOJHATH PAJ] JTOTOJTHUTENBHBIX (PYHKIUI, B YACTHOCTH
TeHEepalLtIo U pacrpeeeHle KPaTKOBPEMEHHBIX (CEaHCOBBIX ) KPUNITOTpahUUECKUX KIHOUeH.

OCHOBHBIMU KOMIIOHEHTaMH M1APOJIbHOM CUCTEMBI ABIISIOTCS:

e uHTepdeiic monp3oBaTens;

e yHTEpQEiic aIMUHUCTPATOPA,;

® MOJyJIb CONPSDKEHUS C APYTUMU MOJICUCTEMAMH O€30MacHOCTH;

e 0a3a IaHHBIX YUETHBIX 3aIUCEH.

[TaponbHas cuctema mpejcTaBisieT coOoi "mepeaHui kpait 0OOpoHBI" BCcel CHUCTEMBI
6e3omacHocTH. HexkoTopble ee 311eMeHTHI (B YaCTHOCTH, peaiu3yrolie nHTepdelic noiabp3oBaTens)
MOTYT OBITh pACHOJIOXKEHBI B MECTaX, OTKPBITBIX s JOCTyHa HOTEHIHATbHOMY
3JI0yMBIIIIEHHUKY. [l03TOMY maposibHas cucTreMa CTAHOBUTCS OJJTHUM M3 NEPBBIX 00BEKTOB aTaKu
IIPY BTOP’KEHUU 3JI0YMBIIUICHHUKA B 3alUIICHHYIO cucTeMy. Huke mepednciieHsl TUIBI yrpo3
0€30MacHOCTH MAPOJIBLHBIX CUCTEM:

1. Pasrnamenue napaMeTpoB y4ETHON 3alIUCU YEPE3:

® 110100p B MUHTEPAKTUBHOM PEKUME;

®  [I0JICMaTpPUBAHMUE;

® [IpelHaMEpEeHHYIO Nlepeady napois ero BiIaJeableM IpyroMy JINIY;

e 3axBarT 0a3bl JAHHBIX MApOJILHOW CHCTEMBI (€CNIM Mapoid He XpaHATcs B 0aze B
OTKPBITOM BH/IE, ISl UX BOCCTAHOBJIEHUS MOXKET MOTPeOOBAThCA M0100p WK AemndpoBaHue);

® [iepexBar MeperaHHON Mo ceTH MH(POPMAIIUH O Mapoie;

®  XpaHEHHue MapoJisi B JOCTYITHOM MECTE.

2. BwmemarenbcTBo B QYHKIIMOHUPOBAHHE KOMIIOHEHTOB MAapOJIbHOM CUCTEMBI Yepes:

® BHEJpPEHUE IPOrpPaMMHBIX 3aKJIAJI0K;

e o0HapyXeHHEe U MCIIOJb30BaHHUE OLUIHMOOK, TOMYIEHHBIX Ha CTaJuu pa3paboTKH;

®  BBIBEJICHHE U3 CTPOS MAPOJIbHON CUCTEMBI.

HekoTopele U3 NMEpPEUNCIEHHBIX THUIIOB YIPO3 CBSA3aHbl C HAJMYHMEM TaK Ha3bIBAEMOIO
YyeJioBe4ecKoro (hakTopa, MposIBISIOIIETOCS B TOM, YTO MOJIb30BATEIb MOXKET:

e  BBIOpATh MapoJIb, KOTOPBIH JIETKO 3aIOMHUTH U TAKXKE JIETKO MO00pPaTh;

e  3amucarh Mapojib, KOTOPBIN CIOXKHO 3alIOMHUTH, U IOJIOKUTH 3allCh B JOCTYITHOM
MECTE;



e  BBECTH IAPOJIb TaK, YTO €r0 CMOTYT YBUJECTh TIOCTOPOHHUE!

®  [epenarth MapoJib APYroMy JIHIY HAMEPEHHO WU ITO]T BIUSHUEM 30Ty KICHHS.

B  nmomomnenwe K BBIIE CKa3aHHOMY HEOOXOJMMO OTMETUTHh CYIIECTBOBAHUE
"mapasokca yenoBedyeckoro (pakropa'. 3akimrouaeTcs OH B TOM, YTO IOJIb30BATENb HEPEAKO
CTPEMUTCS BBICTYNATh CKOpEe MPOTUBHUKOM ITapOJILHOW CHCTEMBI, KaK, BIIPOYEM, U JIIOOOH
cucTeMbl 0€3011acHOCTH, (YHKIIHOHUPOBAHHE KOTOPO BIUSET Ha €0 pabodne yCI0BUsL, HEXKEIN
COIO3HMKOM CHCTEMbI 3alUThl, TEM CaMbIM OCJIa0isis ee. 3amuTa OT YKa3aHHBIX Yrpo3
OCHOBBIBACTCA Ha pPAAC MHNCPCUYHUCICHHBIX HHWXC OPraHu3allUOHHO-TCXHUYCCKHUX MEp U

MEpOIPHUATHIA.
Bb10op napoJeii

B 0GoiblIMHCTBE CUCTEM I0JIb30BaTEM HMMEIOT BO3MOYKHOCTb CaMOCTOSATEJIBHO
BbIOMpaTh MAapoJId WIM IOJIYy4alOT HUX OT CUCTEMHBIX aJIMUHUCTpaTopoB. Ilpum sToM g

YMCHBIICHUA JOCCTPYKTHBHOI'O

BIWAHHUA  OIIMCAHHOI'O

BBIIIC 4YCJIOBCYCCKOI'O (baKTopa

HE00XO0IMMO PeaTn30BaTh psAJ TPeOOBaHMI K BEIOOPY U MCIIOJIB30BAHHIO MAPOJICH.

Tabmuua 1

TpeGoBanne K BLIOOPY nmapoJist

|l'[0.11yqaeM1>1171 3¢ dexr

Y cTaHOBJIGHHE MUHHUMAJIbHOMN JTJITMHBI mapoJisd

Y crioskHsIeT 3a/1a4y 3710YMBIIUICHHUKA TPU
[TOTIBITKE TIOJICMOTPETh MapoJib HIIA MOA00paTh
[apoJIb METOJOM «TOTAJLHOTO OMPOOOBAHMSI

lcnonbp30BaHue B IapoJIC pa3JINYHbIX I'PYIIIL
CHMBOJIOB

Y cnoxHsIeT 3alavy 3JIOYMBIIIUICHHHKA IIPU
ITOITBITKE HOI{O6paTI) apoJjib METOAOM
KTOTAJIBHOI'O OHpO6OBaHI/I${»

[IpoBepka 1 0TOpaKoBKa MapoJIs 10 CIOBAPIO

Y ciioxHsIeT 3a1a4y 370yMBIIUIEHHUKA TIPU
[IOTIBITKE [10]100PATh NapOJIb 110 CIOBAPIO

Y cTaHOBIIEHNE MAaKCUMAJIBHOIO CPOKaA
e CTBHSI TApOIIst

YV CoXKHSET 3a1a4y 37I0yMBIIICHHUKA TTPH
[OIBITKE T0100PaTh MapoJb METOIOM
(<TOTAJIBLHOTO OMPOOOBAHMUS», B TOM YHCIie Oe3
HETTOCPEICTBEHHOTO 00paIeH st K CHCTEME
BarmuThl (pexuM off-line)

Y cTaHOBIIEHNE MIHUMAJIBHOTO CPOKa
1eHCTBHS TApOIIst

[ [pensTCTBYET MOMBITKAM MOJIb30BATENS
BAMEHUTH apOJIb HA CTapblil MTOCIIE €r0 CMEHbI
10 MpeAbIAYIIEMY TPeOOBaHHIO

[Benenue )xypHajia UCTOPUM Iaposei

(O6ecnieunBaeT JOMOJHUTEIbHYIO CTEIIEHb
BALIUTHI IO MPEABIAYIIEMY TPEOOBAHUIO

[[pMeHeHre IBPUCTUUECKOTO allTOpUTMa,
OpaKyroIero napojiu Ha OCHOBAaHUM JaHHbIX
pPKypHaJla UCTOPUH

Y ciioxxHsIeT 3a/1a4y 370yMBIIUIEHHUKA TTPU
[TOTIBITKE MT0100PaTh MAPOJIb 110 CJIOBAPIO UIIH
C MCIT0JIb30BaHUEM IBPUCTHUECKOTO
QIIrOprT™Ma

Ol’”paHI/I‘-IGHI/IC Yuciia IOoMbITOK BBOAA MAPOJIA

[[pensiTcTBYyeT MHTEPAKTUBHOMY MOJ100pY
[1apoJIei 3JI0yMBIIUICHHUKOM

Ho;:mepmca peiKumMa HpHHyI[HTCJlBHOf/'I CMCHBI
[IapOJIs ITOJIB30BaTECIIA

O6ecnieunBaeT 3(h(HeKTUBHOCTH TPeOOBAHMS,
OTPaHUIHMBAIOIIETO MAKCUMAIIBHBINA CPOK
TelicTBUS TapoJst

lIcnionb30BaHue 3aJ1epKKU ITPHU BBOJIE
HEMPaBUJILHOTO MApoJIs

[IpensiTcTByeT MHTEPAKTUBHOMY HOJI00PY
[1apoJIek 3JI0YMBIIIICHHUKOM

3arper Ha BEIOOP MapoIsi CAMUMHU
[0JIb30BATEISIMU U aBTOMaTU4YeCcKast
reHepanus napoJien

lIckirouaeT BO3MOKHOCTh MTOA00OpaTh Mapoib
10 cJI0Bapro. Eciy anroput™ reHepanuu
[1aposie HEe U3BECTEH 3JI0YMBILIUICHHUKY,
[OCJIEIHUI MOXKET MOAOUPATh MAPOIH TOIBKO
METOZOM «TOTAJILHOTO OMPOOOBAHUS»




[[puHynuTENbHAS CMEHA MapoJisd MPH MEPBOI
[PCrUCTpallU IMOJIB30BATCIIA B CUCTEMC 3ammuaeT OT HCIIPAaBOMCPHBIX ,Z[GI\/'ICTBI/ISI
CUCTEMHOT'0 a/IMUHUCTPATOPa, UMEIOLIETO
ITOCTYI K MapOJII0 B MOMEHT CO3/IaHHS

y4ETHOM 3amncu

2. IIpumepsl.

[Tpumep 1.

3amaHue onpenenuTh BpeMs nepedopa Bcex maposiei, COCTOAMX 13 6 udp.
Andaput coctaBisoT mudpsl n=10.

JnuHa naposis 6 cumMBoJIOB k=6.

Takum 00pa3oM, morydaeM KOJIHMYECTBO BAPUAHTOB! C=nK=10°

[Tpumem ckopocTs nepedopa s=10 maposneii B cekynay. [lomydaem Bpems nepedopa
BCEX Mapoiei t= C/s=1O5ceKyH):[z1667M1/1HyTz28qac013z1,2 JTHSL.

[Ipumem, 4TO MOCIE KAX/10r0 U3 M=3 HENPaBWJIbHO BBEACHHBIX MApOJIeH UIeT naysa B
v=5 cekynz. [lonydaem Bpems nepedopa Bcex maposei
T=t*5/3=16667cexynn~2778Munyr~464acos=1,9 nus.

Turor=t+T=12+1,9=3,1 gusa

[Ipumep 2.

OnpenenuTs MUHUMAJIbHYIO JUTMHY [1apoJis, ajlhaBUT KOTOPOro cocTout u3 10 cuMBOIIOB,

BpeMs nepedopa KoToporo 06110 He MeHblie 10 ser.
AndaBuT cOCTaBIAIOT CUMBOJIBI N=10.

Jlnuna maposist paccunthiBaetes: k=logn C=Ig C.
Omnpenenum konuuecTBo BapuanToB C=t * s=10ner*10 naposeii B cex. =

10*10*365*24*60*60~3,15* 10° BapHUaHTOB

Taxum oOpa3om, nonydaem JuMHy naposst: k=lg (3,15* 109) =9,5 OueBUIHO, YTO JUIMHA
napoJisi 10JkHa ObITh He MeHee 10 CHMBOJIOB.

3. 3aganus.

1. O
npeaenuTh Bpems rnepedopa Becex naposieil ¢ napamerpamu. AsipaBUT COCTOUT U3 N CHMBOJIOB.

JlnmHa maposist CHMBOJIOB K.

CkopocTb nepedopa s naposieil B CeKyH1y.

[Tocne kamIoro U3 m HEMPAaBIIILHO BBEJACHHBIX ITapOJIeH UAET May3a B V CEKYH/I

BapUaHT n k S m v
1 33 10 100 0 0
2 26 12 13 3 2
3 52 6 30 5 10
4 66 7 20 10 3
5 59 5 200 0 0
6 118 9 50 7 12
7 128 10 500 0 0
8 150 3 200 5 3
9 250 8 600 7 3
10 500 5 1000 10 10
2. OnpeaenuT MUHUMATBHYIO JJTHHY apoJisi, a(aBUT KOTOPOTO COCTOHUT U3

N CUMBOJIOB, BpeMsl iepedopa KOTOPOro ObLIIO HEe MEHBIIIE t JIeT.
CxopocTts Tiepedopa s mapoJjieii B CEKyH/y.



BApUAHT n t S
1 33 100 100
2 26 120 13
3 52 60 30
4 66 70 20
S 59 50 200
6 118 90 50
7 128 100 500
8 150 30 200
9 250 80 600
10 500 50 1000

3. OnpenenuTh KOJMYECTBO CUMBOJIOB aj(aBHUTa, MapoJib COCTOUT U3 k CMMBOIIOB,

BpeMs iepedopa KOTOPOro ObLIO HE MEHBIIIE t JIeT.
CxopocTts niepedopa s mapoJjieii B CEKyHY.

BapHaHT Kk t S
1 5 100 100
2 6 120 13
3 10 60 30
4 7 70 20
5 9 50 200
6 11 90 50
7 12 100 500
8 6 30 200
9 8 80 600

10 50 50 1000

3. IloAroTOBUTH OTYET O BBHIIOJIHEHUE JIAOOPATOPHON pabOThI, KOTOPHINA JOIKEH
BKJIIOYATh B ceOsi:

*  TUTYJbHBIN JHCT C HA3BAaHUSAMHU YHUBEpPCUTETA, (haKkyibTeTa, Kadeapsl, yaeOHoi
JUCLUIUIMHBL U JJaOOpaTOpHON paboThl, HOMEPOM BapHaHTa, (haMIIMAMHU U HHUIMATAMU
CTyJIeHTa (CTYI€HTOB) U MIPETo/IaBaTelis, TOPO/Ia U Io/ia BHITIOJHEHUS PaOOTHI;

*  COAEp’KaHME OTYETA C IOCTPAaHUYHOU Pa3METKOM;

=  OTBETHI Ha BOIIPOCHI, JaHHBIE B XOJ€ MOATOTOBKH K BBIITOJIHEHUIO PaOOTHI;

=  CBEJICHM O BBIIOJHEHUHU paOOThI IO MYHKTaM C BKIIIOYEHHUEM COJIEP)KaHUs 3a/1aHus,
KONUI 3KpaHHBIX ()OPM U OTBETOB Ha BOIIPOCHI.

3. Ipomesrcymounwiit mecm

BaHk TecTOBBIX 3a1aHNii pa3MellleH Ha caiiTe LeHTPa HM(PPOBOro o0yyeHH

http://moodle.asu.edu.ru

ITo 00BEeKTY BO3AEHCTBHS YTPO3bI OBIBAIOT:

BO3JICHCTBYIOIIMEHA HHPOPMAIIMOHHYIO CPEy B LIEJIOM

BO3/ICHCTBYIOIINE HA OTAEIbHBIE 3JIEMEHTHI HHPOPMALIMOHHOM CpeIbl

aKTUBHBIE

[TIaCCUBHBIE

e o o o H

2. BriOepure npaBuIIbHEI BapuaHT oTBeTa. COOBITHE, SBISIOIICECS CIEICTBUEM OJHOTO
WJIM HECKOJIBKUX HEXKENaTEeNbHbIX WM HEOKUIAHHBIX COOBITUN (MH(OpMAITMOHHON
0€30MacCHOCTH ), UMEIOIIMX 3HAYUTEIbHYIO BEPOSITHOCT KOMIIPOMETAIIMHA OU3HEC-
OIEPALIMU U CO3[IaHUs YTPO3bI



e o o -l>

e o o o O'I

WHIUICHT
HapylIeHue
CHUTHAJ

I/IIICHTI/I(l)I/H_[I/IpOBaHHOC TOABJICHUC OIIPCACIICHHOI'O COCTOSAHUSA CUCTEMbI, CCPBUCA UIIN
CETH, YKa3bIBAIOIIErO Ha BO3MOKHOE HApyIICHHE OJTUTUKH HHPOPMAIIMOHHOM
0€30MacHOCTH, WJIM OTKa3 3alIUTHBIX MEP, WM BOSHUKHOBEHUE HEM3BECTHOM paHee
CHUTYaIll{, KOTOPasi MOKET UMETh OTHOIIICHHE K O€30MaCHOCTH HA3bIBACTCS

coObITHeM (MHPOPMAITMOHHON 0€3011aCHOCTH)

MHIMJIEHTOM (MH(POPMAIMOHHON 6€30MacHOCTH)

yrpo3oi (MHPOPMAITMOHHON 0€30IaCHOCTH )

[lepBbIM IIaroM B yIpaBIICHUH CETHIO SIBJISICTCS €€
JOKYMEHTHUPOBaHUE

peBU3US

oopmiieHHE

Kakosa niens peBusun 3pdhexTuBHOCTH?

MOHUTOPHHT U aHAJIU3 PaOOTHI CETH.

Onpenenenue Toro, paboTaeT Jid CETh B COOTBETCTBHH CO CBOMM MOTEHIHATIOM.
Wnentudukanys TMoB 000pyI0BaHUs U YCTPOUCTB, CETH.

Oo0ecneueHre HHGOPMAIIMK O BOCCTAHOBJICHHUH TIOCIIE COOSI MM KaTacTPOPHUECKOTO
OTKa3a.

Pa3zoen 3. Ocnoevl Kpunmozpaghuu

1. Bonpocwul 013 obcysycoenus.

1)
2)

3)
4)

5)
6)
7)

8)

Kpunrorpadus kak mexanusm 3amutsl. [lonsTie kpunrorpaduu. Meto st
KpUITOrpaduu.

OcHoBHbIe TpeOOBaHUS K MHUdpam ISl KpUNITO3aUThl HHPopMauu. OCHOBHBIE THUIIBI
mmdpos. Hanexxnocts mmdpos.

OnextponHas nuudposas noanuck (SLIT). onpenenenue, npenHasHaYeHHE, COCTAB.
TexHoIOrMYeCcKre OCHOBBI 00pa0OTKH KOH(PHICHIIMATIbHBIX JOKYyMeHTOB. [lonuTrka
0€30I1aCHOCTH.

Cucrema ceptudukanuu. Ilopsaok ceprudukanum.

Kpunrorpadguueckue MeTos! 3aiMThl HHGOpPMaLUK B cpenie IHTepHeT.
HIudpoanue snexTponHoi moutel. [Tourossie kiauentsr: Outlook, Thinderbird, The
Bat.

CepTuduKaThl OTKPBHITOTO U 3aKPHITOTO KIIFOYA.

2. Konmponvnasa paboma 2

1.

Bonpochbl kK KOHTPOJILHOI padoTe 2
Opranuzanus napopmaiuu B cetd Mutepuet. Cayx0b1 cetn MnTepuet.nTepHeT-
npogaiinep (ISP). Anpecarnus. [lepeanpecanus. JJomeHHbIe MMEHA. J[TMHHBIC TOMEHHBIC
uMmeHa. Bunpl nomenHsix uMeH. IIpoTokossl nepenaun faHHbBIX. CeMENCTBO MIPOTOKOJIOB
TCP/IP.
Wntepner. bezonacHocts. bpaysep «Top». AHTUBHpPYCHOE NTPOrpaMMHOE OOecIieueHue.
[TporpamMmsbl 010KkMpOBKU OaHHEPHOU pekiambl. [IporpaMmbl-GUIbTPhI criaMa.
[TporpamMMbl BOCCTaHOBIIEHHS 1TOCIIE COOS.
[TonsTne «counanbHasa cetb». CTpyKTypa couaibHon cetr. ConuanbHas CETh
«BxonTakrey. CounanbHas cetb «OJHOKIACCHUKNY. JlecTpyKTHBHAs HH(pOpMAaIIKSL.
Kpunrorpadus kak mexanusm 3amutsl. [Tonstue kpunrorpaduu. MeTo sl
KpUNTOrpaduu.


http://www.mstu.edu.ru/study/materials/telecommlab/lab_020.html#1
http://www.mstu.edu.ru/study/materials/telecommlab/lab_020.html#1

o

OcHoBHbIe TpeOoBaHUS K mUdpaM IS KPUMTO3aMUTh HHPopMaruu. OCHOBHBIC THUITBI
mudpoB. HaxexxHocTs mmdpos.

OnexrponHas mudposas noamuck (DLI1): onpeneneHue, npeaHa3HauYCHUE, COCTAB.
TexHOIOrHYECKHEe OCHOBBI 00pa0OTKH KOH(PHICHIIMATBHBIX JOKYMEHTOB. [lonuTrka
0e301acHOCTH.

Cucrema ceprudukaryn. [lopsinok cepruduxanuu.

Kpunrorpaduueckue meTo sl 3amuThl nHMopMaiuu B cpene Muarepuer. llnudporanue
snexktponHoi moutel. IToutoBeie kauentsr: Outlook, Thinderbird, The Bat.

10. Ceptudukarsl OTKPHITOTO U 3aKPBHITOTO KIHOYA.

Pazoen 4. Cpeocmea obecneuenus Hb, 6 mom uucne npu pabome uepe3z Hnmepuem

1. Bonpocwl 015 00cyscoenus.

1)
2)

3)
4)

5)

6)

[IpenMert 1 3a1a4u IPOTPaMMHO-AITIAPATHON 3aIUTH HHPOPMAIIHH, OCHOBHBIC ITOAXO/IbI
K 3amute ganHabix ot HC/I.

OcHOBHBIE PUHITUITEI 0OecTIeYeHUsI HH(POPMAIIMOHHOM O€30TTaCHOCTH BBIYHCIUTEIBHBIX
CHUCTEM C TIOMOIIBIO MPOTPAMMHO-AIIAPaTHBIX CPEJICTB

. OyHKIMOHATBHBIC TPEOOBAHHUS I10 3AIIUTE BEIYUCIUTEIBHBIX CUCTEM.

Oco0eHHOCTH MPOTrpaMMHO-ANIapPaTHOrO0 00eCIIeYeHHS 0€30MaCHOCTH B HHTEPAKTUBHOM
cpene.

3amuTa 3JIEKTPOHHOMW TOYTHI OT 3JIOHAMEPEHHBIX U HEeXKEIATCIIbHBIX BO3/ICHCTBUIA,
(danpIMBas 1 aHOHUMHAs TIOYTA.

3amuTa HHPOPMALTMOHHOM Cpe/Ibl OT HEXKENATeIbHBIX HH(GOPMAIIMOHHBIX MAaTEPUAJIOB,
CpeIcTBa (PYIIBTPAIIH CETEBOM HHPOpMAIHH/

2. Jlabopamopnasn paboma 2

Pa3rpaﬂnqe}me A0CTYIIA K pecypcCaM B 3aIIMIIICHHBIX BEPCUAX onepauuomloizi

cucrembl Windows

Llenb paboOThI: OCBOEHHE CPEJICTB 3ALIUIIEHHBIX BEPCUM ONIEPAllMOHHON CUCTEMBbI

Windows, npenHa3HaYeHHBIX 15

* pa3rpaHUYeHUs JOCTyINa CyOBEeKTOB K ankam u (aitiam;
[ToarotroBka K BBIMTOIHEHUIO PaOOTHI: IO MaTepHuaIaM JEKIUA BCIOMHHUTD U

MOJATOTOBUTH JIJIS1 BKJIIOUEHHS B OTUET O JJAOOpaTOpHON paboTe onpeesieHus: HOHITUI

* QUCKPeYUOHHAs NOIUMUKA 6e30NACHOCMU,
© MAHOamuas NOIUMuUKa 6e30nacHoCmu,
- cybvexm oocmyna,
* 00vekm docmyna,
[ToaroToBUTH /1715 BKJIIOYEHHS B OTYET O J1a0OpaToOpHOil paboTe OTBETH Ha

CJIETyIOIINE BOIPOCHI:

1) B ueM 1OCTOMHCTBA M HEAOCTATKH JUCKPELIMOHHOM MOJIUTUKU 0€301acHOCTH?
2) B 4eM JIOCTOMHCTBA M HEJOCTaTKX MaHJaTHOM MOJUTHKHU Oe30macHoCcTr?
3) B ueM 3aKJII0YaeTCs TOXKAECTBEHHOCTh OOBEKTOB U TOXKJIECTBEHHOCTh CYObEKTOB

KOMITBIOTEPHOU CHCTEMBI?

4) xTo ompenesseT MpaBa A0CTyNa K Mankawm, (aiiaM, mpuHTEpam mpu

HCITOJTb30BAHUU JTUCKPEITMOHHON MOTUTHKNA 0€30TIaCHOCTH?

ITopsiok BbIMOIHEHUS pabOTHI:
1. ITocne cobecenoBanus ¢ MpernoiaBaTeieM U MoJydyeHus A0Mmycka K paboTe BOMTH B

CUCTEMY C YKa3aHHBIM OOIIIMM UMEHEM y4eTHOM 3amucH (C mpaBaMu OOBIYHOTO
MOJIH30BATEN ).

2. OcBouTh CpCACTBA pa3rpaHUYCHUA JOCTYIIA MOJIb30BaTelIeH K IMamKam:
* BBITIOJJHUTh KOMaHOy «CBoMCTBa» KOHTEKCTHOI'O MEHIO IIarkKu, conepmameﬁ

OTYCTHI CTYACHTOB O BBIIIOJIHCHHBIX Ha60paTOpHBIX pa60Tax;

* OTKPBITh BKIIAJAKY «be301macHOCTh) U BKIIOYNUTD B OTYET CBCICHHUA O CY6”I)6KT3X,

KOTOPBIM pa3pCHICH JOCTYII K IMAIIKC U O pa3pCIICHHBIX IJIA HUX BHAAX NOCTYIIA,



* C IOMOUIbIO0 KHONIKU «/]0MOIHUTENBHOY» OTKPBITh OKHO TOIIOJHUTEIbHBIX
napameTpoB 0€30MMacHOCTH TankH (BKIaaKa «Pa3permeHus»);

* BKJIFOYMTDH B OTUET CBEACHHUS O MOJIHOM HabOpe MpaB 10CTyNa K NaKe AJIs KaXa0ro
U3 UMEIOIUXCS B CIIUCKE CYObEKTOB;

* OTKPBITh BKJIAJKY «Biazaeneny, BKIIIOUNTh B OTYET CBEJIEHUS O BJIAJEIbLE AKU U
0 BO3MO’KHOCTH €r0 U3MEHEHHs OOBIYHBIM I10JIb30BaTENEM;

* OTKPBITh NANKY «AYyIUT», BKIIIOUUTh B OTUET CBEJICHUS O Ha3HAUEHUH [1apaMETPOB
ayJuTa, yCTAaHABIMBAEMbIX Ha 3TOW BKJIAJKE, M O BO3MOXKHOCTU UX YCTAHOBKU OOBIYHBIM
10JIb30BATENIEM;

* 3aKPbITh OKHO JOIOJHUTENIBHBIX TApaMeTPOB O€30IIaCHOCTH U C TOMOILBIO KHOIKH
«M3MeHUTH» a 3aTEM KHOMNKU «J[00aBUTh» OTKPBITH OKHO BBIOOPA MOJIB30BATENS TN
IpyIIIbI;

* C IOMOUIbI0 KHONOK «JlomosHuTenbHO» U «IIoMCK» OTKPBITH CIIUCOK
3aperuCTPUPOBAHHBIX IOJIb30BATENICH U IPYIII U BHIOPATh [10JIb30BATENS C UMEHEM CBOEH
WH/IMBUYaJIbHOW YYETHOH 3alMcH, CO3JaHHOM MPU BBINOJIHEHUH JabopaTopHoit paboTsl Nel
(MM MIpeIBapUTENIBHO CO3/1aB HOBYIO YUETHYIO 3aIlHCh);

* HA3HAUUTh €My IIpaBa Ha MOJIHBIM TOCTYI K MalKe ¢ 0TYETaMU O BBIIIOJHEHHBIX
71a00paTOPHBIX paboTax;

* BKJIFOYUTD B OTUET KOIMH SKPAaHHBIX ()OPM, HCIIOIb30BAHHBIX IIPU BBHIITOJIHEHUN
3aJJaHU{ JAHHOTO MTyHKTA.

3. OcBOUTH cpencTBa pa3rpaHHUEHHsI JOCTYIIA TTOIb30BaTeNeH K (aiinam:

* BBIIIOJIHUTH KOMaHAy «CBONCTBa» KOHTEKCTHOI'O MEHIO (haiiyia ¢ OIHUM U3 OTYETOB
0 paHee BBIIIOJHEHHBIX JIA0OpaTOPHBIX padoTax;

* IOBTOPUTH BCE 3aJlaHMs I1. 2, HO IPUMEHUTENILHO HE K MaIlkKe, a K (daiiny;

* BKJIFOYMTDH B OTUET OTBET HA BOINPOC, B YEM OTJINYHUE OINPENEICHUS IPaB Ha JOCTYI
K (hailyiaM 10 CpaBHEHHUIO C OIIPEJe/IEHUEeM IPaB Ha JOCTYII K HarKaM.

4. O3HaKOMHTBCS C ITPaBaMU JIOCTYyMA K (haiiiaM ¥ rmamkam, Ha3Ha4aeMbIM
OIIEpALIMOHHOM CUCTEMOM 110 YMOJIYaHUIO:

* BBIIIOJIHUTH KoMaHy «CBolcTBa» - «be30nacHOCTh» KOHTEKCTHOI'O MEHIO OJTHOM U3
HarokK ¢ JJOKyMEHTaMHU 3aperUCTPHUPOBAHHOTO B CUCTEME I0JIb30BaTels (Harpumep, « Mou
JIOKyMEeHTBI» );

* BKJIFOYMTH B OTYET CBEACHHUS O MPaBax JOCTyIa MOJIb30BaTENIEH K JAHHOM MAalKe U O
€€ BJIaJIeNbIIE;

* IOBTOPUTBH JABa NMPEABIAYIINX TyHKTA JUIS MMAIlKU C JOKYMEHTaMH JApYyroro
3aperuCTPpUPOBAHHOTO MOJIb30BATENS;

* IOBTOPUTB JIBA MPEBIAYIINX IMyHKTA Ui nanku «OO0mme J0KyMEeHTbI;

* BKJIFOYMTH B OTUET O Ja0OpaTOpHOI paboTe KOMUH SKPaHHBIX (OpM,
MCIIOJIb30BAaHHBIX IIPY BBINIOJHEHUH JAHHOTO ITYHKTA, U OTBETHI HA BOIIPOCHI

" Kak oOecreyrBaeTcs ONepalliOHHON CUCTEMON pa3rpaHMUEHUE 10CTYIa K JIMYHBIM
JIOKYMEHTaM I0J1b30BaTelel (10 yMOIYaHHIO);

" rae (1o yMOJYaHHIO) JOJIKHBI HAXOAUTHCS JOKYMEHTBI, TpeIHa3HauYeHHbIE IS
COBMECTHOI'O UCIIOJIb30BaHUSI.

5. Bki1rouuTh B OTYET 0 J1aOOpaTOpHON paboTe OTBETHI HA KOHTPOJIHHBIC BOITPOCHI:

* KaKasi MoJINTHKa 0€30MacCHOCTH JISKUT B OCHOBE pa3rpaHUYEHUs 10CTyIa K
00BEKTaM B 3aIIUIIEHHBIX BEPCUSIX ONeparimoHHON cucteMbl Windows?

* B UEM YA3BUMOCTb IIPUHATON B 3aLIUIIEHHBIX BEPCHUSIX ONEPALMOHHON CUCTEMBI
Windows monuTuku pasrpaHu4eHus J0CTymna?

* Kak paboTaeT MeXaHU3M HacCJIeZ0BaHU MPH ONpeAETICHUN IpaB Ha JOCTYI
CyOBEKTOB K 00BEKTaM B 3alUILEHHBIX BEPCUSIX ONeparuoHHol cucteMbl Windows?

* KaKOW CTaHJapTHBIN MEXaHNU3M PaOOTHI C INYHBIMU U OOIMMH JOKYMEHTaMHU
npeJiaraeTcs B 3alIMIIEHHBIX BEPCUAX onepaliMoHHON cucteMbl Windows U HaCKOJIbKO, Ha
Bam B3rsin, on ynoben?



- KAKOBBI OCHOBHBIC BUIBI JOCTYIA K (aiiiaM U marnkam?

6. [ToaroTOBUTH OTYET O BBHIMOJHEHUE JaOOPATOPHOM pabOThI, KOTOPHIN JOIKEH
BKJIIOYATh B ceOsl:

*  TUTYJIBHBIN JICT C HA3BaHUSAMH YHUBEPCHUTETA, (aKyinbTeTa, Kaeapsl, yaeOHOH
JUCLUTUIMHBL U JIAO0OpaTOpHON pabOoThl, HOMEPOM BapHaHTa, (haMIIIUAMHU 1 HHUIIHATAMU
CTyZeHTa (CTYACHTOB) U MPEToAaBaTesl, TOpo/a 1 rojia BHINOIHEHNS pabOThI;

*  COJEpPKaHME OTYETA C IOCTPAaHUIHOU Pa3METKOM;

=  OTBETHI Ha BOIIPOCHI, JAHHBIC B XO/1€ TIOATOTOBKHU K BBIIIOJHEHHIO PAOOTHI;

=  CBEJCHHS O BBIIIOJHEHUHU paOOTHI MO IMYHKTaM C BKIIOYEHUEM COJAEPKAHUS 3a/1aHHs,
KOTIMH 9KpaHHBIX ()OPM U OTBETOB Ha BOIPOCHI;

=  OTBETHl HA KOHTPOJbHBIE BOIIPOCHI.

3. Hmozoewiit mecm

BbaHk TecTOBBIX 3a1aHNH pa3MellleH Ha caiiTe eHTPa Hu(pPoBOro odyueHust
http://moodle.asu.edu.ru
KakoBa 11enb peBU3UH YCTaHOBJIEHHOTO 000y 10BaHNUs?
Wnentudukanus THIOB 000pyA0BaHUS U YCTPONCTB, CETH.
Wnentudukanus MECTOHAXO0XKACHUS KaXKIO0TO AIEMEHTa CETH.
MOHUTOPUHT U aHAJIN3 pabOTHI CETH.
[lepenoc nHGOpPMALINK HA YEPTEIKU 3AAHUS IS CO3TAHUS KapThl HAPE3KH.

e o o o I

2. JlelicTBus, mpoIeAypbl U MEXaHU3MBI, CIOCOOHBIE 00ECTIEUNTh OE30MaCHOCTh OT
BO3HUKHOBEHHUSI YIPO3bl, YMEHBIIUTH YI3BUMOCTb, OTPAHUYUTH BO3/ICHCTBUCHHITUICHTA B
cucTeMme 0e30MacHOCTH, 0OHAPYKUTh MHIMICHTHI U 00JETYUTh BOCCTAHOBIICHUE
AKTUBOB - 3TO

3aluTHBIE MEPHI

KomriekcHbie Mepbl

[IpeBeHTHBHBIC MEPHI

Opranu3zanoHHbIE MEPbI

Kaxkoga 1ieip peBu3nuu cpeACcTB 3aluThl CETH?

CornacoBanue TpeOOBaHUI MO 3alIUTE CETU CO CTPOUTEILHBIMI HOPMaMHU U
HOpPMaMH CEKPETHOCTH.

OneHka crnocoOHOCTEHN KIIMEHTOB MOJIb30BaThCSI CETEBBIM 000PYI0BAaHUEM U
MIPOrpaMMHBIM 00ecTIeYeHUEM.

BriscHenne cmocoOHOCTH CeTU TapaHTHPOBATH 1IETOCTHOCTD JIAHHBIX.
Omnpenenenue coctaBa anmnapaTHO-MPOrpaMMHOIO KOMILIEKCa, TPEOyIoIerocs
U1 00€ecIiedeHHsl 3allUThl CETH.

e 6 o o o o o ()O

B

Kakue maru cienyer npeAnpuHATh AJIs aHAJIW3a U PEeLIeHUs] IPoOJIeMbl B CETH TOCTE

cOopa naHHBIX 0 paboTe?

e OrnpenenuTs, SBISETCA I MpolIeMa MepHUoJUIeCKON WM YyCTONYNBOM; COCTaBUTh
CIMCOK BO3MOYXHBIX MPUYHH; PACCTABUTH IPHUOPUTETHI IPUUHH.

e PaccraBuTh NPUOPUTETHI IPUYHH; UCIIOJIB3YS CPEJCTBA YIPABIECHUS CETHIO WIH METOJ
3aMeHbl, HJICHTU(PULIPOBATh IPUYUHBI; OTCIEAUTH TEHACHIIUHU C LENbIO MPEIBUACHUS
BO3HUKHOBEHHSI MMPOOJIEM B OyayIIIeM.

e (CoCTaBUTbh CIIMCOK BO3MOXHBIX IPUYHH; PACCTABUTh IIPUOPUTETHI IPUUNH; UCIIONb3YS
CpeZCTBa YIpaBlIEHHsI CeThIO MJIM METO]I 3aMEHBbI, HICHTU(UIIMPOBATH IPUUHHBI.

e OmnpenenuTh, MOXKHO JIM BOCIIPOU3BECTH MTPOOIIEMY; PACCTABUTH MPUOPUTETHI

BO3MOXKHBIX PUYMH; UCIOJIB3YS CPEJCTBA YIPABJICHUS CEThIO WM METOJI 3aMEHBI,

UACHTU(PUIMPOBATH PUYMHBIL.



UTo U3 IpUBEIEHHOTO HIKE TOJDKHO OBITH BKJIFOUEHO B OTYET O MPOBEICHUHU OLICHKH?
CocraB ceTeBoi anmnapaTypsl U IPOrpaMMHOTO 0OecreueHus, KOTOpbIe He
yIIOBJICTBOPSIOT MPOMBINUICHHBIM CTaHIAPTaM.

XKyphaibl, moka3pIBalOIIKNE TEHACHIINIO K YMEHBIIEHHUIO CKOPOCTH Tpaduka B
OTIpe/IeNICHHBIX CETMEHTaX CeTH.

Omnwucanue cay4aeB ¥ MECT HECAHKIIMOHUPOBAHHOT'O IOCTYMA K (haitiam.

Omnwucanue TUNIOB MOJIb30BaTENEH, HAN0OJIEe YaCTO CTATKUBAOLINXCS C TPodIeMaMu
IIPY MOJIb30BAHUH CETHIO.

Pa3zoen 5. Ocnoenvie momuewt évioauu ungopmayuu. Paboma c nepconanom

1. Bonpocwl 015 00cyscoenus.

1) TlonsTHE O MCHXOJIOTUYECKOM OPTPETE JOSUILHOIO COTPYAHUKA B cepe
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

2) Twumbl JOSUTBHBIX COTPYAHUKOB. MoIeb JOSIIbHOTO coTpyaHuka B chepe Ub.

3) Tumnsl HapymmTeneit B chepe B, Mozens napymmrens B cdhepe UB.

4) TloHsTHE O ICHUXOJOTHYECKOM MOPTPETE HAPYIIUTENSA B chepe nHHOPMAITHOHHON
0e30MacHOCTH.

5) Ilpencrasneuus. BepHble u HeBepHBIE MpeacTaBieHus. [Ipumeps.

6) Mexanusmbl 00mIeHUA. CTEPEOTHUITBI MBIIIICHUS M TOBEACHUSL.

7) JIMYHOCTH W JIOXKHAS JIMYHOCTb. JIeCTPYKTHBHOE ¥ KOHCTPYKTHBHOE HAYajio B
JUYHOCTH. ABTOpUTAPHAS TUYHOCTD.

8) Arpeccus. [IpuunHbl arpeccuy U HEHABUCTH.

9) Jlumepctro. [T03UTHBHBIC K PETPECCUBHBIC BUIBI JTHICPCTBA.

10) AnTriuzep u ayrcaiinep B chepe nHPOPMAIMOHHOM 0€30MaCHOCTH.

11) uccument B chepe HHPOPMALMOHHON O€30IMaCHOCTH.

12) Tpu THIa 4eI0BEYECKOM PEaKIMK: aIalTallHsl, arpeccus, camopediekcus

13) CamooTOX 1eCcTBICHHE. BUIbI CAMOOTOXKICCTBICHUIA.

14) Muccunentsl. JluccuaeHtsl u xakepsl. OO0rme yeptol. [IpumMepsb.

15) MeToabl conranbHON HHXEHEPHH.

2. Komumponsnas paboma 3

1)
2)

3)
4)

5)
6)
7)
8)

9)

Bonpochbl kK KOHTPOJILHOM padoTe 3
[Tpenmert u 3a1a4u MPOrpaMMHO-aNIapaTHOM 3aIUThl UH(YOPMAIIMK, OCHOBHBIE MTOAXO0/IbI
K 3amuTe nanabix oT HCJI.
OcHoBHbIE PUHIUIBI 0OecTieyeHns] HH()OPMALIMOHHONW 0€3011aCHOCTH BBIYMCINUTENbHBIX
CHUCTEM C IOMOUIBIO IPOrPaMMHO-AINAPATHBIX CPENICTB.
@yHKIMOHAIbHbIE TPEOOBAHHUS 10 3AIIUTE BBIUNCIUTEIBHBIX CUCTEM.
OcobeHHOCTH MPOrpaMMHO-aNNapaTHOTO obecreueHust 6e30MacHOCTH B MHTEPAKTUBHOM
cpeze.
3amuTa JIEKTPOHHOM TOYTHl OT 3JIOHAMEPEHHBIX W HEXKENATEIbHBIX BO3JECHCTBHIA,
¢anblInBasg 1 aHOHUMHAas MOYTa.
3ammTa MHPOPMAIMOHHON Cpeibl OT HEeXeNaTeNbHbIX MH()OPMALMOHHBIX MaTepHalOB,
cpencTBa GUIBTPALIUU CETEBOM MHGOPMAIH, pacpoCcTpaHseMoil uepes cetb HTepHeT.
Omnpeznenenue J0sIbHOTO cOTpynHuKa. Onpenenenne HapymuTeass B MHPOPMAITMOHHON
chepe.
KanpoBast Ge3omacHOCTh M JIOSIIBHOCTh MepcoHana. MHdopmanmonHas 6e30macHOCTb
OpraHH3aIiH.
Tunbl JTOSNBHBIX COTPYIHHKOB. Mojenb JosuibHOro coTpynHuka B cdepe Ub. Tumb
Hapymureneil B cpepe Ub.

10) Mogens Hapymutens B chepe Ub. [ToHATHE O MICUXOIIOTHYECKOM TOPTPETE HAPYIIUTEIS

B cepe nHpopMalMOHHONW 6€30IacHOCTH.

3. /loxknao

TemaTruka 10KJI210B



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

22.
23.

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.

N

e

Bunbr uadopmarium.

OTpacay 3aKOHOIaTENIbCTBA, PETJIAMEHTUPYIOLINE 1eATEIbHOCTh 0 3aIUTe
uHpOpMaLIUH.

['ocynapcTBeHHas TaiiHa Kak 0COOBIN BUJ 3alIUIIaeMON HH(OPMALIUY U €€ XapaKTepHbIe
IPU3HAKU.

Kondunennuansnas uHpopmaius: nepcoHallbHble JaHHbIE, ClIy)KeOHas TaifHa,
KOMMepuecKas TaiiHa, 0aHKOBCKasl TaiiHa, TalfHa CIICACTBHSI U CYIOTIPOU3BOICTBA,
npodeccuoHanpHas TaifHa.

TpeboBaHus K COTPYTHHUKAM OpraHU3allNH, TOMYIIEHHBIM K CEKPETHOMN
(koH(pUIEHITNATLHOMN ) HHPOPMAIIUH.

Opranbl TuIeH3UpOBaHus U cepTudukanuu B odbmactu Ub.

3aiuTa 3JeKTPOHHOM IMOYTHI OT 3JI0HAMEPEHHBIX U HEXKeNaTeNIbHbIX BO3CHCTBH,
¢anpMBasg 1 aHOHUMHAs TIOYTA

[Topsinox opranuzanuu 3amuThl 11

[TonsiTue yrpossl nadopmarronHo 6e3onacuoctu. Kimaccudukamnus yrpoz b
Knaccudukanus napymureneit ”HQOpMaIMOHHOM 6€30MacHOCTH

Komnsrorensie «Bupycb». VX Buabl

CniocoOb1 00pbOBI ¢ KOMIIBIOTEPHBIMHU BUPYCAMH

CewmeticTBo npotokosioB TCP/IP.

[ToHsiTHE U CTPYKTypa COLUATBHBIX CETEH.

Pacripoctpanenue qecTpyKTUBHOTO MaTepHalia 4epe3 COLMAbHbIE CETH U €r0 BIUSHUE.
[lepenaua undopmanuu B cpene Murepuer.

[Iporpammuoe obecrieuenue it 0e30macHon paboTel B cpene MuTepHer.

OcHoBBI KOHOUICHIIMATLHOTO JOKYMEHTO000pOoTa

TexHonornyeckne 0CHOBbI 00paObOTKU KOH(UICHIIMATBHBIX JOKYMEHTOB
MesxtyHapoiHble cTaHAapThl HH()OPMALIMOHHOTO 0OMEHa

TpeboBaHMs K COTPYTHHKAM OpTaHU3AIINH, TOMYIIEHHBIM K CEKPETHOMN
(xoH(UACHIIMATHHON ) HHDOPMAIIHH.

Omnpenenenue TpeOOBaHMH K 3aIIUILIEHHOCTH HHPOPMAIIU

[TousTue 0 TMCHXOJOTHYECKOM  IIOPTPETEC  JIOAJIBHOI'O COTpyAHHUKa B C(bepe

MH(OPMaLIMOHHON O€30MacCHOCTH.

Tumb! TOSAIBHBIX COTPYAHUKOB. MoieNb JOSIBHOTO coTpyaHuKa B chepe Ub.
Tuns! HapymuTeneit B chepe Ub. Moaens Hapymmrens B cgepe Ub.
OnektponHas udposas noanuck (L)

Kpunrorpadus kak MeXaHWU3M 3aIIUTHI

IToutossie ximeHTsl: Outlook, Thinderbird, The Bat.

Kpunrorpaduueckre MeTo 1l 3a1IMThl HH(OPMALIUH.

[TonuTrka 6€30MacHOCTH.

OO01mrre mooKeHMsI CepTUGUKAIIIH TPOTPAMMHO-AIAPATHBIX CPEJICTB  HA
COOTBETCTBUE TPEOOBAHUAM HH(POPMALTUOHHON OE30MTaCHOCTH.

Cucrema cepTuduKaiuy.

[Topsinok cepTHHUKAIMH.

Bonpocsl k 3xk3ameny
Omnpenenenne nousatuii «Mudopmarus» «Mapopmanmonnas 6e30macHOCThY, «CyOBEKThI
UH(POPMALIMOHHBIX OTHOLICHUI.
KareropupoBanue nHpopmamum.
Bupl BO3MOXHBIX HapyleHHH HHPOPMAMOHHOM cucteMbl. Obmias kiaccudukanus
MH(OPMALIMOHHBIX YTPO3.
OOBeKT 1 CyOBEKT 3alIUTh UH()OPMALIHH.
Onpenenenne nouatus «Cucrema HHGOPMAITMOHHON O€30ITaCHOCTH.


http://www.mstu.edu.ru/study/materials/telecommlab/lab_020.html#1
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Jonyck nomxkHoCcTHBIX Ul U rpakaad P® k I'T. OcHoBaHMs 0TKa3a JOIKHOCTHOMY
JIMILY WJIU TpaKIaHUHY B qonycke K ['T.

O6mue nonoxenuss O3 «O rocynapcTBeHHoU TaiHey. [lopsgok OTHECEHUs CBEICHUN K
rocynapcrBennoi taitae (I'T).

[Topsinok 3acexkpeunBanus U paccekpeunBanusi. CBeIeHUs, HE MOJUIEkKAIINE OTHECEHUIO K
I'T.

Crenenu cekpeTHOCTH cBelieHul, coctaBisromux ['T. [lopsinok pacriopsbxenus
CBelleHUAMH, cocTaBisromumMu I'T.

[TpaBoBoe yperymupoBanue 3amuthl nHGopmanuu. Ctangaptel Ub OcHOBEI
KOH(HIEHIIMATIBHOIO IOKyMEHTO000pOTa.

OcobeHHOCTH PabOTHI C IEPCOHATIOM, BIIAJICIOIIUM KOH(DHUICHINATBHOM HHpOpMaLnei.
PerynupoBanue mpaBoBbIX OTHOUIEHUH B 00JIACTH 3aIlIUThl FOCYJapPCTBEHHOMN TaliHBI.
Koncrutynus PO. ®enepanbHbie 3aKOHBI, HOPMAaTHBHBIE IIPAaBOBbIE aKThI B 001aCTH
MH(POPMALMOHHOM 6€30M1aCHOCTH U 3aIIUThl HHPOPMALIUH.

3aKOHOAATEILCTBO O MEPCOHANBHBIX AaHHbIX. [[puHLIKIIBI U ycoBHUsS 00pabOTKH
NEPCOHAIBHBIX JaHHBIX, UX KOHPHUIESHIHATBHOCTb. [IpaBa cyObEeKTOB epcOHaIbHBIX
JTAaHHBIX.

[TpaBo Ha KOCTYN K epcOHaAIbHBIM AaHHBIM. O0s3aHHOCTH onepaTopa rnpu o0padoTke
NepCOHAIbHBIX JaHHBIX. KOHTpOIb 1 Hag30p.

OcobeHHOCTH IPOrpaMMHO-aNapaTHOro obecredyeHus: 0e30MacHOCTH B MHTEPAKTUBHOM
cpeze.

[Tpeamer u 3a1auy IporpaMMHO-aNapaTHOM 3aIUThl UHPOPMALIUH.

Knaccugukaius TUIIOBBIX TPOrpaMMHO-AIIIAPATHBIX cpeacTB obecnieueHus 1b
[ToHsiTHE O ICUXOJIOTUYECKOM MOPTPETE.

[ToHsATHE O TICHXOJIOTUYECKOM ITOPTPETE JIOSIILHOTO COTPYAHUKA B chepe
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

TUIBI TOSTBHBIX COTPYAHUKOB. MOJIETH JIOSUTBHOTO cOoTpyaHuKa B chepe Ub.

Tuns! HapymuTeneit B chepe Ub. Moaens Hapymmrens B chepe Ub.

[ToHsiTHE O ICUXOJIOTUYECKOM MOPTPETE HAPYIIUTENS B chepe HHPOPMalMOHHON
0€30I1aCHOCTH.

IIpencraBnenus.

Bepnble u HeBepHBIe NpeacTaBiaeHus. [Ipumepsr.

[IpeanonoXuTenbHbIN ICUXOJIOTUYECKHI OPTPET HAPYIIUTENs B chepe
MH(POPMALIMOHHOM 0€30MacHOCTH.

[IpeanonoXXuTeNnbHBINA ICUXOIOTUUECKHI TTOPTPET JOSUTHHOTO COTPYIHUKA B chepe
MH(POPMALIMOHHOM 6€30MacHOCTH.

VYrpaieHne JO0CTYIIOM MOJIb30BaTeNIel B ONPEAIIMOHHBIX CUCTEMAX

Kpunrorpadus — kak MexaHu3M 3auThel nHpopManuu. bezonacHocts HGoOpMau u
3ammmTa “HPOpMaIuu.

OcHoBHBIE TpeOOBaHM K MIU(paM sl KpUOTO3aUThl HH(popMauu. OCHOBHBIE THITBI
I QpoB.

OIII: onpenenenue, npegHa3HaYeHUE, COCTAB.

OO61ue nonoxxeHus cepTurKaluy MPOrpaMMHO-aINIaPaTHBIX CPEACTB Ha COOTBETCTBUE
TpeOoBaHUAM HH(POPMAITMOHHON OE30MAaCHOCTH.

Cucrema cepTuduKaimm.

Kpunrorpaduueckue MeTos! 3ainThl HHGOPMALIUU B cpenie IHTepHeT.

[Mouroeie karenTsl: Outlook, Thinderbird, The Bat. Ceptugukarbl OTKPBITOroO 1
3aKpBITOTO KJIIOYA.

Opranuzanus nadpopmanuu B cetu IHTepHeT.

CiyxObl 1 IPOTOKOJIBI ceTH VIHTepHeT: Ha3BaHUE CIIyKObl, HA3HAUYEHHUE U
COOTBETCTBYIOIIUNA MPOTOKOJ.



38. CereBas 6e30nacHOCTb. AHTUBHPYCHBIE ITporpamMmbl. Onucanue, IpuMepsl, JOCTOMHCTBA
Y HEJIOCTATKH.
39. Conmaneusie cetu. [lonsTue, CTpykTypa, TUIIBI, HA3HAYCHHUE, BO3SMOXKHOCTHU. [IpuMephl.
40. ectpyktuBHas uH(OpMaIus u ee pacnpocTpaHeHue B cpeae HTepHeT.
41. AHTHBHUpPYCHOE IPOrpaMMHOE 00€eCIIEUEHHUE.
42. IIporpammbl OJJOKUPOBKUA OaHHEPHOM PEKIJIAMBI.
43. TIporpamMMbI-(pUIBTPHI CHIAMA.
44, TIporpaMMBbl BOCCTAaHOBIICHHUS TTOCTIE COOSI.

Taﬁ.lmua 9— HpI/IMepr OLICHOYHBIX CPEACTB C KJIIYaMHU IIPaBUWJIbHBIX OTBETOB

No
n/m

Tun
3aIaHus

DopMyIHPOBKA 3aJaHUS

IIpaBunbHBIM OTBET

Bpems
BBITIOJTHEHHS
(B MUHYTaX)

[IK-3. CriocoGeH ocymecTBIsATh pa3paboTKy KPaTKOCPOYHOU U JOITOCPOIHON SKOHOMUIECKOH,
BHEIIHEAKOHOMUYECKOH, PUHAHCOBOW TONUTHK MPEINPUSTHH, YIPEKACHUHN, OpraHU3alnuil pa3InIHbIX

OPTaHU3aLMOHHO-NIPABOBBIX ()OPM U MX OTAEIBHBIX MMOAPA3IEICHUH C Y1€TOM IOCTPOEHHUS HHTETPUPOBAHHON
CHCTEMBI YIPABJICHHUS] PUCKAMU OpraHu3aLuy.

1.

3aganue
3aKpBITOrO
THIA

K yrposam napopmanmnonHoit 6e30macHoCTH CO
CTOpPOHBI  uenoBedeckoro  ¢akrtopa HE
OTHOCSTCS:

1) JleiicTBUsI yBOJCHHBIX HITH

HEIOBOJIBHBIX COTPYJHHKOB

2) AmHaIM3aTOpPhI MPOTOKOJIOB

3) XamarHoCTh

4) Huskas kBanupukanus pabOTHUKOB

2

2

K rtexnmyeckum cpenactBam — obecrieyeHuUs
WH(GOPMAITMOHHON O0€30MaCHOCTH W 3aIUTHI
nH(OPMAITUU OTHOCSATCS:
1) HenonyuieHue BeCHUS BaKHBIX
paboT OTHUM YEITOBEKOM
2) PesepBupoBaHue 0C000 BaKHBIX
KOMIIBIOTEPHBIX TTOJICUCTEM
3) 3ammTa aBTOPCKHUX MpaB
POrpaMMHUCTOB

K rtexHunueckum yrposam HHGOPMALMOHHON
6e3onacuoctu HE otHOCHTCS:
1) Omubku B mporpaMMHOM
o0ecrieyeHuH
2) CereBble ataku, B ToM uncie DOS- u
DDoS-araku
3) TIpOMBINICHHBIH [ITHOHAX
4) KoMmbITepHbIC BUPYCHI, YePBH,
TPOSTHCKHE KOHH

K opranuzanuoHHBIM cpencTBaM oOecneueHus
WHPOPMALMOHHONH O0€30MacCHOCTH M 3aLIHUTHI
nH(pOpPMAITUU OTHOCATCS:

1) CoBepieHCTBOBaHHE
3aKOHOJATeNbCTBA U
CYJIONIPOH3BOICTBA

2) TurarenbHbIH TOAOOP MTEPCOHANA

3) YcraHoBKa cpeACTB OOHAPYKEHHS U
TYLICHUS MOXKapa, OOHapy KEeHUs
yTe4eK BOJIBI

Hemn  3amurel  uHpopMarmu  (yKasaTb
HECKOJIbKO PaBUJIbHBIX OTBETOB):

1,2,3




1) IIea0CTHOCTD JaHHBIX

2) Kou(pumeHIHaIBHOCTD JaHHBIX
3) JlocTymHOCTh JaHHBIX

4) OTKpBITOCTH JaHHBIX

3aganue
OTKPBITOIO
THIIA

Kakue Mepsl OTHOCHTCS K TPaBOBBIM MEpaM,
HAaIpaBJIeHHBIM Ha o0ecrieyeHue
WHPOPMALMOHHON 0€30MaCHOCTH U 3alUThI
uHpopmauun?

[IpaBoBBIC HOPMBI: pa3pabOTKa
HOPM, YCTaHABIMBAIOIIIX
OTBETCTBEHHOCTb 32
KOMITBIOTEPHBIC
MPECTYIUICHHSI; 3aIITa
aBTOPCKHX TIpaB
MPOrPaMMHUCTOB;
COBEPILECHCTBOBAHUE
3aKOHOJIATENILCTBA U
CYJOIPON3BOJICTBA;
OOIIECTBEHHBIN KOHTPOJIb 32
pazpaboTunKaMu
KOMIIBIOTCPHBIX CUCTEM U
NPUATHE MEKIYHAPOIHBIX
JIOTOBOPOB,
perIaMeHTUPYIOIIUX 3Ty
JIeSITETIbHOCTb.

Kakne Mepbl OTHOCHTCSI K TEXHUYECKAM
MepaM, HalpaBJICHHBIM Ha o0ecTieueHrne
WHPOPMALTMOHHON 0€30MaCHOCTH U 3aIUTHI
nHpopmMaumn?

TexHuueckue Mepsl: 3aluTa
OT HECAHKIIMOHUPOBAHHOTO
JIOCTyMa K UH(HOPMAIMOHHOM
CHUCTEME; pe3epBUPOBAHNE
0Cc000 BaXKHBIX
KOMITBIOTEPHBIX MTOJICHCTEM;
OpraHu3aIus
BBIYUCITUTEIIBHBIX CETCH C
BO3MOXXHOCTBIO
nepepacrpeieiieHUs] pECYpCoB
NpY HapyIIEHUH B paboTe
OTJICNTbHBIX 3BEHBER;
yCTaHOBKa CPEJICTB
OOHapyXEeHHS U TYIICHUS
noxapa, 00HapyKCHHUE YTeUeK
BOJIbI; TPUHSATHE
KOHCTPYKITHOHHBIX Mep
3alUThI OT XUIICHHIA,
JTUBEPCHIA, B3PBIBOB;
yCTaHOBKA PEe3epBHOTO
AIIEKTPONIUTAHHUS, OCHAII[CHHE
MOMEIIECHUH 3aMKaMH,

CUTHAJIU3aIUEN.
B uewm 3axmrodatorcs mpaBa oOnanaTens Obnanatens nHPOpPMALIUU
nH(popmaruu B coorBeTcTBUU ¢ D3 Ne 149 BIIPABE:
«O06 napopmanum, HHPOPMATMOHHBIX . paspelaTs Uiu

TEXHOJIOTHSX U 3aIluTe HH)OPMAIIHN»?

OTPaHUYMBATh JOCTYI K
WHPOPMAITUH, OTIPECTSITH
TIOPSIIOK M YCIIOBUS TAKOTO
JOCTYIIa;

. UCTIONIb30BATh
WH(POPMALIUIO, B TOM YHUCIIE
PacrpoCcTpaHATh €€ 10 CBOEMY
YCMOTPEHHIO;

. nepeiaBaTh
MHPOPMALIMIO IPYTUM JIUIAM




10 AOrOBOpPY WJIK HAa MHOM
YCTAaHOBJICHHOM 3aKOHOM
OCHOBAHUMU.

9. Kakue mepsl OTHOCHTCS K OpraHu3alMoHHbIM | OpraHu3allMOHHBIE MEpPHI:
MepaM, HallpaBJIEHHBIM Ha 00eclieueHe OXpaHa BBIYUCIUTEIHHOTO
HH(POPMAITHOHHONW OE30ITaCHOCTH 1 3aITUTHI nenTpa (BL1); TmaTenpHBIH
uHpopmarun? noa0op mepcoHana;

HEJIOMYIICHHE BEACHUS
Ba)KHBIX pabOT OTHUM
YeJI0BEKOM; HalIW4Ke IJIaHa
BOCCTaHOBJICHUS
paborocmocobnoctr BI] mocie
BBIXOJIa €r0 U3 CTPOs;
obcnyxusanue Bl croponneit
OpraHuzalyel uin JULAMH,
HE3aMHTEPECOBAHHBIMU B
COKpBITUH (DaKTOPOB
HapyleHus: paboThI LIEHTPA,
BEIOOP MECTa PacIoNOKEeHHUS
LEHTPA.
10. IIpaBuno pasrpanudeHus nocTyna IIpaBuno pasrpanuueHus
JOCTYTIA 3aKJII0YaeTCs B
CIIEIYIOIIEM: JIULIO
JIOIyCKaeTcs K paboTe ¢
JIOKYMEHTOM TOJIBKO B TOM
Cllydae, €Clid YPOBEeHb JAOIyCKa
cyOBeKTa ToCTyna paBeH Win
BBIIIIE YPOBHS
KOH(UICHINATHHOCTH
JIOKyMEHTa, a B Habope
KaTerOpHi, TPUCBOCHHBIX
JAHHOMY CYOBEKTY JIOCTYTIA,
CoJIepKaTcs Bce KaTETOPHH,
orpeJieNIeHHbIE ISl JaHHOTO
JIOKYMEHTA.
11. | 3amaHus Cornacno ®enepansHOoMy 3akoHY «O0 1,3
3aKpeITOro | nH(pOopManyu, HHGOPMALUOHHBIX
THUIA TEXHOJIOTHSIX ¥ O 3alluTe HHPOPMALIUN HE
MOJKET OBITh OTpaHUYEH JOCTYN K (yKa3aTh
HECKOJIbKO IPaBUIIBHBIX OTBETOB):
1) Hudopmaiuu 0 COCTOSIHUH
OKpY>Karollen cpejibl
2) TlepcoHaJbHBIM JAHHBIM IPAXKIaH
(pu3nyeckux i)
3) HWudopmarmu o AeATETEHOCTH
rOCYJJApPCTBEHHBIX OPTaHOB U OPTaHOM
MECTHOT'O CaMOYIIPaBJICHHUS, a TAKKE
00 MCTIOIB30BaHUN OFOIKETHBIX
CpEJICTB
12. Cornacno ®enepansHoMy 3akoHY «O0 1,2,3

nHpOpMaLuH, HHHOPMATHIOHHBIX
TEXHOJIOTHSIX ¥ O 3aluTe HH()OPMAIIHNY
3ampenaeTcs pacpocTpaHeHne nHpopMaum,
KOTOpasi HampasiieHa Ha (YKa3aTh HECKOJIBKO
MPaBUIBHBIX OTBETOB):

1) TlIpomaraHmay BOHBI

2) Pazxuranue HalMOHAIBLHON BPaXKJIbl




13.

14.

15.

3) Pazxuranue pacoBoit mwim
PEJIUTMO3HON HEHABUCTH U BPaXKIbl

Koncturynus PO congepxur cnenyromue
HOPMBI (YKa3aTh HECKOJIBKO MPAaBUIIbHBIX
OTBETOB):

1) KOHCTHUTYIHS HMEET BBICIIYIO
OPUANYECKYIO CUILY, IPSIMOE
JIEWCTBUE U NTPUMEHSIETCS Ha BCEH
tepputopun Poccutickoit deneparuu

2) 3aKOHbI U MHBIC TPABOBBIC AKTHI HE
JIOJKHBI IPOTUBOPEYUTH
Koncrurynuu PO

3) HopMbl MeXTyHAPOJHOTO TIpaBa 1
MEKyHAPOJHBIE N0roBOpsl PO
SIBJIIFOTCS YaCThIO €€ TPaBOBOM
cucteMbl. Ecian Mex1yHapoAHBIM
noroBopoM P® ycTtaHOBIIEHBI UHBIE
MpaBuia, YeM MPEyCMOTPEHHBIE
3aKOHOM, TO HIPUMEHSAIOTCS paBUiia
MEKIYHAPOAHOI'O JOTOBOPa

1,3

Cornacno ®enepansHoMy 3akoHy «O0
nHpOpMauK, HHPOPMAITOHHBIX
TEXHOJIOTHSIX U O 3alIuTe HH(POPMALIUN)
3ammTa HHHOpMAaIUU eCTh IPUHSATHE Mep,
HaTpaBJICHHBIX Ha (YKa3aTh HECKOJIBKO
MIPAaBUIbHBIX OTBETOB):

1) TlpemoTBpalleHie HEMPABOMEPHOTO
JOCTyIa, YHUUTOXKCHUS,
MoaudunrpoBaHus, OJIOKUPOBaHUS,
KOIIMPOBAHUsI, IPEAOCTABIICHUS,
pacnpocTpaHEeHUs! K UHBIX
HENIPaBOMEPHBIX ICUCTBUI B
OTHOLICHUHU MH(OpMaLUU

2) Cobmoaenne KOHPUICHINATBHOCTH
WHPOPMAIIUN OTPAHUYEHHOTO JOCTYIa

3) Peanuzanuro npasa g0cTymna K
nH(hOpMaIu

1,23

Koncturymust PO rapantupyeT cieayrome
mpaBa 1 cBO0OBI (yKa3aTh HECKOJIBKO
MPaBHJIBHBIX OTBETOB):
1) CBo0omy MBICIIH U CIIOBa
2) IlpaBo cobupaTbcsi MUPHO, O€3
OPY’XUs, IPOBOJUTE COOpaHMs,
MUTHHTH U IEMOHCTPAIINH, IIECTBUS U
MMUKETUPOBAHUC
3) CB000/y MaccoBoi HHpOpMAIIUH

1,23

16.

3aganus
OTKPBITOTO
THIIA

UTo moHUMAaeTCs o/ TAatHOU, CEKPETHOCThIO
1 KOH(PHUICHIIMATBHOCTHIO HH(pOpMAIUu?

TailHa, WIM CEKPETHOCTh M
KOH(UICHIINATBHOCTb

WHPOPMAIIMH, — 3TO COCTOSHHE
nHGPOPMALUH B OIIpEeTICHHBIN

[IepHoj, BpPEMEHH, KOTOpOe
XapaKTepu3yeTcs
OTpaHUYEHHEM Ha ee

pacrpocTpaHeHue U JOCTyH K
HEW B CBSA3M C €€ 3allluTOu M
OXpaHOW TOCYAapCTBOM WJIU
HHBIM oOamareneM




JOKYMEHTHUPOBAaHHON WH-
dhopmariuu.
KondunenunansHast
uHpopmanusi  (JOKYMEHTHI),
COCTaBISIIOIIAS  TailHy, 3a
UCKITIOYCHHEM
rOCyIapCTBEHHOM, —
nHpOpMaLUsl OrpaHMYCHHOTO
JIOCTYTIAa M PACTIPOCTPAHECHHUSL.

17.

Kakum TpeOoBaHUIM T0/IKHA OTBEYATh
nH(pOpMAaITUsl, OTHECCHHAS K CITy)KeOHOU
TanHe?

WHdopmarust MOKET ABISATHCS
CITy:keOHO TaitHOM, eciii oHa
OTBEYAET CIIEIYIOLIIM
TpeOOBAHUAIM:

. OTHECeHa
(enepanbHBIM 3aKOHOM K
ciryke0HO0M nHpOpMAIIH O
JeSITeTbHOCTH
TOCYJapCTBEHHBIX OPTaHOB,
JIOCTYII K KOTOPOU OrpaHU4EH
10 3aKOHY MJIH B CHITY
CITyeOHOM HeOOXOAMMOCTH;

. SIBIISIETCS
KOH(UACHINATBHON
nH(pOpMAaIUEH IPYroro Jnia
(xoMMmepueckas TaiiHa,
OaHKOBCKas TaliHa, CEKPET
MPOU3BOCTBA (HOY-Xay),
CITy’)KE€OHBIH CEKpeT
MIPOM3BOJICTBA, IEPCOHATIBHBIE
TIaHHEIC);

. HE SBISIETCS
rocyJapCTBEHHON TallHOU U He
MOTIAAAET MO/ IIepeUeHb
CBEJICHHI, COCTaBIISIOIINX
rOCYAAapCTBEHHYIO TaliHy;

. MoJTy4eHa
IpeACcTaBUTENIEM
TOCYJapCTBEHHOTO OpraHa Wi
OopraHa MECTHOTO
CaMOYIIPaBJICHUS TOJIBKO B
CUITY UCTIOJTHEHHUSI
00s13aHHOCTEH TI0 cIyx)0e B
CIIydasix U B MOPSIZIKE,
YCTaHOBJICHHBIX (pefiepalibHbIM
3aKOHOJIATEIbCTBOM, H UMEET
JIEHCTBUTEIBHYIO HIIH
MOTEHIHATBHYIO IEHHOCTD B
CHUITy HEM3BECTHOCTH €€
TPETHUM JIMLIAM.

18.

OCHOBHBIC HaIIPaBJICHUSA 00ECIICUCHUS
nH(GOPMAITMOHHOM 0€30MMacHOCTH B 00J1aCTH
00OpOHBI CTPaHbl B COOTBETCTBUU ¢ BOCHHOMN
nonutukoit Poccuiickoit @eaepannu

B cooTrBeTcTBUM ¢ BOCHHOM
nojauTukoil Poccuiickoit
®denepaii OCHOBHBIMU
HaIpaBJIeHUSAMH 00eCIIeYeHUS
MH(POPMAITUOHHOM
06e30macHOCTH B 00J1acTH
000pPOHBI CTPaHBI SABISIOTCS:
a) CTpaTeruuecKoe




19.

CACpKUBAHKE U
MPeIOTBpAIIeHHE BOCHHBIX
KOH(JIMKTOB, KOTOPBIEC MOTYT
BO3HUKHYTH B PE3yJIbTaTe
MIPUMEHEHUS
MH()OPMAITHOHHBIX
TEXHOJIOTHii;

0) COBEpIIICHCTBOBAHHE
CHCTEMBI 00eCTICUeHHS
WHPOPMAaITMOHHON
Oe3omnacHocTH BoopykeHHBIX
Cut Poccwutickoit @eneparumy,
JIPYTHX BOWCK, BOMHCKHIX
(hopMUpPOBaHUil U OPTaHOB,
BKITIOYAIOIIEH B CEOSI CHITBI 1
cpencTBa HHPOPMAITHOHHOTO
MPOTHBOOOPCTBA;

B) IIPOTHO3UPOBAHHUE,
00Hapy’KCHHE U OIICHKA
WHPOPMAIMOHHBIX YTPO3,
BKJIFOYasl yIpO3bI
Boopyxennbim Cuitam
Poccuiickoi @enepaiuu B
nH(GOPMAITMOHHOM cdepe;

T') COACHCTBIE 00ECTICUCHHIO
3aITUTHl THTEPECOB COIO3HUKOB
Poccuiickoit @enepanuu B
nH(MOPMAITMOHHOM cdepe;
1) HeHTpaau3anus
WHPOPMaIHOHHO-
MICUXOJIOTMYECKOTO
BO3/ICMICTBHS, B TOM YHCIIE
HaINpaBJIEHHOTO Ha TO/IPHIB
HUCTOPUYECKUX OCHOB U
MaTPUOTUUYECKUX TPAJIULIMMA,
CBSI3aHHBIX C 3aIATON
OreyecTna.

Hatb onpeaenenne nHGOPMAIMOHHON
6e3onacHoctu Poccuiickoit Dexnepariin

WudopmarmonHast
6e3omacHocTh Poccuiickoit
denepaliiv - COCTOSIHUE
3alMIICHHOCTH JTNYHOCTH,
o0IIecTBa U ToCy1apcTBa OT
BHYTPEHHHX M BHEITHUX
WHPOPMAITMOHHBIX YTPO3, MPH
KOTOPOM 00€CIIeYnBaIOTCSI
peanu3zanus
KOHCTUTYLIMOHHBIX TIPaB U
cB00O/ YeIoBeKa 1
rpaxJaHuHa, JOCTOHHbIE
Ka4ecTBO U YPOBEHb KH3HU
TpaxkJiaH, CyBEepEeHHTET,
TeppUTOpHAITLHAS
LEJIOCTHOCTh U YCTOHYMBOE
COLMANTLHO-3KOHOMHUYECKOE
pa3Butue Poccuiickoii
Denepanyn, 000poHa U
0e301acHOCTh rocy1apcTBa




20.

Y10 moHMMAETCS MO CUCTEMOM 3aIlIUTEI OT ITox crucTemMom 3alIUTEI OT 2
HECaHKITHOHUPOBAHHOTO MCIIOIH30BaAHUS U HECaHKITMOHHPOBAHHOTO
KOIUPOBAHUS HCIIOJI30BaHUS U
KOIHUPOBAHUS TIOHUMAETCSI
KOMIIIEKC ITPOTPAMMHBIX WITH
MIPOTpaMMHO-aIapaTHBIX
CPEACTB, MpeAHA3HAYCHHBIX
JUISL YCTIOKHEHUSI WITH
3anpenieHus HeleTaTbHOTO
pacrmpocTpaHeHus,
WCTIONBb30BaHUs U (WIIN)
M3MEHEHHS TIPOTPaMMHBIX
MPOAYKTOB M HHBIX
WH(OPMAITMOHHBIX PECYPCOB.

[ToyIHBII KOMILJIEKT OLIEHOYHBIX MaTEPHUAJIOB M0 AUCHUIUIHHE (MOTYII0) ((pOHT
OLICHOYHBIX CPEJCTB) XPAaHHUTCS B SJICKTPOHHOM BHJIE Ha Kadeape, yTBepKaaromeil pabouyro
pOrpaMMy ITUCHUIUTMHEI (MOAYIs), U B LIeHTpe MOHUTOpUHTA U ayIuTa KauecTBa 00yUEeHHUS.

MeTtoauyeckue peKOMEH/IAMHU 110 BHINOJHEHHIO JJA00PATOPHBIX U KOHTPOJIbHBIX
patoT, NPOBeIEHNIO IK3aMeHa

OT4eTt no 1abopaTopHoii padore

Otuer o nabopaTopHOI paboTe MPEACTABIAETCS B AJEKTPOHHOM BUJE. 3alIUTa OTUYETa
MPOXOIUT B (hOpME JOKIIAIa CTYICHTA TI0 BBITIOJHEHHOW pad0Te U OTBETOB HA BOIIPOCHI
npenogasatens. B cnyuae, ecinu odopmiieHue oTyeTa U MOBECHUE CTYAEHTa BO BPEMs 3aIlIUTHI
COOTBCTCTBYIOT YKa3aHHBIM Tp€6OBaHI/I$[M, CTYACHT IMOJYYaCT MaKCUMAJIbHOC KOJIUYCCTBO
Oasos.

OcHOBaHUIMHA JI1 CHUKCHU S KOJIMYECTBA 6aJ'IJIOB B Juaria3oHe OT max a0 min

SBIISIOTCS:

- OTCYTCTBHE CIIMICKA MCIIOJIb30BaHHON JIUTEPATYPHI,

- HeOpeKHOE BBIIIOJTHEHHE,

- OTCYTCTBHEC BbBIBOJOB.

OTt4er He MOXKET OBITh MIPUHSAT U MOJICKUT A0pabOTKE B CiIydae:

- OTCYTCTBHS HEOOXOIMMBIX Pa3/IesioB,

- OTCYTCTBHsI HEOOXOAMMOro TpaguecKoro Marepuaa,

- HEBEPHBIX PE3yIbTATOB pacyera.

B oTuere mo BeIMOTHEHHON 1a00paTOPHOM paboOTe TOKHBI OBITH YKa3aHBI:
* Tema J1abopaTopHOU paboTHI,
* MaKeT JIOKYMEHTOB B COOTBETCTBUU C TEMOH J1abopaTOpHON paboTHl,
* HCIOJB30BAHHAS JINTEPATYPA.

Kpurepun onenkn:

— OLIEHKA «OTJIMYHOY BBICTABISIETCS] 00YUJAIOMIEMYCsI, €CIIA CTYIEHT IMPOIEMOHCTPUPOBAIT
ri1yOOKHe 3HaHHUsI TEOPETHUECKOro MaTepuana U yMEHHe UX PUMEHSITh, 0O0CHOBAHHO H3JI0KHUII
CBOM MBICIIH, CJIeJIal He0OXOMMbIC BEIBOIH,

— OIICHKA «XOPOIII0» BBICTABIIAETCS 00yUaloIeMycsl, €CIIH CTYJACHT IPOJAEMOHCTPUPOBAI
FJIY6OKI/Ie SHAaHUA TCOPETUICCKOro MaT€praia U YyMCHUC UX ITPUMCHATD, 000CHOBAHHO H3JIOKHUII
CBOU MBICIIH, C/Iea]l HEOOXOIMMbIE BBIBOJIbI, JOMYIIIEHbI HEKOTOPBIE HETOUHOCTH, UMEETCS O/IHA
HerpyOas ommnoka;

— OIICHKA «YJOBJIETBOPUTEIHHOY» BBICTABIAETCS 00YYaIOIEMYCsl, €CIIU CTYACHT OTBETHII
Ha BOMNPOCHI MPEUMYIIECTBEHHO BEpPHO, MUMEIOTCS 3aTPyAHEHHS B (OPMYIHUPOBKE BBHIBOJIOB,
UMEIOTCS OJIHA MJTH JIBE HErpyOble OIINOKH;

— OIIEHKA «HEYNIOBJIETBOPUTEIHLHOY» BBICTABIISIETCS 00YJArOIIEMYCsl, €CITU CTYICHT HE Jall
OTBETHI Ha MOCTaBJICHHbIE BOMPOCHI, 000OCHOBaHMsI HEBEPHBIE, JINOO JaH BEPHBIH OTBET O€3 ero
000CHOBaHMS, ClIEaHbI TPyOBIe OMMOKH, OTCYTCTBYIOT 3HAHHSI TI0 OCHOBaM MAaTEMaTHKH.




KonTtpoabHbie padoTsl

KoHnTtposnpHas paboTa cOCTOUT U3 2-X 3aJaHuH.

OCHOBaHUSAMH JUIsI CHUKCHHUS OLICHKH 3a 3aJJaHHe SBIISIOTCS:

- OIIMOKH B OOBSICHEHUSIX U KOMMEHTapHIX MIPU BEPHO BHIMOJTHEHHOM 3a/1aHUU;
- HETMIOJIHBIN OTBET JIUIA TEOPETUUECKUI 3aJaHUI;

- HeOpEKHOE BBINOJHECHHUE;

- MHOTOKPATHOE NEPENUCHIBAHNE KOHTPOJIBHON pabOTHI.

3a/iaHre He MOKET ObITh 3aCUUTAHO, €CIIH:

- JaHbI IBa HEBEPHBIX OTBETA HA TEOPETUUYECKHE BOIPOCHI.

Metopn "301m0TOr0 ceueHus"

Kpurtepuu onieHKH KOHTPOJIbHBIX padoT:

— OILICHKA «OTJIMYHOY» BBICTABIISETCS 00Yy4arOIIEeMycsl, €CIIU CTYAEHT MPOJEMOHCTPUPOBAI
ri1yOOKHe 3HAHHS TEOPETHUECKOro MaTepuana U yMEHHE UX MPUMEHSATh, 000CHOBAHHO H3JI0XKUI
CBOM MBICIH, cZeflal HeoOXOAuMble BBIBOABI M Yy4el OCHOBHBIE HOPMATHBHO-IIPABOBBIC
JOKYMEHTBHI 110 HH()OPMAIIMOHHON 0€3011aCHOCTH;

— OIIEHKA «XOPOILIOY» BBICTABISETCS 00y4aroImeMycsi, €M CTYJEHT MPOJAEMOHCTPUPOBAT
riyOOKHe 3HAHHS TEOPETHUECKOTo MaTepruaia ¥ yMEHHE X MPUMEHSATh, 000CHOBAHHO HM3JIOKHUIT
CBOM MBICTH, CZeNan HeoOXOAuMbIe BBIBOABI M Yy4el OCHOBHBIE HOPMATHBHO-IIPaBOBBIC
JOKYMEHTHI 110 MH(GOPMAIMOHHON 0€30MacHOCTH, JOMYIIEHbl HEKOTOPhIE HETOUHOCTH, UMEETCS
oJlHa HerpyOas ommoka.

— OIICHKA «YIOBJIETBOPUTEIHHO» BBICTABIISIETCS] 00YJAIOIMEMYCsl, €CITH CTYACHT OTBETHII
Ha BOMNPOCHI MPEUMYIIECTBEHHO BEPHO, MUMEIOTCS 3aTPyAHEHUS B (OPMYIHUPOBKE BBHIBOJIOB,
UMEIOTCS OJIHA WJIM JIBE HETpyOble OMMOKH, YITEHBI HE BCE HOPMATHBHO-TIPABOBBIC JTOKYMEHTHI
10 MHGOPMAIIMOHHON OE30IIaCHOCTH;

— OLIGHKA «HEY/IOBJIETBOPUTEIILHOY» BBICTABIIACTCS 00yUarOMIEeMyCsl, €CJIA CTYJCHT HE Jall
OTBETHI Ha MOCTABJICHHbIE BOIIPOCHI, 00OCHOBAaHMSI HEBEPHBIC, MO0 TaH BEPHBIN OTBET O€3 ero
00OCHOBaHHMSA, CHENaHbl TpyOble OMMOKH, OTCYTCTBYIOT 3HAHHS HOPMATHBHO-TIPABOBBIX
JIOKYMEHTOB 110 HH()OPMAIIMOHHON 6€30MaCHOCTH.

Kpurepun oueHku recra:

- OLIEHKAa «OTJIMYHO» BBICTABISIETCS CTYIEHTY, €CIIM OH yMeeT O0e30LlIMO0YHO
CaMOCTOSITENIbHO 00padaThiBaTh M WHTEPIPETHPOBATH NaHHBIE IMPH PEIICHWH 3a]ad, KaK B
CTaHJapTHOM, TaK ¥ B HECTAHAAPTHOU (HOPMYIHPOBKE;

- OIIEHKA «XOpOIII0» BBICTABISAETCA CTYACHTY, €CIIM OH yMeeT O0e30mnO0YHO
CaMOCTOSITENIbHO 00pabaTbiBaTh M WHTEPHIPETHPOBATh JAaHHBIE MPH pPELICHUH 33434 B
CTaHJAapTHON CUTYyalluu WK 3a BepHoe pereHue /5% - 89% 3ananuii Tecra;

- OLIEHKa «yJOBJICTBOPUTEIHHO» BBICTABIIAETCS CTYICHTY, €CIIM OH YMeEeT NpHu
pemeHnu 3amad oOpabaThIBaTh JaHHBIE C OMOPOM HAa CHpPaBOYHBIC MaTEpHAIbl W TIOMOUIH
IpernoJiaBaTessi, BEpPHO BBIMOIHAA IpH 3ToM 60% - 74% paboThl.

- OILIEHKA «HEYJOBJICTBOPUTEIHHO» BBICTABISIETCS CTYACHTY, €CIIM OH HE yMeEeT
MpaBUIILHO 00pabaThIBaTh JaHHbIE, BHIMTOIHUI MeHee 60% 3amanuil Tecra.

- OIIEHKA «3a4YTE€HOY» BBICTABIISIETCS CTYACHTY, €CIIM TECT CTYJCHTA OICHEH HEe HIDKE YeM
«YJIOBJIETBOPUTEILHOY;

- OIICHKA «HE 3a4TE€HOY, €CIIH TECT OIICHEH HIKE YeM «YIOBJIETBOPUTEIHLHOY.

JK3aMeH

DK3aMeH 3aKJII0YaeTcs B MMCHbMEHHOM OTBETE Ha 2 TEOPETHYECKUX BOIIPOCA H YCTHOM
co0eceIoBaHUU MO KaXKIAOMY TEOPETHUECKOMY BOIIPOCY.

OCHOBaHUSIMH UTSI CHUKCHHUS OIICHKH 32 TEOPETHUECKUI BOIIPOC SIBIISIFOTCS:

- HeOpeXHOE BBHITIOJHEHHE;

- HETIOJIHBIN OTBET;

- HaJTM4KMe METKUX HETOYHOCTEH MIIM He3HAUUTEIbHBIX UCKaKEHUHN (PaKTOB;

- HETOYHbIE O0BSICHEHUS IPU cOOECEeI0BaHUY;

- OTCYTCTBHME OTBETOB Ha 3aJlaHHBIE IIPU COOECETOBAaHUN BOTIPOCHI.



B cootBercTBUU ¢ OamibHO-pedTHHTOBOM crcteMoil BAPC mo maucuuiiae Ha 3K3aMeH
otBoautcs 100 6amtoB (40 6amwtoB Ha Tekymue GopMbl KOHTpOJs, 10 6amnoB Ha 60HYCH 1 50
0aJIJI0B OTBOJIUTCS HA 3K3aMEH),

OrneHnBaHuE CTYJJCHTOB Ha HK3aMEHE OCYILECTBIISIETCS] B COOTBETCTBUE C TPEOOBAHUAMU
u kputepusMu 100-0abHOM MIKaNbl. YUUTHIBAIOTCS KaK PE3yIbTaThl TEKYILEIO KOHTPOJIS, TaK
Y 3HaHMs, HABBIKU M YMEHHUS, HEITOCPEICTBEHHO MIOKA3aHHBIE CTYIEHTAMH B XO/I€ 9K3aMEHa.

Kpurepnu onieHOK Ha 3K3aMeHe:

40-50 GamioB — CTYIEHT IIyOOKO MOHMMAET MPONICHHBIN MaTepuaj, OTBEYaeT YETKO U
BCECTOPOHHE, yMEET OLEHUBATh (PAKTBI, CAMOCTOSTENBHO PACCYXKAACT, OTINYACTCS
CHOCOOHOCTBIO 0OOCHOBATH BBIBOJBI U PA3BACHAThH UX B JIOTHUECKOM MOCIIEI0BATEIbHOCTH.

35-39 6amioB — CTYAEHT IIIyOOKO NMOHMMAET MPOWUICHHBI MaTepHall, OTBEYaeT YETKO U
BCECTOPOHHE, yMEeT OLEHUBaThb (PAKTBI, CAMOCTOSTENbHO PACCYXAAaeT, OTIMYAETCS
CIOCOOHOCTBI0 00OCHOBATh BBIBOJIBI U PA3bSICHATH UX B JIOTHYECKOH MOCIIEOBATEIBHOCTH, HO
JIOITyCKAET OTAEIbHbIE HETOUHOCTH.

25-34 Gamna — CTyAEHT INIyOOKO MOHUMAET MPOHJAEHHBIH MaTepuall, OTBEYaeT YETKO M
BCECTOPOHHE, yMEeT OLEHUBaThb (PAKTBI, CAMOCTOSTENbHO PACCYXKAAET, OTJINYAETCS
CIIOCOOHOCTBIO 00OCHOBATh BBIBOJBI U Pa3bACHATH MX B JIOTMYECKOM MOCIEI0BATEIbHOCTH, HO
JIOITyCKaeT HEKOTOphle OLIMOKH OOIIEero XapakTepa.

20-24 Gannma — CTyOEHT XOpPOIIO MOHMMAeT MPOWIEHHBIH MaTephall, HO HE MOXKET
TEOpPEeTUYECKH 000CHOBATh HEKOTOPHIE BHIBOIBI.

15-19 6anmnoB — cTyieHT OTBEYaET B OCHOBHOM ITPABUIILHO, HO YYBCTBYETCS MEXaHUYECKOE
3ayyuBaHHE MaTepuaa.

11-14 GannoB — B OTBETE CTYAEHTAa MMEIOTCA CYIIECTBEHHBIE HEIOCTAaTKHU, MaTepHal
OXBay€H «I10JIOBUHYATO», B PACCYXKJIEHUIX JOMYCKAIOTCS OLIMOKH.

10 GaynnoB — OTBET CTyAEHTA MPABUJIEH JIMILIL YACTHUYHO, IPU Pa3bsICHEHUU MaTepuasa
JIOITYCKAIOTCS CEphEe3HbIE OLINOKH.

6-9 Oa/IoB — CTYACHT MMEET 00Imee MpEeACTaBIICHUE O TeMe, HO HE YMEET JIOTUYCCKHU
000CHOBATh CBOU MBICIIH.

1-5 GannoB — CTYIEHT UMEET JIUIIb YaCTHYHOE MpejcTaBieHue o teMe. 0 6annoB — HET
OTBETA.

Tadauua 10 — TexHoJsioruyeckasi KapTa peiTHHIOBBIX 02J1J10B 10 JUCHHUILINHE (MOAYJIIO)

KomuuecTBo MakcumanbHoe Cpox
Ne Kontponupyemsie .
i MepOTpUATHS MEpOTIPHUSITHI KOJINYECTBO npe/CcTaBie
/ 6asl OaoB HUSA
OcHoBHOI1 0J10K
1. | Omeem na 3anamuu 9/1 9
2. | Buinoanenue nabopamopnoii pabomol 2/3 6 ITo
3. | Bunonnenue konmpoabHou pabomul 3/4 12 pacnucanu
4. | Tecm 3/4 12 10
5. | Pepepam 1/1 1
Bcero 40 -
bJjiok 6oHycoB
6. | llocewenue 3auamuii 6e3 nponycrkos 1 3
7. | CeoespemenHoe gbinonetue 6cex 1 3
3a0anutl
8. | Akmuenocms cmyoenma Ha 3auamuu 1 4
Bcero 10 -
JlonmotHUTEIBLHBII 010K
9. Dxzamen 50
Bcero 50




KonnuectBo MakcumaiibHOE Cpok
No KonTponupyemeie .
MEPOTPUSTHIA KOJIMYECTBO MpEICTaBIIe
n/n MEPOIPUITHS
/ Ganbl OayToB HUSA
UTOIro 100 -
Tab6auna 11 — Cucrema mrpadoB (11 0THOT0 3aHATHSA)
IToka3zareinb bayn
Ono3zoanue Ha 3ausmue -1
Hapywenue yuebnotl oucyuniunsl -1
Hezomosnocmu k 3ansamuio -2
IIponyck 3anamus 6e3 yeaxcumenbHOU NPUHUHbL -2

Taouauna 12 — lHlkana nepeBoga peMTHHIOBbIX 0AJIJIOB B HTOTOBYI0 OLIEHKY 32 CeMeCcTp
10 AMCHUIIMHE (MOAYJII0)

Cymma 6auioB Onenka 1o 4-0aJIJIbHOM 1IKae
90-100 5 (OTIM4YHO)
85-89
;gigj 4 (xopomo) 3a4teHo
6569 3
60-64 (YIOBIETBOPUTEIILHO)
Huxe 60 2 (HeyIOBJIIETBOPUTEIIHLHO) He 3auteno

[Ipu peanusanuu JUCUUILUIMHBI (MOJYJI) B 3aBUCUMOCTH OT YPOBHSI IOATOTOBIEHHOCTU
00y4Jaromuxcsi MOTYT OBITh HCIOJB30BaHbI MHBIE (POPMBI, METOJbI KOHTPOIS U OIECHOYHBIC
CpencTBa, UCXOAS U3 KOHKPETHOW CUTYyAalUH.

8. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE
OBECIMEYEHUE JUCHUTIJIMHBI (MOIY.JIST)

8.1. OcHoBHas quTEpaTypa

1. OcHoBbl HHPOPMALIMOHHOH Oe3omacHocTH : YuebHoe mocodue 1 By3oB / E.b. benos,
B.IL. Jloce, P.B. MemepsikoB, A.A. lllerynanos. - M. : I'opsiuas muamst - Tenexom, 2011. — URL :
http://www.studentlibrary.ru/book/ISBN5935172925.html (9BC «KOHCYIBTaHT CTYAEHTAY).

2. WNudopmarmonHas 6e301acHOCTE: 3alUTa U HanaeHue [ DIeKTpOHHBIN pecypc] /

buprokos A.A. - M. : JIMK Ilpecc, 2012. - URL :
http://www.studentlibrary.ru/book/ISBN9785940746478.html (OBC «KOHCYIBTaHT CTYCHTA).

3. TexHuueckue, opraHU3alMOHHBIE U KaIPOBbIE ACTMIEKTHI YIPaBICHUS
MH(pOpMallMOHHON 0e30MacHOCThI0: YuebHoe nocodue i By30B / Munocnasckas H.I'.,
CenatopoB M.IO., Tonctoit A.W. - Beim. 4. - M. : ['opstuas nunus - Tenexowm, 2013. - (Cepus
"Bonpock! ynpasieHus HHPOpMalnoHHOM 6e3omacHocThio"). - URL:
http://www.studentlibrary.ru/book/ISBN9785991202749.html (3bC «KoHcynbTaHT CTyAECHTa).

8.2. lonosiHUTEILHAS JIUTEpPaTypa:

1. Xopes, [1.b. TIporpammuo-amnmapaTHas 3amurta nHGopmaIuu : pex. kKadeapoit
UHPOPMaLMOHHOM Ge3omacHocTH Poccuiickoro rocy1apcTBEHHOTO COLMAIBHOTO YHUBEPCUTETA
JUTSL CTYJIEHTOB BY30B, oOydaromuxcs no HanpasieHusM "MHdopmannonHas 0e3omacHocTh" U
"Undopmaruka u BerunciaurenbHas Texauka" / I1. b. Xopes. - M. : ®OPYM, 2009. - 352 c. -
(Bricmiee obpazoBanue). - ISBN 978-5-91134-353-8. (12 3k3.)


http://www.studentlibrary.ru/book/ISBN5935172925.html
http://www.studentlibrary.ru/book/ISBN9785940746478.html

2. Menbuukos, B.I1. UndopmannonHas 6e30macHOCTh U 3aiuTta nHpopmanuu [Teker] :
yuae6.1mocobue mj1st By30B / B.I1. Menbuaukos, C.A. Kieiimenos, A.M. Ilerpakos; mox pea. C.A.
Kneiimenosa. — 4-¢ u3j., crep. — M. : Akagemus, 2009. — 332 c. (19 3k3.)

3. HNudopmannonnas 6e3onacHocTs u 3amura nadopmaryu / Hlansrun B.®. - M. :
JIMK Ilpecc, 2014. - URL: http://www.studentlibrary.ru/book/ISBN9785940747680.html (9BC
«KoHCYNbTaHT CTYAEHTA»).

4, 3amura napopmanuu: yueonoe nocoodue / KO.M. Kpakosckwuii - PoctoB H/]] :
®enukc, 2016. - (Briciiee odpazosanue). URL: -
http://www.studentlibrary.ru/book/ISBN9785222269114.html (OBC «KoHCYJIbTaHT CTYICHTaY).

8.3. UnTepHeT-pecypchl, HEOOXOAMMbIE 1JI OCBOCHH S TUCHUNIMHBI (MOIYJIA)

1. DneKTPOHHO-0MOanoTeynass cucrema (ObC) 00O «Iloautexpecype»
«KoHcyabTaHT cTyaeHTa». MHoronpoduibHbli o0pa3oBaTenbHbli pecypc «KoHcCynbTaHT
CTYAEHTa» SBJSETCS 3JIEKTPOHHON OMOJIMOTEYHOH cHCTEMOM, MpeloCcTaBIsIomell 10cTyn yepes
cetb MHTEepHET K yueOHOU nuTeparype U JONOJIHUTEIbHBIM MaTephajiaM, MPUOOPETEHHBIM Ha
OCHOBAaHMU NPSIMBIX JOrOBOPOB C IIpaBooOnanarensimMu. Karanor B HacTosiee BpeMs: COAECPIKUT
okosio 15000 HanmenoBanuii. Www.studentlibrary.ru.

9. MATEPHAJBHO-TEXHUYECKOE OBECITEYEHUE
JTUCHUATIIMHBI (MOYJIS)

JUis mpoBeneHus JIEKIMOHHBIX 3aHATUN HEoOXoauMa MyJIbTUMEIUIHAs ayIuTOpHs,
OCHAILICHHAs! KOMIIBIOTEPHOM IIPE3EHTAlMOHHON TEXHUKOM.

Jns npoBeneHHs MyONUYHOM 3alllUThl MPOEKTOB, HEOOXoIMMa MYJIbTHUMEIUNHAS
AyJIUTOPHS C TIPOECKTOPOM.

PabGouas mnporpamma AMCUMIUIMHBI (MOAYJS) HpPU HEOOXOJUMOCTH MOXKET ObITh
aJlanTUpoBaHa A 00ydeHHs (B TOM 4HCIIe ¢ TPUMEHEHUEM JAMCTaHLIMOHHBIX 00pa30BaTeIbHBIX
TEXHOJIOTHI) JMII C OrpPaHUYEHHBIMH BO3MOKHOCTSIMHM 3/10pOBbs, MHBaJIWIOB. Jljig 3TOrO
TpeOyeTcs 3asBIeHUe 00yJaroIUXcsl, ABISAIOIUXCS JTUIAMU ¢ OTPAaHUYEHHBIMU BO3MOXHOCTSIMU
310pOBbsl, MHBIWJAMHU, WM HUX 3aKOHHBIX IPEICTABUTENEH W PEKOMEHIALMM ICHUXOJIOro-
MEMKO-TIeJarori4eckoil komuccuu. J[nsg MHBanMOOB coaep:kaHue paboyeil MporpaMmbl
JUCLUIUIMHBL (MOJYJIsl) MOXET ONpEeIeNsThCs TaKkKe B COOTBETCTBHM C HWHJIMBUAYAJIbHOU
IporpaMMoi peabunuTay UHBaIUAA (IPU HATUYUN).

10. OCOBEHHOCTHY PEAJTUASAIIMHA JUCIHUATLTAHBI (MOIYJIST) TPA
OBYYEHUM WHBAJIMJIOB U JINI[ C OTPAHUYEHHBIMHA BO3MOKHOCTAMHU
3JIOPOBbBS

PabGouas mnporpamma AUCUMIUIUHBI (MOAYJS) HpPU HEOOXOJUMOCTH MOXKET ObITh
aJanTupoBaHa ajsi 00ydeHus (B TOM YHCIIe ¢ TPUMEHEHHEM JAMCTaHIIMOHHBIX 00pa30BaTeNIbHBIX
TEXHOJIOTUI) JIMI[ C OrpaHMYEHHBIMH BO3MOXKHOCTSIMH 3]I0pOBbs, HMHBaJIHJOB. Jlis 3TOrO
TpeOyeTcs 3asBIeHne 00yJaroIUXcs, ABISIOMNXCS JTUIAMU ¢ OTPAHUYEHHBIMU BO3MOXHOCTSIMU
310pOBbs, MHBAIWJAMHU, WIM HUX 3aKOHHBIX IPEICTABUTENEH M PEKOMEHIAIMM IICHUXOJIOro-
MeMKO-TIleJaroruueckoil komuccuu. Ilpu oOydeHMH nMIl ¢ OrpaHUYEHHBIMH BO3MO>KHOCTSMHU


http://www.studentlibrary.ru/book/ISBN9785940747680.html
http://www.studentlibrary.ru/book/ISBN9785222269114.html
http://www.studentlibrary.ru/

30POBbsl YUYMTBIBAIOTCS MX WHAMBUIYaJbHbIE IcuXopuzndeckue ocodeHHocTu. OOydeHue
WHBAJIUJIOB OCYIIECTBISAETCS TakK€ B COOTBETCTBUM C WHIUMBUIYaJIbHOW IPOTrpaMMOM
peadunuTanuy HHBaIUAA (U HATUYUH).

JUis a1l ¢ HapyIIEHHWEM CllyXa BO3MOXKHO IpenocTaBieHue y4uyeOHoW mHpopmanuu B
BU3YaTbHOU (popMe (KpaTKUi KOHCTIEKT JICKIIMI; TEKCTHI 3aJJaHUI, HalleYaTaHHbBIE YBEITUYCHHBIM
mpupTOM), Ha AYAUTOPHBIX 3aHATUSAX JIOMYCKACTCS NPUCYTCTBHE AaCCHCTEHTa, a TakKke
CYpIIOTIEPEBOJUUKOB U  TH(IOCYpAONEPEBOMYMKOB. TeKymuii KOHTPOJb YCIIEBAEMOCTH
OCYIIECTBIISIETCS B MHCbMEHHOW (opme: oOydaroluiicsi MUCbMEHHO OTBEYAeT Ha BOIMPOCHI,
MUCHbMEHHO BBINOJIHAET MpakTudyeckue 3ananus. Jlokman (pedepar) Takke MOXKET OBITh
MPEJICTaBJICH B MUCbMEHHOM opMe, PU 3TOM TpeOOBaHHUS K COJAEPIKAHUIO OCTAIOTCA TEMU Ke, a
TpeOOBaHUS K KQUeCTBY U3JIOKEHUS MaTepHala (MOHATHOCTh, KaYeCTBO PeUH, B3aUMOJCHCTBHE C
aynIuTopuell U T. [.) 3aMEHSIOTCSI Ha COOTBETCTBYIOIIME TpeOOBaHUs, HpPEIbSABISEMbIE K
IUCbMEHHBIM paboTaM (KauecTBO O(QOPMIICHHS TEKCTa W CIMCKa JIUTEPaTyphl, TPAMOTHOCTb,
HaJIMYUe WJUIIOCTPALMOHHBIX MarepuaioB U T.1.). [IpomexyrouHas arrecrauus sl JHL C
HapyILICHUAMU CIyXa IPOBOAMTCA B HUCHbMEHHOM (hopMe, MPH 3TOM HUCHOJB3YIOTCS OOILIHe
KpUTepHH oOleHuBaHusA. Ilpu HEoOXOAMMOCTH BpeMsi TOATOTOBKH K OTBETY MOXET OBITh
YBEJIUYEHO.

JUiist LI ¢ HapyIeHneM 3peHus JOMyCKaeTCsl ay JualibHOE MPeI0CTaBIeHNne HHPOPMAIINH,
a TaKKe UCIOJIb30BaHUE HA ayJAUTOPHBIX 3aHATHUAX 3BYKO3AIHUCHIBAIOIINX YCTPOKCTB
(muktodoHOB u T.1.). JlomyckaeTcsi MPUCYTCTBHE Ha 3aHATUSX AaCCHUCTEHTa (IMIOMOIIHUKA),
OKAa3bIBAIOLIET0 OOYUYAIONIMMCS HEOOXOIUMYI0 TEXHHUYECKYIO IMOMOIIb. TEeKyIIHi KOHTPOIb
YCIIEBaEMOCTH OCYILECTBIIICTCS B YCTHOUM hopme. [1pu mpoBeeHrH MpOMEKyTOYHOH aTTeCTalliu
JUTSL JTUIL C HAPYIICHUEM 3pEHUS TECTUPOBAHUE MOXKET OBITh 3aMEHEHO Ha YCTHOE coOeceIoBaHNe
10 BOTIPOCaM.

JUig U1 ¢ OrpaHUYEHHBIMA BO3MOXKHOCTSIMU 310POBbsI, UMEIOIINX HAPYIIEHUS ONOPHO-
JIBUTATENILHOTO arapara, Ha ayJIWTOPHBIX 3aHATHUAX, a TAKKe IpPHU TMPOBEICHUU IPOLEAYp
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH U MTPOMEKYTOUHOM aTTecTallui MOTYT OBbITh MPEIOCTaBICHbI
HEOOXOUMBbIE TEXHUYECKHE CpencTBa (MEepCOHANBHBIM KOMIIBIOTEpP, HOYTOYK WIM ApPYroi
rajiKeT); JOMYCKaeTCsl MPUCYTCTBUE aCCUCTEHTAa (aCCUCTEHTOB), OKA3bIBAIOIIETO0 00yJaromuMcs
HEOOXOUMYI0 TEXHUYECKYIO MOMOIIb (3aHATh pabodyee MECTO, MepeBUraThCs M0 ayIuTOpUH,
pOYNTATh 3aJaHue, OYOPMUTH OTBET, OOIIATHCS C MPENOIaBATEIEM).



