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1. EJIA 1 3AJAYHN OCBOEHMA JUCIIUIIJIMHbBI (MOYJIS)

1.1. HenssiMu ocBOeHUS] IMCUMILUIMHBI (MOAYJSA) «AHAJN3 U OLEHKA PUCKOBY» SBIISIIOTCA
MOJTydeHUE 3HAHUN O MPHHITUIIAX TOCTPOCHUSI CHUCTeM MH(GOPMAIIMOHHOW 0€30MacHOCTH, METOIMKAX
OIICHKH PHUCKOB WH(POPMAIMOHHO O€30MACHOCTH, a TAKXKE MPAKTUYCCKUX HABBIKOB MPUMEHEHUS
CpelCTB aHaM3a 0€30MacHOCTH HH(POPMAITMOHHBIX CUCTEM.

1.2. 3apa4u ocBOCHUSA QMCHUILIHHBI (MOYJIfA):

—  VByuuTh NpUHLIUIIBI TOCTPOSHHSI COBPEMEHHBIX CUCTEM MH(OPMAIMOHHON 0€30MacHOCTH;
MIPUHITUIIBI CTATUCTUYECKOTO aHAIM3a; CIIOCOOBI OMMCaHUs TTOBEJCHUS CHCTEM; TUIIOBBIC apXHUTEKTYPhI
Y TPUHIMIBI TTOCTPOCHUSI COBPEMEHHBIX 3alIMIIEHHBIX WH(POPMALMOHHBIX CUCTEM; YIPO3bl U aTaKHy,
XapaKTEPHBIC JUIsl pacIpeICICHHBIX HH()OPMAIITMOHHBIX CHCTEM.

—  CdopmupoBats ymeHusi (opMaan30oBaTh 3aJady KOHTPOJS MapaMeTpoB OE30MaCHOCTH
I/IH(i)OpMaI_[I/IOHHLIMI/I CUCTEMAaMHU,; HUCIIOJIb30BATh HOpMaTI/IBHBIe HpaBOBBIe AKThI 110 aHanmy pI/ICKOB B
CcBOCH MpodecCHOHANBHOM ACATEIBHOCTH, pa3pabaTbiBaTh METOJIBI M CPEICTBA I IPOBEPKH
BBITIOJTHEHUS TPeOOBaHUH MHPOPMAITMOHHOHN 0€30ITaCHOCTH U TIOMCKA YSI3BUMOCTECH.

— OsByaznerp METOAWKAMH OIICHKH PHUCKOB HMH(OPMAIMOHHON O€30MacHOCTH; CPEICTBAMHM
(duKcanuu MmapaMeTpoB OE€30MaCHOCTH HMH(POPMAIMOHHBIX CHCTEM; METOJUKAMH pealHn3allid |
BepudUKauu MoJeNeil KOHTPOJISI M YIIPABJICHHUS JOCTYIIOM; HaBBIKAMU MTPUMEHEHHSI CPEACTB aHAIIN3a
0e301acHOCTH HH(POPMAIIMOHHBIX CHCTEM.

2. MECTO JUCUMILIAHBI (MOYJIS) B CTPYKTYPE ONOI

2.1. YueOHast JMCHMILIMHA (MOAYJIb) «AHAJIM3 M OLEHKA PHCKOB» OTHOCUTCA K YacTH,
dbopMUpyeMOil ydaCTHHKaMH 00pa30BaTEIbHBIX OTHOIICHHUW, U OCBAaMBACTCS B / CEMECTpPE HA OYHOU
dbopme oOyueHus, B 8 cemecTpa — Ha OYHO-3a09HOU (hopme 00yUeHus.

2.2. lns u3y4eHHs JAHHOH y4eOHOM AMCUHMIUIMHBI (MOXYJIs) HEOOXOAMMBI CJeAYyHOLIHe
3HAHUSl, YMEHHUs], HABbIKH, GopMHpyeMble NpeAIIeCTBYIOIUMHU Y4YeOHBIMU IMCUMIJIMHAMH
(MonynsimMm):

— Hndopmatuka.

— Teopus BeposATHOCTEN U MaTeMaTH4ECKasl CTATUCTHKA

— Opraau3aniioHHOE ¥ NMPaBOBOE odecreueHrne HHPOpMaIMOHHOM 0€30MMacHOCTH.
— Ilpou3BoacTBeHHAs MpaKTHKa

3HaHMS: OCHOBHBIX TOHATHA HMH(POPMATUKH, CTPYKTYPHl CHUCTEM JOKYMEHTAI[MOHHOTO
obecreueHusl.

YMeHusi: UCTIOIb30BaTh MPOTPAMMHBIE M allllapaTHBIE CPEACTBA MEPCOHATBHOTO KOMIBIOTEPA,
ITOJIB30BATHCA HOpMaTI/IBHI)IMI/I I[OKYMGHTaMI/I 110 3aIInTe I/IH(bOpMaIII/II/I.

HaBpiku: nmoucka nHdopmanuu B rnobaipHON MHGOpManmoHHON cetu MHTepHeT u paboThl C
O(QUCHBIMU TMPHIOKEHUSIMU (TEKCTOBBIMHM IPOLECCOPAMHM, JIEKTPOHHBIMH TaOMUIAaMH, CpPEeICTBaMU
MOATOTOBKH TMpPE3eHTAllMOHHBIX MarepuanioB, CYBJl W T.m.): MeToAWKa W TEXHHUKA COCTABIICHUS
Pa3INYHBIX YIPABICHUYECKUX U UHBIX JTOKYMEHTOB YUPEKACHUMN, OPraHU3aluN U TPEATPUSITHI.

2.3. Mocaenyomme yyedOHbIe TUCHUANIHHBI (MOAYJH) U (MJIM) MPAKTHKH, JJIsI KOTOPBIX
He0O0XOAUMBbI 3HAHHMS, YMEHHUsl, HaBbIKHM, (opMHpyeMmble JaHHOH Y4eOHOH JAWCHHUIIMHON
(MoayJiem):

ATtTecranyst 00beKTOB HHPOPMATHU3ALIUH.

Taxxe TUCHUIUIMHA «AHANINU3 U OLIEHKA PUCKOB» MOMOXKET CTYIAEHTaM IpH peau3aluu 3ajad
NPEIUIUIOMHOM MPaKTUKU U HAITMCaHUU 0aKaiaBpCKOW pabOTHI.
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3. INTAHUPYEMBIE PE3YJIbTATbBI OBYYEHUS 1O JUCIUIIIMHE (MOAYJIIO)

[Tporiecc OCBOCHHMS AMCUUILIMHBI HAMpaBICH Ha (OPMUPOBAHHUE DSJIEMEHTOB CIIEAYIONIUX
komnereHnui B cootBercTBUU ¢ ®I'OC BO u OIIOII BO 1o ganHOMy HanpaBjieHUIO HOATOTOBKHU:
a) npodeccuonanbubIX (I1K).

IIK-1. CrnocoOeH BBIMOJIHATE PaOOTHI

10 YCTaHOBKC€,

HACTpOiike U OOCIY>KHBAHUIO

MPOTPaMMHBIX, IPOTPAMMHO-AINIAPATHBIX (B TOM YUCIIE KPUNITOTPA()UIECKUX ) U TEXHUYECKHUX CPEJICTB
3alUThl HH(OPMALMK B IPOLIECCE IKCIUTYaTalluu aBTOMATU3UPOBAHHBIX CUCTEM.

[1K-2.

CriocobeH BBIONHATH PpabOTHl IO  YCTAHOBKE,

00CITyKMBaHHIO 3alIUIIEHHBIX TEXHUYECKUX CPeICTB 00paboTKu nHpOpMaIuu.

Taoauna 1. lekomno3unus pe3yjabTaToB 00y4eHUs

HAaCTPOMKE M TEXHHUYECKOMY

KOI[ N HAaUMCHOBAHUC

[Tnanupyemsble pe3yabTaThl O0y4eHHUS 110 JUCHUTUIHHE

uHpopMaImn B

Koz WHJIUKATOpa (Monyit0)
KOMITIETEeHIIU
u JIOCTIDRCHHA 3Hath (1) VYwmerts (2) Bnanets (3)
KOMIETEHIINHI

IK-1 [IK-1.1. 3HaTh: | HOPMATUBHbBIE OIIpEIEIIATh MPAKTUYECKUMHU
HOPMaTHBHBIC MPaBOBBIC AKTHI B | HCTOYHUKH U | HaBBIKAMH
NpaBOBbIE  aKThl B | OOJACTH 3aIIUTHI | MPUYUHBI MpUMEHEHUs
obnactu 3aIUThl | THQOPMALIUH BO3HUKHOBEHUS HOPMAaTHBHO-
uHpopmam, UHIUJCHTOB,  a | IPaBOBBIX aKTOB
OpraHU3alOHHbBIC TaKxKe UX | B obnactu
Meppl MO  3auuTe MOCJIE/ICTBUS 3aIUThI
uHpOpMAIHH, uH(pOpMauu
pOrpaMMHO-
anmnapaTHble CpelCTBa
obecrieueHus 3alluThl
uH(popMaun
aBTOMATU3HPOBAHHBIX
CUCTEM, METO/IBI
KOHTPOJIS
s PekTuBHOCTU
3aIUTHl  UHGOpMAIIU
oT YTEUKH o
TEXHUYECKUM
KaHallaM,  OCHOBHBIE
Kpunrorpaduyeckue
METO/bI, AaJITOPUTMBI,
MPOTOKOJIBI,
UCIIOJIb3yEeMbIE TUTS
oOecrieueHnst 3allATEI
uHbOpMaIUU B
ABTOMATHU3HPOBAHHBIX
cUucTemMax

[1K-2 IIK 2.1. 3HATh: | METOOBI OCYIIECTBIIATH METOJUKaAMU
TEXHUYECKHUE KOHTPOJIS KOHTPOJTb OIIEHKH PHUCKOB
ONUCaHUs U | 3QIIUIIEHHOCTH | o0ecreyeHus HapyIlIeHUs
WHCTPYKIINHU o | uHpopmaIuu YPOBHS MH(}OPMAIIMOHHO
IKCILTyaTaIuu 3aIIUIIEHHOCTH B | i 0€30MacHOCTH
TEXHUYECKUX CPEJICTB aBTOMATU3HPOBAH
00paboTku HBIX CHCTEeMax
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Kox Kox u Hanmmenosanue
WHJIUKATOpa

(Moxymi0)

[Tnanupyemsble pe3yabTaThl O0y4eHHUs 10 JUCHUTIIHHE

KOMIIETEHLIU
JTOCTUKEHUS
u 3uatb (1)
KOMIIETEHIIUH

Ymers (2)

Bnanets (3)

3alUIIEHHOM
WCIIOJTHCHUH, METOJIbI
KOHTPOJIS
3aIIUIIEHHOCTH
nHpopmaruu oT
HECaHKIITMOHUPOBAHHO
ro Joctyna u
CHeIUaTbHBIX
POrpaMMHBIX
BO3/JCUCTBUH, MTOPAIOK
aTTecTaluu OOBEKTOB
uHpoOpMaTH3aUN  Ha
COOTBETCTBHE
TpeOOBAHUIM
0e3omacHOCTH
uHpOpMaIuu

4. CTPYKTYPA M COJAEPKAHME JUCHMILIMHBI (MOJIYJIS)

O6ma;1 TPYAOCMKOCTb AUCHUIUIMHBI B COOTBETCTBUH C y‘IC6HLIM IUIAHOM COCTaBJIsIeT 3

3avetHble eauHuIbl (108 yacos).

TpyaoeMKOCTh OTJENbHBIX BUAOB yueOHOU pabOThl CTYIEHTOB OYHOM M OYHO-3a04HON (hopm

oOydeHus mpuBezeHa B Tadnuie 2.1.

Tab6auna 2.1. TpynoeMKocTh 0TAeIbHBIX BUI0B YU4e0HOIi padoThl 10 opmaM 00yUeHHust

Bun yue6Ho# 1 BHey4eOHO paboThI JUIsL OYHOM U1 OYHO-
(bopMbI 3a04HON (OPMBI
00y4YeHHs o0y4eHus
OO0beM IUCIUILIMHEI B 3aYE€THBIX €IHHNAIIAX 3 3
O0beM QUCIUAIINHEI B aKaJeMUYECKUX dacax 108 108
KonrakTtHas paboTa o0OyJaronmxcs ¢ npernojgaBaTeiemM 55 31
(Bcero), B ToM ymcle (4ac.):
- 3aHATUSA JICKIHOHHOIO THII4, B TOM UHCJIC: 18 15
- IpaKTUYecKast MOAr0TOBKa (€CIIu
MPEAYCMOTPEHA)
- 3aHATUS CEMHUHAPCKOTO TUMNA (CEMHUHApBI, MPAKTHYECKHE,
nabopaTopHbIe), B TOM YHCIIE: 36 15
- IpaKTU4ecKas MoJAroToBKa (eciu
IPEeyCMOTPEHA)
- KOHCyNbTalus (mpeadK3aMeHaluoHHast) 1 1
- IPOMEKYTOYHAs aTTECTAllMs IO AUCIUIIINHE 0 0
CamocrosiTenpHas pabora oOydaronuxcs (4Jac.) 53 77
dopma NpoMeKyTOUHON aTTecTaluy 00y4aroIerocs 9K3aMeH — 9K3aMeH —
(3auer/sK3ameH), cemectp (bl) 7 cemecTp 8 cemectp
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CopepxaHue IUCUUIUIMHBI, CTPYKTYpUpPOBaHHOE€ IO TeMaM (pa3zienaMm) ¢ yKa3aHHEM
OTBEZICHHOT'0 Ha HUX KOJMYECTBA aKaIEMUYECKUX YaCOB U BUJIOB y4EOHBIX 3aHATHH U CAMOCTOSITEIIbHON

paboThL, Aist KaXKA0H (OpMbI 0OYUICHHSI PEACTABIICHO B Ta0uie 2.2.

Ta6auna 2.2. CTpyKTYpa U cofep:KaHHe JUCUUILTUHBI (MOIYJIs1)

07151 04UHOU (hopmbl 00yueHus

KonrakTHas pabora, gac. dopma
JI 113 JIP TCKYLIETO
" KOHTPOJIS
S yCIIeBaeMOCT
Pazgen, Tema mucHHUIUTMHEL KP | CP, g u, hopma
(Momyst) B B B [ |uac. | 2 MIPOMEXKYTOU
J | 1tu | I3 | tu. | JIP | T9. | KIT é HOiL
ITI1 T T aTTecTaIuu
[no
cemecmpam]
Pazoen |. Hopmamueno-
npaeosvie OCHOBbLL AHAIU3A U
OUEHKU PUCKO8
Tema 1. Ungopmayuonnas 2 4 5 11 Bxoonoe
be3onacHocme nPeonpusmMus. mecmupogaH
Cucmema 3auumol uHgopmayuu ue, npogepKa
KaK 9KOHOMUYECK020 00beKma. cnosaps
Cywecmsyrowue nooxoowt no mepMuHo8 u
ananusy u ynpaenernuro Ub. onpeoeneHutl,
Onpoc Ha
9K3ameHe
Tema 2. Ananu3z u ynpaenenue 2 4 6 12 IIposepka
puckamu. OCHOBHbLE NOHAMUS, peuterus
3a0auu, yenu. Ipeumywecmea 3a0ay,
dannoeo nooxooa. Cesnszb puckos ¢ omuem no
yeposamu u yazeumocmamu Ub 1abopamopm
npeonpuamusi. IKOHOMUYECKAsL ol pabome,
MOOenb pucka. Onpoc Ha
9K3aMeHe
Tema 3. Hopmamueno-npagoewvie 2 4 6 12 Ilposepka
OJoKyMeHmbl 8 obaacmu peutenus
ynpasnenus puckamu. 1ISO 31000 3a0au,
«Menedaicmenm puckay. Memooul omyem no
ynpaenenus puckamu Ub — 1abopamopm
ISO/IEC 27005. Beposmuocmuas oii pabome,
MoOenb pucka Onpoc Ha
9K3amene
Tema 4. Ynpaesnenue puckamu 6 2 4 6 12 | KoumponvHa
cucmeme UHHOPMAYUOHHBIX s paboma
mexnonoeutl - NIST SP800-30. Nel, onpoc
Oyenka puckos U5 — ENISA. Ha IK3ameHe
Cmanoapm banxa Poccuu
Pazoen |l. Memoouxu u
npozpammusie RPOOYKMul NO
YAPABIeHUI0 PUCKAMU
Tema 5. Dmanvl ynpasnenus 2 4 6 12 Omuyem no
puckamu. Unmezpayus 1abopamopH
VYNpABeHUs PUCKAMU 8 ol pabome,
arcusnennvitl yuxa UC. Ocrnosnvie
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KonrakTtHast paboTa, yac. dopma
JI 113 JIP TEKYHIETO
" KOHTPOJIS
S yCIIeBaeMOCT
Pazgen, Tema mucHHUIUTMHEL KP | CP, g u, hopma
(Moyss) B B B / |wuac.| £ | mpomexyrou
J | 1tu | I3 | tu. | JIP | T9. | KIT e HOM
HIT HIT HIT = aTTecTaluu
[no
cemecmpam]
NOOX00bL NO OYEHKE PUCKOS: onpoc na
KOJIUYECMBEHHbIE, KAUeCMBEHHbIe, aK3aMene
cmeulanuvie Memoosl. Memoouka
MSAT.
Tema 6. Memoouxa CRAMM. 2 4 6 12 Omuyem no
Memoo CORAS. Memoouxa nabopamopm
vsRisk. oti pabome,
onpoc na
oK3aMeHne
Tema 7. Memoouxa FRAP. 2 4 6 12 Omuem no
Memoouxa OCTAVE. Memoouxa nabopamopm
PTA ol pabome,
onpoc Ha
9K3aMeHne
Tema 8. Memoouxa RiskWatch. 2 4 6 12 Omuyem no
Memoouxa komnanuu Microsoft. nabopamopu
ol pabome,
KOHMPOIbHAS
paboma No2,
onpoc Ha
oK3aMeHe
Tema 9. Memoouxu no 2 4 6 12 Ilposepxa
VIPAGLEHUIO PUCKAMU, 0b30pa
paspabomannvle pOCCULCKUMU MEMOOUK
CREeYUATUCTHAMU U YYEHbIMU. OYeHKU
Tpunsmue pewenuti no PUCKO8,
pe3yrbmamam OYeHKU PUCKO8. onpoc Ha
Tonumuka 0bpabomxu puckos. 9K3aMeHe
KoncyasTanmu 1
KoHTpoJib poMesKy TOUHO# Jx3amen
aTTecTanuu
HUTOIO 3a cemecTp 18 | | | 36 | | 53 [ 108
07151 04HO-3A0UHOIl (hopMbl 00yUeHUs
KonrakTHas pabota, yac. ®opma
TEKYIIETO
" KOHTPOJIS
S | ycmeBaemocT
Pazgen, Tema nuCHMIUIMHEL B B B KP | CP, g u, popma
(Momyst) J | ta | I3 | Ta. | JIP | Tu. [ | uac. g MIPOMEKYTOU
I111 TII1 ITIT | KIT < HOM
aTTecTaluu
[no
cemecmpam]

Pazoen |. Hopmamueno-
npasoevie OCHOBLL AHAIU3A U
OUEHKU PUCKO8




KonrakTtHast pabota, yac. dopma
TEKYIIETo
" KOHTPOJIS
S yCIIeBaeMOCT
Pazgen, Tema mucHHUIUTMHEL B B B KP | CP, g u, hopma
(Moyss) ta. | I3 | 1w | JIP | Tu. | / | uac. g HPOMEKYTOY
11 TIIT ITIT | KIT = HOU
aTTecTaluu
[no
cemecmpam]
Tema 1. Ungpopmayuonuas 1 9 11 Bxoonoe
bezonacnocms npeonpusimus. mecmupoean
Cucmema 3awumul uHgopmayuu ue, nposepka
KaK 9KOHOMUYECK020 00beKma. cnosapsi
Cywecmsyrouue nooxoowt no MepMUHO8 U
ananusy u ynpaenernuro Ub. onpeoeneHul,
onpoc na
9K3aAMeHne
Tema 2. Ananu3z u ynpaenenue 2 8 12 IIposepka
puckamu. OCHOGHbIE NOHAMUS, pewienust
3a0auu, yenu. Ipeumywecmesa 3a0ad,
danno2o nooxoda. Cesnzb puckos ¢ omuem no
yepozamu u ysazgumocmsamu Ub nabopamopn
npeonpusimus. IKOHOMUYECKas otl pabome,
MoOdenb pucka. onpoc na
oK3aMeHne
Tema 3. Hopmamueno-npagoewvie 2 8 12 IIposepka
00KyMermbl 8 001aCmU peutenus
ynpasnenus puckamu. 1ISO 31000 3a0ad,
«Meneosicmenm puckay. Memoouvl omuem no
ynpaenenus puckavu Ub — nabopamopu
ISO/IEC 27005. Beposmuocmnast oii pabome,
Mo0denb pucka onpoc Ha
oK3aMeHe
Tema 4. Ynpasnenue puckamu 8 1 10 | 12 | Koumponvua
cucmeme UHPOPMAYUOHHBIX 5 paboma
mexnonoz2uii - NIST SP800-30. Nel, onpoc
Oyenxa puckos U5 — ENISA. Ha K3amene
Cmanoapm banxa Poccuu
Pazoen |1. Memoouxu u
npozpammusie HPOOYKHbL RO
YRPasIeHUI0 pUCKamu
Tema 5. Dmanvl ynpasnenus 2 8 12 Omuyem no
puckamu. Unmeepayus nabopamopn
VIPAGNEHUsL PUCKAMU 8 ot pabome,
arcusnennviti yuka UC. OcrosHoie onpoc Ha
N0OX00bL NO OYEHKE PUCKOSB: 9K3aMeHe
KONUYeCmeeHHble, KAUeCmEeHHbIe,
cmeulanuvie memoosl. Memoouka
MSAT.
Tema 6. Memoouxa CRAMM. 2 8 12 Omuem no
Memoo CORAS. Memoouxa 1abopamopH
VsRisk. oil pabome,
onpoc Ha

IK3AdMeEHe
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KonrakTtHast pabota, yac. dopma
TEKYIIETO
" KOHTPOJIS
S yCIIeBaeMOCT
Pazgen, Tema mucHHUIUTMHEL B B B KP | CP, g u, hopma
(Moyss) O |tu | I3 | 1w | JP | Tu. | / | yac. g HPOMEKYTOY
11 11 ITIT | KIT = HOU
aTTecTaluu
[no
cemecmpam]
Tema 7. Memoouxa FRAP. 2 2 8 12 Omuyem no
Memoouxa OCTAVE. Memoouxa nabopamopm
PTA ot pabome,
onpoc Ha
9K3aAMene
Tema 8. Memoouxa RiskWatch. 2 2 8 12 Omyem no
Memoouxa komnanuu Microsoft. 1abopamopn
ol pabome,
KOHMpONbHAsA
paboma Ne2,
Oonpoc Ha
9K3aAMene
Tema 9. Memoouxu no 1 1 10 | 12 IIposepka
VNPABTIEHUIO PUCKAMU, 0630pa
paspabomanmvie pocCuicCKUMU MEMOOUK
CReYUaIuCmamu U y4eHvimu. OYeHKU
Hpunamue pewenuii no PpUcKos,
pe3yrvmamam OYeHKU PUCKos. Onpoc Ha
THonumuka 06pabomxu puckos. 9K3aAMene
KoncyasTanuu 1
KoHnTposab npoMexyTO4HOM JK3aMen
aTTecTanuu
HNTOI'O 3a cemecTp 15 | | | 15 | | | 77 | 108

Ipumeuanue: JI — nexuus; [13 — npaktuyeckoe 3anstue, cemunap; JIP — maboparopnas padora,
ITIT — npaktuyeckas noxaroroBka; KP / KII — kypcoBas pabota / kypcoBoil mpoekt; CP —

camocTosITeNbHas paboTa

Tadnmua 3. MaTpuua coOTHeceHUsI Ppa3/iefioB,

U (popMHpPYEMBIX KOMIIETEHIHI

TeM Y4eOHOH JUCHUIIHHBI

(Momy.is1)

Paznen, tema
JTUCITUTLIAHBI (MOTYJIS)

Koi-Bo
JacoB

Ko xommereHinmn

I1K-1

I1K-2

O0111ee KOJINYECTBO
KOMIIETEHIIU A

Pazoen |. Hopmamueno-npagogwle
OCHOGbL AHANU3A U OYCHKU PUCKOE

47

+

+

2

Tema 1. Hnghopmayuonnas
bezonacnocmo npeonpusimus.
Cucmema 3awumol ungopmayuu Kax
IKOHOMUYECKO20 obvexkma.
Cywecmsyrouue nooxoosbl H0 aHAIU3Y
u ynpasnenuio Ub.

11

+

+

2

Tema 2. Ananus u ynpagnenue puckamu.
OchosHble nowsamus, 3a0auu, yeuu.
Ilpeumywecmsea oanHoeo nooxooa.
Cesa3v  puckos ¢ yepozamu U

12




Pazgen, Tema
JUCUUTITAHBI (MOJTYJIs1)

Koi-Bo
4acoB

Kox kommerenmn

I1K-1

I1K-2

O011Iee KOJIMYECTBO
KOMIIETEHIIUHA

yazeumocmamu UMb npeonpusmusi.
DKOHOMUYECKAsl MOOelb PUCKA.

Tema 3.  HopmamusHo-npagosvle
OOKyMeHmvl 8 00aacmu YnpasieHus
puckamu. 1SO-15408:2002 «Obwue
Kpumepuuy. 1SO 31000
«Menedoicmenm  pucka».  Memoowi
ynpasenenuss puckamu MBb — 1SO/IEC
27005. Bepossmuocmuas mooenv pucka

12

Tema 4. Vnpaenenue puckamu 6
cucmeme uHgopmayuouHvIx
mexnonoeuti - NIST SP800-30. Oyenxa
puckos Ub — ENISA. Cmanoapm banka
Poccuu

12

Pazoen 1. Memoouku u
npozpammHule nPOOyKmbl no
YRPAGICHUIO PUCKAMU

60

Tema 5. Dmanwvi ynpasnenust puckamu.
Hnmeepayus ynpasnenus puckamu 6
arcuznennwiil yuka UC. OchosHule
Nn00X00bl NO OYEHKE PUCKOB:
KOAUYeCmeeHHble, Ka4eCmeenHble,
cmeutannvie memoosl. Memoouka

MSAT.

12

Tema 6. Memoouxa CRAMM. Memoo
CORAS. Memoouxa VSRisk.

12

Tema 7. Memoouxa FRAP. Memoouxka
OCTAVE. Memoouxa PTA

12

Tema 8. Memoouxa RiskWatch.
Memoouxa komnanuu Microsofft.

12

Tema 9. Memoouxu no ynpaenenuto
puckamu, paspabomarivie
POCCUTICKUMU CReYUATUCTAMU U
yuenvimu. [lpunsmue pewenuti no
pe3yIbmamam OYeHKU PUCKO8.
Tlonumuxa obpabomku puckos.

12

Koncynemayus

1

Hrtoro

108

Kpartkoe cogep:xxkanue Ka:ka10i TeMbl JUCHHUILIMHBI (MOAYJIs1)

Pazgen |. HopmaTuBHO-IpaBOBbIE OCHOBBI AHAJIN3a U OLIEHKH PHCKOB

Tema 1

WNudopmannonnas 6e30mnacHOCTb npeanpustus. CucreMa 3ammThl HHGOPMAIMK KaK 3KOHOMUYECKOTO
o0bekTa. CylecTByOIre MOIX0/IbI [0 aHaIu3y U ynpasieHuto 1b.

Tema 2

AHanu3 u ynpasienue puckamu. OCHOBHBIE TIOHSITHS, 3a/1a4H, 1ienu. [I[penMyinecTBa JaHHOTO MOAX0a.

CBs3b PUCKOB C YI'pO3aMH U YA3BUMOCTIAMU b NpCaApUATHL. OKOHOMHUYECKAs MOJCIJIb pUCKa.




10

Tema 3

HopmaTtuBHO-TipaBoBBIE JOKYMEHTHI B oOsiactu ympasieHus puckamu. 1SO-15408:2002 «OOmue
kpurepun». ISO 31000 «MenemxmeHT pricka». Metonsl ynpasienus puckamu Ub — ISO/IEC 27005.
BeposiTHOCTHast MOJIeNb pHCKA.

Tema 4
Ynpanenue puckamu B cucteme nHpopManroHHbX TexHonorui - NIST SP800-30. Ouenka puckos
Ub — ENISA. Crannapt banka Poccuu.

Paznen |1. MeToanku u nporpaMMHble MPOAYKTHI N0 YINIPABJIEHUIO PUCKAMH

Tema S
Otansl ynpaBiaeHus: puckamu. MuaTerpanus ynpasieHus puckaMu B sku3HeHHbIN UK MC. OcHOBHBIE

IIO/IXOJIbl TI0 OLIEHKE PHCKOB: KOJMYECTBEHHBbIE, KAaueCTBEHHbIE, CMEIIAHHbIE METOAbl. MeToauka
MSAT.

Tema 6
Meroauku ¥ OporpaMMHbIE HPOJAYKTHI IO yrpaBiieHHI0 puckamu. Meroguka CRAMM. Meron
CORAS. Meroauka VSRisk.

Tema 7
Metoauku M mporpaMMHbIE HPOAYKTHI IO ympasieHuto puckamu. Meronuka FRAP. Meronuka
OCTAVE. Meronuka PTA.

Tema 8
MeTtoauku U IpOrpaMMHBIC MTPOAYKTHI MO yHpaBieHuto puckamu. Meroauka RiskWatch. Metoauka
kommanuu Microsoft.

Tema 9
Meroauky 1O YNpPaBICHUIO PUCKAMH, pa3pa0OTaHHBIE POCCUHUCKUMH CICIHAIUCTAMU U YYCHBIMH.
[TpunsTHE pemeHuii o pe3yapTaTam oleHKU puckoB. [lonuTuka 06paboTKU PUCKOB.

5. METOAUYECKHUE YKA3AHUA 110 IPEITIOJJABAHUIO
N OCBOEHHUIO JUCHUIIVIMHBI (MOYJISA)

5.1. YkazaHus s npenojgaBare/ieil 10 OpraHu3auuy M MNPOBeJIeHUI0 Y4eOHbIX 3aHATHH 110
AUCHUILINHE (MOIYJIIO)

Jlex1inoHHbIE 3aHATHS IPOBOJATCS C IEMOHCTpALMEH TE3UCOB MaTEpHajIOB B BUJIE TPE3EHTAIMH.
IIpn paccMOTpeHMM HOPMAaTHMBHO-IIPABOBBIX aKTOB BO3MOYKHA JEMOHCTPALMS OCHOBHBIX IOJIOXKEHUN
camoro JokyMeHTa. M3roxeHne maTepuana MpakTUKO-OPUEHTUPOBAHHBIX Pa3/IeJIOB COIPOBOXKIAETCS
IIpUMEpPaMHu, MO3BOJISIONIMMH JIy4Ille YCBOUTH MaTepHall.

Ha nalopaTopHbIX 3aHATHAX TMpeENojaBareilb O3BYYMBAeT 1€JIb W OCHOBHBIE 3aJaud
nabopaTopHOil paboThl, KOMMEHTHUPYET X0/ BHIIOJHEHUS paOOThl U TPEOOBAHUS K OTUETY.

[Tpu moAroToBKe K y4eOHBIM 3aHATHUSIM HEOOXOIMMO BOCIIOJIB30BAThCS yU€OHO-METOINYECKON
JIUTEpaTypou us3 1.8.

5.2. Yka3aHus 11 00y4arommXxcs M0 0CBOCHUIO TN CHUILIHHBI (MOIYJIIO)

[Ipn mnoarotoBke K ydeOHBIM 3aHATHSAM PEKOMEHAYETCS BOCIOIb30BATHCS y4eOHO-
METOJAMYECKOM TUTEPATypoil U3 1.8, a Tak)Ke MaTepuaiaMu, 3arpykeHHpiMu B DOC.

B ciyudae mpomycka JEKITMOHHOTO 3aHATHS HEOOXOIMMO O3HAKOMUTHCS C MPE3EHTAIUEH 1o
teme B DOMOC. Ilpu BO3HUKHOBEHHMH BOMPOCOB MO COACPKUMOMY JEKIIMH — OOpaTUThCS 3a
Pa3bSICHEHUSIMU K TIPETI01aBaTENIO.

[Ipu mMoATOTOBKE K OTYETY J1abOpaTOpHOM pabOThl HEOOXOIMMO OTBETUTh Ha KOHTPOJbHBIE
BOITPOCHIL. Otuer OCYHIECTBJIACTCA B BUAC ACMOHCTPANH ITPEIIOJAAaBaTC/II0 X04a BBIITOJIHCHUA pa6OTI)I,
MOJIYYeHHBIX PE3yJdbTaTOB, a TaKK€ OTBETAa Ha KOHTPOJbHBIE BOMPOCHL. Jlomyckaercs moOaBlieHUe
OTBETOB Ha KOHTPOJILHBIC BOMPOCHI B KOHEI] OTYETA 10 J1a00paTOpHOM padoTe.
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O0yJaromuiicss MOXXET HCIOJIb30BaTh Y4eOHO-

MCTOOAUYCCKUEC MaTCpualibl Ha AHTJIMACKOM  SI3BIKE. ,Z[J'Iﬂ 9TOro HGO6XO,Z[I/IMO O6paTI/ITI>CH K

IIPEIOIaBaTEeIIo.

Taboauna 4. Conepxxanue cCaMOCTOATEIbHOH PadoThI 00yYAKOIIUXCS

07151 O4UHOU hopmbl 0OYUeHun

Bonpocsl, BBIHOCHMBIE
Ha CaMOCTOSATEIbHOE U3YYCHHE

Komn-Bo
JacoB

dopma paboThI

Pazoen |. HopmamueHno-npagosvie 0CHOGbL
aHanu3a U OUEeHKU PUCKOE

Tema 1. Hugopmayuonnas  6ezonachocms
npeonpusamus. Cucmema 3awumol uHpopmayuu
KaxK 9KoHoMudeckoeo obvekma. Cywecmeyowue
no0xo0bl no ananuzy u ynpasnetuio Up.

Bneaynuropnas, y4yacTtue
CTYAEHTOB B  COCTaBJIECHUU
TECTOB, HW3YyYEHHE Y4eOHBIX
nocoOui

Tema 2. Ananuz u ynpaenenue puckamu. OcHogHbvie
nousamus, 3aoaqu, yeau. Ilpeumywecmea oannozo
nooxooa. Cea3b  puckog ¢ yepo3amu U
VAZBUMOCSAMU ub npeonpusimusl.
OKonomuueckas mooenb pucka.

Omeem  Ha  KOHMPOJbHblE  BONPOCHL K
Jabopamoproil pabome

Bneaynuropnas,
U3y4eHUe y4eOHbBIX TOCOOU i

Tema 3. Hopmamuseno-npasosvie OOKYMeHMbl 6
obnacmu ynpasnenus puckamu. 150-15408:2002
«Obwue kpumepuuy. ISO 31000 «Menedcmenm
pucka». Memoowr ynpaenenus puckamu HB —
ISO/IEC 27005. Beposmuocmuas mooens pucka
Omeem  Ha  KOHMPONbHbIE  BONPOCHL K
Jabopamoptol pabome

Bneayauropnas,
U3yYeHUE yUeOHBIX MTOCOOUH

Tema 4. Vnpaenenue puckamu 6 cucmeme
ungpopmayuonnvix mexuonozuui - NIST SP800-30.
Oyenxa puckoé Ub — ENISA. Cmanoapm banka
Poccuu

Iloocomoska Kk KOHMPOALHOU pabome

Bneaynuropnas,
U3y4eHHe y4eOHbIX MOCOOui

Pazoen |l. Memoouku u npozpammmsle
HPOOYKMbL RO YRPABIECHUIO PUCKAMU

Tema 5. Omanwvi  ynpaenieHus  pucKamu.
Humezpayus ynpaenenus puckamu 6 H#usHeHHbll
yuxn UC. OcnogHble no0X00bl no oyeHke pUckog:
KOJIUYeCmeeHHble, KauecmeeHuvle, CMeulaHmble
memoovl. Memoouxa MSAT.

Omeem  Ha  KOHMPOJbHblE  BONPOCHL K
Jabopamoptoil pabome

BneaynuropHnas,
M3y4YeHre yueOHbIX MOCcoOuit

Tema 6. Memoouxa CRAMM. Memoo CORAS.
Memoouxa VSRisK.

Omeem  Ha  KOHMPOJIbHblE  BONPOCHL K
J1abopamopHou pabome

BneaynuropHnas,
M3ydeHne yueOHbIX MocoOmit

Tema 7. Memoouxa FRAP. Memoouxa OCTAVE.
Memoouxa PTA

Omeem  Ha  KOHMPONbHblE  BONPOCHL K
J1abopamopHou pabome

BneaynuropHnas,
n3ydeHne yueOHbIX MocoOmit

Tema 8. Memoouxa RiskWatch. Memoouxa

BneaynuropHas,
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Bomnpockl, BeIHOCHMBIE
Ha CaMOCTOSITEJIbHOE U3yUYEHUE

Komn-Bo
4acoB

®opma paboTsI

komnanuu Microsoft.

Omeem  Ha  KOHMPONbHbIE  BONPOCHL K
nabopamopnou pabome

Iloozomoska k KOHmpoabHOU pabome

U3y4YeHHUE YU4eOHBIX TOCOOUI

Tema 9. Memoouxu no ynpaeienuro puckamu,
paspabomarmvie poCCUUCKUMU CREYUATUCAMU U
yuenvimu. Ilpunamue peutenuii no pe3yromamam
oyenku puckos. Ilonumuxa o6pabomxu puckos.

Bueayauropnas,
M3Y4YCHHE YUCOHBIX MOCOOU

0J151 0UHO-3A04HOU hopmbl 00yUeHus

BOHpOCH, BBIHOCHUMBIC
Ha CaMOCTOATCIIbHOC N3YUCHUC

Komn-Bo
YacoB

dopma paboThI

Pazoen |. Hopmamueno-npagoevie 0cHO8b
AHAIU3A U OUEHKU PUCKOG

Tema 1. Hugopmayuonnas  6ezonachocms
npeonpusimusi. Cucmema 3awumol uUH@opmayuu
Kak 3xoHomuueckozo obvekma. Cywecmsyowue
noo0x00bl no anaiusy u ynpaenenuro Ub.
Cocmagnenue c1o68apsi mepmunHos u onpeoeieHull

Bneaynuropnas, y4yacTtue
CTYJCHTOB B  COCTaBJICHHUHU
TECTOB, H3Yy4YE€HHE Y4eOHBIX
1ocoOuil, COCTaBIEHUE CIOBAPS
TEPMHUHOB

Tema 2. Ananuz u ynpaenenue puckamu. OcHosHbie
nousmusl, 3a0aqu, yeau. Ilpeumywecmea oannozo
nooxooa. Cea3v  puckos ¢  yeposamu U
VAZBUMOCAMU Uk npeonpusmusl.
OKoHoMuueckas mooenb pucka.

Omeem  Ha  KOHMPONbHblIE  BONPOCHL K
JabopamopHtol pabome

Bneayauropnas,
U3y4eHUE y4eOHBIX MTOCOOUH

Tema 3. HopmamueHno-npasogvle OOKyMeHmMbl 8
obnacmu ynpasnenus puckamu. 150-15408:2002
«Obwue kpumepuuy. ISO 31000 «Menedsxcmenm
puckay. Memoowr ynpaenenus puckamu HB —
ISO/IEC 27005. Bepossmuocmuas mooens pucka
Omeem  Ha  KOHMPOIbHblE  BONPOCHL K
J1abopamopnou pabome

Bneaynuropnas,
U3y4eHHe y4eOHbBIX MOCOOui

Tema 4. Ynpasenenue puckamu 6 cucmeme
ungpopmayuonnwvix mexuonoeuut - NIST SP800-30.
Oyenka puckoé U5 — ENISA. Cmanoapm banxa
Poccuu

Iloozomoska k KoumpoawbHot pabome

10

BneaynuropHnas,

M3y4YeHre yueOHbIX MTOCOOMHiA,
NOJArOTOBKA K  KOHTPOJIBHOM
pabore

Pazoen |l. Memoouku u npozpammmusie
HPOOYKMbL RO YRPABIEHUIO PUCKAMU

Tema 5. Omanvl  ynpagneHus  puckamu.
Hnmeepayus ynpaenenus puckamu 6 HCU3HEHHblU
yuxn UC. OcHosHbie no0X00bl NO OYeHKe PUCKO8.
KOIU4ecmeeHHvle, KauecmeeHHvle, CMeuaHHble
Memoowl. Memoouxa MSAT.

Omeem  Ha  KOHMpOAbHbIE  BONPOCHI K
J1abopamopHou pabome

Bneaynuropnas,
M3y4YeHHE yUeOHBIX ToCcoOui

Tema 6. Memoouka CRAMM. Memoo CORAS.
Memoouxa VSRisK.
Omeem Ha KOHMPOJIbHbIE ~ 80NPOCHL K

BneaynuropHnas,
H3y4deHne yueOHbIX MocoOmit
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Bomnpockl, BeIHOCHMBIE Kou-Bo
®opma paboTsI
Ha CaMOCTOSTEIbHOE U3YUCHUE 4acoB
J1abopamopnou pabome
Tema 7. Memoouxa FRAP. Memoouxa OCTAVE. 8 BueaynutopHnas,
Memoouxa PTA H3y4YeHHUE YU4EeOHBIX TOCOOUI
Omeem  Ha  KOHMPONbHbIE  BONPOCHL K
Jaabopamopnou pabome
Tema 8. Memoouxa RiskWatch. Memoouka 8 BueaynutopHnas,
komnanuu Microsoft. H3ydeHUe y4eOHBIX MOCOOUIA,
Omeem  Ha  KOHMPONbHbIE  BONPOCHL K BBITIOJIHEHHE KOHTPOJIbHOH
nabopamoptou pabome paboThl
Iloozomoska k KOHmMpoabHOU pabome
Tema 9. Memoouxu no ynpasienuro puckamu, 10 Bneaynuropnas,
paspabomannvle poCCUlCKUMU CREYUATUCTNAMU U n3ydeHue yueOHbIX TOCOOuH,
yuenvimu. [lpunsmue pewienutl no pe3yibmamam COCTaBJICHHE 0030pa METOJUK
oyenku puckos. Ilonumuxa 06pabomxu puckos. OLIEHKU PUCKOB

5.3. Buabl u (popMbI IUCbMEHHBIX PA0OT, NPEAYCMOTPEHHBIX IPH OCBOEHHH TUCIHILIMHBI
(MonyJisi), BBINOJIHSIEMbIe 00YYAKIUMHCS CAMOCTOSITEILHO

CnoBapb OCHOBHBIX TEPMHMHOB H OIpeJeJIeHHH, KacalolUuXCsl pPHUCK-MEHEKMEHTa —
oopmisieTcss B meyaTHOM BHJIE Ha JiucTax ¢popmara A4 win B pyKOITMCHOM BHJIE B TETPAJIH.

O030p MeTOANK OLIEHKH PUCKOB — 0OpMIISICTCS B IEYATHOM BHJIC HA JINCTaX opmaTta A4 wim
B PYKONMCHOM Buje B TeTpaau. CoIepUT KpaTKyro MH(POPMALMIO O PACCMOTPEHHBIX B Ipoliecce
Oo0y4eHHs METOJUKAaX OIIEHKH DPHUCKOB: HANMEHOBAHUE, pPEATN3YyeMbIii MeToja (KOJIWYEeCTBEHHBIH,
Ka4yeCTBEHHBIN, CMEIIAHHBIN), 3Talbl OLIEHKH, OCHOBHBIE (hOPMYJIbl U IIKAJIbI (IIPH HEOOXOJUMOCTH).
Moxet ObITh 0()OpMIIEH B BHJIE TAOJIUIIBI.

Otuer no nadopaTopHoii padore — oopmisieTcss B IIEKTpOHHOM BHe: popmar nmucta A4,
KHIMJ)KHAsl OpHEHTalMsl cTpaHulbl. OT4eThl Mo JiabopaTOopHOM paboTe MMEET THUTYNIbHBIM JIMCT, Ha
KOTOPOM yKa3blBaeTcs HanMeHoBaHue aucuumineel, ®UO wu rpynna wucnonnutens, OdUO
npenojaBaTesis, NIPUHUMAIONIEro oTyeT. B oTuere mo kaxxaoi J1abopaTopHOM paboTe AOIKHO OBITH
NPEJCTaBICHO HAaWMEHOBaHHE pPa0OThl, I€7b, XOJA BBINOJHEHHUS PAa0OOThl (CKPUHILOTHI, KpaTKoe
TEKCTOBOE OIMCAHKE), BBIBOJBI [0 pe3ysibTaTaM paboTHhI.

6. OBPA3OBATEJIBHBIE U UTHOOPMALIMOHHBIE TEXHOJIOT'NU
B yuebHOM mpoliecce npeaycMaTpuBaeTcsl UCIOJIb30BAaHUE AKTUBHBIX U MHTEPAKTUBHBIX (OPM
MIPOBE/ICHUS 3aHATUH, B TOM YHCIIe pa300p KOHKPETHBIX CUTYAIU.
[Tpu peanuzanuuy pa3iInyHBIX BUJIOB Y4eOHOM pabOThl MO AMCLUUIIMHE MOTYT HUCIOJb30BaThCS
3JIEKTPOHHOE 00y4YeHHE U TUCTAaHIIMOHHBIE 00pa30BaTeIbHbIC TEXHOIOTHH.

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTUH

Tab6anna S. O0pa3zoBaTebHbIC TEXHOJIOTHH, HCIIOJb3yeMble IPH PeaIu3alii Y4eOHbIX 3aHATHH

Paszpnen, Tema dopma yueOHOro 3aHATHS
JUCLUTUIAHBI (MOIYIIS) Jlexuust [TpakTyeckoe JlaGopatopHas

3aHsTHE, CEMUHAp pabora

Pazoen |. Hopmamueno-npaeogvie 0cHOGbl AHAIU3A U OYEHKU PUCKOG

Tema 1. Ungpopmayuonnas Ob63opnas nexkyus He 6bINONHEHUE

0e30nacHocmo NPeonpusmusl. npeoycMompeHo mecma

Cucmema 3awumsl uHgopmayuu

KAK 9KOHOMUYECK020 00bekma.
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Cywecmsyrouue nooxoovt no
ananuzy u ynpaenenuio Ub.

Tema 2. Ananu3z u ynpaenenue Jlexyus-ouanoe He 8bINOIHEHUE
puckamu. Ocrnoenvie NOHAMUS, npeodycmompeHo n1abopamopHol
3a0ayu, yenu. Ilpeumywecmsa pabomul, ananus
0aHno2o nooxooa. Cesa3b puckos ¢ cumyayuu
yepozamu u yazeumocmamu Ub
npeonpusmus. IKOHOMUYecKas
MOOeb pucka.
Tema 3. HopmamusHno-npasogule Jlekyus He 8blNOIHEeHUE
0OKYMeHmbl 8 0Oaacmu npeoycmMompeHo 1abopamopHoll
ynpasnenus puckamu. 1SO- pabomuwl, ananus
15408:2002 «Obwue kpumepuuy. cumyayuu
1SO 31000 «Meneoscmenm
pucka». Memoowl ynpaenenus
puckamu Ub — ISO/IEC 27005.
Beposamnocmuas modens pucka
Tema 4. Ynpasnenue puckamu 6 Jlekyus He 8blNOIHEHUE
cucmeme UHGHOPMAYUOHHBIX npeodycmMompeHo KOHMPOIbHOU
mexnonoeuti - NIST SP800-30. pabomsi
Oyenxa puckos U5 — ENISA.
Cmanoapm banka Poccuu
Paszoen |1. Memoouku u npozpammusie npoOyKmol O YRPaeieHu0 PUCKAMU
Tema 5. Dmanvl ynpagnienus O630pHnas nexyus He 8bINOIHEHUE
puckamu. Uumezpayus npeodycmMompeHo J1abopamopHou
VYIPAaGienust pUCKamu 8 pabomul, ananus
arcuznennwiil yukn UC. OcnosHule cumyayuu
n0O0X00bl NO OYEHKe PUCKOB:
KOJIUYecmeeHHble, KauecmsaeHuble,
cmeuiannvle memoovl. Memoouxa
MSAT.
Tema 6. Memoouxa CRAMM. Jlexyus-ouanoe He 8bINOIHEHUE
Memoo CORAS. Memoouxka npeodycmMompeHo J1abopamoptoi
VsRisk. pabomul, ananusz
cumyayuu
Tema 7. Memoouka FRAP. Jlexyus He 8bINOIHEHUE
Memoouxa OCTAVE. Memoouxa npeodycmMompeHo KOHMPOILHOU
PTA pabomul,
8bINOIHEHUE
1ab6opamopHoul
pabomuwl, ananuz
cumyayuu
Tema 8. Memoouka RiskWatch. Jlexyus-ouanoe He 8bINOIHEHUE
Memoouxa komnanuu Microsofft. npeodycmMompeHo nabopamopHoii
pabomul, anaiuz
cumyayuu
Tema 9. Memoouku no Jlexyus-ouanoe He BbINONHEHUE
VYIPAGNIEHUIo pUCKamu, npeoycCMOmpeHo nabopamopHoii
paspabomarnmwvie poccUticCKUMU pabombi

cneyuanucmamu U y4eHvLMu.
Ipunamue pewenuu no
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PE3YIbMAmam OYeHKU PUCKo8.
Tonumuka obpabomku puckos.

VYueOHbIe 3aHATHS 10 JUCHUIUIMHE (MOJYJI0) MOTYT MPOBOJHUTHCS C MPHUMEHEHUEM
UH(POPMAIIMOHHO-TEICKOMMYHUKALIMOHHBIX ~ CeTed  NpHU  OIOCPEIOBAaHHOM  (HA PacCTOSHUH)
MHTEPAKTUBHOM B3aMMOJICHCTBHU O0YUAIOIUXCs U TIpernoaaBareis B pexxumax online u (wim) offline B
dbopmax BUIEOTECKINH, JIEKIUH-TIPE3eHTaIHi, BUACOKOHpEepeHIINH, codece10BaHus B pexxiMe popyma,
JaTa u JIp.

MakcumanbHbIi  00BEM  3aHATHH  oOydaromerocs ¢  HPUMEHEHHEM  DJICKTPOHHBIX
00pa3oBaTEeNbHBIX TEXHOJIIOTUI HE JIOJDKEH MPEBHIATh 25%.

6.2. UndopManiuoHHbIe TEXHOJIOTHHI

[Tpu peanu3zanuy pa3IMuHbIX BUIOB y4eOHON 1 BHEyUeOHOM paboThl HCIIOIB3YIOTCS CIIELYIOLHIE
MH(OPMALIMOHHbBIE TEXHOJIOTHH:

— HCHOJb30BAHHWE BO3MOXKHOCTEM HMHTEpHETa B YdeOHOM Impolecce (pacchuika 3aJjaHu,
IIPEOCTaBIIEHUE BBIITOJHEHHBIX pab0T, OTBETHI Ha BOIIPOCHI, 03HAKOMJICHHE 00YYaIOLIUXCS C OLIEHKaMU
UT. 1),

— HUCHOJb30BAHUE AJIEKTPOHHBIX YYEOHMKOB M PA3IMUYHBIX CAWTOB (HAIpHUMEp, IMEKTPOHHBIX
OMOIMOTEK, )KYPHAIIOB U T. [I.) KAK HCTOYHUKOB HH(POPMALIUH;

— MCIOJIb30BAaHUE BO3MOXKHOCTEM 3JIEKTPOHHOM IMOYTHI IPENOAABATEIIS;

— HCHOJB30BaHUE CPEICTB NPEACTaBICHUs Y4eOHOW WH(pOpManuu (IEKTPOHHBIX YIEOHBIX
MOCOOWH U MPaKTHKYMOB, IPUMEHEHNE HOBBIX TEXHOJIOTHUHN JUIS MIPOBEICHHS OYHBIX (TPaTIUIIMOHHBIX)
JIEKIMH U CEMUHApPOB C UCIOJIb30BAHUEM MIPE3CHTALU U T. [1.);

— HWCHIOJB30BaHME BHUPTyalnbHOH oOyuaromend cpeasl (LMS Moodle «DnekrponHoe
o0pa3oBaHMe») WIM UHBIX WH()OPMAIIMOHHBIX CUCTEM, CEPBHCOB M MECCEH]IKEPOB]

6.3. IIporpammHoe o0ecrnieueHne, coBpeMeHHble NpodeccHoHATbHbIE 0a3bl JaHHBIX
1 HH(OpMaLHOHHBIE CIPABOYHbIC CHCTEMBbI

[Tpu peanu3auuu JUCHUIUIMHBI (MOAYJIS) HCIOJIb3YETCS IMPUBEIEHHOE HUXKE MPOrpaMMHOE
obecriedeHre, COBpeMEHHbIe NpodeccuoHanbHble 0a3bl JaHHBIX M MH(GOPMAIMOHHBIE CIPAaBOYHBIE
cucteMbl. [Ipu HEOOXOJUMOCTH X COCTAB MOAJIEKHUT OOHOBIICHUIO.

6.3.1. [IporpamMHoe obecnieuenmne

HaumeHnoBaHue nporpaMMHOro odecnedeHus Hasnauenue
Adobe Reader [Tporpamma ajist MpPOCMOTpPa NEKTPOHHBIX
JIOKYMEHTOB
[Tnarpopma aucraniponHoro odydenns LMS Moodle | Bupryasnbphas o0y4aromas cpena
Mozilla FireFox Bbpayzep

Microsoft Office 2013, Microsoft Office Project 2013, | OducHas nporpamma
Microsoft Office Visio 2013

7-zip ApxuBaTop

Microsoft Windows 10 Professional OmnepanuoHHas CUCTEMa

Kaspersky Endpoint Security CpecTBO aHTUBUPYCHOM 3aIUTHI
Google Chrome bpaysep

Microsoft Security Assessment Tool. Pexxum moctyma: | [Iporpammer st nHGOPMAIIMOHHON
http://www.microsoft.com/ru- 0e30macHOCTH

ru/download/details.aspx?id=12273 (Free)

Windows Security Risk Management Guide Tools and
Templates. Pexum JIOCTYTIA:
http://www.microsoft.com/en-
us/download/details.aspx?id=6232 (Free)
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Microsoft Visual Studio Cpena pa3paboTku
PyCharm EDU Cpena pa3zpaboTku

6.3.2. CoBpemMeHHbI€ POecCHOHAbLHBIE 0a3bI TAHHBIX M HH(OPMAIIMOHHbIE CIIPABOYHbIE
CHCTEMBI

1. YHuBepcanbHas  CHPaBOYHO-WUH(POPMAIMOHHAs  IOJHOTEKCTOBas  0a3a  JIaHHBIX
nepuoandeckux m3nanuii OO0 «MBUC» http://dlib.eastview.com

2. DJEKTPOHHBIC BEPCUH MEPUOINICCKUX U3IaHHIA, pa3MEIIeHHbIC Ha caiiTe MH(DOPMAITHOHHBIX
pecypcoB Www.polpred.com

3. Dnektponnblii karanor Hayunoit 6ubnnorexku AI'Y Ha 6aze MARK SQL HITIO «Muadopm-
cuctem»: https://library.asu-edu.ru/catalog/.

4. DnextponHbii katanor «Hayunsie sxypHansl AI'Y»: http://journal.asu.edu.ru/issledovaniya-
i-innovacii/11745-nauchnye-jurnaly-agu.html.

5. KopnopatuBHbIi TPOEKT ACCOIMAIMM PErHOHAIBHBIX OMOIMOTEYHBIX COHCOPIIMYMOB
(APBMKOH) «MexpernonanbHas aHamuTHueckas pocnuch crateit» (MAPC) http://mars.arbicon.ru

6. CnpaBounas npaBoBas cucrema Koncynprantllntoc: http://www.consultant.ru

7. ®OHJ] OHEHOYHBIX CPEACTB /151 NIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N IMTPOMEXYTOYHOU ATTECTAIIH 1O JUCIHUIIVIMHE (MOAY JIIO)

7.1. IlacniopT ¢oHIa OLIEHOYHBIX CPEICTB

[Tpu npoBeeHNH TEKYILLIET0 KOHTPOJIS U IPOMEKYTOUYHOM aTTeCTAllMU 110 JUCIUILINHE «AHAIN3
U OLIEHKa PUCKOB» IPOBEpsieTCs COPMHUPOBAHHOCTh y OOYHYAIOUIMXCS KOMIIETCHIIMH, YKa3aHHBIX B
pazzgene 3 HACTOSIIEH NPOTrpaMMbl. DTAamHOCTH (POPMHUPOBAHUS JAHHBIX KOMIIETEHIMI B Tpoliecce
OCBOEHHUs 00pa30BaTEIbHONW MPOTrpaMMBbl ONpPEAENSIETCs MOCIeA0BaTeIbHBIM OCBOCHUEM JIHCLUILUINH
(Moaynei) U mpOXOXACHUEM IPAKTHK, a B MPOLIECCE OCBOEHUS JUCLUUIUIMHBI — IOCIEI0BATEIbHBIM
JOCTHKEHUEM Pe3yJIbTaTOB OCBOSHHUS COJIEPIKATENIbHO CBA3aHHBIX MEXy COOO0M pa3/iesioB, TEM.

Tabéauna 6. CooTBeTcTBHe pa3iesoB, TeM JAMCHUIVIMHBI (MOAYJisl), Pe3ybTaTOB O00y4eHHUsl
N0 JMCHHUIINHE (MOAYJII0) H OLIEHOYHBIX CPeICTB

KonTponupyemsrit paznen, Tema nucuuiuinabl | Koa KoHTpoiaupyemoit HaumenoBanue
(Moyis) KOMIETEHIINU OIIEHOYHOTO CPEJCTBA

Pazoen |. Hopmamueno-npagogvie 0cHogul I1K-1, TIK-2

AHAIU3A U OUEHKU PUCKOG

Tema 1. Ungpopmayuonuas 6ezonacHocms I1K-1, TIK-2 Tectr, mnpakTuueckoe

npeonpusamus. Cucmema 3aujumsi 3aJjaHue, BOIPOCHl K

uHgopmayuu KaKk IKOHOMULECKO20 0ObeKma. 9K3aMeHy

Cywecmsyrouue nooxoovl no aHaiu3y u

ynpaenenuio Ub.

Tema 2. Ananuz u ynpaeénenue puckamu. ITK-1, [K-2 3agauu, 3aJaHUEe U

OcnosHble nonamus, 3a0a4u, yemu. BOIPOCHI K

Ipeumywecmea oannozo nooxooa. Cenzv nabopaTopHOI

puckos ¢ yeposamu u ysaseumocmsamu M5 pabote, BONpPOCHI K

npeonpusmus. IKOHOMUYECKAsI MOOEb JK3aMeHy

pucka.

Tema 3. Hopmamusno-npasogvle 00KymeHmbl ITK-1, [K-2 3aJlaH€ M BOIPOCHI K

6 obnacmu ynpasnenus puckamu. 1SO- nabopaTtopHoOi

15408:2002 «Obwue kpumepuuy. 1ISO 31000 paboTte, BONpPOCHl K

«Menedorcmenm puckay. Memoowi HK3aMEHY



http://dlib.eastview.com/
http://www.polpred.com/
https://library.asu-edu.ru/
http://journal.asu.edu.ru/
http://mars.arbicon.ru/
http://www.consultant.ru/
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KonTponupyemsiii paznen, Tema nuciuiuinabl | Koa KoHTponupyemoit HanmenoBanue
(Momynis) KOMIIETEHITUHA OLIEHOYHOT'O CPEACTBA

ynpaenenus puckamu Ub — ISO/IEC 27005.

Bepoamnocmuas modens pucka

Tema 4. Ynpaenenue puckamu 6 cucmeme ITK-1, TTIK-2 Bomnpocsr

ungopmayuonnwvix mexunonozuti - NIST KOHTPOJIbHOH pPabOThI

SP800-30. Oyenxa puckos Ub — ENISA. Nel,  Bompocel Kk

Cmanoapm banka Poccuu 9K3aMEHY

Pazoen |l. Memoouku u npozpammuoie

nPOOYKMbL RO YRPABIECHUIO PUCKAMU

Tema 5. Dmanvsl ynpasnenusi puckamu. ITK-1, TTIK-2 3agaHue U BOMPOCHI K

Humezpayus ynpasnenus puckamu 6 1abopaTopHOit

arcusnennwtil yuxn MC. OcrosHbie no0xo0vl no pabote, BOIPOCHI K

OYeHKe PUCKOB. KOTUYECMBEHHbLE, 9K3aMeHy

KauecmeeHHbvle, CMeulaHHble Memooul.

Memoouxa MSAT.

Tema 6. Memoouxa CRAMM. Memoo I1K-1, IIK-2 3agaHue U BOMPOCHI K

CORAS. Memoouxka vsRisk. 71a00paTOpHOit
paboTe, BOMPOCHl K
9K3aMeHy

Tema 7. Memoouxa FRAP. Memoouka IIK-1, IIK-2 3agaHue U BOMPOCHI K

OCTAVE. Memoouxa PTA nabopaTopHOi
paboTe, BOMPOCHl K
9K3aMeHy

Tema 8. Memoouka RiskWatch. Memoouxa [1K-1, T1K-2 3aaHue U BOIIPOCHI K

komnanuu Microsofft. nabopaTopHOI
paboTte, BONpPOCHl K
KOHTPOJILHON paboTe
Ne2,  Bompocel Kk
JK3aMeHY

Tema 9. Memoouxu no ynpagnenuro puckamu, [TK-1, ITK-2 [IpakTrueckoe

paspabomanmvie poccUuticKUMU 3a/laHue, BOIPOCHI K

cneyuanucmamu u yyenvimu. Ilpunamue 9K3aMeHy

peuteHuti no pe3yibmamam OYeHKU PUCKOS.

Tlonumuxa obpabomku puckos.

7.2. Onucanue mokasartesieil ¥ KpuTepueB OLEHNBAHUS KOMIIETEHIHI, ONUCAHME IIKAJ
OLICHUBAHNA
J1st o11eHKHU pe3yabTaToB 00yUEHUs MPUMEHSIIOTCS CIEAYIOLINE KPUTEPUHI

Tab6auuna 7. [lokazaTenn onleHUBaHHUS Pe3y/1bTATOB 00y4YeHUs] B BU/e 3HAHUM

IIIxama
Kpurepun oniennBanus
OLICHUBAHUS

JEMOHCTPUPYET TJIyOOKOe 3HaHHE TEOPETHUECKOTO MaTepuana, YMEHUe
5 000CHOBAaHHO M3JIaraTh CBOM MBICIIH IO 00CYKIa€MbIM BOIIPOCAaM, CITOCOOHOCTh
«OTJIMYHO» | TIOJTHO, TIPABHJILHO M apryMEHTHPOBAHHO OTBEYATh Ha BOMPOCHI, MPUBOIUTH

TIPUMEPBI
4 JEMOHCTPHUPYET 3HAHWE TEOPETUYECKOTO MaTepualia, €ro IOoCIeI0BaTeIbHOe
«XODOLION M3JI0’KEHUE, CIOCOOHOCTH MMPUBOIUTE TPHUMEPHI, TOTYCKAET CTUHUIHBIC OITNOKH,

p WCIPaBIIIeMBbIE MOCIIe 3aMEUYaHHsI PO 1aBaTEsI

3 JEMOHCTPHPYET HEMoJIHOEe, (hparMEeHTapHOE 3HAHUE TEOPETUICCKOT0 MaTepHalia,
TpeOylolee HaBOISIINUX BOIPOCOB MPEMNoaBaress, NTOMYCKAaeT CYIIECTBEHHBIC
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[Ixana
Kputepun oneHnBanus
OIICHUBAHUS
«YAOBIETBOPHU | OMIMOKK B €ro H3JIOKEHUH, 3aTPYAHSETCS B MPHUBEACHUU MPUMEPOB U
TEJIHLHO (hOpMyIIMPOBKE BHIBOJIOB
2 JIEMOHCTPHUPYET CYIIECTBEHHbIE MPOOeibl B 3HAHUU TEOPETUUECKOr0 MaTepHara,
«HEYJ/IOBJIETBO | HE CIIOCOOEH €T0 M3JIOKHUTh U OTBETUThH Ha HABOJIAINIKE BOMPOCHI IPEIOIaBaTers,
PUTENIHO» | HE MOXKET MPUBECTHU MIPUMEPHI
Tabauna 8. [loka3aTenn oneHUBaHUs pe3yJIbTaTOB 00y4YeHHsl B BU/le YMEHHUIl U BJIaJIeHUH
[Ixana
Kpurepuu onenuBanus
OIICHUBAHMS
5 JEMOHCTPHPYET CIIOCOOHOCTh MPHUMEHSATh 3HAHHE TCOPETHUYECKOTO Marepuala
IIPH BBITIOJTHEHUH 3a/1aHUH, TOCJIEIOBATEIHHO U MPABUJIHLHO BBIMOIHSIET 3aJaHus,
(OTIIAHOY yMmeeT 000CHOBAHHO M3JIaraTh CBOM MBICIIU U JIeJIaTh HEOOXOMMBIE BBIBOIBI
JEMOHCTPUPYET CIOCOOHOCTh NMPUMEHSTHh 3HAHHE TEOPETUUYECKOr0o MaTepualia
4 MIPH BBITIOJTHEHUH 3aJIaHUH, TOCIIEIOBATEIHLHO U MPABUIIHLHO BBIMOIHSIET 33aJaHus,
yMeeT 00OCHOBaHHO HW3JIaraTh CBOM MBICIH U JIeJaTh HEOOXOJMMBIE BBIBOIBI,
(Xoporo» JOMYCKaeT  eQUHUYHbIE  OIIMOKW, HCIpaBisIeMble  IOCIEe  3aMEYaHUs
npenojaBaTens
3 JEMOHCTPUPYET OTHEeIbHbIe, HECHCTEMAaTU3UPOBAHHBIC HABBIKH, HCIIBITHIBAET
«YIOBIICTBOPH | 3aTPYIHEHUS W JOIYCKACT OIIMOKW IPH BHINIOJHCHWH 3aJaHWH, BBIMOIHSICT
TEIHHO» 3aJlaHue M0 MOJACKa3Ke MPernoaaBarens, 3aTpyiHsaercs B (opMyIHpoBKe BEIBOJIOB
2 HE CITOCOOEH MPaBUIBLHO BBHIMOIHUTD 33/IaHUS
«HEY/IOBJIETBO
PHUTEIHHOY

7.3. KOHTpOJIbeIe 3alaHUA U MHBIC MaTEepHaAJIbI, Heoﬁxouane AJIA OIEHKHU PE3yabTaTOB

o0yuyeHusi 10 TUCHMILINHE (MOIYJIIO)

Paznen |. HopmaTuBHO-IpaBOBbIE OCHOBBI AHAIN3A U OLICHKH PUCKOB

Tema 1. UndopmannonHas 0e30nacHOCTb npeanpuaTusa. CucreMa 3aluThl HHPOPMALMH KAK
IKOHOMHYECKOro 00bexkTa. CylecTBylonye NoAX0/Abl 10 aHaJIu3y U ynpasJjennio Ub.

1. Bxoonoe mecmuposanue (IlpumepHble TECTOBbIE 3aJaHUS)

1. TlombITKa YHMUYTOXEHMS,

PAaCKpbITHA, HU3MCHCHUA, 6J'IOI(I/IpOBaHI/IH, Kpaxu,

HCCAHKIIUOHUPOBAHHOI'O JOCTYIIA K AKTHBY U €TI0 HCCAHKIITMOHUPOBAHHOI'O UCIIOJIB30BaHUA

a. Araka
b. Axrtus
C. ¥Yrposa

d. BozpelicTBue

2. CucreMaTHYeCKOE HCIOJIb30BaHUE I/IH(I)OpMaL[I/II/I JUIS BBISIBJICHUS HCTOUYHUKOB U OLICHKH PUCKaA

a. Araka
b. Amnamu3 pucka
C. VYrposa

d. BospelicTtBue

3. Coueranue BCPOATHOCTHU COOBITHS U €r0 MOCJIEICTBUI

a. Puck

b. Araka
C. AKTHUB
d. VYrposa

MOJIYYCHHA
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4. Bo3MOKHas IPUYMHA HEXKEIATEIbHOTO HHITUICHTA, KOTOPBI MOXKET HAHECTH yiiepba cucreme
WJIH OpTaHUu3aIiH
a. Araka
b. Anamms
C. Yrposa
d. Bo3zgelicTtBue

5. Cnaboe MecTo akTHBa WJIA MEPbl U CPEJCTBA KOHTPOJIS U YIPABJICHHS, KOTOPOE MOXKET ObITh
KCIOJIB30BAHO YIPO30i1
a. Ys3BUMOCTb

b. Puck
C. Araka
d. AxrtuB

2. Ilpakmuueckoe 3a0anue «Cnosapv 0CHOBHBIX MEPMUHOE U ONPedeTeHUIL)

N3yunth OCHOBHBIE TEPMHHBI U OTpeiesieHus B cpepe puck-mMmenemkepa. CoctaBuTh clioBaphb (B
TETpaay WIKA Ha TUCTaxX A4) ¢ yKa3aHHUEM CChUIKM Ha UCTOYHUK JINTEPATYPHI.

Tema 2. AHaiu3 u ynpaJieHue puckamu. OCHOBHbIE OHSITHSA, 321a4UH, 1[eJIH.
IIpenmymecTBa 1aHHoro nmoaxoaa. Cesi3b pUCKOB € yrpo3amu u ysissumoctavmu Ub
npeanpuaTHs. JKOHOMHYECKAsA MO/IeJIb PUCKA.

1. Ilpaxmuueckoe 3a0anue (Pemnts 3a1a4y)

e Ormenute yiiepO, BO3HUKIIMIA BCICICTBUE aTakd Ha 3allUINACMbI OOBEKT, MPH 3aJaHHBIX
JAHHBIX: BPEMsI TIPOCTOS BCJICJCTBHE aTaku — 2 4aca, BpeMsi BOCCTAHOBJICHHUS ITOCIIC aTaKU — 8 YacoB,
BpEeMs TIOBTOPHOT'O BBOJIa HH(POPMAITUH — § YacoB, 3apIuiaTa 00CIy)KHBAIOIIETO IMEPCOHAA 32 MECSI] —
5000 pmen. en., 3apmiata COTPYOHHKOB artakoBaHHoro y3ma — 6000 geH. en., KOJIUYECTBO
00CITYKMBAIOMIETO TIEPCOHANA (AAMUHUCTPATOPORB) — |, KOIMIECTBO COTPYAHUKOB aTAKOBAHHOTO Y3JIa
—4, 00Bbem mpogax atakoBaHHoro y3ina 3a rog— 1 000 000 neH. en., CTOMMOCTB 3aIIUTHI OOCTYKHBaHHS
1 3aracHeIX yacteit — 0 J1eH. el1., 9UCII0 aTaKOBAHHBIX Y3JI0B — 1, 4HCII0 aTak B o — 5.

2. Jlabopamopnasn paboma Nel «IKonomuueckas mooenb OUeHKU PUCKOB)

3AJJAHUE

Hanucath nporpammy, peajin3yromyro 3KOHOMUYECKYIO MOJIeNb OLIEHKU PUCKOB.
KOHTPOJIBHBIE BOITPOCHI

1. TlonsTHe yA3BUMOCTH, YIPO3bl, aTaKH, PUCKA, OLICHKH pHCKa.

2. DKOHOMHYECKast MOJIEIIb OIIEHKU PUCKa: OCHOBHOE CO/IEPXKAaHUE, JOCTOMHCTBA, HEJJOCTATKH.

Tema 3. HopmaTuBHO-IPABOBbIE JOKYMEHThI B 00J1aCTH ynpaBjeHusi puckamu. ISO-
15408:2002 «O6mue kputepun». ISO 31000 «MenexxxMeHT pucka». MeToabl ynpaB/jieHUs
puckamu Ub — ISO/IEC 27005:2011. BeposiTHOCTHAst MOJe/Ib PHCKA

1. IlIpakmuueckoe 3a0anue (Pemuts 3a1auy)

e Ouenure puck s yenyru VPN, ecnu: BepositHOCTh 3amuineHHocT [1K 0,9. BepositHocTh
3alIMIIEHHOCTH MOrpaHuyHOro mapupytuszatopa 0,999, BEposSTHOCTh 3alIMIIEHHOCTA MEXCETEBOTO
skpana 0,999. OcHOBHOI yrpo30ii 111 cepBepoB (cepBepa MOJUTHKH, cepBepa cepTu(rKaToB, ceppepa
nocryma) sisisiercst yrpoza HCI. Mepst u cpeactsa 3amutsl oT HCJI mpencrasienst B Tadnuie 2. 1. [pu
HaJU4YUM OXpaHbl M MPONYCKHOW CHUCTEMbl NEpBbIE 3 3alllUTHBIE MEPhl MPEOAOJEBAIOTC C
BepoaTHOCcThIO 0,75. Ilpu HCHoNb30BaHUM CMEHSEMBIX TapoJiel 3amuTHbIE Mepbl 4, 5, 6
npeoiosieBatoTes ¢ BepossTHOCTHIO 0,3. [Ipu Hanmmyum Kpunrorpaguyeckux CpeicTB 3aIUTHI AecsATast
3aIUTHAsI Mepa mpeooeBaeTcs ¢ BeposTHocThio 0,01. 3ammuTHbie Mephl 7, 8, 9 HE HCTIOIB3YIOTCS.

L4 OLICHI/ITC BCJIMYNHY pHUCKa IJIid I/IH(I)OpMaI_[I/IOHHOl“O AKTHUBA4, PpPaCIOJIOKCHHOI'O Ha
NEpCOHAILHOM KOMIILKOTCPE B KaOuHeTe y‘-IC6H01"O Kopmyca, MPCIJIOKCHHOM MPCOAaBaTCIICM.
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CaMoCTOATENBHO ONPEAEIUTD IIepedeHb Mep U cpeacTB 3amuTel oT HCJl Ha myTH K JTaHHOMY aKTUBY U
BEpPOSITHOCTH MX MPEOI0JICHUS (TIPUMEPHBIN TIepeueHb MPEACTaBICH B TAOIHUIIE).

CoNo~ LN E

[ERY
o

-
-

1.

2. Jlabopamopnuas paboma Ne2 «Bepoamnocmuasa mooesib 04eHKU pUcKoe)

3AIAHUE

Hanucats mporpaMmy, peanu3yroniyt0 BEPOSTHOCTHYIO MOJIENb OILEHKHM PUCKOB Ha MpHUMEpe

arak Ha VPN. [lna y3moB VPN 1mnpenycMOTpeTh BO3MOXKHOCTH 33JlaHUS BEPOSTHOCTH

3aIUIIEHHOCTH WK BeIOOpa Mep 3amuthl oT HC/I.

KOHTPOJIBHBIE BOITPOCHI:

1. Mogenb pucKa THIIA «y3Jia»: OCHOBHOE COJIEp>KaHue, IpUMeEp.

2. BeposiTHOCTHAst MOJIeNIb: OCHOBHOE COJIepKaHKe, JOCTOMHCTBA, HETOCTATKH.

3. OTnnure BepOSATHOCTHON MOJIENIN OLIEHKH PUCKOB OT YKOHOMUYECKOM MOJENU OLIEHKH
PHUCKOB.

Tema 4. YnpaBJjieHue puckaMu B cuctemMe uHpopmanuoHHbix TexHogorui - NIST SP800-
30. Ouenka puckoB Ub — ENISA. Cranpaprsl banka Poccun

1. Konmponvnan paboma Ne 1

OCHOBHBIE TIOHATHUS: YTPO3a, YSI3BUMOCTh, aTaka, PUCK, OIIEHKA PHUCKA.

KonuyecrBeHnHast orieHKa puCKOB. JJOCTOMHCTBA, HEAOCTATKH MOIXO/1A.

KagecTBenHast orieHKa prcKoB. JJOCTOMHCTBA, HEOCTATKH MOIXOAA.

DKOHOMHYECKAasi MOJIEIb OLIEHKH PUCKOB.

BepOﬂTHOCTHaﬂ MOZACIIb OCHKU PHUCKOB.

Knaccudukanus yrpo3 nuHpopManmoHHol 0€30MacHOCTH.

DTarnbl yrpaBieHUs PUCKaMHU.

YrpaiieHue puckaMy U KU3HEHHBINA ITUKI MHPOPMAILIMOHHOM CUCTEMBI.

I'OCT P UCO/MBK 15408-1-2012 «Metoasl u cpeactBa obOecrnedeHus 0e30macHOCTHY.
[TonsTHs 6€30MaCHOCTH M UX B3aUMOCBSI3b.

. Onenka pucko no 'OCT P UCO/MBK 15408-1-2012 «Metoasl u cpeactBa obecrneueHus

0€30I1aCHOCTI.

.TOCT P UCO/MBK 15408-1-2012 «Metoasl u cpenactBa obecrneueHus 0e30mMacHOCTUY.

ITpoduiib 3amUTHI

Pazgen |l. MeTroauku n nporpaMMHbIe IPOAYKTHI N0 YIPABJIEHHUI0 PUCKAMH

Tema 5. dTanel ynpasjienust puckamu. UHTerpauus ynpapJjieHusi pucKamMu B
sku3HeHHbIN HUKI UC. OcHOBHBIE OAX0ABI 0 OLIEHKE PUCKOB: KOJINYeCTBEHHbIE,
KavecTBeHHbIE, cMellaHHble MeTobl. MeToanka MSAT.

Jlabopamopnan paboma Ne3 «Cpedcmeo oyenxu puckos «Microsoft Security Assessment
Tooly (MSAT)»

3AJJAHUE

1. YcranoBuTh mporpamMMHoe cpenctso Microsoft Security Assessment Tool.

2. ITpoBecTu O1leHKY PHCKOB MH(OPMAIIMOHHON 0€30MaCHOCTH BBIOPAHHOTO MPEAIPUSATHS
¢ ucmoJib30BaHueM mporpammbl Microsoft Security Assessment Tool.

KOHTPOJIBHBIE BOITPOCHI

1. Tlonsarue npoduns pucka it Gu3zHeca.

2. KoHuenus «311eI0HPOBaHHOMN 3aIUThD».

3. [oHsATHE YpOBHS 0€30MTACHOCTH OpPraHU3AIHH.
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Tema 6. Metoauka CRAMM. Merox CORAS. Meroauka VsRisk.

1. Jlabopamopnas paboma Ne4d «Cpedocmeo kauecmeennoii ouenku puckoe vsRisk»

3AJIAHUE

1. VYcranosButh vsRisk.

2. IIpoBecTH OIEHKY PUCKOB MH(MOPMAIMOHHON 0€30IMaCHOCTH BBHIOPAHHOTO MPEAPUATHS
C UCIIOJb30BaHneM VsRisk.

KOHTPOJILHBIE BOITPOCHI

1. MetoauKa OIEHKH PUCKOB, peain30BaHHAas B IPOrPaMMHOM poaykTe VSRIisK.

2. DraIibl OIEHKH PHCKOB.

3. AKTUB, THUIIBI AKTUBOB.

4. Puck, yrposa, ys13BUMOCTb, MEXaHHU3MbI KOHTPOJIS.

Tema 7. Meroauka FRAP. Meroauka OCTAVE. Meroauka PTA

1. Jlabopamopnas paboma Ne5. Cpedocmeo konuuecmeennoii oyenku puckoe Practical Threat

Analysis

3AJIAHUE

1. VYceraHoBUTH porpaMMHbIN TPOayKT PTA.

2. [TpoBecTy OIEHKY pUCKOB HH(POPMAITMOHHON O€30IMaCHOCTH BHIOPAHHOTO MPEATPUATHS
C UCIMOJb30BaHUEM MPOrpaMMHOro poaykra PTA.

KOHTPOJIBHBIE BOITPOCHI

1. B3auMoCBsI3b MOHATUHN aKTUB, YIp03a, YI3BUMOCTb, KOHTpMepa B MeToauke PTA.

2. Metonuka PTA: OCHOBHBIC dTaIlbl.

3. CpaBHenue pe3ynbratoB konmudectBeHHor (PTA) u kauectBeHHOM (VSRISK) OIeHKH PUCKOB.

Tema 8. Meroanka RiskWatch. Meroagnka komnanun Microsoft.

1. Jlabopamopnas paboma Ne6. Memoouka ynpasnenus puckamu Microsoft (The Security

Risk Management Guide)

SANE N

How =

©wWooN U

3AJIAHUE

[TpoBecTu oOlLeHKY pUCKOB WH(GOPMAIMOHHON 0€30MacHOCTH BBIOPAHHOTO MPEANPUATHS C
WCIIOJIb30BaHUEM METOAMKH KoMmmaHuu Microsoft.

KOHTPOJIBHBIE BOITPOCHI

[Tporecc ympaBneHuss pruckaMu HH(MOPMAIMOHHOW Oe30macHOCTH, mpemiaraeMbrii Microsoft:
OCHOBHBIE JTaIlbI.

[TonsiTHe ypOBHSI 3pEJIOCTH OPTaHU3AIMH C TOYKU 3PEHUS YIIPABJICHHS pUCKaMU O€30MaCHOCTH.
Kiaccel aktuBoB B MeToauke Microsoft.

KauecTBeHHas oneHka puckoB B MeToauke Microsoft.

KonunuecTBeHnHas olieHKa pUCKOB B MeToAunKe Microsoft.

2. Koumponvnas paooma No2

Metox CRAMM: 1iens pa3paboTKH, KOHIIETIH, 00111as cXxeMa METo/1a.

UccnenoBanme cucremer Ub meromom CRAMM. Cramgus 1: WaeHtndukamus pecypcoB u
noctpoenue moaenu UC.

UccnenoBanue cucremer Ub meromom CRAMM. Craaus 2: AHanu3 yrpo3 U ysS3BHMOCTEH
Uccnenoanue cuctembl b meronom CRAMM. Cranus 3: Bei6op konTpmep. [locTonHcTBa U
HegocTatku MeToga CRAMM.

Meronuka FRAP.

Meton OCTAVE: ocHOBHBIC CBeICHHSI, pa3paboTKa POl yTPO3HI.

Meton OCTAVE: uaentuduxanmst ”HGpacTPyKTYPHBIX YSI3BUMOCTEH.

Meton OCTAVE: pa3paboTka cTpaTeruy ¥ IJIaHOB 0€30TIaCHOCTH.

Meroauka Risk Watch. Kpurepun yrpaBieHus: puckaMu U MX BBIYHCIICHHE.



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
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Meroauka Risk Watch. Dranel MmeTonuku.

Metox CORAS.

Meroauka ouenku prckoB Microsoft Security Assessment Tools.

MeTtoauka olieHKH pUCKOB KoMmaHuu Microsoft: kiiacchl aKTHBOB, 3Tall KAYECTBEHHON OLICHKHU
PHUCKOB.

MeToauka ONEHKHM PHUCKOB KomMmaHuu Microsoft: kiacchl akTUBOB, 3Tall KOJUYECTBEHHOM
OIICHKH PUCKOB.

ISO/IEC 27005:2011 «MeHnemkMeHT pUCKOB HWH(OpManMmoHHOW Oe3omacHocTHY. Cxema
IIpoLecca MEHEKMEHTA PUCKOB. Y CTAHOBJIEHNE KOHTEKCTa MEHE/PKMEHTA PHUCKa.

ISO/IEC 27005:2011 «MeHemKMEHT PUCKOB HWH(GOPMALMOHHON Oe3omacHoCTH». Kpurepuun
OIICHKH, BO3JICHCTBUS ¥ IPUHATHS PUCKA.

ISO/IEC 27005:2011 «MeHemKMEHT PHUCKOB HMH(POPMAIMOHHON Oe3omacHocTH». OO1iee
ornucaHue oleHk puckoB Ub: unenTudukanys akTuBoB, yrpo3, ysI3BUMOCTEH, CPE/ICTB 3aIUTHI
ISO/IEC 27005:2011 «MeHemKMEeHT pUCKOB HH(POPMAITMOHHON O€301aCHOCTHY. METOIOJIOTHSI
M3MEpEHUs pUcKa

ISO/IEC 27005:2011 «MeHemxMeHT puckoB MHGMOpMalMOHHON Oe3omacHocTU». OOpaboTKa
pucka. MOHUTOPUHT U IEPECMOTP, Iepeaada 1 MPUHATUE PUCKA.

Meroauka Practical Threat Analysis.

Tema 9. MeTOAUKH 110 YIIPABJIEHUIO PUCKAMH, pa3pad0TaHHbIEe POCCHIICKMMU

ClieMUAJIMCTAMU U YYCHBIMH. Hpmane peme}mifl Mo pe3yjabTaTaM OICEHKU PUCKOB. IToauTuKa

00padOTKHU PUCKOB.

1. O630p memoouk oyenku puckoe

Odopmutp Tabauiry
HaunmenoBanne METOIUKHT Peanmmzyemsblii MeTOT OTanbl OLIEHKNA, OCHOBHBIE
OIICHKH PUCKOB (KONMM4YeCTBEHHBIN, KAUeCTBECHHBIMH, (hopMyIIBI U IIKAJIBI

CMEIIaHHbI)

HRoOoo~NoGOr~WNE

11.
12.

13.
14.
15.
16.
17.
18.

0.

IlepeyeHb BONPOCOB U 3aJaHMH,
BbBIHOCHMBIX HA 3K3aMeH

OcCHOBHbBIE IOHATHS: YTPO3a, YA3BUMOCTb, aTaKa, PUCK, OLIEHKA PUCKA.

KonnyectBeHnHast orieHKa prCcKOB. JJOCTOMHCTBA, HEAOCTATKH MOIXOA.

KayecTBeHHast olieHKa pUCKOB. JJOCTOMHCTBA, HEOCTATKH MOIXOAA.

DKOHOMHUYECKast MOJIENb OLIEHKH PUCKOB.

BeposiTHOCTHast MOJ1eNb OLIEHKU PUCKOB.

Knaccudukanus yrpo3 nHpopManmoHHON 6€30MacCHOCTH.

OTtansl yIpaBieHUs PUCKaMU.

VYnpasiieHue puckamMy U 5KU3HEHHBIA [TUKI MHPOPMALIMOHHOW CUCTEMBI.

Metox CRAMM: 1iens pa3paOoTkH, KOHIIETIHS, 00II1as cXxeMa MeTo/1a.

UccnenoBanme cucremer Ub meromom CRAMM. Cramgus 1: WaeHtndukamus pecypcoB u
noctpoenue moaenu UC.

UccnenoBanue cucremsr Ub meromom CRAMM. Cragust 2: AHanu3 yrpo3 U ysa3BEMOCTEH
Uccnenoanue cuctembl Ub meronom CRAMM. Cranus 3: Bei6op koHTpMep. [locTOnHCTBA 1
HegocTatku MeToga CRAMM.

Meronuka FRAP.

Meton OCTAVE: ocHOBHBIC CBeICHHSI, pa3paboTKa POl yTPO3HI.

Meton OCTAVE: uaentuduxaiyst ”HGpacTPyKTYPHBIX YSI3BUMOCTEH.

Metox OCTAVE: pa3paboTka cTpaTernu 1 miiaHoB 0€30MacHOCTH.

Meroauka Risk Watch. Kpurepun yrpasieHus: puckaMu U MX BBIYHCIICHHE.

Meronuka Risk Watch. Dransl meToauku.



19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.

32.
33.
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Metox CORAS.

Mertoauka onenku prckoB Microsoft Security Assessment Tools.

Metoauka OI[eHKH pUCKOB KoMnaHuu Microsoft: Kiacchl akTHBOB, 3Tall KAYeCTBEHHON OLIEHKU
PHUCKOB.

MeToauka OIEHKM PHCKOB KoMIaHuuM Microsoft: Kiacchl akTUBOB, 3Tall KOJWYECTBEHHOM
OLIEHKH PUCKOB.

ISO/IEC 27005:2011 «MeHemKkMeHT pUCKOB HH(POpPMALMOHHONM Oe3omacHocTHY. Cxema
rpoliecca MEHEKMEHTa PUCKOB. Y CTAHOBJIEHHE KOHTEKCTa MEHE/PKMEHTa PHUCKa.

ISO/IEC 27005:2011 «MeHemKMEeHT pUCKOB MH(POPMALMOHHON Oe3omacHocTuy». Kpurepun
OLICHKH, BO3JICHCTBUS U MPUHATHS PUCKA.

ISO/IEC 27005:2011 «MeHemkMeHT puckoB wuH(pOpManmoHHOW Oe3omacHocTHy. OO1ee
onucanue oneHku puckoB Ub: naentudukanus akTHBOB, YIpo3, YI3BUMOCTEH, CPEJICTB 3aIUTHI
ISO/IEC 27005:2011 «MeHemKMeHT pUCKOB HH(POPMAITMOHHOW 0€301TaCHOCTHY. METO0TIOTHS
M3MEpEeHus pucka

ISO/IEC 27005:2011 «MeHemKkMeHT pUCKOB MH(pOpMAMOHHON Ge3omacHocTH». OOpaboTka
pucka. MOHUTOPUHT U IEPECMOTP, Mepeaayda 1 MPUHATUE PUCKA.

Crannaptel banka Poccuu o nadopmaiinoHHon 6€301macHOCTH.

Meroauka Practical Threat Analysis.

Mertoauka VSRisk.

Meroauka R-Vision: Risk Manager

[TpunsATHE pemeHnii 0 pe3yIbTaTaM OIEHKH PUCKOB. [lonuTrnka 00paboTKH pUCKOB
[IpakTruueckue 3axanus u3 TeM 2 u 3.

Tab6auna 9. [IpuMepbl OLIEHOYHBIX CPEICTB € KJIIOYAMH NPABUWILHBIX OTBETOB

No
o/
I

Bpems
. BBIIIOJIHEH
Tun DopmyIHpOBKa [IpaBunbHBIN s
3a1aHUsA 3a/1aHUs OTBET (5
MUHYTax)

IIK-1. Cnocoben evinoanams padomsl NnO YCMAHOGKEe, HACMPOUKE U O00CAYHCUBAHUIO
NPOZPAMMHBIX, NPOZPAMMHO-ANNAPAMHBIX (6 MOM UUCIe KDURMOZPAPUUECKUX) U MEXHUUECKUX
cpeocma 3auumal uHgopmayuu 8 npoyecce IKCHAYAMayuu AemMoMamu3upPOBAHHbIX CUCEM

1.

3aganue | B 3aBucumoctu ot 1,2 >
3aKpBITO BO3MOKHOM CTENEHH
o THMA yiep6a, HAHOCUMOTO

OpraHM3aliy B CIydae

pasriamieHus

HHpOpMAINH,

MIPUMEHSIOTCS CIEAYIOIIHE

CTETIeHN

KOH(UICHIIHMATBHOCTH

nHpopmanuu:

1. KoH}HUAEHIHAIHHO

2. crporo
KOH(pHICHIHATEHO

3. CekpeTHO

4. CcOBEpIIEHHO CEKPETHO

CepTugukaT COOTBETCTBUS 2 2

—3TO

1. KoMIUIeKC
MEpPONPUITUH,
MPOBOJIUMBIX C LEIBIO
NpeI0TBPAIICHHS
YTEUKH, XUILCHHS,

yTpaThl,
HECaHKLIMOHUPOBAHHO
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Tun
3aJaHus

DopmyIHpOBKa
3a/laHus

[IpaBunbHbIN
OTBET

Bpewms
BBITIOJIHEH
ust
(B

MUHYTaX )

IO YHUYTOXXCHUS,
UCKa)KCHHUS,
MOTU(PHUKAIIHN
(mopnenku),
HECaHKIIMOHUPOBAHHO
T'0 KOIMPOBaHMS,
OOKHUpOBaHUS
nH(OpMaLUH U T.1T
JOKYMEHT,
YAOCTOBEPSIOLIUI
COOTBETCTBHE OOBEKTA
TpeOOBaHUAM
TEXHUYECKHX
pEriIaMeHToB,
TMIOJIOXKEHUSIM
CTaH/IapTOB HIIH
YCIIOBUSIM JIOTOBOPOB
oopMIICHHOE
COOTBETCTBYIOIIUM
00pa3oM paspereHue
Ha TIPaBoO IPOBEICHUS
TEX W UHBIX PadoT B
00JIaCTH 3alIUTHI
HHPOpPMATUH

Ceprudukamnus — 310

1.

JIOKYMEHT,
YIOCTOBEPSAIOIINI
COOTBETCTBHE O0BHEKTA
TpeboBaHUSIM
TEXHUYCCKHUX
PErIaMeHTOB,
MOJIOKCHUSIM
CTaHJAPTOB WIJIH
YCIIOBHSM JIOTOBOPOB
tdhopma
OCYILIECTBIIIEMOTO
OpraHOM IO
cepTUHUKAINU
TMMOATBEPKIACHU A
COOTBETCTBHUSA
00BEKTOB
TpeboBaHUSIM
TEXHUYCCKHUX
pErIIaMeHTOB,
MOJIOKCHUSM
CTaHJAPTOB WIJIH
YCIIOBHSIM JIOTOBOPOB
JIeSITETbHOCTb,
3aKITFOYAIONIAsICs B
nepenave uiu
TMOJIYYCHHUM IIpaB HaA
poBesieHue paboT B
00/1aCTH 3aIUTHI
nHpOpPMALTIT

CTEMEHb COOTBETCTBHUS
JIOCTUTHYTHIX
pe3yJbTaTOB IeUCTBUN
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JUTSL PUCKOBOM CUTYyallUU

oIpenensaeT, Kakoi U3 BO3MOXKHBIX UCXO0B
peanu3yercsl Ha IPaKTHUKE;

HaJIN4Ke aJlbTEPHATUBHBIX PEIICHUI;

M3BECTHBI BEPOSITHOCTH UCXOJI0B COOBITHH 1
0KU/Ia€MBbIE PE3yJIbTAThI;

CYIIECTBYET BEPOSTHOCTH BOSHUKHOBEHUS YOBITKOB;
CYILECTBYET BEPOSATHOCTH TTOJTyYeHHS
JIOTIOJTHUTEIHHOMN TPHOBIIIH.

Bpewms
No o BBINIOJIHEH
y Tun DopmyIHpOBKa [IpaBunbHbIN st
1 3aJaHusA 3alaHusA OTBCT
1| (B
MUHYTaX )
TIO 3aIIHUTE
nHpOpPMATTH
MOCTABJICHHOH IIEITH
3aIUTHI
4. Kaxas u3 nepedynciieHHbIX 2 2
METOJIMK OIICHKH PUCKOB
MIpeArnoJaraeT npoBeIcHUue
CepUU CEMUHAPOB, B
paMKax KOTOPBIX
(dbopmupyercs
MIpeacTaBIeHAE 00
HAMCIOIINXCS pUCKaxX?
1. CRAMM
2. OCTAVE
3. MSAT
4. PTA
5. Hawnbonee o6061menHas 1 2
COBOKYITHOCTB TpeOOBaHHI
JIOBEpUS B COOTBETCTBUU
co cranmaprom UCO/MBK
15408-3 nasbiBaeTcs
1. ximacc
2. ceMencTBO
3. KOMIIOHEHT
4. cepBuc
6. 3ananue | Ilepeuncoure  ocHoBHBIE | OCHOBHBIE CEPBUCHI HHPOPMAITHOHHON 8
OTKPBITO Celg‘mﬂ 5 6e30MacHOCTH:
IO THIA ggg;;l:‘éﬁg?g:flon JIOCTYIMHOCTh — COCTOsIHME HH(GOpPMAIMH, TPH
KOTOPOM CyOBEKTHI, IMCIOIIUE MIPaBa TOCTYIIa, MOTYT
peanu3oBaTh UX OECHPENITCTBEHHO;
—  KOH(HIEHIMANBHOCTh — oO0s3aTenbHOE ISt
BEITIOJTHEHHUS ~ JIUIIOM, TOJYYHBIOUM JOCTYH K
ompenenéHHOH — WH(pOpManuu, TpeOOBaHWE  HE
nepenaBaTh TaKyro HHQOPMAIIHIO TPETHUM JTUIaM 0e3
coriacus e€ oOaarers;
— IEJNOCTHOCTh — COCTOSIHHE HWH(POpMAIUH, IIpH
KOTOpPOM OTCYTCTBYET JIt0oOoe €€ W3MEHEHHe IJMOO0
U3MEHECHHE OCYIIECTBISICTCS TONBKO TpeTHAMEPEHHO
cyOBbeKTaMu, IMEIOIIUMHU Ha HETO MPaBo.
7. Ilepeuncaure  ocHOBHBIe | CHMKEHHE pPHCKAa IyTEeM IPUMEHEHHS 3allUTHBIX 5
CTpaTeruu NPUBEICHUS | Mep, JTUKBUIAIMS UCTOYHUKA YIPO3bI, YKIOHCHUE OT
BEJTMYUHBI pHuCKa K | yrpo3sl, TIPUHSTHE pucka u TepeHoc
MIPUEMIIEMOMY YPOBHIO OTBETCTBEHHOCTH Ha TPEThE JHUIO (CTpaXOBaHHUE)
8. Onwuiure ocHOBHBIE | OCHOBHBIE MOMEHTBI, KOTOPBIE SBIISIOTCS 8
MOMEHTHI, KOTOpPBIC | XapaKTePHBIMH ISl PUCKOBOM CUTYaIIHH:
ABIISIIOTCSL  XapaKTEPHBIMH | CIIydalHBIN XapaKTep COOBITHS, KOTOPHIi
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Bpewms
No o BBINIOJIHEH
y Tun dopMynrpoBKa [IpaBunbpHbII st
1 3aJaHusA 3aJaHus OTBET
1| (B
MUHYTaX )
0. [lo  mmremsHOCTH  BO | [l0o MIMTETBFHOCTH BO BpeMeHH (haKTOPHI pHCKa 5
BpeMeHH (aKTOpbl PHUCKA | IMOIPa3IeISIOTCS:
MOAPA3ICTAIOTCS 1) KpaTKOBpEMEHHBIE — yIpO3a MOTEPh OrpaHrICHa
OIpeIeNICHHBIM OTPE3KOM BPEMEHHU;
2) TOCTOSHHBIE —  HENPEPHIBHO  YIPOXKAIOT
OpEeINPUHAMATEILCKOW  ICATEIBHOCTH B JaHHOM
reorpagUueckoM paiioHe WIM B ONpPENCIICHHOM
OTpaciy SKOHOMHKHU
10. Ilo crenenu mpuemiiemoctr | [lo crerneHu mpueMiaeMocTH (HaKTOPbI pucka 6
(baxTopsl pHCKa | TOIPa3ICIIIIOTCS:
MIOAPA3EISIFOTCS 1) ZOIYCTHMBIH PHCK — yTpo3a IMOJHON OTepH
NPHOBUTH OT PEATU3aLIH TOTO HIIA HHOTO IIPOSKTa
W OT MPeIIPHHIMATEIBCKOM ICSATEILHOCTH B
LETIOM.
2) KPUTHYECKHH PHCK CBA3aH C OMACHOCTBIO MOTEPh
B pa3Mepe MPOU3BEICHHBIX 3aTpaT Ha
OCYILIECTBIICHHE JTAHHOTO BHA
HpeZ[HpHHHMaTeHLCKOﬁ JACATCIBbHOCTH HUIIN
OTZEIbHOU CHEIIKH.
3) karacTpoMuecKuii PUCK — yrpo3a MOTEPh B
pasMepe, paBHOM WJIM  NPEBHINIAIOIIEM  BCE
MMYLIECTBEHHOE COCTOSIHUE NPEINPUHUMATEIISL.
11. | KomOun | HeoO0xomuMo BBITOJHATH 2 5
MpOBaHH | OUCHKY PHCKOB B § Opranusaniy 0aHKOBCKOHU c(epbl IPU OLCHKE
o OpraHu3anyy 0aHKOBCKON PHCKOB JIOJDKHBI PYKOBOJCTBOBATHCS CTaHIAPTAMHU
bInt ctepsr. Kakoit cranmapr banka Poccun
HEOOXOIUMO
ucnonbs3oBath? [Touemy?
1) TOCT 1CO 31000
2) CTO BP UBBC
3) CRAMM
4) 1SO IEC 27005
12. Kakoit »tam  mpormecca 1 5
yIIPaBJICHUSA puckamu | VneHTHHUKAMS pUCKOB — IIEPBHIil ATar,
BKJIIOYAeT BBISIBJICHUE | BKIIFOYAIOIINH NPOLECC BBISBICHUS BCEX 3HAYMMBIX
HUCTOYHUKOB  yrpo3  H | Yrpo3, yA3BUMOCTE U MOCIEICTBHUM, MOTCHIMAIBHO
OLICHKY BO3MOXHBIX | OIACHBIX JJII HHPOPMALHOHHON CpeIbl
BO3JENCTBUN Ha
UH(MOPMALMOHHBIE
AKTUBBI?
1. Unentudukanms puckoB
2. AHaJu3 pUCKOB
3. PearupoBanue Ha pUCKH
4. MOHUTODPHHT PHCKOB
IIK-2. Cnocoben ¢pinonnams padomel no yCmano6Ke, HACMPOUKe U MEXHUUECKOMY
00CIIYHCUBANHUIO 3AUUULEHHBIX MEXHUUECKUX CPeOCHE 00padbomKu uHgopmayuu
13. | Baoanue |Kaxue nanusie 1 2
3aKpeImo |MCTOIb3YIOTCA IS
KOJIMYECTBCHHOU OLICHKH
20 muna

pucka?

1. YacToTa BOBHUKHOBEHUS
MHIOUAEHTA 1 BO3MOXKHBIN
ymep6o

2. CyObeKTHBHBIC MHEHUS
9KCIIEPTOB
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Tun
3aJaHus

DopmyIHpOBKa
3a/laHus

[IpaBunbHbIN
OTBET

Bpewms
BBITIOJIHEH
ust
(B

MUHYTaX )

14.

15.

16.

17.

3. Uctopuu mpommisrx
HHIIUIEHTOB

4. BO3MOXXHOCTH
YITyYIICHUS

MH(PACTPYKTYPHI

Puck, Bo3HUKarOIIuUH
BCIIEJICTBHE
[TOJIMTHYECKHUX,
SKOHOMHUYECKHUX
(hakTOpOB, CBSI3aHHEII C
PE3KUM H3MEHEHHEM
Kypca BaJIFOTHI

1. BamrOTHBIN

2. WHQIAIAOHHBIA
3. CHCTEMHBIH

4, obuui

He3aBucumas ot
peanu3sauu
COBOKYITHOCTh
TpeOoBaHUit
0€30IacHOCTH JIJIsT
HEKOTOPOH KaTeropuu
00BbEKTa OLIEHKH,
OTBeYaromas
cnenu(puIecKuM
3ampocam MmoTpeOuTens:
1. Ilpoduns 3amuTer
2. JIuHug 3a1uTel

3. Kareropwus 3ammThl
4. UndopmanmoHHas
0€e301acHOCTh

DKOHOMHUYECKAst MOEIh
MO3BOJISIET OLICHHUTH:

1. croumocTs ymiepba ot
peanu3anui HeKOTOpOn
aTaKu

2. BEpPOSATHOCTD yCIICIIHOM
aTaKu

3. DIIeIOHUpOBaHUE
CPEJICTB 3alUTHI

4. nHpOpMAITMOHHBIH
AKTHB

BepositHOCcTHAs MOJEIb
MIO3BOJISIET OLIEHHUTH:

1. croumocTs ymiepba ot
peanu3anuy HEKOTOPOH
aTaku

2. BEpOSTHOCTH YCIICITHOM
aTaku

3. SIIEJTOHNPOBAaHHUE
CPEICTB 3alIUTHI

4. nH(OopMaLTMOHHBIH
AKTHUB

18.

3aoanue
OMKPbIM
020 muna

3agaya:

Onennrte ymepo,
BO3HMKIINH BCJIEACTBUE
aTaKy Ha 3alluIaeMbIH

CTonMOCTh OTEPH:
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Bpewms
No o BBINIOJIHEH
o/ Tun DopmyIHpOBKa [IpaBunbHbIN s
- 3alaHuA 3aaHuA OTBET (B
MUHYTaX )
00BEKT, P 3aTaHHBIX N¢
JAHHBIX: BPEMS IIPOCTOS Z Zc
=4 6000-4

BCJICICTBHE aTaku — 2 I, = 19 ‘ty = 197 2= 250(aeH.e0.)

qaca, Bpems

Boccmgomeﬂm Hocie CronMOCTh IOBTOPHOTO BBOJA HH(POPMAIIHH:

aTaku — 8§ 4acoB, BpeMs NZC: 7

MOBTOPHOT'O BBOJIA ~=C 6000- 4

Cc=1
_ == 1z, =——-8=10000¢en.e0.

uHpOpMAIUHU — 8 4acos., BU 192 BH 192 0( )

3apriara CToMMOCTh BOCCTAHOBIJICHUS y37a:

00CITy>)KHBaIOIIETO Ng

TepcoHaa 3a MeCAIl — ZZO 5000.1

SOOOO JIeH. e]I., 3apIuiaTa I,y = =1 - 1o 2083 3(0%'60')

TPYyIHUKOB 192 192

4TaKOBaHHOI'O y371a — CTOMMOCTB BOCCTAHOBIICHHS PabOTOCIIOCOOHOCTH:

6 000 new. ex., I = gy + I + I3 =1000+ 208,33+ 0 =120833(0er.e0.)

KOJMYECTBO

oCemmumoneto | o

(apMuHuCTpaTOpOB) — 1, v = O Aty +tp +tgy)= 1000000-(2+8+8) =865385(0er.e0.)

KOJIMYECTBO COTPYAHHUKOB 52-5-8 2080

aTaKOBaHHOTO y37a — 4,

00BeM MpoaxK VYnyleHHas BeIrosia:

aTaKOBaHHOTO y3J1a 3a TOJ U= HH + HB +V = 250+1208,33+ 8653,85 = 1011218(06H€0)

— 1000 000 gmewn. en.,

CTOMMOCTD 3aIIUThI OO0t ymep6 OT aTaku:

00CITy)XUBaHNS 1 0, = >'>°U =1011218-5-1=505609(0er.co.)

3aMacHbIX YacTei — nol

0 mew. en., uncio ) . _

ATAKOBAHMBIX Y3705 — 1, Omgem: O6muit ymep6 = 50 560,90 xen. en.

YHUCJIO aTakK B Toj — O.
19. 3anava: CHayana HEOOXOJUMO BBIUYUCIUTH BEPOSTHOCTH 6

OreHHTE PUCK JUIS YCITYTH
VPN, ecnu: BeposSTHOCTb
samquieHaocty 11K 0,9.
BepositHOCTB
3aIIUIIECHHOCTH
MOTPaHUYHOTO
Mapmpytuzatopa 0,999,
BEPOSATHOCTH
3aNUICHHOCTH
ME)KCETEeBOT0 3KpaHa
0,999. OcuoBHO# yrpo3oi
IUTs cepBepoB (cepBepa
HNOJUTUKH, cepBepa
cepTH(UKATOB, cepBepa
JIOCTYIIa) SIBJISIETCSI yrpo3a
HC/. Mepsl u cpeactsa
3ammtel oT HC/J
Npe/ICTaBJICHBI B TabIHIle
2.1. IIpu HaMTUYUM OXpaHbI
Y TIPOITYCKHOM CHUCTEMBI
nepBbIe 3 3alIUTHRIE MEPHI
MIPEOI0NICBAIOTCS C
BeposTHOCTHIO 0,75. Ilpn
HCTIOJIE30BaHUH
CMEHSIEMBIX ITapojen
3alUTHBIE MepHI 4, 5, 6

COXpaHCHUA 3alIUIIIEHHOCTH CEPBEPOB!

N;
Peyp =Pey = Pec =P :1_Hpir =
r=1
=1-0,75-0,3-0,01=10,998
[Manee noacrasisieM MOJydYeHHbIE 3HAYEHUS, a TAKXKE
3HaueHUs1 BepoATHOCTeW  3amumieHHocTd 11K,
MapIIpyTH3aTOPa U MEKCETEBOT0 dKpaHa B (hopmMyiry
JUISL HAXOKJ€HUS BEPOSTHOCTH YCHEIIHOW aTaKu:
PpuCK :1_P171< 'Pczz “Peir - Pee Py - Pypy - P =
=1-0,9-0,998-0,998-0,998-0,999-0,999-1=0,107

Omeem. BepOATHOCTb yclenIHoil ataku pasHa 0,107.
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Bpewms
No o BBINIOJIHEH
y Tun dopMynrpoBKa [IpaBunbpHbII st
1 3aJaHusA 3aJaHus OTBET
n (B
MUHYTaX )
MPEOJI0JIEBAIOTCS C
BeposTHOCTEIO 0,3. [Ipn
HaJIMYUH
KpHUITOTpahUueCKUX
CPE/ICTB 3aIlUTHI JecsTast
3alIMTHAs Mepa
MPE0I0JICBAETCS C
BeposaTHOCTHIO 0,01.
3amuTHBIE MepHL 7, 8, 9 He
HCTIOJIB3YIOTCH.
20. Kakwue ot4ersr Kpowme 0606mennoro otueta B PTA dpopmupyrores 8
¢dopmupyrorcs B PTA, CJICTyIOIIHE OTYETHI, TIO3BOJISIONINE TOIyIUTh OoJee
MIO3BOJISIOIIHE MOTYYUTh MOJAPOOHYI0 HH(POPMAIHIO O TIPOBEACHHOM aHAJIN3e
Ooee MoAPOOHYIO puckoB (myHKT MeHIo Reports — All Reports):
uHpopManuio o AHaTUTHYECKHUE OTYCTHI:
MIPOBEJICHHOM aHaJIH3€e Db dHekTHBHOCTH KOHTPMED;
PHCKOB, Kpome IInanbl o HEWTpaIU3aLMK YIPO3;
0000111IeHHOTO 0TYeTa OnTUMU3NPOBAHHBIH IJIaH CHWKEHHUS PUCKOB.
(myHKT MeHIo Reports — WHdopMalmoHHbIe OTYETHI:
All Reports) JleTanu3upoBaHHbBIN MEpeUCHb YTPO3;
Jletanu3upoBaHHBIN TIepeUCHb AKTHBOB;
JeTtanu3upoBaHHbIN NepeyeHb YA3BUMOCTEM;
JleTanu3upoBaHHBIN IepedeHb KOHTPMED;
Hawnbomnee onacHble yrpo3sl.
Ot4er caMOANarHOCTHKH:
TTosHOTA MOAEH.
21. Jst gero ucnons3yeTcs Knaccudukanus aktuBoB HeoOxoanuma aist 8
KiaccuduKalys aKkTHBOB YCTaHOBIICHHUS IPHOPUTETA 3ALIUTHBIX MEPOIIPUSATHH,
NPH YIIPaBICHUH UCXO/Is U3 BAYKHOCTH KOHKPETHOT'O pecypca st
puckamu? JeATeNIbHOCTH MPEINPUSATHS. AKTUBBI
KI1aCCU(DUIMPYIOTCS 110 YPOBHIO KPUTHYHOCTH IS
Ou3Heca, BIMSHUIO Ha MPOLIECCHI U IEHHOCTh JAHHBIX
22. CutyaloHHas 3aada: Heo0xonnmo BEIOpaTh KaUeCTBEHHYIO METOTUKY 8
B opranuzaiyu uMeroT OLIEHKH PUCKOB, IOTOMY YTO OHA MOJXOJUT JJIsI
CKyJHOE IPE/ICTaBICHUE O | Ha4YaJbHOTO aHAIN3a PUCKOB. B Takux MeTonukax He
pHCKax, OTCYTCTBYET TpeOYIOTCS YETKHE YHMCIIOBBIC XapaKTEPUCTHKH.
CTAaTHCTHKA MHIIU/ICHTOB JlocTaTo4HO O0IIEero ONMMCaHMS.
HapyIICHHS
HHPOPMAIMOHHON
0e30IMaCHOCTH, MaJio
MCXO/HBIX JJAHHBIX B
gucnoBoM Buje. Kakyto
KaTeropuIo METONK
OLIEHKH PUCKOB CIIElyeT
BBIOPATh B OpPraHU3aluu?
23. TTouemy ayaur 1 8
YSI3BUMOCTH SIBJISIETCS AyIuT ySI3BUMOCTEH MOMOTaeT BBISIBUTH CIa00CTH
B)XHBIM 3TaIrioM nH(OPMaMOHHBIX CHCTEM 3apaHee, MO3BOJISS
YIIPaBIICHUS] pUCKaMH? MHUHHAMH3HPOBATh IIOCIIE/ICTBHS BOBMOXXHOW aTakw,
Kombunu | ©ObocHyiite oTBer. TIOCKOJIbKY BBISIBJICHHBIE IPOOJIEMBI MOTYT OBITh
1. [To3BosIeT ONpENeNTh | YCTpaHEeHHI 3a01aroBpeMeHHo. OcTaabHbIE ITYHKTHI
lz OBAMHBL | 1a6Eie MecTa cHCTEMEL MEHee BaXKHBI WJIM BOBCE HEBEPHBI: ITOJIHBIH
u

repe;] peajibHOM aTakou
2. ObecrnieunBacT MoJHOE
yCTpaHEHHE BCexX
CYIIECTBYIOIINX
ySI3BUMOCTEHN

KOHTPOJIb HaJl BCEMU YA3BUMOCTAMU HEBO3MOXKCH,
BHYTPEHHHE YTPO3BI TPEOYIOT HHBIX MEp KOHTPOJII, a
COKpAI[eHHEe PacXoJ0B Ha 0e30MacCHOCTb PEIKO
JOCTIDKAMO TaKUM 00pa3oM
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MOHHUTOPHHT CETH U
MOYeMy OH Ba)KCH JIJIst
CHIDKEHHS PUCKOB?

1. Ilepuoamueckoe
O0OHOBJIEHHE
MPOrPaMMHOTO
obecrieueHus

2. KoHTposb n3MeHeHu
KOH(pUTypaLuy ceTn

3. IlocrostHHBIH cOOp U
aHajau3 COOBITHIA
0€30MacHOCTH

4. [IpoBeneHue
€)KETO/THBIX ayJUTOB

PerynspHbIii MOHUTOPUHT CETU 3aKITFOYACTCS B
MTOCTOSTHHOM HaOJroieHun 1 cbope coOBITHH,
CBSI3aHHBIX ¢ 0e30MmacHOCTRI0. Takoi MoaxXon
MTO3BOJISICT CBOCBPEMEHHO 00HAPYKUTH BO3MOKHEIE
AHOMAJTUH, TIPEJOTBPATUTH YTPO3Y U OTIEPATUBHO
pearupoBaTh Ha BO3HUKIIINE WHIUICHTHI

Bpewms
Ne o BBITIOJIHEH
y Tun DopmyIHpOBKa [IpaBunbHbIN st
1 3aJIaHus 3a1aHUsI OTBET
v (B
MUHYTaX )
3. [Ipenynpexmaet
BO3HHUKHOBCHHUC
BHYTPEHHUX YTPO3
0€e30IMacHOCTH
4. Cokparaer pacxozapl Ha
undpacTpykTypy
0€e30IMacHOCTH
24. Yro Takoe perynspHbIil 3 7

[TonHBI KOMIUIEKT OIIEHOYHBIX MATE€pPHAaJOB IO AMCHUIUIMHE (MOAYII0) ((OHI OIECHOYHBIX
CPEICTB) XpaHHWTCS B JJCKTPOHHOM BHJE Ha Kadeape, yTBepxkmaromield pabodyr MporpamMmy
JTUCIUILTAHBL (MOJTYIs).

7.4. MeTtoauyecKkue MaTepHuaJibl, onpeae/siioliie Npoueaypbl OLeHUBAHUS Pe3yJIbTATOB
00yuyeHusi MO TUCHUILINHE (MOIYJIIO)
@DOH/T OLIEHOYHBIX CPEJCTB MO JUCIUILINHE BKIIOYAET:
- BOITPOCHI K IK3aMEHY;;
- HabOp BapUaHTOB KOHTPOJBHBIX Pa0OT U TECTOB;

- KOMIUIEKT 3aJJaHu{ U KOHTPOJBHBIX BOIIPOCOB K JIAOOPATOPHBIM pabOTaM.
OneHka KkadecTBa OCBOCHHS MPOrpaMMBbl JUCHUIUIMHBI BKJIIOYAET TEKYIIMH KOHTPOIb
YCIIEBAEMOCTH, IIPOMEKYTOUHYIO aTTECTAIHI0, HTOTOBYIO aTTECTaIHIO.

Otuer no JadoparopHoii padore

Otuer mo nabopaTopHOil paboTe MPENCTaBIAECTCS B JJIEKTPOHHOM BHE. 3alUTa OTYeTa
MIPOXOTUT B popMe JJOKIIAaa CTYICHTA O BHIMIOTHEHHOH paboTe U OTBETOB HAa BOTIPOCHI IPETIOIaBATEIS.
B cnyuae, ecnu odopmiieHHe OT4eTa W TOBEACHUE CTYJAEHTa BO BpPEMs 3allUThl COOTBETCTBYIOT
YKa3aHHBIM TPEOOBAHUSM, CTYJCHT IOTyIaeT MaKCUMAaIbHOE KOJHYECTBO OAJLIOB.
OcCHOBaHUSIMU JJIs1 CHUKSHHS KOJIMYECTBA OAJUTOB B TUANa3oHe OT max 0 min sBIISIOTCS:
- HeOpEe)KHOE BHITIOJIHCHHUE,
- OTCYTCTBHE BBIBOJIOB,

- HapyIIeHHE CPOKOB MPEIOCTABICHHS OTYETA.

OTt4er He MOXKET OBITh IPUHAT U MOAJICKUT T0PabOTKE B CiIydae:
- OTCYTCTBHSI HCOOXOJMMBIX pa3JieyioB,

- OTCYTCTBHSI HEOOXOAMMOTO rpaduueckoro Marepuania,

- HEBEpPHBIX Pe3yJIbTaTOB pacyeTa.

KoHnTpoJibHbIe padoThl
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KonTponbHas paboTa cOCTOUT U3 2-X 3aJaHUI.

OCHOBaHUSIMH JISI CHIDKEHHUS OICHKH 33 3aJJaHHE SBJISIOTCS:

- OIMOKH B OOBSICHEHUSX ¥ KOMMEHTAPUSIX TIPU BEPHO BHIMIOJTHCHHOM 33JIaHHH,
- HEMOJIHBIN OTBET ISl TEOPETUYECKUM 3a/ITaHHI;

- HeOpPEXKHOE BBITIOJIIHEHUE;

- MHOTOKPaTHOE MEePENUChIBAHUE KOHTPOJIBHOU PabOTHI.

3agaHne HE MOKET OBITh 3aCYUTAHO, €CIIU:

- JIaHbI JIBA HEBEPHBIX OTBETA HA TEOPETHUUYECCKUE BOIIPOCHI.

9K3aMeH

DK3aMEHAIIMOHHBIN OMJIeT BKIIIOYAET B ce0s 2 TeOpeTHIeCKUX Bompoca u 1 3amaqy.
OCHOBaHUSIMH JJISI CHHKEHHS OLIEHKH SIBJISIIOTCS

- OIIMOKH B OOBSCHEHUSX U KOMMEHTAPUSX TPU BEPHO BBHIMIOTHCHHOM 3aJ[aHHH;

- HETIOJIHBIN OTBET;

- HaJIM4Me MEJIKMX HETOYHOCTEH WIIM He3HAYUTEIbHBIX UCKaXKCHHH (DaKTOB;

- iepecava sk3amena (1s — Mmunyc 5 6annos, 25 u nocneayompe — Munyc 10 6amios).

B coorBercTBHM ¢ OambHO-pedTHHroBOM cucteMoit BAPC mo mucturmae otBoautes 100
6amtoB (50 6aymIoB Ha ceMecTpOBYIO YacTh: 40 6aiioB — Tekymue GopMbl KOHTpoIs u 10 10 6ammos —
Ha 60oHychl; 50 0anIoB — Ha IK3aMEHALMOHHYIO YacTh).

Texylmuii KOHTPOJb OCYIIECTBIIETCS B XOJ€ Yy4eOHOro Ipolecca M KOHCYJIbTHPOBAHMUS
CTY/IEHTOB, 10 pe3yJIbTaTaM BBIIIOJHEHHsI COOTBETCTBYIOIUX paboT. OH mpeaycMaTpuBaeT MPOBEPKY
TOTOBHOCTHU CTYJICHTOB K IUTAHOBBIM 3aHSATHSM, OIIEHKY KauyecTBa M CAMOCTOSTEIIbHOCTH BBITIOJTHEHUS
3aJJaHMi Ha TMPAKTUYECKUX 3aHATUAX, HNPOBEPKY NPABUIBHOCTH pEILEHMs 3a/ad, BbIIAHHBIX Ha
CaMOCTOSITENIbHYIO IPOPAaOOTKY.

Ha sx3ameHe ocyIiecTBIIsieTcsl KOMIUIEKCHAasl IPOBEPKa 3HAHUM, HABBIKOB U YMEHUI CTYIEHTOB
[0 MaTepuagy AMCLUUIIMHBI HAa OCHOBAHWM OTBETOB HA TEOPETHMUECKHE BOMPOCHl M PELICHUs
MPAKTUYECKHX 3a/1a4.

Ta6auna 10 — Texnonornyeckasi KapTa peiTHHIOBBIX 0AJJIOB MO JHCHHILINHE (MOIYJIIO)

KonugectBo MakcumanbHoOe Cpox
Ne KonTponupyemsie .
MEpPOTPHUATHIA KOJIHMYECTBO peJcTaBie
n/m MEPOTPHUITHS
/ Ganbl 0aioB HUSA
OcHoBHoI1 0J10K

1. | Buinonnenue nabopamopmoii pabomoi 6/4 24

. B
2. | Buinonnenue konmpoavbHot pabomul 2/4 8
3. | Tecm 1/4 4 COO;ieZCTB
4. | 3aoaua 2/1 2 TaGHIet 2
5. | O630p memooux 1/2 2
Bcero 40 -

Baok 6onycos
6. | [locewenue 3anamuil 6e3 nponyckos 3
7. | Ceoespemennoe guinonneHue 6cex 3
3a0anutl
8. AxmusHocms cmyoenma Ha 3aHAMUU 4
Bcero 10 -
JlomoiHUTEIbHBI 010K

9. ‘ Ok3zamen ‘ 50
Bcero 50 -
UTOro 100 -
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Tab6anna 11 — Cucrema mrpagos (11 0OAHOT0 3aHATHA)

Iloka3arenn bamn
Ono3zoanue na 3ausamue -1
Hapywenue yyebnoil oucyuniunvl -1
Hezomoenocmo k 3anamuio -2
Ilponyck 3ansmusi 6e3 y8axcumenbHOU NPUYUHbL -2

Taoauna 12 — llIkajna nepeBoja peMTHHIOBBIX 0AJIJI0B B MTOTOBYIO OLIEHKY 32 ceMecCTpP
10 JUCUMIIMHE (MOTYJIIO)

Cymma 6amos Onenka 1o 4-0anapHOM 1IKane

90-100 5 (OTJIMYHO)

85-89

75-84 4 (xoporo)

70-74

65-69 3 (YIOBIETBOPHUTEIHHO)
60-64

Hwmxe 60 2 (HeyOBIETBOPUTEIIHHO)

[Ipu peanu3zanuu AMCUMIUIMHBL (MOJYJs) B 3aBUCUMOCTHM OT YPOBHSI MOJTIOTOBJIEHHOCTU
00y4aroImuxcst MOTYT OBITh HCITOJIb30BaHbI HHBIE (POPMBI, METOABI KOHTPOJIS M OIICHOYHBIE CPENICTBA,
HCXO0/1 U3 KOHKPETHOM CUTYalluH.

8. VYYEBHO-METOJMYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
TUCHUILIMHBI (MOLYJIS)

8.1. OcHoBHas UTEpaTypa
1. busnec-0ezonmacHocts / W.H. Ky3nenos. - 4-¢ u3a. - M. : HamkoB u K, 2016. - URL:
http://www.studentlibrary.ru/book/ISBN9785394026546.html S5C «KoHCyabTaHT CTYAECHTaY).
2. JlocmyxamenoB, b. P., BwibopuoBa, O. H., AxmyxamenoB, W. M., AHanu3 pHCKOB

uHpOpMallMOHHON Oe3omacHoCcTH : ydyeOHO-MeToauueckoe mnocobue. Mznarenbckuil oM
«AcTpaxaHCKui YHUBEPCUTET, 2016. URL:
https://biblio.asu.edu.ru/Reader/Book/2016100312360888500002063136 ObC DneKTpOHHBII
UwuranpHsiii 3a11 — bubnanoTex).

3. CucremHBII OIX0 K 00ecneueHII0 HHPOPMAMOHHOW 0€301MacHOCTH NpeAnpusITHs ((HUpMBbI)
[DnexTpoHHbIH pecypc] : Monorpadus / TpaitneB B.A. - 3-e u3n. - M. : Jlamkos u K, 2020.
Pexxum moctyna: http://www.studentlibrary.ru/book/ISBN9785394037504.html

8.2. lonotHuTEIBHAS JIATEPATYPa

1. Amnanu3 ¥ OlleHKa pUCKa MPOU3BOJICTBEHHOM JiesiTenbHOCTH : Yuelb. nocodue / [LI1. Kykun, B.H.
HlneikoB, H.JI. Ilonomapes, H.M. Cepmoox. - M. : A6puc, 2012. - URL:
http://www.studentlibrary.ru/book/ISBN9785437200483.html (OBC «KoHcynpTanT
CTYJICHTa»).

2. HckyccrBo ympasieHus nHpopManmoHHBIME pruckamu / AcrtaxoB A.M. - M. : JIMK Ilpecc,
2010. - URL:  http://www.studentlibrary.ru/book/ISBN9785940745747.html  (OBC
«KoHCyNnbTaHT CTYZEHTa»).

3. Munocnasckass H.I'., VYmpaBnenue puckamum wuH(pOpMAIMOHHON Oe3omacHOCTH : YdeOHOe
nocobue mis By30oB / Munocnasckas H.I'., CenaropoB M.IO., Tonctoit A.U. - Beim. 2. - M. :



http://www.studentlibrary.ru/book/ISBN9785394026546.html
https://biblio.asu.edu.ru/Reader/Book/2016100312360888500002063136
http://www.studentlibrary.ru/book/ISBN9785394037504.html
http://www.studentlibrary.ru/book/ISBN9785437200483.html
http://www.studentlibrary.ru/book/ISBN9785940745747.html
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lNopstuast muaus - Temexkom, 2013. - 130 c. (Cepus "Bompocs! ynpapienus: nHGOPMAITMOHHON
6e3onacHoctbio") - ISBN 978-5-9912-0272-5 - Tekct : anexrponusiit // ObC "KoncynbTant
cryaenta" : [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785991202725.html

4. MareMaTu4ecKue OCHOBBI TEOPHUH PUCKA [DIEKTpOHHBINH pecypc] : Yuebn. mocob. / Kopones
B.1O., benunr B.E., llloprun C.i. - 2-e u3n., nepepad. u gom. - M. : ®PUSMATIIUT, 2011. -
URL: http://www.studentlibrary.ru/book/ISBN9785922112673.html 3BC «KoHcynbTanT
CTYJICHTa»).

5. VYnpasnenue HHOOPMAIMOHHBIMH PHCKaMH. DKOHOMHMYECKH OIpaBaaHHas 0e30MacHOCTh /
ITerperko C.A. - M. : JIMK IIpecc, 2004. - (MadpopM. TEXHOIOTUU IJII WHKCHEPOB). -
http://www.studentlibrary.ru/book/ISBN5940742467.html DBC «KoHCYIBTaHT CTyaCHTAY).

8.3. UnTepHeT-pecypchl, He0OX0AMMBbIE /1JIs1 0CBOEHHSI U CHUILIHHBI (MOTYJIfA)

1. JIeKTpOoHHO-OmOmoTreynass  cucreMa (OBC) 00O  «Iloamrtexpecype»
«KoHncyabTanT crygeHTa». MHoronpogmibHblii 00pa3oBaTenbHblil pecypc «KOHCYIbTaHT CTyieHTa»
SBIISICTCS SJICKTPOHHON OMOIMOTEYHOIN CHCTEMOM, MPEIOCTABIIONIEH JOCTYN Yepe3 ceTh MHTepHeT K
y4eOHOI nuTepaType M JONOJHHUTEIbHBIM MaTepuanaM, NpUOOpPETEeHHBbIM Ha OCHOBAHUU MPSMBIX
JIOTOBOPOB ¢ IpaBooOisiagatensMu. Karanor B Hacrosimiee Bpems cojaepxkur okosno 15000
HanMeHoBaHMH. Www.studentlibrary.ru.

2. OnekTpoHHass  OuOiIMOTEKa  «ACTpaXxaHCKHMMl  TOCYZApCTBEHHBIM  YHUBEPCHUTET»
coOcTBeHHOW reHepauun Ha tiarpopme OBC «Onexkrponnbiii YutanbHeiii 3a1 — bubnuoTex».
https://biblio.asu-edu.ru/catalog/

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUITJIMHBI (MO Y JIS)

VYyeOuble ayautopuu, Oubmuoreku Al'Y, KOMIbIOTEpHbIE KiacCchl, MYJIbTUMEAUNHbBIE
ayJAUTOPUH.

10. OCOBEHHOCTH PEAJIMBALIIMU JTUCHUIIJIMHBI (MOAYJIA) ITPU OBYYEHHUHN
NHBAJUI0B U JINL| C OTPAHUYEHHBIMHU BO3MOKHOCTSAMMU 310POBbSA

Pabouas mporpamma JUCHUIUIMHBI (MOIYJIsl) IPH HEOOXOAUMOCTH MOKET OBITh aJanTHpOBaHa
11 00y4eHus (B TOM YHCIE C MPUMEHEHHEM JUCTaHLIIMOHHBIX 00pa30oBaTeIbHBIX TEXHOJIOTHUI) JIUIL C
OTPaHUYEHHBIMH BO3MOYKHOCTSIMM  3/10pOBbsl, HMHBalIMIOB. J[lns storo Tpelyercs 3asBlieHHE
00yJaroImuxcsl, sIBJISIOUIMXCS JTULAMH C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbsI, MHBAJIMIaMU, WIIN
UX 3aKOHHBIX MPEJICTaBUTENEH U PEKOMEHIAllUHU TICUXO0JIOr0-MeIUKo-TieAarornyeckoil kommuccuu. [1pu
O0y4YeHMH JIUI[ ¢ OrPAaHUYEHHBIMH BO3MOYKHOCTSIMHU 3/I0POBbSI YUUTBIBAIOTCS MX WHAMBH]yalbHbIE
ncuxodusznueckue ocod0eHHOCTH. OO0yueHne WHBAIUAOB OCYIIECTBISIETCS TAKXKE B COOTBETCTBHH C
WH/MBUYAJIbHOM MTporpaMMoii peaObuiuTanuy nHBaIKUAa (Ipy HaJTM4un).

Jns nui ¢ HapylieHHEM cliyXa BO3MOXHO TIpEAOoCTaBlieHHe y4ueOHoW wuHdopmanuu B
BU3yaJlbHOW (popMe (KpaTKMi KOHCHIEKT JIeKIMi; TEeKCThl 3aJaHuil, HaleyaTaHHbIC YBEIMYCHHBIM
mpudTom), Ha aAyIUTOPHBIX 3aHATUSAX JIOMYCKAeTCs MPHUCYTCTBHE AacCUCTEHTa, a TakKke
CYpJIOTIEPEBOUMKOB M THQIOCYPJONEPEBOAYMKOB.  TeKylmIMii  KOHTPOJb  YCIIEBa€MOCTH
OCYILIECTBIISIETCS B MUCbMEHHOMN (hopMe: 00yUaroIuiicss IMCbMEHHO OTBEYAET Ha BOIPOCHI, TUCBMEHHO
BBINOJIHSAET IpakTU4YecKkue 3a1anus. JJoknaza (pedepaT) Takke MOXKET ObITh IPEICTaBIIEH B MUCbMEHHON
¢dbopMme, TpH ITOM TpeOOBaHUS K COIEP)KAHUIO OCTAIOTCS TEMH K€, a TPeOOBAaHUS K KAUeCTBY U3JI0KEHUS
MaTtepuana (MOHATHOCTb, KaueCTBO PEYM, B3aUMOACHUCTBHUE C ayAMTOPUEW M T. 1.) 3aMEHSIOTCSA Ha
COOTBETCTBYIOIIME TpeOOBaHUs, MpEAbABIsIEMble K MUCbMEHHBIM paboTam (KauecTBO odopmiieHus
TEKCTa M CIUCKA JIMTEpPaTypbl, IPAMOTHOCTb, HAJIWYME WJUIIOCTPALMOHHBIX MAaTE€pUAIOB M T. 1.).
[IpomMexyTouHas aTTecTalys AJs JUI] C HApYIIEHUsIMU CiIyXa MPOBOJUTCS B MHUCbMEHHOU Gopme, npu
3TOM HCIIOJIB3YIOTCA O0IIKE KpUTEepUH olleHUBaHus. [Ipi HeoOX0AMMOCTH BpeMsl MOATOTOBKHU K OTBETY
MOKET OBITh YBEITUYEHO.
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Jlist i ¢ HapylIeHHeM 3peHUs JIOMMYCKaeTCsl ayAualbHOe MpenocTaBlieHue nHpopmanuu, a
TaK)K€ HCIOJB30BaHUE Ha AYAUTOPHBIX 3aHATHSAX 3BYKO3AIHMCHIBAIOLIUX YCTPOMCTB (IUKTOGOHOB U
T. 1.). JomyckaeTcss MNpPUCYTCTBHE Ha 3aHATUAX ACCHUCTEHTa (IIOMOIIHMKA), OKa3bIBAIOIIETO
oOyyaromumcsi HeoOXOIUMYI0 TEXHHYECKYI0 TOMOIIb. TeKylmMili KOHTpOJb YCIIEeBAeMOCTH
ocymiecTBisieTcss B ycTHoW (opme. [lpu mpoBeneHUM TPOMEXKYTOYHOW arTecTaluu s JUI C
HapyILICHUEM 3pEHUsI TECTUPOBAHHE MOXKET OBITH 3aMEHEHO Ha YCTHOE coOece0BaHKE 10 BOIIPOCAM.

Jnst nui ¢ OrpaHMYEHHBIMH BO3MOKHOCTSIMU 3/I0POBBSI, MMEIOIIMX HApYILIEHUS OMOPHO-
JIBUTATEJIBLHOTO almapara, Ha ayJUTOPHBIX 3aHATHSX, a TAKXKe MPU MPOBEIACHUH MPOLEIYp TEKYIEro
KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOW aTTECTAIIMM MOTYT OBITh MPEJOCTaBICHBI HEOOXOIUMBIC
TEXHUYECKHUE CpeNCTBa (MEPCOHANBHBIM KOMIIBIOTEpP, HOYTOYK HJIM APYroil rajker); JOMycKaeTcs
MPUCYTCTBUE ACCUCTEHTA (aCCUCTEHTOB), OKA3bIBAIOIIETO O0YJYAIOIIMMCS HEOOXOIUMYIO TEXHUUYECKYTO
oMoMIb (3aHATh pabouee MeCTO, epeIBUraThCs M0 ayAUTOPHH, TPOYUTATh 3aaHKe, OPOPMUTH OTBET,
00IIaTHCs ¢ IPenogaBaTesiem).



