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1. IEJIM ¥ 3AJJAYM OCBOEHUS JUCLATIIAHBI (MOY.JIST)

1.1. Heabto wu3ydeHus AUCHUIIUHBI «OCHOBBI HH(OPMAIMOHHOW OE30MAaCHOCTHY SIBIISETCS
(dbopMHpOBaHUE Y CTYAEHTOB HEOOXOJMMOIo 00beMa 3HAHUM HAECHHBIX U KOHLIENTYaIbHBIX OCHOB
MH(POPMAIIMOHHON 0€30MacHOCTH, OCHOBHBIX MOJIOXKEHUH, MOAXO0/I0B U METOJIOB €€ 00eCIIeUeHHS,
MIOHMMAaHMsI TOTO, YTO MH(POPMALIMOHHAs 0€30IIaCHOCTh SABJISIETCS BayKHEHIIEeH yacThio o0ecrieyeHus
0€30MaCHOCTH TOCYapCTBa, NPEANPUATHS, TPAXIaHUHA.
1.2. 3agayamMu TUCHUIIMHBI ABJISIIOTCH:
— JlaTp 3HaHUS OCHOB KOMILICKCHON CHCTEMBI 3aIIUTHl HH(POPMALIUY;
— JlaTb 3HaHUS OCHOB OPraHU3AMOHHO-TIPABOBOTO 00ECIIEUCHHS 3alIUThI HH(OPMAIIHH.
— @opMHUpOBaHME OCHOBBI JJIs JAaJbHEHIIEr0 CaMOCTOSTEIBHOIO HW3YYEHHUS BOIPOCOB
obecneyeHns: KOMIbIOTEPHON 1 HHPOPMALIMOHHOM 6€3011acHOCTH
Takum oOpazoM, mucruruiiHa "OCHOBBI HH(POPMAIMOHHOW 0€30MacHOCTH" SIBIISETCS
HEOTHEMJIEMOM COCTaBHON YacThO MPO(ECCHOHANBHOM MOArOTOBKHU 10 HANIPABIECHHUIO OJrOTOBKU
10.03.01 «Mudopmannonnas Oe30macHOCTbY». Bwmecte ¢ ApyrumMu TUCHMIUIMHAMHU — IIMKIIA
npoeCCUOHATBHBIX JUCLUIUIMH HW3y4yeHHE JAaHHOM JUCLMIUIMHBI MpPU3BaHO (OPMHUPOBATH
CTEUAINCTA, ¥ B YACTHOCTH, BRIPA0ATHIBATh y HETO TAKHE Ka4eCTBa, KaK:
® CTpPOroCThb B CY)KICHHSIX;
® TBOPYECKOE MBIIUICHUE;
® OpPraHM30BaHHOCTb U PaOOTOCIOCOOHOCTS;
® JMCUUIUVIMHUPOBAHHOCTb;
®  CaMOCTOATEJILHOCTh U OTBETCTBEHHOCTD.
bakanaBp, u3yuuB qucuuiuinHy «OCHOBBI MH(POPMALMOHHOW 0€30I1aCHOCTHY, MOXKET OBbITh
rOTOB K CIEAYIOIIEMY BHJY IPO(ECCHOHANBHOM AEATENbHOCTH M JOJDKEH pellaTh CleIyroliue
npodeccOHaIbHbIE 3a/1a4H:
9KCNEPUMEHMATIbHO-UCCIEO08AMENbCKASL OeSIMENbHOCHb.
cOop, U3ydyeHue HayqYHO-TEXHHUECKOW HH(DOPMAIIH, OTEUECTBEHHOT'O U 3apyOE’KHOI0 OIbITa
M0 TEMATHUKE UCCIIETOBAHHS;
OpP2aHU3AYUOHHO-YNPABNIEHYECKAS OeAMENbHOCb!
M3y4YeHHEe U 0000IIeHuEe OmbITa paboThl APYIHX YUPEXKACHUW, OpraHu3aluid M MpeanpusTHi B
obyacTi MoBbIIEHUS 3(P(PEKTUBHOCTH 3aIIUTHl MHMOPMALIUU U COXPAHEHUs T'OCYAAPCTBEHHOM U
JPYTUX BUJIOB TalHBI.

2. MECTO JUCIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. Yueonas qucuumimHa «OcHoBbl nHGopMannonHoii 6esonacuoctu» b1.65.15 Bxoaut
B o0s3aTenbHyl0 (0a30Byl0) yacTh yueOHOro miaHa HampaBieHuss mnonaroroBku 10.03.01
«UuabpopmanmonHas Oe3zomacHocTh» 2023 roma Habopa W OTHOCHUTCS K 0a30BOH 4YacTH.
JlMcuuIuinHa u3y4aercst Bo 2 cemecTpe, o0Ias TpyroeMKocTh auciuiinabl — 4 3E, 144 yaca,
uTOroBasi popmMa KOHTPOJISL — SIK3aMEH.

2.2, JInsa n3y4yeHUus JAHHOH y4eOHOM THCHMILIMHBI (MOAYJIS) HEOOXO0AUMBI CJIeAYIOLINe
3HAHMS, YMEHHSI, HABBIKU H (MJIN) ONBIT AeATEIbHOCTH, (POPMUPYeMbIe MPeIIecTBYIOIHMHA
yY4eOHBIMH AUCHHUIIINHAMM:

Maremarnka
HNudpopmaruka.
OcHOBBI IPOrpaMMUPOBAHUS.
MareMaTHuecKue OCHOBBI 3alIUThl HH()OPMAIIH.
e BaencHMe B HHKEHEPHYIO 1€ATEIBHOCTD.

3HaHUS: OCHOBHBIX MOHATUH HMH(MOPMATHKH, CTPYKTYphl CHCTEM JIOKYMEHTAllMOHHOTO
obecrieyeHus, METOAOB  3alIUThl  HMH(OpMAIMM,  S3BIKOB  IPOrPAMMHUPOBAHMS, OCHOB
anropuTMu3aLuu, apxurekTypsl 9BM u yerpoiictsa [1K, npencraBinenus nanueix B OBM..

YMeHus: HCIONIB30BAaTh IPOTPAMMHBIE M alllapaTHBIE CPEACTBAa IEPCOHAIBHOTO
KOMIIbIOTEpa, porpammupoBate Ha C++ u C#, anropuTMu3upoBaTh U MIPOrpaMMHUPOBATH MOPSAIOK
peIIeHns 3a/1a4 110 OLIEHKE U UCCIIEJOBAHNIO YPOBHEH 3alIUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM.



HaBblku ¥ (MaM) ONBIT JESATEIbHOCTH: HAaBBIKM IOMCKAa HH(OpManuu B IJ100aIbHON
uHpopManMoHHON cetn WHTepHeT W paboOThl C OQPHUCHBIMH HPUIOKEHUSMH (TEKCTOBBIMU
IpOLECCOpaMH,  JJIEKTPOHHBIMU  TaOJMIIAMHU, CpEACTBAMH IOATOTOBKM  IPE3EHTAllMOHHBIX
matepuanoB, CYB/l 1 T.11.): HaBBIKH pa3paOOTKU MPHIIOKEHUH, HABBIKA HHKEHEPHO-TEXHUYECKOM
3aUThl MHGOpPMAIMM, HPAKTUYECKHE HAaBBIKM 00paboTKM HMHGQOpManUM € HUCIOJIb30BaHUEM
MHPOPMAIIMOHHBIX TEXHOJIOTUH W  CPEICTB BBIYUCIUTEIBHOM TEXHUKH TPU  PEIICHUH
podecCHOHATIBHBIX 3a/au.

2.3. Hocaenywmue yyedHble TUCHHUIIHHBI (MOAY/IH) U (WJIH) MPAKTUKH, JIS1 KOTOPbBIX
HeOoOXO0AMMbI 3HAHUS, YMEHHS, HABbIKU, (pOpMHpYyeMble NAHHOM Y4eOHOW IUCHHUILIHHOM
(MmonxyJsiem):

[TporpaMMHoO-annapaTHbIE CPeICTBA 3aLUThI HH()OpMaIUH.
Kpunrorpaduueckre MeTo bl 3a1IUTHl HHPOPMALIUH.

OpraHu3alnroHHOE U IpaBoBOe obecrieueHne HHHOpMaIMOHHON 0€30I1acCHOCTH.
VYnpasienne HHPOPMAUOHHOW O€30MACHOCTHIO.

P

3. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHUS 1O JUCIUIIJIMHE (MOAYJIIO)

[Iporecc ocBoeHUS TUCIUTIIMHBI HANIPaBJieH Ha (POPMHUPOBAHHUE FJICMEHTOB CJICTYFOIIIHX
komnereHuil B coorserctBuu ¢ GI'OC BO u OIIOII BO no nanHOMY HalpaBieHUIO MOATOTOBKH
(cenuanbHOCTH):

a) oomenpodeccuonanpupix (OIIK): OIIK 1 — cnocoben oneHuBath poiib UHGOPMAIUH,
MH(GOPMAIIMOHHBIX TEXHOJIOTUH U WH(POPMAIIMOHHON 0€30MaCHOCTH B COBPEMEHHOM OOILECTBE, X
3HauYeHUE AJis1 oOecreyeHus] 00bEKTUBHBIX MOTPEeOHOCTE! TMUHOCTH, 001ecTBa U rocynapctsa; OIIK
5 — cnocoOeH NPUMEHSATh HOPMATHBHBIC IPABOBBIC AaKThl, HOPMATHUBHBIC M METOIHYCCKUC
JOKYMEHTBI, PErIaMEHTHUPYIOIIME JeSITeNbHOCTh MO  3amwure uHbopMmanuu B cdepe
MpoeCCUOHAIBHON JEATETHHOCTH.

Ta6auna 1 — JlekoMno3unusi pe3yJibTaToB 00y4eHHs

Ko u [Tnanupyembie pe3ynbTaThl 00YUCHHMS 110 JUCHMILIHHE (MOJYIIIO)
HAnMEHOBAHHC 3nats (1) Vwmers (2) Brazers (3)
KOMIETEHITUH

OIIK-1  cnocoben | UOIIK-1.1. 3nate: pons | MOIIK-1.2. VYwMmets: | UOIIK-1.3. Bnanets
OIICHUBAThH poJib | uHGOpMaUu B | IPUMEHSITH HABBIKAMH HCIIOJIb30BaHUS
UHPOPMAITUH, COBPEMEHHOM WHpOpPMAIMOHHbBIE UH(POPMAIIMOHHBIX
WHPOPMAITMOHHBIX | 00IeCcTBe, OCHOBBI | TEXHOJIOTHH W OCHOBBI | TEXHOJIOTMH W OCHOB
TEXHOJIOTHH U | "HHOPMAITMOHHBIX WH(POPMAIMOHHON WH(POPMAITMOHHOH
UHPOPMAITMOHHOH TEXHOJIOTUH u | 6e3omacHOCTH Jutst | 0e30mMacHOCTH JUTS
Oe3omacHOCTH B | ”HGOPMAIIMOHHOM obecrieueHus obecrieueHus
COBPEMEHHOM 0e30MmacHOCTH. 00BEKTUBHBIX 00BEKTHUBHBIX

oOriecTse, ux noTpedHOCTEN MOTPEeOHOCTEH  JTMYHOCTH,
3HaYeHUE JUTSE JUYHOCTH, OOIEecTBa U | OOIIECTBA U TOCYNapCTBa.
oOecrieyeHust rocyapcraa.

00BEKTHBHBIX

noTpeOHOCTEH

JIUYHOCTH,

obmecTBa u

rocyapcTea

OIIK-5  cnocoben | MOIIK-5.1. 3nath: | MOIIK-5.2. Ywmers: | UOIIK-5.3. Bnagers:
MIPUMECHSTh OCHOBHBIC HOPMATHUBHBIE | TPUMEHSTH HaBBIKaMU pa0OTHI C
HOPMAaTHUBHBIC MPaBOBbIC aKThl, | HOPMATHUBHBIC MTPABOBHIC | HOPMATUBHBIMH

MIPaBOBbBIE aKThl, | HOpMATHBHEIC W | aKThl, HOPMATUBHBIC W | IPABOBBIMHU aKTaMH,
HOpPMaTHBHBIE U | METOJUYCCKHUE METOIUYCCKUC HOPMAaTUBHBIMHU U
METOMYCCKHE JIOKYMEHTHI, JIOKYMEHTHI, METONICCKUMU
JIOKYMCHTHI, perIaMeHTUPYIONIHE perIaMeHTHPYIOIIHE JIOKYMECHTaMH,
perIaMeHTHPYIONIUE | NeITeILHOCTD 10 3aIUTE | NEeATEIBLHOCTD 10 3aIIUTE | PErIaMeHTUPYIOIHIMH
JISATENILHOCTE 10 | nH(OopMaIuu. nHdopmarn B cdepe | AeITEIBHOCTH IO 3aIIUTE




3alInTe
uHQOpMaIH B
chepe
podeCCHOHATTEHOM
JeSITETbHOCTH

npodeccruoHanbHON
JEATSIBHOCTH.

uHpopmMauu B cepe
poheCCUOHATBHOMN
JIeSITCIILHOCTH.

4. CTPYKTYPA U COAEP’KAHUE JTUCHUIVINHBI «OCHOBBI
NHPOPMAIIMOHHOMU BE30OITACHOCTHN»

O0bem auctuIuIHb (MOoayIs) 4 3.¢., 144 yaca, 36 4yacoB BbIIEJICHO HA KOHTAKTHYIO padoTy
oOyuaromuxcs ¢ npenojanarenemM (u3 HuX 18 yacos — nekuuu, 18 yacoB — nabopaTopHsie paboThI),
108 gacoB — Ha caMOCTOATEIBHYIO PA0OTy 00yUYaIOIIMXCS.
Tabauna 2. CTpyKTYypa H cojiep:KaHue TMCIUILIHHBI (MOAYJIsT)

KonraktHas CaMOCTOST. ®dop™mbI TeKyIIEero
o | Ppabota pabota KOHTPOJIS
& | (Byacax) yCIIeBaeMOCTH (710
No | HaumenoBanue § HeoenaM cemecmpa)
n/m | pagena (TeMbl) 3 dopma
& = | |IO3 |[JIP |KP |CP | npomexyTounoii
gl g aTTecTaluu (1o
3| =z cemecmpam)
1 BBenenue B 2 11,2 |2 2 13 Ornpoc 1o Teme.
TUCIUTUTHHY BXOJTHOE
TECTHUPOBAHUE,
nabopaTopHas
pabora 1
2 Yrpo3sl 35 |3 3 13 Ompoc no Teme.
UH(POPMALIMOHHOM nabopaTopHas
6e3omacHocTH. Mepbl pabota 2
3aILUTHI
3 Kanams! yreuku 6,7 2 2 13 Omnpoc o Teme.
uHpopmanuu. Mojensb KOHTpOJIbHast paboTa
HapyILIUTENs 1
4 Cucrema 8-10 |3 3 13 Omnpoc o Teme.
0e30macHOCTH nabopaTopHas
pabora 3
5 [Toctpoenue 111 | 2 2 13 Omnpoc no Teme.
3alUIIEHHBIX 2 nabopatopHast
HKOHOMHYECKUX pabora 4
CHCTEM
6 3amuIeHHbIe 13- 2 2 13 Ompoc o Teme.
KOMIThIOTEPHBIC 15 nmabopaTopHas
CHCTEMBI pabota 5
7 OCHOBBI 16,1 |2 2 13 Omnpoc 1o Teme.
Kpunrorpaduu 7 nabopaTopHas
pabora 6
8 Ob6ecnieuenune b Ha 18 2 2 17 Ompoc o Teme.
YPOBHE TOCYIapcTBa KOHTpOJIbHast paboTta
2, UTOrOBOE
TECTHPOBAHNE
UTOro 144 |18 18 108 IK3aMeH

KP — kypcoBas pabora; CP — camocrosiTenbHas paboTa 1o OTAEIbHBIM TeMaM

VciioBHBIE 0003HAYECHUS

JI — 3ansTus neknuonHoro tumna; [13 — npakrudeckue 3ansatus, JIP — maGoparopuasie paboTHI;




Tabaunna 3. MaTpuia cooTHeceHUsI TeM/pa3e/ioB
Y4eOHOM TMCUMILUTHHBI/MOYJIsI M (POPMHUPYEMBbIX KOMIIETEHIM i

Komnemenyuu (ykazviearomces 2
KOMnemeHyuu nepeyucieHtsle 8 | ooujee
Temwi, Kon- n.3) Koauvecm
pasoeivl 60 80
OUCYUNTIUHDBL uacos Komneme
HyU
OIIK1 OIIK 5
Beenenue B TUCHUIUIMHY 17 + + 2
YTrpo3sl nHOOPMAITMOHHOM 22 + + 2
Oe3omacHoCTH. Mepbl 3alUThI
Kanansb! yreuku undopmanuu. 17 + + 2
Mopens HapymmTess
Cucrema 6€30MMacHOCTH 22 + + 2
[TocTpoenue 3amuIeHHbIX 17 + + 2
SKOHOMHYECKHUX CHCTEM
3aluIIeHHbIE KOMITbIOTEPHBIE 17 + + 2
CUCTEMBbI
OcHOBBI KpunTorpaguu 17 + + 2
Ob6ecneuenune b Ha ypoBHe 21 + + 2
rocyaapcTBa
NTOI'O 144

Conepxanue TMCHUILINHBI

Beenenne B AUCHUILINHY

OcHOBHbIE  TOJIOKEHHUS ~ TEOpUM  HMHQPOpPMAIMOHHON  Oe3omacHOCTH:  UHpopManus U
MH(pOPMAIMOHHbIE OTHOLIECHUS; CyObEKThl HH(OPMAIIMOHHBIX OTHOIIEHUH, NX O6e3omacHocTb. Tpu
BHUJa Bo3MOHbIX HapymeHuil MC. Omnpenenenue TpeOOBaHUI K 3aIMIIEHHOCTH HH(OpMAINU.
I'OCT 34.003-90 «MudopmarmonHas TexHosnorus. Kommiekc cTanjapToB Ha aBTOMaTU3UPOBAHHBIE
cuctembl. Tepmunsl u onpenenenus». 'OCT 34.201-89 «udopmanmonnas Texnonorus. Kommineke
CTaHJ]ApTOB HAa aBTOMATHU3UPOBAHHBIE CUCTEMBI. BUIbI, KOMIIJIEKTHOCTD M 0003HAYEHHE JOKYMEHTOB
npu co3ganuu aBTomMaruzupoBaHHbIX cuctem». I'OCT 34.601-90 «MHbopmanioHHas TEXHOIOTHS.
KoMIuiekc cTaHzapToB Ha aBTOMAaTH3UPOBAaHHBIE CHUCTEMBL. ABTOMAaTH3UPOBAHHBIE CHCTEMBI.
Cranuu coznanus». 'OCT 34.602-89 «MuadopmarimonHas TexHonorus. KoMiieke craniapToB Ha
aBTOMATHU3MPOBAaHHBIE CHUCTEMBI. TEXHMUECKOE 3aJaHME€ Ha CO3JJaHUE aBTOMATHU3MPOBAHHOMU
CUCTEMBI».

Yrpo3bl nHpopManMOHHOM Oe3omacHocTH. Mepbl 3alIIUTHI

[Tonarue yrpossl. 3ammuta. Knaccudukamus yrpo3 m mep 3amuThl MHGopmanuu. TakcoHOMHUs
Hapymiennii b BeluMcInTEIbHON CHCTEMBI UM MPHUUYMHBI, 00yCIaBIMBAIONIME UX CYIIECTBOBAaHUE.
CoctaB W cojepkaHue CpPEICTB 3alluThl, 00beKThl W 3neMmeHThl 3amuTel. [OCT 34.603-92
«UHpopmanronHas texHosorus. Buapl ucnbiTanuii aBromMatusupoBaHHbIX cuctem». ['OCT P
50922-2006 «3ammra uHpopmanuu. OcHoBHBIE TepMHUHBI U onpeaeneHus». [OCT P 51275-2006
«3ammurta napopmanmn. O0bekT nHGopMaTuzauu. DakTopsl, BO3AECHCTBYIOMKE HAa HHPOPMAITHIO.
O6ume mnonoxenus». ['OCT P 51583-2000 «Bamura wuapopmauuu. Ilopsmoxk co3manus
aBTOMAaTU3MPOBAHHBIX CHCTEM B 3aLUILEHHOM HCNOJIHEHUH. OOLIe NOT0KEHU.

Kanagasbl yreuxku napopmanuu. Moaesib HApyIuTe/ s

Knaccu¢ukanus xaHaJoB NMPOHMKHOBEHUS B CUCTeMy M yTeuku uHpopmanuu. Hedopmanbhas
Mozenb HapymwuTens B AC. Buasl NpOTUBHUKOB WM «HAPYIIMTENCH». AHamu3 CrmocoOoB
Hapymwenuii Ub. Tlonstus o Bumax BupycoB. ['OCT P 51624-2000 «3amurta uHPOpMAIIUH.



ABTOMAaTU3UPOBAaHHBIE CHUCTEMBl B 3alUIICHHOM HcrnonHeHuu. Oomue tpedoBanus». ['OCT P
NCO/MBK 27002-2012 «ubopManmoHHass TeXHOJIOTHsA. MeETOAsl M CpeiacTBa 00OeCreYeHUS
6e3onacHocTr. CBOJI HOPM M MPaBWII MeHEMKMeHTa nHpopMannonHoi 6ezonacHoctuy. ['OCT P
NCO/MBK 29100-2013 «Mudopmanmonnas TexHOIOTHs. MeETOasl W CpeAcTBa OOECTeUeHUs
6e3onacuoct. OcHOBBI 06ecnieuenus npuBaTHocTH». ISO/IEC 27000:2009 — CYUB: onpeaencHus
Y OCHOBHBIC ITPUHIIHITHI.

Cucrema 0e30MacHOCTH

3amaun cucteMbl 0€30macHOCTH. Mepbl MPOTUBOICHCTBHS yrpo3aM Oe3omacHocTr. Kitaccudukanms
Mep. OCHOBHBIC HOPMATHBHBIC PYKOBOISIINE JOKYMEHTHI, KaCAIOIINECs TOCYJapCTBEHHON TalHBI,
HOPMAaTHUBHO-CITPABOYHBIC IOKyMEHThI. OCHOBHBIE MeXaHU3MbI 3amuThl AC. Moaenu 6e301acHOCTH
u ux npumenenue. ISO/IEC 27001:2005 u T'OCT P UICO/M3K 27001-2006 — tpedoBanus k CYUbD
ISO/IEC 27002:2005 u TOCT P UCO/M3BK 17799-2005 — mpaktuueckue npasuia ynpasienus Ub.
ISO/IEC 27003:2010 — pykoBoactso mo BHeapenuto CYHUB. ISO/IEC 27004:2009 u I'OCT P
NCO/M3K 27004-2011 — ouenka pynkunonupoBanusi CYUB.

IlocTpoeHue 3aMIIEHHBIX IKOHOMHYECKUX CUCTEM

OcHoBHbIe TexHOJOTUM TocTpoeHus 3amuiieHHbx OUC. Mecto b sxoHOMHYECKUX CUCTEM B
HanmoHanbHOW Oe3zomacHocTu cTpanbl. Konuemnius Ub. OcobeHHOCTH paboThI C MEpPCOHANIOM,
BIQJICIOIUM  KOH(QUICHIHATBHOW uHMOopManueld. TexXHOIOTHYeCKHe OCHOBBI  00pabOTKH
KoH(puaeHmaneubix nokymentoB. ISO/IEC 27005:2011 u I'OCT P UCO/MBK 27005-2010 —
ynpasienue puckamu Ub. ISO/IEC 27006:2011 u TOCT P ICO/M3K 27006—2008 — tpeboBanus
K opranam, ocymiecTBisomuM ayaut u ceptudukanuo CYUB. ISO/IEC 27007:2011 u ISO/IEC
27008:2011 — pykoBoactsa o aynuty CYUD u cpeacts ynpasnenust Ub, peanmuzoBannbix B CYUB.
ISO/IEC 27011:2008 — pykoBOACTBO 10 yrpaieHuto Ub 1iis TeleKkOMMYHHUKAIIMOHHBIX KOMITAHHN
Ha ocHoBe ISO/IEC 27002

3ammineHHble KOMIbIOTEPHbIE CHCTEMBI

Vcnonb30BaHue 3aIUIIEHHBIX KOMIIBIOTEPHBIX CUCTEM. 3alUTa ONEPALMOHHON CUCTEMBI U APYTHX
CHCTEMHBIX MPOTPaMMHBIX cpecTB. Opranusanus 10cTyna B JokanbHbIX ceTsx. ISO/IEC 27013 —
PYKOBOJICTBO IO MHTErpUpoBaHHOMY BHezapeHHto cranaaproB ISO/IEC 20000 u 27001. ISO/IEC
27014 — undpactpykrypa pykoBoactsa Ub. ISO/IEC 27015 — pykoBocTBo 1o yrpasneruto Ub s
¢unancobix cepucoB. ISO/IEC 27031:2011 — pyKkoBOJCTBO 1O TOTOBHOCTH WH()OPMAIIMOHHBIX U
TEJIEKOMMYHUKAITMOHHBIX TEXHOJIOTHH JUTsi 0OecTieueH sl HEMPEPHIBHOCTH OM3Heca.

OcHoBbI kKpunrorpadpuu

Mertoasl kpuntorpadpuu. Kiaccudukauus mmdpoB mno paznuuHbiM - npusHakam. [ludpsi
nepecraHoBku. [udper 3amenst. [1udps rammuposanus. Hanesxxunocts mmmdpos. ISO/IEC 27033 —
yrnpasiienue 6e3onacuoctbio cereit. ISO/IEC 27035:2011 — ynpasnenue unnunearamu Ub. ISO/IEC
27037 — pyKOBOJICTBO TI0 UJCHTH(PHUKAIINHN, COOPY /WK TIOTYYSHUIO U 00ECTICUCHUIO COXPAaHHOCTH
CBHJICTENIBCTB, MpEACTaBIeHHBIX B 3ekTpoHHO# (opme. ISO/IEC 13335 — meronsl u cpencraa
obecrieuenus Oe3omacHocTu wHpopManuoHHbiX TexHonorud. ISO/IEC 15408 u ISO/IEC
18045:2008 — oOmmue KpUTEpUH U METOJIOJIOTHS OLEHKH Oe30MacHOCTH HWH(POPMALMOHHBIX
texaosoruit. ISO 19011:2011 u TOCT P MCO 19011-2003 — pexoMeHAaIuH 110 ayAUTy CHCTEM
MEHEKMEHTa

Ob6ecneuenne b Ha ypoBHe rocynapcraa

MesxTyHapoIHbIE CTaHIAPTHl WH(pOpMaMoHHOro oOMeHa. b B ycioBHsIX (QyHKIMOHUPOBAHUS B
Poccun rnobGanpHbIX ceredl. Haznauenme u 3amaum B chepe oOecmeuenus Wb Ha ypoBHe
rocyaapcta. BS 25999 u I'OCT P 53647 — ynpasnenue HenpepbiBHOCTBIO On3Heca. CTO BP MBBC-
1.0 — oOmwme mnonoxenus B obmactu obecneueHus: Wb opranmzanuii OaHKOBCKOW CHCTEMBI
Poccuiickoit ®eneparuu. CTO BP UBBC-1.1 — aygutr b 78. CTO BP UBBC-1.2 — meroanka
olleHKH cooTBeTcTBUsi Wb opranusanuii OaHkOBCckOW cucteMbl Poccwmiickoit ®Denepamnuu
tpedboBanusim CTO BP WBBC-1.0. Pexomenmamuu 1o crangaptusanuu P 50.1.053-2005.
Nudopmannonnsie TexHomoruu. OCHOBHBIE TEPMUHBI U OMpPEIEICHHUS B OOJACTH TEXHUYECKOU



3amuThl uHGopManuu. (yTB. IIpmkazom PocrexperymupoBanms ot 06.04.2005 Ne 77-cr).
Pexomenpammu mo crapgaptusaimu P 50.1.056-2005. TexHuueckas 3ammra WHGOPMAIUU.
OcHoBHbIe TepMuHBI 1 onpenenceHus. (yrB. [Ipuka3zom PocrexperymupoBanust ot 29.12.2005 Ne 479-
CT).
5. METOANYECKHUE YKA3AHUSA 11O IPEINIOJABAHUIO
N OCBOEHUIO JUCHUIIJIMHBI (MOAYJIA)

5.1. Yka3zanus s npenojgaBareJsieil 10 OpraHu3aliy U NPOBeIeHUI0 Y4eOHbIX 3aHATHI
10 JUCUMIJINHE (MOIYJIIO)

[Ipy TOATOTOBKE K JIEKIIMOHHBIM 3aHATUSM HEOOXOJMMO BOCIOJIB30BAaThCSA y4eOHO-
METOAMYECKOW JuTepaTypol w3 1.8 (ocHOBHOW). Jlekuumm HEOOXOIUMO MPOBOIUTH C
MCIOJIb30BaHUEM IMIPE3CHTAIH, co3manHbix B Microsoft PowerPont.

[Ilpy moaroToBke K Ja0OPAaTOPHBIM 3aHATHUSAM HEOOXOAMMO BOCHOJIB30BaThCA y4EOHO-
METOJINYECKON JTUTEPATypOH U3 11.8 (IOTOITHUTEIBHOMN).

5.2. Yka3aHus 11 00y4ar0mMXcs M0 OCBOCHUIO IUCHUILIMHBI (MOAYJII0)

Bo Bpemst camocTosiTebHOM paboThl HEOOXOIMMO BOCIIOIB30BATHCS Y4EOHO-METOIUYECKOM
JTUTEPaTypoii U3 1.8 (OCHOBHOI), (IONOJHUTENBHOM), IHTEpHET-HCTOUHUKAMH.

Tadiauna 4 — ConepxkaHue cCaMOCTOATEIbHON padoThl 00yYAOIIUXCS

Homep
Temvi/6onpocul, ebinocuMblE HA Kon-60
paoena Dopmul pabomul
camocmosmenvbHoe uzydenue uacos
(memwi)
[ToaroroBka k onpocy o teme. I[Toaroroska 13 BueaynutopHas,

1. BXOJHOMY TECTUPOBAHMIO. U3y4eHUE y4YeOHbIX
IToaroroBka oryera no aboparopHoii padore 1 nocoOui
IToaroroBka k omnpocy o teme. [loaroroska 13 Bneaynuropnas,

2. oTueTa 10 JJabopaTopHO padboTe 2 U3y4eHHe y4eOHbIX

1ocoouit
IToaroroBka k omnpocy no reme. [loaroroska k 13 Bneaynuropnas,
3. KOHTPOJIbHOM paboTte 1 U3yyeHHe yuyeOHbIX
ocoouit
[ToaroroBka k onpocy no teme. Ilogroroska 13 BueaynutopHnas,
4. oTYeTa 110 JrabopaTopHOM padote 3 U3y4YeHUE y4eOHBIX
nocoOui
IToaroroBka k omnpocy no teme. [loaroroska 13 Bneaynuropnas,
5. oTueTa 10 J1abopaTopHoii pabote 4 U3y4eHUE y4eOHBIX
ocooui
[ToaroroBka k onpocy no teme. Iloaroroska 13 BueaynutopHnas,
6. oT4eTa 1o J1abopaTopHOit pabote 5 H3ydeHne ydeOHbIX
nocoOui
IToaroroBka k omnpocy no teme. [loaroroska 13 Bneaynuropnas,
7. oTueTa 10 J1abopaTopHO padboTe 6 U3y4eHUEe y4eOHBIX
nocooui
[ToaroroBka k onpocy no teme. [Tonaroroska k 17 BueaynutopHnas,

8. KOHTpOJIbHOH pabdote 2. [Toaroroska k H3ydeHHUE y4eOHBIX

UTOTOBOMY TECTHPOBAHHUIO nocoOui

5.3. Buabl u ¢opMbl NHUCbMEHHBLIX Pad0T, NPeIYCMOTPEHHbIX IPH OCBOCHUU
AUCHMILINHBI (MOAYJIs1), BHINOJHSAEMbIE 00YYAIIIUMHUCH CAMOCTOSITEILHO — pedepat

IIpaBuia oopmiieHus TeKCTa NOACHUTEILHOM 3anMcKH pedepaTa



Ha TuTynpbHOM JMCTE MpPOMUCHIBAIOTCS: Ha3BaHWE YHUBEpcUTETa, (akyibTeTa, Kadeapsl,
Ha3BaHME JUCIHUILTUHBL, TeMbl pedepara, @.M.0. crynenra, Homep rpymisl, @.1.0. npenogasarens
Y OCTaBJISIETCSA MECTO ISl IPOCTABJICHUS OLIEHKU U TIOJITUCH IIpenoaaBaress . BHu3y numiercs ropoa
Y TOJ] HAaIlMCaHUSI.

TekcToBast yacThb

N3znoxenne Ttekcta M odopmiieHHEe padOThl CJEIyeT BBIIOIHATH B COOTBETCTBUU C
TpeOOBaAHUSIMU.

Texcrt I13 opopmitsiercs Ha 0JTHOM cTOpoHE ucTa popmara A4.

OcHoBHoO# TekcT Habupaercs mpudrom Times New Roman 12, ¢ BbIpaBHHBaHHEM 70
wupune, ad3alHBIA OTCTYII JOJDKEH ObITh OJMHAKOBBIM 110 BCEMY TEKCTY U paBeH [,25 cm; CTPOKU
Pa3ICNAIOTCS NOYMOPHbIM UHIMEPBATIOM.

[Tonst crpanunbl: BepxHee -2,5¢cM, HUXKHEE — 2,5 cMm, JieBoe — 3,5 cMm, npasoe — 1,0 cMm.

Crpykrypssle aneMeHThl mnoscHutenbHod 3anucku COJEPKAHUE, BBEJIEHMUE,
3AKJIIOYEHUME, CIIMCOK HUCHOJb30BAHHBIX MCTOYHUKOB, INPUJIOKEHUE
JOJKHBI HAUMHATHCS C HOBOTO JIUCTA.

Wx 3aronoBku opopMIIIIOTCS npORUCHbIMU OyKeéamu, wipugpmom 14 2K, pacrionararorcs 6
cepedune cmpoku 6e3 mouku 6 koHye. JIONOMHUTENbHBIN uHmepsean nocie 3arojoBka - 12 nm.

OCHOBHYIO 4acTh pabOThI Pa3AEISAIOT HA pa3/ieibl, IOAPa3IeNbl U, IPU HEOOXOIUMOCTH, Ha
MTYHKTBHI.

Kaxnprii pa3zgen HE0OX0IMMO HAYMHATH C HOBOTO JIMCTAa. Pa3iensl HyMepyrloT apaOCKUMU
uudpamu B mpenenax Bcero Tekcra. Ilocme HomMepa M B KOHIIE 3arojoBKa pasfelia moukd He
cmagumcs.

Ecnu 3aroioBok COCTOUT U3 ABYX MPEATIOKEHUHN, UX PA3JENSIIOT TOUKOU. [lepeHocst cnos &
3a207108Kax He 0ONYCKAIOMCAL.

3aroj0BKH pa3zenoB opOpMISIOTCS ¢ nponucHoui oykewvl, uipugpmom 14 K, c aG3zaiHOrO
orcryma 1,25 cM. JIOTIOHUTENBHBIN uHmMepsal nocie 3a201068Ka - 6 nm.

(Ecnn 3aronoBok pazjena 3aHUMAaeT JIBe U O0JIbIIee YUCIIO CTPOK, TO HHTEPBAI MEKIY STUMH
CTPOKAMH — HOLYMOPHBIM).

[Tonpaznensl HyMepyrOTCS B Ipelienax Kakaoro paszena. Homep moapasznena cocTouT U3
HOMEpa pasjiena M MOPAJKOBOTO HOMepa IMojpasfena, pas3jieleHHbIXx Toukol. Ilocme HOMepa
II0/Ipa3/iesia TOUKY HE CTaBsT.

3aroI0BKH MOJIpa3/IeIOB MMeYaTaloTCs ¢ a03aIHOTO OTCTYIA, C RPORUCHOU OYKEbl WipUhmom
12 7K, 6e3 TOUKH B KOHIIE 3ar0JIOBKa.

JloTIOTHUTENBHBIN unmepaan nepeo 3arojIOBKOM Toipas3zesa — 6 nm, nocjie 3arojoBka - 6 nm.

[TyHKTBI HyMEpYyIOTCA B IIpeaenax Kax0ro noapaszena. Homep myHKTa COCTOUT U3 HOMEPOB
paszzena, moapaszena 1 MyHKTa, pa3eIeHHbIX Toukoi. [locie Homepa myHKTa TOUKY HE CTaBsIT.

Henb3s nucath 3aroioBoK B KOHIIE CTPAHUIIBI, €CJIM HA HEH He yMellatoTcs, 1o KpaifHel Mepe,
JIB€ CTPOKH TEKCTa, UIYILIETO 3a 3ar0JIOBKOM.

[Tpumep opopmiieHHsI 3aroJ0BKOB TEKCTA:

1 Pa3zpaboTka annapaTHbIX CPeACTB

11
724 Hymepanusi myHKTOB nepBOro pasjiesia or4era
13
2 TexHU4YecKHe XapaKTePUCTHKH
2:1)
22l HyMmepauusi nyHKTOB BTOPOro pa3sjiesa oT4era

23



B nosicnutenbHoM 3anucke nociie TuTynbHoro jgucta nomemiaercs auct COAEPKAHUE, B
KOTOPOM YKAa3bIBalOTCs HOMEpPAa M HAMMEHOBAHUS pa3lesioB, IOJApa3nenoB U npwioxeHun T ¢
YKa3aHMEM HOMEPOB CTPAHMIL, T/I€ OHU HAUMHAIOTCS.

Paznenbl, moapaznensl 3aluChIBAIOTCS B COACP)KAaHUM B TOYHOM COOTBETCTBHHM C MX
HAaUMEHOBAHUSIMU 0€3 COKPAILEHUIN cmpoyHbiMU OYKE8AMU KPOME NEPEOti NPONUCHOU.

IHepeuncienus

B TekcTe MOsSCHUTENHHOM 3alMCKU TEPEUMCIICHUS] MPOU3BOAATCA C ab3alHOTO OTCTYIIA,
Ka)KJI0€ C HOBOU CTPOKH C deghucom.

IIpumeps! HanMCaHUS:

- TeKCT nosicHuTenbHOU 3amucku (I13) (¢ pucynkamu, TabauamMu U T. 11.);

- IPUJIOKCHUS,

- IepeueHb TEPMUHOB;

- IEpEeYECHb COKPAILICHHUI;

- IepeUeHb JIUTEPATYPHI.

[Tpu HEOOXOIMMOCTH CCHUTKU B TEKCTE OTYETA HA OJIUH U3 AJIEMEHTOB MEPEYHUCIICHUS
BMECTO Jie(huca CTaBsATCs CTPOYHbIE OYKBHI B IOPSAIKE PyCcCKOro andaBuTa, HaunHas ¢ OyKBHI a (3a
UCKITIOUeHUEeM OYKB 3, #, 0, 4, b, b, b).

JIist nabHEWIeH neTaiu3aiyy MepeurciIeHr He0OX0IMMO UCITOJIB30BaTh apadCKue
UGB, MOCTIE KOTOPBIX CTABUTCS CKOOKA, a 3aIKCh MPOU3BOUTCS C a03aI[HOTO OTCTYIA, KaK
MOKa3aHo B IPHUMeEpE.

[Tpr HEOOXOMUMOCTH JAJIbHEHINEH IeTanu3alii NePEeYUCIICHUH HCIIONB3YIOTCS apaOCKue
UG Pl U CTPOUHBIE OYKBBI PYCCKOTO andaBuTa, mociie KOTOPBIX CTABATCS CKOOKH:

a)...;

0)...;

1)...;
2)...;

B).

IIpumeps! HarMCaHMS:

1) tekct mosicautenbHOM 3anucku (I13) (¢ pucyHkamu, TabIUI[AMU | T. 11.);

2) TPHUIIOKEHHUS;

3) mepeyeHb TEPMUHOB;

4) mepeveHb COKpaIlCHHIA,

5) mepedeHs TUTEPATYPHI.

[Tpumepb! HanTUCaHUS:

a) TekcT nosicuutensHo 3anucku (I13) (c pucyHkamu, TabnunaMu u T. 11.);
0) NpUIIOKEHNUS;

B) IEPEUYCHbh TEPMUHOB;

I') IepevyeHb COKpaIleHHi;

1) IepeueHb JIUTEPATYPBhI.

CoxkpameHus cJIoB

CokpamieHue cloB B TEKCTe, Kak MpaBWIIO, HE JoIyckaercs. VICKIIOUeHHue COCTaBISIOT
COKpalIeHHsI, OOIIEPUHATHIE B PYCCKOM SI3BIKE: T. €. (TO €CTh), U T. M. (M TOMY OJO0HOE), U T. 1. (1
Tak ganee), u Ap. (4 apyrue).

[Tpu HEOOXOAMMOCTH MPUMEHEHUS CTIEIU(PUUECKUX TEPMUHOB UITU COKPALIEHUI HYKHO 1aTh
UX pa3bsiCHEHHE MpU MEpPBOM YINOMHUHAHWU. Hampumep «...co3qaHuMe CHUCTEM aBTOMATHYECKOTO
npoektupoBanus (CAIIP)». B mocnenyromieM TeKCTe MPUHSTHIC COKPAIIECHUS TAITYTCS 0€3 CKOOOK.

DopMy.Jibl

CocTaBHOIf 4acThIO TEKCTA MOSICHUTENIbHOM 3aMUCKU SABISIOTCA MaTeMaTudeckue Gopmysbl 1
cooTHOIEHUs. POPMYIIBI CO3AAI0TCS B peAakTope GopMy.



(DopMy.TIBI pacmojiararoT B CEPECANHE CTPOKU U BBIACIAIOT U3 TEKCTA CBO6OI[HBIMI/I CTpOKaMHU.

[TpumMep ohopMIIEHHS PACYETOB:
KOJ_H/ILICCTBO HaACCJICHUS B 3aJaHHOM HyHKTe U IIOAYMHCHHBIX OerCTHOCTﬂX C yquOM
CpeIHEro MpUpPOCTa HaceleHus onpeaensercs mno popmyse (3.1):
H, = H, (1 4 A_H>t, (3.1)
100

rae  Ho— uucino xxuteneii Ha BpeMs IPOBEACHUS NIEPEITUCH HACEIICHHUSI, THIC. YElL.;
AH — cpennuii ro0Bo MPUPOCT HACEIEHUS B JTaHHOW MECTHOCTH, %o (mpunuMaetcs 2...3%);
t — mepuon, ompeznenseMblii Kak pa3HOCTb MEXIY HAa3HAYCHHBIM T'OJOM IEPCHEKTUBHOTO

IMPOCKTUPOBAHUA U T'OAOM MPOBCACHUA NNCPCIIUCHU HACCIICHUA, TO.
8

2
H, = 32,6 (1 + m) = 38,2 ThIC. YeJI.

PacmmudpoBka ¢GopMynbl, TpU HEOOXOAUMOCTH, TPUBOJUTCS HEMOCPEACTBCHHO IO
dbopmynoii. B xonue Gopmynbl cTaBUTCS 3amsTasi, MOSICHEHHE 3HAUEHUN CHMBOJIOB JIAlOT C HOBOM
CTPOKH B TOM TMOCIIEAOBATEIHLHOCTH, B KAKOH OHU MPUBEICHBI B (hopMyIIe.

DopmyIibl HyMepyroTcs B mpejenax pasaena. Homep Gopmyiiel cocrout u3 HoMepa pasaena
U TIOPSJIKOBOTO HOMepa (GopMmyibl B 3TOM pasaene. Homep dopMynbl B KpyribIX CKOOKax
MTOMEIIAETCS B KPaitHEM ITPaBOM IOJIO)KCHHUH Ha CTPOKE.

Ccbuika B TekcTe Ha popMyny: «...B popmyre (3.1)».

Tadauunl

[MudpoBoit matepuan odopmisercs B Buae Tabmui. Tabmuiy cinemayeT pacrmoiararb
HENOCPEACTBEHHO T0CJIE CChUIKH Ha Hee.

Pasmepsr Tabmuil BBIOMpAIOTCS MPOW3BOJIBHO, B 3aBHUCHUMOCTH OT MPEICTaBISIEMOrO
Marepuaia. BeicoTa cTpok TabIuIbl 10KHA OBITH HE MEHEE 8 MM

Tabnuna 2.1 — HaumeHoBanue TaOIUIIBI

3arosoBku rpag

[TonzaromnoBku rpad

Crtpoku
(ropu3oHTaIbHbBIE

pAIBI)

3aronoBku Tpad M CTPOK TaOIMIBl JOJDKHBI HAUMHATBCS C MPONUCHOM OYyKBBI, a
M10J13ar0JIOBKHU I'pad) — o CTPOYHOM OYKBBI, €CIIM OHU COCTABIIAIOT OJHO MPEIOKEHHE C 3aT0JIOBKOM.
Ecnu monzaronoBku rpad MMEIOT CaMOCTOSITENIbHOE 3HA4Y€HHE, TO MX HAYMHAIOT C MPOMUCHOMN
OYKBBI.

3aroyioBKM yKa3blBalOT B €IMHCTBEHHOM 4Hclie. B KOHIlE 3arojloBKOB M MOJ3arojIOBKOB
TaOJIUIIBI TOUKU HE CTaBSAT.

Pa3nensaTh 3aronoBku OOKOBUKA U Tpad AUaroHaIbHBIMU JIUHUAMH He fomyckaetcs. ['pady

«Homep mo nopsiaky» B TaOIHILy BKIIOYATh HE JOITYCKaeTCsl.

Tabmuiel HyMepyrOTCs B Tipeenax pasznena. Homep Tabmuiibl COCTOUT U3 HOMEpa pasziena u
MOPSAIKOBOTO HOMepa Talnuibl B ATOM pasnene. HoMmep um HauMeHOBaHHE TaOJUIBI CIETYET
MOMEIAaTh HaJl TAaONUIIeH clieBa Yepes TUpE.



[Tpumep oopmiaeHuUsT TAOIHIIBI:

Tabmuua 3.1- JnmnHa y4acTKOB Tpacchl

[IpoTsKEHHOCTD y4acTKa MPOEKTUPYEMOM

Tuno kabensg
TPacchl, KM
0,084 JI1C-04-24A06-7,0
0,167 JI1C-04-24A06-7,0
0,301 JI1C-04-24A06-7,0
0,779 JI1C-04-24A06-7,0

OOmas gauHa kaoemnst: 1,331 xm

JIIIC-04-24A06-7,0

[Tpumeuanue — TonmuHy JTuHUN TabIUIBI 3a1aiTe 1 OT.

Tabnuiry ¢ G0JBIINM YHCIOM CTPOK JOIMYCKAETCS MEPEHOCHTh Ha APYyroi jmcT. [lpu 3Tom B
NepBOIl YacTH TaOJIULIBI HIXKHIOI TOPU30HTAIBHYIO JIMHUIO He TPoBoAAT. Haj BTOpoii yacThio cieBa

nuuytT: «IIponomxenune Tabmuibr 2.1».

[Mponomxenne Tabmuisr 2.1

Jlara

HanmenoBanue

CTONMOCTE

Pucynku

['paduueckuit maTepuan pacmojiararoT, BO3MOXHO, OJMKE K TEKCTY, B KOTOPOM O HEM

YIIOMHHACTCA.

Bce pucyHKM HymepyroTcs B Ipenenax pasfena ¥ JOJDKHbI UMETh HauMeHoBaHue, Homep

PUCYHKA U €TO HAMMCHOBAHUC pACIIOJIararoT 1ol pUCYHKOM CJICAYIOIIHUM 06pa30M:

1

0.9

0.3

0

-3 -24 -18 -12 -4

0 ] 12 18 24 30

Pucynok 2.12 — Kpusas ko3 puureHTa BOCIPHUATUS PEUH

CcbulKa B TEKCTE HA PUCYHOK: «...B COOTBETCTBUU C PUCYHKOM 4.3».
Ecnu B paznene BBEJIEHUE ecth puCyHKH, TO OHU HYMEPYIOTCS KaK :




Pucynok B.1 — Ha3Banue pucynka

CnucoK HCIO0JIb30BAHHBIX HCTOYHHUKOB

CIHCOK WCMOIh30BAaHHBIX HCTOYHUKOB IMPUBOAUTCS B KOHIIE IMOSCHUTEILHON 3alMCKH.
Crucok HCHOJIb30BAaHHBIX YUYEOHHKOB, CIPAaBOYHUKOB, CTaTed, CTaHJApPTOB M Jp. CIEAyeT
pacmonarath B TMOPSIKE TMOSBIICHUS CCBHUIOK Ha WCTOYHUKA B TEKCT€ pPabOTHI U HYMEPOBATh
apabckumu 1udpamu 6€3 TOUKH, IIeYaTaTh ¢ a03aIHOTO OTCTYTIA.

Crucok JmTeparypbl TOJDKEH OBITh cocTaBlieH B aliaBUTHOM mopsike. CIHUCOK aipecoB
cepBepoB Internet ykasbIBaeTcsl mocie JUTEpaTypHBIX UCTOYHHKOB. [Ipm ykazaHum Beb-agpeca
pEeKOMEeHAyeTCs JaBaTh 3aroJI0BOK JJAHHOTO pecypca (3aroJioBOK BeO-CTPaHMIIbI).

[Ipu cocTaBieHUH CNHCKA JIUTEPATYphbl B al(aBUTHOM MOPSAKE CIEAYeT MPHUAECPKUBATHCS
CIICAYIOIIMX TPaBHIL:

1) 3akoHO/AaTEIbHBIC aKThI U TOCTAHOBJICHUS MTPaBUTENLCTBA PD;

2) criennalibHAasi HAy4YHAas TUTEPATYPa;

3) MeToIMYeCcKue, CIPaBOYHbIC U HOPMATUBHBIEC MATEPUAJIbl, CTAThU MEPHOJUUECKOMN ITeYaTH.

Jliss  MHOTOTHpa)XKHOH JHTEpaTypbl INPU COCTABICHWH CIIMCKA YKA3bIBAIOTCS: IOJHOE
Ha3BaHHE UCTOYHMKA, (PaMUIIUS ¥ MHUIUAIBI aBTOPA, U3AATEIBCTBO U IO BBITYCKa (IS CTaThU —
Ha3BaHWE HM3JaHUs U ero Homep). IlomHoe Ha3BaHWE JIUTEPATYpHOTO HCTOYHHMKA MPHUBOJUTCS B
Hayajie KHUTH Ha 2-3 CTpaHuIIe.

Jlns 3aKoHOAATENbHBIX aKTOB HEOOXOJUMO yKa3bIBaTh UX MOJHOE Ha3BaHUE, MPUHSABIIUI
OpraH U JaTy MPUHSATHUA.

[Tpu yxazanuu aapecoB cepBepoB Internet cHauana ykasbpiBaeTCs Ha3BaHHE OpPTaHHU3AINH,
KOTOPOH MPUHAICKHUT CEPBEP, a 3aTEM €T0 MOJIHBIN ajipec.

IIpumeps! 3anuceit:

1 I'nmyxoB B. A. UccrnenoBanue, pa3paboTKa 1 MOCTPOEHUE CUCTEMBI SJIEKTPOHHOM JOCTaBKU
JIOKYMEHTOB B OnbnuoTeke: ABToped. quc. kana. TexH. Hayk. — HoBocubupck, 2000. — 18 c.

2 DKOHOMHKA M OJUTHKA Poccuu 1 rocynapcTB OJMKHET0 3apy0exbs : aHAIUT. 0030p, afp.
2007, Poc. akaz. Hayk, TH-T MEPOBO#1 SKOHOMHKH ¥ MYXIyHap. oTHomeHuid. — M. : UM3MO, 2007.
-39c.

3 ®enyxun B. . DTHOnmonutnyeckne KOH(IUKTHI B coBpeMeHHO Poccuu: Ha mpumepe
Cesepo-KaBkazkoro peruona : auc. ... KaHJ. MOJUT. HayK. — M., 2002. — c. 54-55.

4 OdunuanbHple NEPUOJNUYECKUE U3/IaHUs : SJIEKTPOHHBIN myTeBoauTens / Poc. Hail. 6-Ka,
Lentp IIPaBOBOM uHpOpMaLnu. [CTI6], 200520076. URL:
http://www.nlr.ru/lawcrnter/izd/index.html (mara obpamenus: 18.01.2007).

5 JlorunoBa JI. I'. CymHocTh pe3yinbTaTa JOMOJHUTENBHOrO OOpa3oBaHUs JeTei //
OOpazoBaHue: HCCIEOBAaHO B MHpE: MEXAyHap. Hayd. mnej. uHTtepHeT-KypH. 21.10.03. URL:
http://www.oim.ru/reader.asp?nomer=366 (n1ara obpamenus: 17.04.07).

6 PeiHOK TperuHToB HOoBOCHOUMpCKa: CBOst Urpa [DnekTpoHHbIN pecype]. — Pexxum pocryna:
http://nsk.adme.ru/news/2006/07/03/2121.html (nara obparmienus: 17.10.08).

Odopmienue npuioxeHuin
HyMeparust IpHIoKeH i OCYIIECTBISETCS PycCKiME OykBamu, kpome 6yks B, 11, b, b, bl
B paznene COJJEP)KAHUE nazBanue npuioxeHus: 0oopMIIsIeTCs CASAYIOINIM 00pa3oMm:
I[TPUJIOXKXEHUE A — /InarpaMmma KjaccoB
B camom npunoxxenun, ciopo IPUJIOKEHUE A numiercs >kKMpHBIM MIPUQTOM T10 TICHTPY,
Ha CIIEYIOMIEH CTPOKE MUIIETCS Ha3BaHUE MPUIIOKEHUS, 110 IICHTPY KUPHBIM MIPUPTOM,

HaTpumep,

HPUJIIOXKEHHUE A
JAmnarpamma KJjiaccos



Ecnu npunoskeHue NnpomoikaeTcs Ha CIEAYIOLIEH CTpaHMIE, TO HEOOXOIUMO CBEpXY IO
LEHTPY, HEXKUPHBIM HIPUPTOM HAIUCATh CIIOBA!
ITponomxenue [lpunoxenns A

Ecau B NMPUWIOKEHU U, HATIPDUMEP, B IIPUJI0KCHUH A ecThb TaﬁJ’II/IIILI, TO OHH HYMEPYHOTCH KaK:

Tabauia A.1— Hassanue Ta0au1bl

Ecnu B mpuiiokeHUU €CTh pUCYHKH, HAIIPUMEp, B IPUIIOKEHUU A, TO OHU HYMEPYIOTCS KaK:

Pucynok A.l — Ha3Banue pucynka

6. OBPA3OBATEJIBHBIE U UTHOOPMALIMOHHBIE TEXHOJIOT'U

[Ipu peanuzanuu pa3aUYHBIX BUAOB Yy4eOHOH pabOTHI

[0 JUCIHUIINHE

MOTYT

HCII0JIb30BATLCS SJICKTPOHHOC 06yquI/Ie U AUCTAaHIIMOHHBIC O6p8,30BaTeJII>HI)IC TCXHOJIOTHUH.

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ta6auna 5 — O0pasoBaTesbHbIe TEXHOJIOTHH, HCIIOJIb3yeMble IIPH pPeaJn3anuu y4eOHbIX

3aHATHH

Paznen, Trema

®dopma yueOHOro 3aHsATHS

JTUCIUILIAHBI (MOTYJIS) Jlexuus [IpakTuueckoe Jlaboparopnas
3aHATHE, CEMUHAP pabora
BBenenue B AUCHUIUIMHY O630pHas neknus | He BBINIOJIHEHHE
MIPEAYCMOTPEHO nabopaTtopHoOi
palboThI
Yrpo3sl nHGOpPMAITHOHHOM Jlexnus - He BBITIOJTHEHUE
Oe3omacHOCTH. Mepbl 3aIUThI MIpEe3EeHTALMS PEAYCMOTPEHO nabopatopHoit
paboThI
Kanans! yreuku nnpopmanuu. Jlexuus - He BBITIOJIHEHHE
Mogenb HapyIIHUTENs MPE3CHTAIIHS MPEAYCMOTPEHO KOHTPOJIbHOM
paloThI
Cucrema 6e30macHOCTH O630pnas nekus | He BBITIOJITHCHHUE
MIPEYCMOTPEHO nabopaTopHOI
paboTHI
[TocTpoenue 3anunieHHbIX Jleknus - He BBITIOJTHEHHUE
SKOHOMHUYECKUX CUCTEM MpEe3eHTALMS MPeAYyCMOTPEHO nabopatopHoit
paboThHI
3aluileHHbIe KOMITbIOTEPHbIE Jlexuus - He BBITIOJIHEHUE
CHUCTEMBI MpEe3eHTalNs MIPEAYCMOTPEHO nabopaTtopHoit
paboThI
OcHoBHI KpunTorpadun Jlexuus - He BBITIOJTHEHHUE
MpEe3EeHTALIMS MPeAYCMOTPEHO naboparopHoit
paboThHI
Ob6ecnieuenune Ub Ha ypoBHE Jlexknus - He BBITNIOJIHEHUE
rocyzapcraa MIPE3CHTALMS MIPEAYCMOTPEHO KOHTPOJIbHOM
paboThI

VY4eOHbIe 3aHATHS 1O TUCHUILUIMHE MOTYT IMPOBOIUTHCS C MMPHUMEHEHNEM MH()OpManOHHO-
TEJICKOMMYHHUKAIIMOHHBIX ~CeTed TMpH OMOCPEIOBaHHOM (HAa PpACCTOSIHMM) WHTEPAaKTUBHOM
B3aMMOJICHCTBUY OOYYAIONIMXCs M MpenojaBaresi B pexxuMax On-line B gopmax: BHIeoneKuuii,
JeKIUH-TIpe3eHTalNi, BUACOKOH(EpPEHIUH, coOeceJoBaHUsl B pexuMe uaT, (opyma, uaTa,



BBITIOJTHEHUS BUPTYaAJIbHBIX PAKTHUECKUX H/HIIK J1a0OpaTOPHBIX paboT U JIp.
MaxkcumanbHbBIE  00beM  3aHATHH O00ydYaromerocss ¢ NPUMEHEHHEM JIEKTPOHHBIX
00pa30BaTeNbHbIX TEXHOJIOTUN HE TOJKEH MpeBbIaTh 25%.

6.2. UndopManiuoHHbIe TEXHOJIOTHHI

— HCIIONB30BaHUE BO3MOXKHOCTEH MHTEpHETa B yUeOHOM Ipolecce (MCIOJIb30BaHuE caifTta
npenoaaBaTens (pacchuIKa 3aaHui, MPEIOCTABICHHE BBIIOJHEHHBIX PadOT, OTBETH HA BOIIPOCHI,
03HAKOMJICHHE 00YYalOLUXCs C OLICHKaMU U T. [1.));

— HCIIOJIB30BAaHME YIEKTPOHHBIX YIEOHUKOB U PA3IMYHBIX CAHTOB (HapUMEp, SIEKTPOHHBIX
OMOJIMOTEK, KYPHAJIOB | T. JI.) KAK UICTOYHUKOB HH(OPMAITUH;

— HCHOJBH30BAHNE BO3MOKHOCTEH 3JIEKTPOHHOM MOYTHI IPENo/1aBaTels;

— HCIIONB30BAHUE CPEJICTB MIPECTaBICHHS yueOHOW HHPOpMAIMHK (3JEKTPOHHBIX y4eOHBIX
nocoOMii M TNPAaKTUKyMOB, TPUMEHEHHWE HOBBIX TEXHOJIOTHH JUIi IPOBEICHHS OYHBIX
(TpaAMLIMOHHBIX) JIEKIUH U CEMUHAPOB C UCIIOJb30BaHUEM MPE3EHTALUMN U T. 1.);

— WCIIONB30BaHUE MHTETPUPOBAHHBIX 00PAa30BaTEIbHBIX CPEll, TI€ TJIaBHON COCTaBIISIONICH
SBISIFOTCS. HE TOJIBKO NPUMEHSEMbIE TEXHOJIOTMH, HO M COAEp)KaTrelbHas dYacTh, T. €.
MH(POPMAIMOHHBIE PECYPCHI (IOCTYIT K MUPOBBIM MH(POPMALIMOHHBIM pecypcam, Ha 0aze KOTOPBIX
CTpOUTCS Y4eOHBIH mpoiiecc);

— HCHOJB30BaHUE BUPTYaNIbHOM o0y4aromeit cpeast (LMS Moodle «{udpoBoe oOyueHme»)
WJIA UHBIX WH(POPMAIIMOHHBIX CHCTEM, CEPBHCOB H MECCEHKEPOB]

6.3. IlporpammHoe obecnieueHue, coppeMeHHbIe MpodeccuoHAIbHbIE 0A3bI JAHHBIX U
nH(GOPMANIMOHHBbIE CTIPABOYHBIE CHCTEMbI
6.3.1. [IporpamMmMHoOe o0ecnieyenmne

HaumenoBaunue
MIPOTrPaMMHOI0 Hazuauenue
oOecrieueHns

Adobe Reader IIporpaMma 11 MPOCMOTpA MIEKTPOHHBIX JTOKYMEHTOB

[Tnardpopma BuprtyanbsHas obGyuatomias cpeaa
JUCTaHIIMOHHOTO
o0yuenust LMS
Moodle

Mozilla FireFox Bpaysep

Microsoft Office Odwucuas nmporpamma
2013, Microsoft
Office Project 2013,
Microsoft Office
Visio 2013

7-zip ApxuBatop

Microsoft Windows | Oneparionnas cuctema
7 Professional

Kaspersky Endpoint | CpencTBo aHTHBHPYCHOM 3aIlIMTHI
Security

6.3.2. CoBpemeHHbIe NPodecCHOHATBbHBIE 0a3bl TaHHBIX U HHGOPMALIMOHHbIE
CIIPpaBOYHbIE CHCTEMbI



1. DOnexrponnsii karamor Hayunoii 6mOmmorekun AI'Y Ha 6aze MARK SQL HIIO
«Mudopm-cucrem»: https://library.asu.edu.ru.

N

3. YHuBepcaibHas

DnexTpoHHbIi Katanor «Hayunsie sxkypHansl AI'Y»: http://journal.asu.edu.ru/.

CIPaBOYHO-MH(POPMAIIMOHHAS TOJIHOTEKCTOBass 0a3a JaHHBIX

nepuoauueckux u3nanuii OO0 «MBUCx: http://dlib.eastview.com/

o o

astrakhan.ru

HNudopmMannoHHO-TIpaBOBOE  00ECTICYCHHE

DnexkTpoHHO-0MOaKOTeUHas cuctema elibrary. http://elibrary.ru

CrpaBounas npaBoBas cuctema KoncynsrantlLiroc: http://www.consultant.ru

«Cucrema ['APAHT»:

http://garant-

7. ®OHJ] OHEHOYHbBIX CPEACTB AJI51 TIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N ITPOMEKYTOYHOU ATTECTAIIMH ITIO JUCHUITJIMHE (MOAYJIIO)

7.1. lacnopT (poHIA OLIEHOYHBIX CPEICTB

[lpn mpoBeneHWM TEKYIIETO KOHTPOJS W TPOMEKYTOYHOH aTTECTAllMM MO TUCLUILIMHE
(Momymto) «OcHOBBI WH(GOPMAIMOHHON O€30MacHOCTH» TpoBepsieTcs CHOPMHUPOBAHHOCTD Y
oOyyaroImuxcs KOMIIETCHIIMH, YKa3aHHBIX B pasfesie 3 HacTosAlled NporpaMMmbl. OTalHOCTb
(dbopMHpOBaHUS JaHHBIX KOMIIETEHIMA B IPOIECCe OCBOCHHUS 0O0pa30BaTENbHOW IMPOTPaMMBbI
OIpEeEISIETCS OCIIe0BATEIbHBIM OCBOCHHEM JTUCIUIUINH (MOAYIICH) M IPOXOKACHHEM MPAKTHUK, a
B TPOIIECCE OCBOCHUS IUCIMIUIMHBI (MOIYJsI) — IOCIIEIOBATEIBHBIM JIOCTH)KEHHEM pEe3yJIbTaToB
OCBOCHHS COJIEPKATEIBHO CBSI3aHHBIX MEXY COOOM pa3eioB, TEM.

Ta6auna 6 —. CooTBeTcTBHE H3yYaeMbIX Pa3/ieJiOB, Pe3yJ1bTATOB 00y4eHHUs] U OLleHOYHbIX

CpeacTB
Ne | KonTponupyemsble pazzensl (TEMBbI) Ko korrposmpyemoi HanmenoBanue
n/n JUCLUATUTMHBI® KoMneTeHIMH (uH ee OLIEHOYHOI'O CPEJCTBA
4acTH)
. BBenenue B AMCIUIIIMHY OIIK 1, OTIK 5, OITK J113;)6115;021(:;; ;{;;ﬂ(;i%);f:elﬂnﬂ.
6, OlK 2.3 .BxoaHoi1 Tect

Yrpo3sl nHGOpPMAITHOHHOM OIIK 1, OIIK 5, OIIK | Bompock! ajist 006CyX)AeHUSI.

2. | GesomacHOCTH. Meps! 3a1UTHI 6, OIIK 2.3 nabopatopHas paboTa 2
Kanase! yreuku nadopmarum. OIIK 1, OIIK 5, OIIK | Bompocs! ans 06CyXIeHUs.

3. | Mogens HapyLIUTENs 6, OIIK 2.3 KOHTpoJIbHas paboTta 1

4 Cucrema 6€3011aCHOCTH OIIK 1, OIIK 2.3 Bomnpocs! 11t 06cyxaeHus.

' naboparopHas pabora 3
5 ITocTpoeHune 3alUIIEHHBIX OIIK 1, OIIK 2.3 Bomnpocs! 1u1st 06cyxaeHus.

" | PKOHOMHYECKNX CUCTEM nabopaTopHas paborta 4
6 3alUIIEeHHBIE KOMIIBIOTEPHBIE OIIK 1, OIIK 2.3 Bomnpocs! 1u1st 06cyxaeHus.

" | cuctemsl nmabopaTopHast paborta 5
v OcHoBbI KpunTorpaduu OIIK 1, OIIK 2.3 Bormpocsr mist 06cyxaeHus.

' nmabopaTopHas pabora 6
Obecneuenue Ub Ha ypoBHe OIIK 1 Bomnpocs! 1u1st 06cyxaeHus.

8. | rocymapctBa KOHTpOJIbHast paboTta 2,

UTOTOBBIN TECT

7.2. Onucanue nokasareJieil ¥ KpUTeprueB OLCHUBAHUS KOMIIETCHIUI, ONMHCAHME IIKAJI

OLICHUBAHHSA
Tabanna 7 — Iloka3aTe/u OLeHUBAHUS Pe3yJIbTATOB 00yYeHHs B BH/ie 3HAHUIT
[MIxana Kpurepun onieHnBanus
OLICHUBAHHUS
5 JEMOHCTPUpPYET TIyOOKOE€ 3HAaHUE TEOPETHUYECKOro MarepHuaia, YMEHHE
«OTIUYHO» | 0OOCHOBAHHO M3JIaraTh CBOM MBICIH IO 00CYKIAEMbIM BOIIPOCaM, CIIOCOOHOCTb



https://library.asu.edu.ru/
http://journal.asu.edu.ru/
http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
http://garant-astrakhan.ru/

[IOJIHO, IIPABUJIBHO M ApryMEHTHUPOBAHHO OTBEYaTb HA BOIIPOCHI, IIPUBOIUTH
IIPUMEPBI

AEMOHCTPUPYET 3HAHUC TCOPETHUUYCCKOr0 Marc€puaiaa, €ro IoCja€aoBaTCIbHOC

«xop‘(l)mo» U3JI0KCHHUE, CIIOCOOHOCTh IPUBOIUTH IPUMEPBI, TOMYCKACT SAMHUYHBIC OITHOKH,
UCIIPABJISIEMbIE TTOCIIC 3aMEYaHHsI TPENo/IaBaTels
3 JICMOHCTPHUPYET HEMOIHOE, pparMeHTapHOE 3HAHUE TEOPETHUYECKOTO MaTepHara,
PS—— TpeOyrolllee HAaBOASAILIMX BOIPOCOB IMPEIONABATEINS, JIOMYCKAST CYNICCTBCHHBIC
TelLHOY OMIMOKA B €ro W3JI0KCHHH, 3aTPYAHSACTCS B NPUBEACHHH MPUMEPOB U
(GhOopMyITUPOBKE BHIBOJIOB
2 JICMOHCTPUPYET CYIIECTBEHHBIC ITPOOEIIbI B 3HAHUU TEOPETUYECKOTO MaTepHaa,
«HEYJIOBJIETBO | HE CIIOCOOEH €ro M3JI0KUTh ¥ OTBETUTh Ha HABOJSIIHE BOPOCHI ITPEIO1aBaTelIs,
PHUTEIILHO» | HE MOYKET IPUBECTH MPHUMEPBI

Tab6auna 8 — Iloka3aTe/in OLleHNBAHUS Pe3yJIbTATOB 00yUeHHsl B BH/le YMEHHIi U BJIaJleHUil

[xana Kpurepun onienuBanus
OLICHUBAHMS
5 JEMOHCTPUPYET CHOCOOHOCTh NMPUMEHATHh 3HAHUE TEOPETHMUECKOro MaTepuaja
COTIIHOy | TPH BBINOJIHEHUN 32/IaHHH, NOCIE0BATENLHO H IPABUIILHO BBITONHACT 3aaHus,
yMeeT 000CHOBAaHHO M3JIaraTh CBOM MBICIIU U JI€JaTh HEOOXOAUMBbIE BBIBObI
JIEMOHCTPUPYET CHOCOOHOCTh NMPHUMEHATh 3HAHHE TEOPETHMUECKOro MaTepuana
4 IIPY BBITIOJTHEHUH 33JIaHUM, [TOCJIEI0BATEIBHO U MPABUIILHO BBIMOIHSIET 3aJaHus,
«XOpoLIOy yMeeT 00OCHOBAHHO H3JlaraTh CBOM MBICIM M JIeJIaTh HEOOXOJIUMBIE BBIBOJIBI,
JIOTyCKaeT  €IUHUYHbIE  OIIMOKM, HCIpaBIseMble IIOCIE  3aMEyaHHs
npenojaBaTelis
JEMOHCTPUPYET OTHAEIbHbIE, HECHCTEMAaTU3UPOBAaHHbIE HABBIKH, HE CIIOCOOEH
3 IIPUMEHUTh 3HAaHUE TEOPETUYECKOrO0 MaTepuaja IpH BBIIOJHEHUM 3a/laHuM,
«YZOBJIETBOPH | UCIIBITHIBAET 3aTPYIHEHHUS M JOIMYCKAeT OIIMOKM MpU BBINOJHEHUU 3a/JaHUH,
TEIBHO» BBIMIOJHACT 3aJaHue TMpU TOJCKa3Ke MPENnoJaBaTelis, 3aTpyIdHSCTCS B
(GhopMyITUPOBKE BHIBOJIOB
2 He croco0eH MPaBUIILHO BBIIOJIHUTE 3aJjaHHe
«HEYAOBIIETBO
PUTEIBHO»

7.3. KoHTposibHble 3aJaHUsi WJIM HMHbIe MaTepHaJibl, Heo0XOAMMBbIEe Il OLEHKHU
pe3yJIbTaTOB 00y4YeHHs IO JUCHHUILINHE (MOAYJIIO)

Tema 1. BBegenne B IMCHUIIHHY
1. Bonpocwl 0na o6cysycoenusn

OCHOBHEBIE

ITOJIOXKCHHU A

Teopun  uMH(DOpMaMOHHOW  Oe3omacHOCTH:  uHGOpPMALUS |

MH(OPMAaLIMOHHBIE OTHOLIEHUS; CYObEeKThl MH(GOPMAIIMOHHBIX OTHOIICHUH, UX Oe3omacHoCTh. Tpu
BUJIa BO3MOKHBIX HapymeHuit C. Onpenenenue TpeOOBaHUM K 3aLIUIIEHHOCTH WH()OPMAIIHH.

2. labopamopnan paboma 1

ITapoabHas 3amuTa

[Ton HecaHKIMOHUPOBAHHBIM AocTynoM Kk uHpopmamuu (HC) cornacuo
PYKOBOJSIIMM JOKyMEHTaM [ ocTeXKoMUCCUU OyAeM MOHUMAaTh TOCTYN K HHGOpMaIuH,
HapyLAIIAA YCTaHOBJICHHBIE ITPABUJIA PA3TPAHUYEHHUS TOCTYIIA U OCYIECTBISIEMBIN C
WCIIOIB30BaHUEM ITATHBIX cpeAcTB, nmpeaocTaBisieMbix CBT nmm AC. HCJl MoxeT HOCHUTH
CIIy4alHbIM WJIK HAMEPEHHBIN XapakKTep.

Mo03kHO BBIIETUTH HECKOJIBKO 0000IIEHHBIX KaTeropuid MeToa0B 3amuTsl oT HCJ, B yacTHOCTH:
® OpPraHU3alMOHHBIC;
® TEXHOJOTMYECKHUE;

® TIPaBOBBIC.

K nepBoii kareropuu OTHOCATCS MEPBI U MEPOIIPUATHS, pETJIaMEHTHPYEMbIE
BHYTPEHHUMH HHCTPYKIMSIMH OPTaHU3alUH, SKCIUTyaTUPYIOIIed HHPOPMALUMOHHYIO CUCTEMY.




ITpumep Takoil 3aLU Tl — MPUCBOEHUE TPUPOB CEKPETHOCTH JTOKYMEHTaM U MaTepuaau,
XPaHALMMCS B OTAEJIbHOM IIOMEIIEHUH, U KOHTPOJIb JOCTYIAa K HUM COTPYJHUKOB. BTopyo
KaTErOpHUIO COCTABIIIOT MEXaHU3MBI 3alIUTHI, peaIn3yeMble Ha 6a3e mpOorpaMMHO-aIapaTHBIX
CPEeACTB, HAIPUMEP CUCTEM UICHTU(UKALMHN U ayTeHTU()DUKALMY UM OXPAHHOM CUTHAIM3ALINY.
ITocnennss kaTeropys BKIXOYAET MEPHI KOHTPOJISA 32 UCIIOJHEHUEM HOPMATUBHBIX aKTOB
00IIEroCyJapCTBEHHOTO 3HAUCHHSI, MEXaHU3MBI Pa3pabOTKH M COBEPILICHCTBOBAHUS
HOPMATHUBHOM 0a3bl, peryIupyromiel BOpoCk 3auiuThl nHpopMmarmu. Peannzyemble Ha
IIPAKTUKE METOABI, KaK IIPaBUJIO, COYETAIOT B c€0€ 37IEMEHThl HECKOJIBKUX U3 MEPEUNCIICHHBIX
kareropuil. Tak, ynpaBieHHe JOCTYIIOM B IOMEIEHHUS MOXKET MPEACTaBIATh COOON B3aUMOCBS3b
OpraHMU3alMOHHBIX (BblJaua JOMYCKOB U KJIIOUEH) U TEXHOJIOTMYECKHX (YCTaHOBKY 3aMKOB U
CHUCTEM CUTHAJIM3AIMHU) CLIOCOOOB 3aIUTHI.

PaccmoTpuM noapoOHee Takue B3auMOCBsI3aHHbIe MeTobl 3amuThl oT HCJL, xak
UACHTUGUKALMS, ayTeHTU(DUKALNSA U UCIIOIb3YEMOE IIPU UX peau3aluy Kpunrorpaduyeckoe
npeoOpa3oBanue HHHOPMAITHIH.

HNnenTnduranuss — 370 NpUCBOCHUE NOIB30BATENAM UAECHTU(HHUKATOPOB U IIPOBEPKa
IPEIbSBIAEMBIX HICHTU(UKATOPOB MO CHUCKY IMPUCBOCHHBIX.

AyTeHTH(QUKALUSA — ITO IIPOBEPKA IPUHAJIEKHOCTHU I10JIB30BATENIO IPEAbIBICHHOTO
uM uneHTudukaropa. Yacto ayreHTH(PHUKALINIO TAK)Ke HA3BIBAIOT TOATBEP)KICHHEM WIIH
IIPOBEPKOM MOUIMHHOCTH.

[Tox Ge30macHOCTBIO (CTOMKOCTBIO) CUCTEMBI HACHTU(UKAIIMH U ayTeHTU(UKATUHN OyeM
MMOHUMATh CTETICHb 00ECTIEYMBAEMBIX €F0 TapaHTHH TOTO, YTO 3JI0YMBIIIJICHHUK HE CIIOCOOCH
MPONTH ayTeHTH(HUKALIMIO OT UMEHHU APYroro MOJIb30BaTesd, B 3ToM cMbIcie, 4yeM BhIIIe
CTOHKOCTh CHCTEMBI ayTeHTH(DHUKALINH, TEM CIOKHEE 370yMBIIUICHHUKY PEIIUTh YKa3aHHYIO
3agauy. CuctemMa uACHTU(PHUKALMY U AyTEeHTU(DUKALIMY SBIISETCS OJHUM U3 KIFOYEBbIX
as1eMeHTOB MHPpacTpykTyphl 3auThl oT HCJI mt060ii nHGOPMALIMOHHOM CUCTEMBI.

PaznuuatoT TpH rpymnibsl METOJOB ayTeHTH(PHUKAIIMK, OCHOBAHHBIX HAa HAJIMYUU Y
KayKJJ0TO MOJIb30BaTEIs:
® UHAUBUIYaJIbHOTO 00BEKTA 3aJaHHOT'O THIIA;

e 3HaHUI HEKOTOPOIl U3BECTHON TOJBKO €My M MPOBEPSIOIEH CTOPOHE HH(POPMALIUY;
® UHIUBUIYaIbHBIX OMOMETPUUYECKUX XapaKTEPUCTHK.

K nepBoii rpymme oTHOCATCS METO bl ayTEHTHU(PHUKAIIMU, UCIIOJIb3YIOIINE YIOCTOBEPEHHUS,
IIPOITYCKa, MArHUTHBIE KapThl ¥ IPYrUe€ HOCUMBIE YCTPOUCTBA, KOTOPBIE IIMPOKO MPUMEHSIIOTCS
JUISL KOHTPOJIS 1OCTYIa B IOMEUIEHMS, @ TAKXKE BXOAST B COCTAaB MPOrpaMMHO-aNNapaTHbIX
koMIuiekcoB 3amuThl oT HCJL k cpeacTBaM BBIYMCIUTENBHON TEXHUKH.

Bo BTOpyto rpynmy BXOAST METOABI ayTeHTU(UKALINH, UCTIONb3YIoue napoiu. [1o
HSKOHOMHYECKUM MPUUYMHAM OHM BKIIIOYAIOTCS B KauecTBE 0A30BBIX CPEJICTB 3aILUTHI BO MHOTHE
MIPOrpaMMHO-aMIapaTHble KOMIUIEKCHI 3alIUThl HHPopMali. Bce coBpeMeHHbIE onepaloHHbIe
CUCTEMBI 1 MHOTHE MTPUJIOKEHUS UMEIOT BCTPOCHHBIE MEXaHU3MBbI TapOJIbHON 3alIUTHI.

[TocnenHI00 TPYIITY COCTABIISIIOT METOIBI AyTeHTH(UKAIINK, OCHOBAaHHBIE Ha
MIpUMEHEHUH 000pyI0BaHNUS U U3MEPEHUS U CPAaBHEHUS C STAJIOHOM 3a/IaHHBIX
WHIUBUAYAIbHBIX XapaKTEPUCTHK MOJIb30BaTENs: TeMOpa rojioca, OTIEYaTKOB MajbIeB,
CTPYKTYpHBI paaykKHOH 000JIOUKH Tri1a3a u Jp. Takue cpecTBa MO3BOJISIOT C BBICOKOM TOYHOCTHIO
ayTeHTU(UIMPOBATh 00Ja/1aTeNsi KOHKPETHOTO OMOMETPUYECKOI0 MPU3HaAKa, IpUYeM
"moxnenare" OMOMETpUYecKUe mapaMeTpbl MPAKTUYECKH HEBO3MOKHO. OJHAKO MIUPOKOE
pacnpocTpaHeHHe MOJOOHBIX TEXHOJIOTUN CAEPKUBAECTCS BBICOKOM CTOMMOCTBIO HE00X0IUMOTO
00opymoBaHUsI.

Ecnu B mpoueaype ayTeHTUPHUKAIUN YIaCTBYIOT TOJIBKO JABE CTOPOHBI,
YCTaHABIIMBAOIIKE TOJUIMHHOCTh APYT JIpyTa, Takas Mpolielypa Ha3bIBaeTCsl HEMOCPEICTBEHHON
ayrentudukanuei (direct password authentication). Ecnu sxe B mporiecce ayTeHTHPUKAITUN
y4acTBYIOT HE TOJIBKO 3TH CTOPOHBI, HO M IPYTUe, BCIIOMOTaTEeNIbHBIE, TOBOPST 00
ayTeHTU(UKALMH ¢ yyacTHEM JIoBepeHHO# cTopoHsl (trusted third party authentication). ITpu
3TOM TPETHIO CTOPOHY HA3BIBAIOT CEPBEpOM ayTeHTH(HKaIMu (authentication server) wiu
apoutpom (arbitrator).

Haubosee pacipoctpaneHHbIE METO/IbI Ay TEHTH(HUKAIIMA OCHOBAHbI HA IPUMEHEHU U
MHOT'OPa30BbIX WM OJHOPA30BBIX Mapoiiel. 13-3a cBOEro mMupoKoro pacupoCcTpaHeHus U



IIPOCTOTHI peATN3aLMH TAPOJIbHBIE CXEMBI YaCTO B IIEPBYIO OUEPEIb CTAHOBSITCS MULIEHBIO aTaK
3JI0YMBIIIJIEHHUKOB. DTH METO/Ibl BKJIFOYAIOT CJIEAYIOLINE PAa3HOBUAHOCTHU CIIOCOO0B
ayTeHTU(UKALIUU:
® 10 XpaHMMOW KOTIMY mapoiis uin ero cBEpTke (plaintext-equivalent);
® 10 HEKOTOPOMY IIPOBEpOYHOMY 3HaueHuto (verifier-based);

e (0e3 HemocpeACTBEHHOM nepeaaun nHGOopMaIuu O mapoJie MpoBePSIOLIeii CTOpoHe (zero-
knowledge);
® C HCMOJB30BaHUEM MApPOJIs IS MOTyYeHUs Kpurnrorpaduaeckoro kiroda (cryptographic).

B  mepByro pasHOBHUAHOCTH CLIOCOOOB BXOJISIT CUCTEMBI ayTCHTU(UKAIIHIH,
Mperoararolye HaTuuue y 00enx CTOPOH KOIHMH MapoJis WM ero CBEpTKU. J{Jis opranuzanuu
TaKUX CUCTEM TpeOyeTcs CO3/1aTh U MOJAEP)KUBATh 0a3y JaHHBIX, COACPIKALIYIO TApOIU HITH
CBEpKHU mapoJieil Bcex moisb3oBateneil. Mx ciaboi CTOpOHOH SBISETCS TO, YTO MOJTydYeHHUE
3TIOYMBIIIJICHHUKOM 3TOW 0a3bl JaHHBIX ITO3BOJISIET MY MPOXOANTh ayTeHTU(DUKALIUIO OT IMEHU
J1000T0 MOJIb30BATES.

Cnioco0bl, COCTaBIAIONINE BTOPYIO PA3HOBUIHOCTh, 0OECIIEUNBAIOT 00JIee BHICOKYIO
CTeNeHb 0€30I1aCHOCTH MAPOJIbHOM CUCTEMBI, TaK KaK MPOBEPOYHbIE 3HAUECHHUS, XOTS OHU U
3aBHCSAT OT IapOJIei, HE MOTYT OBITh HEMOCPEICTBEHHO UCIIOIB30BAHBI 3I0YMBIIICHHHUKOM JIJIS
ayTeHTU(UKALINY.

Haxkonen, ayrentudukanys 6e3 nIpeaocTaBIeHHs TPOBEPSIONIEH CTOPOHE KAaKOH OBl TO
HU ObLTO0 MHPOPMALIUHU O TTapoJie 00eceunBaeT HauOOJIBIIYIO CTETIEHb 3AIUTHL. DTOT CIIOCO0
rapanTupyeT 0e30MacHOCTh Jake B TOM ciy4ae, ecii HapylleHa padoTa MpoBepsIIOIIe CTOPOHBI
(Hampumep, B IPOrpaMMy PErucTpaliy B CUCTEME BHEAPEH "TPOSHCKHM KOHB'").

Oco0bIM MOAX0A0M B TEXHOJIOTUU MTPOBEPKU MOUTHHHOCTH SIBIISIFOTCS
KpunTorpaduueckue mpoTOKOoIbl ayTeHTU UKy, Takue IpOTOKOJIbI OMUCHIBAIOT
IIOCJIE0BATENBHOCTD AEUCTBUM, KOTOPYIO JTOJIKHBI COBEPIINTH CTOPOHBI I B3aUMHOMN
ayTeHTU(UKALUU, KPOME TOT0, 3TH JIeHCTBUS, KaK IPAaBUIIO, COUETAIOTCS C IeHepalel u
pacripesielieHueM KpunTorpapuueckux Kioden 1 mudpoBaHus MOCIEAYIOIIEro
nH(pOpMaMOHHOTO 0OMeHa. KOppeKTHOCTh MPOTOKOJIOB ayTeHTU(HUKALIMY BBITEKAET U3 CBOMCTB
3aJIeCTBOBAaHHBIX B HUX MaTeMaTUYECKUX U KPUNTOrpadUyecKux npeoOpa3oBaHUi U MOKET
OBITH CTPOTO JIOKA3aHa.

OO0bIuHBIE TAPOJILHBIE CUCTEMBI MPOLLE U JCIIEBIIE AJIS pealn3alui, HO MEeHee
0e30macHbl, YeM CUCTEMBI ¢ KpunTorpadudeckumu npotokosiamu. [locnennue odecneunBaroT
0oJ1ee HaJEKHYIO 3alIUTY U TOMOJHUTENLHO PEIIaoT 3a/1ady pacrpeaeneHus Kiode. OgHako
UCTOJIb3yeMble B HUX TEXHOJIOTUU MOT'YT OBITh OOBEKTOM 3aKOHO/IATEIIbHBIX OIPaHUYCHUH.

Jnst 6osiee 1eTaabHOrO PACCMOTPEHUS IIPUHIIMIIOB TIOCTPOEHUS APOJIBHBIX CUCTEM
copMynHupyeM HECKOJIBKO OCHOBHBIX OIpeJIeIeHU.

HNnentndukarop noab3oBaresisi — HEKOTOPOE YHUKAIBHOE KOJIUYECTBO HH(OpMAIIHH,
MO3BOJISIIOIIEE Pa3INyaTh MHIMBUYaIbHBIX MOJIb30BaTeNEl NapoIbHON CUCTEMBI (ITPOBOAMUTD
ux uneHtTudukanuio). Yacto naeHTuUKaTOp TakKe Ha3bIBAlOT IMEHEM I10JIb30BaTeNs WIIN
MMEHEM YUYETHOM 3aIliCH TOJIb30BaTENS.

ITapoJb noab30BaTe sl — HEKOTOPOE CEKPETHOE KOJIMUYECTBO HH(POPMAIIUH, U3BECTHOE
TOJILKO IOJIb30BATENIO M MAPOJILHOW CUCTEME, KOTOPOE MOXKET OBITh 3aIIOMHEHO 0JIb30BaTeNeM
N TpeABbsBICHO JUIs TPOXO0XKICHHS MPoLeaAyphl ayTeHTHGUKanuu. OTHOPa30BbIi Maposib AaeT
BO3MO>KHOCTH TI0OJIb30BaTEII0 OHOKPATHO MPOUTH ayTeHTH(PHUKaLM0. MHOropa3oBblii apoib
MOKET OBITh MCIIOJIb30BaH I MPOBEPKH MOUIMHHOCTH IIOBTOPHO.

YdeTHas 3aNMCh M0JIL30BATEJIs1 — COBOKYITHOCTh €T0 HJIeHTHU(UKaTopa U ero napois. baza

JAHHBIX MOJIb30BaTeNeH MapOIbHON CUCTEMBI COAEPKHUT YUETHBIE 3alllCH BCEX MOJIb30BaTeeH

JTAaHHOW MapOJIbHOW CHUCTEMBI.

[Tox mapoabHOM cucTeMoi OyneM MOHUMATh MPOTPAMMHO-AIIapaTHRIM KOMILIEKC,
peanu3yronmi CUCTEMbI HACHTH(UKAIINK U ayTeHTH puKanuu rnoib3oBareneii AC Ha oCHOBE
OJTHOPA30BbIX WJIM MHOTOPA30BbIX Maposieit. Kak mpaBuio, Takoit KomMmieke QyHKIIMOHUPYET
COBMECTHO C IOICUCTEMaMU pa3rpaHUuEHus JOCTYIa U perucTpanuu coobITuil. B oTaenbHbIx
CIIy4asix mapoJibHasi CHCTEMa MOYKET BBITIOJIHATE PSI AOMOJHUTENbHBIX (YHKIIHIA, B YACTHOCTH
TeHepaIuIio U pacipeieleHle KPaTKOBPEMEHHBIX (CEaHCOBBIX) KPUNTOrpahUUECKUX KITIOUEH.

OCHOBHBIMU KOMITOHEHTaMU MTAPOJIbHON CUCTEMBI SIBISIOTCS:



e yHTEepQeiic MoIb30BaATENS;
e yHTEepQEeiic aIMUHUCTPATOPA;

® MOAYJIb COIIPSXKCHUA C APYTUMH ITOACUCTEMAaMU 6630HaCHOCTI/I;

e 0aza JaHHBIX YYCTHBIX 3amuce.

[TaponpHast cucTeMa MpeCTaBIIsIeT co00 "mepeHui Kpaii 000pOHBI" BCEH CUCTEMBI
6e3onmacHocTu. HekoTopsie ee 3ieMeHTHI (B 4aCTHOCTH, peau3yrolle nHTepdeiic
HOJIB?;OBaTeJI}I) MOT'yT 6BITB PACIIOJIOKCHBI B MECTAaX, OTKPLITBIX IJIA JOCTYIIA HOTCHIHUAJIbHOMY
3JIOYMBIIIJICHHUKY. HOBTOMy napoJjibHasA CUCTEMA CTAHOBUTCA OAHHUM U3 IICPBLIX 00BEKTOB
aTaKu IMPU BTOPKCHHUHU 3JIOYMBINUICHHWKA B 3allIUIIICHHYIO CUCTEMY. Huxe MEPCUUCIICHBI THUIIbI

yrpo3 0e30MacHOCTH MapOJIbHBIX CHCTEM:

1. Pasrnamenue napaMeTpoB yUE€THOM 3allMCH YEPE3:

® 110700p B UHTEPAKTUBHOM PEXKUME;

MMOACMATPUBAHHUC,

[ J

® IIPCAHAMCPCHHYIO II€peaavdy mapoJd €ro BJIagClIblICM APYIroMy JIUIY,

® 3axBar 0a3sbl JaHHBIX HapOHLHOﬁ CHUCTCMbI (GCJ'II/I MapoJikn HC XPaHATCA B 0aze B
OTKPBLITOM BHUJC, IJI UX BOCCTAHOBJICHUA MOXKCT HOTpe6OBaTBC$I HO,Z[60p nin

JnemudpoBaHue);

® [iepexBar MepelaHHoi 1Mo ceTu nHGOpPMaIlUKU O Mapoie;
® XpaHEHHUE MapoJid B IOCTYITHOM MECTE.
2. BwmemarenscTBO B QyHKIIMOHUPOBAHHE KOMIIOHEHTOB MAapOJIBHOM CHCTEMBI Yepes:

® BHCIAPCHHUC IIPOTPaMMHBIX 3aKJIad0K;

® (oOHapy)XeHHUE U UCIOJIb30BaHUE OIINOOK, JOMYIIEHHBIX Ha CTaJUH pa3pabOTKH;

® BBIBCIACHHUC U3 CTPOA HapOHLHOﬁ CHUCTEMBI.

HexoTtopble n3 nepeyncieHHbIX TUIIOB YTPO3 CBA3aHbI ¢ HAIMUMEM TaK Ha3bIBAEMOTO
YeJI0BEYECKOro (hakTopa, MPOSBIISIIOIIETOCs B TOM, YTO MOJIb30BaTEIh MOXKET:

e BBIOpATh NMapOJIb, KOTOPBIH JETKO 3alIOMHUTB M TaKXkKe JIETKO MoA00paTh;

® 3alucaThb 1mapoJb, KOTOpBIﬁ CJIOKHO 3allIOMHHUTD, U IMOJIOKHUTD 3alIUCh B JOCTYITHOM MECTC;
® BBECTHU NapOJIb TaK, YTO €0 CMOT'YT YBUAETh IOCTOPOHHHE:

e TiepeaaTh Maposib APYyromMy JUIy HAMEPEHHO WJIU 0T BIUSHUEM 3a0JTyKICHHS.

B JOIMOJIHCHUEC K BBIIC CKA3aHHOMY HGO6XO)II/IMO OTMCTUTH CYIICCTBOBAHUC
"mapajiokca yeaoBeueckoro ¢akropa". 3aKiIr04aeTcs OH B TOM, YTO MOJIb30BATENb HEPEAKO
CTPEMUTCS BBICTYNAaTh CKOpPEE MPOTUBHUKOM MapOJIbHOM CUCTEMBI, KaK, BIIPOYEM, U JTHOOOH
CUCTEeMBbI 0€3011acHOCTH, (YHKIIMOHUPOBAHUE KOTOPOU BIUSAET Ha ero padoune yclioBus,
HEXXEJIM COI03HMKOM CHCTEMBI 3alUThI, TEM CaMbIM 0CIa0IIss ee. 3aluTa OT yKa3aHHbIX YIpo3
OCHOBBIBAETCS Ha psijie NEPEUHUCICHHBIX HIXKE OPraHU3allMOHHO-TEXHUYECKUX Mep U

MEpOIPHUATHH.

Br100op nmapoJeit

B GomnbIIMHCTBE CHCTEM MOJIB30BATENIN UMEIOT BO3MOYKHOCTH CAMOCTOSITEIBHO
BBIOMPATH MAPOJIHM UM MOJTYYalOT UX OT CUCTEMHBIX aAMUHUCTpaTopoB. Ilpu 3Tom s
YMEHBIICHUS IeCTPYKTUBHOTO BIMSHUS OMMCAHHOTO BBIIIE YEIOBEUECKOro (hakTopa
He0o0X0IMMO pealin30BaTh psi TpeOOBaHMI K BBIOOPY U MCIOJIB30BAHUIO MAPOJIEH.

Tabmura 1

TpeOoBaHne K BBIOOPY NapoJist

IMosryuaemsiii 3pdexTt

Y craHoBI€HHE MUHUMAIbHON IJIMHBI apoJid

Y cnoxHseT 3a/lavy 3JIOYMBINUJICHHUKA ITPU
IOIIBITKC MMOACMOTPETH MMapOJib UJIN HOJIO6paTB
IapoJib METOAOM «TOTAJIBHOI'O OHpO6OBaHI/I$I)>

crnosb30BaHKE B MAPOJIE PA3IMYHBIX TPYIIT
CHMBOJIOB

Y cnoxkHsieT 3a1auy 3M10yMBIIUICHHUKA TTPH
[IONBITKE [TOJ00paTh MapoJIb METOIOM
<TOTAJILHOTO ONPOOOBAHUS

[TpoBepka u 0TOpaKOBKa IMAPOJIS IO CIOBAPIO

Y crioxkHsIeT 3a1auy 370yMBIIUICHHUKA TIPU
OTBITKE NO00PATh MAPOJIb MO CIOBAPIO

Y cTraHOBIIEHE MaKCUMaIbHOTO CpOKa
IelicTBYS Maposs

Y crioxkHsieT 3a1auy 370yMBIIUICHHUKA IPU
OTIBITKE TT0100paTh Mapoib METOJOM




(TOTAJILHOTO OIPOOOBAHHUS», B TOM YHCIe Oe3
HETIOCPEICTBEHHOTO 0OPAIICHHS K CHCTEME
aruThl (pexxum off-line)

Y cranoBIeHHE MUHHUMAJIBHOIO CpOKa
HeﬁCTBHH mapoJisd

[[pensTCTBYET NOMBITKAM MOJIb30BATEIS
BaMEHHTBH [1APOJIb Ha CTapBIil OCIIE €ro CMEHbI
10 IpebIAYIIEMY TPeOOBAHUIO

Benenue xypHaia UICTOpUHU TTapoJIeit

O0ecnieurBaeT AOMOTHUTEIBHYIO CTETICHD
BAIIMTHI 10 IPEABIAYIEMY TPeOOBaHUIO

[IprMeHeHne 3BpPUCTUUYECKOTO AJITOPUTMA,
OpaKyroIero napoiu Ha OCHOBaHUM JaHHbIX
PKypHaJla UCTOPUH

Y cnosxHseT 3aJlavy 3JIOYMBINIJICHHHKA IIpH
IIOIIBITKC HO,Z[O6paTB I1apoJib I10 CJIOBAPIO UIIN
C UCITIOJIb30BAHUCM 3BPUCTUUCCKOT'O
AJITOpUTMA

OFpaHI/I‘-IeHI/IC Yuclia IIOIIbITOK BBOJA IIAapOJIsd

[ [pensTCTBYET HHTEPAKTUBHOMY MOJI00PY
[1apoJIei 3J10yMBILIJIEHHUKOM

[Tonnepkka pexxuMa NPUHYIUTEILHOM CMEHBI
[apoJisi OJIb30BATEIIS

O6ecneunBaeT 3(HEKTUBHOCTL TPeOOBaHMS,
OrpaHUYHBAIOIIET0 MAKCUMAIILHBINA CPOK
IeliCTBHUS MapOJIst

cnonb30BaHue 3aJICPIKKHU IIPU BBOJC
HCTIPABUJIBHOI'O I1ApOJIA

[[pensTcTBYeT HHTEPAKTUBHOMY MOJI00PY
maposieil 310yMBIIIJICHHUKOM

3anpeT Ha BEIOOD MapOJIsi CAMUMHU
[0JIb30BATEISIMU U aBTOMATHYECKas
reHepaius naposen

lcktouaeT BO3MOXKHOCTh 10A00paTh Napoiib
[10 cyI0Bapro. Eciy anroput™ resepanuu
apoJieil He U3BECTEH 3JI0YMBIIJICHHUKY,
[OoCIeAHUI MOXKET TOIOMPATh apOJId TOJIBKO
METO/I0M «TOTaJIbHOTO ONPOOOBAHUS

[ [puHyuTENBHAs CMEHA ITAPOJIsl IPU IIEPBOI
[PETUCTPALIMU [10JIb30BATENSA B CUCTEME

3amuinaer oT HeMpPaBOMEPHBIX JAEHCTBUSA
CUCTEMHOI'O aIMMHHUCTPATOPA, UMEIOLIETO
[TOCTYII K [TapOJII0 B MOMEHT CO3/1aHUs
Y4ETHOH 3aIMCHU

2. [Ipumepsil.
ITpumep 1.

3ajaHue onpeaeuTh BpeMs epedopa BcexX Mmaposied, cocTosmux u3 6 mudp.

Andasut coctaBisroT mudpsl n=10.
Jlnvna naposnst 6 cuMBoJIOB k=6.

Takum oOpazom, moyuyaeM KOJIUYECTBO BAPHAHTOB: C=nk=10°
[Tpumem ckopocth epedopa s=10 maposieii B cexkynay. [lomydaem Bpems nmepedopa Bcex maposeit

t=Cls= 1OSCeKyH;1z1 667MunyT~2849acoB~1,2 nHs.

[Tpumem, 9TO TOCIIE KAXKIOTO U3 M=3 HEMPABWIIEHO BBEJICHHBIX NAPOJICH HIET May3a B V=5 CeKyH]I.
[Tonmyyaem Bpems nepebopa Beex nmaposieit T=t*5/3=16667cexynn~2778munyr~464aco~1,9 nus.

THTOF:t+T = 1,2 + 1,9 = 3,1 JOHA

[Ipumep 2.

OHpe,Z[CJ'II/ITB MHUHUMAJIbHYIO JUIMHY TTapOJid, aJ'I(I)aBI/IT KOTOPOr'o COCTOUT U3 10 CHUMBOJIOB, BpEMA

nepedopa KoToporo 0110 HE MeHbIIe 10 er.
Andasut cocTaBigoT cUMBOJIBI n=10.

Jlnuna mapouns paccunthiBaetcs: k=logn C=Ig C.

Omnpenenum kommyecTBO BapuaHToB C=t * s=10net* 10 maposeii B cex. =

10*10*365*24*60*60~3,15* 10° BapUaHTOB

Takum 06pazom, moaydaeM jumuHy napois: k=Ig (3,15* 109) = 9,5 OueBHIHO, YTO JJIMHA MTAPOJIS

OJDKHA OBITE HE MeHee 10 CHMBOJIOB.
3.3ananus.




1. Onpenenuts Bpemsi mepedopa Bcex mapoiei ¢
napametpamu. AjipaBUT COCTOUT M3 N CUMBOJIOB.

JlivHa maposist CHMBOJIOB K.
CkopocThb nepedopa s napoJicii B CeKyHIy.
[Tocne kaxmoro U3 m HENMPAaBUWILHO BBEICHHBIX IIAPOJIEN UIET 1ay3a B V CEKYH]

BapHUaHT n K S m v
1 33 10 100 0 0
2 26 12 13 3 2
3 52 6 30 5 10
4 66 7 20 10 3
5 59 5 200 0 0
6 118 9 50 7 12
7 128 10 500 0 0
8 150 3 200 5 3
9 250 8 600 7 3

10 500 5 1000 10 10

2. OnpenenuTs MUHIMAIBHYIO JUTHHY MapoJis, andaBUT KOTOPOTO COCTOUT U3 N CUMBOJIOB,
BpeMs iepedopa KOTOpOro ObLIO HE MEHbIIE t JIET.

Ckopoctb niepedopa s mapoJiel B CeKyHy.

3. OnpenenuTh KOJIMIECTBO CUMBOJIOB a(aBHTa, Mapoiib COCTOUT U3 kK CHMBOJIOB, BpeMst

BAPUAHT n t S
1 33 100 100
2 26 120 13
3 52 60 30
4 66 70 20
S 59 50 200
6 118 90 50
7 128 100 500
8 150 30 200
9 250 80 600

10 500 50 1000

nepebopa KOTOPOro ObLI0 HE MEHBIIIE t JIET.
CxopocTts Tiepedopa s mapoJjieii B CEKyHy.

3. Tecm eéxoonoii

BapHaHT k t S
1 5 100 100
2 6 120 13
3 10 60 30
4 7 70 20
5 9 50 200
6 11 90 50
7 12 100 500
8 6 30 200
9 8 80 600

10 50 50 1000




baHk TecTOBBIX 3a1aHNH pa3MellleH Ha caliTe HeHTPa uudpoBoro ody4eHust
http://moodle.asu.edu.ru

[To 06bekTy BO3ACHCTBHS YTPO3bI OBIBAIOT:!

BO3/ICUCTBYIOIINE HA HH(POPMAITMOHHYIO CPEy B LIEJIOM

BO3/ICUCTBYIOIINE HA OTACIbHBIE 3JIEMEHTHI HH(POPMAIMOHHOM CPEeIbl

AKTHUBHBIC

MaCCUBHbBIE

e o o |

2. BriOepute npaBuiabHBIN BapuaHT oTBeTa. COOBITHE, SBISIOIIEECS CICICTBHEM OJITHOTO
WM HECKOJIBKMX HEXKEeJIaTeNIbHBIX UM HEOKUAAHHBIX COOBITUH (MH(pOpMALIMOHHON
0€30MaCHOCTH ), UMEIOIIMX 3HAYUTEJIbHYIO BEPOSTHOCTh KOMIIPOMETAIMKY OU3HEC-
OIlEpaLVM U CO31aHUs YIPO3bI

®  UHIUJCHT

e HapyuLIcHUE

e CHUTHAI

3. HWpeHTudunupoBaHHOE MOSBICHUE ONMPEICICHHOTO COCTOSIHUSI CUCTEMBI, CEPBUCA WIIH
CETH, YKa3BIBAIOIIETO HA BO3MOXXHOE HAPYIICHHUE MOJIMTUKHA WH(HOPMATMOHHON
0€30IaCHOCTH, WM OTKa3 3alIUTHBIX MEp, WK BOBHUKHOBCHUE HEU3BECTHON paHee
CUTYaIlU1, KOTOPasi MO)KET UMETh OTHOIICHHE K OC30ITaCHOCTH Ha3bIBACTCS

e coObITHEM (MHGOPMAITMOHHON OE301TaCHOCTH )

WHIUJIEHTOM (MH(GOPMAIIMOHHON O€30IaCHOCTH )

yrpo3o# (MHGOpMaIIMOHHON 0€30MTaCHOCTH )

[TepBBIM 11aroM B YIIPaBIIEHUU CETHIO SBISETCS €€
JOKYMCHTHPOBAHUC

peBusus

odopmiieHre

e o o .b

KakoBa nenb peBusun 3¢h(hekTuBHOCTH?

MOHUTOPHHT U aHaJIU3 PabOTHI CETH.

Omnpenenenne Toro, paboTaeT JH CETh B COOTBETCTBHH CO CBOMM HOTEHIIHATIOM.
WnenTudukanus TAIOB 000pYyJOBaHUS U YCTPOHCTB, CETH.

Obecneuenne nHpopMaIMK O BOCCTAHOBICHUH TOCIIE COOs UM KaTacTpOPHUECKOTO
OTKa3a.

e o o o U‘I

Tema 2. Yrpo3bl nHpopMaUMOHHOM 0e30nmacHOCTH. Mepbl 3alIUThI
1. Bonpocwul 0na o6cysycoenusn
1) Tlonsitue yrpo3sl. 3ammra.
2) Knaccudukaryst yrpo3 u Mep 3aiiuthl HHPOPMAIIHH.
3) Takconomus Hapymenuit b BEIYUCIUTENEHON CUCTEMBI M IPUYHHBI, 00YCITaBIMBAIOIINE UX
CYLIECTBOBaHHUE.
4) CocraB H COAepKaHHE CPEJICTB 3aIINUTHI, OOBEKTHI U 3JIEMEHTHI 3aIIUTHI.
2. Jlabopamopnasn paboma 2
ApXuBHpPOBaHUE C APOJIeM
1. Teopus.

ApXMBATOPbI — 3TO NPOrPpaMMBbI VISl CO3AAHUA APXUBOB. APXUBHI IIPEIHa3HAYCHbI
IJI1 XpaHCHUA JaHHBIX B YILOGHOM KOMITAaKTHOM BHJEC. B xauecTBe JAaHHBIX OGLI‘IHO BBICTYIAIOT
¢aiinbl 1 manku. Kak npaBusio, JaHHbIE PEABAPUTEIHHO MOJIBEPTAIOTCS MPOLEAYPE CXKATHUS HIIN
ynakoBKHU. [1oaToMy mouTu Kaxaplii apXxuBaTOp OAHOBPEMEHHO SIBIISIETCS MPOTPaMMON 1is
ckatud qaHHbIX. C Ipyroi CTOPOHBI, Jt00as mporpamma Jiisi CKaTusl JAHHBIX MOYKET
paccMaTpuBaThcs Kak apXuBaTop. DPGHEeKTUBHOCTH CHKATHS SIBISETCS BayKHEUIIEH
XapaKTEePUCTUKOU apxuBaTOpoB. OT HEE 3aBUCUT pa3Mep CO3/1aBa€MbIX apXUBOB. UeM MeHbIIIe
apxuB, TEM MEHbIIIE MecTa TpeOyeTcs AJis ero XxpaneHus. [ nepeaayn Hy»KHa MEHbIIAS



MIPOITYCKHAs CIIOCOOHOCTH KaHalla Iepejauy WK 3aTpauuBaeTCs MEHbIIee BpeMs.
[IpenmyriecTBa apXUBOB OUYEBU/IHBI, €CJIM YUECTh, UTO JIaHHBIE YMEHbILIAIOTCA B pa3Mepe U B 2
pasa, u B 5 pas.

CixaTue 1aHHBIX UCIOJIb3YETCS OUEHb IIMPOKO. MOXKHO CKa3aThb, IOUTH BE3JIE.
Hanpuwmep, noxkyments! PDF |, kak mpaBuio, coaepkaT cxaryro nHpopmaiuio. JJoBoIbHO MHOTO
ucnonuseMsix ¢aino EXE cxxaTel cnenuanbHbIMU yIaKOBIIMKaMu. BceBo3MokHbIE
mynbTuMeauitaeie (aitel ( GIF , JPG , MP 3, MPG ) sBistoTcst cBoeoOpa3HbIMU apXHBaMHU.

OCHOBHBIM HEIOCTATKOM apXHUBOB SIBJISIETCS HEBO3MOXKHOCTD MPSIMOTO JOCTYIIA K
naHHbIM. X cHavana HeoOX0AMMO U3BJIEYb U3 apXUBa WM pacnakoBaTh. Onepanus
pacmakoBKH, BIPOYEM, KaK M YIaKOBKHU, TpeOYyeT HEKOTOPBIX CUCTEMHBIX PECypcoB. DTO HE
MIr'HOBEHHas onepanus. [lo3ToMy apXuBbl B OCHOBHOM IIPUMEHSIOT CO CPAaBHUTEIBHO PEIKO
UCIOJIb3YyeMbIMU JaHHBIMU. Hanpumep, /Uit XpaHeHus pe3epBHBIX KOMUN WM YCTaHOBOYHBIX
(haiinos.

B nmaHHBI MOMEHT CyIIIECTBYET MHOTO apXUBaTOpoB. OHM UMEIOT pa3HyIO
pacrpocTpaHeHHOCTh U 3PPeKTHBHOCTH. HeKoTOphIe HHTEpPECHBIE apXUBATOPHI HE U3BECTHHI
LIIMPOKOMY KPYTy MOTEHIIMAIBHBIX MOJIb30BaTesiell. Oco0blil MHTEpEC NPEACTABISIOT OLEHKA U
cpaBHeHUE YP(HEKTUBHOCTH CXKATHUS MOMYISPHBIX apXUBATOPOB.

Metoabl c:kaTHsl apXUBATOPOB.

Pa3paborano 0oibI10€ KOIMYECTBO Pa3HOOOPA3HBIX METOA0B, UX MOAU(UKAIIII U
MIOJIBUJIOB JJIsl CkaTus JaHHbIX. COBpEMEHHbIE apXUBATOPhI, KaK MIPaBUIIO, OJHOBPEMEHHO
HCIOJIb3YIOT HECKOJIBKO METOI0B OJJHOBPEMEHHO. MOKHO BBIIECIUTH HEKOTOPHIE OCHOBHBIE.

Komuposanue naimun cepuii ( RLE - cokpatenne ot run - length encoding - konupoBanue
JUIMH CEpUil).

Ouenb npocroit meroa. [locnenoBarenbHast cepusi OJUHAKOBBIX 3JIEMEHTOB JAHHBIX
3aMEHSETCS Ha JIBa CUMBOJIA: AJIEMEHT U YHCIIO ero noBTopeHui. [llnpoko ucnoms3yercs Kak
JIOTIOJIHATENBHBIN, TAK M IPOMEXYTOUHBII METOA. B KauecTBe cCaMOCTOSITEILHOTO METOAA
MpUMEHsIETCS, HanpuMep, B rpaduueckom popmate BMP .

CroBapuslif Meton ( LZ - cokpamienue ot Lempel Ziv - MeHa aBTOPOB).

HaubGonee pacipoctpanennsiit Metoa. Mcnomap3yeTcst ciioBapb, COCTOSIIAN U3
MOCJIEI0BATEIbHOCTEN JaHHBIX WM cI0B. [IpH cxxaTHM 3TH clloBa 3aMEHSIOTCS HA UX KOZbI U3
cioBapsi. B Haubonee pacnpocTpaHeHHOM BapHaHTe peal3alliy B KaUYeCTBE CJIOBAPS BHICTYIAET
caM MCXO/IHBIN OJIOK TaHHBIX.

OCHOBHBIM ITapaMeTPOM CIIOBAPHOI'O METOJIA SIBJISIETCS pa3Mep cioBaps. Yem Oosbie
CJIOBaph, TeM Ooiblie 3GGeKTUBHOCT. OAHAKO /7151 HEOJTHOPOIHBIX JAHHBIX YPE3MEPHO
O0JBILION pa3Mep MOXKET OBITh BPEJCH, TaK KaK IpU pe3KOM U3MEHEHUH THIIA JaHHBIX CIOBaphb
Oy/ieT 3al0JIHEeH HeaKTyallbHbIMU ciioBaMH. J{ist 3¢ hekTuBHOM paboThl JAaHHOTO METO/a MPH
c)KaTuu TpeOyeTrcs AOMOIHUTENbHAS MaMATh. [IpubnusuTensHo Ha MOpA0K OoJble, YeM HYKHO
JUISL ICXOJTHBIX TaHHBIX ciioBapsi. CyleCTBEHHBIM IPEUMYILECTBOM CIIOBAPHOIO METOa
ABIISIETCS NIPOCTas U ObICTpast MpoLeypa pacnakoBKH. JIONOTHUTENbHAS TAMATh IIPU 3TOM HE
Tpebyetcs. Takast 0COOEHHOCTh OCOOCHHO BaXKHA, €CJIM HEOOXOMM OTIepPaTUBHBIN JOCTYH K
JTAHHBIM.

Outponuitaeiii Meton ( Huffman - konuposanue Xaddmena, Arithmetic coding -
apudmeTryeckoe KOJUpOBaHUE)

B sTom meToze areMeHTHI TaHHBIX, KOTOPhIE BCTPEYAIOTCS Yalle, KOAUPYIOTCS MPH
c)KaTtuu 6ojee KOPOTKUM KOJIOM, a O0Jsiee pe/iKie 3JIEMEHTHI IaHHbIX KOAUPYIOTCs Ooliee
JUTMHHBIM KOJIOM. 3@ CUET TOT0, YTO KOPOTKUX KOJOB 3HAUUTENILHO OOJIbIle, OOLIHiA pa3mep
I0JIy4aeTCsl MEHbILIE UCXOAHOTO.

[[Inpoko ucnosb3yeTcs Kak TONOJHUTEIbHBIN METOI. B KauecTBe caMOCTOATENIBHOIO
MeTo/a MPUMEHSIETCS, Hanpumep, B rpadudeckom dopmare JPG .

Merton koHTeKcTHOTO MoaenupoBaHus ( CM - cokpamenue oT context modeling -
KOHTEKCTHOE MOJIETTUPOBAHUE)

B srom merone ctpouTcst MosieNlb HCXOAHBIX JaHHBIX. [Ipu cxkaTtuu oyepeHoro
9JIEMEHTA JAHHBIX 3Ta MOJEIb BbIIAET CBOE MIPEICKa3aHUE UM BEPOATHOCTh. COrnacHo 3Ton
BEPOSITHOCTH, JIEMEHT JAHHBIX KOJUPYETCS SHTPONUIHBIM MeTo0M. YeM TouHee Mozienb Oyaer



COOTBETCTBOBATH MCXOIHBIM JIaHHBIM, TEM TOUYHEE OHa OyJIeT BbIIaBaTh MPEACKA3aHUSA, U TEM
Kopoue OyIyT KOAMPOBATHCS 3JIEMEHTHI JAHHBIX.

Jus moctpoenus 3ppexTUBHON Moaenn TpedyeTcst MHOro namsTh. Ilpu pacnakoBke
MPUXOJUTCS CTPOUTH TOYHO TAKYIO XK€ MOAeIb. [103ToMy CKOpPOCTh 1 TpeOOBaHUS K 00beMy
OIIEPAaTUBHON NaMSITH AJIs1 YIAKOBKH U PACIIAKOBKH ITOYTH OJMHAKOBBL. B 1aHHBIN MOMEHT
METO/bl KOHTEKCTHOI'O MOAEIUPOBAHUS O3BOJISIOT ITOJIyYUTh HAWIIYUIIYIO CTEIIEHb CKaTHsl, HO
OTJIMYAIOTCS YPE3BbIUAHO HU3KOW CKOPOCTBIO.

PPM ( PPM - Prediction by Partial Matching - mpesckasanue mo 4yacTHIHOMY
COBIAJICHUIO).

3T0 0COOBI OB/ KOHTEKCTHOTO MOIeTIpoBaHus. [Ipeckasanue BHIIOTHICTCS HA
OCHOBAHUU OIPEIETICHHOIO KOJIMUYECTBA MPEAbIIYIIUX IEMEHTOB JaHHbIX. OCHOBHBIM
[IapaMeTPOM SIBJISIETCS IOPSAO0K MOJEIH, KOTOPBIN 33a€T 3TO KOJIMUYECTBO 3IEMEHTOB. Uem
OoJIbIIIe TTOPSZIOK MOJIENHN, TEM BBIIIE CTETIEHB CHKATH, HO TpeOyeTcst 0OJIbIIe ONepaTUBHON
MaMSITH 11 XpPaHEHUs TaHHBIX MoJienn. Ecin onepaTnBHOM MaMsITH HETOCTaTOYHO, TO TaKast
MOJIeINTb ¢ OOJIBIIMM HOPSIKOM TTOKa3bIBaeT HU3KKE pe3ynbTatel. Metog PPM ocobenHo
3¢ GEKTUBEH I CKATUS TEKCTOBBIX JTAHHBIX.

IIpeosapumenvhvie npeobpazo8anus Ul GuibMpayus.

JlaHHBIe METOABI CIyXaT He JUIsl CKaTus, a Ui IpeACcTaBIeHNs HHPOPMALUMU B y10OHOM
IS TajbHeNIero cxxatus Buae. Hampumep, 11 Hec)KaThIX MyJIbTHMEIHA JAHHBIX XapaKTEPHBI
IJIaBHbIE U3MEHEHUS YPOBHs curHana. [loaromy aiis HUX NPUMEHSIOT eIbTa-peoOpa3oBaHue,
KOTI'Jla BMECTO abCOJIFOTHOTO 3Ha4YeHus 6epercst oTHocuTenbHoe. CylecTBYIOT (GUIbTPBI A
TEKCTa, UCIIOIHIEMBIX (aiiyoB, 6a3 JTaHHBIX U JIpyTuUe.

Meton coptupoBku 61oka qanabiX ( BWT - cokpamenne ot Burrows Wheeler Transform
- 10 UIMEHH aBTOPOB).

3710 0coOBbIil BUA WM rpyMa npeodpa3oBaHuil, B OCHOBE KOTOPBIX JIEKUT COPTUPOBKA.
Taxomy npeoOpazoBaHNIO0 MOXKHO MOJBEPraTh MOYTH JIt00bIEe JaHHbIe. COPTUPOBKA
IIPOM3BOJIUTCS HaJl OJIOKaMH, TIOATOMY JJaHHBIE IIPEIBAPUTENBLHO pa30MBAIOTCS HA YaCTH.
OCHOBHBIM IapaMeTPOM SIBJISIETCS pa3Mep OJ10Ka, KOTOPBIH noaBepraercs coptupoBke. s
pacrakoBKY JaHHBIX HEOOXOIMMO MPOJIENIaTh MMOYTH TE K€ JACHCTBHS, YTO U IIPH yIIAKOBKE.
[ToaTOMy CKOPOCTH 1 TpeOOBaHMSI K OTIEPATHBHOM MaMSATH MOYTH OJWHAKOBBI. APXHUBATOPHI,
KOTOPBIE HCIIONB3YIOT JAHHBIH METOJI, 0OBIYHO TTOKA3bIBAIOT BHICOKYIO CKOPOCTh M CTETICHD
COKATHS TSI TEKCTOBBIX JIAHHBIX.

HenpepsbiBHble 6110KM M HenlpepbIBHBIN pexxuM ( Solid mode - HenpepriBHEI peskum). Bo
MHOTHX METO/IaX CKAaTHs HAYaIbHBIA yJacTOK JaHHBIX WM (haiina KoaupyeTcs Iioxo.
Hanpumep, B cioBapHOM MeToze cioBapb MycT. B MeToje KOHTEKCTHOTrO
MOJIETUPOBaHUs MOJIeNb He ocTpoeHa. Korja konnyecTBo ¢aitioB 00JbII0E, a UX pa3Mep
MaJIeHbKUH, 00111asi CTENeHb CXKaTHs 3HAYUTEIbHO YXYALIACTCS 3@ CYET 3TUX HauyalbHBIX YYaCTKOB.
UToO6bI 3TOTO HE MPOUCXOIUIIO MIPH MEPEXOE Ha ClEeAYIoMui (aiii, ucrnoap3yeTcss uHpopmarus,
MOJTydeHHAs! UCXOIA U3 MPeabIayuX (aitioB. AHaTorndHOTO 3P (HEeKTa MOKHO JOOUTHCS MPOCTHIM
Mpe/ICTaBIeHHEeM UCXOIHBIX (hailioB B BUJIE OJHOTO HEMPEPHIBHOIO (haiiia.

OTOT METO/ UCIOIB3YETCsl BO MHOTHX apXHWBaTOPax M UMEET CYIIECTBEHHBIN
HejocTaTok. /11 pacakoBKH MPOU3BOJIBHOTO (paiiina HeoOX0AUMO pacrakoBaTh U (aiisl,
KOTOpPBIE OKa3aJIKCh B Hayasle apXuBa. ITO HEOOXOIMMO ISl MPABUIIBHOTO 3aIIOJIHEHHS CIOBapS
WM noctpoeHus Mojienu. CymecTByeT U IPOMEXYTOUHbIN BapHAHT, KOT/1a UCTIONb3YIOTCS
HenpepbIBHbIE OJT0KK (PUKCUPOBAHHOTO pa3zMmepa. [loTepu cxatus noaydaroTcs MUHUMAIbHBIMH,
HO JUIs1 U3BJICUCHMSI OTHOTO (haiiia, KOTOPBIA HAXOIUTCS B KOHIIE OOJIBILIOTO apXuBa,
HE00XO0AMMO pacrakoBaTh TOJBKO OJWH HETPEPBIBHBIN OJIOK, a HE BECh apXHB.

CermenTupoBanme.

Bo Bcex MeTonax cxaTus IpU U3MEHEHUH TUIIA JAHHBIX COOCTBEHHO CaM MEpexo/]
KOAMpYETCsS OueHb Mm10x0. CI0Bapb CTAHOBUTCS HE aKTyaJIbHBIM, MOJIETIb HACTPOCHA Ha JPyrue
JaHHbIe. B 3THX caydasx NpUMEHSETCs] CErMEHTHUPOBaHUEe. DTO MpeABapUTeIbHas pa3OuBKa Ha
OJTHOPOJHBIE YaCTU. 3aTEM 3TH YaCTH KOJUPYIOTCS MO OTJACIBHOCTH WU TPYNIIaMHu.

Oco60 x0o4eTcst MOAYEPKHYTh, YTO CYLIECTBYET OOJIBIIOE KOJIUYECTBO METOJIOB CXKATHUS.
Kaxp1if MeTo1 00bIYHO OPUEHTHPOBAH Ha OJMH BUJI WM TPYIIY PEealbHBIX JAHHBIX. XOpOIIUe
pe3yIbTaThl OKa3bIBAET KOMIUIEKCHOE HCIOJIb30BAHNE METOJIOB.



Oco0eHHOCTH JaHHBIX

CrermneHb cXaTys B OCHOBHOM 3aBUCHUT OT UCXOAHBIX JaHHBIX. XOPOMLIO CKUMAIOTCS
MOYTH BCE MPEBAPUTEIHHO HECKAThIE TaHHbIE, HanpuMep, ucnonusemsie Qaitnisl (EXE),
tekcThl (TXT , DOC), 6a3s1 nanubix (DBF ), nmpocTeie HecxkaThie n3obpaxenus ( BMP ).
OrpaHnueHHO CKUMAIOTCS Hec)KaThli 3BYK ( WAV ), ciioskHbIe HeckaThie n3o0paxenus ( BMP
). He cxxumaroTcst mouTH Bee yxKe CKaTble JaHHbIe, HanpuMep, apxuBbl ( ZIP , CAB ), cxartbie
nokymeHnTsl ( PDF ), cxxaras rpaduka u Buneo ( JPG, GIF , AVI, MPG ), cxkarsiii 3Byk ( MP 3).
Wx cxxaTue HaXOAUTCS B Ipe/ieliax Mmaphl MPOLIEHTOB 3a CUET CIYKEOHBIX OJOKOB U HEOOJIBIION
M30bITOYHOCTH.

Jlis cxaTHst HEKOTOPBIX crelupUYecKrX JaHHbIX (TEKCT, HECKATble U300paXeHHUs,
HEC)KaTbIi 3BYK) CYIIECTBYIOT CIEIMAIbHbIE METO/IbI U apXUBATOPbI. Takue apXuBaTopbl
00ecneunBalOT BHICOKYIO CTETIEHb CXKATHSI U BHICOKYIO CKOPOCTh. OIHAKO TaK Ha3bIBaeMble
YHHUBEPCAIbHBIC ApXUBATOPHI MOCTETIEHHO JTOTIOJIHIOTCS MOJ0OHBIMH MeTOo1aMu. B maHHbII
MOMEHT TOJIBKO I HEC)KATOTO 3BYKa CYIIECTBYIOT BICOKO3((EKTUBHBIE CIICIIUATbHbBIE
apxuBaTopsl, Takue, kak OptimFROG , Monkey Audio . /] TekcTOB 1 M300pakeHUi TydIne
YHHUBEpPCaJIbHbIE ApXUBATOPHI IOKA3bIBAIOT JYYILYIO CTENEeHb cxkaTusi. Harpumep, apxus
M300pakeHMI MOTYYUTCS MEHBIIIE, €CJIM UCTIONB30BaTh popmat BMP u apxuBatop WinRK
BMECTO CIIEHUAIM3UPOBAHHBIX rpadudyeckux Gopmaros, Takux kak JPEG 2000 ( LossLess -
ckaTthe 0e3 MoTeps).

Bonblioe KOJM4ecTBO TUIIOB JaHHBIX YK€ SBISIOTCA CKaThIMU. Mcrionb3oBaHue
apXuBaTOPOB JIa€T MU3EPHOE YMEHbIIIEHUE pa3Mepa. TeM He MEHee Jake B TAKUX CIIydasix
3¢ (heKTHUBHOE CHKaTHE TEOPETUUECKHA BO3ZMOXKHO. ITO 00YCIOBJICHO TEM, YTO B OOJIBIIIMHCTBE
pacrnpocTpaHeHHBIX (GopMaTOB (PaiiyioB, UCIIONB3YIOMIUX CXKATHE, IPUMEHEHBI HE CaMble
s dexruBHBIC MeTOBI. Hanpumep, B ocHoBe hopmara JPG nexkuT SHTPONUHHOE CxKATHE,
KOTOPOE UCIIONB3YeTCs Tociie mpeoodpa3zoBanuii dypre. JlaHHbIE KOAUPYIOTCS HEONITUMAIBHBIMU
650kaMH, 4TO 00YCIIOBIICHO JKenanueM caenatsb Gpopmat JPG yCcTONUMBBIM K MOBPEXKICHUAM U
BO3MOKHOCTH YaCTUYHOT0 U3BiedeHus1 uHpopmanuu. [lepekoauposas ¢aitnsl JPG npu nomomu
BBICOKOA()(DEKTUBHBIX METOAOB, MOKHO TOOUTHCA CxKaTUs Mopsiika 75% OT UCXOAHOTO ¢aiina
(apxuBarop Stufflt ). CobctBeHHO cam ucxoansiii daitn JPG cxumaeTcsi 0OBIYHBIMU
apXuBaTOpPaMU TOJBKO 110 96%. OqHako mogo0HbIe MaHUNYSAIUH ¢ (aitnamu JPG ctanu
BO3MO’KHBI TOJIBKO HE/IABHO U €Ille He MOJIYYMIIN pacrpocTpaHeHus. B 60ibInHCTBE cilyuaeB
C)KMMATh YK€ CKaTble IaHHbIe OECIOJIE3HO.

Crnenyet paznu4arh COOCTBEHHO MPOTrpaMMy-apXUBaTop, GopMaT apXUBOB U METO/IbI
ckarud. Jlaxke oJJuH U TOT K€ METOJ C’KaTHsl MOYKET UMETh BapuaHThl peanu3anuu. Hanpumep,
CYLIECTBYET OoJiee JecsiTKa IporpaMM-apXuBaTOPOB, KOTOPbIE MOT'YT CO3/1aBaTh apXUBHI B
¢dopmare ZIP. B cBoto ouepenp ganubie B popmate ZIP MOryT ObITH CKaThl pa3InyHBIMU
meronamu: Deflate, Deflate64, BZip2. Meton Deflate umeet HeckoJIbKO peanu3anuii ¢ pa3HOn
CKOPOCTBIO U CTETIEHBIO CxKaTus (pa3Huiia mopsiaka 5%). C moMOIIBI0 3TOTO METO/1a apXUBATOP
7-zip MO3BOJISIET CO3/1aBaTh apXUBkI B popmare ZIP u 7Z.

OOBIYHO apXUBATOPBI MOT'YT CO3/1aBaTh apXUBHI B COOCTBEHHOM 3KCKIIIO3UBHOM (popmare
C HCII0JIb30BAHUEM CBOMX OPUTMHANIBHBIX MeToA0B. Hanpumep, apxuBaTtop RAR no3somnser
cosnaBaTh apxuBbl RAR. B ¢opmare apxuBa 1 MeTo1ax cKaThs 3aKIF0YAIOTCS OCHOBHBIE
MIPEUMYIIIECTBA TOTO UJIM MHOTO apXUBaTOPA.

B npocreiitiem ciryuae apxuBaTop 1mMo3BOJISIET TOJIBKO YIIAKOBATh WM PACIaKOBATh OJMH
¢aiin. Kpome coOCTBEHHO C)KaTHsl JaHHBIX, COBPEMEHHBIE apXHUBATOPHI 00ECIIEUNBAIOT
HEKOTOPbIE JOMOTHUTEIbHbIE (PYHKIIMH. MOXKHO BBIAECTUTH HECKOJIBKO OCHOBHBIX:

C)KaTHe HEKOTOPBIX (haJIOB U LENbIX AUPEKTOPUIL;

co3aanue camopacnaxkoBsiBaromuxcs (SFX) apxuBoB. To ecTb 151 pacliakoOBKH apXuBa
MporpaMMa-apXuBaTop He TpedyeTcs;

U3MEHEHHE COJIEPKIMOT0 apXUBa; MU(PPOBAHUE COACPKIMOTO apXHBa;

uH(pOopMalrs AJ11 BOCCTAHOBJICHHS apXHBa MPU YaCTUYHOM MOBPEXKIEHUU U BO3MOXHOCTh
BOCCTAHOBJICHHSI IOBPEXKICHHBIX apXHBOB;

pa30MBKa apXMBa Ha HECKOJIBKO YacTel WM TOMOB;

KOHCOJIbHAsI BEPCHUS MPOTPaMMBI JJIs1 pabOThl M3 KOMaHAHOH cTpoku; rpaduueckas (GUI)
BEPCHS IPOTPaMMBI.



CrouT OTMETHTH, YTO, HECMOTPSI Ha (JOPMATIbHOE HATTMYKE, PeaTu3aIisl KaKI0H
JOTIOJTHUTEIBHON (PYHKIIMH MOKET OBITh BBIIIOJIHEHA HA COBEPIIICHHO Pa3HOM YPOBHE.

Kpowme paznuuunii B QyHKIIMOHATIBHOCTH, MOYKHO pa30UTh apXUBATOPHI HA JIBE TPYIIIbL:
aCUMMETPUYHbIC U CHMMETPHUYHbIE. ACUMMETPUYHBIE aPXUBATOPHI TPEOYIOT AJIs OTepaliui
pacnakoBKU 3HAYUTENILHO MEHBIIE BPEMEHHU U OIIEPaTUBHON NAMSATH, YEM JIJIS Ollepalvu
YIIAKOBKHU. DTO MO3BOJISIET OBICTPO MOJIYYaTh COAECPKUMOE apX1Ba HA MAJIOMOLTHBIX
KoMIibtoTepax. CHMMETpUYHBIE apXUBATOPHI TPEOYIOT /AJIs ONepaluii yHakOBKH U PacliaKOBKU
OJIMHAKOBOE BpeMs U 00bEM ONepaTUBHOM NMamsTh. Mcronp30BaHne TaKUX apXUBAaTOPOB Ha
LIMPOKOM IapKe KOMIIBIOTEPOB MJIH JIJIsl ONIEPATUBHOIO JOCTYIIA K COIEP)KUMOMY apXHBa
orpanudeHo. 3BectHbIit apxuBatop RAR B kauecTBe OCHOBHOTO UCIOJIB3YET aCUMMETPUYHBII
CJIOBAPHBIN METOJI CXKAaTHs, a JJI1 TEKCTOB MOKET MCIOJIb30BaTh CUMMETpUUHbI PPM-MeTon.
Taxum oOpazom, pacrnakoBka apxuBoB RAR, ckaThIX ¢ MaKCUMaNbHON CTETIEHBIO CXKATHS,
MO>KET ObITh HEBO3MOKHA Ha KOMITBIOTEPAX C OTPaHMYEHHBIM 00bEMOM OIIEPATUBHOMN MaMSITH.
Bce nnu noutu Bece nepe1oBble apXUBaTOPhI C BEICOKON CTENEHbIO CHKATHUS SBIISIOTCS
CUMMETPUYHBIMH.

TO4YHOM CTATUCTUKHU 10 PACIIPOCTPAHEHHOCTH apXUBATOPOB y MEHS HET. S BBICKaKy
CBOIO CYOBEKTHBHYIO TOUKY 3pE€HUSI HA OCHOBE JIMYHOI'O oMbITa. be3ycinoBHO, caMbIM
pacrpocTpaHeHHBIM apXuBaTopom siBisitorcst ZIP u ero moguduxaruu. [1o cBoeit
pacnpoCTPaHEHHOCTH OH 3HAUUTENBHO IMPEBOCXOAUT ONMKaHIIMX KOHKYpeHTOB. ClieZloM UIyT
RAR u ACE. B nocnenaue ropl BCTpedaeTcs apxuBarop 7-zip. Jpyrux apxuBaropoB u
apXUBOB JINYHO MbI HE BcTpeuanu. VckitoueHnne coctaBisitoT Hekoraa nomyisipasie ARJ u LHA.
B naHHbIil MOMEHT OHM HE aKTyaJbHbI U3-32 OYEHb HU3KOM CTEIICHH CHKATHSL.

HecMmotpst Ha 0YeHb CKPOMHBIE JJAaHHBIE O PACIIPOCTPAHEHHOCTH apXUBAaTOPOB, UX
CylLIeCTBYeT 060JbII0e MHOXKECTBO. OCHOBHASI Macca OTHOCHUTCS K KaTerOpUu
HKCHEPUMEHTAIbHBIX U apXUBATOPOB C OrPaHUUEHHON (YHKIIMOHAIBHOCTBIO. TeM He MeHee,
KaKJbI UX HUX MO3BOJISIET BBIOJIHATH COOCTBEHHO MPOLEAYPY CKaTHUs JaHHBIX. MeHblas
pacnpoCTpaHEHHOCTh YBEJIIMYUBAET BEPOSTHOCTh OIIMOOK B POTrpamMMme.

2. IlpakTuka.

1. HeoGxomumMo co3aaTh TEKCTOBBIH (aiii, comepkanuii (haMuiinio, UMsi, OTIECTBO
crynenta B oobeme 50 3anuceit. [IpoBectu apxusupoBanue daitna. JIt0ObIM peJTakTOPOM BHECTH
M3MEHEHHUs COTJIacHO 3aJjaHusl. B oTuere oTpa3uTh: KOHTPOJIbBHYIO CYMMY MCXOAHOTrO (aiina,
cxatoro (¢aiina, Be1aBaeMble COOOIIEHUs 00 OMMOKaxX MPU pa3apXUBUPOBAHUH HCKAKEHHOTO
¢aiina.

2. Tlpoectu apxuBanuio Qaiina ¢ naposem. BHecTn nckaxenus, nonpodoBartb
pa3apxuBHpOBaTh. B oTUeTe OTpa3nuTh: KOHTPOIBHYIO CYMMY MCXOJHOTO daiina, cxaroro daiina,
BBIJIaBaeMble COOOIIeHHS 00 OMMOKaX MpU pazapXUBUPOBAHUH UCKAXKEHHOTO (haiia.

3. IIpoBectu apxuBaruio (haiia ¢ maposem, coctosmmm u3 3-x mudp. [Iposectn
MOTBITKY MOA00pPA MapoJsi C UCIOJIb30BAaHUEM ITPOrPaMMHOTr0 obecrieueHus. B otyere oTpazuth:
KOHTPOJIBHYIO CYMMY HUCXOJIHOTO (haiinia, ckaroro (paiisia, BeIjaBaeMble COOOIICHUS, BPEMS
noxbopa.

Bapwnanrsr:

. apxuBatop zip. Mckaxenue 1Byx Oaur.

. apxuBatop arj. MckaxeHnue Tpex Oair.

. apxuBatop rar. Mickaxxenue Tpex OaiT.

. apXUBaTop zip. Y aneHue IByx OauT.

. apXUBATOp arj. Y JaneHue Tpex OaiT.

. apXUBaTOp rar. Y gajeHue Tpex OauT.

. apxuBatop arj. [lo6aBnenue Tpex OailT.
. apxuBarop rar. JlobaBiaeHue Tpex OairT.
. apxuBatop zip. JlobaBneHue aByx OaiT.
10. apxuBaTop zip. Y ajeHue 1Byx OauT.

OCO~NOOOITA,WNE

Tema 3. Kanaabl yreuku ungopmanuu. Moaeab HapymmTest
1. Bonpocwul 0na o6cysycoenusn
1) Knaccudukaius KaHaJI0B IPOHUKHOBEHHUS B CHCTEMY M YTEUKH HH(DOPMAITHH.



2) Hedopmansnas mojesp Hapymmutens B AC.
3) Bwubl IPOTUBHUKOB WU HAPYIIUTEICH».
4) Amnanu3 crioco6oB Hapymienuii 1B.
5) TlonsTus 0 BUIAX BUPYCOB.
2. Konmponvnasa paooma 1
Bonpocs! k KOHTPOJILHOI padoTe 1
1. Onpenenenue noustuii «Mudopmanus» «Mubopmarmonnas 6e30nacHOCTh», «CyObEKTHI
MH()OPMAIMOHHBIX OTHOIICHUIN
KareropupoBanue nnpopmaim
3ananue TpeOoBaHUI K MH(GOPMAIIMOHHON 0€30MacCHOCTH OpraHU3auu
[TonsiTue yrpo3sl nHbopManronHon 6e3onacHoctu. Knaccudukarus yrpo3 b
CocraB cpeacts u Mep 3amuThl nHpopmanmu. Knaccudukaius cpeacTB U Mep 3aIlIUThI
nHpopmanuu
OOBEKT 1 CyOBEKT 3alIUThl HH)OPMAIHH
Kanansl yreuku nnpopmanuu. Knaccuduxaims kaHanoB yredku nHGOpMauu
Monens HapymuTest ”HQOPMAIIMOHHONW OE30IMaCHOCTH
. Knaccudukanus napymuresneit tHQopMaIMOHHOM 6€30MaCHOCTH
10 Komnsrorensie «Bupycei». X Buasl
11. Crioco6b1 60pBOBI C KOMITBIOTEPHBIMHU BUPYCaMU

arwn

©ooNo

Tema 4. Cucrema 0e30nacHOCTH

1. Bonpocwul 013 o6cyscoenusn

1) 3agauu cucTeMbl O€30IaCHOCTH.

2) Mepbl IPOTHBOICHCTBHUS YyTpo3aM OC30MaCHOCTH.

3) Kiaccudukarust mep.

4) OcCHOBHBIC HOpPMATHBHBIC PYKOBOJAIIAE JOKYMEHTHI, KacalolUecs ToCyIapCTBEHHON

TalfHbI, HOPMAaTUBHO-CIIPABOYHBIE JOKYMEHTHI.

5) OcHoBHbIe MexaHU3MbI 3auThl AC.

6) Mogenu 6€30MacHOCTH ¥ UX IPUMEHEHHE.

2. Jlabopamopnas paboma 3

IIudp npocroii 3amensbl. Tabauna Buxunepa

1. Teopus.

CoBpeMeHHbIe KpUnTorpadu4eckue CUCTEMBI TECHO CBA3aHbI C METOIaMU N (POBAHUS
cO0OMIeHNH, KOTOpBIE, B CBOIO OYEPElb, 3aBUCST OT CII0Cc00a MCITOJIb30BAHHS KITIOYEH.
[Ipemiaraemast mporpaMmma OTJIMYAETCS MPOCTOTOM MOHUMAHHMSI CMBICIIA M (pOBaHus,
MO3BOJISIET MOJYYUTh KPUIITOTPAMMBI OTHOTO U TOTO K€ UCXOJIHOTO TEKCTa B 3aBUCUMOCTH OT
BBIOPAHHOTO KIIFOYEBOro cioBa. Kpome Toro, Takoi moaxox mu@poBaHus MOXKET ObITh
MIPUMEHEH B OJTHOKITIOYEBBIX KPUIITOCHCTEMAX IS 3aIIUTHI HHPOPMAIIUH B JIOKAJTHHBIX CETSX.

OnHOKITIOUEBbIE KPUNTOTpahuuecKre CUCTEMBI SBIISIOTCS KIIACCHUECKUMH CUCTEMaMHU
Kpunrorpaguueckoi 3amutel nHGopmanuu. [Jng mudposanus u pacumdpoBanus cooOIeHUH B
HUX UCIOJIb3YEeTCs OJIMH M TOT e KIII0Y, COXpaHEeHHEe KOTOPOTo B TaiiHe oOecrieynBaeT
HA/IKHOCTH 3amuThl nHGopMarwn. [IudpoBansHyo cXxeMy B 3TOM cliydae MOKHO MPECTaBUTh
CJIETYIOIM 00pa3oMm:

Y = Ez(X)
X = Dz(Y) = Dz(Ez(X)),
rze X — OTKPBITHIN TeKCT; Y — MUPPOTEKCT;
D; — dbysknus mm@poBaHus ¢ CEKPETHBIM KIIIOUOM Z;
E; — dynkmus pacmmdpoBanus ¢ CeKPETHBIM KITIOUOM Z.

OTKpBITBINA TEKCT, KaK MPaBUII0, UMEET TPOU3BOJIBHYIO JUIMHY. B CBSI3U ¢ 3TUM OH
pa3buBaercst Ha 670K (PUKCHPOBAHHOMN JJIMHBI U KaX/IbIi OJIOK mudpyeTcs B OTACTbHOCTH,
HE3aBUCHMO OT €T0 MOJyYeHHUsI BO BXOJHOHU MocieaoBaTebHOCTH. COOTBETCTBYIOIINE METObI
mu(poBaHUs Ha3BIBAIOTCS OJIOYHBIMH, a HaH00JIe€ BAXKHBIMU MTU(PaAMHU TIPH 3TOM SIBIISTFOTCS
mupel 3aMeHsbl (moacTaHoBkH). [udpel 3aMeHbl 00pa3yroTCs ¢ MOMOIIBIO 3aMEHBI 3HAKOB
HCXOJ/IHOTO COOOIICHHS Ha IPYTHE 3HAKH.



[Tpocreiimmm mudpom 3amens! spisiercs mmdp Llesaps. B atom mmdpe Oyksbi
MCXOJ/IHOTO COOOIIEHHSI TATUHCKOTO an(aBuTa 3aMEHSIOTCS OYKBaMU, PaclioIOKEHHBIMU TPEMSI
no3unusMu mpasee. OHAKO BCKPBITHE TAKUX MIH(POB JIETKO OCYIECTBIICTCS IyTeM Iiepedopa
BCEX BO3MOJKHBIX KITFOUCH, B KAYECTBE KOTOPBIX MCIIOIB3YETCs BEIMYMHA CIBUTA OYKB
cooOmieHus B anpaBuTe, A0 MOSBICHUS OCMBICICHHOTO TEKCTA.

YcroitunBocTh mmppa 3aMEeHbl MOXKHO TIOBBICUTH 3@ CUET UCIIOIh30BAHUS
«repeMenianHoroy andasura. OHaKo HanboJIee CTOMKUM K paciuppoBaHUIO COOOIICHHI U3
JaHHOTO KJilacca mudpoB sBusercs mudp nonuandaBUTHON 3aMEHBI, B KOTOPOM MPUMEHSETCS
HECKOJIbKO aJ(aBUTOB, TOOYEPEIHO UCTIOIB3YEMBIX JIJIs 3aMEHBI OYKB OTKPBITOTO TEKCTA.

Pa3zHOBHIHOCTBIO MIM(POBAHHUS C UCTIOIB30BaHUEM MTOJTUAI()aBUTHON 3aMECHBI 3HAKOB
cooOuieHus sBisercss Mmetox Bukunepa (wnu mudp Brxuaepa), B KOTOPOM BaXKHYIO pOJTb
UTpaeT KIYEBOE CIOBO.

[TpuBenemM B KauecTBE MpuMepa MporpaMmy mmu(poBaHus TEKCTa COOOIICHNUS C
nomoinkto mmdpa Bwkunepa. [Iporpamma MoxkeT ObITh IPUMEHEHA ISl CO3AaHUS
mH(POTEKCTOB € MOCIEAYIOUICH Nepeaadeii UX B OHOKIIOUEBBIX KPUITOCHCTEMAX.

MaremaTrueckas IOCTaHOBKA TaKOH 3a/1a4M 3aKIII0YAeTCs B CenyromeM. MHOKECTBO U3
26 andaBUTOB, JI AHTTIUHCKOTO TeKCTa (110 yucity OyKB), OpMUPYETCs OCIEA0BATEIbHBIM
MUKIMYECKUM CIBUTOM OYKB HUCXOIHOTO ajiaBUTa (aHATOTMYHO MPUHIHITY (OPMUPOBAHUS
mmdpa Leszaps). COBOKyITHOCTh Beex ali(haBUTOB 00pa3yeT Tak Ha3bIBACMYIO TAOJIHITY
Buxunepa.

[Tpu mmdpoBanum OYKBBI KIFOUEBOTO CIIOBA OMPEEIISIOT BBIOOP KOHKPETHOTO
CIBUHYTOTO aj(aBHTa, HCIOJIB3YEeMOT0 IPH 3aMEHE COOTBETCTBYIOIICH OYKBBI COOOIICHUSI.

[Iponecc mmppoBaHUs MOXKET OBITH OMMMCAH KaK MPOLECC CYMMHUPOBAHUS 110 MOAYIIIO 26
HOMEPOB COOTBETCTBYIOLIUX JIPYT APYT'Y OYKB OTKPBITOIO TEKCTa U KIJIFOUEBOTO CIIOBA.

B nanHoM cnydae muist yssCHEHHs IPUHIIUIIA TIOTYYSHHS KPUIITOIPAMM C UCIIOJIb30BaHUEM
murdppa Buknnepa npuMeHUM KJIIOUEBOE CJIOBO U OJIMH aJI(paBUT aHTJIMHCKOTO S3bIKA.

Kaxnoii OykBe andasuta cornoctaBuM 1udpy (A QQ 0,B QQ 1,...,7Z QQ 25). KimtoueBoe
cnoBo Ki 3a1aeTcst onpe/iesieHHbIM KOJInuecTBOM OyKB d M MOBTOPHO 3aIHChIBACTCS O]
mudpyeMbiM coobierneM Mj. B nanpHeiiniem B i-m ctonbue u3 aByx OykB OykBa cOOOLICHHs Mi
CKJIaJIBIBACTCS 110 MOAYJIIO 26 CO CTOSILEH 101 Heil OyKBOM KIII04eBOro ciioBa Ki B BHJE:

gi = mj + ki mod 26,

rzie gi — OYKBBI MOJyY€HHONW KPUIITOTPAMMBI.

PacmmgpoBka kpunrorpaMmsl OCYIIECTBISETCS BBIUUTAHUEM KIIFOUEBOT'O CJIOBA IO
mozymto 26. [Tpu d = 1 mudp Bmwxkunepa spisercs mudpom Liesaps.
2. [Ipumepsil.
[Tpumep 1. udp Leszaps

[Toyuum kpunrorpammy ¢ ucroib3oBanueM mudpa Llezaps ¢ kimodom d = 1 Ha Oaze
aHTJIUICKOTO anihaBUTa, CTPOUHBIN pEerucTp.

HcxoaHoe coodiienne n (f [o [r [m |[f t i 0 n
KpunrorpamMmma j [o |lg|p [s |n [g |u |j p |o

Jltst pycckoro si3pika ¢ koo d = 10

l1cxomHo€e coolIenne U |H
KprnrorpaMmma T |4

~|[=

® [0 M
IO Wb [0 |7

[Tpumep 2. llIudp Buxunepa

[Tony4ynm KpUITOrpamMMy ¢ UCTIOIb30BaHUEM M (pa Lle3aps ¢ KI04YeBbIM CI0OBOM
«code» (kmoun «c=2», «0=14», «d=3», «e=4») Ha 6a3e aHrIHMICKOTO ajadaBuTa, CTPOUHBII
perucrp.

| Ucxomnoe coobmerme [i [n [f [o [r [m [f [t [i [o [n |
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J171s1 pyCCKOTO s13bIKa C KIIIOUEBBIM CIIOBOM «KOA» (KIII0UU «K=10», «0=14», «1=4»).

Hcxognoe coodbmenne |U|H |d (O [P [M [A [L A
KmroueBoe ciioBo KO | [K|JO |4 |K (O | [K
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3. IIpakTHka.
CocTtaBbTe aNropuTMHUECKOE U POrpaMMHOE 0OecriedeHue:

1. [Ipouenyp mudppoBanus u pacumdpoBanus ¢ ucnoiab3oBanueM mudpa Llezaps npu BBoze C
KJIaBUATYPHI KIF0Ya U KCXOTHOTO MIIM 3aIIM()POBAHHOTO TEKCTA. YUTHTE PErHCTP BBOAUMOTO
TEKCTa.
2. IIpouenyp mmdpoBanus u pacmudpoBaHus ¢ Hcnoib30BaHueM mmdpa Lezaps npu BBoze ¢
KJIaBUATYpBhl KJII0Ya U TEKCTOBOTO (hailyia. YUTUTe perucTp BBOAUMOIO TEKCTA.
3. Ilpouenyp mudpoBanus u pacmudpoBaHus ¢ UCIOJIb30BaHUEM M ppa Brkunepa npu BBoje
C KJIaBUATYPHI KJIF0Ya U UCXOIHOTO WM 32l (PPOBAHHOTO TEKCTA. YUTHTE PETHCTP BBOAMMOTO
TEKCTa.
4. [Tpouenyp mudpoBaHus U pacr(poBaHus C UCIOIb30BaHNEM mHU(ppa Brkunepa npu BBoIE
C KJIaBUATYPHI KJI0Ya U TEKCTOBOTO (hailina. YUYTHTE PErucTp BBOAUMOTO TEKCTA.
5. IMoctpoiite mporpammHo Tabnuiy Bikunepa u BeiBeauTe B (haii.

JJ1st CO3IaHHOTO POTPAMMHOT0 00ECTICYeHHUS TIPOBEIUTE TECTUPOBAHUE HE MEHEE YeM
Ha 10 pa3nuyHbIX HAOOpaxX JaHHBIX.

Tema S. ITocTpoeHne 3alMIIEHHBIX JKOHOMUYECKHX CHCTEM
1. Bonpocul 014 0ocysyncoenusn
1) OcHOBHBIE TEXHOJIOTHH TOCTpOeHHS 3amuineHHbIx DMC.
2) Mecro b 5KOHOMHYECKUX CUCTEM B HAIIMOHAIBHOM 0€30MaCHOCTH CTPAHBbI.
3) Konnenmus UBb.
4) OcoOeHHOCTH pabOTHI C MEPCOHATIOM, BIIAJICONIMM KOH(PUACHINATBHONW HH(POPMAIIUCH.
5) TexHosornueckre OCHOBBI 00pabOTKH KOH(MUICHIIMATBHBIX JJOKYMEHTOB.
2. Jlabopamopnuas paboma 4

Oomen kiawyamu no Audppu-Xeamany

1. Teopus.

Jist 3ammTEl THGOPMAIIMU B BBIYUCITUTEIBHBIX CETSAX HCIOIB3YeTCs TAKOH E
KpunTorpaduueckoro npeodpazoBaHus Kak muppoBaHre, B KOTOPOM BCEr/ia pa3InyaroT JBa
AJIEMEHTA: KIIH0Y U anroput™. [Ipu 3TOM KII0UOM SIBISIETCS CEKPETHOE COCTOSIHUE HEKOTOPBIX
apaMeTpoB AITOPUTMA KPUITOMPEOOPa30BaHUS COOOIICHHS.

Ha mpakTuke B 3aBUCMOCTH OT CIIOCO0a IPUMEHEHHS KJIF0Ua Pa3InyaroT | THIa
KPUNTOTpapUUECKUX CHCTEM:

e OJHOKJIIOYEBbIE (CHMMETPUYHBIE)

® J[BYXKJIIOUEBbIE (HECUMMETPHUUHBIE)

B omHOKIIOUEBBIX cHcTeMax, HA3BIBAEMBIX TPAAHIIMOHHBIMH, KIFOUX UG POBAHUS U
pacmndpoBanus (1.p.2) 1100 OAMHAKOBBI, JINOO JETKO BBIBOJSATCS OJUH U3 Apyroro, oo’
NeYrBasi TAaKUM 00pa3oM eIMHBINA 00K Kimrou. Takoil Kty sIBIIETCS] CEKPETHbIE MepeaaeTcs
MOJTyYaTeNI0 COOOIEHUS TOJIBKO 110 3AIIUIIEHHOMY KaHaly CBSI3U.

OpHako Mpu 3TOM UMEET MECTO CJIEIYIOIINIA MapaoKe: ecliy i 0OMeHa ee CEKpPETHOTO
KJTI0Ya UCTOJIb3YyeTCsl 3alUIIEHHBINA KaHall, TO HeT He0OXOAMMOCTH MH(POBaTh
KOH(UIEHIHabHbIE COOOIIEHUS, TOPa3 A0 MPOoIle OTIPABUTh UX IO 3TO: KaHAIy.

OTMeueHHBIHN mapagoKC MOKET OBITh UCKIIIOUEH HCIIOIb30BanneM uiaeu duddu u
XenmnMmaHa, KOTOPBIE MPEJIOKUIIN CIIOCO0 BEIPaOOTKH CEKPETHOTO KiTro4a 0e3
MIPEABAPUTEIIBHOTO COTJIACOBAHUS MEXKTy aDOHEHTaMHU CEeTH IyTeM 0OMeHa HH(pOpMaIuen 1mo
OTKPBITOMY KaHaTy. DTOT criocod O0b11 npenoxker Juddu n Xenmmanom B 1976 rony u



oryOJIMKOBaH B psific padoT no kpunrorpaduu. Peanuszanus takoro criocoba nmpusena K
MOSIBIICHUIO OTKPBITOTO MU(ppoBaHusi. AOOHEHT CEro OTKPBITO COOOIIAN O TOM, KAaKUM 00pa3omM
3amu@poBaTh K HEMY COOOIIEHUE, pacuiu(poBaTh )Ke €ro MOT TOJIBKO OH CaM.

OCHOBHYIO POJIb IIPH BBIPA0OTKE CEKPETHOTO KIT0YA B JAHHOM CIIy4ae UTPArOT
MaTeMaTHYeCKUe ONEepaIiy, KOraa rnpsmas ornepanus CpaBHUTEILHO MPOCTa, a o0paTHas —
MPAKTUYECKH TPYAHO peain3yema.

HpSIMaH oncpanusa: BO3BECCTH OCHOBAHUC a B CTCIICHL p U B3ATb OCTATOK 110 MOAYJIO m
BUA.

L = aP mod m.

OOpatHas onepanus: HAWTH p, 3Has L, a u m.

OO6parHas ornepanus (3a1a4a) IPH 3TOM MOXKET OBITh pelIeHa MPOCTHIM Iepedopom
3HAYEHUH p, HO IPAKTUYECKU HE pelIaeTcs Mpu OOJIbIINX 3HAUEHUSX D .

B npeanaraemom anroputMe BIpaOOTKH CEKPETHOTO KITFOYA NU3BECTHBI OCHOBAHUE d U

mod m.

OTtnpaBuTenh COOOIIECHUS ¢ TOMOIIBIO TeHepaTopa ciny4aHbix unceln (I'CH) momyuaer
ciyyaitnoe gucio X (1 < x < m), BeraucisieT 3HaueHue Lo = a’ mod m u noceuraer Lo
MOJTyYaTeIo.

[Tony4arens npuauMaeT Lo BeipabaThiBaeT ¢ moMoisio cBoero I'CY ciydaiinoe uncio Y

(1 <y < m), Beruncnser 3nayenue Lp = a’ mod m u moceLTaeT Lp oTmpaBuTeno.
X =& mod m.
X [Tony4darens BerYMCHSAET
Otnpasurens npuanMaet Lp, Berauciser KO=Lp

Kp=Lo' =& mod m.

Tak xak K0 = Kp., TO 3T0O YHCIIO U SIBISETCS OOLUIMM CEKPETHBIM KIIFOUOM. 3JI0yMBIIIEHHUK,

nepexBaTuB Lo u Lp , He 3HaeT ciaydaiiHbIX YKMCEN X U ) U HE CMOXKET
pacindpoBaTh UCXOIHBIN TEKCT COOOIICHUSI.

3. [IpakTuka.

CocraBbTe MPOrpaMMHOE 00ECTICUCHHE, PEATU3YIOIIEE AITOPUTM OOMEHA KITFOUaMH.
Kittoun nomkHbl aBTOMaTHuecku (hopMupoBaThest B paitiibl. JlomkHa ObITh 0OecnieueHa
HarJsIIHOCTh BBIMOJIHEHHS alNropuT™a. J[iis co31aHHOro mporpaMMHOT0 00ecrieueH s
IIPOBEINUTE TECTUPOBaHNUE HE MeHee 4eM Ha 10 pa3in4HbIX Habopax JaHHBIX.

Tema 6. 3amumeHHble KOMNBIOTEPHbIE CHCTEMBI
1. Bonpocwul 013 obcysycoenusn
1) Wcnonb3oBanue 3alIUIICHHBIX KOMIIBIOTCPHBIX CUCTEM.
2) 3aruTa ONMeparMOHHON CHCTEMBI U APYTUX CUHCTEMHBIX MPOIPAMMHBIX CPEICTB.
3) Opranuzaiys 10CTyIa B JOKAIbHBIX CETSX.
2. Jlabopamopuas paboma 5
IIudp RSA
1. Teopus.

3amuTa 1aHHBIX C TOMOIBIO KPUMITOTpaduuecKoro mpeodpa3oBaHus SABISETCS
3¢ PeKTUBHBIM pElICHHEM MPOOIeMBbI UX 6€30macHOCTH. 3amm(pPOBaHHBIC JaHHBIE TOCTYITHBI
JIMIIB TeM, KTO 3HAET, KaKk UX pacun@poBartk, TO €CTh TEM, KTO 00JIaJ]aeT COOTBETCTBYIOLIIM
KITIOYOM MU POBAHUSL.

OnHuM U3 Hanbosee NePCHeKTUBHBIX KPUNTOTpagUUecKHX CTaHAapTOB Ha MIM(ppoBaHUE
JAHHBIX SIBJISIFOTCSI CUCTEMBI C OTKPBITHIM KJIH0YOM. B Takux cucremax [uist iupoBaHus
UCTOJIb3YeTCs O/IMH KJII0Y, a i pacirdpoBanus apyroii. [1epBblil kitoY sBIsSETCS OTKPHITHIM
N MOXeT OBbITh OIyOJIMKOBaH JUIsl U(POBaHUS CBOEH MHPOPMAIIMH JIFOOBIM M10JIb30BATENIEM
ceru. [lomydarens 3ammdpoBaHHON HHPOPMALINY 171 paCIIU(PPOBKU JaHHBIX UCIOJIb3YET
BTOPOM KJIIOY, SBJISIFOILUICS CeKpeTHBIM. [Ipu 3TOM JOIKHO cOOMI0IaThCs CAeIyIolIee YCIOBHE:
CEKPETHBIN KITI0Y HE MOXKET OBITh OIpe/eNieH U3 OMYOJIMKOBAHHOTO OTKPBITOTO KIIIOYA.

Kpunrorpaduueckue cucTeMsl ¢ OTKPBITBIM KIFOUOM UCIOIb3YIOT HEOOpAaTUMBbIE UITH
OJTHOCTOPOHHHE (PYHKIIMH, 00JIaatONIMe BaKHBIM CBOMCTBOM: TP 331aHHOM 3HAYE€HUU X
OTHOCHTEJIBHO IPOCTO BBIYMCIUTH 3HaueHue f (x), oqHako, ecu y = f (x), To HET mpocToro myTH
JUIs1 BBIYMCIICHUSI 3HAYCHHUS X, TO €CTh OYE€Hb TPYJHO PACCUUTATh 3HaYeHHE 00paTHON GpyHKIuu 1



11 1(y).

B Hacrosmiee Bpemst MIMPOKO MUCIIONIB3YETCSI METOI KPUIITOrpagpUIeCcKOM 3alnThl TaHHBIX
C OTKPBITHIM KJII0ouoM RSA, monmyunBIIMM Ha3BaHUE 10 HAYaJIbHBIM OykBaM (paMuiuii ero
nzobperareneit (Rivest, Shamir, Adleman). Ha ocnoBe Mmetona RSA pa3paboranbl alropuT™Msl
mmQpoBaHus, YCIIEUTHO IPUMEHsIeMbIe 1151 3aiuThl nHpopMmanuu. OH o0nagaeT BBICOKON
KPUNTOCTOMKOCTBIO M MOXKET OBITh PEeaTM30BaH MPH MCIIOJIb30BaHUN OTHOCUTEIIEHO HECIOKHBIX
MIPOrPaMMHBIX U allapaTHBIX CPeACTB. JJaHHBIH METO MO3BOJIWII PEUIUTh Ipo0IeMy
o0ecreyeHrs: NepCOHANTBHBIX TOMHUCEH B YCIOBHIX 0€30yMaXXHOH mepenayn u 00paboTKu
nanHbIX. Onucanue cxeM GopMHupoBaHUs MUPPOTEKCTa B anroputMax Tumna RSA npuseneHo B
Ppa3IMYHOM JIUTEPATYPE.
Hcnonb3oBanue Mmerona RSA s kpunrorpadguueckoit 3auThl HHHOPMAIIMA MOXKET
OBITH MOSICHEHO C TIOMOIIBIO CTPYKTYPHON CXEMBI, IPE/ICTABICHHON Ha PHCYHKE.
OyHKIMOHUPOBAaHHE KPUIITOCUCTEMBI Ha OCHOBE MeToja RSA npennonaraer
(dbopMHpOBaHKE OTKPBITOTO U CEKPETHOTO Kitoueil. C 3TOH 1e1bpi0 HeOOXOMMO BBHITIOTHHUTH
CIIEAYIOIINE MaTeMaTHUECKUe ONepaliu:
® BriGupaem aBa OOJBIIMX MPOCTHIX YUCIIA P U (, TOHUMAs IO TPOCTHIMHU YHCIAMH TaKUe
4Kclia, KOTOpbIE AEATCS Ha caMo ce0s U uncio 1
e OmpenensgeM N = pxq ,
e Brrunciasem uncio K = (p-1) (q —1),
® BriOupaem Gosbliioe ciydaitHoe 4uciio o, B3auMHO mpocToe ¢ uuciioM K (B3auMHO IpocToe
YHCJIO — 3TO YUCIIO, KOTOPOE HE UMEET HU OJJHOTO OOIIETo AeIuTeNs, KpoMe yucia 1)
e OrmpenenseM YUCIO e, Al KOTOPOTO UCTHHHBIM SIBIISIETCS COOTHOIIICHHUE
(exd)modk=1
e [IpyHMMaeM B Ka4eCcTBE OTKPBITOrO KIFoUa mapy uucen {e, N}
e ®dopMupOBaHKE CEKPETHOTO KITFOYa B BHE apsl uncen {d, n}
Jnst 3ammdpoBKH MepeaBaeMbIX JaHHBIX € MOMOIIBIO OTKPBITOrO Kito4a {e, N}
HE00XO0/AMMO BBINOJIHUTH ONepaIiN:
e Pa30uTth mmdpyembiit TEKCT Ha OJOKHU, KK U3 KOTOPBIX MOXKET ObITh MPEJCTABIIECH B
Buze uncen M(i) =0,1,..., n-1
e 3BammdpoBaTh TEKCT B BUJIE Mociea0BaTebHoCcTH uncen M(i) mo ¢popmyie
C(i) = (M(i)®) mod n
e PacmudpoBanue muppoTeKkcTa MPOU3BOIUTCS C IIOMOIIBI0 CEKpeTHOTO Kitova {d, N} mpu
BBITOJIHEHUH CIIEYIOUINX BBIYMCICHUM]:
M(i) = (C(i)%) mod n
B pesynbrare momydaem mocienoBatenbHOCTh uncena M(i), mpecTaBasSiOIUX HCXOIHbIC
nanHble. Ha nmpaktuke npu ucnonb3oBanun Mertoga RSA mmna p u  coctasnser 100 u 6omee

JCCATUYHBIX 3HAKOB, UTO obecreynBaeT BBICOKYIO KpHHTOCTOﬁKOCTB H_II/I(I)pOTeKCTa.
M (I) = (C (I) xmod n {e,n}

3. [IpakTuka.

CocraBbTe MporpaMMHOE obecrieueHne, peanu3yroiiee aroput™M RSA. Ucxomnabie
JaHHbBIE JIOJDKHBI TTepeiaBaThes yepes (pailipl: (paisl ¢ OTKPBITHIM KIIFOUOM, 3aKPBITHIM KIIFOUOM U
mdpyemas uapopmarus. [t co3maHHOro MPOrpaMMHOTO 00eCTIeueHuUs IPOBEIUTE
TECTHpPOBAaHUE HE MeHee yeM Ha 10 pa3nudHbIX Habopax JaHHBIX.

Tema 7. OcHoBBI KpunTOrpagumn
1. Bonpocwl ona o6cysycoenusn
1) Meroap! kpunrorpadumu.
2) Knaccudukanus mmdpoB M0 pa3IudHbIM IPU3HAKAM.
3) Iludps! nepecTaHOBKH.
4) IlIudpsl 3aMeHBI.
5) Iudpsl raMMHpPOBAHHS.
6) HanexxHocTh mmdpos.
2. Jlabopamopnasn paboma 6

[ukanyeckue KOAbI



1. Teopus.

[TpuHIMnI paboThl — METOJ IPOBEPKHU LIEIOCTHOCTH MacCHBa OUT, OCHOBaHHBIN Ha
CBOWCTBAX OIEPALIMU B3ATHS OCTaTKa B IOJMHOMHAIBHON apu(pMETHKE IO MOIYIIIO 2 C
ocHoBHBIMH onieparusimu 0+0=0, 0+1=1, 1+0=1, 1+1=0, 0*0=0, 0*1=0, 1*0=0, 1*1=1.

CRC Cyclic Redundancy Check - (Ilukanueckuii H30BITOYHBIN KOHTPOIBHBIN KO)
pe3yJbTaT ONEpaLuy B3ATHs OCTAaTKa OT AEJIEHUs IPOBEpsAEeMOro OUTOBOIO MacCUBa Ha
HEKOTOPOE YK CIIO-AEIUTENb, KOTOPOE 00J1a1aeT crieu(puueCKUMHI CBOIICTBaMU paBHOMEPHO
"pa3ma3blBaTh" U3MEHEHHE B HEKOTOPOM OMTE MacCHUBa Ha BO3MOXHO OOJIblIIee YUCIIO OUT
pe3yiabTara. OTO YUCIIO-AeJINTEllb, Ha3bIBAEMOE 00Pa3yIOIUM IOJIMHOMOM, BEIOMpAETCs TakK,
YTOObI CaMO SIBJISUIOCH TOJMHOMUAIIBHO ITPOCTBIM - HE JIEJINIOCH MOJIMHOMUANIBHO HALENIo Ha
Jr00bIe yKMca OT 2 10 caMoro ceds. KpoMe TOro, eCTh U APYyrue KpUTepUH BbIOOpa MOIMHOMA,
HalpaBJICHHbIE HA YMEHbILICHUE BEPOSITHOCTU POIYCKA TUIIMYHBIX OIMOOK B KaHajIax
nepeaayy JaHHbIX, TaK YTO CAMOCTUHHO BBIIYMBIBATh ITOJIMHOMBI - J1€J10 HE TOJIBKO TPYAHOE, HO
U BpeIHOE.

[TommHOM MOXET OBITh 3alMCaH KaK B BUJIE CYMMBI CTEIICHEW C HEHYJICBBIMU (@ 3HAYHUT -
€IMHUYHBIMA) KO (HUIIEHTAMH, TaK ¥ MACKOH 3THX enuHIYeK. [[opsI0K 3ammucu equHuI B
MacKe OJIHO3HAYHO CBA3aH C MOPAIKOM 00pabOTKH OUT B IPOBEPSEMOM MacCUBE, IOTOMY YTO B
nporecce pacuera CRC nmpomMexyTOuHBIH pe3ynbTaT HEOOXOJUMO [IMKJINYECKU CABUraTh B TY
e CTOPOHY, YTO U OUTHI TPOBEPSIEMOT0 MACCHBA, IPUYEM C/IBHUTAaTh TaK, YTOOBI BBITECHSITUCH
cTapiue creneHu noiuHoma. Camas crapiiasi CTereHb B MACKe HE yUUTHIBACTCS, OHA
oIpeJiesIAeT TOJNbKO YUCiI0 OUT Macku. Huke crapiiue cTerneHu oTAeIeHbl NporryckaMu. UToob!
peanu3oBath npoBepKy ¢ npuMeHeHrneM CRC, moMHMO MacKu MOJIMHOMA U MOPSAIKA CIIET0BaHUS
OUT B MaccuBe (ONPEIEISIONIEro HalpaBIeHHe MUKIMYECKOTO CIBUTa), HEOOXOIMMO 3HATh
HavanbHOe 3HaueHne CRC u MeTox 3aBepmaronieit MonupuKauy pe3yabTaTta BEIYUCICHUS
CRC.

TunuyHbIe METOTBI, IPUMEHSIEMBIE JJIs1 KOHTPOJISI IEJIOCTHOCTH JaHHBIX TPH Iepeaade u
XpaHEeHUU:

CCITT-CRC-32 [Bce pacnpocTpaHeHHbIE apXUBaTOPBbI M MPoToKoiIbl ¢ CRC-32] 6uTh
MaccuBa 00pabaThIBalOTCs, HAaUMHAas ¢ Muajuero oura B 6aiite - LSB. O0pa3yromuuii monuHoM:
XMNO+HXAL+HXA2+ XM+ XS+ XAT+HXAGH X0+ XML+ XM 2+ XM 6+ XN22+ X233+ XN 26 +XN32
Macka = EDB88320h, B koTOpOi#i nmpaBbie IM(PPBI COOTBETCTBYIOT CTAPIIUM CTETIEHSIM, CABHUT
BhITIONHSeTCs BIpaBo. HauanbHoe 3nauenue - OxXFFFFFFFF. Koneunas monudukarms -
nopaspsiiHasi MHBEpCHUs BceX OUTOB pe3ysbTara.

CCITT-DOS-16 [apxuBaTop LHA u, BepositHO, HekoTOpbIie npyrue ¢ CRC-16] 6utbt
MaccuBa o0palaThIBatOTCsl, HAUMHasI ¢ Miajuero oura B 6aiite - LSB. OOpa3zyromuii moJmHoM:
XM+HXM24+XAS +X716 Macka = A001h, B koTopoii nmpaBbie LU(PBI COOTBETCTBYIOT CTAPILIUM
CTEIeHsM, CABHT BBINIONHAETCA BIipaBo. HauanbHoe 3Hauenue - 0000. Koneunast monudukanus -
OTCYTCTBYET.

CCITT-CRC-16 [mpotokonsl nepeaaun gaHubix ¢ CRC-16, Kontpons EMSI] 6utst
MaccuBa 00pabaThIBAOTCs, HAUMHAs co crapiiero 6uta B 6aiite - MSB. O6pa3ytomuii HoJIMHOM:
XMoo+ XM 2+XA5+XM0 Macka = 0x1021, B koTOpOi#t JieBbIe HU(PPHI COOTBETCTBYIOT CTaApUINM
CTETEHsIM, CIBUT BBIMIOJHsEeTCS BiieBo. HawanpHoe 3Hauenue - 0x0000. Koneunas moaudukamms
- OTCYTCTBYET.

Tenepb coOCTBEHHO onucaHue BeruuciaeHus: Pabouas nepemenHass W cOOTBETCTBYIOILEH
Pa3psSIHOCTH, B KOTOPOI OyIeT HaKaIuIMBaThCS PE3yabTaT, HHUIMAIN3UPYETCS HauaIbHBIM
3HaYeHHEM. 3aTeM JIJIsl KaKI0ro OuTa M BXOTHOTO MacCHBa BBHIMTOIHSIOTCS CIIETYIOIIHIE
neiictBusi: W caBuraercst Ha 1 6ut (0 HampaBJieHHH CABHUra cM. Bbiie) B ocBoboauBIIHiics 6ut



W nomemaercs Hysb. BUT, Tonbko 4TO BBITONKHYTHIN U3 W, cpaBHUBaeTcs ¢ OuTOoM M. eciu
OHH HE COBIAJIU, BBINOJHAETCS onepaius uckimovaroniero MJIN nag W u mackoii nmoivHoma,
pesynbrat 3aHocutcs B W. U Tak, nmoka He OyayT oOpadoTanbl Bce OuThl MaccuBa. [locie uero
Haa W npou3BOIUTCS KOHEUHAsT MO (DUKAIIHSL.

MoxHO cka3aTh, 4To 00b19HO Tak CRC CUMTAIOT TOJIBKO B CXEMHBIX peau3alisiX.
[Toromy, 4TO 3TO OUYEHB MEJUICHHO - BeJlb YHCIJIO [IUKJIOB PaBHO YKCITy OUT MaccuBa. [Ipu
peanu3alyy Ha IPOrpaMMHOM YpOBHE 00paboTKa BeleTcst BOCbMEpKaMu OUT - OalTaMH.
3aBoguTcs Tabnmuka u3 256 anemenToB. Kaxxnoe 3Hauenue - pedynsraT pacuera CRC Han
BOCBMEpPKOU OMT uHIeKkca 3emenTa: for i := 0 to 255 do tab[i] := count_crc(i); [Tocae sToro
pacuer CRC st MacciBa MOKHO BecTH Oaiitamu. Hagano u koHel pacdeTa, Kak U paHbiie. A
UK uaet A kaxaoro 6arra Q: W := W XOR Q; W := ciur(W, 8) XOR tab[ W ]

[Tpu LSB-nopsinke Q oneparus XOR BeimonHsieTcst Ha MitaqmmmMu outamu W, a ipu
MSB-nopsiike - Hax crapmuMu. MHIEKCOM B TaOIUIE CITy)KAT IMCHHO 3TH OUTHI.

baiiToBbIif TAOMUYHBIA METOJ] TPEOYET OIIYTUMBIX 3aTpat MaMaTu noj Tadmuiy. J{ms
CRC-32 tpebyercs Tabnuia pazMepoM B Kuiio0aiT. Eciu kunobaiT naMsTu Ais peaan3anuu
C OJTHUM IIMKJIOM Ha OalT MaccuBa 3To mepedop, MOKHO MPEATTIOKUTH KOMIPOMUCCHBIN
BapuaHnTt - cuutath CRC, He BocbMepkamu, a uerBepkamu 6ut. CRC-32-tabnuna u3 16
3HauYeHUi 3aiimeT 64 GaiiTa, HO CKOPOCTh OYAET HECKOIBKO HUXKE, YeM MpU OOJIBIION
TabJuIe, XOTs CYIIECTBEHHO BBIIIE, yeM 0e3 Hee BooOIIe.

B peanmzanuu pacuera CRC ms z-modem'a ecth 0uH TOHKHUN MOMEHT. Tam
JIOTIYIIIEHO OTKJIOHEHHE OT 0a30Boit cxembl. J[Be cTpoku nomensu mectamu: W := capur(W,
8) XOR Ttab][

W], W:=W XOR Q

B pesynbrare nonyuaercst He unctbiii CRC: koHTpoNbHBIN KO Z-modem'a st
MacCHBOB JI0 IByX 0aiiT pazmepom "paBeH" camoMy maccuBy. Hampumep, uis MaccuBa u3
IBYX 0alT 3 u 8, KOHTpOIbHBIN KoA OyneT paseH 0308h.

[ nakonen, onHo Manenbkoe 3ameuanue. Oneparnus Berunciaenuss CRC obpatuma. He
B TOM CMBICIIe, KOHEUHO, 9TO 10 CRC M0OKHO BOCCTaHOBUTH BECh MAaCCHB, @ B TOM, YTO €CIIH
nano CRC pazpsgaocta N 1 JaH HEKOTOPBIM MacCUB, B KOTOPOM T/ie-HUOYIb MOYKHO
noMeHsTh noapsa N 6ut, To moIorHaTh 3TOT MaccuB oA 3aaannyro CRC He crnoxkHee, yem
nocuyutath CRC. CRC He sBnsercs kpunrtorpadpuiyecku ycTOWYMBON Xen-(pyHKIHeH. |
3. [IpakTuka.

CocTaBbTe aNrOpUTMHUYECKOE U TPOrPaMMHOE 0OecTIeueHHE, pean3yIoniee alrOpUTM
CRC. B kauecTBe UCXOHBIX JaHHbIE — (haiii. [ co3JaHHOro MPOrpaMMHOTO o0ecTieueHust
NIPOBEINTE TECTHPOBAHNE HE MeHee 4eM Ha 10 pa3nmuvHbIX Habopax JaHHBIX.

Tema 8. O6ecneuenne Ub Ha ypoBHe rocygapcrsa
1. Bonpocwul 013 o6cyscoenusn
1) MexnyHapoanele craHaaptel HH(popMmanmoHHoro obOmena. Wb B ycioBumsx
¢dbyHkoHupoBanus B Poccun rinobanbHbIX ceTeil.
2) Hasnauenue u 3amauu B cpepe odecniedenus b Ha ypoBHE rocynapcrsa.
2. Konmponvnaa paooma 2
Bonpocsl kK KOHTPOJILHOI padoTe 2
Omnpenenne noustus «Cuctema HHGOPMAITHOHHONW 0€30MTaCHOCTH
DJeMeHThI CHCTeMbl THPOPMALIMOHHOM 6€301MacHOCTH
Onpenenenne noHsaTus «l'ocynapcTBeHHas TaitHa»
PerynupoBanue npaBoBbIX OTHOLICHUN B OOJIACTH 3aLIUTHI TOCYIaPCTBEHHON TalHBI
Monenu 6e30nacHOCTH X IPUMEHEHUE
. Mecto b 5KOHOMHYECKHX CHCTEM B HAlTMOHAIBHOW O€30MMacHOCTH CTPAHBI
. OCHOBBI KOH(UICHIIUATTLHOTO JOKYMEHTO000pOoTa
. Ocobennoctu paboTHI C IEPCOHATIOM, BIIACIONIUM KOH(UACHINAIBHOW HHPOpMaLneit
. IIpuHIMIIBI TOCTPOEHUS 3ALUILEHHBIX KOMIIBIOTEPHBIX CUCTEM
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DJIEMEHTHI ONEePALUOHHON CUCTEMBI
VYnpaBneHue AOCTYIIOM I10JIb30BaTelIeld B ONMPEAMOHHBIX CUCTEMAX
[TaposibHast TOTUTHKA MOMYJISAPHBIX OMEPAIUOHHBIX CUCTEM
CocraB J10KaIbHO-BBIYMCIUTENbHBIX CETEN
KommyTaTopsl, KOHIIEHTPaTOPhI, MAPLIPYTU3ATOPHI
Opranusanus J0CTyIa B JOKaJIbHBIX CETAX
KoHTpoJIb ceTeBBIX MOAKIIOUECHUI
VYnpapieHue ceTeBoil MapiipyTu3anuein
VYrnpasneHnue J0CTYIIOM K KOMITbIOTEpam
Cucrema yrpaBiaeHuUs apOJIIMU
VYrpasneHnue J0CTYIOM K MPUIOKEHUSIM
YnpaBieHue 10CTyoM K OMOIMOTeKaM UCXOAHBIX TEKCTOB MPOTrpamMm
Tecm umozogoiit
Bank TecTOBBIX 3aJaHNIi pa3MellleH HA caliTe HEeHTPa HU(PPOBOro o0y4eHust
http://moodle.asu.edu.ru
KakoBa 1ienp peBU3MH yCTaHOBIEHHOTO 000pyA0BaHuUsA?
Wnentudukamys TMIOB 000pyI0BaHUS 1 YCTPOUCTB, CETH.
WNnentudukanus MECTOHAXO0XKACHUS KaXKIOTO AIEMEHTa CETH.
MOHUTOPUHT U aHaJIN3 pabOTHI CETH.
[Tepenoc nHpopMauu Ha YEPTEKH 3AAHUS ISl CO3/IaHUS KapThl HAPE3KHU.

JleiicTBusI, IpOLIEypbl U MEXAHU3MBI, CIIOCOOHBIE 00€CIIeYnTh 0€30aCHOCTh OT
BO3HUKHOBEHUS YIPO3bl, YMEHBIIUTh YSI3BUMOCTh, OTPAHUYHUTH BO3ACHCTBUE
MHILUACHTA B cUCTEME 0€30I1aCHOCTH, OOHAPYKUTh HHIUACHTHI U 00JIErYnuTh
BOCCTAQHOBJICHHE aKTHBOB - 3TO

3aluTHBIE MEPHI

KommuiekcHblie Mepal

[IpeBeHTHBHBIE MEPBI

Opranu3zanvoHHbIE MEPbI

Kaxkoga 1ieip peBu3uu cpeACcTB 3alIuThl CeTH?

CornacoBanue TpeOOBaHUII MO 3aIIUTE CETH CO CTPOUTEILHBIMA HOPMaMHU U
HOPMaMH CEKPETHOCTH.

OrneHka ciocoOHOCTEH KIIMEHTOB MOJIb30BAThCSI CETEBBIM 000PYIOBAHUEM H
MIPOrPaMMHBIM 00eCTIeYeHUEM.

BrlisicHeHne crmocoOHOCTH CETH TapaHTUPOBATh LIETOCTHOCTD JaHHBIX.
Omnpenenenue coctaBa anmapaTHO-MPOrPaMMHOTO KOMIUIEKCa, TPeOyIoIerocs
JUTSL 00eceueHnsl 3alU Tl CETH.

Kakwue maru cienyet npeAnpuHATh AJs aHAIM3a U PEIIeHUs POOJIeMbI B CETH TIOCTIe
cOopa maHHBIX 0 padoTte?

Omnpenenuts, ABISETCS M IpoOJieMa NePUOANIECKON HITH YCTOWYUBOI; COCTAaBUTh
CIHUCOK BO3MOXHBIX MPUYHH; PACCTABUTH IPHOPUTETHI PUUHH.

PaccraBuTh IpHOPUTETHI IPUYNH; UCIIOJIB3YsI CPEJICTBA YIPABJICHUS CETHIO UM METO
3aMCHBI, I/I)IeHTI/I(i)I/IHI/IpOBaTB OPHUYUHEBI; OTCICAUTb TCHACHIIMU C LNCIBI0 IMTPEABUICHUA
BO3HUKHOBEHHUS MTPOOIIEM B OYAyIIEM.

CocTaBUTh CIMCOK BO3MOXKHBIX IPUYHH; PACCTABUTh IPUOPUTETHI IPUYHH; UCIIOIB3YS
Cpe/CTBa YIPaBIEHHS CETHIO MIIU METO]l 3aMEHBI, HICHTU(UITPOBATH IPUIHHEI.
OnpenenuTb, MOXKHO JIM BOCIPOU3BECTH MTPOOIEMY; pACCTaBUTh PUOPHUTETHI
BO3MOJXKHBIX IIPUYXH,; UCIIOJIB3YA CPCACTBA YPABJICHUA CCTHIO UJIM MCTO 3aMCHBI,
UACHTU(DUIIMPOBATH TIPUYNHBIL.
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UTo U3 NpUBEIEHHOTO HUXKE TOJKHO OBITh BKJIIOUEHO B OTYET O MPOBEICHUU OLIEHKH?
CocraB ceTeBoii ammapaTypbl ¥ IPOrpaMMHOTO 00eCriedeHus, KOTOpbIE HE
YAOBJIETBOPSIIOT POMBIIIJIEHHBIM CTaHAAPTaM.

KypHaibl, MOKa3bIBAOIINE TCHACHIINIO K YMEHBIIIEHHUIO CKOPOCTHU TpaduKa B
OTpEJICIICHHBIX CErMEHTaX CETH.

Onucanue ciay4yaeB U MECT HECAaHKIIMOHUPOBAHHOIO JOCTYMA K (paiinam.

Onucanue TUIIOB MOJb30BaTeNel, Hau0oJIee YacTO CTAIKUBAIOLIUXCS ¢ TPoOIeMaMu
P TI0JIb30BAaHUU CETBIO.

IlepeyeHb OCHOBHBIX BOIPOCOB, BBIHOCHUMBIX HA IK3aMeH
Onpenenenne nousatuii «Mudopmarus» «MapopManmonnas 6e30macHoCTh, «CyObEKThI
WH(POPMALMOHHBIX OTHOLICHU
KareropupoBanue uadopmanuu
3ananue TpeOoBaHM K MH()OPMAIIMOHHOW O€30ITaCHOCTH OpraHU3aIluu
Buel BO3MOXKHBIX HapylIeHUH HHPOPMAIIMOHHOM cucTeMbl. O01mas kiaccupukanus
UH(POPMALMOHHBIX YTIPO3.
YTrpo3bl pecypcam KOMITbIOTEPHOI 0€30MacHOCTH. YTPO3bl, peain3yeMble Ha yPOBHE
JIOKaJIbHON KOMITBIOTEPHOM CUCTEMBI. YenoBeueckuid pakTop.
YTrpo3bl KOMIIBIOTEPHOM HH(OPMALINY, PeaTu3yeMble Ha allllapaTHOM ypPOBHE.
VY naneHHble aTaky Ha KOMIIbIOTEPHbIE cUCTEMBL. [IpUUnHBI ysI3BUMOCTEN KOMITBIOTEPHBIX
ceTen.
Cocras cpeacts u Mep 3amuThl nHGopmanmn. Kiaccudukanus cpeicTB U Mep 3alUThI
uHpopmarun
OO0BeKT U cyOBEKT 3alIUThl THPOPMALTUU
Kanaine! yreuku nadopmarun. Knaccuukarus kaHajaoB yreuky HHGOpMaUu
Mogenp HapymuTesns nHPOpMaAIMOHHOM 0€30MacHOCTH
Knaccugukanus Hapymmreneid ”HQOpMaLMOHHONW 6€30M1aCHOCTH
Komnerorepusie Bupycsl. Uctopus. Onpenenenue no YK PO.
Onpenenenue nousaTus «CucremMa HHPOPMALIMOHHONW OE30MTACHOCTH»
DNeMEeHTHI CUCTEMbI HHPOPMAIIMOHHOI 0€3011acHOCTH
Omnpenenenne nousaTus «l'ocynapcTseHHas TaliHa»
PerynupoBanue rnmpaBoBbIX OTHOIICHHH B 00JaCTH 3aIUThI TOCYIapPCTBEHHOM TalHBI
Mozenu 0e30nacHOCTH UX IPUMEHEHNE
Mecto b sxoHOMHUYECKHUX CHCTEM B HAllMOHAJILHOW 0€30IaCHOCTH CTpaHbI
OCHOBBI KOHOHUIEHIIMATBHOTO TOKYMEHTO000pOTa
OcoberHocTH paboOTHI C TIEPCOHATIOM, BIIAJICIONIUM KOHPUACHITHATHHOU HHPOpMaIuen
[TpyHIMIIBI TOCTPOEHUS 3AIUILIEHHBIX KOMIIBIOTEPHBIX CUCTEM
DIEMEHTHI ONEePaIlIOHHON CHCTEMBI
VYmpasieHne AOCTYIIOM M0JIb30BATENEN B ONIEPALMOHHBIX CUCTEMAX
[TaponbHast MONUTHKA MOMYJISPHBIX OMEPAMOHHBIX CUCTEM
Cocras JI0KaJIbHO-BBIUUCIUTENBHBIX CETEN
KommyTaTopbl, KOHLIEHTPATOPbI, MAPIIPYTU3ATOPbI
Opranuzanys J0CTyna B JOKAJIBHBIX CETAX
KOHTpOJIb ceTEeBBIX MOIKIIFOUYECHH
VYipasineHue ceTeBON MaplIpyTU3alUeH
VYrpasneHue 10CTyIIOM K KOMITBIOTEPAM
Cucrema yrnpaBieHHs NApOIIMHU
VYrpaneHue J0CTYIIOM K IPHIOKEHUSIM
VYnpaBieHue 10CTyrnoM K OMOIMOTEeKaM HCXOHBIX TEKCTOB IPOTrpaMM
[IpaBoBoe yperynupoBanue 3amuthl nHGopmanuu. Ctangaptel b



36. 3amuTa JaHHBIX KpUNTOrpahuIecKUMU MeTo1aMu. MeTob! IuppoBaHUsL.

37. 3ammTa JaHHBIX KPUNTOTpahUUECKUMHU METOAaMU. AJNITOPUTMBI ITU(PPOBAHUS.

Taoauna 9 — [lpuMepbl OLIEHOYHBIX CPEICTB € KJIAYaMH NMPABUIbHBIX 0TBETOB

N Bpewms
IIpaBunbHbBIN
Ne /it Tun 3aganus | opMyIMpOBKa 3aJaHUS oTBET BBIIIOJIHEHUS
(B MUHYTaX)
OIIK-1. CiocobeH oneHMBATh POJIh HHPOPMALINH, HHPOPMAINOHHBIX TEXHOJIOTHI 1 MH(POPMAITHOHHON 0€30I1aCHOCTH B
COBPEMEHHOM 00IIeCTBe, X 3HAUCHHE IS 0OecniedeHusI OO BEKTHBHBIX OTPEOHOCTEH INYHOCTH, 00IIIECTBA U
rOCyAapcTBa
1. 3anmanue OCHOBHBIMH HCTOYHUKAMH yTPO3 0 2
3aKpBITOTO WHPOPMAINOHHON 6€30IacHOCTH
THIIA SBIISTFOTCSI:
a. XWIIEHUE KECTKHUX JHCKOB,
TIOJIKJIIOYEHHE K CETH, HHCAHIepCTBO
6. IlepexBar maHHBIX, XHIIEHUE
JIAHHBIX, ©3MEHEHHE apXUTEKTYPbI
CHCTEMBI
B. XWUILEHUE NaHHBIX, TOJKYII
CHCTEMHBIX aIMHHHACTPATOPOB,
HapylIICHHE peraaMenTa padoThl
2. OCHOBHBIMHU pHUCKaMH WH(POPMAITHOHHON B 2
6€3011acHOCTH SIBIISIOTCS:
a. MckaxeHue, yMeHbIIEHHE 00bEMA,
MIEPEKOMPOBKA HHPOPMAIHN
6. TexHHYECKOE BMENIATEIHCTBO,
BBIBEZICHHE U3 CTPOsI 000PYIOBAHUS
ceTu
B. [Iloteps, uckaxenue, yreuka
uHpopMaLH
3. JInno, caMOCTOATEIBHO CO3aBLIee hit 2
nHdopmanuio 1160 NoNTyYUBIIEe HA
OCHOBAHMH 3aKOHA WJIM JIOTOBOPA IPaBo
paspemarh Wid OrpaHW4YHMBaTh JOCTYII K
HHPOPMALNH:
a. Mcrounuk undopmannmu
6. Ilotpeburens mHPOPMAITII
B. YHHYTOXHUTENb HHPOPMALIUIH
r. Hocurens napopmanun
1. Ob6nanarens nHGOpMaLUK
4. Bo3MoskHOCTE MOTyueHUs HHGOpMauu I 2
U ee MCIOJIb30BaHUs ITO:
a. Coxpanenue nundopmanuu
6. PacmpocTtpanenue napopmanyun
B. [IpenocraBnenue uHpopmayun
r. KouduaeHnuansHoCTs HHQOPMAIIH
a.  Jocryn k nHpopmManiu
5. WudpopmanmoHHas KyJIbTypa 00IIecTBa 3 2
Mpe/IoaraerT:
1. 3HaHWe COBPEMEHHBIX
MIPOTPaMMHBIX MIPOJTYKTOB
2. 3HaHHE MHOCTPAHHBIX S3bIKOB M X
MIpUMEHEHHE
3. ymenue paborarh ¢ HHpOpMalnei
IPY TIOMOIIHA TEXHUYECKUX
CpencTB
4. 3HaHWE S3BIKOB
IIPOrpaMMHPOBAHUS
6. 3ananue Jlate onpenenenne crennantbHbIX CneumnanbHbIe HCCIIEI0BaHUS 2
OTKPBITOTO | MCCIIEeN0BaHMH (CHenucCiIeIoBaHumit) 10 (cneunccneoBaHMs) -
THIA I'OCT P 51583 BBIIBIICHUE C
HCII0JIb30BAaHHEM




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

KOHTPOJIHO-U3MEPUTENIBHOM
anmapaTypbl BO3MOXKHBIX
TEXHUYECKUX KaHAJIOB YTCUKH
3amumaeMoi napopManun
OT OCHOBHBIX U
BCIOMOTaTeNbHbBIX
TEXHHYECKUX CPEJICTB U
CHCTEM M OLICHKA
COOTBETCTBHS 3AILUTHI
uHpOpMaUU TPeOOBAHUAM
HOPMAaTHBHBIX JJOKyMEHTOB
T10 3anIuTe MH(OOPMAITHH

JaTe onpeneneHue yrpossl
Oe3omacHOCTH HHPOPMALTUT

VYrpo3a 6e3omacHOCTH
nH(pOopManny - COBOKYITHOCTb
yCIOBUH U (haKTOPOB,
CO3JJAIONINX MOTCHIINATIBHYIO
WJIN peabHO
CYIIECTBYIOIIYIO OIIACHOCTb,
CBA3aHHYIO C YTEUKOM
uH(hOpMaLH, H/UITH
HECaHKLIMOHUPOBAaHHBIMU
W/MIIH HeTIpeIHAMEPEHHBIMH
BO3JECUCTBHUSIMHU Ha HEE.

Jatb onpeneneHre nHOOPMAIIMOHHOM
6e3omacuoctr Poccniickoit @eneparim

UH(GOPMAIMOHHAS
6e3omacHoCTh Poccuiickoit
®Denepaliy - COCTOSTHHE
3aIUICHHOCTH JIMIHOCTH,
o0IIecTBa ¥ TOCYAapCcTBa OT
BHYTPCHHUX W BHEIITHUX
WH(POPMAIMOHHBIX YTPO3,
IpH KOTOPOM
o0ecreunBarOTCA peann3anus
KOHCTUTYI[HOHHBIX IIPaB U
cBOOO/T UeIOBeKa U
IrPpaKIAHUHA, JOCTOMHBIE
KayeCTBO U YPOBEHb KU3HU
rpaxIaH, CyBepCHUTET,
TeppPUTOpHAITEHAS
[IEJIOCTHOCTB M YCTOMYMBOE
COLMATEHO-?)KOHOMHUYIECKOE
pasButue Poccuiickoii
®denepanuu, 060poHa U
6€301acHOCTh TOCYAAPCTBA

OcHOBHBIE HaMpaBIEHUS 00ECTICUSHUS
MHPOPMAITMOHHOK 0€30MaCHOCTH B
00acTi 000POHEI CTPAHBI B
COOTBETCTBUU C BOGHHOMW MOJIUTUKOMN
Poccuiickoit ®enepanun

B cootBeTcTBMY C BOEHHOM
noauTukon Poccuiickon
®denepaliii OCHOBHBIMU
HaHpaBJ’IeHI/If{MI/I o6ecneqel-m;1
HHGOPMATMOHHON
0e30IacCHOCTHU B 00JIaCTH
00OpOHBI CTPAHBI ABJISIOTCS:
a) CTpaTeruueckoe
CIePKUBaHUE U
MPEeOTBPALICHAE BOCHHBIX
KOH(IJIUKTOB, KOTOPEIE MOTYT
BO3HHMKHYThH B pe3yJIbTaTe
TIPUMEHEHHSI
HH(OPMAITMOHHBIX
TEXHOJIOTHH;

0) COBEpPIIIEHCTBOBAHNE
CHUCTEMEI 00€eCIIeueHuUs




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

10.

HH()OPMAITMOHHOM
6e3omacHOCTH BoopyKeHHBIX
Cun Poccutickoii ®enepanun,
JIPYTUX BOMCK, BOMHCKUX
(hopMHpOBaHMIA K OPTAHOB,
BKITIOYAFOIICH B ceOsl CUITBI U
cpecTBa HH(POPMAIHOHHOTO
MIPOTHUBOOOPCTBA;

B) IPOTHO3HPOBAHUE,
oOHapy>KeHHE U OI[CHKA
WH(GOPMAIMOHHBIX YIPO3,
BKITIOYAst yTPO3EI
Boopyxennbm Crtam
Poccuiickoit denepanuu B
nH(pOPMAIMOHHOM cdepe;

T) coaeicTBHE 00CCTICUCHHUIO
3aIUTHl HHTEPECOB
coro3HUKOB Poccuiickoit
®denepanyu B
uH(OPMaLMOHHOH cdepe;

1) HeHTpanu3anus
UH()OPMAITUOHHO-
TICUXOJIOTHIECKOTO
BO3IICHCTBUS, B TOM YHCIIC
HAIPaBJICHHOTO Ha MOPHIB
HUCTOPHYECCKUX OCHOB U
MATPUOTHICCKUX TPAIHUIINH,
CBSI3aHHBIX C 3aIUTOMN
OreuecTBa.

OpraHu3alMoHHas OCHOBA CHCTEMBI
obecrieueHust HHPOPMAIIMOHHON
6e30macHoOCTH

OpraHu3anMoHHYI0 OCHOBY
CUCTEMBI O0eCTICUeHH s
UH(OPMALMOHHOH
6€30M1aCHOCTH COCTABJISIOT:
Coget Deneparuu
Denepanbaoro Cobpanust
Poccuiickoit ®enepanumy,
Tl'ocynapctBennas Jyma
®OenepanpHoro Cobpanus
Poccuiickoit ®enepanumy,
IIpaBurenbcTBO Poccuiickoit
Oeneparnuu, CoBeT
bezonacnoctu Poccuiickoii
Oenepanun, heaepanbHbIe
OpTaHbI UCTIOTHUTETEHON
Bnacty, LleHTpanbHbIi 6aHK
Poccuiickoit ®enepanumy,
BoenHo-npomsInIeHHAs
komuccusi Poccuiickoi
Denepanyy,
MEXBEJOMCTBEHHBIE OPTaHBI,
co3naBaemsle [IpesunenTom
Poccuiickoit @enepanuu u
IIpaBuTenscTBOM
Poccuiickoit ®enepanumy,
OpTaHbI UCTIOTHUTETEHON
BIJIACTH CYOBEKTOB
Poccuiickoit denepanuu,
OpTaHBI MECTHOTO
CaMOYIpaBJICHHUS, OPTaHbI
CyJcOHOU BJIACTH,




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

MIPUHUMAFOIIUC B
COOTBETCTBUU C
3aKOHO/IATEILCTBOM
Poccuiickoit denepanuu
y4YacTHe B PEIICHUH 3a1a4 110
00€CIIEUEHUIO
nH(OpMaMOHHOK
0e30I1aCHOCTH.

OIIK-5. Cnocoben MPUMCHATH HOPMATUBHBIC ITPABOBLIC AKThbl, HOPMAaTHUBHBIC U MECTOANYCCKUC JOKYMCHTEI,

PErIIaMCHTUPYIOIINE ACATCIBbHOCTD IO 3aIlUTC I/IH(l)OpMaIII/II/I B cq)epe HpO(l)eCCI/IOHaHLHOﬁ JCATCIIBHOCTHU

1.

3amanue
3aKpPBITOTO
THUIIA

K npaBoBbIM MeTOAM,

obecrieuynBaOIMM HHPOPMAIIHOHHYIO

0€30IaCHOCTh, OTHOCSTCS:

a. Pa3pa0oTka anmapaTHBIX CPEACTB
o0ecIeueHHUs MPABOBBIX JaHHBIX

0. PaspaboTka u ycTaHOBKa BO BCEX
KOMIIBIOTEPHBIX IIPABOBBIX CETAX
JKypHaJIOB yuyeTa eUCTBUI

B. Pa3paboTka n KOHKpeTH3aIus
MIPaBOBBIX HOPMATUBHBIX aKTOB
obecneueHus 6e30MacHOCTH

B

Kaxue u3 npeyiokeHHbIX CBEJICHUI He
MOJITIeXKAT 3aCEKPEUHBAHUIO B
COOTBETCTBHE C 3aKOHOM Poccuiickoi
Depepanun «O rocyapcTBEHHON
TalHEe»?

1.CBeneHns 0 CYyITHOCTH U300PETEHUS 110
oduIHaTEHON MYOIUKAIIIH O HUX
2.CBeieHHsI O COCTOSIHUM 3/10POBbS
BBICIIIMX JIOJOKHOCTHBIX JuIl Poccun
3.Ceenenns o (hakTax HapyIICHHUS IPaB U
CcB00O/T YeI0BEKa

4.CBenieHus1, COCTaBIAIONINE TallHy
CJIEJICTBUS U CYJIOTIPOU3BOJICTBA
5.CBeJIeHHs O COCTOSIHUH NPECTYITHOCTH

2,3,5

Kakue creneHu ceKpeTHOCTH I
COCTaBJICHUS TOKYMEHTAIUH
YCTaHOBIIEHBI 3aK0OHOM Poccuiickoit
®enepanun ot 21 uronsg 1993 r. Ne 5485-
1 «O rocynapcTBeHHOH TaiiHE»?
1.CexpetHo

2. 105t ciry>keGHOTO MOJIb30BaHMS
3.COBEpIIEHHO CEKPETHO

4.0co60if BaxXHOCTH
5.KonpunenmnuansHo

6. AHOHUMHO

1,34

JlesTeIbHOCTD TI0 IPEAOTBPAIIIEHUIO
MOJTy9YEHHS 3aIIUIIaeMoi HHPOpMALTIH
3aMHTEPECOBAHHBIM CYOBEKTOM C
HapyIIeHHEM yCTaHOBICHHBIX
IIPaBOBBIMU JJOKYMEHTAMU WU
COOCTBEHHUKOM, BIIaJIeIbIIEM
nH(popManuK paB UK IPaBHII JOCTYIIA
K 3aIUIaeMol HHOpMaIyu:

1. 3amwura nHpOpMaInH oT
HECaHKI[HOHUPOBAHHOT'O JIOCTYIIA

2. 3amura nHbOpMaIIH oT
HECaHKIIMOHUPOBAHHOT'O BO3/ICHCTBUS

3. 3Bammura nHbOpMaIIH oT

HETpeTHAMEPEHHOTO BO3CHCTBUS




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

BeposTHOCTh NpUUKMHEHUS Bpela KU3HU
WIK 3J0POBBIO TPa)KJaH, HMYLIECTBY
GU3NUECKNX WM FOPUINICCKUX JIUI,
roCy1apCTBEHHOMY WIH
MYHHULHUIIAJbHOMY HUMYILECTBY,
OKpy’)Karomien cpene, IKM3HU WU
30POBBIO JKUBOTHBIX M PACTCHHUU C
YUETOM TSDKECTH 9TOrO Bpeja:

1. Pucx

2. Ymep6

3. OmnacHocTb

1

2

3amanue
OTKPBITOTO
THIA

B cootBercrBuu ¢ Ykasom IIpesunenra
«O0 yTBepkJICHUH MepeyuHs CBeICHUN
KOH(HICHIIMATBHOTO XapaKTepay K
KOH(HICHIIHATBHON HHPOPMALINU
OTHOCATCS

CBEICHUS 0 ¢axrax,
COOBITHAX U 00CTOSTEIBCTBAX
YAaCTHO JKU3HU TPAXKIAHHUHA,

MO3BOJISIOIHE
HUACHTU(PHUIIPOBATH ero
JMYHOCTh (mepcoHabHBIC
JIaHHBIC), 32 WCKIIIOUYEHUEM
CBEJICHUIA, noJIeKaIuX
pacmpocTpaHeHUIO B
cpeAcTBax MaccOBOU
nHdopmanuu B
YCTaHOBIICHHBIX
(denepanbHBIME  3aKOHAMH
Clydasix; CBEJICHUS,
COCTaBIAIOILNE TalHy
CIIEIICTBUSA u
CyJOIIPOM3BOJICTBA, a TaKXKe
CBEJCHUS O 3aIIUIIAEMBIX
B117006:'¢ u Mepax
TOCYIApCTBCHHON  3aIUTEHI;
cIIyKeOHbIe CBeJICHUS,
JIOCTYTI K KOTOPBIM
OTpaHUYCH opraHaMu
rOCyJapCTBEHHOM BJIAacTH B
COOTBETCTBUH c
I'paxxmanckum KOJIEKCOM
Poccuiickoit ®epepanuu  u
®denepanbHbIMU  3aKOHAMH
(ciy>xeOHas TaliHa);
CBEICHUS,  CBf3aHHBIE C
npodeccuoHaTLHOM
JESITEeAbHOCTBIO, JOCTYN K
KOTOPBIM OrpaHW4YeH B
COOTBETCTBUH c
Koncturyuueit Poccuiickoit
Denepanyu 1 dhepepanbHBIMU
3aKOHaMHU (BpaueOHas,

HOTapuajgbHas, aIBOKaAaTCKasA U
HHBIE BUJIbI
mpo¢eCCHOHANBHOMN TalHbI);

CBE/ICHUS,  CBSA3aHHBIE C
KOMMEpYECKOMH
JeSITENIbHOCTBIO, JOCTYIl K

KOTOPBIM OTpaHUYEH B




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

COOTBETCTBHU c
I'paxxnanckum KOJIEKCOM
Poccuiickoit ®epepauuu U
denepandbHBIMH  3aKOHAMH
(xoMMepueckast TaitHa);
CBEJICHUS 0 CYIIHOCTH
HU300peTeHus, MOJIC3HOU
MO WM IPOMBILIIICHHOTO
obOpasma g0 o¢HUIHANEHON
myOonuKanu MHGOPMAH O
HHX.

YT0 MOHMMAETCA IO
KOH(HICHIIHATHHOCTEI0 HHPOPMAIUU?

KOH(pMAECHIINATEHOCTD
HHPOPMALIUU — 3TO
COCTOSIHHE HH(OPMAIINH B
ONpeeNICHHbIN IEPUO/T
BpPEMEHH, KOTOPOe
XapaKTepu3yeTcs
OrpaHHYEHHEM Ha ee
pacIpocTpaHeHue U TOCTYI K
HEH B CBSI3U C €€ 3allUTON U
OXpaHOM ToCcyIapCTBOM MIIN
HHBIM O0J1aiaTesieM
JOKyMEHTHPOBAHHOM HH-
(dhopmarmu.
KondunaennuansHas
rHpopManus (TOKYMEHTEHI),
COCTaBJIsIfOIIAs TalHy, 3a
UCKITIOUEHHEM
roCyJITapCTBEHHOM, —
uHbOopMaIs OrpaHUYCHHOTO
JIOCTYIIa ¥ PaclpOCTPaHEHHSI.

Jlate onpeeneHye MNUOHAXA 110
YronoBHOMy kozekcy PO

nepenava, cobupanue,
MTOXUIICHHE WIIA XPaHEHHE B
[eNIAX Iepeaadn
WHOCTPaHHOMY TOCYJIapCTBY,
MEXTyHAPOIHOM JTHOO
WHOCTPaHHON OpraHu3ainu
WA UX TPEACTAaBUTEIISIM
CBEJICHUM, COCTABIISIONIUX
TrOCYAAapCTBEHHYIO TaliHy, a
TakKe Tepeaada uin
cobupanwue 1o 3a1aHUI0
MHOCTPaHHOU pa3BeIKU WU
Juua, AeMCTBYIOLIETO B €€
HHTEpecax, UHbIX CBEJCHUI
IS KCTIOJIb30BaHUS X
mpoTuB Oe3omacHocTH PO,
€CJIM TH JIeSHUSI COBEPLICHBI
WHOCTPaHHBIM TPAXKITaHUHOM
WJTM TUTIOM 0€3 TpakIaHCTBa

IIpuBecTH CUCOK CBEACHUN, KOTOPBIE HE
MOTYT COCTaBJISITh KOMMEPYECKYIO TaliHy

Cnucok CBEICHMIA:
COJICPKAIIMXCS B
YYPEIUTEIBHBIX TOKYMEHTaxX
FOPUINIECKOTO JINIIA, [10-
KYMEHTaX, MOATBEPIKIAIOLINX
(bakT BHeCeHHs 3aruceit o
FOPUINYECKUX JHUIAX U 00
VHIUBHyaTbHBIX




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

MIPEeIIPUHIMATEISAX B
COOTBETCTBYIOIIHE
TOCyIapCTBEHHBIE PEECTPHL;
COJIePIKALITIXCS B
JOKYMEHTaX, JAIOIIX IIPaBO
Ha OCYIIECTBICHUE
MPEIIPUHUMATEIECKOM
JeSITeBHOCTH;

0 COCTaBE MMYIIECTBA
rOCYIapCTBCHHOTO WM
MYHHITUTIAIBHOTO YHUTAP-
HOTO TIPEITIPHUSITHS,
TOCyIapCTBEHHOTO
YUpeKACHUS 1 00
HCTIOJIb30BaHUN UMHU CPEJICTB
COOTBETCTBYIOIITUX
OIO/IKETOB;

0 3arpsA3HEHUU OKPY>KAIOLLEH
Cpelbl, COCTOSIHUN
HNPOTUBONOKapHOU 0e3-
OIMAaCHOCTH, CAHUTAPHO-
AMUAEMUOJIOTUYECKOU 1
paanuaIoHHOH 00CTaHOBKE,
0€30MMacCHOCTH MHUIIIEBBIX
MPOAYKTOB U IPYTHX
(akTopax, OKa3bIBAFOIIUX
HETaTHMBHOE BO3ICHCTBHE HA
oOecrieueHne O€30MMacHOTO
(YHKIIMOHUPOBAHHSI
MPOU3BOICTBEHHBIX
00BEKTOB, 0€30IMaCHOCTH
Ka)I0T0 IPakaHUHA U
0e30MacHOCTH HACEJICHHUS B
EJIOM;

0 YHCJICHHOCTH, O COCTaBe
PpabOTHHKOB, O CHCTEME
OIIATHI TPYAa, 00 YCIOBHAX
TpyAa, B TOM 4ucie 00
OXpaHe TpyZa, O MOKa3aTesIx
POHU3BOICTBEHHOTO
TpaBMaTH3Ma U
npodeccuoHATLHOM
3a00J1IeBAEMOCTH, U O
HaJIMYMHU CBOOOIHBIX
paboumx mecr;

0 33JI0JDKCHHOCTH
paboTomarenei Mo BBITUIATE
3apabOTHOM TUIATHI U 110
WHBIM COIATIbHBIM
BBITLIATAM;

0 HapYIICHUSIX
3aKOHOATEIbCTBA
Poccuiickoit ®enepanuu u
(haxTax IpUBICYCHUS K
OTBETCTBEHHOCTH 3a
COBEPIIEHUE dTUX
HapyUICHU;

00 YCIIOBUSIX KOHKYPCOB HJIH
AYKIIMOHOB I10 MPUBATH3ALUU
00BEKTOB rOCYIapCTBEHHOM




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

10.

WM MYHHIHMIaTIBHON
COOCTBEHHOCTH;

0 pa3Mepax H CTPyKType
J0XOZ0B HEKOMMEPUYECKUX
OopraHusaluii, o pazmMepax u
COCTaBE UX UMYIIECTBA, 00
HX pacxoax, 0 YHCICHHOCTH
1 00 oruiaTe TpyAa ux
paboTHHKOB, 00
HCIIONB30BaHUH
0e3B03ME3IHOrO TpyIa
rpaxkIaH B ACATEIbHOCTH
HEKOMMEpUECKOH
OpraHU3alHy;

0 TIepEeYHE JIUL, HUMEIOIIUX
npaBo JeicTBOBaTh 6e3
JOBEPEHHOCTH OT UMEHH
FOPHUIMYECKOTO JINIIA;
00513aTeJILHOCTD PACKPBITHS
KOTOPBIX WU
HCIOIMYCTUMOCTb
OrpaHNYCHUA O0CTYyIa K
KOTOPBIM YCTaHOBJICHA
UHBIMH (enepatbHbIMUA
3aKOHAMH.

KakuMm TpeGoBaHMAM TODKHA OTBEYATH
HHPOPMALUs, OTHECEHHAS K CITY)KeOHOI
TalHe?

HHPOPMALIHST MOXKET
SIBIIATBCS CITYKeOHOH TaitHOH,
€CITM OHa OTBEYAceT
CIICAYIOIINM TPEOOBAHUSIM:
. OTHECeHa
(benepaabHBIM 3aKOHOM K
ciyxe0Ho# nHpopmanmu o
JeSITeIbHOCTH
rOCYAapCTBEHHBIX OPTaHOB,
JIOCTYIl K KOTOPOM OIpaHu-
YeH M0 3aKOHY WU B CHITY
CITy’keO0HOI He00XO0IUMOCTH;
. SIBIISICTCS
KOH(pUICHITHATBHOM
nHpOpMaNUeH IPyroro JIuma
(xoMMepueckas TaitHa,
0OaHKOBCKas TaifHa, CEKpeT
TIPOU3BOJICTBA (HOY-Xay),
CITY>K€OHBIA CEeKpeT
MIPOU3BOJICTBA,
MIepCOHATBHBIEC JaHHBIC);

. He sIBJIeTCS
roCyAapCTBEHHON TaltHOU 1
He I0T1a/1aeT MO NepeueHb
CBEJICHUH, COCTABJISIONINX
TOCYAapCTBEHHYIO TaliHY;

. HoJTydeHa
MIPeICTaBUTENIEM
rOCyJapCTBEHHOTO OpraHa
WA OpTaHa MECTHOTO
CaMOYTIpaBICHHUS TOIHKO B
CHITY UCTIOTHEHUS
00s13aHHOCTEH 10 CITyX0e B
CIly4asix U B OPSJIKE,
YCTaHOBJICHHBIX




. Bpems
IIpaBunbHbIH
Ne /it Tun 3aganus | opMyIMpOBKa 3aJaHUS BBINIOJIHEHUS

OTBET
(B MUHYTaX)

(benepambHBIM
3aKOHOIATENLCTBOM, H HMEET
JENCTBUTENBHYIO WIN
MTOTEHIMAJIHHYIO IICHHOCTH B
CHIITy HEU3BECTHOCTH €€
TPETHUM JTUIIAM.

[ToyHBII KOMILJIEKT OLIGHOYHBIX MaTEpHaJiOB MO AWCHUILIHHE (Moaymo) (dhoHx
OLICHOYHBIX CPEJICTB) XPAaHUTCA B AJIEKTPOHHOM BHUJE Ha Kadenpe, yTBEep)KIaromel padouyro
IporpaMMy TUCHUIUTMHBI (MOAYIs), U B LIeHTpe MOHUTOpUHTA U ayJIuTa KauecTBa O0YUEeHHUS.

7.4. MeTonnuecKue MaTepuaJibl, onpeae/siiome Npoueaypbl OlleHUBAHUSA Pe3yJbTATOB
00y4YeHMs1 MO0 JUCHUILINHE (MOILYJII0)

MeToauueckune PE€KOMEHAAIMA 110 BBINIOJTHEHU IO J'laﬁOpaTOPHLIX U KOHTPOJBHBIX pa60T,
NMPOBEACHHUIO IK3aMECHA

OTt4eTt no 1abopaTopHoOii padore

Otuer no 1abopaTopHOil paboTe NnpencTaBiIsieTcs B 3JIEKTPOHHOM BHJIE. 3alllUTa OTYeTa
IPOXOAUT B (hOpME JTOKIIJa CTYIEHTA 110 BHIIOJHEHHON padOTe M OTBETOB Ha BOIIPOCHI
npenojasarelnd. B ciydae, eciiu opopmieHre oTueTa U HOBEICHHE CTYI€HTa BO BPEMs 3alUThI
COOTBETCTBYIOT YKa3aHHBIM TPEOOBAHMM, CTYCHT MOJIy4aeT MAaKCHMaJIbHOE KOJIMYECTBO
Oasos.

OCHOBaHUSMU ISl CHUKCHUS KOJIMYECTBa OAJIJIOB B JMANa30He OT max /10 min
SBIISIIOTCSI:

- OTCYTCTBHE CIIMCKa UCIOJIb30BaHHON TUTEPATYPHI,

- HeOpeKHOE BBHIIIOJTHEHHE,

- OTCYTCTBHE BBIBOJIOB.

OTueT He MOKET OBbITh MPHUHAT U MOJICKUT JO0pabOTKE B caydae:

- OTCYTCTBHSI HEOOXOAUMBIX pa3JIesioB,

- OTCYTCTBHSI HEOOXOAMMOro TpaguecKoro Marepuaa,

- HEBEPHBIX PE3yJIbTaTOB pacueTa.

B otuere no naboparopHoii paboTe T0JIKHO COAECPIKATHCS:

TuTynpHBI JIHUCT B COOTBETCTBUM C pEeKOMEHnanuud Kadeapbl WHOOPMAIMOHHON
6e3zomacHoctu (//fileserver)

3ajanue Ha TabOpaTOPHYIO padoTy.

Kpatkyto Teopuro.

X0/1 BBITIOJTHEHUS pabOThI: alTOPUTMBI, IPOrpaMMHOe o0ecrieueHne (MCXOAHbBIN Kox),
pe3yJbTaThl TECTUPOBAHUSI.

BriBogbI.

Kpurtepun onenkn 1adopaTtopHbIix pador:

— OLIEHKa «OTJIMYHO» BBICTABISIETCd OOydYaromeMycsi, €Cld CTYIAEHT BBITOJIHUI
CUTYallMOHHYIO (ITpo(heCCHOHANBbHYIO) 3a/1a4y BEpHO, IPEACTABICH OTUYET, MH(OpMAIHs B OTYETE
chopMynpoBaHa 000CHOBAHHO, JIOTUYHO U MOCIIEA0BATEIbHO, IPUMEHEH TBOPUYECKHUM MOAXO[,
YUYTEHbI OCHOBHBIE HOPMAaTHBHO-TIPABOBbIE JJOKYMEHTHI 110 HH(OPMAIIMOHHOHN 0€30MacHOCTH,;

— OIIEHKa «XOpOILO» BBICTABISETCS OOydYaloIeMycsl, €CJIM CTYIEHT BBITOJIHUI
CUTYallMOHHYIO (TpohecCHOHANbHYI0) 3a/lauy MPEeUMYIIECTBEHHO BEPHO, MPEICTaBIIEH OTYET,
uHpopManusgs B oTdyere chopMyIHpoBaHa OOOCHOBAaHHO, (OPMYIUPOBKHM KOHKPETHBIE,
IPUBE/ICHBI CCHUIKM Ha HOPMAaTHBHO-TIPABOBBIE JJOKYMEHTHI IO HHPOPMALIMOHHOM O€30MaCHOCTH,
JIOIYLIEHbI HEKOTOPbIE HETOUHOCTH, UMEETCs OJIHA HerpyoOas ommoka.

— OLIEHKA «YJIOBJICTBOPUTEIHHOY BBICTABIISACTCS 00YJaIOIIEMYCsl, €CJIN CTYIEHT BBITOJIHUII
CUTYaIIMOHHYIO (TpOo(heCCHOHATBbHYIO) 3a/1ady NMPEUMYIECTBEHHO BEPHO, MPEJCTaBIEH OTYET,
uHpopManus B oTdyere cHOopMyIHpOBaHA C HAPYIIEHUEM JIOTMKH, HE MOJHas, (HOpMyIHpPOBKA




06].[[8.51 Wiy HCIIOJIHAaA, UMCHOTCA OAHA U ABC HCI‘DY6BI€ OIJ_II/I6KI/I, MPUBCACHLI HCBCPHBIC CCHIJIKH
Ha HOPMaTHBHO-TIPABOBBIC JOKYMEHTHI 110 HH(POPMAITMOHHOW OE€30MaCHOCTH;

— OIICHKAa «HEYJIOBJICTBOPHUTEIHHO» BBICTABIACTCS OOYyYarOIIEMYCs, €CIU CTYICHT He
BBIMIOJIHWJI  CUTYAI[MOHHYIO (TpOQ)eCCHOHATBHYIO) 3aJady WM BBINOJHWI €€ HEBEpHO,
000CHOBaHUS HEBEpHBIC, JIMOO J1aH BEPHBIA OTBET 0e3 ero OOOCHOBaHWsA, CHENAHBI I'pyObIe
OIIMOKH, OTCYTCTBYIOT CCHUIKM Ha HOPMATHBHO-IIPABOBBIC JIOKYMEHTHI 110 WH(OPMAIMOHHOM
0e301acHOCTH.

Kpurtepun ouenku recra:

- OLICHKA «OTJMYHO» BBICTABISETCS CTYACHTY, €CIM OH yMmeeT 0e30luO0YHO
CaMOCTOSITENILHO 00padaThiBaTh W WHTEPIPETHPOBATH JIAHHBIC MPH PEIICHUU 331a4, KaK B
CTaHJapTHOM, TaK U B HECTAHAAPTHOU (HOPMYIUPOBKE;

- OLIEHKA «XOpOIIO» BBICTABISETCA CTYACHTY, €CIM OH yMeeT Oe30muO0YHO
CaMOCTOSITENIbHO 00pabaTbiBaTh M HWHTEPIPETHPOBATH  JAHHBIE MPH PEIICHUU 3a7ad B
CTaHJAPTHOW CUTYyAIlMH WIH 3a BepHOE pemienue 75% - 89% 3amanuii Tecra,

- OIICHKA «YJOBJIETBOPUTEIHHO)» BBICTABISETCS CTYAEHTY, €CIIM OH yMEeT MpH
peuieHun 3anad oOpabaThiBaTh JaHHBIE C ONOPOW HA CIPAaBOYHBIE MaTepHAbl M MOMOIIb
npernoaaBaTess, BEpHO BBIMONHS pu 3ToM 60% - 74% paboThL.

- OIICHKA «HEYJOBJIETBOPUTEIHHO» BBICTABISACTCA CTYIEHTY, €CJIM OH HE YMEET
MPaBUJILHO 00pabaThIBaTh JaHHBIE, BHITOTHUI MeHee 60% 3amaHuii TecTa.

- OIICHKA «3aYTE€HO» BBICTABIISICTCA CTYJEHTY, €CIM TECT CTYJEHTa OLICHEH HE HUXKE YeM
«YAOBIETBOPUTEIBLHOY;

- OLIEHKA «HE 3a4TE€HO», €CIIU TECT OIEHEH HUKE YEM «YJIOBIIETBOPUTEIHHON.

KounTtpoJsbHabie padoThl

KonTponpHas paboTa cOCTOUT U3 2-X 3a/IaHUH.

OcCHOBaHUSIMH U1 CHIDKEHMS OIEHKH 3a 3aJaHue SIBJISTIOTCS:

- OIIMOKH B OOBSICHEHUSIX U KOMMEHTApHIX MPU BEPHO BHITIOJTHEHHOM 3a/I1aHUU;
- HEMOJIHBIN OTBET I TEOPETUYECKUX 3aJaHUN;

- HeOpEKHOE BBINTOTHEHHE;

- MHOTOKpATHOE TIePENUChIBAHNE KOHTPOIHHOM paOOTHI.

3amaHue He MOXKET OBITh 3aCYUTAHO, €CJIH:

- 1aHbI JIBa HEBEPHBIX OTBETA HA TEOPETUUECKNE BOIIPOCHI.

Kpurtepun ouieHKH KOHTPOJIbHBIX padoT:

— OIIEHKA «OTJIMYHOY BBICTABISAETCS 00y4arOImIEeMycsl, €CITU CTYACHT MPOJEMOHCTPUPOBAI
FJ'Iy6OKI/I€ SHAaHUA TCOPETUICCKOro MaT€purajia U YyMCHUC UX ITPUMCHATD, 000CHOBAHHO M3JIOKHUII
CBOM MBICTH, CHAeNan HEOoOXOAUMBbIe BBIBOABI M Yy4el OCHOBHBIE HOPMATHBHO-IIPABOBBIC
JIOKYMEHTHI 110 WH()OPMAITMOHHOM 0€301MaCHOCTH

— OIICHKA «XOPOIII0» BBICTABIIETCS 00yUaromeMycs, ecii CTYIACHT IPOJAEMOHCTPUPOBAI
rITyOOKHe 3HAHHS TEOPETHUECKOTO MaTeprana i YMEHHE UX IPUMEHSITh, 000CHOBAHHO M3JIOKHIT
CBOM MBICIH, cJieNajdl HeoOXOAWMBIE BBIBOJBI M Yydel OCHOBHbIE HOPMAaTHBHO-TIPABOBBIC
JOKYMEHTHI 110 WH(POPMAIIMOHHOHN 0€30MacHOCTH, JOMYIIEHBI HEKOTOPhIe HETOYHOCTH, HMEETCSI
oJlHa HerpyOas omuoKa.

— OIIEHKA «YJOBJIETBOPUTEIBHOY BBICTABIISIETCS 00YJAIOMIEMYCs, €CIIA CTYIACHT OTBETHII
Ha BOIPOCHI MPEUMYILECTBEHHO BEPHO, UMEIOTCS 3aTPyIHEHHS B (HOPMYIUPOBKE BHIBOJIOB,
UMEIOTCS OJTHA MJTH JIBE HETpyObIe OMMOKH, yYTEHBI HE BCE HOPMATHBHO-TIPABOBEIE JOKYMEHTHI
1o nH(pOpPMAIIMOHHOM O€30MacCHOCTH;

— OIICHKAa «HCYAOBJICTBOPUTECIIbHO» BBICTABJIACTCA 06yqa101ueMyc;I, €CJIK CTYACHT HC nall
OTBCTHI Ha TOCTABJICHHBIC BOIIPOCHI, 000CHOBaHUS HCBCPHELIC, 0o JaH BGpHBIfI OTBeT 0e3 ero



000CHOBaHUS, CAETaHbI TPyObIe OMHOKH, OTCYTCTBYIOT 3HAHHUS HOPMATHBHO-TIPABOBBIX
JIOKYMEHTOB 10 HH(OPMAIIMOHHON 0€3011aCHOCTH.

OneHnBaHue CTYIEHTOB HA SK3aMEHE OCYLIECTBIISIETCS] B COOTBETCTBHE C TPEOOBaAHUSIMU
u kputepusimu 100-0ayuibHOM HIKaIbl. Y YUTHIBAIOTCS KaK PE3yJbTaThl TEKYLIErO0 KOHTPOJIS, TaK
Y 3HaHUS, HABBIKK M YMEHUS, HETIOCPEICTBEHHO MMOKA3aHHbIE CTY/IEHTAaMH B XO/I€ SK3aMeHa.

B cootBeTcTBUM ¢ OayibHO-peHTHHTOBOM cuctemMoii BAPC 1o NUCHUIUIMHE OTBOAMTCS
100 6amnoB (50 6amioB Ha Tekymre Gopmbl KOHTPOIIS B 50 6aII0B OTBOIUTCS HA DK3aMEH),

Texymmii KOHTPOJIb OCYIIECTBISIETCA B X0/ Y4eOHOrO Mpolecca U KOHCYJIbTUPOBAHHS
CTYJEHTOB, MO PE3yJIbTaTaM BBIIIOJIHEHUS CAMOCTOSITENIbHBIX U TEMAaTHYECKUX KOHTPOJIBHBIX
pabot. OH npexycMaTpUBaeT MPOBEPKY TOTOBHOCTH CTYACHTOB K TUIAHOBBIM 3aHSTHSM, OLIEHKY
KayecTBa U CaMOCTOSITEIbHOCTH BBINOJIHEHUS 3aJaHUI Ha IPAKTUUYECKUX 3aHATHAX.

Ha »k3ameHe ocyiecTBisieTcs KOMIUIEKCHAsI MPOBEpPKA 3HAHUM, HABBIKOB M YMEHHUU
CTYJIEHTOB 10 BCEMY TEOPETUYECKOMY MaTepUally AUCUUIUIMHBI U C TPOBEPKOM MPAKTUUECKUX
HaBBIKOB M YMEHHUM MO pa3pabOTKe [IOKYMEHTOB pPAa3JIMYHBIX BHUJIOB. [E€OpPETHYECKUE U
MPAKTUYECKUE 3HAHHS OLEHUBAIOTCA MyTeM KOMIBIOTEPHOTO TECTHUPOBAHUS U HA OCHOBAHHUU
MMCbMEHHBIX OTBETOB CTYACHTOB IO HECKOJIBKUM TEOPETUUECKUM BOIIPOCAM.

Kputepun onenkn 3xk3aMeHa:

— OLIGHKa «OTJIMYHO» BBICTAaBIAETCA OOydammeMycs, eCiH CTYICHT BBIOIHUI
CUTYaIIMOHHYIO (TPO(heCCHOHANBHYIO) 33/1a4y BEPHO, IPEACTaBICH 0TYET, HH(OpMAIs B OTYETE
chopMynrupoBaHa 000CHOBAHHO, IOTUYHO M MOCIEA0BATEIbHO, IPUMEHEH TBOPUYECKHM MOAXO/,
YUYTEHBI OCHOBHBIE HOPMAaTHBHO-TIPABOBBIE JOKYMEHTHI 110 WH(OPMAIIMOHHOH 0€301acHOCTH,

— OIICHKA «XOpOILIO» BBICTABISAETCS OOYyYarOIIEMycCsl, €ClIM CTYAEHT BBITOJIHUI
CUTYaIIMOHHYIO (MpodeCCUOHATBHYIO) 3a/layy MPEUMYIIECTBEHHO BEPHO, MPEACTABJICH OTYET,
uHpopmanus B oT4yere CHOpPMYNIHpOBaHA OOOCHOBAHHO, (OPMYIMPOBKH KOHKPETHBIE,
IIPUBENIEHBI CCHUIKY HA HOPMAaTHUBHO-TIPABOBbIE JJOKYMEHTHI 0 MH(OPMAIIMOHHOW O€30MacCHOCTH,
JIOIYIIIEHbl HEKOTOPbIE HETOYHOCTH, UMEETCsl OJTHA HerpyoOas ommoka.

— OLICHKA «YyJIOBJIETBOPUTEIHHO)» BBICTABIISAETCS 00YUAIOIIEMYCsl, €CIH CTYIEHT BBIIOTHUII
CUTYallMOHHYIO (TpohecCHOHANbHYI0) 3a/lauy MPEeUMYIIECTBEHHO BEPHO, MPEJICTaBIIEH OTYET,
uHpopManusg B oTyeTe chopMynHpoBaHa C HapYIIEHHEM JIOTHMKU, HE IMOJIHasA, (GOpMYJIMPOBKA
00111as1 MJTM HENOJIHAsL, UMEIOTCS OJIHA WJIM JIBE HETrpyOble OIIMOKH, TPUBE/IEHBI HEBEPHBIE CCHIIIKU
Ha HOPMaTUBHO-IIPABOBbIE TOKYMEHTHI 110 HH(OPMALIMOHHON O€30MacHOCTH;

— OLIEHKAa «HEYJOBJIETBOPUTEILHO» BBICTABIAETCS OOyYaroleMycs, €cld CTYJIEHT He
BBIMIOJHWJI CUTYallUOHHYIO (MpO(ecCHOHANbHYIO) 3aJadyy WIM BBIIOJHUI €€ HEBEpPHO,
000CHOBaHMS HEBEpHBIE, JTMOO /aH BEpHBIH OTBET 0Oe3 ero OOOCHOBaHUS, cIeNaHbl IpyOble
OIIMOKH, OTCYTCTBYIOT CCBHUIKM Ha HOPMAaTHMBHO-TIPABOBBIE JTIOKYMEHTHI 10 WH(OPMalMOHHON
0€30IM1acCHOCTH.

Tadauua 10 — TexHosioruyeckasi KapTa peiTHHIOBBIX 02J1J10B 10 JUCHHUILINHE (MOAYJIIO)

KonunuecTBo MakcumaiibHOE Cpok
Ne Kontpommpyemsie .
MEPOTPHUSATHIA KOJAYECTBO MpeJICTaBIIe
/1 MEPOTIPHUITHS
/ Gabl OaJuIoB HUA
OcHoBHOI 0J10K
1. Omeem Ha 3aHAMUU 18/1 18 o
2. Buvinonnenue nabopamopnou pabomol 6/1 6
- pacrnucanu
3. | Buinonnenue koumponvHou pabomol 2/5 10 o
4, Tecm 2/3 6
Bcero 40 -

Baok 6onycoB




KonunuectBo MakcumaiibHOE Cpok
No KonTponupyemeie .
Wi MepOTpUATHS MEPOTPUSTHIA KOJIMYECTBO MpEICTaBIIe
/ Ganbl OayToB HUSA
5. | llocewenue 3anamuii 6e3 nponyckos 1 3
6. | Ceoespemennoe vinonnenue cex 1 3
3a0aHull
7. | Akmuenocms cmyoeHma Ha 3aHAMuUuU 1 4
Bcero 10 -
JlonmoiHUTEIBLHBINH 010K
8. | Oxzamen ‘ 50
Bcero 50 -
UTOIroO 100 -
Tabiauua 11 — Cucrema mrpados (17151 0THOT0 3aHSTHSA)
[Tokazarenn bann
Ono3zoanue Ha 3auamue -1
Hapywenue yuebnoti oucyuniutul -1
Hezomoenocms k 3ansamuto -2
IIponyck 3anamus 6e3 yeaxcumenbHOL NPUUHbL -2

Taoauua 12 — llkaJia nepeBoaa peiTHHIOBbIX 0aJ1JIOB B HTOTOBYIO OIIEHKY 32 CeMeCTp
10 JUCHHUIIMHE (MOAYJII0)

Cymma 6amioB Onenka 1o 4-0ayuIbHOM 1IKase
90-100 5 (OTIIMYHO)
85-89
75-84 4 (xoporio)
70-74
65-69 3
6064 (YZOBJIETBOPUTEINIBHO)
Hwxe 60 2 (HeyOBJIETBOPUTEIHHO)

[Ipu peanuzanyu JUCHUIUIMHBI (MOYJIs1) B 3aBUCUMOCTH OT YPOBHS [TOATOTOBIEHHOCTH
00y4aroImuxcst MOTYT ObITh UCIOJIB30BAHbI HHBIE ()OPMBI, METOJIbI KOHTPOJIS M OLICHOUHBIE
CpENCTBa, HCXOMAS U3 KOHKPETHOM CUTYAalUH.

8. YYEBHO-METOJIUYECKOE 1 ”THOOPMALIMOHHOE OBECIIEYEHUE
JUCLMILIMHBI (MOLYJIS)

8.1. OcHoBHas quTEeparypa

1. Hlanbrun B.®., UadopmanmonHas 6e30macHOCTb U 3a1uTa nHpopMarmum/
[Manerun B.®. - M. : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0 -URL.:
http://www.studentlibrary.ru/book/ISBN9785940747680.htm| (95C «KoHCynbTaHT CTyeHTa).

2. 3amuTa napopmanuu: yueoHnoe nocodue / FO.M. Kpakosckuii - PoctoB H//] :
®enukce, 2016. - (Beicuiee obpasosanue). - URL:
http://www.studentlibrary.ru/book/ISBN9785222269114.html (OBC «KOHCYIbTaHT CTyaCHTAY).

3. KommiekcHble (MHTErpupOBaHHBIE) CUCTEMBI 0OecieueHus] 0€30MacHOCTH
[DnexTponnsIit pecypc] / Bopona B.A., Tuxonos B.A. - Beim. 7. - M. : ['opsiuas nuHus -
Tenekom, 2013. - (Cepus "Obecnieuenue 6e3onacHoctu 00bekToB"). - URL:
http://www.studentlibrary.ru/book/ISBN9785991202381.html (DBC «KoHCYabTaHT CTyAEHTA»).



http://www.studentlibrary.ru/book/ISBN9785940747680.html
http://www.studentlibrary.ru/book/ISBN9785222269114.html
http://www.studentlibrary.ru/book/ISBN9785991202381.html

4. 3amuTa HHPOPMAIMH OTPAHUYEHHOTO JOCTYIA OT YTEYKH M0 TEXHHYECKUM
ka"asiaMm / [.A. By3oB - M. : I'opstuast munus - Tenekom, 2015. - URL:
http://www.studentlibrary.ru/book/ISBN9785991204248.html (OBC «KOHCYIbTaHT CTyICHTAY).

8.2. lonostHuTEILHAS JIUTEPATypPa

1. OcHoBBI HTHGOPMAITMOHHON 0€301acHOCTH : YueOHoe mocooue aiist By30B / E.b.
benos, B.IL. Jlocs, P.B. Memepsiko, A.A. lllenynanos. - M. : I'opsuas nunus - Tenekom, 2011.
- URL.: http://www.studentlibrary.ru/book/ISBN5935172925.html (3bC «KoHucyabTant
CTYJECHTa»).

2. Nudopmanmonnas 6€30macHOCTb: 3aluTa U HanaaeHue / buprokor A.A. - M. :
JAMK TIlpecc, 2012. - URL: http://www.studentlibrary.ru/book/ISBN9785940746478.html
(OBC «KoHCYynbTaHT CTYACHTAY).

3. Tanarenko, B. A. OcHOBBI HHPOPMAITMOHHOH O€30MaCHOCTH: KypC
nekiui: yueb.mocobue / B. A. I'anarenko ; mox pen. B. b. berenuna.- 2-¢ u3., ucnp. - M. :
WnTepuer-YH-T UnpopMm. Texnonoruit, 2004. - 264 c. (45 3k3.)

4. Jlepsuuu I1.H. Monenu 6€30macHOCTH KOMIIBIOTEPHBIX CUCTeM.-M.: AKagemus,
2005. 144 c. (50 2x3.)

5. CapepaunoB A.A., TpaitneB B.A., ®enyno A.A. NudopmanmonHas 6€30MacHOCTh

OpeNnpusaTHs; yd. nocobue. -2 uzn. — M.: U3nat.-roprosas xopriopauus «/lamxos u K», 2005, —
336 4. (45 7x3.)

6. Xopes I1.b. MeTtoapl u cpencTBa 3aniuThl HHPOPMAIIUA B KOMIIBIOTEPHBIX
cuctemax : yu.nocobue. — M.: M3nat uentp «Axkagemus», 2005, — 256 c. (69 3k3.)
7. Menbnukos, B.II. Muadopmanuonnas 6€30macHOCTh U 3a1UTa HHPOPMAIINH :

nor. YMO no yH-TCKOMY HoJuTeX. 00pa3oBaHUIO B KauecTBE yueld. mocoOus i CTyICHTOB
BY30B, oO0yyatomuxcs no crnenuanbHocTi 230201 "MHpopMaimoHHbIe CUCTEMBI M TEXHOJIOTUN"
/ B. I1. MenvuukoB, Kneitmenos, C.A., [lerpakos, A.M. ; nox pea. C.A. Kneiimenosa. - 4-u3z. ;
ctep. - M. : Akagemus, 2009. - 336 c. - (Bsicmee npodeccrnonanbroe oopa3osanue). - ISBN
978-5-7695-6150-4 : 306-46. (19 7k3.)

8.3. UnTepHeT-pecypchl, He0OXOAUMbIE 1JIS OCBOCHU S JUCIUNIMHBI (MOIYJIS)

1. JiieKTpoHHO-0nOnoTeynass cucrema (OBC) 00O «IloanTexpecype»
«KoHcyabTaHT cTyaeHTa». MHoronpoduibHbli o0pa3oBatenbHbl pecypc «KoHCyabTaHT
CTYJIGHTay SIBIIACTCS DJIEKTPOHHON OMOTMOTEUHON CHUCTEMOM, MPEIOCTABISIONIEH JOCTYI Yepes
ceThb VIHTepHET K y4eOHOI nuTeparype U JOMOJHUTEIBHBIM MaTepHaliaM, MPUOOPETeHHBIM Ha
OCHOBaHUU TNPSIMBIX JI0TOBOPOB € MpaBoobiagarensimu. Karanor B HacTosiee BpeMs COAEPKUT
okoio 15000 nanmenoBanuii. Www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJINHBI

Jns mpoBeneHus MyOJIMYHOW 3allUTHl MPOEKTOB, HEOOXOAMMa MYJIbTUMEIUitHAs
ayJIUTOpUS C IIPOEKTOPOM.

Jns mpoBeneHust 1a0OpaTOPHBIX 3aHATHH HEOOXOIMMa KOMIBIOTEpHAs ayJUTOpus, B
KOTOpOM OpraHnu30BaH J0CTyN K ceTh MHTepHeT.

VYueOuble ayautopuu, Oubnuorexku AI'Y, LEHTp MOHUTOPHMHTAa U ayAWTa KauecTBa
00pa30oBaHusl, KOMIBIOTEPHBIE KJIACCHI, MYJIbTUMEIUIHBIE ayIUTOPHH.

PaGouas mporpamMmma IUCHUTIIMHBI (MOIYJIS) IPU HEOOXOAUMOCTH MOXKET OBITh aJanTHpOBaHA
JU1s1 OOy4deHwusl (B TOM YHCIIE ¢ MPUMEHEHHUEM JIMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTH)
JiaIy ¢ OTrpaHUYCHHBIMU BO3MOKHOCTAMU 310POBb, HHBAJIUAOB. I[J'ISI 3TOro Tpe6yeTc;1 3asABJICHUC
00yYaromuXCsl, ABJSFOIIUXCS JTUIAMHU ¢ OTPAaHUYCHHBIMU BO3MOKHOCTSIMU 3]I0POBBSI,


http://www.studentlibrary.ru/book/ISBN5935172925.html
http://www.studentlibrary.ru/book/ISBN9785940746478.html
http://www.studentlibrary.ru/

WHBAJIMIaMU, WM UX 3aKOHHBIX MPEJICTABUTENCH U PEKOMEHIAINH IICUX0JIOTO-METUKO-
NeIarornyeckor Komuccuu. J1Jist MHBaJIMIOB cojiepikaHue paboueii mporpaMMbl TUCITUTLTAHBI
(MOIyYJIs1) MOKET OTPEICNIATHCS TAK)KE B COOTBETCTBUH C MHAMBUAYAIBHON MPOTpaMMOin
peabmimTanyy HHBAIKUAA (MTPU HATMYWH ).



