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1. HEJIX 1 3AJAYHN OCBOEHU A JUCHUITVIMHBI (MOY JIS)

1.1. lleabio ocBOeHHSI TUCHUIIMHBI (MOAYJIs1) «MeToAbl U CPeCTBAa KPpUNTOrpaduIeCKOM 3aIUThI
uH(pOpMALIUN» SBISICTCS M3JI0KEHUE OCHOBOIIONATAIONINX TMPUHIUIOB 3aIUThl UHPOPMAIUH C
MTOMOIUIBI0 KPUNTOrpahUUECKUX METOA0B U IPUMEPOB pealli3allui STUX METOJIOB Ha MPAKTUKE.

1.2. 3axaun ocBOEHUA TUCUMILUIUHBI (MOYJIs1): AaTh OCHOBBI:

— CHCTEMHOTO IT0/IX0/1a K OpraHu3alliy 3allUThl HH(OpMaLKK, IiepeiaBaeMoii, 00padaThiBaeMOi
U XpaHMMON TEXHHUYECKUMHU CpPEICTBAMH Ha OCHOBE NPUMEHEHHUS KpUMTOrpaduuecKux
METO/IOB;

— TPUHLHUIIOB MPOSKTUPOBAHUS U aHATU3a MHU(POB;

— MaTeMaTU4YECKUX METOJI0B, KOTOPHIE UCIIOIB3YIOTCA MPU MPOSKTUPOBAHUH U aHATIN3€E MU(POB.

2. MECTO JUCIIMIIJIMHBI (MOAYJIs1) B CTPYKTYPE OIIOII

2.1. Yueonas nucuuniuHa (MoayJib) b1.65.17 «Metoasl u cpeacTBa Kpuntorpapuieckon 3aIuThl
nH(OPMAIUN» OTHOCHUTCS K 0053aTEIbHON YaCTH U OCBAaUBAETCs B 6 CeMecTpe.

2.2. Jluis u3ydeHUsl JAHHON y4eOHOM JUCHUIIMHBI (MOAYJIs1) He0O0X0AMMBI CJIeAy0Ie 3HAHUS,
YMEHUS, HABBIKH, ()OPMHUPYyeMble MPeAIIeCTBYIOIUMH YUeOHBIMU JUCHUNIMHAME (MOTYJISIMH):
1. «Maremartukay,
2. «BepoSTHOCTHO-CTATHCTUYECKUE METOBI B aHAIIN3E TAHHBIX ),
3. «Teopus uadopmaum.
3HaHUSA: OCHOBHBIX TIOHATHUH MaTEeMaTHUKH, TEOPUM BEPOSTHOCTEH M MaTeMaTHYeCKOU
CTaTUCTUKH, OCHOBHBbIE TEOpUU HUHGOPMALMU U KOJUPOBAHUS, METOAbl OS()PEKTUBHOTO H
MMOMEXO0YCTOMYUBOTO KOJAUPOBAHUS UHPOPMALIUU
YMeHusi: KonupoBaTh MUQPPOBLIE JaHHBIE, PElIaTh TUIIOBBIC 3a7aud TEOPUH BEPOSTHOCTEH U
MaTeMaTUYeCKOU CTaTUCTUKH.
HaBbiku: B1aieTh METOAAMH KOJTHMUYECTBEHHOTO aHAIM3a MPOLIECCOB 00pabOTKH, TOUCKA U Tepe-
nadu uHpopManuu, MeToaukoi a3 dexTruBHOrO KoaupoBanus no Xahdmany.

2.3. llocaenywomme y4eOHble JMCUUILIHHBI (MOAYJIM) U (WJIH) NPAKTHKH, 1JIS KOTOPBIX
HEe00X0AUMBbI 3HAHMS, YMEHHSI, HABBIKH, (POPMHUpYeMbIe JAHHOH y4eOHOM M CIUIIIMHON
(MmonxyJsiem):

1. OcHoBsI ynpaBieHUs! THPOPMAIIMOHHOM 0€3011aCHOCTBIO.

2. TlpoexTupoBaHME U SKCIUTyaTalUs 3aIIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.

Taxxe mucnummHa «MeTonbl M CpeACTBAa KpUNTOTpadUUecKoW 3aliuThl HHPOpMAIUN»

MIOMOJKET CTYJIEHTaM MpU peasin3aliuy 3aa4 NpeAIUIUIOMHOM MPAKTUKK U HATUCAHUIO OaKaIaBpCKOil
paboTHI.

3. IJIAHUPYEMBIE PE3VJILTATBHI OBYYEHUSA MO JACHATIIINHE
(MOJYJIIO)

[Tpouecc OCBOEHMS AMCUMIUIMHBI HaIpaBieH Ha (OPMUPOBAHHUE DJIEMEHTOB CIEIYIOIINUX
komnereHmil B coorBercTtBur ¢ @I'OC BO n OIIOII BO no nanHOMYy HamnpaBJIEHHIO MOATOTOBKH
(cnenuanbHOCTH):

obmenpodecCuoOHATBHBIX (OIIK): OIIK-9. CnocobeH  TpPUMEHSTh Cpe/cTBa
KpunTorpaguueckoi U TEXHUYECKOH 3aluThl HHGOPMAIIUU IS peleHus 3a1a4 npodeccruoHanbHON
NESATSIILHOCTH.



Tab6anna 1 — JlekoMno3unusi pe3yJbTaToB 00y4eHHs

Kon u [Lnanupyemble pe3yinbTaThl 00y4EHUS M0 AUCIUILUIMHE (MOIYITIO)
HAHMCHOBAHME 3nath (1) VYmers (2) Brnanets (3)
KOMIICTEHITUN

OIIK-9. Cnocoben HOIIK-9.1. 3nars: npunnuns | MOIIK-9.2. Ymets: | UOIIK-9.3. Bnaners:
IPHMEHSITh paboThl CPEJICTB | MPUMEHATL MPOTPAMMHEBIE | HABHIKAMHU TIPUMEHEHHUS
cpesicTBa KpHHTOFpa(i)FHCCKOfI U | MpOTpaMMHO-aMIapaTHble | CPEICTB )
kpurrrorpaduueckoii | TEXHAIECKOi 3alIUTHI | KpUnTorpaduyeckue u KpHnTorpacpfmeCKon "
U TeXHIUCCKOl uHQOpPMAlMM IS PEIICHHs | TEXHUYECKHE  CPEJCTBA | TEXHHYECKOH  3al[HUThI
CTaHIaPTHBIX 3a1a4 | 3Tl HHGOPMAIMH I | MHOOPMAIHI ISt
SallHTHl po(heCCHOHAIBHOM pelieHus 3a/1a9 | peleHust 3a1au
uH(OPMAIHIH STt JIeSITeTTPHOCTH. npodeccHOHATBHOM po¢eCCHOHATBHOMN
peuicHuA 3aaa4 JIEATEIILHOCTH. IEATEIILHOCTHU.
podeCCHOHATTEHOM
JIEATETLHOCTH

4. CTPYKTYPA ¥ COAEP)KAHUE JUCHUILIMHBI (MOLYJIS)

O6wem nuctummuHbl (Moayist) 5 3.e., 180 yacos, 85 yacoB BbIeNIeHO Ha KOHTAKTHYIO paboTy
oOyuaroruxcs ¢ mpenomaBarenem (ekiuu — 34, jgaboparopubie paboter — 51), 95 vacoB — Ha
CaMOCTOSITENIbHYIO Pa0OTy 00ydaronIiXxcsl.

Tabauua 2 — CTpyKTypa U coep:kaHue TUCHUILIUHBI (MO1YJIs1)

KonrakrHas ®opMBbI TEKYIIETO
pabota CamocTosr. KOHTPOJISI YCIIEBAEMOCTHU
paborta
Paznen, Tema (B yacax) (no nedensim cemecmpa)
JUCLUIUIMHBI (MOYJIS) § dopMa IPOMEKYTOUHON
S| I3 |JIP | KP CP aTTecTaluy (1o
3 cemecmpam)

Beenenue. Kpunrorpadus | 6 2 2 9 BxogHnoe TectupoBaHnue.

KaK MEXaHU3M 3allUThI Omnpoc Ha HK3aMeHe

TpaguuoHHbIe 4 6 Otuet nabopaTOpHBIX

CUMMETpPUYHBIE IIHPPbI 10 pabot. Onpoc Ha
HK3aMeHe

CoBpemeHHbIE 6 10 Otuer naGopaTopHOii

CUMMETpPUYHBIE IIHPPbI 9 pabotsl. Onpoc Ha
9K3aMeHe

ANTOpUTMBI 4 6 Otuer nabopaTopHOii

pacripeesieHus Kitouei 10 | padotsl. KonTponbsHas
pabota 1. Onpoc Ha
HK3aMeHe

AcuMMeTpUYIHbIE 4 6 OTtyet mabopaTopHOH

KPHUITOCUCTEMBI 9 pabotsl. Onpoc Ha
DK3aMeHe.

OpnHoHamnpaBlIeHHbIE 2 2 Otuer naGopaTopHOii

XOUI-pynkuun 10 pabotsl. Onpoc Ha
HK3aMeHe

Koasl  ayrentuduxanum 2 4 Otuer nabopaTopHOii

coobmmenuii-(MAC) 9 pabotsl. Onpoc Ha
DK3aMeHe

SHUII (27EKTpOHHO- 2 3 10 | KonTponbnas pabora 2.

1u(poBast MOAINMNCH) Onpoc Ha HK3aMeHe




Coznanue CITy4alHBIX 4 6 Otuet nabopaTopHOii
qHcel 9 pabotsl. Onpoc Ha
IK3aMEHe
[TpoToxomsrl 4 6 10 | UroroBoe TectupoBanue.
ayTeHTU(UKAUU Omnpoc Ha PK3aMeHe
UTOTO 34 51 95 JK3AMEH

Ipumeuanue: J1 — nexuus; [13 — mpakTudeckoe 3anstue, cemunap; JIP — maboparopHas padota;
KP — kypcoBas pabora; CP — camocTosiTepHas padbora.

Tabmmma 3 — Marpuna cooTHeceHusi TeM/pa3leoB Y4YeOHOW JUCHMIUVIMHBI/MOAYJSI H
¢GopMupyeMbIX KOMIIETEHIUI
Paznen, tema Kon-Bo Kox kommerenmu OO0111€€ KOJINYECTBO
JMCIUIIIMHBI (MOJTYJIS) 4acoB OIIK 9 KOMIIETCHIIUI
Beenenne. Kpunrorpadus 13 + 1
KaK MEXaHU3M 3alUThI
TpanuuroHHbIE 20 + 1
CUMMETPUYHBIC TIH(PHI
CoBpeMeHHbIE 25 + 1
CUMMETPUYHBIC TIH(PHI
Anroput™mbl  pacnpenencHus | 20 + 1
KJIFOYEH
AcCHUMMETpUYHBIE 19 + 1
KPUTITOCHCTEMBI
Opnnonanpapnennsie  XOIII- | 14 + 1
byHKINN
Koner ayreHTudukanuu | 15 + 1
coobmiennii-(MAC)
OUIT (anexkrpoHHO-1IMdpOBast | 15 + 1
TTO/ITIHCH)
Co3znanue cinyyaifHbix uncen | 19 + 1
[TpoTokounsr ayrerTudukanuu | 20 + 1
Hroro 180

ConepxaHue TMCHUILINHBI

Beenenue. Kpunrorpagus kKak MexaHu3M 3allUThI
Yem 3anumaercs kpunrorpadus. ctopus Hayku. llludpoBanue kak MeTo 3aIlUThl JaHHBIX.
AnroputMmsl mugppobanus. COBpeMEHHOE COCTOSIHUE KPUIITOJIOTHH.

TpaauuMoHHBIE CMUMMETPUYHBbIEC N (PbI
OyHKIMOHANbHAST CXeMa CUMMETpUYHOW KpunTtocuctembl. brounsie mmdpsl. [loTounble
mudpsl. AAroput™mbel cummeTpuyHoro mudposanus. Lludper 3amensl. ludper nepecraHoBKU.
HIudpsr rammupoBanus. [lndpoanue MeTo10M 3aMEHBI.

CoBpeMeHHbIe CHMMETPHYHbIE IH(PbI
TpeGoBanus. OOmiass cxema. Buibl COBpeMEHHBIX CUMMETpHYHBIX IH(ppoB. [lapameTpsr
anroputMmoB. AnroputMbl DES, AES, TOCT 28147-89, TOCT 34.10-2018.



AJITOPUTMBI pacnpeneeHus KIYeH
Pacnipenenenue xiroueBoid HMH(POpMALMM C HUCHOJIB30BAHUEM OJHOTO JIMOO HECKOJIBKHUX
LEHTPOB pactpeneneHus kioueil. [Ipsmoit 0OMEeH CeaHCOBBIMHU KIIIOUAMH MEXKIY IOJIb30BATEISIMHU.
[Tpotokon quddu-Xemmmana. [IpoTokosbl 6e30nmacHOM y1aaIeHHOW ayTeHTH(UKAIIMH TI0JIb30BaTEIICH.

AcMMMeTpHYHbIe KPUITOCHCTEMBI
O06o00muieHHas cxeMa aCUMMETPUYHON KPUITOCUCTEMBI IIH(PPOBAHUS C OTKPBITBIM KIIFOUOM.
[lpeumymiecTBa  aCHMMETPUYHBIX  KPUOTOTpaUYEeCKUX  CHCTEM MEped  CHMMETPUYHBIMU
KpunrocucreMamu. HemoctaTku aCHMMETPUYHBIX KPUTITOCUCTEM.

Oanonanpasiiennbie XU -pynkuun
[Toctpoenue oaHOHanpaBiAeHHONW XdAUI-PyHKIMUA. OCHOBBI MOCTPOEHUS XAUI-(PYHKIIHA.
OpnHoHarpaBieHHbIE XAMI-(QYHKIIMA HA OCHOBE CHMMETPHUYHBIX OJIOYHBIX aJTOPUTMOB. AJTOPUTM
MD5. Aunroputm 6e3onacHoro xsmmupoBanus SHA. OtedecTBEHHBIN cTaHAapT Xd3MI-(DYHKIHH.
Poccuiickuii cranmapr OCT P 34.11-94

Koawb! ayrentudurxanuu coodmenunii-(MAC)
[Tonnmanue xona ayrentuduxanuu coodbmenus (MAC). ANropuTMbI, UCHONIB3YEMbIE IS
renepanu MAC-aapecoB. Koabl niennoctanoctu coobmennii (MIC).

I (3;1eKTPOHHO-IU(PPOBAS MOANKCH)

Anroputm tmdpoBori mommucu RSA. OO6o6méHHas cxema uudpoBor moamucu RSA.
Hepnocratku anroputma nudposoit moamucu RSA. Anroputm uudpoBoit moanucu Onb [Namans
(EGSA). Anropur™m mudposoii moanucu DSA. OteuecTBeHHbIN cTanaapt mudposoii noamucu. [OCT
P 34.10-94.

Co31aHue ciryqaifHbBIX YHCes
Anroputm™mbl ciaydaiiHblx yucen. Meron ®dubonauun c 3ama3gsiBaHusMU. Hemoctatku
TeHepaToOpOB  ICEBJOCIHy4YaWHBIX uucen. VHunumanuzanuss reHepaTtopa  ICEBAOCITY4alHOMN
MOCJIeI0BATEIbHOCTH.

IIporoxo.bl ayreHTH(PUKALUH
Ayrentudpukanms no  mapomo. HTTP  authentication. Forms  authentication.
PacnipocTpaHeHHble YA3BUMOCTM W OWIMOKM peanu3anuu. AyTeHTU(UKalus Mo cepTHduKaTam.
AyTeHTu(uUKaMs 1O OJHOPA30BbIM MHapoisiM. AyTeHTu(UKanMs 1o KIYaM JOCTYyIa.
Ayrentuduxanus no tokeHaMm. @opmatsl TokeHOB. Ctangapt SAML. Crannaptet WS-Trust u WS-
Federation. Craugapter OAuth u OpenID Connect

5. METOAUYECKHUE YKA3AHMUA 11O ITPEIIOJABAHHUIO
N OCBOEHMIO JUCIUIIVIMHBI (MO Y JIS)

5.1. Yka3aHus QUi nipenogaBaresieil 10 OPraHu3aliy M MPOBeACHUI0 Y4eOHbIX 3aHATHI
1o AUCUMIIIMHE (MOXYJII0):

Jlis mpoBeieHUs] MPAKTUYECKUX 3aHATUH HEeoOXoauMa ayIuTOPHs C MPOEKTOPOM U JOCKOM.
Jlisa mpoBeneHUsl J1abOpaTOPHBIX 3aHATUN TpeOyeTcsi KOMIBIOTEPHBIN KJIacC C YCTAaHOBIEHHBIMH
cpeaaMu pa3paboTKH Ha sS3bIKaxX MPOTrPaMMHUPOBAHUS BHICOKOTO YPOBHSI.

5.2. Yka3zanus 1151 00y4al0IIMXCS 10 0CBOCHUIO TUCUUIJIMHBI (MOAYJII0)

[Ipu mnoaroToBke K Yy4eOHBIM 3aHATHAM PEKOMEHIYETCS BOCIOJIb30BaThCs y4eOHO-
METOANYECKON TUTepaTypoil u3 1.8, a Takke MaTepuaiaMmi, 3arpykeHasiMu B D1OC.



B cnydyae mpomycka NEeKIIMOHHOTO 3aHITHS HEOOXOIUMO 03HAKOMHUTHCS C MPE3CHTAIUEHN O
teme B DOMOC. Ilpu BO3HUKHOBEHHH BOMPOCOB IO COACPKUMOMY JIEKIIMM — OOpaTHThCSA 3a
Pa3bsICHEHUSIMU K IIPEMNOo1aBaTeNIo.

Tabauua 4 — Cogep:xkaHue caMOCTOATEIbHON PadoThl 00y4alOIINXCS

Tembl/BOnpOCHI, BHIHOCUMBIE Ha Kon-Bo ®opmbl paboThI
CaMOCTOSITEIIbHOE U3yUEHHE 4acoB

[lepuoast  paszButus  Kpunrorpadhuu (10 9 BueaynuropHas,
[llennona, ot lllernona no Auddu u Xemmana). U3YYCHHE yU4eOHBIX MOCOOUi
Hctopust pa3Butwsi Kpunrorpaduu  (CIUTAIb Bueaynurophas,
Jlecanapa, mudp Lle3aps, mudp nepecTaHOBKH, H3y4deHue y4eOHBIX MOCOOUi
kBagpat llommbus, nBOWHONW KBampar, muUpp 10
[Tneiidepa, MmHOTOAN(ABUTHBIC MTUGPHI 3aMEHBI,
OJIHOPA30BbII OJOKHOT U JIp.)
OpranuzalvoHHBIE MEphI, COMPOBOMKAAIOIINE BueaynuropHas,
NPUMCHCHUE COBPEMEHHBIX  CHMMETPUYHBIX 9 n3ydeHne yueOHbIX TOCOOui
mu(pPoB HA NPEANPUATHUSX.
[IpenBapurenbHOE pacupeesICHUE KIIF0YE 10 Bneayauropnasi,

U3Yy4eHHE y4eOHBIX MocoOuit
DIIUNTUYECKUE KPUBBIC 9 BueaynuropHas,

M3y4yeHue yueOHbIX ocoOuii
ATaku Ha X3UI-PYHKIIUH 10 BueaynuropHas,

M3y4eHue yueOHbIX MocoOuii
XapakTepUCTUKH ONTHUMAIBHBIX KOJI0B 9 BueaynuropHas,
ayTeHTH(UKAUU M3Yy4eHHE y4eOHBIX ocoOuit
Cxema nudpoBoii MOANKUCH BCIEIIYIO 10 BueaynuropHas,

M3y4yeHue yueOHbIX ocoOuii
AnmnaparHas reHepanus cliydaifHbIX YHcel 9 BueaynuropHas,

M3y4eHue yueOHbIX MOCcoOmit
Jloka3aTenbCcTBO MOTHOTHI M KOPPEKTHOCTH 10 BueaynurtopHas,
npoTokoioB Puara-lllamupa u HlHoppa M3y4yeHue yueOHbIX MocoOuii

5.3. Buasl 1 ¢popMbI NHCBMEHHBIX padoT, NMPEeIyCMOTPEHHbIX NPH OCBOCHHH MCLHMILIMHBI,
BBINOJIHSIEMbIe 00y4al0IMMHCH CAMOCTOSATEIbHO.

Jlabopamopuvie pabomul. JIns MOATOTOBKA HEOOXOIUMO HM3YyYUTh TEOPETHUECKUN MaTepuan Io
COOTBETCTBYIOIIEH TeMe U pa3padoTarh MpOrpaMMHOE oOOeclieueHue Ha JII0OOM  S3bIKE
nporpaMMupoBanus. OTYeT AOKEeH ObITh MPEACTaBIeH B MEYaTHOM BHUJE U BKIOYATh B CeOs
ONMCAaHWE aJTOPUTMA, CKPUHIIOTHI pa3paboTaHHBIX uHTepdeiicoB. Ilpu cmade HeoOXoIUMO
MIPOJIEMOHCTPHUPOBATH KOPPEKTHO paboTaroliee MporpaMMHOe 0OecTieueHHeE.

Konmponvnvie pabomwi. JIns MOATOTOBKM K KOHTPOJBHOW paboTe HEOOXOAUMO H3YIUTh
TEOPETUYECKHI MaTepual TO COOTBETCTBYOIIeW Teme. [Ipu HamucaHWM KOHTPOJIBHOW pPabOTHI
HEOOXOMMO pPa3BEpPHYTO OTBETUTh HA BOMPOCHI, JaTh APTYMEHTHPOBAHHBIA OTBET, MPHUBECTH
MIPUMEPBI, TOATBEPKIAIOIINE TOUKY 3PEHUSI.

Tecmuposanue. J1Ji1 TOATOTOBKUA K TECTUPOBAHUIO HEOOXOIUMO U3YYUTh TEOPETUUYECKHUI MaTepHal
no coorBeTcTBYylomIel Teme. [Ipu HamucaHuM Tecta HEOOXOAMMO BHIOpAaTh MPAaBUJIBHBIN BapuaHT
OTBETa U3 MPEII0KEHHBIX.



6. OBPA3OBATEJIBHBIE U UHOOPMAIIMOHHBIE TEXHOJIOT'NHN
[Tpu peanuzanuu pa3aMuHbIX BUJOB Y4eOHOM paObOThI 110 AUCHHUIUIMHE MOTYT HCIIOIb30BATHCS
3JIEKTPOHHOE 00yYEeHHE M TUCTAHIIMOHHBIE 00pa30BaTEeIbHbIC TEXHOIOTHH.
6.1. O0pa3oBaresibHbIE TEXHOJIOTHHU

Taoauna 5 — O6pa3oBaTe/ibHbIE TEXHOJIOTUH, HCIIOJIb3yeMble NPU pPeaaTu3anun y4eOHbIX
3aHATHI

Pa3nen, rema ®opma yueOHOTO 3aHATHUSL
JTUCHUTITUHBI (MOYJIs1) Jlexuus [IpakTrueckoe JlabopaTopHas
3aHATHE, CEMHHAP paborta
Beenenue. Kpunrorpadbus xkak | O030pHas JeKus He BBITIOJIHEHHE
MEXaHHU3M 3alUThI MPEAYCMOTPEHO TecTa
TpaguuuoHHble CHUMMETpUYHBIE | Jleknus-nuanor He BBIIIOJIHEHUE
g pbl PEeyCMOTPEHO 1abopaTopHOii
paboThl
CoBpeMeHHbIE  CHUMMETPUYHBIE Jlexuus He BBIIIOJIHEHHE
U QpsI MIPEAYCMOTPEHO 1a00paTopHOIi,
KOHTPOJBHOU
paboThI
AJTOpUTMBI pacupenenenus | O030pHas JEKIHS He BBITIOJIHEHHE
KJII0Yen IIPEyCMOTPEHO nabopaTopHO
paboThI
ACHMMETpPUYHBIE KPUITOCUCTEMBI Jlexums He BBITIOJIHCHHE
IIPEyCMOTPEHO nabopaTopHO
paboThI
OnHoHanpaBJIeHHBIE XOII- | Jlekuus-guanor He BBIIIOJIHEHHE
Gynkun opeayCMOTPEHO 1abopaTopHOit
paboThI
Konrr ayTeHTHU(PUKAIIUH Jlexknus He BBIIIOJIHEHHUE
coobmennii-(MAC) HPETyCMOTPEHO 1abopaTopHOi
paboThI
OIIT (anexTpoHHO-IMPpoBas | OO030pHast TEKIUs He BBITIOJIHEHUE
MOJINUCH) IPETyCMOTPEHO KOHTPOJIbHON
paboThI
Co3nanue ciydailHbIX YUCeN Jlexkuus He BBITIOJTHEHUE
MPEeyCMOTPEHO nabopaTopHOi
paboThI
[IpoToKOIBI ayTeHTUDUKALIH Jlexuust-nuanor He BBIIIOJIHEHUE
MPEeyCMOTPEHO TecTa

Ha MPAKTUYCCKUX 3aHATUAX TIPHUMCEHAIOTCA CIICAYIOIINEC 06pa30BaTeJ'H)HI)Ie TCXHOJIOTHH:
HHTCPAKTUBHLIC  JICKOWHU, TPYHIIOBBIC HOUCKYCCHH, TEMATUYCCKHUC JTHUCKYCCHUH, rpymnmoBas
KOHCYJIbTAll M.

Ha naGopaTopHbIX 3aHATHUSAX TNPUMEHSIOTCS POJIEBbIE WIPbI, YYallhecs paccMaTpUBAIOT
MIPUMEHEHHUE KPUNTOrpapuuecKux aJrOPUTMOB, aTaKd Ha HUX U MEPHI 3alUThI, IpUMEpss Ha cebs
POJIHM YYaCTHUKOB MH(POPMALIMOHHOTO 0OMEHa U KPUIITOAHATIUTUKOB.



Y4eOHble 3aHATUS MO0 AMCLUUIUIMHE MOTYT MPOBOJHUTHCA C IMPUMEHEHHEM HH(POpPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX ~ CET€l MpPHU ONOCPEJOBAaHHOM (Ha PACCTOSHMM) WHTEPAKTUBHOM
B3aUMOJICHCTBUU OOYyYaroOlIMXCsl M TperojaBareis B pexxumax On-line B ¢opmax: BuaeoneKImid,
JIeKIMH-TIpe3eHTalni, BHICOKOH(epeHH, cobeceoBaHMs B peXUMe daT, Qopyma, dara,
BBITOJIHEHUS BUPTYAIbHBIX MPAKTUYECKUX W/WIIH JTa0OPaTOPHBIX paboT U Ap.

MakcumanbHblii  00beM  3aHATHH  0Oyd4aromerocss C TNPUMEHEHHEM  SJIEKTPOHHBIX
00pa3oBaTeNbHBIX TEXHOJIOTUI HE JOJDKEH MPEBbIATh 25%.

6.2. UndopManimoHHbIE TEXHOJIOTHH

[Ipu peanuzanuu pazIUYHBIX BUAOB Yy4eOHON U BHeEy4eOHOIl paboThl HCMIONB3YIOTCS
clieAyIoye NHPOPMALIMOHHBIE TEXHOJIOTHH:

- MHCIIOJIb30BaHME BO3MOXKHOCTEH HHTEpHETa B Y4eOHOM Ipouecce (HMCIOIb30BAHUE
nH(POPMAIIMOHHOTO caiTa mpernojaBaTens (pacchiika 3aJaHdi, NMPEJOCTAaBICHHE BBITOJHEHHBIX
paboT, OTBETHI HA BOMPOCH], 03HAKOMJICHUE YJAIIUXCS C OIICHKAMU | T.1.));

- UCIOJIb30BAaHUE OHJIEKTPOHHBIX YYEOHHMKOB U pa3IMYHBIX CalTOB (Hampumep,
AJIEKTPOHHBIE OMOIMOTEKH, )KYPHAIIBI U T.].) KaK HCTOYHUKOB MH(OPMAIUH;

- HCIIOJIb30BaHME BO3MOXKHOCTEHN 3JIEKTPOHHOM MOYTHI IIPEToAaBaTels;

- UCTIOJIb30BaHUE CPEJICTB TPEACTABICHUS Y4eOHOW WH(POpPMAaUU (SIEKTPOHHBIX
y4eOHBIX MOCOOMH M NMPAKTHUKYMOB, IPUMEHEHHE HOBBIX TEXHOJIOTUH AJS MPOBEIEHHS] OYHBIX
(TpaAMLIMOHHBIX) JIEKIUH U CEMUHAPOB C UCIOJIb30BAaHUEM MPE3EHTALUN U T.1.);

- UCIOJIb30BAaHUE  WHTETPUPOBAHHBIX  OOpa30BaTEeNbHBIX  Cpel, TIJe  IJIaBHOU
COCTaBJISIIOLICH SIBJISIFOTCS] HE TOJIBKO IPUMEHSIEMbIE TEXHOJIOTUH, HO U COJEpKaTeNIbHAs YacTb, T.€.
MH(pOPMAaLMOHHbBIE PeCYpChl (AOCTYI K MHUPOBBIM HH(OPMAIIMOHHBIM pecypcam, Ha 0a3e KOTOPhIX
CTPOUTCS Y4eOHBIH Mpo1ecc);

- UCIOJIb30BaHUE BUPTYaJbHOM oOywaromed cpeasl (WIM CUCTEMBl YIPABICHUS
ooyuennem LMS Moodle «3nekrpoHHOe 00pa3oBaHWe») WM WUHBIX WHPOPMAIIMOHHBIX CHUCTEM,
CEPBUCOB U MECCEHKEPOB]|

6.3. IlporpammHoe oGecnieuenue, coppeMeHHbIe MpodeccuoHATIbHbIE 0A3bI JAHHBIX H
HH(OPMALIMOHHBIE CIIPABOYHbIE CHCTEMBI

6.3.1. [IporpammHoe obecnieueHne

HanmeHoBaHME TPOrpaMMHOTO 00eCTIeYeHUs HasnaueHnune
Adobe Reader | TIporpamMma it IpocMOTpa 3IEKTPOHHBIX
JTOKYMEHTOB
[Tnardopma mucranmuonHoro ooy4denus LMS | BupryansHas oOydaromas cpena
Moodle
Mozilla FireFox | Bpaysep
Microsoft Office 2013, | Oduchas nmporpamma
Microsoft Office Project 2013, Microsoft
Office Visio 2013
7-Zip | ApxuBarop
Microsoft Windows 10 Professional | Oneparmonnas cuctema
Kaspersky Endpoint Security | CpeicTBo aHTHBHPYCHOM 3aIlIUTHI
Microsoft Visual Studio | Cpena pa3pabotku




6.3.2. CoBpemeHHBbIe IpodecCHOHATbHBIE 0a3bl TaHHBIX U HHPOPMAIIMOHHbIE CIIPABOYHbIE
CHCTEMBI

1. YHuBepcanbHas  CIpPaBOYHO-HH(OpMAnMOHHAs ~ TOJHOTEKCTOBash  0a3a  JaHHBIX
nepuoandeckux uznanuit OO0 «MBUCy http://dlib.eastview.com

2. DIEKTpOHHBICE  BEPCUU  IEPHOJAMYCCKMX  HM3JaHWH, pa3MCIIeHHbIE Ha  caiiTe
nHGOPMAIIMOHHBIX pecypcoB WWW.polpred.com

3. Dnekrponnblil katanor Hayanoit 6ubnnorexku AI'Y na 6aze MARK SQL HITO «Mubopm-
cuctem»: https://library.asu-edu.ru/catalog/.

4. DnextponHsbii Katanor «Hayunsie xypransl AI'Y»: http://journal.asu.edu.ru/issledovaniya-
i-innovacii/11745-nauchnye-jurnaly-agu.html.

5. KopnopatuBHbIii NpPOEKT AcCOLMAIUN PETHOHAIBHBIX OMOIMOTEYHBIX COHCOPLIUYMOB
(APBUKOH) «MesxpernonanabHas aHaTuTHUECKas pociuch crateiy (MAPC) http://mars.arbicon.ru

6. CnpaBounas npaBoBas cuctema KoncynsrantlInroc: http://www.consultant.ru

7. ®OH/] OLEHOYHBIX CPEJICTB JIJIsl IPOBEJEHUS TEKYIIETO KOHTPOJISI
1 MPOMEKYTOYHOI ATTECTALIMY MO JUCHUILIMHE (MOJIYJIIO)

7.1. lacopT (poH/IA OLIEHOYHBIX CPEICTB

[Ipy npoBeneHMM TEKYLIEro KOHTPOJS M MPOMEXKYTOYHOM aTTecTalud IO JUCLUIUIMHE
(Momymo) «MeToapl M CpeAcTBa KpUNTOrpadguueckod 3ammThl HHGOPMAIMKUY» TPOBEPSETCS
Cc(OPMHPOBAHHOCTh Y 00OYUAIOIIMXCSI KOMIIETEHIUH, YKa3aHHbIX B pa3jiene 3 HacTOSIIEeH IporpaMMsl.
OTanmHOCTh (OPMHUPOBAHUSI JAHHBIX KOMIIETEHIIMA B TIPOIECCE OCBOCHHS 00pa3oBaTEIbHOM
IIPOrpaMMbl OIIPEeNsAeTCsl OCIeA0BaTENIbHBIM OCBOCHHEM AUCLUIUIMH (MOAYJIEN) U MIPOXO0XKIEHUEM
MIPaKTUK, @ B IPOLECCE OCBOCHUS IUCUUIUIMHBI (MOAYNS) — IIOCJIEA0BATENbHBIM JIOCTH)KEHHEM
PE3yIBTaTOB OCBOECHHS COIEPKATENBHO CBSI3aHHBIX MEXY COOOH pa3JesioB, TEM.

Tadauuma 6 — CooTBeTcTBHE Pa3aesioB, TeM TUCHMILIMHBI (MOAYJISA), pe3yibTaTOB 00y4eHHUs 10
AUCHMIINHE (MOYJII0) M OIIEHOYHBIX CPEJICTB

Kontponupyemsle pasaensl JUCHUTLITAHBI Koa xontponupyemoit Haumenoanue
(Moyst) KOMITETCHIIMH (KOMTICTEHITHH) OILIEHOYHOTI'O CPEJICTBA
ANTOpUTMBI pactipeieNieHHs Kitoueit OIIK-9 Konrpobnas padbota
OUIT (s5exTpoHHO-1IM(POBaAst HOANNCEH)
TpaauuoHHBIE CHMMETPUYHBIE ITH(PBI OIIK-9 JlaboparopHast pabora

CoBpeMeHHbIE CHMMETPUYHBIC U PEI
ACUMMETPUYHBIE KPUIITOCUCTEMBI
Opnnonanpasiennsle XOL-GpyHkiun

Kozl ayrentudukaiuu coodmenuii-(MAC)
Coznanne caydaiHbIX YUCel

ITpoTokosibl ayTeHTU(HKALIUT

Beenenne. Kpunrtorpapuss xak mexanusm | OITK-9 TectupoBanue
3aIIUTHI

[IpoTokoiiel ayTeHTHUKAIN

7.2. OnucaHue mnokas3arejieii U KpPUTEPHEB OLECHMBAHMS KOMIIETCHI M, ONMHCAHHE IIKAJ
OLICHUBAHMS

J1J1g O1IeHKU pe3ybTaToOB O0yUEHHUs UCTIOIB3YIOTCS CIEIYIOINE KPUTEPUN OLICHKH.


http://dlib.eastview.com/
http://www.polpred.com/
https://library.asu-edu.ru/
http://journal.asu.edu.ru/
http://mars.arbicon.ru/
http://www.consultant.ru/

Taéanna 7— Iloka3zaTesin OlleHUBAHHS Pe3y/IbTATOB 00y4YeHHUsI B BU/e 3HAHUH

[IIxana Kputepuu onenuBanust
OLICHUBAHUS
JEMOHCTPUpPYET TIiyOOKOe 3HAaHME TEOPETHYECKOro Marepuana, YMEHHeE
5 000CHOBAHHO M3J1araTh CBOM MBICIIU MO 00CYXJIa€MbIM BOIPOCaM, CIIOCOOHOCTh
«OTJIMYHO» | TMOJIHO, NPABUIBHO M apryMEHTHUPOBAaHHO OTBEYaTh HA BOMNPOCHI, NPHUBOAUTH
IPUMEPHI
4 JEMOHCTPUPYET 3HAHHWE TEOPETHUYECKOI'0 MaTepuana, €ro IOcCieA0BaTeNIbHOE
«XOpOIIOoY U3JI0KEHHE, CIOCOOHOCTh PUBOAUTH TPUMEPBI, TOITYCKAET €AUHIUYHBIC OIINOKH,
UCIpaBJIsIeMble OCJIE 3aMEYaHus IpenojaBaTess
3 JEMOHCTPHPYET HETOJIHOE, (parMEeHTapHOE 3HAaHUE TEOPETHYECKOT0 MaTepHara,
«y10BIETBOH TpeOyrollee HaBOJAIIMX BOIPOCOB MPENOAaBaTeNsl, JONYCKAET CYILECTBEHHbIE
TelILHOY OmMOKH B €ro MW3JIOKEHUH, 3aTPyIAHSIETCS B MPHUBEICHHH TPHUMEPOB U
(opMyIMpPOBKE BBHIBOJIOB
2 JEMOHCTPHPYET CYIIECTBEHHBIE TPOOEIbI B 3HAHUN TEOPETUIECKOTO MaTepuara,
«HEYJOBJIETBO | HE CIIOCOOEH €ro M3JI0KUTh U OTBETUTH HA HABOASIIME BOIIPOCHI ITPEIoiaBaTels,
PUTEIHHO» | HE MOXET IPUBECTH MPUMEPHI
Tabauna 8 — IMoka3zaTejiu OlleHHBAHUS Pe3YJIbTATOB 00y4eHHsI B BU/le YMEHUI U BJIaJleHU i
[Ixana Kpurepuu onennBanus
OLICHUBAHUS
5 JEMOHCTPHPYET CHOCOOHOCTh MPUMEHSATh 3HAHHE TEOPETHYECKOrO MaTephalia
COTINHOy | TPH BBINOTHCHIH 3a7aHNUH, TOCIE/I0BATENLHO H NPABHITEHO BBITIONHACT 3a/aHN,
ymeeT 000CHOBAHHO M3JIaraTh CBOM MBICIH U J€NaTh HEOOXOAUMBIEC BBHIBOIBI
J€MOHCTPHUPYET CHOCOOHOCTh MPUMEHATh 3HAHHE TEOPETHMUYECKOro MaTepuana
4 IIPY BBIITOJTHEHUH 33/1aHUH, TOCIEI0BATEIBHO U MPABUIILHO BBIMOJIHACT 3aJaHHS,
«XOpOIIIO» yMeeT 00OCHOBAaHHO H3JIaraThb CBOM MBICIH M J€JIaTh HEOOXOJMMBbIE BBIBOJIBI,
JOMyCKAaeT  €AWHWYHBIE  OMMOKMA, UCHpaBIsieMble  IOCIE  3aMEYaHWUs
npernoJiaBaTens
JEMOHCTPHUPYET OTACIbHBIE, HECUCTEMAaTH3UPOBAHHBIC HABBIKH, HE CIIOCOOCH
3 IPUMEHUTh 3HAHME TEOPETHYECKOro MarepHaja NpH BBHINOJHEHUU 3aJlaHHi,
«YJIOBJICTBOPH | UCTIBITHIBAET 3aTPYAHEHHUS W JOMYCKAET OIIMOKU TMPH BBHIOJHEHUW 3aJlaHHM,
TEJIbHOY BBIMOJIHAET 3aJaHue TMpU MOJCKa3Ke IpenojaBareis, 3aTpyAHSETCS B
(hopMyITUPOBKE BHIBOJIOB
2 HE CII0COOEH MPaBUIIbHO BBHIIOJIHUTH 3aJaHNe
«HEYJIOBIIETBO
PUTETHHO

7.3. KoHTpo/bHBbIE 32JaHUS1 MJIH HHbIEe MaTepUAaJIbl, He00X0AMMBbIe VIS OLleHKH Pe3yJ1bTATOB
00y4eHHUs 0 AUCHHUIINHE (MOLYJIIO)

Tema «BBenenne. Kpunrorpagus kak MexaHu3M 3alUThI»

1. BxogHoe TecTUpPOBaHHE

[TpuMepHBIE TECTOBBIE BOIIPOCHI
TB | HB Bonpoc/OTBer

1 1 HecaHKIIMOHMPOBAHHOE KOMMMPOBAHUE TPOTPaMM U TAHHBIX SIBIISCTCSA:
Hapymennem paboTocrnocoOHOCTH KOMIBIOTEPHOM CETH.
[TpennamepeHHo# yrpo30ii KOHPHUACHIIMATHHOCTH HH(POPMAIIHH.
Yrpo30ii HapymIeHUs IETOCTHOCTH HH(POPMAIIHH.
Hapymennem 11e10CTHOCTH KOMIIOHEHTA WM PECYPCA CUCTEMBI.

1 2 «Mackapaay mpeACTaBIsIET COOOI:




TB | HB Bonpoc/OTBer

Crioco6 1 npueM HeCaHKLMOHUPOBAHHOT'O JIOCTYIIA.

YTrpo3y eT0CTHOCTH U PA00TOCTIOCOOHOCTH CHCTEMBI.

Pazpymienue nH@opmanum, BbI3BaHHOE BUPYCHBIMU BO3/IEHCTBHSIMH.
Kpaxy MarHUTHBIX HOCUTEIIEH, COZIepKaIlnX KOH(PUACHIHATBHYIO HH(POPMALIUIO.
1 3 «TpostHCKUM KOHBY - 3TO:

ITporpamma pacmu@poBKH IHPPOTEKCTA.

[Tporpamma xumieHus HHPOPMALIMHU U Pa3pyLICHHUs TPOrPAMMHOTO 00eCrieUeHusl.
ITporpamma creranorpauueckoro 3akpblTus HHGpOpMaIum.
[Tporpamma mmdpoBanus HHGOPMAITUK METOJJOM TaMMHUPOBAHHUSL.

1 4 Co3aHue 3aMKHYTOH Cpe/ibl MCIIOJIHEHHs] TPOrpaMM 00eCIIeUnBaECT:
3almTy OT BpEIOHOCHBIX POrpaMM (BUPYCOB, «4epBEl» U T. 11.).
ITpenoTBpanaer HanaJeHe Ha annapaTHbIe CPEJICTBA.

Ob6aeryaer npouecc aIMUHUCTPUPOBAHUSI.

[TpenoTBpamiaeT noMexu B JMHUM CBSI3H.

1 5 [TpaBuna o6paboTKK HHGOPMAITMH SBJISIOTCS:

MopanbHO-3THYECKON Mepoil 0€30I1aCHOCTH.
AnnapaTHO-IpOrpaMMHBIM CPEJICTBOM 3aIUTHI.

ITpaBoBoOi#t 3a1UTOIN MHGOPMAIIHH.

AJIMUHUCTPAaTUBHOM Mepoi 3aliuThl HH(OpMaLUK.

1 6 Pasrpannuenue nocryna k pecypcam ACDV otHocutcs k:
DU3NYeCKUM MepaM 3alUThl HHPOpMAIUH.
AnnapaTHO-IIPOrPaMMHBIM CPE/ICTBAM 3alllUThI.

IIpaBOBBIM MEpam 3alUTHI.

MopanbHO-3THUYECKUM MEpaMm 3alllluThI.

1 7 KOHTpOJIb 11€710CTHOCTH JAHHBIX OCYHIECTBISIETCS C TOMOIBIO:
Kpunrorpaduueckux MeTo0B 3alUTHI.

ITpaBOBBIX METOMIOB.

AJIMUHUCTPAaTUBHBIX METOJIOB 3aIlIUTHI.

PU3NYECKUX METOJIOB 3alIUTHI.

1 8 OpnHoKIIIOUEBasi KpUNTOCUCTEMA SIBIISIETCS:

ACCUMETPUYHON KPUIITOCUCTEMOM C OTKPBHITHIM KIIIOUOM.
KpunrocucreMoii ¢ 3aKpbIThIM KIHYOM.

CHUMMETPUYHOIN KPUIITOCHCTEMOIA.

1 9 PyHIaMEHTAIBHOE NTPaBUJIO KPUIITOAHAIN3A 3aKJIK0YAETCS B TOM, 4TO:
CroiikocTh mugpa onpeaensercs ToJIbKO CEKPETHOCTHIO KITH0Ya.
OTCyTCTBYET aIropuT™M HIM(PPOBAHUSI.

KpunroaHaauTuk He UMEET B CBOEM PACHOPSHKEHUHU OTKPBITBIN M NIH(DPOTEKCT.
10 Cuctembl uaeHTU(DHUKAIINY U ayTeHTH(UKAINH ITOJIH30BaTENIeH OTHOCITCS K
PU3NYECKUM METOaM 3allUThl KOMIIBIOTEPHBIX CETEN
AnmnapatHo-IIporpamMmMHBIM cpesicTBaM 3alIUThl HHOPMAITUU
AJIMUHUCTPAaTUBHBIM METO/1aM 3aLUThI

[TpaBoBBIM MeTO]aM 3aIIUTHI

Tema «TpaauuuoHHbIe CHMMETPHYHBIE IIHPPBLD)
1. Jlaboparopnass pabora «lIporpammHas peanuzamusi JFOO0TO TpaAUIIMOHHOTO MmHdpa
IIEPECTAHOBKN»
3anaHue:
PazpabGotare mnporpaMmy, peanu3ylOIIyl0 OJUH W3 TPAJUIMOHHBIX CHUMMETPUYHBIX IIH(POB
MIEPECTaHOBKHU: PeaIn30BaTh NPOLEAYPHI 3aIU(PPOBAHUS U paCIIMPPOBAHUS.



KoHTposbHBIE BOIPOCHL:
e [lonarue mmdpoBanus, Kiroua MUPPOBaHUS, KPUIITOCTOHKOCTH.
e IlepecranoBka, 3aMeHa, FaMMHPOBAaHUE, METO/I AaHATUTUYECKUX NMPE0oOPa30BaHMUIA.
2. JlabopaTopHas padora «I[IporpamMmHas peanuzamus JHOOOT0 TpPaTUIIMOHHOTO ImHdpa
oJTHOANI(DaBUTHOM 3aMEHBI»
3amanue:
Pa3paborate mporpamMmy, pealM3yIONIyl0 OIUH W3 TPATUIMOHHBIX CUMMETPUYHBIX IH(POB
MePECTaHOBKHU: Pealn30BaTh MPOLEAYPHI 3aIU(PPOBAHUS U paCIIMPPOBAHUSI.
KoHTposibHBIE BOIIPOCHL:
e [lonarue mmdpoBanus, Kiroda MUPPOBaHUS, KPUIITOCTOHKOCTH.
e IlepecranoBka, 3aMeHa, FTaMMHPOBAaHUE, METO/1 AaHATUTUYECKUX NMPEoOpPa30BaHMUIl.

3. JlaGopatopnas padora «lIporpammHas peanm3anus J000T0 TpaJAUIMOHHOTO IHdpa
nonraipaBUTHON 3aMEHBI»
3amanue:
Pa3paborate mnporpammy, peanu3yOUIyl0 OJWH U3 TPAJUIUOHHBIX CUMMETPUYHBIX IHU(POB
MEPECTaHOBKH: PEATM30BaTh MPOIEAYPHI 3aIH(PPOBAHUS U pACIIHPPOBAHUSI.
KoHTpoJibHBIE BOITPOCHI:
e [lonsrue mmdpoBanus, Kio4da MUPPOBAHUS, KPUTTTOCTOHKOCTH.
e [lepecranoBka, 3aMmeHa, TaMMHPOBAHHUE, METOJ] AHATUTUUECKUX MPEe0Opa3OBaAHMI.

4. Jla6opaTopHas padora «Kpunroanaausy»
3anaHue:
Hanmcare mporpammy nemudpoBaHus MH(PTEKCTa, 3aMIM(PPOBAHHOTO TPAAMIMOHHBIM IH(POM.
IIpenycMoTpeTh BO3MOXKHOCTh BBOJA TEKCTa KaK MHTEPAKTUBHO C KJIaBHATYphl, TaK U U3 Qailna.
KoHTposibHBIE BOIIPOCHL:

e [lonarue kpunToaHanusa

e B uem 3axmoydaercs mudpoBaHue MeTooM BuxuHepa

e B uyeMm 3axirodaercs KpUNTOAHAIN3 TEKCTA, 3alin(poBaHHOrO MeTo1oM Bikunepa?

Tema «CoBpemMeHHBIC CHMMETPHYHbIC IIH(PHI»

1. Jla6oparopHas padora «[Iporpammuas peanm3arnus anroputma mudposanus DESy
3agaHue:
Hanmmcate Ha s3bIKE BBICOKOTO YPOBHS IPOrpaMMy, KOTOpas OBl peajr30BBIBAIA AITOPUTM
mmdposanus/pacumdposanus DES
KoHTposbHBIE BOITPOCHL:
1. Cetp DeiicTens
2. O6mas cxema DES
3. Co3nanue noakItoye
4. Henocratku nBoitHoro DES
5. Tpoitnoii DES ¢ nByms kirodam

2. JlabdopatopHas padora «IIporpammuas peanuszanus anroputma mudposanus [OCT Marmay»
3anaHue:
Hanucate Ha s3bIKe BBICOKOTO YpPOBHS IpOrpamMMmy, KOTOpas Obl peajn30BBIBANa aJITOPUTM
mdpoBanus / pacudpoBanus «Marmay
KoHTpobHBIE BOIPOCHI:
1. O6mas cxema, ¢pynkuus F, renepanus kitouei.
2. OCHOBHBIE PEXHUMBI ITU(PPOBAHUS
3. Ocuognble pazmmuaus mexay [OCT u DES.



3.

Jladoparopnasi pa6ora «lIporpammuas peanusamus anroputma tmmdpoBarus ['OCT
Ky3neunkx»

3aganue:

Hamucath Ha s3bIKE BBICOKOTO YPOBHS MpOrpaMMmy, KOTOpas OBl pealu30BBIBAIA ANTOPHTM
muppoBanus / pactmmdpoBanus «Ky3Heunk»

KoHTposibHBIE BOIIPOCHL:

1. Obmas cxema, pynkuus F, renepamus kitoue.

2. OCHOBHBIE PEXKHUMBI IUPPOBAHHS
3. SP-cetn

1.

Tema «AJITOPUTMBI pacnpeneeHust KIdein»
KonTpoJubnas padora 1

Bormpocs! k koHTpObHOM padote No 1:

1.

SRl

©o

10.

11.

12.

13.

14.
15.
16.

17.

Kpunrorpadus — kak Mexanu3m 3amuTsl HHPopMarun. bezomacHocts nHOpMAIMK 1 3aIIUTA
uHpopmauuu. OcHOBHbIE HapylleHUs Oe3onacHocTH. [TonnTuka 6e30nacHOCTU. Y SI3BUMOCT,
aTtaka, puck. Kimaccudukanms cereBbIX atak. Buapl akTUBHBIX atak. MeXaHU3MBI U CEPBHUCHI
0e30MacHOCTH.

Onpenenenus mudpa, kmoda mudppoBanus. Ilonstue kpuntoananusza. OCHOBHbIE THUIIBI
KPUNTOAHATUTUYECKOTO BCKPBITUs. Kareropum BCKpPBITHS KPUNITOAITOPUTMOB. be3ycioBHas
U BBIYHUCIIMTENbHAS KPUIITOCTOUKOCTh. OCHOBHBIE TpeOOBaHMSI K M (pam JUIsd KPUIITO3AILUTHI
uHpopmanuu. OCHOBHBIE TUTTBI IU(POB.

HIudpsl nepecTaHOBKM: CKHUTana, TaOnuyHOe IUGpPOBaHUE, JABOHHAs IEpeCcTaHOBKA,
Maru4eckue KBaapaTsl.

HIudpsr npoctoil 3amMeHbl: MonnOMaHCKUN KBajpat, cuctema lLlesaps, apdunnas cucrema
Lle3aps, cuctema llesaps ¢ KiIr04eBBIM CIOBOM, TaOiuiel Tpucemyca, OurpamMmubiil mmdp
[Tnetideiipa.

Kpunrocucrema Xunna.

Cucrema oMO(OHOB.

[udper crnoxuoit 3amensl: mudp I'poHcdenvaa, cuctema Bumkunepa, nBOHONW KBaapat
Yunctone, metox BepHama. PoTopHbIe MallIMHBI.

OpnHopa3zoBas cucTeMa MHUPPOBaHUSL.

Metoa raMMupOBaHHUSL.

HeoOxonuMble u 10CcTaToOuHbIE YCIOBUS HEACMHUPPYEMOCTH CUCTEM IIM(POBAHUS, TOHATHUS
mupdy3un 1 KoH(y3uu. JlonmonHuTenbHble TpeOOBaHUSA K alropuTMaM IMUGPOBaHUS HpU
ucnonszoBanuu OBT.

®opmanbable Moaenu wmudpoB. Croiikocts mmdpos. CopepuieHHble mHUQpbl. Teopema
[[Tennona. [IpakTuueckas CTOMKOCTH mudpa.

Cetp DeiicTens: apXUTEKTypa CETH, CEThb ¢ HECKOJIBKHMMM payHJaMHM, pa30alaHCUpOBAaHHAs
CeTh, TETEPOTEHHBIC 1 TOMOTEHHBIE CETH.

Anroputm DES: npunmunsr pa3zpaGotku, o0mas cxema, HadajbHas IE€peCcTaHOBKa,
npeoOpa3oBaHusl OTIEIFHOTO payH/a, CO3JIaHHe TMOAKIIoUEH, nemudpoBaHUe, MPOOIEMBI
DES, nenocrarku npoiiHoro DES (ataka «BcTpeua mocepenuney), TpoitHoit DES ¢ nByms
KJIIOYaMU, cJ1adble KITFOUMU.

Anroputm ['OCT 34.12—2015: o0mmas cxema, pyHkius F, reHepanus kitouei.

Ocuosubie pexumbl mudposanus [OCT 34.12—2015.

Breipabotka umurtoBctaBku B ['OCT 34.12—2015. OcnoBuble paznuuus mexay ['OCT
34.12—2015 u DES.

Anroput™m AES Rijndael: nucnosnbs3yemble MaTeMaTuyecKie MOHATHS, KPUTEPUHU Pa3paboOTKH,
TIOHSATHE CJIOsI, TIOHSTHE COCTOSHUS, KIFOY MMU(PPOBAHUS, YUCIO PAYHIOB, CO3JJaHHE KITFOUEH
payHza, pacmupenue kioya. [Ipenmyiectsa anroputma.



18. IIpeoOpazoBanus paynna B anroputme Rijndael (ByteSub, ShiftRow, MixColumn, cnoxenwne
C KIIIOYOM payH/Ja), IpeJBapUTeIbHOE 3a0€IMBaHNUe C UCTIOJIF30BAHUEM KITIOYa.

19. PexxuMbl BBIITOJHEHUS aITOPUTMOB cuMMeTpruHoro mmdposanus (ECB, CBC, CFB, OFB).
Pacnipoctpanenue onmook.

20. O0benuHenne OsouHbIX mHUGPOB. JBoitHOEe U TpoliHOe mmdpoBanue (¢ 2 KiIro4aMu, ¢ 3
KJII0YaMH, C MHUHUMAJIBHBIM KIIOYOM). Pexumsbl TpoiiHoro mmdposanus. OtOenuBaHHe.
MHorokpaTHOe N0CIe10BaTeIbHOE UCII0Ib30BaHUE OJIOUHBIX aJITOPUTMOB.

21. AnroputMsl pacripeneneHus kmodeld. [lonarue macrep-kimoda. AITOpUTM 0OMEHa KIIFOYOM
HMuddu-Xennmmana.

2. JlabdopatopHas padora «I[Iporpammuas peanuszanus anropurma mudposanus AES»
3amaunue:
Hanmcate Ha s3bIKe BBICOKOTO YPOBHS IpOrpaMMy, KOTOpas Obl peaJnu30BBIBANA AITOPUTM
mudpoBanus/pacuuppoBanus AES
KoHTposibHBIE BOIIPOCHL:
1. Kpurepuu pa3zpaboTku.
2. TloHsTHS COCTOSIHUS.
3. Kirou mmdpoBanms.
4. Yucno payHaoB.
5. IlpeumMy1ecTBO anropurma.

Tema «AcuMMeTPpHYHbIE KPUNTOCHCTEMBI»

1. JlaGoparopnasi padora «IIporpammHas peanusanus J1r000ro aCUMMETPUYHOTO MHKdpa»
3aganue:
Hanucate Ha si3pIke BBICOKOTO YpOBHS IPOTrpaMMy, KOTOpas Obl peaan30BbIBaJa aCUMMETPUYHBIHI
anroput™ muppoBaHus/pacmuppoBanus (Hanpumep, anroput™M RSA, Dnb-I"amarst)
KoHTposbHbIe BOIIPOCHI:
1. [lonsiTHe acuMMeTpUYHOTO UG POBAHUS
2. JIOCTOMHCTBA, HEJOCTATKH
3. Anroputm RSA
4. Anroput™m Onp-I"amans

Tembl «OgnonanpasJiennbie X -gynxkuum»,
«Konpl ayrenTudukamun coodomenunii-(MAC)»
1. JlaGopatopHas pabGora «lIporpamMmHas pa3paboTka cUCTeMbl OOMEHa COOOLIEHUSIMU C
KOJIaMH ayTEeHTU(PUKAIIUN COOOLICHUI»
3agaHue:
HanucaTh Ha si3pIKe BHICOKOTO YPOBHS IPOTpaMMy, KOTopasi Obl MMUTHpOBaJia Mepeaavy TeKCTOBBIX
COOOIIeHNH, a TakKe pealu30BbIBAJla MNPOBEPKY HUX LEIOCTHOCTHM M ayTeHTHYHOCTH. /[l
dopmupoBarust MAC mMoxkeT OBITh UCTIONB30BaH JTFO00H alrOpUTM, B T.4. HA OCHOBE HMCIOJIb30BAHUS
X3UI-(DYHKIHH.
KoHTposibHBIE BOITPOCHI:
1. CBoiicTBa 6€30MaCHOCTH: LIEIOCTHOCTb, AyTEHTUYHOCTb, HEOTKa3yeMOCTb.
2. [lonsTue xem-QyHKIUYU, aNTOPUTMBI, KOJUTH3UH.
3. IlonsstTue MAC, anropuT™msl.

Tema « LI (3;1eKTPOHHO-IMPPOBAs MOANMCH)»
1. KourpoabHas padora 2
Bonpocs! k KOHTpoIbHOM padoTe Ne 2:
1. OcHoBHBIE TpeOOBaHUS K aIrOpUTMaM acUMMeETpUyHOro mudpoBanus. OCHOBHbIE CIIOCOObI
HCIIOJIb30BAaHUS aJITOPUTMOB C OTKPBITHIM KJItouoM. Kpunroanains alropuTMoB ¢ OTKPBITBIM
KITFOYOM.



Anroputm RSA: OIMCaHue anropuTMa, BBIYHUCIIUTEIILHBIC aCIeKThI
mMdpoBanus/paciMPppoBaHus U CO3AAHUS KIHOUEH, KpUIITOAHATIN3 aJITOPUTMA.

3. Cxema mmdpoanus Db ['amas.

4., KoMOWHHUpOBaHHBIN METO MG POBAHUS.

5. Xsm-pyHKIMU: OCHOBHBIE TPEOOBAHUS, IIPOCTHIE XAII-(PYHKIIUH, TTAPAIOKC «ITHEH POKIACHUS.
Hcnons3oBanue nenoyku 3ammppoBaHHBIX 0JI0KOB, X31I-pyHKius PabuHa.

6. Xom-¢pynuus MDS: noruka BeimonHenus. Otanuus ot xsm-¢pynkuun MD4.

7. Xom-pynums SHA-1: noruka BeimonaeHus. Cpasaenne MDS5 u SHA-1.

8. Xom-¢pyuuus SHA-2: noruka BEITIOTHEHUS.

9. Xom-dynkius 'OCT 34.11: noruka BBITIOJIHEHHsI. AJITOPUTM 00pabOTKH OTHOTO OJI0Ka.

10. Tpe6oBanust k MAC.

11. MAC Ha ocHOBe aJlIrOpUTMa CUMMETPUYHOTO MU (POBAHMUSL.

12. MAC Ha ocHoBe x3uI-pynkuun, HMAC.

13. DUII: onpenenenue, npeaHa3HauYeHNE, COCTAB.

14. Anroputmel DIIT: RSA, EGSA (Onb INamans), DSA, TOCT.

Tema «Co3nanue ciayqyailHBIX YHCET»

1. JlaGopaTopunasi padora «liccienmoBaHue CBONCTB JIt0OOT0 reHEpaTopa ICEBAOCTYYaHBIX

qHCcen
3anaHue:

PeannzoBats 110601 reHepaTop ncepaocaydyaiiHbix yncen. McenenoBars cBoiicTBa reHepaTopa.
KoHTposbHBIE BOIIPOCHL:

1.

2.
3.
4

1.

TpeboBanust k cmyuyaitneiM ynciam (CY).
Ucrounnku CY.

I'eneparopsl ncepno-CU.
Kpunrorpaduuecku cozgannusie CY.

Tema «IIpoToko/bl ayTeHTHGUKALMI)
Hrorosoe recrupoBanune

[IpuMepHBIE TECTOBBIE BOIIPOCHI:

TB

HB Bonpoc/OTBer

2

1 [[TndpoBanme nepecTaHOBKON 3aKJIIOYAETCS

IlepecTaHOBKE CUMBOJIOB IIM(PYEMOT0 TEKCTA MO ONPeIeIEHHOMY MTPABUITY

3amMeHe CUMBOJIOB HNIM(QPYEMOro TeKCTa CUMBOJIAMHU TOTO YK€ WJIM APYroro ajadasura
CrnoxeHne CMMBOJIOB IIHM(PYEMOro TEKCTa C CUMBOJIAMH HEKOTOPOH ciydaiHOM
110CJIEI0BATENBHOCTH

ITpeoOpa3oBanuu mUpPYEeMOro TeKcTa o HEKOTOPOMY aHAIUTHYECKOMY MPaBUITy

2 [[IndpoBanne 3aMeHON 3aKIIIOYAETCS

IlepectaHOBKE CHMBOJIOB IH(PYEMOT0 TEKCTa MO ONPEAeIEHHOMY IPaBIITY
3aMeHe CHMBOJIOB IU(PYEMOT0 TEKCTa CHMBOJIAMH TOT'O K€ MITH JIPYToro ajagaBuTa
CrnosxeHre CHMBOJIOB IN(PYEMOTro TeKCTa ¢ CHMBOJIAMU HEKOTOPOH CITydaifHON
110CJIe/I0BATEIbHOCTH

[TpeoOpazoBannyu muppyeMoro TeKcTa o HEKOTOPOMY aHATUTHIECKOMY TPaBUITY

3 [ITu¢ppoBanre raMMUPOBaHUEM 3aKJIFOYAETCS

IlepecTaHoBKE CUMBOJIOB IIN(PYEMOr0 TEKCTA 0 ONPEIeIEHHOMY MTPABUITY

3aMeHe CHMBOJIOB IIN(PYEMOro TEKCTa CHMBOJIAMH TOT'0 JK€ WJIU JIPYTroro ajngaBuTa
CrnoxeHne CUMBOJIOB IIM(PYEMOTo TEKCTa C CHMBOJIAMH HEKOTOPOH ClIydaifHOM
110CJIEI0BATENBHOCTH

ITpeoOpa3oBanuu mMUppPyeMOro TeKcTa o HEKOTOPOMY aHATUTHYECKOMY MPaBUITY

4 udpoBanne ananUTHYECKUM NpeoOpa3oBaHUEM 3aKIH0YAETCS B
IlepecTaHOBKE CUMBOJIOB IIH(PYEMOT0 TEKCTA MO ONPeIeIEHHOMY MPaBUITy




B

HB

Bonpoc/OTBer

3amMeHe CUMBOJIOB HIM(PYyEeMOro TEKCTa CUMBOJIAMHU TOTO e WU Apyroro andaBuTa

CrnosxeHue CHMBOJIOB MIU(PYEMOTO TEKCTa ¢ CUMBOJIAMU HEKOTOPOM CITyIaitHON
10CJIEI0BATEIbHOCTH

ITpeoOpazoBanuu muppyeMoro TeKCTa o HEeKOTOPOMY aHATUTHYECKOMY MPaBUITY

Pa3mep 1 0c0OEHHOCTH CTPYKTYPbI TaOIUIIBI SIBIISIFOTCS

CpenctBoM aiisl pa3MellieHus MUQpPyeMoro TeKcra

Kitouom mmmdpa

AnroputMom mudpoBaHus

Marudeckue KBaApPaThl OTHOCATCA K

[udpam raMMupoBaHUs

[u¢pam nepecTaHOBKU

udpam 3ameHbI

udpoBanust aHaTUTHUECKUM ITPeoOpa3oBaHEM

Cucrema mmdposanus Lle3apst oTHOCATCS K

[udpam mpocToit 3aMeHbI

[udpam ci10xHON 3aMeEHBI

[IudpoBanuo TaMMHUPOBAHUS

[[IndpoBanus nepecTaHoBKON

JlocTouHcTBOM cructemsl muppoBanus Llezaps

He MAaCKUPYCTCs 4aCTOTA IMOSBJICHU S 6YKB OTKPBLITOI'O TCKCTA

[TpoctoTa mmdposanus u pacudpoBaHUsI

COXpaHSIeTCH aH(I)aBI/ITHBII;’I MOPAJ0OK B ITOCJIICAOBATCIIbHOCTH 3aMCHAIOINNX 6YKB

Ad¢unnas cucrema noacraHoBok Llesaps sBisiercs

IudpoBanremM METOI0M MEPECTAHOBKHU

[IudpoBaHreM METOIOM 3aMEHBI

[lIndpoBanrnem raMMupoBaHus

10

HIudpyromue Tabauisl Tpucemyca sBISIOTCS

[[TudpoBaHnemM METOOM IPOCTON 3aMEHBI

HIndpoBaHreM METOI0M NEPECTAHOBKH

[[IndpoBanremM METO10M TaMMUPOBAHHUS

[[TndpoBaHremM METOI0M aHAIMTUYECKOTO TPEOOPa30BAHUS

11

burpammuslii mmdp Ineiideiipa sBusercs

[[TudpoBaHmemM METOIOM EPECTAHOBOK

[InudpoBaHreM METOI0M 3aMEHBI

[[TndpoBaHnemM raMMupoBaHuEM

12

KpI/IHTOCI/ITeMa XuIIa SBIsSEeTCS

[[TudpoBaHnemM METOLOM IPOCTON 3aMEHBI

udpoBanreM METOIOM NMEPECTAHOBOK

[ITu¢ppoBanreM METOAOM raMMHPOBAHUEM

udpoBanremM METOI0M aHATTUTHYECKOT0 TPeoOpazoBaHus

13

Iu¢ps! c10KHON 3aMEHBI SIBISIOTCS

OpnoandaBuTHRIMU MHppaMu

MHoroandaBUTHBIMU MIUPpPaMU

[ITu¢ppoBaHreM raMMUpOBaHUEM

14

Cucrema mudponanrem Brknnepa

Cuctema muppoBaHus IPOCTON 3aMEHbI

Cucrema mu@poBaHHEM CII0KHOU 3aMEHBI

Cuctema ogHoan(aBuTHOrO MU(PpPOBaHUS

15

Hudp “nBoiiHoI KBaapaT* YUTCTOHA




B

HB

Bonpoc/OTBer

[udp npocToii 3aMeHBI

OpnnoandaBuTHbIM )P

MHuoroanhaBuTHBIN MUGP

16

OnHopazoBast cuctema mudpoBaHUs

AOCOIIOTHO HAJIeKHA MTPH CITydyaifHOM HaOope KIIrouen

Ilo3Bomser HaaACXKHO H_II/I(i)pOBaTB TEKCTbl C MHOT'MMH MUJIJIMOHAMH CUMBOJIOB

AOCOTIOTHO HaJIe)KHA MPH BEIOOpE KITI0UEH 10 ONpPEeeICHHOMY JITOPUTMA

17

[Iudposanne metogom BepHama siBisiercs

YactHbIM cyuaeM cucteMbl mudposanus [le3aps

YactabiM cimydaem Tabnui Tpucemyca

YacTHBIM ciTydaeM 0JJHOPa30BOil cucTeMoil mudpoBaHus

18

s reHepupoOBaHUs HEMPEACKA3YEMBIX ABOMYHBIX MOCIIEI0BATEILHOCTEN KIIFOUEN
HCIIOJIb3YETCS

['eHepaTopsl IBOMYHBIX NICEBIOCIYYAHBIX ITOCIIEI0BATEILHOCTEN

AJTOpUTMBI JIJIs pacueTra KIo4ei

JlnHHAas KITroueBas 1Mocjae0BaTeIbHOCTh, TPEICTABICHHAS] B KOMIIAKTHOU (popme

19

COBpeMeHHHe CUMMCTPHUYHBIC KPUIITOCUCTCMBI 6a31/1py}0Tc;1 Ha ITPpUHIOUIIaX

PacceuBanus u NEPEeMCIINBaAHHUA

[[IndpoBaHus METOIOM IEPECTAHOBKU

IudpoBanust METOIOM TaMMUPOBAHUS

20

Hudposanus nanaeix DES

HMMeeT TOJNIBKO OAMH KIFOY JUIMHHOUN 56 OUT

HMeeT mocaemoBaTeabHOCTh KITI0UCH

HMeeT HECKOJIBKO KIIFOYEH NIIUHOU 64 OUT KaXK bl

21

Anroputm DES ocymectsisier mudpoBanue

32-0UTOBBIX OJIOKOB TAHHBIX C TIOMOIILI 64-0UTOBOrO KJIFOYA

56-0UTOBBIX OJIOKOB JTAHHBIX C IIOMOIIBI 56-0UTOBOrO KiIroya

64-0UTOBBIX OJIOKOB JJAHHBIX C ITOMOIILI0 64-0UTOBOIO KiIH04a, ¢ 56 3HAYAIUMHU
ouTamMu

22

OnHUM W3 OCHOBHBIX pe&KUMOB paboThl anroputma DES sBisercs

Dnextponnas kojosas kuura ECB (Electronic Code Book)

HIndpoBaHue JaHHBIX CO CKOPOCTHIO 2,4 MOuT/C

[[Indposanme naHHBIX cO cKOpocThio 4,8 MOuT/c

O,ZLHI/IM N3 OCHOBHBIX PCKMMOB pa6OTLI AJITOpUTMa

23

OnHUM W3 OCHOBHBIX pe&KUMOB paboThl anroputma DES sBisercs

Cuemenune 6sokoB mudpa CBC (Cipher Block Chaining)

[[IndpoBanue c 1ENOHUPOBAHKUEM KJTIOUA

HIndpoBanue JaHHBIX cO CKOPOCTHIO 2,4 MOuT/c

Kpunrorpadus — kak MmexaHu3M 3amuThl nHopManuu. bezonacHocTs nHMOpMAIIUY | 3alUTa
nHopmarnuu. OCHOBHBIE HapymieHus 6e3onacHocTH. [lomuTrka 6€30macHOCTH. Y I3BUMOCTb,
aTtaka, puck. Knaccuduxarms cereBbix aTak. Buabl akTHBHBIX atak. MeXaHU3MBI U CEPBHUCHI

IlepeyeHb BOPOCOB K 3K3aMeHY

0€30I1aCHOCTH.

Omnpenenenus mmdpa, kaoda mudposanus. Ilonarue kpunroananuza. OCHOBHBIE THIIBI
KPUINTOAHAJTUTUYECKOTO BCKPBITUSA. KaTeropum BCKPBITHS KPUNITOAITOPUTMOB. be3ycinoBHas
U BBIYMCIUTENbHAS KPUIITOCTOUKOCTh. OCHOBHBIE TpeOOBaHMS K MM (paM It KPUIITO3AIIUTHI

nHpopmanuu. OCHOBHBIE TUIIBI IIU(POB.
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10.

11.

12.

13.

14.
15.
16.
17.

18.

19.

20.

21.

22.

23.

24,

25.
26.
27.

28.
29.
30.

31

[u¢psl nepecTaHOBKH: CKHUTaNa, TaOIWYHOE MIU(pPOBaHHE, [BOHHAs MEPEeCTaHOBKA,
Maru4yeckue KBaJaparhl.

HIudper nmpocToii 3aMeHbl: MonuOMaHCKUI KBaapar, cuctema Llesaps, ad¢dunHas cucrema
Ie3aps, cucrema lle3aps ¢ kiaroueBbIM CiI0BOM, Tabiuuibl Tpucemyca, OUurpaMMHbli mugp
[Tneiideiipa.

Kpunrocucrema Xumna.

Cucrtema oMOOHOB.

[udpser cnoxuoit 3amensl: mudpp I'poHchenpaa, cucrema BuxuHepa, TBOWHOW KBaapar
Yurcrona, merox BepHama. POTopHbBIE MallIMHBL.

OnHopa3zoBas cuctema mudpoBaHus.

Mertox raMMHUpOBaHUA.

Heo0xoanuMele 1 10CTaTOYHBIE YCIOBUS HEICMN(PYEMOCTH CUCTEM IIU(PPOBaHMS, MOHIATUSA
migdy3un u xkoHpy3uu. JomonHuTensHbIe TPeOOBAHUS K aNropuTMaM MMUGPOBAHUS TpPU
ucnons3zoBanuu JOBT.

®opmanbabie Mozaenu mH@poB. Croiikocts mmppoB. CopepmeHHble muppel. Teopema
Hlennona. [IpakTuyeckas cToikocTs mudpa.

Cerp OeiicTens: apXUTEKTypa CETH, CETh C HECKOJIBKMMH payHIaMH, pa3daiaHCHpOBaHHAS
CeTb, T€TEPOTreHHbIC U TOMOTCHHBIE CETH.

Anroputm DES: mnpunmuner paspabotkm, oO0mas cxema, HadaJbHas IEPECTaHOBKA,
npeoOpa3oBaHusl OTIEIBFHOTO payHJa, CO3JaHHE IMOJAKIIYEH, Aemu(poBaHue, MPOOIEMBI
DES, nenocrarku npoitHoro DES (araka «BcTpeua mocepenuney), TpoitHoir DES ¢ nByms
KJII0YaMH, CJIa0ble KITFOYH.

Anroputm ['OCT Marma: o6mias cxema, GpyHkuus F, reHeparus Kirodei.

Anroputm 'OCT Ky3neunk

OcHosuble pexumsbl mudpoBanus ['OCT 34.12— 2015.

Bripaborka umuroBctaBku B 'OCT 34.12— 2015. OcHoBHble paznuuus Mexay [OCT 34.12—
2015 u DES.

AnroputMm AES Rijndael: uncnonb3zyemble MaTeMaTHuyecKue NOHITHSL, KpUTEPUU pa3pabOTKH,
MIOHATHUE CJI0s1, TIOHATHE COCTOSHUS, KIII0Y MHM(POBAHUS, YUCIO PAYHIIOB, CO3/aHUE KITOUEH
payHaa, pacivpenue kioda. [Ipenmyiectsa anropurma.

[Ipeobpa3zoBanus paynna B anroputme Rijndael (ByteSub, ShiftRow, MixColumn, crnoxenue
C KJIFOUYOM payH/ia), IpeABapUTeIbHOE 3a0€IMBaHNE C UCIOIb30BaHUEM KITIOYA.

PexiMBbI BBITIOJHEHUST AITOPUTMOB cuMMeTpuuHoro mudposanus (ECB, CBC, CFB, OFB).
PacnipocTpanenue ommooK.

OO6wenunenue OnouHbIX mHUdpoB. J[BoiiHOE U TpoiliHOoe mudpoBaHue (C 2 KI04YaMu, ¢ 3
KJIIOYaMH, C MUHUMAJIbHBIM KJIO4oM). Pexumbl TpoitHoro mmudpoBanus. OtOenuBaHUe.
MHorokpaTHoe Mocie/10BaTeIbHOe UCII0Ib30BaHUE OJIOYHBIX aITOPUTMOB.

Anroputmsl pacnpenenenus kioue. [lonsatue macrep-kintoda. AIroput™M oOMeHa KIH04OM
Huddu-Xenamana.

OcHoBHbIE TpeOOBaHUSI K aJITOPUTMaM aCUMMETPUYHOTO MHdpoBaHus. OCHOBHBIE CIIOCOOBI
MCIOJIb30BAaHUS AITOPUTMOB C OTKPBITBIM KiII0uoM. KpunToaHanu3s aaropuTMoB ¢ OTKPHITHIM
KITFOUOM.

Anroputm RSA: OIHCaHue IrOpUTMa, BBIYUCIIUTENIbHBIE aCIIeKThI
g poBanus/paciinpoBaHus U CO3JaHM KITIOUEH, KPUIITOAHAIN3 aJITOPUTMA.

Cxema mmmdpoanus b [Namans.

Kom6unupoBaHHbIi MeTO IN(POBAHMUSL.

X»31I-(pyHKIIMN: OCHOBHBIE TPEOOBAaHUS, POCTHIE XAI-(PYHKIIUH, TAPAJIOKC «ITHEH POKIACHUS .
Hcnonb3oBanue nenoyky 3amudpoBaHHbIX 0JI0KOB, X31I-pyHkuus Pabuna.
Xom-¢pyHuusMDS: noruka Beimonnerus. Otnuuuns ot Xam-¢pyakuun MDA4.
Xomr-¢pyanusaSHA-1: noruka BemosiHerus. Cpaaenune MDS u SHA-1.
Xom-¢pyHuusaSHA-2: noruka BeITOJTHEHUS.

. Xom-¢pyukius I'OCT 34.11: noruka BeIMOIHEHU. AIrOpuT™M 00pabOTKH OJJHOTO OJI0Ka.



32. Tpebosanus kK MAC.
33. MAC Ha 0CHOBE alIrOpuTMa CHMMETPHUYHOTO MHU(PPOBaHUS.
34. MAC na ocnose x>u-pynkiun, HMAC.

35. DUII: onpenenenue, npeaHa3HauYeHUEe, COCTAB.
36. Anropurmsl DLIT: RSA, EGSA (O INamans), DSA, TOCT P 34.10.
37. TpeboBanus k ciydaitaeiM unciam (CY). Ucrounnku CY. I'enepaTopsl nceBgo-CU.
38. Kpunrorpaduuecku cozgannsie CY.

Taﬁ.lmua 9 — HpI/IMepLI OLHCHOYHBIX CPEACTB C KJIIYaMU IIPAaBUJIBHbLIX OTBETOB

Ne
/1

Tun 3amanus

DOopMyIHPOBKA 3aJaAHUS

IIpaBunbHBIM
OTBET

Bpems
BEITIOJTHEHHS
(B MHHYTaX)

becCHOHAILHOM NeSTeILHOCTH

OIIK-9. CrrocoOeH mpUMEHSTh CpeICTBA KPUTITOTPaPHICCKON M TEXHUICCKOM 3aIIUTH HHGOPMAIIHH TS
penieHus 3a7a4 mpog

1.

3aganue
3aKpBITOr0
THIIA

Kakoit mm¢p He ocHOBaH Ha mmdpe 2 5
ezaps?
1. Adwunssri mmdp
2. burpammusnii mudp lnetidepa
3. Iudpa Buxunepa
4. Hludp 'porcdenpaa
Kakoit mmdp ocHoBan Ha mmudpe 1 5
He3aps
1. Hludp ['porcdennna
2. RSA
3. Maruyeckuii kBajpaT
4. Ksagpart [lommbus
Kaxas cucrema muQpoBaHU 4 5
SBIIAETCS Hambojee CTOMKOM Ko
B3JIOMY?
1. AES
2. TOCT P 34.12-2015
3. T'OCT 28147-89
4. OnHOpa30BbIH OJOKHOT
Moxer 1M B  KpUOTOCHCTEME 3 5
«Marnyeckuit KBaJpaT» st
muppoBaHUSL WCTIOJIHh30BATHCA
Tabnuia, TUTS KOTOpOH HE
BBITIOTTHSFOTCS TpeOOBaHUS o
PaBEHCTBY CyMM B
cTonoIax/crpokax?
1. JIoJKHO BBITIONHATBCS XOTS OBl
OJTHO YCJIOBHE
2. JloikHBI ~ BBIIOJHATBCA  00a
yCIIOBUS
3. VYcioBue paBeHCTBA CyMM B
CTPOKaxX/CTONIOIaX MOXET U He
BBITTOJIHSTHCS.
B ocHOBY KakmxX  ajlropuTMOB 1,2 5

mudpoBanus nerna cets Oeticrensa?
1. DES
I'OCT 28147-89

2.
3. AES
4. TOCT P 34.12-2015




Tun 3amanus

DopMyIHPOBKA 3aJaAHUS

[IpaBubHBIIM
OTBET

Bpems
BBITIOJTHEHHS
(B MUHYTaX)

6. 3amanue
OTKPBITOTO
THUIIA

10.

CooOmieHne  ObUTO  3amMcaHO B
tabmuny (5 crpok 7 cTonluoB) mo
CTONOIAM, a CYHTAHO IO CTPOKAaM.
3ammdpoBaHHOE cooO0IeHne
BBITJISIIAT CIICAYIOLIMM 00pa3oM:
THIIBE TJIEAP AJIOHP TUWELB
OMOBT MITYUP bICOOb
Kakoe cooO0IeHne OBLIO
3amugpoBaHo?

TEPMUHATOP
[IPUBBLIBAET
CEJIbMOT'O B
[TOJTHOYD

5

udp TabnuyHO# MEepecTaHOBKH.
Koy — INEJIMKAH

Coobmenne 3aIUCHIBAJIOCH o
cTONOLAaM, a CYUTHIBATIOCH IIOCTPOYHO
udporekcr - T'HBEIlI JITOOA
JPHEB TEBMO PIIOTM BYMOP
CObIbA

Pacumpyiire.

I'HBEII JITOOA JIPHEB
TEBUO PIIOTM BYMOP
CObIbI

C HCIOJB30BAHUEM  MarMyecKoro
KBajipaTa OBLIO 3aIIM(PpPOBAHO HEKOE
COOO0IIIEHHE. Coo0uieHue
CUHUTBIBATIOCH TIOCTPOYHO

16 | 3 | 2 | 13
5 (10|11 &
9 |6 | 7|12
4 1514 1
Mudpoteker - OUPM EOCIO BTAb

JIIOI1
Pacmmudpyiire.

I[MPUJIETAIO
BOCBMOI'O

Coobmenne Obuio  3ammpoBaHO
mdpom Lezaps. Koy — 2. Andasut
— pycckuii, 33 OyKBbI

[udporexct — CPHMPJIPEXIII
Pacumpyiite

ITOJIKOBOAEL

Samuppyiite coO00IIeHHE c
WCTIONBb30BaHueM KBajpara [Tonmubusi.
Tabmuna — 4 cTpoku, 8 cTONOIOB
Kurou — banaepois

Andasur — pycckuii, 6e3 Oyksbl E
OTKpBITHIN TEKCT -
BBUIETAEMITATOTIO.
Mudpoteker - ?

IJIK3bIB3YLLJIBIMCH

[TonHBIN KOMIUIEKT OIEHOYHBIX MAaTepUANIOB MO AUCHUIUIMHE (MOAYN0) ((hOHI OIEHOYHBIX
CPEACTB) XpaHMTCS B JJIEKTPOHHOM BHJE Ha Kadenpe, yTBEep)KIarolied padodyio Mporpammy
JTUCHUIUTMHBL (MOJyJs1), ¥ B LleHTpe MOHUTOpPHHTa U ayAuTa KayecTBa 00yUeHUsI.



7.4. MeToanueckue MaTepuaJbl, ONpeae/silolue nNpouexypbl OeHUBAHUS Pe3yJIbTATOB
00y4eHMsI M0 U CHUILINHE (MOYJII0)

Bamnbl, momydyeHHbIE B TEUEHUE CEMECTPa, CYMMHUPYIOTCS ¢ OamjiaMH, MOJy4YeHHBIMH Ha
sKk3aMeHe. Mcxoas u3 nony4yuBIerocs pe3ynbTaTa BRICTABIISIETCS UTOTOBAs OLICHKA.

Tabauna 10 — TexHoJsiornyeckasi KapTa peMTHHIOBBIX 0AJJ10B 110 AMCHMILIMHE (MOYJ/II0) B
KaXKJI0M ceMecTpe

KonuuectBo MakcumanbHoe Cpox
Ne Kontponupyemsie .
w MepONpHATHS MEPOTPHUATHIA KOJIMYECTBO peICTaBIe
/ 6anel OasoB HUS
OcHoBHoI1 0J10K
1. | Buinoaunenue nabopamoproti pabomol 9/4 36 ITo
2. | Boinonnenue kKoumpoabHoU pabomol 2/1 2 pacnucaHu
3. | Tecm 2/1 2 10
Bcero 40 -
Baok 6onycoB
4. | Hocewenue 3anamuil 6e3 nponyckos 1 3
5. | Ceoespemennoe gulnonneHue 6cex 1 3
3a0aHUll
6. Axmuenocmo cmydeHma Ha 3anamuu 1 4
Bcero 10 -
JlomoiHUTEIbHBII 0JI0K
7. ‘ IK3amen ‘ 50
Bcero 50 -
UTOro 100 -

Ta6anna 11 — Cucrema mrpagos (118 0OAHOT0 3aHATHA)

ITokazarens bann
Onoszoanue na 3anamue -1
Hapywenue yuebnoti oucyuniunwl -1
Hecomosnocms k 3ansmuio -2
IIponyck 3anamus 6e3 yeaxcumenbHO NPUYUHDBL -2

Tadauua 12 — [llkana nepeBoga pedTHHIOBBIX 0AJ1JI0B B HTOTOBYIO OLIEHKY 32 CeMeCTp
10 AUCHUIIMHE (MOAYJII0)

Cymma 6aminoB Omnenka no 4-0annpHOM 1IKase
90-100 5 (OTIUYHO)
85-89
75-84 4 (xopor1io)
70-74
65-69 3 (Y1OBJIETBOPUTEIHHO)
60-64
Huxe 60 2 (Hey1OBJIETBOPUTEIILHO)

HpI/I pcam3aniui AUCHUIIIIAHBI (MOILYJ'ISI) B 3aBUCUMOCTH OT YpPOBHA IMOATOTOBJICHHOCTHU
06y11a10u11/1xc;1 MOTYT OBITh UCIIOJIb30BAaHBI HHBIC (bOpMLI, MCTOAbI KOHTPOJIAA U OLICHOYHBIC CPCACTBA,
nucxonsa n3 KOHKpCTHOﬁ CUTyalluu.



8. YYHEBHO-METOAUYECKOE U UTHOOPMAIIMOHHOE OBECIIEYEHUE
JUCHUIIVIMHBI (MO Y JIS)

8.1. OcHoBHas JuTEpaTypa
1. Kpunrorpadudecknue MeTOIbI 3alIUTHI HH(pOpMauu: YuebHoe nmocodue asst By30B / Psa6ko
b.A., ®uonoB A.H. - 2-e uznanme, crepeorun. - M. : T'opsvas nunaust - Tenexom, 2012. - URL:
http://www.studentlibrary.ru/book/ISBN9785991202862.html (OBC «KoHCY/IbTaHT CTYICHTAY).
2. Kpunrorpadudecknue MeTo sl 3anuThl nHGopManuu / ABepueHkoB B.U. - M. : ®JIMHTA,
2017. - URL: http://www.studentlibrary.ru/book/ISBN9785976529472.html (3bC «KoncynbTaHt

CTYJICHTa»).
3. Kpunrorpadus u 6ezonacHocts B Texnosnoruu .NET / I1. Topcreitacon, I'. A. 'anemr ; mep.
¢ aurir. - 3-¢ wm3a. (dm). - M. : BHUHOM, 2015. - (IIporpammucry). - URL:

http://www.studentlibrary.ru/book/ISBN9785996329526.htm| (OBC «KoHCY/IbTaHT CTyICHTaY).

4. Kpunrorpaduueckue Metoapl 3auuThl nHGopMmaruu. [Iudper: yaebnoe nocodbue / Kotos
I0.A. - HoBocubupck : W3n-Bo HI'TY, 2016. - URL:
http://www.studentlibrary.ru/book/ISBN9785778229594.html (9BC «KoHCynbTaHT CTyIEeHTa»).

5. OcHOBBI coBpeMeHHOH Kpunrorpaduu u creranorpaduu / Psoko b.51., ®uonos A.H. - 2-¢
U3 - M. : [Nopstuas JINHUS - Tenexom, 2013 - URL:
http://www.studentlibrary.ru/book/ISBN9785991203500.html (9BC «KoHCynbTaHT CTyIeHTaY).

6. Cucremsl 6s10unoro mudposanus: yuaed. mocodbue no kypcy "Kpunrorpadudeckue MeTo bl
3amuThl HHPopMmaruu" / A. E. )Kykos. - M. : I3garensctBo MI'TY um. H. D. baymana, 2013." - URL:
http://www.studentlibrary.ru/book/ISBN9785703837535.html (9BC «KoHCynbTaHT CTyneHTay).

8.2. JlonosinuTeIbHAS JIMTEPATypa
1. IIpakTnueckas Kkpunrorpadus: alrTOPUTMBI U UX ITporpaMmupoBanue / ArpanoBckuil A.B.,
Xanu P.A. - M. : COJIOH-ITPECC, 2009. - URL:
http://www.studentlibrary.ru/book/ISBN5980030026.htm| (9BC «KoHcynbTaHT CTyIeHTa).
2. KommbrorepHas 6e3omacHocTh. Kpunrorpapuueckne metozs! 3ammthl / [lerpoB A A. - M.
: AMK Ilpecc, 2008. - URL: http://www.studentlibrary.ru/book/ISBN5898180648.html (3bC
«KoHCYyNbTaHT CTYyICHTAY).

8.3. UnTepHeT-pecypchl, HE0OX0AMMbIE JIS OCBOCHHS JUCHUIIIMHBI (MOXYJIA)

1. diieKTpoHHO-OnOnoTreynass  cucrema (OBC) OO0  «Iloaurexpecype»
«Koncynbrant crymenta». MHoronpoduibHbelii  oOpa3zoBaTenbHbl  pecypc  «KOHCynbTaHT
CTYIEHTa» SBIJISIETCS 3JEKTPOHHON OMOIMOTEYHONW CHCTEMOM, IPEIOCTaBISAIONIEH TOCTYN Yepe3 CeTh
WuTepHeTr k yueOHOM TuTepaType U JOMOJHUTEIbHBIM MaTepHaiaM, IPHOOPEeTeHHBIM Ha OCHOBAaHUU
MpsIMBIX JIOTOBOPOB ¢ MpaBooOnanarensmu. Karangor B HacTosiee BpeMs colepkuT okoio 15000
HauMeHoBaHM. Www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI MOAYJIA)

VYuebuble ayautopuu, Oubmmoreku Al'Y, KOMIBIOTEpHBIE KJIacChl, MYJIbTUMEIUIHBIE
ayJTUTOPHUH.

Pabovas nmporpaMma AUCHUIUIMHBI (MOYIIS ) TPH HEOOXOAMMOCTH MOXKET ObITh aAaNTHPOBaHA
st 00yueHHs (B TOM YHCIIE C IPUMEHEHUEM TUCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHIN) JIHII C
OTPaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0pOBbSl, MHBaIWAOB. /[lng »sToro Tpebyercst 3asBieHHE
o0yJaroImuxcs, SABISIOMIUXCS JIMIAMH C OIPAaHMYEHHBIMH BO3MOXHOCTSIMH 370POBBS, HHBAJIUIaMHU,
WJIY UX 3aKOHHBIX IIPEICTABUTENIEH U PEKOMEHIALIMY IICUXO0JIOT0-MEUKO-TIEAArOrM4e€CKOM KOMUCCHH.
JUisi MHBANUJOB cojepikaHue pabodel MporpamMmbl AUCHUIUIMHBL (MOJYJS) MOXKET ONpPEAesAThCS
TaK)X€ B COOTBETCTBUH C UHIUBUAYAIbHON IpOrpaMMoil peabunuTaiui MHBanuaa (Ipyu HaJIU4un).
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http://www.studentlibrary.ru/book/ISBN9785996329526.html
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