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1. IEJIN ¥ 3AJJAYM OCBOEHUS JUCHUILINHBI (MOY.JIS)

1.1. Henn ocBoeHMs AMCHMILUIMHBI «be30IaCHOCTh KOMIBIOTEPHBIX CETEH»: TeopeTHYecKas U
NpaKTUYecKas MOArOTOBICHHOCTh OakanaBpa K OpraHU3alliK U MPOBEJICHUI0 MEPOIPUSATHI 110
3alMTe MHQPOPMALMU B BBIUUCIUTENBHBIX CETAX NPEANPUATUH, H3y4eHHE CTYyJCHTaMHU
IPOTPAMMHBIX CPEJICTB 3AIIUTHI KOH(PHICHIIMATHHON HH()OPMAITUH B BEIYMCIUTEIBHBIX CETSX.

1.2.3a1a4u ocBOEHUS TUCHUILUIUHBI (MOYJIA):

— OmpeleneHre MeCTa CHCTEMBbI 3alUThl HHPOPMALUK B KOPHOPATUBHOW HMH(OPMAIIMOHHON
CUCTEME;

— ompeleneHHe M KIACCU(pHUKAIMSI METONOB 3allUThl HMHGOpMAIMM B pPacHpeieIeHHON
BBIYMCIIUTEIILHON CETHU IPEIIIPUATHS,

— PpacKpbITHE NPUHIMIIOB, METOI0OB U TEXHOJIOTMHU 3alUThl HH(OpPMAILMKU B KOPIIOPATUBHOMN
BBIYHCIIMTEIILHON CETH,

— U3Yy4YEHHUE HaYYHBIX, IPUKJIAJIHBIX 1 METOJOJIOIMYECKUX ACIIEKTOB OPraHU3allii TEXHOJIOIMH
3alIUThl U 00PaOOTKU KOH(UICHIIUAIBHBIX TaHHbIX;

— W3y4YCHHE HAYYHBIX M MPUKJIAIHBIX aCIIEKTOB OPraHU3alWU 3alUIIEHHON HHPPACTPYKTYPHI
KOPIOpPaTUBHON MH(POPMAILIMOHHOMN CHCTEMBI;

— 3aKpeIUICHHE MOJIyYEHHBIX 3HAaHUH C LIEJIbIO UX IPUMEHEHUS Ha IPAKTUKE I10CJIE OKOHYAHUS
yueOBl.

2. MECTO JUCIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. YyeOoHasi qucuuniuHa «be30macHOCTh KOMIBIOTEPHBIX CETEH» OTHOCHTCS K BapHaTHBHOU
yacTh (DNEKTUBHbIE TUCIHUIUIMHBI) y4eOHOro TuiaHa HampasieHuss mnoarotoBku 10.03.01
«uadopmanronHas 6e301macHOCTbY, Tpoduits «Opranu3anys 1 TEXHOIOTHSI 3aTUTHI HHPOPMAITUI)
2023 ronma Habopa, W3y4aeTcsi B BOCBMOM CEMECTPE YeTBEPTOro Kypca, OOyueHHe JUIUTCS OIHMH
cemecTp.

2.2, Jloia u3y4yeHus JaAHHOM Y4eOHOM TUCHMILIMHBI (MOAYJIA) HEOOXOAUMBI CJIeAYIOLINEe 3HAHUS,
YMEHHUS ¥ HABBIKH, (pOpMHPYyeMBbIe NPeIIecTBYIOMMMHU YYeOHBIMUA THCHUIIINHAMU

— Hudopmartuka;

— beszonacHocTh MH(OPMAIIMOHHBIX TEXHOJIOTHH U CUCTEM;

— Texanueckas 3amuTa THPOPMALIUH.

— Oprasu3zaiMoHHOE U NpaBoBoe o0ecrieyeHre HHPOPMALIMOHHON 6€30MMacHOCTH.

3HaHUS: OCHOBHBIX MOHATHI MH(OPMATHKH, OCHOBHBIX CETEBBIX NPOTOKOJIOB M OCHOBHBIX
IPUHIIUIIOB TOCTPOEHMS JIOKAJIbHBIX U paclpeeIeHHbIX KOPIOPATUBHBIX BBIUMCIUTEIbHBIX CETEH;
OCHOBHBIX MMOHATUH M ompejaereHUid B oOsacTH HH(GOPMAIMOHHON O€30MacHOCTH M 3alllUThI
uH(pOpMaLIUH.

YMeHus: ucnosp30BaTh IPOrpaMMHBIE U allllapaTHBIE CPEJICTBA IEPCOHAIBHOIO KOMIIBIOTEDA,
KJIaCCU(UIIMPOBATh BO3MOXKHBIE YIrpo3bl HMH(DOpPMAMOHHOM 0€30ImacHOCTH, MOJIb30BAThHCS
HOPMAaTHUBHBIMU JOKYMEHTaMH I10 3aLIUTe HHPOPMALIUH.

HaBbiku: noucka uapopmanuu B riaodanbHoN nHGopMannoHHoW cetu MHTepHET 1 paboThl ©
O0(pHCHBIMU MPUIIOKEHUAMH (TEKCTOBBIMHU MPOIIECCOPAMH, SIEKTPOHHBIMU TaOJIUIIAMHU, CPEACTBAMHU
MOJrOTOBKHM TMPE3eHTAMOHHBIX MaTepuanoB, CYB/] u T.n.); MpOeKTHpOBaHHsS JIOKAIbHBIX H
pacnpeeeHHbIX KOPIIOPATUBHBIX BBIYMCIUTENBHBIX CETEN; METOJUKON U TEXHUKOW COCTABIICHUS
Pa3IMYHBIX YIPaBICHUYECKUX U IOKYMEHTOB YUPEKICHHUM, OpraHu3afil U mpearnpusTHii

2.3. llocaeaywonme y4eOHble JUCHUIIMHBI (MOAYJIHM) U (MJIM) NPAKTHKH, AJ KOTOPbBIX
He00X0AMMBbI 3HAHMS, YMEHHUSl, HABBIKH, (pOpMHUpPYyeMble NAHHOH Y4YeOHOW IMCUHUILIMHON



(MmoxyJsiem):

JucuunnmHa «be30nacHOCTh KOMIBIOTEPHBIX CETEH» MOMOKET CTYAEHTAM IIPU pealn3aluu
3a[a4 IPeAUTIUIOMHON MPaKTHKU U HAITMCAaHUH OaKalaBpCKON pabOTHI.

3. IJIAHUPYEMBIE PE3YJIbTATbHI OBYUYEHUS 11O JUCHUIIJIUHE (MOAYJIIO)

IIporiecc ocBoeHMs AUCLUIIMHBI HAIIPaBJIeH Ha (POPMUPOBAHUE IJIEMEHTOB CIIEIYIOLINX
xomneteHui B coorserctBuu ¢ ®I'OC BO u OITOIT BO no naHHOMY HanpaBieHHIO OATOTOBKU

(cTIeManbHOCTH):

[Ipodeccuonanpubix (I1K):

[1K-1. CnocoGeH BBIIOIHATH PabOTHI IO YCTAaHOBKE, HACTPOUKE M OOCITYKUBAHHUIO MPOTPAMMHBIX,

pOTpaMMHO-aNNapaTHBIX (B TOM YHCIE KPUNTOrpahUYecKUX) M TEXHUYECKUX CPEACTB 3alUTHI

I/IH(l)OpMaHI/II/I B ITPOLECCE DKCIITyaTallu aBTOMAaTU3HUPOBAHHBIX CUCTEM

[TK-4. CiocoGeH aIMUHUCTPUPOBATH CPEJCTBA 3AIIUTHI HH()OPMAILIUY B KOMITBIOTEPHBIX CHCTEMaXx U

CCTAX

Ta6auna 1 — JlekoMno3uiusi pe3yJibTaToB 00y4eHH

OCHOBHBIE
KpunTorpaduueckue
METO/IbI, ITOPUTMBI,
MIPOTOKOJTEI,
UCTIOJIb3yeMble /IS
o0ecIieyeHns 3alUuThI
uHpopMaluu B

Koa n Il1anupyemble pe3yabTaThl 00y4YeHHUs MO TUCHUIJINHE (MOTYTI0)
HAWMEHOBaHUE 3unars (1) Ymets (2) Baaners (3)
KOMIIETEHIIH U
IIK-1. Cnocoben I1K-1.1. 3nars: IIK-1.2. Ymers: IIK-1.3. Brnaners:
BBITIOJIHATH PAOOTHI HOPMaTUBHBIC OIPENCIIATD METOJMKON  OILICHKH
10 YCTAHOBKE, MIPaBOBBIC AKTHI B HMCTOYHHKHU U [0/ CTBHYIA
. 00J1aCTH 3aIIUTHI TIPUYUHBI
HACTpOMKe U BBISIBJICHHBIX
5 uHpopManuu, BO3HHKHOBCHUS
00CTYKUBAHUIO OpTraHU3aI[IOHHEIC HHIIUJICHTOB, MHIHCHTOB "
HPOrpaMMHBIX, MEPBI 110 3aIUTE YCTpaHATh OOHApPYKCHHsI
MIPOrpaMMHO- uH(pOpMaInHy, HaPYIICHUS TPaBUIT HapyIICHUS TPaBUII
anmnapaTHBIX (B TOM POrpaMMHO- pasrpaHuyYeHHs pa3rpaHudYeHHUS
qHcIe anmaparHele cpesicTBa | focTyma, IIpuMeHsTs | nocryma
KpUITOrpabuHecKx) obecrieueHus 3aIuThI MPOrpaMMHBIE
uH(popManun cpencTsa
1 TEXHUYECKUX
ABTOMATU3UPOBAHHBIX | O0ecreueHus
CPC/ICTB 3AIHTDI CHCTEM, METOIbI 6e30IMaCHOCTH
uH(popMaluy B KOHTPOJIA JaHHBIX,
rporecce 3¢ (HEeKTUBHOCTH OCYILIECTBIIATh
AKCIUTyaTaluu 3aIUThl HH(OPMAIIUN KOHTPOJIb
ABTOMATH3MpOBaHHbIX | OT YTCUKH IO obecrieueHns ypOBHS
TEXHUYCCKUM KaHajaam HIIEHHOCTH B
cHCTeM e ec aHajgaMm, | 3alMIIEHHOC

aBTOMAaTU3MPOBaHHBI
X CHCTEMax,
HCII0JIb30BaTh
KpunTorpaduueckue
METO/Ibl U CPEJICTBA
3aIuThl HH(GOpMaLUu
B

ABTOMATH3UPOBAHHBIX ABTOMATHU3UPOBAHHBI
cHCTEMAX X CHCTEMax

I1IK-4. Cnocoben I1K-4.1. 3uate: | [1K-4.2. YMeTh: T1K-4.3. BnageTs:

aIMUHHCTPUPOBATh HCTOYHUKHU yrpo3 | aHATM3HPOBATh HaBBIKAMH
nH(OPMaIMOHHON yrpo3bl OE30MACHOCTH | YIIPaBICHUS




CpeJICTBA 3aIIUThHI Oe3omacHoCTH B | nuH(opmanuu B cpencTBamMu

MHPOPMALIHH B KOMITBIOTEPHBIX CETSIX U | KOMITBIOTEPHBIX MEKCETEBOTO
KOMITBIOTEPHBIX MepBbl o UX | CHCTEMax U CeTsIX; 9KPaHUPOBAHUS B
CHCTEMAX M COTSIX Ipe0TBPALIECHUIO; HACTPAHBATh NPABHIIA | KOMIIBIOTEPHBIX
NPUHIINTIBI 00pabOTKM NAKETOB B | CETAX METOIUKOU
(bYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX OLICHKH
INPOTPaMMHBIX CPEJICTB | CETSIX; HACTPAUBATh ONITHMAJIbHOCTH
Kpunrorpaduueckon MOJINTUKU BBIOOpA
3amuThl MH(pOpManuy; | 6€30MacHOCTH POrpPaMMHO-
BUJIBI MOJIUTHK | ONIEPAIIHOHHBIX anrmapaTHbIX CPECTB
YIIPaBJICHUSI JIOCTYIIOM | CHCTEM, OILICHUBATh 3aIIUTHI
U HMHOOPMAIIMOHHBIMH | YTPO3bl 6€301aCHOCTH | MH(OPMAITUK U X
HOTOKaMH B | nH(OpMaLuK B PEKIMOB
KOMITBIOTEPHBIX CETAX; | KOMITBIOTEPHBIX (GYHKIMOHUPOBAHUS
TpeOOBaHMUs 110 COCTAaBY | CUCTEMax M CETAX, B OIIEPAIIMOHHBIX
u XapaKTepUCTHKAM | IPOTHUBOJCHCTBOBATh | CUCTEMaX
HOJICUCTEM 3aIIUTHI | YTpO3aM
uH(popMauu 0e301macHOCTH
PUMEHHUTEIHHO K | nHbOpMALHH C
OTIePAIIMOHHBIM UCIIOJIb30BaHUEM

CUCTEMaM; IPHUHLMUIIBI | BCTPOCHHBIX CPECTB
paboThl M  MpaBWiIa | 3aIIUTHI HHPOPMALUU
DKCILTyaTaluu OIEepalMOHHBIX
IPOrpaMMHO- CHCTEM, HaCTpauBaTh
anmnapaTtHbIX  CPEACTB | aHTUBUPYCHbIE
3alUThl HHQOPMALIUK | CPEJICTBA 3ALUThHI
uH(popMaluu B
OIEpalMOHHBIX
cucTemMax

4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI (MOAYJIS)

OO0beM AUCHUIUIMHBI (MOTYJIs) B 3a4ETHBIX €JMHULIAX 2 3a4eTHbIe eAuHMIbI. Beero 72 yaca:
45 4YacoB BBIJICJICHO Ha KOHTAKTHYIO pa0OTy OOyYaromMXCs C TpernojaBaresnieM (Jekinuu — 18,
nabopaTopHble paboThl — 27), 27 4acoB — Ha CaMOCTOSTEIbHYIO pab0oTy 00yJaroIuXCs:

Tabauna 2 — CTpyKTypa M cofepKaHue I CUHUILIMHBI (MOLYJI51)

KonTakTtHas DOpMBI TEKYILETO
Camocros p ym
© pabora KOHTPOJIS
o, T. paboTa
5 (B yacax) yCIIEBaEMOCTH (1O
o @] a
No 5 2 Heoensm
| Hanmenosanwue pazena (tempr) | S| © cemecmpa)
n/n ol 2 dopma
Cl 8| |m|aP|KP| CP pra
= MIPOMEKYTOUHOU
T aTTeCTaIuu (1o
cemecmpam)
1 Tema 1. IIpaBoBbie TpeGoBanus | 6 | 1-2 | 2 3 3 Bxonnoe
K UH(POPMAITMOHHOM TECTUPOBAaHUE
0€30MaCHOCTH  TNPEeIIpUSATHS. Ortuer o
Amnamus CYIIECTBYOIINX 1abopaTopHOit

MOJIUTUK M Mep 0€30MacHOCTH. pabote Nel




[Toctpoenue MOJIEITH
HApYIIUTENA U aHAIA3 YIpo3 U

Onpoc Ha 3aueTe

PHUCKOB TUISE
aIMUHUCTPUPOBAHUS nT-

UH(PaACTPYKTYpPHI

TIPEAPUSATHS

Tema 2. IIpoekTupoBaHue 3-4 KoHnTtposbHas
0€e301macHOTO yIpaBICHUS pabora Nel
cetbto. OOmIME YSA3BUMOCTH B JlaGoparopHas
YIPABICHUHU CETBhIO. ['paHuLbI pabota Ne2
6esomacHoctd. CHUXKEHHE K HpomesxyTrounoe
MHUHUMYMY BO3MOKHOCTH TECTHPOBAaHUC
aTaku. AJMUHUCTPUPOBAHUE Omnpoc Ha 3a4ere
II0JIb30BaTENEeH 51

KoMImbloTepoB.  Omnpenenenue

YPOBHS  aIMAHUCTPATUBHBIX

nosnHomounii. [InanupoBanue u

peanuzanus CTpaTeruu

pasrpaHdyeHusl JOCTyna H

ayTeHTU(UKAINN

Tema 3. IIpoektupoBanue 5-6 Otuer no
MPOBEPKHA  TMOJJIUHHOCTH B nabopaTopHO
rereporeHHoil cetu. llonsarue pabote No2
Kerberos. [TpoBepka KoHnTponsHas
HOUIMHHOCTH C paborta Ne2
HCIIO0JIb30BaHUEM Kerberos. Ormpoc Ha 3auere
[Tonyuenue CEaHCOBBIX

OUIIeTOB. CepTudukarsl.

OcHOBHBIE MOHSITUS

WHOPACTPYKTYPBI  OTKPBITHIX

kmoueit (PKI)

Tema 4. Ilonutuku maposnei B 7-8 Otuet o

cetsix. UMHCTpyMeHTBI  nmst nabopaTtopHoi
peanu3anuu MOJIUTHK Taposei pabote Ne3

u ux OTPaHUYCHHUS. Omnpoc Ha 3aueTe
TpeboBanust kK  y4YETHBIM

3aMmmucsIm HOJIb30BaTeNEH.

[Tapamerpsl Oe3omacHOCTH |

OTpaHUYEHUS CpeACTB

YIpaBIICHUS TIOJTUTHKAMHU

Tema S. IlpoextupoBaHue 9- Konrtponbhas
3aIUTHI ¢aitnos 10 pabota Ne3 Otyer
g poBaHueM (EFS). o 1abopatopHoit
OcHoBuble  monsitus  EFS. pabote Ne4
[InanupoBaHne u BHEIPEHUE Omnpoc Ha 3aueTe
EFS B cpene momena ¢ PKI.

[IpoexktupoBanme

BOCCTAaHOBJICHUsI  (HailyloB ¢

HCIOJIb30BaHUEM [EHTPOB

cepruduKan

Tema 6. IlpoexTupoBaHue 11- [Ipomexyrounoe
3alUTHI TS CEPBEPHBIX POJICH. 12 TECTUPOBAHUE




Buenpenue 3aIUTHI HenoBas urpa
CEpBEPHBIX POJIeH IPHU MOMOIIH Omnpoc Ha 3aueTe
ocHacTku. [lmaHupoBanue u
peanmzanus 3alIMIICHHON
0a30BON KOH(UTypallUd IS
KIIMEHTCKUX KOMITBIOTEPOB
7 Tema 7. IlpoekTupoBaHHe 13- | 2 3 3 JlenoBast urpa.
0a30BOH 3alTUTHI IEPUMETPA 14 Ornpoc Ha 3auere
8 Tema 8. IlpobGimembr ¢ 15- | 2 3 3 JlaGopaTopHas
0€30MaCHOCTBIO  3JICKTPOHHOM 16 pabota Ne5
nouThl. BUpTyasilbHbIC YacTHBIE Omnpoc Ha 3aueTe
ceTu
9 Tema 9. IIpoekTupoBanue 17 |2 3 3 Otyet mo
6a3oBoii 3amuTel Web-cepBepa 1abopaTopHOii
pabote No5
Onpoc Ha 3auere
UTOTO 18 27 27 | 3auer

Ipumeuanue: JI — nexuus; [13 — npaktudeckoe 3anarue, cemunap; JIP — mabopatopnas
pabora; KP — xypcoBast pabota; CP — camoctosaTenbHas padora.

Tabdmmuma 3 — Marpuna cooTHeceHHsI TeM/pa3ie/ioB Y4eOHOH JUCHUILUIUHBI/MOAYJISA W

(popMupyeMbIX B HUX KOMIIETEH U

Temsl,
pazaensl
JHUCITUILINHEI

Koi-
BO
4acoB

Komnerenuuu

OOee

IIK 1

11K 4 KOJI-BO
KOMIIET

SHINH

Tema 1. IIpaBoBble TpeOoBaHUS K WH(POPMALMOHHOM
0€30MacCHOCTH MPEANPUATHS. AHAINU3 CYILIECTBYIOIINX
NOJMUTUK U Mep Oe3zomacHoctu. IlocTtpoenue Monenu
HapylmuTelass W aHalIu3 yrpo3 MW PUCKOB UL
aIMUHUCTPUPOBAHUS UT-unppactpykTypsl
MPEANPUATUS

+ 2

Tema 2. IIpoexTHpoBaHue 0€30MaCHOTO YIpaBlIEHUS
cerbto. OOIIME YA3BUMOCTH B YIPABIEHUU CETHIO.
I'panunbl OezonacHocTu. CHMKEHHE K MHHUMYMY
BO3MOKHOCTH aTaKH. AJIMHHUCTPUPOBAHHE
M0JIb30BaTese U KOMIIbIoTEpOB. OmnpeeneHre ypoBHs
aJIMUHUCTPATUBHBIX ToOJHOMouMi. [lmanmpoBanue u
peanu3anys CTpaTerMM pasrpaHHueHHst J0CTyna H
ayTeHTU(UKALUU

Tema 3. IIpoekTpoBaHue MPOBEPKU MOJIMHHOCTH B
rereporeHHort cetu. [lonstue Kerberos. Ilposepka
NO/UIMHHOCTH ¢ Hchoib3oBaHueM  Kerberos.
[lonyuyenne ceaHcoBbix OuseroB. CepTudUKaTHI.
OcHOBHBIE TOHATHS UHQPACTPYKTYPHI  OTKPBITHIX
kimouelt (PKI)

Tema 4. Ilonutukn naponeit B cersax. MHCTpyMeHTBI
JUISL peaii3aliy MOJUTHK Maposiel U X OTpPaHUYECHUS.
TpeGoBaHust K y4YeTHBIM 3alUCSIM IOJb30BATEINIEH.
[TapameTppl 6€30MaCHOCTH W OTPaHUYEHHs] CPENICTB




Tembl, Kou- Kommnerennuu OO01mee

pas3aensl BO IK 1 K 4 KOJI-BO
JUCIUILTAHBI 4acoB KOMIIET
CHITUI

yHpaBieHUs! TOJTUTHKAMU
Tema 5. IlpoexktupoBanue  3ammThl  (ailyoB 8 + + 2
muppoBanueM (EFS). OcnoBubie mnonsitus EFS.
[InanupoBanue u BHeapenue EFS B cpene nomena c
PKI. IIpoextupoBaHue BOCCTaHOBIEHHUs (aANHIOB C
MCIIOJIH30BAHNEM LIEHTPOB cepTU(UKALINN

Tema 6. IIpoexTupoBaHue 3alUTHl IS CEPBEPHBIX 8 + + 2
poneil. BHenpeHue 3alUMThl CEPBEPHBIX PpOJIEH TpHU
nomMou ocHactku. IlmanupoBanue u peanuzauus

3alUIIEHHON 0a30Boii KOH(UTypamnuu VTS

KIIMEHTCKUX KOMITHIOTEPOB

Tema 7. IlpoektupoBanue ©0a30BOM  3aIIUTHI 8 + + 2
TepuMeTpa

Tema 8. IIpoGiembl ¢ 6€30MACHOCTBIO JICKTPOHHOM 8 + + 2
1o4Thl. BUpTyanpHbIC YaCTHBIE CETH

Tema 9. IlpoextupoBanue 06a30Boil 3amuTel Web- 8 + + 2
cepBepa

HUtoro 72

Kparkoe conep:kanue TucuMIIHHBI (MOTYJIs1)

Tema 1

[IpaBoBbie TpeOoBaHWsS K WHPOPMAIIMOHHOW OC30MACHOCTH MPEINPHUITHS. AHAIW3
CYIIECTBYIOILUX MOJUTHK U Mep 6€30I1aCHOCTH

[TocTpoenne Moaeny HapyIUTENSI U aHAIU3 YIPO3 U PUCKOB 71 agMuHUCTpupoBanus UT-
UHPPACTPYKTYPbI MPEIPUATUS

Tema 2

ITpoexTrpoBaHue Oe30MacHOro ympasieHHs ceTbio. OOlMe YsA3BMMOCTH B YIPaBICHUHU
ceTblo. I'panuiibl 6e3omnacHocT. CHUKEHHE K MUHUMYMY BO3MOKHOCTH aTaku

AJMUHUCTpUPOBAHUE  TIOJB30BaTeled M KOMIBIOTEepoB.  OmpeneneHue  ypoOBHs
aJMMHHMCTPATUBHBIX MoMHOMOouMil. [lnaHupoBanue u peanuszanusi CTpaTeruu pa3TpaHUYEHUS
JIOCTYTA U ayTeHTHUPHUKALIH

Tema 3

[IpoexTHpoBaHHe TNPOBEPKU MOMIMHHOCTH B rereporeHHoi cetu. Ilonsarue Kerberos.
[TpoBepka noIMHHOCTH ¢ ucnosib3oBanueM Kerberos. [lonyuenne ceaHcoBbIX OMIETOB

Ceprtudukarsl. OCHOBHBIE TOHATHS HHPPACTPYKTYPbI OTKPBITHIX Kitouel (PKI)

Tema 4

[Tonutukn maposieli B ceTsaX. MHCTpyMEHTHI i peanu3aluu IMOJMTUK Mapoyied M X
OTpaHUYEHUs

TpeboBaHus K y4eTHBIM 3aMUCAM IoJIb30BaTesel. [lapamMeTpbl 6€30MaCHOCTH M OTPaHUYEHUS
CPEJICTB yIpaBJIeHUs MOJIUTUKAMH

Tema 5

[IpoextupoBanue 3amuThl (aitnos mudpposanueM (EFS). OcHoBuble nousatus EFS

IInanuposanue u BHeapenue EFS B cpene nomena ¢ PKI. IIpoexkTupoBanne BoccTaHOBIIEHUS
(baiiioB ¢ UCTOIb30BAaHUEM LIEHTPOB CePTUPUKAIIII

Tema 6

[IpoexTrpoBaHue 3aIMTHI 1Sl CEPBEPHBIX poJiel. BHeApeHNe 3auThI CEPBEPHBIX POJIEH PU
MIOMOIIY OCHAaCTKHU



[MnaampoBaHue W peanu3anus 3alIUIIEHHONW 0a30Boil KOH(UTyparuu s KIMEHTCKUX
KOMIIBIOTEPOB

Tema 7

[IpoekTupoBaHue 6a30BOM 3aITUTHI IEPUMETPA

Tema 8

[Tpo6aeMbl ¢ 6€30MacHOCTHIO JIEKTPOHHOM MOUTHI. BUpTyanbHbIe YaCTHBIC CETH

Tema 9

[IpoexTupoBanue 6a30Boii 3amuThl Web-cepBepa

5. METOJAWYECKUE YKA3AHHWS MO MPEINOJIABAHUIO
W OCBOEHWIO JUCHUILIAHBI (MOYJIA)

5.1. Yka3zanus 1Jis npenoaaBareJieid 10 OPraHM3aluu ¥ NMPOBeJAeHNI0 YUeOHbIX 3aHATHH 10
AUCUUIIMHE (MOIYJIIO)

[Ipy MOATOTOBKE K JICKIIMOHHBIM M JaOOPATOPHBIM 3aHSATHSM HEOOXOAMMO BOCIOJIB30BATHCS
yueOHO-MEeTOINYeCKOl JuTeparypoit u3 n.8 Jlekuuu HEOOXOAMMO MPOBOIAUTH C HCIOJIb30BAHHUEM
npe3eHTaluii, co3aaHHbIX B Microsoft PowerPoint.

5.2. Yka3aHus 1Ji 00y4ar0mMXCs M0 OCBOCHUIO M CHUILIHHBI (MOIYJIIO)

Bo Bpemsi caMocTosTenbHONW pPAOOTHI HEOOXOAMMO BOCIIOJIB30BATHCS yUEOHO-METOIUYSCKOM
JUTEPaTypou U3 1.8.

Tadauna 4 — CoaepxkaHue cCaMOCTOATEIbHOH padoThl 00yYAOIIUXCSH

Ea(;l\::ig TeMb1/BOIIPOCHI, BHIHOCUMBIE Ha Kon-Bo Popme1 padoTer
CaMOCTOSITETIbHOE H3YyUCHHE 4acoB

(Temsr)

1 Bxonnoe tectupoBanune OTUeT 1m0 3 BreaynuropHas, ydactue
naboparopHoii padote Nel CTYJIEHTOB B COCTABIICHUU
Ompoc Ha 3aueTe TECTOB

2 KonTponbhas pabora Nel 3 BneaynuropHas,
JlaGopatopnas pabora Ne2 n3yueHHne y4eOHBIX 0coOuit
[IpomesxyTOoUHOE TECTUPOBaHHE
Omnpoc Ha 3ayeTe

3 Otuer o taboparopHoit padote No2 3 BneaymurtopHasi,
Konrtponbnas padora Ne2 n3yueHHue y4eOHBIX T0coOuit
Omnpoc Ha 3ayeTe

4 JlaGopartopHas padoTa Ne3 3 BueayauropHas,
Ortuer no 1aboparopHoit padbote Ne3 n3yueHHue yueOHBIX 0coOuit
Omnpoc Ha 3aueTe

) KonTponbhas pabora Ne3 3 Breaynurophas,
JlabopaTtopHas pabota No4 n3ydeHue YueOHBIX TTOCOOMIA
Ortuer no mabopatopHoii padore Ned
Omnpoc Ha 3aueTe

6 ITpoMexxyTOUHOE TECTUPOBAHUE 3 BueayauTtophas,
[Henosas urpa r3y4eHne ydeOHbIX TocoOnit
Omnpoc Ha 3aueTe

7 Jenosas urpa. 3 Breaynurophas,
Omnpoc Ha 3a4eTe r3y4eHne ydeOHbIX Toco0uit

8 JlaboparopHras padora Ne5 3 BneaynurtopHas,
Omnpoc Ha 3aueTe n3yueHHne yueOHBIX M0coOuit

9 Otuet o aboparopHoi pabote Ne5 3 BreaymurtopHasi,
Omnpoc Ha PK3aMeHe n3y4eHne yueOHbIX Toco0uit




5.3. Buasl 1 (popMbl NMCbMEHHBIX PadOT, MPeIyCMOTPEHHBIX MPH OCBOCHUH IMCUMILIAHBI,
BbINOJIHAAEMbIe 00YYAIIUMHUCSH CAMOCTOSTEIbHO.

OT14eT o JadopaTopHoii padoTe — 0ohOPMIIIETCS W OTYHUTHIBACTCS B DJICKTPOHHOM BHE: Gopmar
mucta A4, KHIDKHAS OpPHEHTANWs CTpaHWmbl. OTYETH 1O BCEM JIAOOPATOPHBEIM paboTaM HMEIOT €IHHBIN
TUTYJIBHBIN JIUCT, HA KOTOPOM yKa3bIBa€TCs HauMeHoBaHue auctuiuinHbl, DO u rpynna ucnonaurensts, DO
MIPEToAaBaTeNsl, MPUHUMAIOIICTO0 OTYEThl. B oTdere mo Kaxaod nabopaTopHOW paboOTe JOKHO OBITh
NPEJICTABICHO HAaMMEHOBaHWE Pa0OThI, 1ENb, XOJ| BBIMOIHEHHS PabOThl (CKPUHINOTHI, KPATKOE TEKCTOBOE
OTIMCaHWE), BEIBOJBI MO Pe3yIbTaTaM paOoThI.

6. OBPA3OBATEJIBHBIE U UTHOOPMAIIMOHHBIE TEXHOJIOT'TU

HpI/I pcaj3anuu pasiIndHbIX BUAOB y‘lG6HOI>i pa6OTI)I 10 JUCHUIIIIMHE MOT'YT UCII0JIb30BaThCsA
9JICKTPOHHOC O6y‘-ICHI/Ie 1 TUCTaHIIMOHHBIC O6pa3OBaTCJIBHHe TCXHOJIOT'HUH.

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTUH

Tabanna S — O0pa3oBaTesibHbIe TEXHOJIOTHH, HCIIOJIb3yeMble IIPH peajn3alui y4eOHbIX
3aHATHH

Paszpnen, Tema dopma yueOHOro 3aHATHS
JTUCIUIUTAHBL (MOJTYJIS) Jlekuus [TpakTHaeckoe Jlaboparopuas

3aHATHE, CEMUHAP pabota

Tema 1. [IpaBoBsie TpeOoBanus k | O630pHas gekius | He BBITIOJTHEHHE

nH(pOpPMaMOHHON 0e30MMacHOCTH IPEIYCMOTPEHO 1abopaTopHOi

MPEATPUATHSA. Amnanus paboTHI,

CYHIECTBYIOIUX IOJUTHK U MeEp BEITOIHEHHE

0€30MMacCHOCTH. [Toctpocume TecTa

MOJIETIM HapyILIMTENs W aHAIU3

yrpo3 U PHUCKOB JUISt

aIMUHUCTPUPOBAHUS nT-

MHQPACTPYKTYPhI IPENTPHUITHS

Tema 2. IIpoextupoBanue | Jlexkuus - He BBIIIOJIHEHUE

0€30I1aCHOrO YNPABJIEHUS CETBIO. | Mpe3eHTAIHs IIPEyCMOTPEHO KOHTPOJIbHON

OO6mme YSI3BUMOCTH B paGoThL,

YOPaBICHUU CEThIO. [ paHMIbI BLIIOJIHEHHE

6e3onacHocTH.  CHIDKEHHE K aBopaTopHOil

MUHUMYMY BO3MOXHOCTH AaTaKH.

AJMUHUCTPUPOBAaHNE pabor,

MOJIb30BaTENEd W KOMIIBIOTEPOB. BPITIOIRCHHE

TecTa

Onpenenenne YPOBHS

aJIMMHHUCTPATUBHBIX

nogHoMouui. IlnanupoBanue wu

peanuzanus CTpaTeruu

pasrpaHuyYeHUs JocTyna "

ayTeHTU(UKAUU

Tema 3. IIpoextupoBanue | Jlexkuus - He BBIIIOJIHEHUE

IPOBCPKHU NOVIMHHOCTH B | Mpe3eHTalusA peIyCMOTPEHO nabopaTopHOit

rereporeHHol  cetu. [loHsTue paboTHI,

Kerberos. [TpoBepka BEITOIHEHHE

MOJJIMHHOCTU C HCIIOJIb30BAHUEM KOHTPOJBHO#

Kerberos. Ilomyuenne ceaHCOBBIX




OMIIETOB. Cepruduxarsi. paboTsl

OcHoBHbIE MOHSTHUSA

UHOPACTPYKTYPbI OTKPBITBIX

xiouert (PKI)

Tema 4. [lomutuku naponeit B | O630pHas nexuust | He BBITIOJIHCHHUE

CETSIX. WNHucTpymeHTsI Ui MIPEelyCMOTPEHO 1abopaTopHOii

peaM3alvy NOJUTHK MapoJied U paGoTHI

X orpaHuueHus. TpeOoBaHuUs K

YYETHBIM 3aluCAM

II0JIb30BATEIEH. [TapameTpsl

0€30IIaCHOCTM M OTpaHUYEHHUs

CPEJCTB YIIpaBJICHUS TOJIUTUKAMHU

Tema 5. [IpoextupoBanue | Jlexuus - He BBITIOJIHCHHUE

3amuThl  (GaiaoB MHU(GPOBAHKMEM | TIpe3eHTALUS IIPElyCMOTPEHO 1abopaTopHOii

(EFS). OcnoBnble nonstusi EFS. paGoTHI,

[InanupoBanue u BHeapenue EFS BEITOIHELHE

B cpeae jgomeHa ¢ PKIL KOHTPOJIbHOH

[IpoexTupoBanue } pPaBOTHI

BOCCTAHOBJICHUS ¢aitnos c

HCII0JIb30BAHUEM LIEHTPOB

cepTrduKaIu

Tema 6. [IpoextupoBanue | Jlexkuus - He BBIITOJTHEHHUE

3aIUTBI JJISI CEPBEPHBIX POJICH. | mpe3eHTaIus IpeayCMOTPEHO TecTa

Buenpenue 3ammThl CEpBEPHBIX IToAroToBKa K

poJiell NpU IOMOLIM OCHACTKH. JIeIOBOM Urpe

[InanupoBanue wu peanusanus

3aIUIICHHON 6a30Boii

KOH(pUrypauu s KIMEHTCKUX

KOMIIBIOTEPOB

Tema 7. [TpoextupoBanue | O630pHas pexuus | He [Toxroroska k

0a30B0i1 3aLUTHI TEpUMETPa IPETyCMOTPEHO JIEIIOBOW UTpe

Tema 8. [Tpo6nembl ¢ | Jlexums - He Brimonnenue

0€30MacHOCTBIO 5JIEKTPOHHOM | mpe3eHTarust IIPEyCMOTPEHO nabopaTopHOi

ouTel. BupryanbHble YacTHBIE paboTHI

CeTH

Tema 9. IIpoextuposanue | Jlexkuus - He Brimonnenue

6aszoBoii 3amuThl Web-cepsepa pe3eHTaIHsI PEIYCMOTPEHO 1abopaTOpHOIA
paboTHI

VYueOHbIe 3aHATHS 110 JAUCHUIINIMHE MOT'YT IMPOBOAUTHCA C TPUMCHCHUCM I/IH(I)OpMaI_II/IOHHO-

TCJIICKOMMYHHUKAIITMOHHBIX

ceTeil TMpH OIOCPEIOBAHHOM (HAa pPAacCTOSHUM) WHTEPAKTUBHOM

B3aUMOJICHCTBUY OOYYArOIIMXCS W TperojaBaress B pexxumax on-line B gpopmax: Bumeonekuui,

JEKIUH-TIpe3eHTAINH, BUICOKOH(PEPEHIIMH, coOeceoBaHUsI B pEeXUME dar,

dopyma, wuara,

BBITIOJIHCHUA BUPTYAJIbHBIX IPAKTUICCKUX 1/AIIH na60paT0pHHx pa60T " ap.

Makcumanbuple  00BEM

3aHATHU

6.2. UnopManmoHHbIE TEXHOJIOTHH

oOydarorerocs
00pa3oBaTeNbHBIX TEXHOJIOTHI HE TOJDKEH MpeBhIaTh 25%.

C TOPHUMCHCHHUEM

AIIEKTPOHHBIX

Hasganue nH(popMalnOHHON TEXHOJIOTHH

Temsl, pa3aeisl
JUICLIATUIAHBI

Kpartkoe onvcanue
IIPUMEHSIEMOI TEXHOJIOTHH




Hcnonb3oBanue BO3MOXKHOCTEH 1-9 [IpoBeneHre BXOAHOTO, TEKYILIETO U

HHTepHeTa B yueOHOM Tporiecce PEUTHHTOBOT'O KOHTPOJISI 3HAHUM yYaIIuXcst
(B cucTeMax AMCTAaHIIMOHHOTO OOY4eHHs])

Hcnonb3oBaHue 3MEKTPOHHBIX 1-9 [ToaroroBka K 3amuTe OTYETOB MO

Y4IeOHUKOB M Pa3IMYHBIX CAHTOB KaK J1abopaTOPHEIM paboTam

HMCTOYHHUK MHGOPMAITHH

Hcnonb3oBanue BO3MOXKHOCTEH 1-9 [ToaroroBka K 3amuTe OTYETOB MO

9JIEKTPOHHOM MOYTHI MPENOIaBaTeNs nabopaTtopHbIM paboTam

Hcnons3oBanue cpencTs 1-9 Hcnonb3zoBanue MyJbTUMEIUNHON

MIpeICTaBIeHUs yueOHoi nHopManun MIPE3CHTAINN

[Ipu peanmzanuu pa3ivyHbIX BHIOB y4eOHOW M BHEYYeOHON pabOThl HCIONB3YIOTCS
clIeAyIore NHPOPMALMOHHBIE TEXHOIOTHH:

— HCII0JIb30BAaHHE BO3MOXKHOCTEH MHTEpHETa B y4eOHOM mpolecce (MCIOJIb30BaHuE cailTa
npernoaBaTens (pacchbuika 3aaHui, MPEJOCTaBICHUE BBIIOJHEHHBIX Pa0OT, OTBETHl Ha BOIPOCHI,
03HAKOMJICHHE O0YUaIOIUXCsl C OLIEHKaMH U T. 11.));

— HCHOJIB30BAHUE AIEKTPOHHBIX YICOHUKOB U PA3IMYHBIX CAUTOB (HAIIPUMED, SJCKTPOHHBIX
OuOIMOTEK, KYPHAJIOB U T. JI.) KAK HICTOYHHUKOB WH(OPMAIINH;

— HCIIOJIb30BaHHE BO3MOYKHOCTEH 3JIEKTPOHHOM MMOYTHI MPENO/1aBaTENs;

— HCIIOJIb30BAHUE CPEJCTB MpeCTaBieHUs YueOHOI nH(popMauu (3JIIEKTPOHHBIX Y4eOHBIX
nocoOMii M TPAKTUKyMOB, TPUMEHEHHWE HOBBIX TEXHOJOTMH [UIsi TPOBEIEHUS OYHBIX
(TpaAMLIMOHHBIX) JEKIUH U CEMUHAPOB C UCIOJIb30BaHUEM MPE3EHTALUH U T. 11.);

— HCII0JIb30BAaHME MHTETPUPOBAHHBIX 00Pa30BaTEIbHBIX CPEl, I/Ie TIIABHOW COCTABIIAIOIIEH
ABIIIOTCS HE TOJBKO TPUMEHSIEMbIE TEXHOJOTUH, HO U CcojAepKareiabHas dYacTh, T. €.
UH(POPMALMOHHBIE PECYpPCHI (IOCTYIT K MUPOBBIM MH(OPMAIIMOHHBIM pecypcaM, Ha 0a3e KOTOPBIX
CTpOUTCS Y4eOHBI mpoiiecc);

— HCIIOJIb30BaHHUE BUPTYAIbHOM o0Oyuarorieit cpenbl (LMS Moodle «I{udpoBoe oOyueHue»)
VI MHBIX WH(POPMAIIMOHHBIX CHCTEM, CEPBHCOB H MECCEH/KEPOB]

6.3. IlporpammHoe o0ecnieueHue, COBpeMeHHbIe MpodeccuoHAIbHbIE 0a3bI JAHHBIX H
HH(OpMALIMOHHBIE CIPABOYHBIE CHCTEMbI

6.3.1. IlporpammHoe o0ecnieyenne

HaumenoBanue IporpaMMHOTO

obecrneueHus
Adobe Reader | IIporpamma jijisi IpOCMOTpA 3JIEKTPOHHBIX JIOKYMEHTOB

[Tnardopma muctaHIOHHOTO 00y4YeHUsl | BupryanpHas oOydaromas cpenia
LMS Moodle
Microsoft Office 2013, | Oduchast nporpamma
Microsoft Office Project 2013,
Microsoft Office Visio 2013
7-zip | ApxuBarop
Microsoft Windows 7 Professional, | Oneparnuonnas cucrema
Microsoft Windows Server
Kaspersky Endpoint Security | CpeacTBo aHTHBUPYCHOM 3aIUThI
Google Chrome | Bpayszep

VirtualBox | IporpaMMHBIil MPOIYKT BUPTYaITH3ANAH ONEPAIIMOHHBIX CHCTEM

Hasnauenne

6.3.2. CoBpemeHHbIe NPo(eccHOHATbHBIE 0a3bl TaHHBIX U MHGOPMAIIHOHHBbIE
CIIPaABOYHBIC CUCTEMBI

1. Dnextponnslit katanor Hayunoit 6ubnuorexu AI'Y na 6aze MARK SQL HITO «udpopm-
cuctem»: https:/library.asu.edu.ru.



https://library.asu.edu.ru/

2. DnexTpoHHBbIN Katanor «Haydansie sxxypaans AI'Yy»: http://journal.asu.edu.ru/.

3. YHuBepcalibHas ~ CIpaBOYHO-WH(OpPMAIMOHHAS  TOJHOTEKCTOBas  0aza  JaHHBIX
nepuoauueckux uznanuii OO0 «MBUC»: http://dlib.eastview.com/

4. DnexTpoHHO-OMOIHOTEUHas cuctema elibrary. http://elibrary.ru

5. CmpaBounas npaBoBas cuctema KoncynsrantlIiroc: http://www.consultant.ru

6. Muadopmannonno-npaBoBoe  obecrmeucane «Cucrema T['APAHT»:  http://garant-
astrakhan.ru

7. ®OHJ] OHEHOYHBIX CPEACTB AJI5s1 IPOBEAEHUS TEKYIIEI'O KOHTPOJIA
N IMTPOMEKXYTOYHOU ATTECTAIIUM 11O JUCIUIIJIMHE (MOY JIIO)

7.1. llacnopT (pOH/IA OLIEHOYHBIX CPEICTB

[lpn mpoBeneHMM TEKYIIETO KOHTPOJII M HPOMEXKYTOYHOH AaTTeCTallud 10 AMCHUILIMHE
(Monmymio) «be30macHOCTh  KOMITBIOTEPHBIX — CeTei» mpoBepsiercss  cpOpMHUPOBAHHOCTH Y
00yJaromMxcs KOMIICTEHIIMH, YKa3aHHBIX B pas3jiene 3 HaCTOSIIeH NporpaMMbl. OTalHOCTb
dbopMHpOBaHUS JaHHBIX KOMIIETEHIM B TIPOLIECCE OCBOCHHSI 00pa30BaTENbHOW MPOTPAMMBI
OIIpEeIeTISIETCS MOCIIeJ0BATEILHBIM OCBOCHUEM AUCHUILIMH (MOTyJIel) U IPOXO0XKICHUEM MTPAKTHUK, a
B IIpoHecC€ OCBOCHUA OHUCHUITIIMHBI (MOZ[YJUI) — MOCICAOBATCIbHBIM OOCTHXXCHUCM PE3YJIbTATOB
OCBOCHHUS COJIEPIKaTeIbHO CBA3aHHBIX MKy COOOH pa3/iesioB, TEM.

Ta6auna 6 — CoorBeTcTBHE Pa3/iesioB, TeM IMCHUIIIMHBI (MOAYJIf), Pe3y/JbTATOB 00y4eHHs

10 JUCHUIIMHE (MOAYJII0) H OLIEHOYHBIX CPeICTB
Ne /i KonTponupyemsie pasnens Kon xonTponupyemoit HaunmenoBanue
JUCTIMTIITHBI (MOJTYIIS) KOMITETCHIINH (KOMIICTCHITHIA) OIICHOYHOTO CPEJICTBA

1. | Tema 1. IlpaBoBbie TpeGOBaHUS K IIK-1, ITK-4 BxoxHoe TecTHpOBaHHE
nH(pOpPMaMOHHON  OE30IaCHOCTH Oruer 1o J1abopaTopHoii
IPEIPUSTHSL. Ananus pabote Nel
CYLIECTBYIOIIUX TMOJUTHK W Mep Onpoc na sauere
0€30MacCHOCTH. [Toctpoenue
MOJENIIM HApYIIUTENsl W aHalu3
yrpo3 u PHCKOB TUTSt
aIMUHUCTPUPOBAHUS HT-
MHPPACTPYKTYPHI NPEIPUATHS

2. | Tema 2. [IpoexkTupoBanue IIK-1, TIK-4 Kontponshas pabota Nel
0E30MacHOTO YIpPaBJIEHUsS CETHIO. Jlabopatopras pabora
OO0mue ysS3BUMOCTH B YIIPaBJICHUU Ne2
ceThl0. ['paHunbl  0€30MaCHOCTH. IIpomexyTouHoe
CHmxeHue K MUHUMYMY TCCTHPOBAHHC
BO3MOKHOCTH aTakKH. Onpoc ra satere
AJMUHUCTPUPOBAHUE
MOJIh30BaTENEl W KOMITHIOTEPOB.
Omnpenenenne YpOBHS
QIMUHUCTPATUBHBIX TTOJTHOMOYHM.
[InanupoBanue u  peanu3anus
CTpaTeTUX pa3TpaHUYCHUS TOCTYIa
1 ayTeHTUUKAUN

3. | Tema 3. [IpoekTupoBanue [K-1, [IK-4 Otuer no 1abopaTopHOU
IPOBEPKH OUIMHHOCTH B pabore Ne2
reTeporeHHoil  ceru.  IloHsaTHe KonTtposbHas pabora N2
Kerberos. IlpoBepka moJyIHHHOCTH Ornpoc Ha 3aeTte
¢ wucnons3oBanuem  Kerberos.
ITonydeHne ceaHCOBBIX OWIICTOB.



http://journal.asu.edu.ru/
http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
http://garant-astrakhan.ru/

Ceprudukarsl. OCHOBHBIC TTOHSATHUS
UH(PACTPYKTYPHI OTKPBITBIX
xiroueit (PKI)
Tema 4. Ilonutuku mnaponeit B [K-1, IIK-4 Ortuer 1o 1abOpaTOPHOI
CETsX. HNHcTpyMeHTBI ISt pabore Ne3
peaNu3alu MOJUTHK MapoJeil U ux Ormpoc Ha 3auere
orpanuuyeHusi.  TpeGoBanusi K
YUETHBIM 3aIIUCSIM I10JIb30BaTENEH.
[lapametrpsl  Oe3omacHocTH |
OTPaHUYEHUS] CPEJICTB YIPABIICHUS
MOJINTUKAMU
Tema S. [IpoexkTupoBaHue 3aLIUTHI IK-1, TIK-4 KonTpomnsHas padora Ne3
daiinop  mmdposanuem  (EFS). Order 1o 1abopaTopHoii
OcHoBHBIE TTOHSTHUSA EFS. pabore Ne4
[TnanupoBanue u Bueapenue EFS B Onpoc Ha 3auere
cpene JIOMEHA c PKI.
[IpoekTupoBaHre BOCCTaHOBJICHUS
(bailyioB ¢ NCTIOIH30BAHNEM IICHTPOB
cepTuduKaIu
Tema 6. [IpoekTpoBaHUE 3aIIUTHI [K-1, TIK-4 [MpomexxyTounoe
JUISl CEPBEPHBIX poJieil. BHenpenue TCCTUPOBAHNE
3alIUThl CEPBEPHBIX pOJEH Mpu Henosas urpa
MOMOIIM OCHACTKH. [lmaHupoBaHme Ompoc na 3aere
u peanuzanus 3alUIICHHON
06a3oBoil  KoH(purypauuum Ui
KIIMEHTCKUX KOMITbIOTEPOB
Tema 7. IlpoexTupoBanue 6a30Boi IK-1, IIK-4 JenoBast urpa
3allIMTHI IEPUMETPaA Ormpoc Ha 3auere
Tema 8. [Tpobnembr c [K-1, TIK-4 JlaGoparopHas pabora
0e30MacHOCTBIO ANEKTPOHHOMN Ne5
1104Thl. BUpTyabHbIE YACTHBIE CETH Ormpoc Ha 3agere
Tema 9. IIpoexTupoBanue 6a30Boi IK-1, TIK-4 Oruer 1o 1abopaTopHO
samuthl Web-cepsepa pabore Ne5
Onpoc Ha 3a4yeTe

7.2. Onucanue mnokasareseil W KpUTepHEB OLCHUBAHHMSA KOMIICTCHIWH, ONMHCAHME IIKAJ

OICHUBAaHUSA

JUJ1s OLleHKHU pe3yNbTaTOB O0YUYEHHs IPUMEHSIOTCS CIEeYIOe KPUTEPUU:
Ta6auna 7 — Iloka3zaTe/u OLeHUBAHUSA Pe3yJIbTATOB 00yUeHHs B BHAe 3HAHMI

Ikana oneHUBaHUA

Kputepuu onieHuBaHus

JACMOHCTPUDPYCT I‘J'IY6OKOC 3HAaHHUC TCEOPECTUYCCKOIro Marcepuaia, YMCHUC

«YZAOBJIETBOPUTEIHHO»

5 000CHOBaHHO W3/laratb CBOM MBICIM TI0 OOCYXJaeMbIM BOIPOCAM,
«OTIIMYHO» CIOCOOHOCTH TOJTHO, IPAaBMIIBHO U apTYMEHTHPOBAaHHO OTBEYaTh Ha BOTIPOCHI,
NPUBOJIUTH IPHUMEPHI
4 JIEMOHCTPHUPYET 3HAHHE TEOPETUYECKOI0 MaTepualla, €ro Mocie0BaTEIbHOE
«XOpOIIIOY M3JI0KEHUE, CHOCOOHOCTh TPUBOJIWTH TPHUMEPHI, JOMYCKaeT €IWHUYHBIE
OIMOKH, HCITPABIIIEMBIE TIOCTIE 3aMEeYaH!sl MPEToaBaTes
JEMOHCTPHPYET HENoJIHOe, (parMeHTapHOE 3HaHUE TEOPETHYECKOIro
3 MaTepHaja, TpeOyrollee HaBOIAIIMX BOIPOCOB INpENoaaBaTelsi, JIOMyCKaeT

CYIIECTBEHHBIE OIMIMOKA B €ro H3JIOKEHUH, 3aTPyIHSETCS B MPHUBEIECHUU
pUMEpPOB U (HOPMYIIUPOBKE BHIBOJIOB

2

JACMOHCTPUPYET CYIICCTBCHHBIC HpO6eHBI B 3HAHUHU TCOPCTUYCCKOI'O




«HCYOOBJICTBOPUTCIILHO» | MaTCpUalia, HC CIIOCOOEH €r0 M3JI0KHTh U OTBETUTH HA HaBOJAIINEC BOIPOCHI

MIPETIOAABATENs], HE MOXKET MTPUBECTH MPHUMEPHI

Ta6auna 8 — IlokasaTe/u oneHNBAHUS Pe3yJIbTATOB 00yUeHHs B BH/Ie YMEHHUI M BJIaJeHHIl

[Ikasa olleHUBaHUS Kpurepun oreHuBaHus
JIEMOHCTPHUPYET CIIOCOOHOCTh MPUMEHSITh 3HAHUE TEOPETHYCCKOTO MaTepraa
5 NpY BBIMOJHEHUHW 3aJ]laHUH, IOCIENOBATEIILHO W TPABHUJIBHO BBITIOIHSACT
COTITUYHOY 3aJaHusA, yMEeT 000CHOBAHHO H3JIaraTh CBOM MBICIIH M J€7IaTh HEOOXOAUMBIE
BBIBOIBI

JIEMOHCTPHUPYET CITOCOOHOCTh MPUMEHSITh 3HAHUE TEOPETUUECKOT0 MaTepraa
MpH  BBITIOMTHEHUH 3aJIaHUM, ITOCIEAOBATENFHO W IPABHIBHO BBITIOTHSIET

«YJOBJIETBOPUTEIILHO»

4 3aaHus, yMeCT 000CHOBAHHO M3JaraTh CBOU MEICIH H JCIaTh H€O6XOILI/IMI)IG

«xoporo» BBIBOABI, JOIYCKAC€T CAUHUYHBIC OIHI/I6KI/I, HCIIPABIIAEMBIC TIOCJIE 3aMEYaHUs
IIpernogaBaTeis

JACMOHCTPUPYET OTACIIbHBIC, HCCUCTEMATU3UPOBAHHBIC HABBIKU, HC crocooeH

3 MNPUMCHHUTL 3HAHUEC TCOPETHUYCCKOI'O MaTcpHaia MpH BBIIIOJIHCHUU 3aI[aHI/II71,

UCIIBITHIBACT 3aTPYAHCHUSA M JOIYCKAET OIMIHOKU MPH BBHITIOJIHCHUH 33IaHUM,
BBIMIOJIHACT 3aJ@HWE MPU IMOJCKa3Ke IPernoaaBaTess, 3aTpPyAHSICTCS B
(hOopMyJTUPOBKE BBEIBOJIOB

«HEYOOBJCTBOPUTECIIBEHO»

2 HE crocobeH IIpaBUJIbHO BLIMIOJHUTL 3aJIaHUEC

7.3. KOHTpOJ'[beIe 3alaHUd U UHbIE€ MaTEpHuaJbl, H606X0)II/IMI>IC JJIF OHCHKH

pe3ybTaToOB 00y4eHHs MO JMCUHUILIHHE (MOLYJII0)

Tema 1 «IIpaBoBble TpeOOBaHNsI K HHPOPMANMOHHOK 0€30MACHOCTH NMPeANPUSATHS.

ITocTpoenune Moes i HAPYINTEIS U AHAJIN3 YTPO3 U PUCKOB AJ151 agMuHucTpupoBanus UT-

1)

2)

3)

HHPPACTPYKTYPHI NPeINPUITHI»

1. Bxoonoe mecmuposanue

HecankunoHnnpoBaHHBIN AOCTYI K HHQOpMALMK

a) Jloctyn k nHGOPMAIHH, HAPYIIAOIINH YCTAaHOBICHHBIC IPABUIIA €€ TIOTyUCHHS.

b) IlpennamepenHoe oOpalleHHe TMOIB30BATENS K JAHHBIM, JIOCTYII K KOTOPBIM €My
HE pa3pelleH, C LeIbl0 UX YTeHHs, OOHOBJICHUS WIN Pa3pyLICHHUS.

c) Joctyn cyOBekTOB K MH(GOpPMAIMKA WK ASUCTBUS ¢ HHPOpPMALKEH C UCIOIb30BAHUEM
HITAaTHBIX CPeACTB 00beKTa MH(pOpMaTH3alKMK (CETH MepeAayu MaHHBIX), HapyIIAIOIUN
YCTaHOBJICHHbBIE IIPaBUJIA TIOTYyYEHHS U pabOThI ¢ HH(pOpMaLuei.

d) Ionyuenue nudopmaiu 6e3 COOTBETCTBYIOIIETO Pa3peIIeHUs Ha JOCTYII.

WNudopmannonHas 6€300acHOCTb - 3TO

a) OTcyTcTBHE HEIOMYCTHMOTO PHCKA, CBS3aHHOTO C BO3MOXHOCTHIO HAHECEHHUS yiepOa
CyOBbeKTy HH()OPMAIIMOHHBIX OTHOIIEHHH

b) CocrosiHue  3amMIIEHHOCTH  (QU3WYECKUX W IOPUIMYECKHX  JIMI, TOCyIapCcTBa
B MH(QOPMALIMOHHOM cepe.

c) CocrostHMe 3alIMIICHHOCTH HWHGOPMAIIMOHHON cpeasl 00IIecTBa, 00eCeYnBaroIiee
ee (opMupoBaHe, UCMOIb30BAHUE M Pa3BUTHE B MHTEpPECAaX TIpaKAaH, OpraHU3alui,
roCyJapcTBa.

d) BamumenHocTs MHOOPMALUKM U1 MOAJCPKUBAIOIIEH WHPPACTPYKTYPhI OT CITyYaifHBIX
WK TPEAHAaMEPECHHBIX BOS}ICfICTBI/IfI €CTCCTBCHHOTO HJIM UCKYCCTBCHHOI'O XapakTepa,
YypeBaThIX HaHECeHHWEM yiiepOa BiajesbllaM MM MOJIb30BATENAM  MH(pOpMalun
U TIOJIepKUBAIoLIel HHPPaCTPYKTYpHI.

e) CkpbIToCcTh HH()OPMALMOHHBIX PECYPCOB

[TonuTrka nH(pOPMAIIMOHHON 0€301MaCHOCTH, MPEXkKAE BCEro HEOOXOMMa JJIs:



d) YCHELIHOTO MPOXOKACHUs KOMIIaHKe! peryssipHoro aynuta no b

b) oOecreuenus peanbHOroO ypOBHS 3aIIUIICHHOCTH HH(POPMAMOHHOW CHCTEMBbI KOMITAHUU
C) NOHUMAaHUs EPCOHAIIOM BaKHOCTH TpeOoBanuii mo b

d) oOecriedeHus aJJecKBaTHOM 3aIUThI HAUOOJIEE BaXKHBIX PECYPCOB KOMIIAHUU

4) TlomuTrka nHGOPMAIIMOHHON 0€30IMaCHOCTH B OOIIEM CITydae SIBISIETCS
a) PYKOBOIAIIMM JIOKYMEHTOM JUIsi aJMHHHCTPATOPOB OE30MAaCHOCTH M CHCTEMHBIX
aJIMUHUCTPATOPOB
b) pykoBoasAIIMM JOKYMEHTOM JJIsi OFPAaHUYEHHOT'O UCIIOIb30BaHUS
C) PYKOBOIAIIMM  JOKYMEHTOM  JUIS  PYKOBOJICTBA  KOMIIAHMH,  MEHEDKEpPOB,
AJIMHUHHICTPATOPOB 0€30IaCHOCTH M CUCTEMHBIX aJIMUHHUCTPATOPOB
d) pykoBOIAIINM TOKYMEHTOM JUIsl BCEX COTPYAHUKOB KOMITAHUH

5) Kakoii MeTom OOBIYHO HCHOJB3yeTCS MPOMECCHOHAIBHBIME — B3JIOMIIMKAMH  PH
MH(POPMALMOHHOM aTake?
a) araka Ha HauOoJee 3AUIICHHYIO 1IETh
b) araka Ha MPOMEXYTOUHYIO 1IETb
C) aTaka Ha HaMMEHEE 3AIUIICHHYIO E]Th
d) araka ocymiecTBisieTCs O€3 IeJICHAITPaBICHHOIO BRIOOPA 11e)TH

1. Jlabopamopnan pavoma Nel «VIcnionb30BaHKHE BUPTYAIbHBIX MAIIMH JJIS H3YYCHHUS
OIepaIMOHHbIX cucTeM Ha npumepe VirtualBox»

1. O3HaKOMHUTBLCS ¢ OCHOBHBIMHU TOHATHsIMH VirtualBoX, u3yduTh TEOpETHUYECKU MPOLEAYPY
HACTPOMKHU CUCTeMbI BUpTyanu3zauuu Microsoft.

2. 3yunTh NPaKTUYECKH TEXHOJIOTHUIO YCTAaHOBKH M HACTPOWKM TOCTEBBIX OIEPAIIMOHHBIX
cuctem Ha mpumepe Microsoft Windows 7 u Microsoft Windows Server 2008.

3. 3yunTh cpencTBa HACTPOMKH BHPTYAIBHOW MAIIMHBI M YCTaHOBKY JIOTIOJHEHHH K
BUPTYaJIbHOW MallUHE.

4. VI3yuuTh cpencTBa YIpaBJIeHUs BUPTYAJIbHBIMHU KECTKUMHU JTUCKaMU M METOJbl HACTPOUKHU
CETEBOTr'0 B3aUMO/JICHCTBUS B BUPTYaJIbHON CETH.

5. [IpousBecT mNpoBEpKY MPOXOXKAECHHE CETEBBIX IAKETOB  MEXAY  CO3JIaHHBIMU
BUPTYaJIbHBIMA MAILIMHAMH.

6. [IponsBecTn n0OaBIEHNE CEPBEPHBIX POJICH B CO3TAHHBIX BUPTYaJIbHBIX MAIIMHAX.

7. IToaAroTOBUTH OTYET O BBHIOJHEHUH JIAOOPATOPHON PabOTHI.

Tema 2 «HpOCKTI/IpOBaHI/Ie 0e30macHOro YupaBJI€cHUA CETBIO. AI[MHHI’ICTpHpOBaHI/[e
noJb30BaTejield KOMIILIOTCPOB.>»

1. Konmponvnasa pavoma Nel «OcnosHnvie npunyunsl 3auiumal cemeaoil
ungpacmpykmypvi»

Bormpocsr:
. [Ipenmer, comep:xanue 1 3aja4y Kypca, METO/IbI €r0 NU3y4eHUs
. [IpaBoBbIe TpeOOBaHM K HH(OPMAIIMOHHON 0€30MacCHOCTH MPEANPHUITHS
. OCHOBHBIE METO/IbI 3aIIUTHI CETEBOM NHPPACTPYKTYpHI MPEATIPUATHUS
. AHaM3 CyIIeCcTBYIOIUX MOJUTHK U Mep 6€30acCHOCTH
. [lonsiTe nHPOPMALIMOHHBIX AKTUBOB MPEANPUATUS
. [lonsiTHE yrpo3 U ysA3BUMOCTEN BBIUMCIUTEIBHON CETH NPEATPUATHUS
. AHanu3 pUcKoB I agMUHUCTpUpoBanus UT-uHppacTpyKkTyphbl NpeanpusTus
. CtpykTypa 1 (yHKIIMM OPTaHOB 3alUTH MHOOPMAIIMH Ha PEANIPUATUI

ONO O WN -



1. Jlabopamopnasn pavoma Ne2 «CpenctBa 6€30MaCHOCTH OTIEPAITMOHHON CHCTEMBI
Microsoft Windows Server»

A) 3apanmue:

1. Co3nars nomen Active Directory ¢ umenem zios.com. IIpousBectu 100aBieHHE CEPBEPHOI
POJIM KOHTPOJUIEpa JOMEHA.

2. [Ipoussectu ycranoBky DNS-cepsepa.

3. IIpoussectu ycranoBky DHCP-cepBepa (ecnu TpedyeTcsi B JaHHOM BapUaHTe).

4. BBIOJHUTH CO3JJaHUE U HACTPOMKY KoHcouu yrpasiaeHuss MMC.

5. BKJIFOuTh B TOMEH Zi0S.COM KIUSHTCKHI KOMITbIOTep o yrpasierHuem Windows 7.

6. [IpousBecTn HACTPOWKY Ha cepBepe MOJKIIOUEHUS depe3 Y NajleHHBIH pabouuid CTON ISt
angmunuctpupoBanus (Remote Desktop for Administration).

b) KoHTpoJIbHBIE BONIPOCHI:

1. Packpoiite MOHSTHS «IOMEH», «1epeBo» H «iec» B Active Directory.

2. Packpoiite nonsatue konconu MMC. B kakoM pexume Mo yMOITYAHHUIO CO3Al0TCsS KOHCOJIU
MMC?

3. MoXeT 1 OCHAaCTKa OJHOBPEMEHHO OTOOpa)kaTh MH(OPMAIMIO O JIOKATBHOM U yJaJIEHHOM
KOMITbIOTEpax?

4. Ecnu TpeOyeTcst OrpaHUUYUTh JAOCTYI K OCHACTKE, KaK CKOH(UI'YpUPOBaTh COJEPIKAILYIO ee
koHcos MMC.

5. Kakue pexkBU3UTBHI HEOOXOAMMBI Ul AAMHUHUCTPUPOBAHMS YJAJIEHHOIO KOMIIBIOTEpA U3
koHcomm MMC.

2. Ilpomescymounoe mecmupoeanue

1) Kaxas KOMaHJia MOMOXKET HaWUTH YYCTHBIC 3aIllMCHU, HC HCIIOJB30BABIHINCCA B TCUCHUC IBYX

Mecs1eB?
a. DSADD.
b. DSGET.
c. DSMOD.
d. DSRM.
e. DSQUERY.

2) Kakyo mepeMeHHYI0 MOXKHO HCIOJb30BaTh B komangax DSMOD u DSADD mis co3znanus
JIOMAIIIHUX MANoK U Narok NpoQuieil 1uis onpeieneHHbIX MoJib30BaTeneii?
a. %Username%.
b. $Usemame$.
c. CN=Username.
d. <Username>.
3) Ilpum momoryu Kakoii KOMaHIbl MOYKHO BBIBECTH HOMepa Tese()OHOB Beex mosib3oBareneit B OI1?
a. DSADD.
b. DSGET.
c. DSMOD.
d. DSRM.
e. DSQUERY.
4) Kaxkoe u3 cnenyrommux paspemennit NTFS mo3BossieT ynansath nanky:
a. YTCHHE
b. uyTeHue U BBIMOIHEHNE
C. U3MEHEHHE
d. amMUHUCTpHpPOBaHHE
5) Xapakrepuctuxku TLS/SSL:
A. lludposanue Tpaduka.
b. JIByXCTOpOHHSS ayTeHTUDHUKALIHSL.



B. Ilepuoauueckasi cMEHa KIIFOYEH.
I'. OnmHOCTOPOHHSA ayTeHTU(UKAITHSI.
6) Kakoe cpencTBo HCIONB3yeTCS Ha cepBepe Ui BKIIOYCHHS YHAJCHHOTO MOMKIIOYCHUS K
pabouemy cToiry?
A. Tucneryep cinyx6 repmunainos (Terminal Services Manager).
b. Hacrpoiika cinyx6 tepmunanos (Terminal Services Configuration).
B. Cucrema (System Properties) u3 [lanenu ynpaBieHus.
I'. JlunensupoBanue ciayx0 TepmuHanon (Terminal Services Licensing).
7) Oo6s3arensubie KoMmoHeHTH TLS/SSL:
A. AytenTudukanus ceppepa.
b. Cepruduxat X.509.
B. AyrenTudukanus moiap30BaTers.
I'. Cratnyeckuil CHMMETPUYHBII KIIFOU.
J1. Bce oTBETHI HEBEPHBI.
8) I'ne B uHTEepdeiice MOXKHO H3MEHUTH YWICHCTBO KOMITbIOTEPA 1101 yrpasicHueM Windows Server
B 1oMeHe?
A. OkHno cBoiictB Moii kommbrorep (My Computer)
b. ITpunosxenue Cucrema (System) u3 [lanenu ynpasnenus
B. Koncous Active Directory - monb3oBatenu u kommnbiotepsl (Active Directory Users And
Computers)
I'. [Tanka Ceressie noakiroueHus (Network Connections)
M. Ipunoxenne [lonb3oBarenu (Users) u3 [lanenu ynpasieHus
E. Bce oTBETHI HEBEPHBL.

Tema 3 «IIpoekTHpoBaHNe NPOBEPKH NMOAJTUHHOCTH B rereporenHoii cetu. [lonsTue
Kerberos. Cepru¢puxarsl. OCHOBHBbIE NOHATHS HHPPACTPYKTYPHI OTKPBITHIX KiI4Yel (PKI)»

1. Jlabopamopnas paboma Ne2 «CpenctBa 6€30MaCHOCTH OMEPATUOHHON CHCTEMBI
Microsoft Windows Server» (pogoinkenue)

A) 3ananmue:

7. BBIMONHUTS HAcCTPOWKY YAAJEHHOTO MOJKIIYEHUS K paboyeMy CTONy, MpPH 3STOM
AaKTUBUPOBATh YIAJIEHHOE TOJKIIOUEHHEe K paboueMy CTONy, W3MEHUTh YHUCIO pPa3pelIeHHBIX
OJTHOBPEMEHHBIX MOJKIIOUEHHUI Ha cepBepe W HACTPOUTh MapaMeTphl 3aBEPLICHUS MOAKIIOYESHHUS.
Hns storo Ha Briaake «CereBoit agantep» (Network Adapter) ycTaHOBUTH 3HAUCHHE TapameTpa
MaxkcumanbHoe uncio noakmoueHnit (Maximum Connections) paBHbIM 1.

8. Ha Brmagke Ceancel (Sessions) ycTaHOBUTH o00a (rmakka «3aMEHHTh TapaMeTpsl
nosnb3oBates» (Override User Settings) u W3MEHUTh HACTPOWKH CIEAYIOIIMM 0O0pa3oM: BcCe
npepBaHHbIe JIOOBIMU crioco0amu (WM 1O JIr000# MpUYMHE) CEaHChl MOJIb30BaTeNell 3aKphIBAIOTCS
yepe3 15 MUHYT, aKTUBHBIN CE€aHC HE OTPAaHUYMBAETCS IO BPEMEHH, CEaHChl 3aBepIlatoTes rnocie 15
MUHYT Oe31eiCTBUS.

- 3aBepienue otkioueHHoro ceanca (End a disconnected session): 15 MuHyT.

- OrpannueHmne akTUBHOTO ceaHca (Active session limit): HuKoraa (never).

- OrpannueHmne akTUBHOTO ceaHca (Active session limit): 15 MUHyT.

- [Ipu npeBbIeHnn orpaHnveHuid uim paspeise noakmodeHus (When session limit is reached
or connection is broken): Otkmrounts ceanc (Disconnect from session).

Taxast koHpHUrypanus odecriednBaeT cielyomiee: TOIbKO OIMH M0JIb30BaTeIb 0JJTHOBPEMEHHO
MOAKITIOUEH K CEPBEPY TEPMHUHAIOB, JIIOOOW MpEpBAaHHBIM CEaHC 3aKpoeTcs uepe3 15 MuHyT u
HEaKTHBHBII ceaHC mpepBeTcs yepe3 15 MUHyT. DTH mapaMeTpsl MO3BOJISIOT U30eXaTh CUTYyalluH,
KOTJ]a TIpEepBaHHbIN Wi 0e3/IeHCTBYIOMINI CEaHC MEIIAeT MOAKII0YaThCs CPEACTBAMH MTPOTPaMMBI
VY nanensslit pabouuii cron mis agmuaucTpupoBanus (Remote Desktop for Administration).

9. [Ipou3BecTr MOJIKIIOYEHUE K CEPBEPY C MOMOIIBIO KIIMEHTA yIAIEHHOTO MOIKIIOYCHUS K
pabouemy cTOmy.



10. TToaroTOBHUTH OTYET O BBHIIOJHEHUH JTA0OPATOPHON pabOTEHI.

b) KonTpoJibHble BOPOCHI:

6. Bce nu QyHKIMM OCHACTKH, TPUMEHSIEMBbIE Ha JIOKAJbHOM KOMIIBIOTEPE, MOXHO
MCIIOJIB30BATh NP yAJICHHOM MOJIKJIFOUCHHH.

7. CKOTbKO  OJHOBPEMEHHBIX IOAKIIOUEHHUH pas3penieHo K CcepBepy TEPMHHAJIOB,
paboTaruieMy B pexXUMe yIaJeHHOTO aIMUHUCTPUPOBAHUS?

8. Kakoe mporpamMmHOE CpeICcTBO HCIOJIB3YETCS Ha CepBepe I BKIIOUCHHS YIAICHHOTO
MOJIKJIFOUEHUS K pabodeMy CcTouy.

9. B ueM cX0ACTBO W pa3zMuue MporpaMMm Y JaJICHHBIA IMOMOIIHUK W Y JaJICHHBIA paOoumii
CTOJI JUIsl aAIMUHUCTPUPOBAHUS.

10. Kakue BBITOIbI MPUHOCUT MCIIOJIb30BAaHUE TIPOTPAMMBI Y JJAJICHHBINA TOMOIITHHUK?

1. Konmponvnasa paboma Ne2 «llpoexmuposanue 3auumaol ynpagieHus u n000epHcKu
cemuy
Bompockr:
1. IIpoexTrpoBaHue OGE€30MaCHOTO YIIPABIECHHUS CEThIO.
2. O6mue ysI3BUMOCTH B YIIPABJICHUU CETHIO.
3. I'pannus! 6e3omacHocTH. CHIKEHHE K MUHIMYMY BO3MO>KHOCTH aTaKH.
4. AIMUHUCTPpUPOBAHHE TOJI30BATEIICH U KOMITBIOTEPOB.
5. OnpeneneHue ypoBHS aIMUHUCTPATUBHBIX MTOJTHOMOYHUH.
6. [IporpaMMHO-TeXHUYECKAs peanu3alysl CPeACTB 3aIUThI YIPABICHUS U MOAICPKKH CETH.

Tema 4 «IlosmTuxku nmapoJieit B cersix Windows Server 2003. Tpe6oBaHusi K y4eTHbIM
3anMcAM I0J1b30BaTeJIeil.)

1. Jlabopamopnas paboma Ne3 « Yuemnuwle 3anucu nonvzoeamenei)
A) 3ananmue:

1. Co3panue rpynm:
- Cospnaiite 2 rpymnmbl 6€30MACHOCTH C JIOKATBLHON JOMEHHON 00JIaCThIO IEUCTBUS
- Co3zpaiite 2 rpynmsl 6€30MaCHOCTH € TTI00aTBHON 00JaCThIO AEHCTBUS
2. Cosznanue y4eOHBIX 3aIHCcel MoIb30BaTeleii 1 TOMEIIEHUE B TPYIIITEI
- Cozpaiire o 1 yueTHoOH 3anmucH A7 KaxXJ10M U3 TPy, 3a/1aBasi B KauecTBe Mapamerpa
Ye0BeYECKIe NMEHA
- Cozpaiite 1 yyeTHy!0 3amMCh ¥ IOMECTUTE €€ B KAKIYIO U3 TPYII
3. BxuroueHwue rpymi B Ipyrue rpyIsl
- Tlomectute o 1 rmobanpHOM TpyMIe B KAKIYIO TOKATbHYIO TPYIIIBI
4. CoznmaiiTe ydYeTHYI 3aluCh Ui HOBOTO KOMIBIOTEpA, KOTOPBIA MpEaroaracTcs
HOJKJIIOYUTh K IOMEHY
5. TIpoBepbTe pe3ynbTaT BRIMOIHEHUS Ja00OPATOPHON paOOTHI
6. Od¢opmure otuer

b) KonTpoJsbHbIEe BONIPOCHI

1) Co3znanue ¥ ynpaBjieHHE YICTHBIMH 3aITUCSIMH MOJIb30BATEIICH.

2) Co3nmanme W MOAM(HKALUS YYETHBIX 3alKCel MOJIb30BaTENeH MPH MOMOIIM KOHCOJU
Active Directory — moms3oBatenu u kommbioTepsl (Active Directory Users And
Computers).

3) Co3manme W MomuduKanus YUETHBIX 3alKCei  MOJb30BaTeleld  CpPeICTBaMHU
aBTOMATHU3aLNH.

4) HVMIopT yYeTHBIX 3aMuCeil 0Tb30BaTeeH.



5) VYmnpaBieHue JIOKAIbHBIMH, TEPEMEIIACMBIMH M 00S3aTEIbHBIMH  MPO(UIISIMU
MI0JI30BaTENEH.

6) YcrpaHeHue npoOeM ¢ YUSTHBIMH 3aIMCSIMU T0JIb30BATENICH.

7) OO6napyxeHHe 3a0JJOKMPOBAHHBIX YUETHBIX 3aIKMCEl M UX Pa30JI0KHPOBAHUE.

8) JlmarHocTMpOBaHHME ¥ YyCTpaHCHHE TPOOJIEM CO CBOWCTBAMH YYETHBIX 3arucei
M0JIb30BaTENEH.

9) VYcrpaHeHue onMOOK, CBA3aHHBIX ¢ IPOBEPKOM MOATMHHOCTH T0JIh30BATEIICH.

1. Jlabopamopnas paboma Ne3 « Yuemmuoie 3anucu nonvzoeameieil)
A) 3ananue

1. Co3paiiTe manky, mOMECTUTE B HEE TEKCTOBBIH (paiiin u pailn-npunoxeHne ¢ pacupeHueM
.exe (marmpumep, notepad.exe)

2. YcTaHOBUTE 715 3TOM HANKHU pa3perieH st OJIHOTO JOCTYIa 715l OJHOTO U3 TOJIb30BaTeNIei
TpyHIbl «AJIMUHHCTPATOPEI» M OTPAaHUYEHHBIC PAa3pEIICHUs IS TOJIb30BATENICH ¢ OrpaHHYCHHON
YYETHOH 3aIIUCHIO

3. BeimonHuTe pasnuuHble AEHCTBUS ¢ Mankod M ¢aimaMu Ui 00enX y4eTHBIX 3aIHcei,
YTOOBI POBEPHUTH, KaK ACHCTBYIOT OTpaHUICHUS

4. YcraHoBuTe OOMMH JOCTYI K IAaNKe M MOJKIYUTECh K HEW yepe3 CeThb € JPYroro
BUPTYaJIbHOT'O KOMITBIOTEPA

5. YcraHoBuTEe OrpaHHMYEHUs Ha JOCTYH K IAmKe C IPaBaMH, aHAJIOTMYHBIMM 1.2, U
MOJKJTFOUYMTECH K HEH uepe3 CeTh ¢ IPYroro BUPTYaITbHOTO KOMITBIOTEPA

6. CocTaBbTE OTYET O POBEJCHHBIX HKCIIEPUMEHTAX

b) KontpoJibHbIe BONPOCHI

1. Kakue 00BEKTHI 110 YMOJTUYAHHIO HACIEYIOT OTPAaHUYCHUS, YCTAaHOBIICHHBIE JITIS
POAUTEIHCKOM Manku?

2. KTo MOXeT ycTaHaBIMBATh Pa3peIICHUs IS OTJEIBHBIX ITOJIb30BaTeNeH U TPy

3. OcobenHocTu HacTpoiiku obiero nocryna k nanke B NTFS

Tema S «IIpoexTupoBanne 3ammThl ¢aiijioB mudposanuem (EFS). OcnoBubie nonsitusa EFS
IInanupoBanue u BHegpenne EFS B cpene nomena ¢ PKI.»

1. Konmponvnasa pavoma Ne3 «Ocnoenl 3auiumul 6a306b1x cemesvlx QynKyuin

Bompocsr

1. IInanupoBaHue U peanu3alys CTpaTeruy pa3rpaHuueHuUs 10CTyNa U ayTeHTU(UKAIIUH.

2. TlonsTre mpotokona Kerberos.

3. Ceprudukarel. OCHOBHBIE MOHATHS HHPPACTPYKTYPBI OTKPHITHIX Kitouer (PKI).

4. TpeOoBaHUs K yUETHBIM 3alUCAM I10JIb30BATEIEH.

5. [IpoexTrpoBaHue MPOBEPKU MOJJIMHHOCTH B T€TEPOr€HHON CETH.

6. [IpoBepka mouIMHHOCTH ¢ UcTionb3oBaHueM Kerberos. [lomyueHne ceaHCOBBIX OMIIETOB.

7. Monutuku maponeit B cersx Windows Server 2003. MHCTpyMEHTHI ISl pealv3aiiu
MOJIUTHK MTAPOJICH U X OTPaHUICHUSI.

8. [TapameTps! 6€30MACHOCTH U OTPAaHUUYEHHS CPEJCTB YIPABICHUS MOJUTUKAMHU.

1. Jlabopamopnas paboma Ned «Ilpoexmuposanue ungpacmpykmypol OmKpbInbIX
Kaoueil. Ynpaenenue yughposvimu cepmugpuxamamuy

3agaHue:
1. Co3znate ceprudukar mist mudpposanus daiiaos
2. TIpocmoTpeTh co3aHHble cepTU(UKATHI
3. 3ammdposats daiin
4. BBINOIHUTB HKCHOPT cepTUDUKATA



5. VYnpamuts cepruduxar. [IpoBeputh noctynHocTh daiina
6. Hmmnoptuposats ceptudukar. [[poBepuTs 10CTYIHOCTH (aiina

Tema 6 «IIpoexkTHpOBaHMe 3aIIMTHI 1JI51 cepBepPHBIX poJieil. [lnanupoBanue u peanuszanus
3alIMIIEeHHOM 0230801 KOHGUTIypauuu ISl KIMEHTCKUX KOMIILIOTEPOB)»

1. Ilpomesriccymounoe mecmuposanue

Jlist kKakuXx 1eneit MokeT BbiiaBath ceprudukatsl Toabko LC npeanpustus?
SamuTe! |Psec.

Bxopna co cmapt-kapToil.

[Tognucanus kozaa.

[TpoBepky MOTMHHOCTH B OECITPOBOIHBIX CETAX.

Qoo -

Kakoe n3MmeHeHne napaMeTpoB cepTudukaTa He yBeIMIUT HArpy3Ky Ha nporeccop LIC?
YBenuueHue ATUHBI KITFoYa.

YBenudeHue cpoka ASHCTBHs cepTH(UKATA.

Bbiiaua HOBBIX KiTtOUEH TIPU KaXKJJOM OOHOBJICHUH cepTH(UKATA.

N3menenue tuna ceprudukara.

oo oe N

Kro BeImaer ceprudukar kopaesomy HC?
Croponnuit HHC.
[Togunnennsii HC.

Hpyroii kopueoii LIC.
OH cam.

oo o W

4. Kakue 13 nepeunciaeHHbIX CPEACTB aIMUHUCTPATOPBI IPUMEHSIIOT 1711 PyYHO Bblaun
ceptudukaToB KimeHTam uzoiupoBanHoro L[C?

a. Ocnactka Cepmugpuxamot.

b. Koucons Ilenmp cepmugpuxayuu.

c. Hurepdeiic Cnyxncoa nooauu 3as6o0k na cepmugpuxam uepes Humepnem.

d. Ocuactka llladnonsl cepmugpuxamos.

5. B ueMm npenmyiiecTBo ucnoiab3oBaHus pa3HOCTHBIX CRL BMecTO mosmHbIX?

6. BriOepure U3 nepeuncIEHHOr0 HIKE BCE, YTO MOTPEOyeTCs MOIb30BATEINIO IS
nosyueHus ceprupukaroB ot L{C npeanpustrs, UCHOIb3YIOIIEr0 aBTOMaTHYECKYIO [T01auy
3as1BOK?

a. Paspenienue Ha ucnonb30BaHUE IAOJIOHOB CEPTUPUKATOB.

b. UieHCTBO B mojapa3eneHnH, K KOTOpOMY aIMUHUCTPATOP NPUMEHHUI COOTBETCTBYIOLIHMA
GPO.

c. [Hocryn k Active Directory.

d. Hocrym k ocHacTke Cepmugpukamot.

7. VYxaxwure Bce LIC, koTOphIe mocine pa3BepThIBaHUS CIEAYET OTKIIOUYUTh OT CETH 10
cooOpaxeHusIM 06€30MaCHOCTH.

a. Kopnesoii IIC.

b. IIpomexyrounsie LC.

c. Opun u3 Beigaroumx HC B kaxnom opuce ¢ npomexxyrounsiM LC.

d. Bce Beiparomue IC.

8. Tlo3Boaut nu cnpoexktupoBanHas PKI moctuub Bcex MOCTaBICHHBIX Heei?



a. /la.
b. Her, Tak Kak ygacTcs 3allUTUTh TOJIBKO BHYTPEHHHUX ITOJIb30BATEIICH CETH.
c. Her, Tak kak He oOecrnieueHa Mo IepKKa BX0/1a ¢ UCMOJIb30BaHUEM CMapT-KapT.

9. Kak rapanTupoBaTh, 4TO TOJILKO pAOOTHUKH OT/ela pa3pabOTKH CMOTYT HOJTYYUTh CEPTH-
dbukaThl 115 BX0J1a co cMapT-kaptoi, EFS u 1PSec?

a. IlpemocTtaBuTh MOJB30BATEISIM U3 HAYYHO-HUCCIIEIOBATEIBCKOTO OTAEA pa3pelieHus Ha
noctyn K KoHcoiu Cepmughuxkamel, 4epe3 KOTOPYHO OHHM CMOTYT 3alpaliuBaTh COOTBET-
CTBYIOUIHE CEPTUDUKATHI.

b. Tlpu nomomu GPO oTMEHUTH aBTOMATHYECKYIO T0J[auy 3asBOK Uil JOMEHA U aKTHBU-
3MpPOBATh ABTOMATUYECKYIO [10JIa4y 3asBOK IS MTO/Ipa3ACTICHNS, COIEPKAILEro MMOJIb30BaTeNei
U3 HAYYHO-HCCIICJIOBATEIICKOTO OT/IEIA.

c. IlpemoctaBuTh MOJB30BATENSIM U3 HAYYHO-HCCIIEAOBATEILCKOTO OT/AETa MPaBO HAa HC-
[0JIb30BaHKE I1a0JIOHOB CcepTH(HUKATOB Bx0od co cmapm-xapmoit (Smartcard Logon),
Ba3zosoe wmuugpposanue EFS (Basic EFS) u IPSec.

d. YcranoButh Moaynb Cayxcoa nodauu 3as60k na cepmugukam uepe3 Humepnem u
npesocTaBuTh goctym Kk ero Web-unrepdeiicy Tonbko nosip30BaTessiM U3 Hay4HO-HCCIIEI0BA-
TEJICKOTO OT/IeIA.

10. OcHoBa 6e30macHOr0 B3auMoieicTBUS MpoTokoia Kerberos:
A. Cratndeckuii CAMMETPUYHBIN KITIOY.

Bb. OTKpBITBIN U 3aKPBITHIN KITIOYH.

B. O0muii cekper.

I'. Bce oTBETHI HEBEPHHI.

1. Jenosasa uzpa «Cocmaenenue opeanu3ayuoHHO-pACnOPAOUMENbHBIX 0OKYMEHM 08 O
obecneuenulo NOAUMUK cemesoil 6e30nacHoCmuU Ha RPEONPUAMUAX PAZTUUHBIX (HopM
codcmeennocmuy

3agaunue:

1. Pa3paboTaTh MakeT OpraHU3alMOHHON CTPYKTYPbI IPEIIPUATHS.

2. Paspaborare mpoekr MHCTpYKIMH IO YCTaHOBKE, MOIU(UKAIUK W TEXHHYECKOMY
OOCITy’)KUBaHUIO  IPOrpaMMHOT0  oOecrieyeHuss W anmapaTHO-NPOTPaMMHBIX  CPEACTB
ABTOMATU3UPOBAHHBIX CUCTEM MPEITPUSITHSL.

3. PazpabGorare mnpoext WHCTpyKIMHM 1O OpraHM3allid pPE3epBHOTO KOIMUPOBAHMS
MH(OPMALIMOHHBIX PECYPCOB BHIYUCIUTENIBHON CETH MPEITPUSIITHSL.

4. PazpabotaTh npoekT PernamenTa 1ocTyna cCOTpyJHUKOB NpeanpusTus K cet HTepHer
JUIS OpTaHu3ali U IpeANpUsATUN pa3IMUHBIX (POPM COOCTBEHHOCTH.

5. BBITh B TOTOBHOCTH B POJIM PYKOBOAUTENS NPEANPUATHS, PYKOBOIUTEIS OIpa3IeIeHUs
UH(POPMALIMOHHOM 0€30MacHOCTH pelIaTh YNpaBI€HYECKHUE 3aJaud, CBsI3aHHBbIE C OOecredeHueM
ceTeBo HMH(POPMAIMOHHON O0€30MacHOCTH Ha NpeanpusITHUU (MPUHUMATh pEUIeHHs, OTIaBaTh
pacropsiKeHus1, OCYIIECTBIATh KOHTPOJIb 32 BHITOJHEHUEM OTAAHHBIX PACTIOPSKEHUN).

6. CrynmeHTaM THCBMEHHO BBIMOMHUTH 3amaHue (o0bem 10-12 crpanmm) m OBITE B
TOTOBHOCTH K €I0 3aIIUTE HAa IPAKTUYECKOM 3aHSATUH.

[Topsok npoBeeHHs MPAKTUYECKOTO 3aHITHS

1. Opranmzanus 3aHATUS (IIPOBEpKAa NPUCYTCTBYIOIIMX W TOTOBHOCTH K 3aHATHAM,
00BsIBJICHUE TEMBI U LIEJH 3aHATHS, TOBEICHNE TOPSAKA IPOBEACHUS 3aHATHS).

2. Pacnipenienenue Ha MOATPYIIIBI M 03By4nBaeTcs cuTyarus. CTyJjeHTaMu BHIOUpAeTCst OAHO
U3 TNOpeanpuaTud  (Hampumep, KoMMepyeckud OaHK, Mpeanpusitie cdepbl  TOProBIH,



TEJIEKOMMYHUKALlMOHHAsI KOMIIAHUS, IPEIIPUITHE TOIUIMBHO-3HEPIreTHYECKOI0 KOMILIHEKCA U T.11.),
Ha KOTOPOM CO3/1a€TCs BEIYUCIUTENbHAs CETh.

3. IlpucBoeHue mOATrpynmaM IEPBOHAYAIBHBIX pOJeH  (PYKOBOAMTEIH  CIYXKOBI
MH(POPMALIMOHHOM 0€30M1aCHOCTH, PYKOBOJUTENH IIPEIIPUATHUS, CHCTEMHBIE aIMUHUCTPATOPBI).

4. OOcyxneHue CTyJeHTaMU KaXIOW MOATPYMIIBI BOIPOCOB, PEIIAEMbIX PYKOBOACTBOM M
COTPYAHUKAMU IPEANPUATHS 10 00eCHIeUeHUI0 HH(POPMAIMOHHON G€3011aCHOCTH BBIUMCIUTEIIBHBIX
ceTel MpeANpPHUAITHS, BBIHECEHHBIX Ha MPAKTUYECKOE 3aHIATHE C LEIbI0 BEIPAOOTKH OOIIMX MO3HUIIUH.

4.1. Boripocsl o CTOPOHBI TOArPYIIIEl BBICTYNAIOLIUX B POJIM PYKOBOIUTENCH MPEATPUATHS.

4.2. Bompockl €O CTOPOHBI MOATPYNIBI BBICTYNAKOUIMX B POJIM PYKOBOJUTENEH CIIyKObI
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

4.3. Bonpocsl cO CTOPOHBI TOATPYIIIBI BBICTYIAIOIINUX B POJIM CUCTEMHBIX aIMUHUCTPATOPOB.

4.4. OTBETHI U JUCKYCCHHU.

4.5. BpipaGoTka oO0meld mMmo3umuM © OOIIEro MoaXoAa K BOIpocaM obOecredeHust
UH(POPMALIMOHHOM 6€3011aCHOCTH BBIUMCIIUTENIBHBIX CETEH MpenpusTus.

5. ObcyxaeHne mpenojaBareieM U CTapIIMMH TPYIIIT OLIEHOK YYaCTHUKOB 3aHATHSI.

6. IlogBeneHue WTOrOB 3aHATHS C OOBSABICHMEM OKOHYATENBHBIX OLICHOK YYaCTHUKOB
IPAKTUYECKOIO 3aHATHUS.

Ponu:
CryneHThl pacipeesieHbl Ha 3 MOATrPYIIIIbL:
1-s1 moarpymnmna - pyKoBOAMTEIH MPEAIPUATHS;
2-51 TIOATPYIIIA — PYKOBOJIUTENHN CIIYKObI HH(OPMAIIMOHHON 0€30IacHOCTH TPEATIPHUITHS;
3-5 MOArpyIIa — CHCTEMHbIE aIMUHUCTPATOPBI.

Tema 7 «IIpoexkTupoBanne 6a30B0i 3a1UTHI epuMeTpa. OCHOBHBbIE BO3MOKHOCTH
nporpaMmMHoro opanamayispa ISA Server»

1. Jdenosasa uzpa «Cocmaenenue opeanu3ayuoHHO-pACnOPAOUMENbHBIX 0OKYMEHM 08 O
obecneuenulo NOAUMUK cemesoil 6e30nacHoCmu Ha NPEONPUAMUAX PAZTUUHBIX (HOpM
codcmeennocmuy

[Tponomxenue. 3ajaHusl IPUBEICHBI BbIIIE

Tema 8 «IIpo6JiemMbl ¢ 6e30MacHOCTHIO JIeKTPOoHHOM MouThl. HacTpoiika ISA Server aas
3alMTHI epeJavu JaHHbIX 10 npoTokoay SMTP»

1. Jlabopamopnas paboma Ne5 « @Qunvmpayua mpaguxa»

3aganue:

1. Onummre Tekymye HaCTPONKH MEXCETEBOT0 IKpaHa

2. CospnaiiTe HOBOE pa3peliaonee MpaBuiIo

3. Haiigure npasuio, paspematomniee orrpaBky ICMP makeroB, 3anpeTute oTnpaBKy Ha
KOHKPETHBIN aapec

4. TlpoBepbTe HyHKIMOHUPOBAHHUE MPABUII

Tema 9 «IIpoexTupoBanue 6a3oBoii 3ammThl Web-cepBepay»

=

Jlabopamopnaa paboma Ne5 « Dunompayus mpagduxa)

3ananue:

3amperute Web-tpapuk

Paspemute coeauHenue mo mpotokoiy telnet ¢ onpeaenernoro aapeca
AKTUBHpYITE BeieHUE KypHalia (peructpaius coObITUi OJOKUPOBKH JOCTYIA)
[IpoBepbTe PYHKITMOHUPOBAHKE MPABHII, PETUCTPAIIUIO COOBITHIA

b



Bonpocsl k 3k3amMeny

. IIpenmeT u OCHOBHBIE 3a7]a4H Kypca.
. [IpuHIMIBI TPOEKTUPOBAaHUS UH(DOPMAIIMOHHON 0€30MacCHOCTH.
. Mcnonp30BaHne MHOTOYPOBHEBOW CHCTEMBI 3aIUTHI.
. Knnaccudukanus Hapymmureneid 1 Moaeab HapyIIUTEs.
. [IpyuMHBI ¥ UCTOYHUKH TOSBICHHS YTPO3.
. Knaccudukanus arax.
. Bunpl obecrieuenrs aBTOMaTH3UPOBAHHBIX CHCTEM.
. OCHOBHBIE 3a7]auil AIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH.
. OcHoBHble cpencTBa ynpasienust Windows Server.
0. Cyx061 katagoros Active Directory.
11. Jlornueckas crpykrypa Active Directory.
12. ®usnueckas ctpykrypa Active Directory.
13. YdeTrHble 3anMCH U TPYIIBI YYETHBIX 3aIHCEeH.
14. Mogenb 6e3omacHOCTH paboyeii TpymIbl U TOMEHHAast MOJeNb O€30IMaCHOCTH.
15. KoHuenuus u ocHOBHBIE Bo3MoxxHOCTH Active Directory.
16. OcHoBHBIE IpaBKjIa KMEHOBaHUS 00bekToB Active Directory.
17. JlokanbHble ¥ IOMEHHbBIE YUETHbBIE 3aIIUCH.
18. INousTus nepesa, jeca u caiita B Active Directory.
19. CtpykTypa 1 OCHOBHBIE CBOMCTBA YUE€THON 3aIHCH.
20. Yopasnenue rpynnamu. JIokanbHbIe U JOMEHHbIE IPYIIIIBL.
21. Konnenmus rpymnm B Active Directory. O6sacts AeHCTBHUS TPYII U THITBI TPYIIIL.
22. YTUIMTBI KOMaHIHOU CTPOKH [uis ynpasienue Active Directory.
23. Haznavenue u coctaB rpynmnoBbix noautuk AD.
24. CtpykTypa 00beKTa IPYNIOBHIX MOJUTHUK.
25. TlopsinoK IpUMEHEHHSI TPYTIITOBBIX MOJUTHK.
26. JlenerupoBaHue MOJIHOMOYHH 1 oneparuii B AD.
27. Ponb n 3amaun ayreHTrdukanmy B AD.
28. O6mme cBenenus o npotokosie Kerberos.
29. Drarbl periucTpaiyy KIHNEeHTa C CIoNIb30Banue mpoTokoia Kerberos.
30. Ha3naueHue u cTpyKTypa ceaHCOBOro OuieTa.
31. Tlporoxon TLS/SSL.
32. IIporokon SSH.
33. Konuernius cucremsl yrpapienus oonoBneHusMu Windows.
34. Windows Update. MBSA. WSUS. UnTterparus MBSA u WSUS.
35. Haznauenwue u ctpykrypa WSUS.
36. daiinosas cucrema NTFS.
37. daiinosas cucrema EFS.
38. IIporokon BitLocker Drive Encryption.
39. Texuosnoruu 6e3onacuoctu Windows u Windows 8.
40. Cnyx6a xontposist yuetHbix 3anuceid (UAC). Peamuzamms UAC B Windows 7.
41. Windows BitLocker To Go u AppLocker.
42. Pe3epBHOE KOMMPOBAHKE M BOCCTAHOBIIEHHE JJAHHBIX. Y POBHU PE3€PBHOIO KOITUPOBAHMUSL.
43. TlommHoe, no6aBouHOE U TU(HepeHIMATEHOE PE3ePBUPOBAHNE.
44, CxeMbl poTallii HOCUTENEH NPH pe3epBUPOBAHUY JTAHHBIX.
45. Ctpykrypa PKI.
46. Ilonstue ceprudukata. Poas PKI B coBpeMeHHBIX HH(OPMAIIMOHHBIX CHCTEMaX.
47. Tlonsarue cranmapta X.509. Ctpykrypa mudpoBoro ceprudukara.
48. Vcrionp3oBanne  1mU(ppoBbIX  ceprudukaroB g obecrmeyeHHs — 0€30MacHOCTH
BBIYUCITUTEILHBIX CETEH.
49. )Ku3HeHHBIH UK HUPPOBBIX CepTU(UKATOB U KIFOUEBOM Maphbl.

P OO ~NO O WNE



50. Obmue cBenenusi o cmyxkoOe ceprudukamuu Windows Server. HasHaueHue HEeHTpOB
cepTuduKaImm.

Taﬁ.lmua 9— HpI/IMepr OLICHOYHBIX CPEACTB C KJIIYaMU IIPaBUWJIbHBIX OTBETOB

Bpems
BBITION
No Tun .
[TpaBuibHBII HEHUS
n/ | 3agaHu DopmynHpoBKa 3aTaHUSL
OTBET (B
1§ o
MUHYT
ax)

[IK-1. CrocoOeH BHIMONHATH pabOTHI 10 YCTaHOBKE, HACTPOHKE W OOCITYKHUBAHHUIO POTPAMMHBIX, IPOTPaMMHO-aIapaTHHIX (B
TOM YHCJIe KPUIITOrPApUIECKHUX) U TEXHUUECKUX CPEICTB 3aIIUTHl MHPOPMAIUH B ITPOLECCe KCIUTyaTallil aBTOMAaTH3HPOBAHHBIX

CHCTEM
1. | 3aganu | Kakwe IBA Ttuma tpaduka wmcroms3yror Real-Time Transport 2,4 2
e Protocol (RTP)?
3aKPBIT 1) Buzeo
or0 2) Beb
3) INepenaua daitnos
TUIIA
4) Tonoc
5) Peer to peer
2. Kakast 6ecripoBo/iHasi TEXHOJIOTHSI TpeOyeT Mayoi MOIHOCTU U 1 2
CKOPOCTH Tepeladdl IaHHBIX, YTO JAENaeT €€ MOMyJISIPHOH B
MPHIOKEHUSIX «YMHOTO JJIoMay»?
1) ZigBee
2) LoRaWAN
3) 5G
4) Wi-Fi
3. KnuenT momydaeT makeTr oT cepBepa. B makere ykazaH mopt 4 3
HazHadyeHus 110. Kakomy cepBucy mpenHazHadeH maxker?
1) DNS
2) DHCP
3) SMTP
4) POP3
4, IIpoBogHO! J1a3epHBI MPUHTEP NOIAKIOYEH K JOMAaUIHEMY 4 3
KOMITBIOTEPY. DTOT NPUHTEP ABIAETCS OOIINM, TIO3TOMY APYTrHe
KOMITBIOTEPHI B JIOMAIlHEH CETH TaKXe MOTYT HCIOJIb30BaTh
aToT npuHTEp. Kakas cereBas Moaenb UCHOIb3yeTCs?
1) Client-based
2) Master-slave
3) Point-to-point
4) Peer-to-peer
5. Kakoii cepBuc ob6ecrneqyuBacT HHTEPHET MeCEHKEP? 1 2
1) Tlo3BoussieT OOIIATHCS YAATCHHBIM MOJIB30BATENSIM B PEXKUME
pearbHOTO BPEMEHH.
2) O6GecneynBaeT yIaleHHBIN JOCTYII K CETEBBIM YCTPOWCTBAM
U cepBepam.
3) IIpeobpa3yeT nOMEHHbIC UMEHA, TaKUE KaK cisco.com, B IP-
azpeca.
4) Ucnonesyer wudpoBanue s odecrnedeHnss 6e30macHOro
YJIQJICHHOTO JIOCTYIA K CETEBBIM YCTPOICTBAM U CEpBEpaM.
6. 3ananu | Tpu corpynHuka 6aHKa MOJIB3YIOTCS KOPIIOPATUBHOM CETHIO. Aynuo-koHpepeHuus (3 5
e [lepBeIii cOTpYAHUK HCIIONIB3YET BEO-Opay3ep Al MPOCMOTpa COTPY/JHUK), (PMHAHCOBAS
OTKPBIT BeO-CTpaHUIIBI KOMITAaHUH, YTOOBI IPOYNTATH HEKOTOPHIE TpaH3akuus (2i COTpyAHUK), BEO-
oro o0BsBIIeHUS. BTOpO#i cCOTpyRHUK 0Opamiaercs K ctpanuna (1i coTpyaHuK)
— KOpPIHOpPaTHBHOMN 0a3e JaHHbBIX JJIs BBIOJIHEHHST HEKOTOPBIX
(hmHAHCOBBIX omepanuii. TpeTuii COTpyTHHUK y9acTBYeT B
BaXXHOH ayTMOKOH(EPEHIINH B IPSIMOM 3Hpe ¢ APYyTUMH
KOpPITIOPaTHBHBIMU MeHepKepaMu B puimanax. Ecim QoS 6yzer
peann30BaHO B ATOH CETH, KAKOBBI OYAyT IPHOPUTETHI
pa3IMYHbIX TUIOB JIAHHBIX (OT CAMOT'0 BEICOKOT'O JIO CAMOT0




Bpewms

BBIIIOJ
Ne Tun .
[IpaBunbHBII HEHUS
n/ | 3amaHu DopMynHpOBKA 3aAaHU
OTBET (B
Il Py
MHUHYT
ax)
HH3KOTro0)?
7. KakoBo Haznauenue nporokoiaa SMTP [To3BossieT KIMEHTaM OTIPABJIATh 3
9JIEKTPOHHBIE HChMa Ha CepBep
U MIepeCchUIaTh COOOIICHUS MEXKIY
cepBepaMu JIEKTPOHHOMN MMOYTHI
8. B 4em npenmy1ecTBo 1151 HEOOIBIINX OpraHU3aLnit CooO1eHns XpaHsaTcs Ha 3
ucnons3zoBanusi IMAP Bmecto POP? IOYTOBBIX CEepBEPax A0 TeX IOp,
IOKa He OyIyT BpY4YHYIO yAAJICHEI
W3 IOYTOBOTO KIIMEHTA.
9. B uem npenmymecTBO HCIOIB30BAHMS O0JIAYHBIX BRIYHUCICHAH | Bo3MoxkHOCTH ceTn 3
B ceTn? pacIIupsIOTCs, He TpeOys
WHBECTULIUH B HOBYIO
HHOPACTPYKTYPY, HEPCOHAT UITH
porpaMMHOE 00ecIicUeHHE.
10. OnummTe Ha3HaueHHe pusndeckoro ypoBHs Mozaeiu OSI Ousnueckuii yposens OSI 3
HPEOCTABIISIET CPECTBA LIS
nepeaayr OUTOB, COCTABIISFOIINX
KaJIp, 10 CEeTEeBOii cpese. DToT
YpPOBEHb NPUHUMAET ITOJIHBIH
Ka/Ip OT YpOBHsI KaHajla epeadn
JaHHBIX U KOIUPYET ero Kak
CEPHIO CHTHAJIOB, KOTOPHIC
HepeaaloTcsl B JIOKATBHYIO Cpey.
[IK-4. CriocobeH aAMUHUCTPUPOBATh CPEACTBA 3aIIUTHl HHPOPMALUH B KOMIBIOTEPHBIX CHCTEMAaX U CETAX
11. | 3amanu | AAMHHHCTpATOp ceTH JOOAaBIsET HOBYIO CETh B (uinai 3 5
e opranmzanuu. OHa JomkHa oOecrieunBarh MNOJKIOYEHHE 61
3aKPBIT ycrpoiicTBa. Kakyro HaWMEHbIIYIO MacKy aJIMHHUCTPATOP
oro MOXET MCIIOJIb30BATh JUIsl HOBOW ceTh?
S 1) 255.255.255.240
2) 255.255.255.224
3) 255.255.255.192
4) 255.255.255.128
12. Kakme Tpm TpeOOBaHHS  ONPENENAIOTCS  MPOTOKOJIAMH, 1,2,5 4
UCTIONIb3yEMbIMH B CETEBBIX KOMMYHHUKALUSX, YTOOBI pa3penInTh
nepeaady cooOMeHuH mo ceTu?
1) Pasmep coobuieHust
2) KoaupoBauue cooOmieHus
3) TexHUYecKHe XapaKTEpPUCTUKHU pa3beMa
4) Br16op cpenp! mepesaun TaHHBIX
5) BapuanTtsl 1ocTaBKd
6) Y CTaHOBJICHHOE OKOHEYHOE YCTPOHCTBO
13. KakoBer nBe ocHOBHBIE QyHKIMHN moxypoBas MAC Ethernet? 3,4 3
1) oOHapy»KeHHe OMINO0K
2) pasrpaHHYeHue Kaapa
3) JOCTYTI K cpenie
4) MHKAICYJISIIUS TaHHBIX
5) JIOTHYecKasi afpecarys
14. [onb3oBarenn coobmaroT 0 Oosiee UIMTENBHBIX 3alepiKKax 2 3

ayTeHTH(UKAIMA H JOCTyma K CEeTeBBIM pecypcaM B
ompeieneHHbIe epno sl Henenu. Kakyro nadopMariio J0mKHBL
IMPOBEPUTH CETECBBIC MHIKCHEPHI, YTOOBI BBIACHUTD, ABJISCTCA JIN
9Ta CUTyalusa 4aCTbO HOPMAJIBHOTO ITOBEICHU A ceru?

1) 3aIUCH U COOOIIEHHUS] CHCTEMHOTO KypHaja

2) 6a30BbIi yPOBEHb MPONU3BOANTEIIEHOCTH CETH




Bpewms

Ne Tum 5 BBIIIOJ
[IpaBunbHBII HEHUS
n/ | 3amaHu DopMynHpOBKA 3aAaHU
OTBET (B
Il Py
MHUHYT
ax)
3) BBIBOJI OTJIAJIKU M 3aXBaT [TAKETOB
4) (aiiapl KOHPUTYpaAIMU CETH
15. Knuentckuit maker mnpuHuMaercsi cepBepoM. Ilaker umeer 1 2
HoMep mopra HasHadeHust 21. Kakoit cepBuc 3ampammBaer
KIIMEHT?
1) FTP
2) LDAP
3) SLP
4) SNMP
16. | 3agauu | Haiite ommcaHue TOIIONIOTHH pacIIupeHHAas 3Be3a OKOHEYHbIE YCTPOHCTBA 3
e MOAKIIFOYAIOTCS K IEHTPAIbHOMY
OTKPBIT MPOMEKYTOYHOMY YCTPOMCTBY,
oro KOTOpOE, B CBOIO 04Yepeb,
S HOAKITIOYAETCS K JPYTHM
HEHTPAIBHBIM IPOMEXKYTOYHBIM
YCTpOMCTBaM.
17. Kakwue ocnoubie Gpynkmmn NVRAM kommyTaTtopa CiSCo? CoJnepxuMoe CoXpaHseTcs ocie 3
OTKJIIOYCHUS MUTaHUsL. XPaHUTCS
¢aiin ctapToBoil KoH(UTrypauu
18. Yro Takoe oxkHo TCP? OKHO — 3TO KOJIMYECTBO OAlTOB, 4
KOTOpBIE OTIIPABHUTEIb OTIPABUT,
NPEKIE YeM 0KHIATH
MOATBEPIKACHHUS OT LIEJICBOTO
ycTpoiicTBa. HayanbHoe OKHO
COTJIACOBBIBACTCS BO BPEMSI
3aIlycKa ceaHca uepes
TPEXCTOPOHHEE PYKOIOXKATHE
MEX/1y HCTOUHUKOM 1
nostydateneM. OH onpeaesseTcs
TEeM, CKOJIbKO JIaHHBIX 1I€JIeBOE
ycTpoiictBo ceanca TCP moxet
NPUHATH U 00paboTaTh 3a OIMH
pas.
19. OnwuimTe IpoIecc TPeXCTOPOHHero pykomoxkaTtus T CP Kiment otnpasisietr cooOmieHne 3
SYN. Cepsep otBedaeTr — SYN,
ACK. Kimmenr ormpasnsier ACK
20. Oxapakrepusyiite nmpotokon UDP UDP — 310 mpocToif mpOTOKO, 4

O660H6‘IHBaIOH.[PII71 OCHOBHEIC

(YHKIMH TPAaHCTIOPTHOTO YPOBHSL.

YV HEero HaMHOIO MEHbIIIE
HaKJIAIHBIX PACXOAOB, YEM Y
TCP, moTomy 4TO OH HE
OpPHEHTUPOBAH Ha COCIMHEHHE U
He TIpejIaraeT CJIOKHBIX
MEXaHU3MOB IIOBTOPHOMI
nepeaayy, ynopsgodeHus u
yIpaBJIEHUs IOTOKOM, KOTOpBIE
00ecneynBaoT HaIeKHOCTb.

[TonmHBIN KOMIUIEKT OLIEHOYHBIX MAaTepHaJioB MO JUCUHUIUIMHE (MOIYII0) ((POHJ OLIEHOUHBIX
CPEICTB) XpaHUTCS B JJIEKTPOHHOM BHJAE Ha Kadeape, yrBepkiaromieid pabouyio mporpammy
JUCIUIUINHBI (MO1yJist), ¥ B LleHTpe MOHUTOpPHHTA U ayuTa KauecTBa O0y4eHusI.




7.4. MeToanueckue MaTepuaJibl, ONpeaesiomme nNpoueaypbl OlleHUBAHUS Pe3yJIbTATOB
00y4YeHus 10 TUCHUILINHE (MOIYJIIO)

DoH/IbI OLIEHOYHBIX CPEACTB MO JUCIHIJIMHE

DOH/T OIIEHOYHBIX CPEJICTB IMO3BOJISIET OLEHUTh 3HAHUS, YMEHHUS U YPOBEHb MPUOOPETCHHBIX
KOMIICTCHITHH.

@DOoHJ| OLIEHOYHBIX CPEJCTB MO TUCIUIIIIMHE BKIIOYAECT:

- BOIIPOCHI K 3a4ETYy;

- Ha0Op BapHAHTOB KOHTPOJIBHBIX PabOT U TECTOB;

- KOMILJIEKT 33JJaHU U KOHTPOJIBHBIX BOIIPOCOB K JIAOOPATOPHBIM pabOTaM.

OneHka KayecTBa OCBOCHMS NPOrpaMMbl JUCHMIUIMHBI BKJIIOYAET TEKYIIMH KOHTPOJIb
YCIIEBAEMOCTH, MPOMEKYTOUHYIO aTTECTAL[MIO0, HTOTOBYIO ATTECTALIHIO.

OTuer no JaboparopHoii padore

Otuer mo nmabopatopHoil paboTe MpPENCTaBISIETCS B AIEKTPOHHOM BHJE. 3alllUTa OTYeTa
IPOXOTUT B (opMe JIOKIaaa CTyJASHTa [0 BBHIMOJHCHHOH paboTe W OTBETOB HAa BOIPOCHI
npenogaBarens. B cnyuae, ecian odopMieHHe OTYeTa W MOBEACHHUE CTYJCHTAa BO BPEMs 3allUThI
COOTBETCTBYIOT YKa3aHHBIM TPEOOBAHUSM, CTYJCHT IMOJTy9YaeT MAaKCUMAaIbHOE KOJMIECTBO OaIOB.

OcHoBaHMSAMU AJIs1 CHUYKSHHSI KoJTndecTBa 0ayuioB B [Uana3oHe OT max J0 min siBJISIFOTCS:

- HEOpEe>KHOE BHITIOJIHCHUE,

- OTCYTCTBHE BBIBOJIOB,

- HapyllI€HUE CPOKOB MPEJAOCTABICHUS OTYETA.

OTt4er He MOKET OBITh MPHUHAT U MOAJICKHUT T0padOTKE B CIIydae:

- OTCYTCTBHSI HECOOXOJAMMBIX Pa3JIeJioB,

- OTCYTCTBHSI HEOOXOAMMOr0 rpaduueckoro Marepuaia,

- HEBEPHBIX PE3YJIbTATOB pacyuera.

KonTtposabHbie padoTsI

KontponbHas paboTa cOCTOUT U3 2-X 3a/IaHUM.

OcHOBaHUSIMU JIJI CHIDKCHUS OISHKH 3a 3aJJaHue SIBJISIOTCS:

- OITMOKHU B OOBSICHEHUSX M KOMMEHTAPHSIX MPU BEPHO BBHIMOJIHEHHOM 3aJaHUU;
- HENIOJIHBIN OTBET ISl TEOPETUUECKUN 3aJaHU;

- HEOpEKHOE BHITIOJHEHHE;

- MHOTOKpaTHOE NIEPeNMChIBAHNE KOHTPOIHHON PaOOTHI.

3aaHue He MOXKET OBITh 3aCYMTAHO, €CIIH:

- JIaHbI IBA HEBEPHBIX OTBETA HA TEOPETUUECKUE BOIIPOCHI.

Kpurepun ouneHKH 1eJI0BOM UTPbI:

— OIIEHKa «OTJIMYHO» BBICTABIIAETCS OOYYaIOLIEMYCsl, €CIIM CTYAEHT BBIIOJIHUI CUTYAI[HOHHYIO
(mpodeccuoHanbHyI0) 3a/1a4y BEPHO, MIPEACTABICH OTUeT, HH(pOpMaIus B oTueTe chopMyIupoBaHa
000CHOBAHHO, JIOTMYHO M IOCIEI0BaTEIbHO, IPUMEHEH TBOPYECKHH MOJIXOM, YYTEHbl OCHOBHBIE
HOPMAaTHUBHO-TIPaBOBBIE JOKYMEHTHI 10 HH()OPMALIMOHHON O€30MaCHOCTH;

— OIIEHKa «XOpOLIO» BBICTABISETCS 00YyYaroIEeMycsl, €CIH CTYACHT BBINOJIHUI CUTYallUOHHYIO

(mpodeccroHaIbHYI0) 33/1a4y TPEUMYIIIECTBEHHO BEPHO, MPEICTABIIEH OTYET, MH(OPMAITUs B OTUETE
chopmynupoBaHa 000CHOBaHHO, (HPOPMYTUPOBKU KOHKPETHBIE, IPUBEIEHBI CCHUIKA HA HOPMAaTUBHO-
IIPABOBBIE JJOKYMEHTHI MO MH(OPMALMOHHONW 0€30MacHOCTH, JTOMYIIEHbI HEKOTOPbIE HETOUHOCTH,
UMeeTcs OJJHa HerpyOast ommnoKa.
— OILIEHKa «YyJIOBJIETBOPUTEIBHO» BBICTABISAETCS OOyUYaIOIIEMYyCs, €CIM CTYACHT BBIIOJHUII
CUTYallMOHHYIO (TIpo)ecCHOHANbHYIO) 3a/ady MPEUMYILIECTBEHHO BEpHO, IPEJICTAaBICH OTYET,
uH(popMalus B oTyetre chOpMyJIMPOBAaHA C HAPYILIEHUEM JIOTUKH, HE MOJIHAsA, JOpMYyIUpOBKa 0011as
WIA HEMOJHAasl, UMEIOTCS OJIHA WJIM JIBe HerpyOble OIMOKH, NMPUBEICHbI HEBEpHBIE CCBUIKM Ha
HOPMAaTHUBHO-TIPaBOBBIE JOKYMEHTHI IO HH(POPMALIMOHHON O€30MMaCHOCTH;



— OHCHKA «HCYHOBJICTBOPUTCIIBHO» BBICTABJIACTCA 06yqafomeMyc;1, CCJIM CTYACHT HC BBIIIOJIHUII
CUTYAIIMOHHYIO (Mpo¢eCCHOHANTBHYIO) 3a7a9y WJIU BHITIOJHUI €€ HEBEPHO, 00OCHOBAHMS HEBEPHBIC,
100 JaH BEPHBIN OTBET 0€3 ero 000CHOBaHUs, CACTaHbl IPyObIe OMMOKH, OTCYTCTBYIOT CCBUIKH Ha
HOPMAaTHUBHO-IIPABOBBIC JOKYMEHTHI 110 WH(OPMAIIMOHHOH 0€301MacHOCTH.

KonTposbHbIe padboThl

KontponpHast paboTa COCTOUT U3 2-X 3aJaHHIA.

OcHOBaHUSMU /JIs1 CHUKEHHSI OLIEHKH 3a 3aJaHHe SIBIISIFOTCS:

- oIMOKY B OOBSICHEHUSX U KOMMEHTAPHIX MTPU BEPHO BHITIOJTHEHHOM 33/IaHUU;
- HETIOJIHBIN OTBET JJISI TCOPETUUYECKUI 3aJaHU;

- HEOPEIKHOE BBIIIOJIHEHMUE;

- MHOTOKPAaTHOE MEepPENuChIBaHIE KOHTPOJIbHOM paboTHI.

3ajaHue He MOKET ObITh 3aCUMTAHO, €CIIU:

- IaHbI JIBa HEBEPHBIX OTBETA HAa TEOPETUUECKUE BOMPOCHI.

Kpurepun oneHKH KOHTPOJIbHBIX PadoT:

— OIIGHKA «OTJIMYHO» BBICTABIIACTCS OOYYAIOIIEMYCs, €CIH CTYACHT IPOJEMOHCTPUPOBAIT
IyOOKHE 3HAHUSI TEOPETUUECKOI0 MaTepralia U YMEHUE UX MPUMEHSTh, 000CHOBAHHO HM3JIOMKHII
CBOM MBbICIH, cAaciaall HCO6XOIII/IMI)IC BbBIBOJZIBI M YUY€l OCHOBHBIC HOPMAaTUBHO-IIPABOBLIC
JOKYMEHTHI 110 HH(POPMAIIMOHHOM 0€30MacHOCTH;

— OILIGHKA «XOpOIIO» BBICTABIACTCA OOYyYalOMEMYyCsi, €CIM CTYJAEHT IPOJIEMOHCTPUPOBAI
r1yOOKHEe 3HAaHUS TEOPETUUECKOT0 MaTepraia i yMEHUE UX IPUMEHATh, 000CHOBAHHO U3JI0KUJ CBOU
MBICJIM, CICJIall HGO6XOI[I/IMI>IG BBIBOJbI MU YY€JI OCHOBHBIC HOPMATHUBHO-IIPABOBLIC JOKYMCHTEI 110
nH(pOPMaLMOHHON 0€30IacHOCTH, JOIMYIIEHbl HEKOTOpbhle HETOYHOCTH, UMEETCS OAHa HerpyoOas
omuoKa.

— OIICHKAa «yJOBJIETBOPUTEIBHO» BBICTABISIETCS OOy4arolmIeMycs, €CIH CTYIACHT OTBETHJ Ha
BOIIPOCHI IPEUMYIIIECTBEHHO BEPHO, UMEIOTCS 3aTPYAHEHUS B HOPMYIHPOBKE BBIBOJOB, UMEIOTCS
OJlHa WIM JIB€ HErpyOble OIMIMOKH, YYTEHbl HE BCE HOPMATHUBHO-TNPABOBBIC JOKYMEHTHI IO
nH(pOpMaIMOHHOM 0€3011aCHOCTH;

— OILIEHKA «HEYOBIETBOPUTEIHHOY BBICTABIISETCS 00yUarOIeMyCsl, €CIIA CTYJEHT He JIal OTBETHI
Ha TIOCTABJICHHBIC BOMPOCH], OOOCHOBAaHHS HEBEpHBIC, JMOO JaH BEpPHBI OTBET 0€3 ero
000CHOBaHHUA, CHAENaHbl TpyOble OMIMOKH, OTCYTCTBYIOT 3HaHUS HOPMAaTHBHO-TMPABOBBIX
JIOKYMEHTOB TI0 MH(OPMAIIMOHHON 0€30MacHOCTH.

Kpurepun ouenku recra:

- OLIEHKAa «OTJINYHO» BBICTABJIAETCS CTYACGHTY, €CIM OH YyMeeT O0e30IH00YHO
CaMOCTOSITENIbHO 00pabaThiBaTh W WHTEPIPETHPOBATH  JAHHBIC TPH PEIICHWH 33734, KaKk B
CTaHJApTHOM, TaK U B HECTaHIAPTHOU (OPMYITHPOBKE;

- OIIEHKA <«XOPOII0» BBICTABISAETCS CTYIEHTY, €CIM OH yMeeT O0e30muO0YHO
CaMOCTOSITENIbHO 00pabaThIBaTh U MHTEPIPETUPOBATH aHHBIE NIPH PEIICHUU 33/1a4 B CTaHJapTHON
CUTYaIIMH WIH 3a BepHoe pemeHue 75% - 89% 3amganuii Tecta;

- OLIEHKA «YJOBJIETBOPUTEIHLHOY BBICTABIISIETCS CTYICHTY, €CJIM OH YMEET ITPH pelIeHUN
3ajad 0O0pabaThIBaTh JAaHHBIC C OMOPOW HA CIPAaBOYHBIE MAaTepHAIIbI M TIOMOIIb IPETIOIaBaTels,
BEPHO BHIMONHSS Tipu 3ToM 60% - 74% paboThI.

- OIlIEHKA «HEYJOBIECTBOPUTEIHHO» BBICTABISIETCS CTYACHTY, €CIM OH HE yMeeT
NpaBUIBHO 00pabaThIBaTh JaHHBIE, BHITOIHUI MeHee 60% 3amaHuii Tecra.

- OIIEHKAa «3aYTEHO» BBICTABIISCTCS CTYACHTY, €CIM TECT CTY/IEHTa OIEHEH HE HIDKE YeM
«yJIOBJIETBOPUTEILHOY;

- OIICHKA «HE 3a4TE€HOY, €CIIH TECT OIICHEH HIDKE YeM «YyIOBICTBOPUTEIHHO.

Kpurepun onenku 3avera:



— OIICHKA «OTJIMYHO» BBICTABIIICTCS OOYYarOIIEMyCs, €CJIM CTYJSHT IPOJIEMOHCTPUPOBAI
IyOOKHE 3HAHUS TEOPETHUSCKOTO MaTeprajia 1 yMEHHUE UX IPUMEHSTh, 000CHOBAHHO W3JI0KUJI CBOH
MBICJIH, CAeal HEOOXOUMbIE BBIBOJBI,

— OIICHKA «XOPOIII0» BBICTABIIACTCSA O0YYarOMIEMYCs, €CIM CTYACHT IMPOJISMOHCTPHPOBAI
IYOOKHE 3HAHUS TCOPETHUYESCKOro MaTepraia i YMECHUE UX IPUMCHSTh, 000CHOBAHHO HU3JIOXKHUJI CBOU
MBICJTH, CJelIajl HEeOOXOJMMBIC BBIBOJBI, JOIYIICHBI HEKOTOPbIE HETOYHOCTH, HMMEETCS OJHa
Herpyoas omuoka;

— OLICHKA «YJIOBJICTBOPUTEIILHO» BBICTABIIACTCS O0YJarOIIeMyCsl, €CJIU CTYACHT OTBETHJI Ha
BOIPOCHI MIPEUMYIICCTBEHHO BEPHO, UMEIOTCS 3aTPyJHEHUS B (DOPMYIHUPOBKE BHIBOJIOB, HMEIOTCS
OJIHA WK JIBE HErPyObIC OIIMOKH;

— OIIGHKA «HEYJOBIIETBOPUTEIHHOY» BBICTABISICTCS OOYYarOIIEeMYCs, €ClId CTYJIEHT HE Jall
OTBETHl Ha TOCTaBJICHHBIC BOMNPOCHI, 00OCHOBAHMS HEBEpPHBIC, JTUOO JaH BEPHBIM OTBET 0€3 ero
000CHOBaHUS, CACTAaHbI TPyObIe OMIMOKH, OTCYTCTBYIOT 3HAHHS 110 OCHOBAM JICJIONPOU3BOJICTBA.

B cootBercTBUU ¢ GayutbHO-pedTHHIOBOM cuctemoit BAPCno nucuummne orBoautcs 100
6amnoB (90 6amnoB Ha Tekyiue GopMbl KOHTPOJISA 1 10 10 6ayyioB OTBOAUTCS HA OOHYCHI), KOTOPBIE
HAKaIUIMBAIOTCS CTYJICHTOM B TEYEHUE BCETO CEMECTPA N3YyUEHUS! TUCIIUILIHHEI.

OneHnBaHue CTYIEHTOB Ha 3a4yeTe OCYILIECTBISETCS B COOTBETCTBHE C TPEOOBAHUSIMH H
kputepusimu 100-0anpHON MIKaidbl. YYHUTHIBAIOTCS KaK Pe3yJabTaThl TEKYIIErO0 KOHTPOJS, TaK H
3HAHUS, HABBIKU U YMEHHsI, HETIOCPEICTBEHHO MOKa3aHHBIE CTYICHTaMHU B XOJI€ 3a4eTa.

Texymmii KOHTPOJb OCYIIECTBIISIETCS B XOJ€ Y4eOHOro Tporecca W KOHCYJIbTHPOBAHUS
CTYJCHTOB, 0 pe3yJIbTaTaM BBIIIOJIHEHHUS CAMOCTOSTEIBHBIX U TEMAaTHYECKUX KOHTPOJIBHBIX padoT.
OH npeycMaTpuBaeT MPOBEPKY TOTOBHOCTHU CTY/ICHTOB K IJTAHOBBIM 3aHSATHSM, OLIEHKY Ka4ecTBa U
CaMOCTOSITENIbHOCTH BBIMOJTHEHUSI 33JJaHUI Ha MPAKTUYECKUX 3aHSITHSIX, MPOBEPKY MPABUIBHOCTH
pelIeHus 3a/1a4, BBIJAHHBIX Ha CaMOCTOATEIBHYIO POPabOTKYy.

Ha 3auere ocymiecTBisieTcs KOMILIEKCHAs TPOBEpKa 3HAHUMN, HABBIKOB M YMEHUI CTYIEHTOB
0 BCEMY TEOPETUYECKOMY MaTepHally JUCHUIUIMHBI U C TPOBEPKOHM MPAKTUYECKHX HABBIKOB H
YMEHUH 1o pa3paboTKe JTOKYMEHTOB pa3IM4yHbIX BHJOB.TeopeTHuecKkue 3HaHUS OLEHHBAIOTCS
yTeM KOMITBIOTEPHOTO TECTHPOBAHMS WJIM HAa OCHOBAaHMHM NMHCHMEHHBIX OTBETOB CTYJCHTOB IIO
HECKOJIbKUM T€OPETUUYECKHM BOIPOCAM.

Tadauua 10 — TexHosiornyeckasi KapTa peiTHHIOBBIX 02J1JI0B 10 JUCHHUILINHE (MOAYJIIO)

KonuyectBo MakcumanbHoOe Cpox
No KonTponupyembie .
MEPOTPHUSTHIA KOJIMYECTBO npeJcTaBie
n/m MEPONPHUATHS
/ 6asl OaoB HUSA
OcHoBHoI1 0J10K
1. | Beinoanenue nabopamopnou pabomol 5/10 50 B
2. | Bunoanenue KOHmMpOIbHOU pabomol 3/8 24 COOTBETCTB
WU C
4. | Henosas ucpa 2/5 10
Bcero 90 -
Baok 6onycos
5. | llocewenue 3ansimuil 6e3 nponyckos 3
6. | Ceoespemennoe vinonnenue cex 3
3a0aHul
7. | Akmuenocmos cmyoenma Ha 3aHAMUU 4




KonuuectBo MakcumaiibHOE Cpok
Ne KoHnTtponmpyemslie .
MEPOTIPUSIITHI KOJIUYECTBO MIPEACTaBIIC
/T MEPOTIPUSITHS
/ Gabl OajuIoB HUS
Bcero 10 -
HUTOTO 100 -
Taoauna 11 — Cucrema mrpadoB (111 0THOT0 3aHATHSA)
IToxa3zarenn bann
Onozoanue na 3ausmue -1
Hapywenue yuebnoti oucyuniunwvl -1
Hezomosenocmo k 3ansamuio -2
IIponyck 3anamus 6e3 y8axcumenbHOU NPUYUHbL -2

Taoauua 12 — lllkaJia nepeBoa pedTHHIOBbIX 0aJ1JIOB B HTOTOBYIO OIIEHKY 32 CeMeCTp

o Juc

HUILTHHE (MO1YJII0)

Cymma 6amos

Ouenka 110 4-0aJUTBbHON HIKAJIE

90-100 5 (OTIMYHO)
85-89
75-84 4 (xoporio)
70-74
65-69
3 (yIOBIETBOPUTEIHHO)
60-64
Huxe 60 2 (HEeyIOBJIETBOPUTEIHHO)

CpencTBa, UCXOAS U3 KOHKPETHOW CUTYyAalUH.

8.1

HpI/I peam3an JUCHUITIIINHBI (MO,[[y.]'IH) B 3aBUCUMOCTH OT YPOBHS IMOATOTOBJICHHOCTHU
06yqa101u14xc5{ MOTYT OBITh UCIIOJIb30BaHbI UHEIC (I)OpMBI, MCTOAbI KOHTPOJIAA 1 ONCHOYHBIC

8. YYHEBHO-METOAUYECKOE U HTHOOPMAIIMOHHOE OBECIIEYEHHE

TUCIUATLITAHBI (MOYJIsT)

. OcHOBHas JuTEpaTypa

1. 3amura OT XakepoB KopropaTuBHbIX cered] / Axman .M. u ap. ; Ilep. ¢ anrm A.A.
[Terpenko. - Bropoe uznmanue. - M. : JIMK Ilpecc, 2016. - (Cepus "Undopmarmonnas
6e3omacuoctp"). - URL: http://www.studentlibrary.ru/book/ISBN5984530155.html (3BC

«KoHCYNbTaHT CTYAEHTA»).



http://www.studentlibrary.ru/book/ISBN5984530155.html

2. WudopmarmonHas 6e30MacHOCTh OTKPBITHIX cucteM / MenbaukoB JI.A. - M. : ®JIMHTA,
2014. - URL: http://www.studentlibrary.ru/book/ISBN9785976516137.html  (DBC
«KoHCYNbTaHT CTYyICHTAY).

3. OOHapyxeHHe BTOP)KEHUH B KOMIILIOTEPHBIE CETH (CETEeBbIC aHOMAJIMK): Y4eOHOoe rmocooue
quis By3oB / Ilox pea. npodeccopa O.1. Hlenyxuna. - M. : 'opsiuas munus - Tenexom, 2013.
- URL: http://www.studentlibrary.ru/book/ISBN9785991203234.html_(OBC «KonucyasTant
CTYJECHTa»).

8.2. lonostHuTEILHAS JIUTEPATYypPA:

1. "KoMmmbIOTEpHBIE ceTH U cIyKO0bI ynanerHoro gocrymna / oe O. ; Ilep. ¢ aarn. - M. : JIMK
ITpecc, 2007." - URL: http://www.studentlibrary.ru/book/ISBN5940740804.html (9BC
«KoHCYNbTaHT CTYAEHTa»).

2. besomacHocTh GectipoBoiHBIX ceTei / Mepputt Makcum, JI3ua [omnmuHo ; [ep. ¢ anr.
CemenoBa A. B. - M. : Komnanusa AitTu; IMK Ilpecc. —2004. -288 c.: u. -
(UudopmarronHsie TexHooruu st umxenepos). URL: http://www.studentlibrary.ru
(OBC «KoHCYIbTaHT CTYIEHTA).

3. Omnudep, B.I'.  CereBble onepalioHHbIe cUCTEMBI : yueOHUK Juist By30B / B. I'. Omudep,
Omudep, Haranps AnekceeBHa. - 2-¢ usn. - CII06. : [Turep, 2009. - 669 c. - (Yueb. as By30B).
- ISBN 978-5-91180-528-9 : 219-30. (10 3k3.)

4. Omudep, B.I'.  CereBble onepaioHHbIE CHCTEMBI | yaeOHUK Juis By30B / B. I'. Omudep,
Onudep, Haranps AnekceeBHa. - 2-e uzn. - CII6. : [Turep, 2006. - 539 c. - (Yueb. ans By30B).
(35 9x3.)

5. Omnudep, B.I'., Omnudep H.A. Komnbsrorepusie cetu. [IpuHINIIBI, TEXHOIOTUH, TPOTOKOIBIO
yuebHuK. — 2 u3a. — CII6.:ITuteSp, 2006. —958 c. (53 7k3.)

8.3. UuTepHeT-pecypchl, HEOOXOAUMbIE 1JIS OCBOCHUSI JUCHUILIMHBI (MOIYJIs1)

1. JuekTpoHHO-0MOmoTeyHass cucrema (OBC) OO0  «Iloaurexpecypce»
«KoHcyabTaHT cryaeHTa». MHoronpopuibHb 00pa3zoBaTenbHbll  pecypc «KoHCynbTaHT
CTYZAEHTa SIBJISAETCS IEKTPOHHOM OMOINOTEYHOI CUCTEMOM, TPeAOCTABIAIONIEH TOCTYII Yepe3 CeTh
WuTepHeT K yueOHOM tuTepaType U TONOJHUTENbHBIM MaTepraiaM, IpUoOpeTEHHBIM Ha OCHOBAaHUU
HpsSMBIX JOTOBOPOB ¢ IpaBoobnaaarenssMu. Karanor B HacTosmiee Bpems conepkuT okoso 15000
HanMmeHoBanui. Www.studentlibrary.ru.

9. MATEPHAJILHO-TEXHUYECKOE OBECITEYEHUE TACHATLIAHEI
(MOJYJIS)

VYuebHuble ayautopuu, Oubanorexku AI'Y, KOMIBIOTEpHBIE KIACChl, MYJIbTUMEAUNUHBIE
ayJIUTOPHUHU.

PabGouas mnporpaMma JAMCUMIUIMHBI (MOAYJ) TpPU HEOOXOIWMOCTH MOXKET OBITh
aJlanTUpoOBaHa Al 00y4yeHus (B TOM 4YHCJe C MPUMEHEHHEM JIMCTAaHLMOHHBIX 00pa3oBaTelbHbBIX
TEXHOJIOTHI1) JIUI[ C OTpaHUYEHHBIMUA BO3MOXHOCTSIMU 3/10pOBbs, HHBATUAOB. [l aTOrO Tpedyercs
3asBlICHHE OOYYAIOUIMXCS, SBIISIOUIMXCS JIMIAMH C OTPAaHUYEHHBIMH BO3MOKHOCTSIMHU 37J0POBBS,
WHBAJIMJAaMH, WM WX 3aKOHHBIX TPEJCTaBUTENed U PEKOMEHJAIUU ICUXOJIOr0-MEeINKO-
nefarornyeckoi Komuccuu. Jlisi MHBAJIMIOB cojep)kaHHe padoyeil Mmporpammbl JTUCIUILTUHbI
(MOZyssl) MOXET OMNpeAensiTbCs TaKKe B COOTBETCTBHM C WHIAMBUAYAJIBHOH MpPOrpaMMOil
peadmInTanuy UHBaIUAA (IPU HATMYUH).


http://www.studentlibrary.ru/book/ISBN9785976516137.html
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