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1. EJIN 1 3AJIAYHU OCBOEHMUSA JUCIIUITJIMHBI

1.1. llea1b10 ocBOEHUSI TUCUHHUILIMHBI

— U3YYEHHE TEOPETUYECKUX BOIPOCOB, OCHOBHBIX IMOHSATHUW, ONPEACICHUN W KaTeropui,
HCIOJIb3YEMBIX B IaHHOM NUCHUIUIMHE, OPMUPOBaHKUE OA30BBIX HABBIKOB MO UX MPHUMEHEHUIO;

— ¢opmupoBaHrne 0a30BbIX 3HAHWA 1O OCHOBAM TIOCTPOCHHUS CHCTEM HH()OPMAIIMOHHON
0€30I1acHOCTH;

— W3Y4YeHHE HOPMATUBHOM 0a3bl ayauTa HH(OOPMALIMOHHON 0€30MacCHOCTH 0OBEKTOB;

— O3HAaKOMJICHME C TIEpEYHEM OCHOBHBIX CTAaHJAPTOB, TPUMEHSEMBIX B 00JacTH
nH(OPMAIIMOHHON 0E30MaCHOCTH;

— W3Y4YEeHHE METOJIMKH MTPOBEICHUS ayauTa HH(POPMAIMOHHOM 6€30MaCHOCTH 0OBEKTOB;

— O3HAaKOMJICHHE C JIUIICH3UPOBAHUEM U CepTU(DUKAIMEH NeATEITHPHOCTH B 00JACTH 3aIlUTHI
nHpopManuu;

— IpUMEHEHHE MOJYYCHHbIX 3HAHUN Ha MPaKTUKE AJIS MPOBEACHUS aynuTa UHPOPMAIIHOHHOM
0€301MacHOCTH 0OBEKTOB.

1.2. 3aga4u ocBOeHMS TUCHUIIUHBI:

— W3yunTh OCHOBHBIE MOHATHS, TEPMHHBI, ONpeneneHus B chepe ayaura MH(GOpMaIMOHHON
0e3omacHOCTH; 3a1a4d, (DYHKIHH, CTPYKTYPY, HPAaKTUKY MPOBEIEHHS ayAUTOB HH(POPMAIMOHHOM
0€30IaCHOCTH Ha MPEANPHUITHH; OPraHU3aLMOHHBIE OCHOBBI, HPUHIMIBI, METOAbl U TEXHOJIOTUH
YIIpaBJICHUS MOJPA3/ACICHAEM ayauTa MHPOPMAIMOHHONW 0€30MacHOCTH; MCUXOJIOTUIECKHAE aCTICKTHI
MOJIFOTOBKM ayJUTOPa HH(POPMALIMOHHOM 6€3011aCHOCTH;

— CdopmupoBaTh yMEHMSI pa3padaTbIBaTh NPOrpaMMy ayAUTOPCKUX MPOBEPOK, IJIaH ayuTa U
ayJAUTOPCKUN OTYET U UCHOJIB30BATh METO/Ibl U NEPEAOBOI OIBIT IPOBEACHUS ayJUTOPCKUX IPOBEPOK
B c(hepe nHHOpMaAIIOHHON OE30MTaCHOCTH; OMIPEICITUTh MECTO ayAUTa HHPOPMALIMOHHOM 0€301I1acCHOCTH
B CTPYKTypE OpraHM3alliu U CTPYKType yIpaBieHHUs MH(POPMALMOHHONW 0€30IacHOCTBIO; ONPEIeIUTh
METOJIbl OLEHKH cucrteM olecrieueHrus HHGPOpMALMOHHOW O0€30IacHOCTH, KPUTEpUHU ayauTa,
MHCTPYMEHTHI NIPOBEJICHUS ayANTa, IPUHIUIBI OpraHU3aluu TpyAa ayauTopa, chOpMUpPOBATh B3I
Ha OpraHM3alMi0 U YIpaBI€HHE CIYXKOOW 3amuThl HWHQOpPMAMM Ha MPENNpHUSITHM Kak Ha
CHCTEMaTUYECKYIO0 MPAKTUYECKYIO JIeSTebHOCTh KOJUIETHaJIbHBIX OPIaHOB YIPaBJICHUS MPEIIPUITUS
Y pYKOBOJUTES CIY>KOBI, HAIIPaBJICHHYIO Ha pa3pab0TKy KOHLENTYaJbHbIX U OPraHU3allMOHHBIX OCHOB
ee JesITeIbHOCTH U 3(PPEeKTUBHOE BHIMOIHEHUE BO3J0KEHHBIX HA HEee 3a/au.

— CdopmupoBaTh HaBBIKM HCIIOJIB30BAHUSI METOOB MPOBEACHUSI ayJUTOPCKHUX IMPOBEPOK U
00paboTKe pe3yNbTaTOB ayAMTa; MPOBEJIEHHS ayJUTOB MH(MOPMALMOHHOW 0E30MacHOCTH B CHCTEME
3alUThl HH(OPMALIUU Ha MPEANPUATHH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII

2.1. YueOHas aAucHMIVIMHA «AyauT uWHGQOpMaUMOHHONW O€30MacHOCTU» OTHOCHUTCS K
3JIEKTUBHBIM JUCLUUIUIMHAM Y4e€OHOTO IJIaHa U OCBAaUBAaeTCs B 6 ceMecTpe.

2.2. Jlnsg u3y4YyeHUs JAHHON y4eOHOW AUCHUILIMHBI HEOOXOAUMBI CJeAylollue 3HAHWS,
yMeHUs, HABBIKH, GopMupyeMble NpeaecTBYIIUMHA Y4eOHbIMH U CIUNIIMHAMM:
— OcHo8bl UHPOPMAYUOHHOU HE30NACHOCTIU.

3HaHUS: OCHOBHBIC TIOHSTHS W TEPMHUHBI WH(GOPMAITMOHHOW O€30MacHOCTH, MEXaHU3MBbI
3amuThl  MHPOpMAIUK, KpuUnTorpaguueckue MeTOAbl, 3aKOHOJATeNLCTBO B 00JACTH  3alIUThI
nH(popMaluu, o0IIKe TPUHIIUIIBI TOCTPOSHHS cUcTeM MH(POPMAIIMOHHOMN 0€30MacHOCTH.

YMeHus: aHAIM3UPOBATH YIPO3bI M PUCKU UHPOPMAITMOHHON 0e30MacHOCTH, pa3pabaTeiBaTh U
peann30BbIBaTh TOJUTHUKHU 3alIUTHl WH(OpMAIUK, HCIOJIb30BaTh CTAHIAPTHBIE CPEACTBA 3aIUTHI
JaHHBIX W KpUNTOrpaduuecKrue MHCTPYMEHTHI, OIeHHBaTh 3(G(EKTUBHOCTH Mep WH(OPMAIMOHHOU
0E€30IacHOCTH.
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HaBbIKkH: npoBe/IeHNE OLIEHKU YSI3BUMOCTH CHUCTEM U CETH, HAaCTpOMKa CPEJICTB 3alIUThl U
MOHHUTOpPHHra HHQOpPMAIMK, pearupoBaHWE Ha WHUUIACHTHl HHPOPMALIMOHHOM 0€30MacHOCTH,
MOATOTOBKA JOKYMEHTAIIUU ¥ OTYETOB 10 HH(POPMAITMOHHOHN 0€3011aCHOCTH.

2.3. llocaenywinue y4eOHble JMCUMILIUHBI H (MJIM) NPAKTHKH, 1JI51 KOTOPBIX HEOOXOAMMBbI

3HAHUSA, YMEHUS, HABBIKU, GopMHUpPYyeMble TaAHHON Y4eOHOH AMCUUIJIMHOM:
— CucTeMbl UCKYCCTBEHHOT'O MHTEJUIEKTA.
— [ToaroTroBka pedepaToB, KypCcOBbIX padoT (ITPOEKTOB), OakalaBpCKOW paOOTHI.

— JlucuunianHbpl  y9eOHOTO TUTaHA, peanu3alis KOTOPBIX OCYIIECTBISETCS C HCIOJIb30BAHUEM
nH(pOpMaIMOHHO-00pa30BaATEIHLHOM

3JIEKTPOHHOU

yHuBepcurera uM. B. H. Tatumesa.

CpeIbl

AcCTpaxaHCKOro

3. INIAHUPYEMBIE PE3YJIBTATbBI OBYYEHMUS 11O JUCHUITINHE

[Tporiecc OCBOCHHMS MHMCUMUIUIMHBI HAMpaBiIeH Ha (OPMUPOBAHHE DIEMEHTOB CIICAYIOIICH
komreteHIu B cooTBeTcTBHH ¢ I'OC BO u OIIOII BO no nanHoMy HampaBieHHIO MOJITOTOBKH /

CIICHHUAJIbHOCTH

6) npogheccuonanvnoii(vix) (I1K):

— CnocobeH BBINOJIHATH pabOThl IO YCTAaHOBKE, HACTPOWKE U OOCIY)KMBaHHUIO IPOTrPaMMHBIX,
MIPOrpaMMHO-AMIAPATHBIX (B TOM YHCIE KPUINTOTpapUUecKHX) M TEXHHUUYECKUX CPEACTB 3alllUThI

uHbOpMAIIMK B IPOLIECCE IKCIUTyaTallii aBToMaTu3upoBanHbix cuctem (ITK-1);

— Cnocoben AIIMHUHUCTPUPOBATL CPCACTBA 3allIUThI I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CUCTEMAX U CCTAX

(TIIK-4).

Tab6uamnna 1 — JlekoMno3unusi pe3yJbTaToB 00y4eHHs

[Tnanupyemsble pe3yapTaTbl 00y4eHUsl [0 AUCIUTUINHE
Kon kommereHImm
3Hats (1) Ymers (2) Bnanets (3)
1IK-1 — HOpPMaTHBHBIC — ONPECIATH — METOJIMKOM OIEHKHU
IMPaBOBLIC AKThHI B HUCTOYHUKHU U HOCJ‘IC}ICTBI/IfI
00J1aCTH 3aIIUTHI IPHYHHBI BBISIBJICHHBIX
uHpopmanuu, BO3HHKHOBEHHS WHITUICHTOB U
OpraHU3aIMOHHBIE OoOHapyXeHUS
I; 5 :L:a . HUHITUEHTOB, X pye .
MEpHI 11 UT H HHUS IPaBH
p n YCTPaHSTh pym pasni
uH(popMaIuy, pazrpaHu4eHus
HapylIEeHUs MPaBUIT
MpOrpaMMHO- JIOCTYTIA.
pasrpaHuyeHus
arnmnapaTHbIe CpeICTBa I
obecmeuennst 3amurpr | AOCTY!A. LIPUMCHATD
uHpOpMALIH MIpOrpaMMHBIE
aBTOMATU3UpPOBaHHBIX | CPCACTBA
CHCTEM, METOBI obecrneueHus
KOHTPOJIA 0€301acHOCTH
3¢ (HeKTUBHOCTH JaHHBIX,
3amuThl THGOPMAITII OCYIIECTBIIATH
OT YTCHUKH II0 KOHTPOJIb
TCXHUICCKIUM o0Oecreuenus ypoBHS
KaHajaM, OCHOBHBIE 3AIIMIIEHHOCTH B
KpunTorpaduueckue
aBTOMATU3HPOBAHHBIX
METO/Ibl, AITOPUTMBI,
cucTemax,
MIPOTOKOJIBI,
HCIIOJIE30BATh
UCIIOJIb3YEMBIE TS CTOIR30BA
oOecrieueHns 3aInuThI KpunTorpaduueckue
uH(pOpPMALIUY B METOJbI U CPEACTBA
3amuThl HH(GOpMALIUN

rocyaapCTBEHHOI'O
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[Tanupyemsble pe3yapTaThl 00y4eHUsl 10 AUCIUIUIMHE

KOH KOMIICTCHIIMH

3uats (1) Ymers (2) Bnanets (3)
aBTOMATU3UPOBAaHHBIX | B
CHUCTEMax. aBTOMATU3UPOBAHHBIX
CUCTEMaX.

1IK-4 — UCTOYHMKH yIpo3 — aHaJIM3UPOBATH — HaBbIKAMU
UH(POPMAILIMOHHOM yrpo3bl 0€30MaCHOCTH | YIPaBJICHUS
0€301acHOCTH B uHbopMauy B CpeacTeamu
KOMITBIOTEpHBIX CeTsx |KOMITBIOTEPHBIX MEXCETEBOIO

CHUCTEMAX U CCTAX, OKPaHHUPOBAHHA B
HaCTpauBaTh MMpaBrJjia |KOMIIBIOTCPHBIX CCTAX.

M MCPBI 110 UX

MIPEA0TBPAIICHUIO;

00pabOTKH TAaKETOB B
TIPUHITUTIBI

KOMITBIOTEPHBIX CETSX;
(bYHKIIMOHUPOBAHUS

HacTpauBaTh
MIPOrPaMMHBIX e —
cpeacrTs 0€30MacHOCTH
KpunTorpaduaeckoit OIIePAIIHOHHBIX
3alllAThI CUCTEM, OLIEHUBATH

UH(pOpMALUK; BUABI  |yrpo3bl 0€301MacCHOCTH
HOJIMTHK YIIPaBICHUs |MHPOPMaIUU B

JIOCTYIIOM U KOMIIBIOTEPHBIX
MH(GOPMAIMOHHBIMU  |CUCTEMAX M CeTAX,
[HOTOKAMH B IIPOTUBOACHUCTBOBATh
KOMIBIOTEPHBIX yrposam
) 0€30MacHOCTH

ceTsx; TpeOoBaHUsI 110

nHpOopMauu ¢
COCTaBY U

HCII0JIb30BAHUEM
XapaKTCPUCTHIAM BCTPOEHHBIX CPEICTB
MOJICHCTEM 3aIATEL |3y popMAIT
uHpOpMAIH OIEPALOHHBIX
IIPUIMCHHTCIBHO K CUCTEM, HACTPAUBATh
onepannoOHHbIM AHTUBUPYCHBIC
CUCTEMAaM; IPUHIUIBI |CPEICTBA 3ALUTHI
paboThl U paBUIIa nHpopmanuu B
9KCILTyaTaluu OnepanrOHHBIX
MPOTPAMMHO- CHUCTEMaAX.
anmnapaTHbIX CPEJCTB
3aIUTHI
uHpOpMaLnH.

4. CTPYKTYPA U COAEP) KAHUE JUCIUIIJIMHBI

OOmast TpylIOEMKOCTh JTUCHMIUIMHBI B COOTBETCTBUM C Y4YEOHBIM IUIAHOM COCTAaBIISIET
2 3aveTHble enuHuIb (108 yacos).

Tpyl0eMKOCTh OTHENbHBIX BUAOB Y4eOHOH pabOThl CTYAEHTOB OYHOW (hOpMBI OOyUEHHS
npuBeseHa B Tabmune 2.1.

Tab6amnna 2.1. TpynoeMKocTh 0TACIbHBIX BUI0B Y4eOHOI padoThl 10 popmaM 00yUeHH s



Bun yueOnol 1 BHey4eOHOM pabOThHI JUTSL OUHOM
(bopmbI
o0yJeHus
O0BbeM QUCILUAIIMHEI B 3a4ETHBIX €IUHULIAX 3
O0BeM QUCHUILUIMHEI B aKaJEMAYECKUX dacax 108
KonTaktHas pabota 00yJaromuxcs ¢ mpernoaBaTesieM (BCero), B TOM 68
guce (Jac.):
- 3aHATHS JIEKIIMOHHOTO TUTIA, B TOM YHUCIIC: 17
- IPaKTHYECKasl MOITOTOBKA (€CIIU MPETYCMOTPEHA)
- 3aHATHS CEMHHAPCKOTO THUma (CEeMUHAphl, MPaKTUYCCKUE,
nabopaToOpHBIE), B TOM YHUCIIC: 51
- PaKTUYECKasi MOATrOTOBKA (€C)Id MPEAyCMOTPEHA)
- KOHCYJNIbTalus (TipedK3aMeHaIMOHHAS) 0
- IPOMEKYTOYHAS ATTECTAIUS IO JUCITUTUINHE 0
CamocrosiTenbHast pabora oOydaronuxcs (dac.) 40
dopma IpoOMEKyTOUHOU aTTeCTalMK 00yJaroIerocs (3a4eT/7K3aMeH ), 9K3aMeH —
cemecTp(bl) 6 cemecTp

COI[ep)KaHI/IC JUCHUITIIMHBI,

CTPYKTYpUPOBAaHHOE IO TemaM (pa3fenaM) C yKa3zaHUEM

OTBC€ACHHOI'O HA HUX KOJIMYCCTBA aKaACMHNYCCKHUX YaCOB U BUJIOB y‘-Ie6HbIX 3aHATHI U CAMOCTOSATSIbHOM

paboThI pecTaBieHbl B Ta0umie 2.2.
Tabauua 2.2. CTpykTypa U coepKaHue TUCHUILTUHBI

0151 04UHOU hopmul 0OyUeHuA

MToro
4acoB

KonrakTHas pabora, Jac.
J I13 JIP

KP /ICP, uac
KII

Pazgen, Tema TUCHMIITIMHBI B

T.4.
111

T.4. | [I3 JIP

I111

T.4.
111

®dopma TeKyIero KOHTPOJIS
yCIIeBaeMOCTH,
(hopMa IPOMEKYTOTHOH aTTECTAIHN
[no cemecmpam]

Cemectp 6

Tema 1. Ocnosvl nocmpoenus
cucmem obecneuenus
UHGOPMAYUOHHOU
bezonacnocmu Ha
npeonpusimuu.

Otuet no n1abopatopHoit pabote
Ne 1

Tema 2. Ayoum
uHpopmayuoHHoU
bezonacrhocmu. OcHogHble
NOHAMUS, TNEPMUHDL,
onpedenenus.

Otuet o mabopaTopHOii pabote
Ne 2

Tema 3. Memoowt oyenku
cucmem obecneuenus
ungopmayuonnol
besonacnocmu. Memoouxa
NpoOYeccHO20 aHanu3a
cucmen.

Kontponsnas padora Nel

Tema 4. Kpumepuu ayouma
ungopmayuonnol
bezonacrocmu.
Hayuonanenvie cmanoapmer
VIPAGIEeHUs.
UHGOPMAYUOHHOU
bezonacnocmvio.

Otuet no 1abopatopHoit paboTte
Ne 3

Tema 5. Kpumepuu ayouma
UHGOpMaAYUOHHOU
bezonacrocmu.

Ortyer 1o naboparopHoii padote
No 4
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KonrakTHas pabora, yac.

J

I13

JIP

Paznen, Tema QUCIIUIUIMHBL

T.9.
111

B
T.4.
111

I13

JIP |T.4.

111

KP /
KII

CP, gac

MToro
9acoB

dopma TeKyIIero KOHTPOJIS
yCIIEBAEMOCTH,
(hopma IPOMEKYTOUHON aTTeCTALUH
[no cemecmpam]

Mesicoynapoonule
cmanoapmel ynpaeieHus
UHGOPMAYUOHHOU
bezonacHocmuio.

Tema 6. Memoowt oyenku
bezonachocmu
uHpopmayuoHHbIX
MEeXHOI02ULL.

12

Kontponsuas padora Ne 2

Tema 7. Hucmpymenmoi
npogedenus ayouma
uH@opmayuorHol
bezonacrocmu.

12

Otuet o mabopaTopHOii paboTte
Ne 5

Tema 8. Memoouka
nposedenus ayouma
UHGOPMAYUOHHOU
bezonacnocmu.

13

OrtueT mo nabopaTopHoit pabote
Ne 6

Tema 9. Opeanuzayus
6HYmpenHe20 ayouma Ha
npeonpusmuiL.

13

KonrponbHas padora Ne3

Tema 10. Ilcuxonoeuueckue
acnekmul HOO20MOBKU
ayoumopa uH@opmMayuoHHoU
bezonacnocmil.

13

Hrorosoe TCCTUPOBAHHNC

Koncyabranumn

0

KoHTpoab npomMekyTO4HOM
aTTecTaluu

0

JK3aMeH

HUTOI'O 3a cemectp:

17

51

40

108

HTroro 3a Bech nepuojg

17

51

40

108

Ipumeuanue: JI — nexuwst; [13 — mpaktuueckoe 3anstue, cemunap; JIP — maboparopnas padora;
ITIT — mpaktuyeckas noaroroska; KP / KIT — kypcoBast pabora / kypcoBoit mpoekT; KITA — koHTponb
npoMexyTtounoil arrectanuu; KC — xoncynpranuu; CP — camocrositensHas pabora

Tabampa 3. Marpuna cOOTHeCeHHsl pa3[ejioB, TeM Y4eOHOH IMCHMIUIMHBI U (GOpPMHPYeMBbIX

KOMIIeTeHIU
Pasen, Tema K];)(J)'I- Ko xomnereniuu KO?EE;?:BO
JIHCTUTLTHERT 4acoB TK-1 TIK-4 KOMIIETEHIMI
Tema 1. Ocnogbl nocmpoenus cucmem 9 + + 2
obecneueruss UHGOPMAYUOHHOU DE30NACHOCU HA
npeonpusimuu.
Tema 2. Ayoum unghopmayuonnoi 6e30nacnocmu. 9 + + 2
OcHosHble NOHAMUSA, MePMUHbL, ONPeOeeHUS.
Tema 3. Memoowt oyenku cucmem obecneuenus 9 + + 2
ungpopmayuonnou b6ezonacnocmu. Memoouxa
NpOYeCccHO20 AHANU3A CUCTEM.
Tema 4. Kpumepuu ayouma ungopmayuonrou 9 + + 2
bezonacnocmu. Hayuonanvhvle cmanoapmoi
ynpasnenusi UHpopmMayuoHHol 6e30nacHoCcmyio.
Tema 5. Kpumepuu ayouma un@opmayuonHou 9 + + 2
bezonacrocmu. Meoicoynapoonsie cmanoapmol
YIPAeIeHUst UHPOPMAYUOHHOU De30NACHOCMbBIO.
Tema 6. Memoowl oyenku bezonacHocmu 12 + + 2
UHGDOPMAYUOHHBIX MEXHONIO0U.




Paszen, Tema Koun- Ko xomnereHumu Obuiee
i soon | T K4 | omerenmni
Tema 7. Hucmpymenmol nposedenus ayouma 12 + + 2
uHpopmayuorHol 6e30nacHocmu.
Tema 8. Memoouxa nposedenus ayouma 13 + + 2
UHGOPMAYUOHHOT OE30NACHOCMU.
Tema 9. Opeanuzayus eHympeHHe20 ayouma Ha 13 + + 2
npeonpusmuiL.
Tema 10. [lcuxonozuueckue acneknmul nOO20NMOGKU 13 + + 2
ayoumopa uH@opMayuoHHoU Oe30nACHOCMU.
Hroro 108

Kparkoe conepxxanmne Kaxmaoi TeMbl 1 CHUANIAHbBI

Tema 1. Ocnoevl nocmpoenusn cucmem obecneyeHus UHGOPMAYUOHHOU DE30NACHOCMU HA
npeonpuamuu.

JlesTenbHOCT  TIO  OOeCTeueHWI0  WHQPOPMAIMOHHOW  Oe3omacHocTH.  [IpeamerHas
HAMpaBJIEHHOCTh JIEATEIbHOCTH 1O obecreyeHnto uHGoOpManmoHHoN Oe3omacHocTH. llenb
JesITeNIbHOCTH 110 o0ecrieueHuto nHbopMamoHHoi 06e3onacHoctu. [Ipuniune: u hopMa AeITeTbHOCTH
no obecrneyeHno HHPOPMALMOHHONW Oe30macHOCTH. MeToAbl JAEATEeIbHOCTH IO OOECIEeUEHUIO
uHpopmanroHHord ©Oe3omacHoctu. CpenctBa obOecrneueHUs HMHPOPMALMOHHOM  OE30MACHOCTH.
CybmbekThl obecrieueHus: THGOPMAITMOHHON O€30M1aCHOCTH.

Tema 2. Ayoum ungopmayuonnoii o6ezonacnocmu. OCHOGHbIE NOHAMUA, MEPMUHDBL,
onpedenenus.

[Tonstne «ayaut uHpopmanuoHHOW Oe3omacHocTH». IloHATHe «kputepuii ayaurta
uHpopMaloHHOW  Oe3omacHocTU». Ayautop uHbopMmanuoHHOW  Oe3omacHoctu. IlonsTue
«CBUJIETENICTBO aynuTa MHGOpMalNMOHHOW Oe3omacHOCTHY. Pe3ynbpTarhl ayauta MHGOPMAIMOHHON
6e3omacHocTi. CTOPOHBI MPOBEACHUS AYAUTA — «3aKa3UMK» U «HCIIOJIHUTENbY ayauTa. BUIsl ayaiuToB
nHpopmanroHHoi 6ezonacHocTH. [lnanupoBanue ayaura nHGopManuoHHoi 6e3omacHocTH. [lonsaTus
«COOTBETCTBUE» M «HECOOTBETCTBHE» KPUTEPUSM ayauTa HUH(GOPMAIMOHHONM OE30MaCHOCTH.
[IporpamMma ayauta uHGOpMaloHHOM 6e3omacHocTy. Pucku aynuTa mHGOpMamoOHHON O6€30MacHOCTH.
[ToHsITHE «KOMIIETEHTHOCTD ayIUTOPA».

Tema 3. Memoovl ouenku cucmem obecneueHus UHPOPMayuoOHHOU 6e3onacHocmu.
Memoouxa npoyeccnozo ananusa cucmem.

AHanu3 BIUSHUS yrpo3 MHGOPMALMOHHON OE€30MacHOCTH Ha OCHOBHBIE BUbI JIEATEIbHOCTH
opranusanuu. [IporieccHpli aHaNU3 CUCTEMBI YIIPaBJieHUsI HH(GOPMaIlMOHHON 0€3011aCHOCThI0. AHAIN3
PUCKOB HHPOPMAITMOHHOM 0€30MacHOCTH. AHAIN3 IIEHHOCTH U CTOUMOCTH MH(OPMAIIMOHHBIX aKTHBOB
opraHuMszani. AHamu3 JOKYMEHTOB U 3alUCedl CHCTEMbl yIpaBlieHUus HH(OPMALMOHHON
0€30MacHOCThIO. AHAIU3 apXUTEKTYphl HHGOPMAIMOHHBIX CHUCTEM U CPEJCTB 3alUTHl HH(OOPMAIIUH.
AHanu3 TONUTHK JMIICH3UPOBAHUS aBTOMATHU3UPOBAHHBIX W WH(GOPMAIMOHHBIX CHUCTEM. AHaIU3
coorBeTcTBUS D3 M TpeOOBAHUSAM PETYIUPYIOIIMX OPraHoB. AHAJIN3 KOHOMHUYECKUX aCIEKTOB
obecniedeHrs HHHOPMAIMOHHON OE30MaCHOCTH.

Tema 4. Kpumepuu ayouma ungpopmayuonnoit 6ezonacnocmu. Hayuonanvnvie cmanoapmot
YRpaeieHus UHPoOpmayuoHHoi 6€30naAcHOCHbIO.

Cranmaptel 1mo oOecredeHuto 0e30macHOCTH HMH(OPMAIMOHHBIX TexHoyoruit B Poccum.
["apMOHU3MPOBaHHBIE CTAHJAPTHl MO obecnedeHuo HH(opManuoHHol Oe3omacHocTH. IlpakThka
OLICHKA COOTBETCTBUSI OpraHU3alMil HAIMOHAIBHBIM cTaHaapTtaM. OTpaciieBble CTaHAapThl IO
obecrieyeHro nHGopMaMoOHHON Oe3zomacHOocTH. OCOOEHHOCTH OIIEHKH COOTBETCTBUSI OpTraHU3aIUil
TpeboBanus @3 PO u peryisaTUBHBIM TPeOOBAHUIM.



Tema 5. Kpumepuu ayouma ungpopmayuonnon oe3onacnocmu. Medxcoynapoonuvle
CMAaHOapmol ynpaeieHus UHGOPMAyUOHHOU 0e30naACHOCMbIO.

MexayHapoaHble CTaHAapThl 1Mo obecneueHno nHGopMamonHoi 6e3onacHoctu. OPSEC —
KOHIIEMIIUS CHCTEMHOTO0 TI0JIX0/1a K 00€CIIeYCHHIO 3 Thl KOHPUACHIINAThHOU HHpOopMaru. Moaenu
HETMPEPHIBHOTO COBEPILIECHCTBOBAHUS W KOPIIOpAaTHUBHOE yrpaBiieHne. KOMIOHEHTBI CTPYKTYphI
ynpasinenusi puckamu ISO 31000. Mopnenbs KOpPHOPATUBHOTO YIPaBICHUS HWHPOPMALMOHHBIMU
texHonorusimu ISO/IEC 38500. CemeiicTBO CTaHAAPTOB CHUCTEMBI YIPAaBICHUS HH(POPMAIMOHHOMN
Oe3omacHOCThIO. [lOHSATHE «WMHTErpUPOBAaHHAS CHCTEMa YIPABICHHUS», OCOOCHHOCTH MPOBEICHUS
aynuToB WH(GOPMAIMOHHONW 0€30MacHOCTH HMHTETPUPOBAHHBIX CHUCTeM yrpaBieHus. OCOOCHHOCTH
(GhopMUPOBaHUS TPYHI KOHTPOJEH COCTOSHUS WH(OPMAIMOHHOW O0€30MacHOCTH B (PHHAHCOBBIX
OpraHu3alusX.

Tema 6. Memoowvt ouenku 6e3onachocmu UHGOPMAUUOHHBIX MEXHOI02UIL.

[Ipeanoceuiku BBeneHHs MexayHapomaHoro cranmapra ISO 15408 «OOmme Kputepum».
Ocnosnble oHsaTUs [SO 15408. MeTomonorus oneHKu 6€301macHOCTH HH(HOPMAITMOHHBIX TEXHOJIOTHI
Ha cootBercTBUE [SO 15408. [TonaTue «ypoBeHb noBepusi». OleHka ypoBHS 10BepHsl G yHKIIMOHATBHOU
6e3omacHoctu nHpopmaimonHoii Texuonoruu. Kiaccer u cemeiictsa ISO 15408. Tlonsarue «IIpoduns
3aIUTHI».

Tema 7. Hncmpymenmal npogedenusn ayouma uH@oOpmMayuoHHol 6e30nacHoCmu.

AHanu3 BUJOB MHCTPYMEHTOB MJIsi MPOBEICHHS ayAWTOB HH(POPMAIIMOHHON 0€30MacHOCTH.
Meton CRAMM. CkaHupoBaHHE yS3BUMOCTEH aBTOMATHU3MPOBAHHBIX M WH(MOPMAIMOHHBIX CHCTEM.
Harpy3sounoe TecTipoBaHue U TECTUPOBAHHUE HA YCTOMYUBOCTh aBTOMATU3UPOBAHHBIX CUCTEM. AHAIIN3
ys3Bumocteit CRM u ERP cucrem. OcoOeHHOCTH TpOBEICHHS ayauTOB HWHGOPMALMOHHON
0e30macHOCTH  OOBEKTOB 00pabOTKM KOH(HUICHIHMAIBHOH HH(GOPMAIMM C  HUCIOJIb30BaHUEM
TEXHUYECKUX CPEJICTB.

Tema 8. Memoouka npoeedenus ayouma uHGopmayuoHHolU 6e30nacHocmu.

[Tonsitne «HabmIOEHWE» B TIPOIIECCE MPOBEACHUS ayauTa MHPOPMAIIMOHHONW O€30MacHOCTH.
[TonsiTue «CBUIETEIBCTBO» ayauTa HHPOPMAMOHHON O0€30macHOCTH. METOabl «BBIOOPKU» U
opraHu3aius BEIOOPOYHBIX MPOBEPOK. [[OHATHE «IIPOCISKHUBAEMOCTh MPOIIECCa» B MPAKTUKE OIEHKH
CHUCTEM yMpaBlieHUs HMHPOPMAIIMOHHOW O€30MacHOCThIO. AHAIM3 METPUK HUH(POPMAIUOHHOMN
0e30macHOCTH. AHAU3 KOPIOPATUBHOTO YIIPABJICHHS MH(POPMAIIMOHHOM Oe3o0macHocThIO. [ToaroroBka
U TPaKTUKa WHTEPBBIOMPOBAHHUS. METOJbl aHamu3a CTPYKTYp JIOKYMEHTAllMM W 3alUCed CHUCTEMBI
obOecrieuenns uHpopmarmoHHo Oe3zomacHocTH. «HecooTBeTcTBHE» U MeETOABI  00pabOTKH
HECOOTBETCTBUM.

Tema 9. Opzanusayua éHympennezo ayouma Ha npeonpusmuu.

CtpykTypa mofpa3/ieieHusi BHYTPEHHEro ayauTa. Buabl ayauToB HHQOpPMAIMOHHON
0e3omacHOCTH. YTpaBiIeHHe MPOrpaMMoi ayauTta nHpopMalMoHHoW 6e30macHOCTH. THUIHUYHbBIE BUIBI
NeSITeNbHOCTH TIpH TPOBENEHUM ayauTa uHbopManmoHHoi Oe3omacHoctu. [lpomecc cbopa u
BepupUKAlMKU  aynuTOpckod uHpopManuu. Aymutopckuid oTuér. IlpaBunma coriacoBaHus
ayTUTOPCKOTO 0T4éTa. KOHTPOIIH 32 IeSATENHHOCTHIO ayTUTOPOB MHPOPMAIIMOHHOM 0€30MIaCHOCTH.

Tema 10. Ilcuxonozuueckue acnekmovl NOO20MOGKU aAYOUMOpPa UHPOPMAYUOHHOU
bezonacnocmu.

[TpodeccnoHanpHblii W HPABCTBEHHO-ITUYECKHA ypPOBEHb ayauTopa HH(DOPMAIIMOHHON
6e3omacHoctu. [lonsatue «OObekTHBHAsA onieHKa». [lonstue «HeszaBucumocTs aynutopay. IIpakTtuka
MEXKJIMYHOCTHOTO OOmIeHus. MatepuaibHOe BO3HarpaxiaeHue. Ayautopckuii puck. [lonsThe
«[Icuxonornyeckuit KoHTpakT». [IpuHamIeKHOCTD K IpodhecCHOoHaIbHBIM coobiecTBaM. BosnelicTue
Ha pe3ysbTaThl orleHKU. [IpodeccrnonanbHoe pa3BuTHe ayauTopa HHOOPMAITMOHHON 0€301MacHOCTH.



9

5. METOAUYECKHUE YKA3AHUSA 11O IPEIIOJABAHUIO
N OCBOEHHMIO JUCHUIIVINHBI

5.1. Yka3anus AJi4 npenojgaBareJieii 0 OpraHu3anuu U NPOBeAeHUI0 Y4eOHbIX 3aHATHH 110
JTUCIHUIIINHE

Ortuer no J1aGoparopHoii padore.

Otuer nmo naGopaTopHOl palOoTe mpeAcTaBiIsIeTCs B NEKTPOHHOM BHUAE. 3allluTa OTYeTa
MPOXOAUT B OpPME JTOKIIaa CTYIEHTA 1O BHIIOJIHEHHOM paboTe M OTBETOB HA BOIIPOCHI IPETIOAABATEIS.
B cnydae, ecnu odopmiieHne oTdera M IOBEIEHUE CTYJEHTa BO BpEMs 3alllUThl COOTBETCTBYIOT
YKa3aHHbBIM TPEOOBAHUAM, CTYJEHT I10JIy4aeT MaKCUMaJIbHOE KOJIMYECTBO OaJIOB.

OCHOBaHMAMM I CHUKEHMsI KOJIMYecTBa OajlyIoB B JMana3oHe OT max /10 min sBJISOTCS:

- HEOpEXKHOE BBITIOJTHEHUE.

B oryere no BeIOIHEHHOH 1a00paTOPHON pabOTe JOKHBI OBITh YKa3aHBI:

* TeMa JJabopaTOPHOM PabOTHI,

* [IAKET JIOKyMEHTOB B COOTBETCTBUH C TEMOI1 1Ta0OpaTOpHOI paboThI,

* HCII0JIb30BaHHAsI IUTEPATypa.

KouTtpoJibHbie padoThl.

KoHTposibHast paboTa COCTOUT U3 2-X 3aJIlaHUH.

OCHOBaHUSIMU JIJIs1 CHHKEHHUS OIEHKH 32 3aJJaHUE SIBIISFOTCS:

- HEJIOCTaTOYHOE BBIMOJIHEHHE TPeOOBAHUN 3alaHus (HAIpPUMEP, OTCYTCTBHE HEOOXOAUMBIX
3JIEMEHTOB, HETIOJTHOE BBIMOJIHEHNUE HHCTPYKIIUH);

- HE OTBETHI Ha BCE€ BOMPOCHI WM HETIPABUIbHOE TIOHUMAaHUE TEMBI;

- HEOpEKHOE BBITTOJTHEHUE.

3aanue He MOXKET OBITh 3aCYUTAHO, €CIIH:

- JIaHbI IBa HEBEPHBIX OTBETA HA TEOPETHUUECKUE BOITPOCHI.

JK3aMeH.

DK3aMeH 3aKJII0YaeTcss B NUCbMEHHOM OTBET€ Ha 2 TEOPETHYECKHUX BOIpPOCAa U YCTHOM
cobeceZI0BaHUH 110 KaKJOMY TEOPETHIECKOMY BOTIPOCY.

OCHOBaHMSMM JJIs1 CHHPKEHHSI OLIEHKH 332 TEOPETUUECKU BOIIPOC SIBIISIOTCA:

- HEOpEXKHOE BHITIOJTHEHHE;

- HETOJIHBIHM OTBET.

OrneHnBaHNE CTYACHTOB Ha DK3aMEHE OCYIIECTBISIETCS B COOTBETCTBHE C TPEOOBAHMSIMH H
kputepusiMu 100-0amipHON MIKaNbl. YYUTHIBAIOTCS KaK pe3yabTaThl TEKYIIETO KOHTPOJIS, TaK U 3HAHUS,
HaBBIKH U YMEHHSI, HETIOCPEJCTBEHHO TIOKAa3aHHbIEC CTYJACHTAMH B XOJI€ SK3aMeHa.

5.2. Yka3zanus 11 00y4aommxcsi o 0CBOEHHUIO U CIUTIIHHbI

Jlexkuust

.HeKI_[I/ISI — OCHOBHOM BU O6y‘—IeHI/I$I B BY3C€. B JIEKIIMM H3JIarar0TCsi OCHOBHBIC ITOJIOXKCHUA
TEOPHH, €€ MOHATUS U 3aKOHBI, IPUBOAATCS (aKThl, TOKA3BIBAIOIINE CBSI3b TEOPUH C IPAKTUKOM.

HakanyHe iekiiun He0OX0UMO TOBTOPUTH COJIEP KaHUE TTPEABITYIIEH JIEKITNH (a TAK)Ke TEOPHUTO
10 U3y4aeMOl TeMe B IIKOJBHBIX YUeOHMKaX T'€OMETPHHU, €CITU 3Ta TeMa ObLIa MPEeCTaBlIeHa B HUX), &
3aTeM MOCMOTPETh TEMY OYEpEIHOI JIEKIIUU 0 MporpaMMe (TI0 TUIaHy JIEKIHH).

[Tone3Ho BecTH 3anKcH (KOHCIEKTHI) JIEKIMNA: 17151 HEMOHATHBIX BOIIPOCOB OCTABIIATH MECTO MPH
paboTe HaJl TEeMOH JIEKIIUH ¢ Y4eOHBIMU TOCOOUSIMH.

3anMcy JIEKIUM ClIelyeT BECTH B OTAEIBHOM TETpajgy, OCTaBIsAA MECTO AJI JONOJIHEHUH BO
BpEMS CAMOCTOSTEIbHOU PaboTHI.

[Tpy KOHCHEKTHUPOBAHMUU JIEKIUM BBIIEIANUTE IJIaBbl M pa3/ienbl, naparpadsl, MoI4epKuBaiTe
OCHOBHOE.

JlabopaTopHoe 3aHsiTHE
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JlaGopaTopHoe 3aHsATHE — HauboJIee aKTUBHBIN BUJ yueOHBIX 3aHATHH B By3e. OH mpemonaraer
CaMOCTOSITENIbHYI0 paboTy Haa yd4eOHBIMH ITOCOOMSIMH, OCHOBHOW JINTEPATypOi, OTKPBITHIMH
MCTOYHHUKAMU HH()OPMAITIH.

K kaxmomy 1abOpaTOpHOMY 3aHSATHIO HY)KHO TOTOBHUTHCS. [lONrOTOBKY cienyeT HauMHATH
C MOBTOpeHUs1 Teopuu (mo y4yeOHOMy mocoOuto). Ilocime 3Toro HyXHO pemate 3anadyd  H3
MPEATI0KEHHOTO IOMAIITHETO 3aaHus.

Opranusanus caMoCTosITeIbHON PadoThI
CaMocToATenbHOCT, B Y4eOHOIl paboTe CIOoCOOCTBYET pa3BUTHIO 3aWHTEPECOBAHHOCTU
CTYy/ICHTa B M3y4a€MOM Marepuaie, BbIpadaThIBaeT y HEr0 yMEHHE U MOTPEOHOCTh CaMOCTOSATEIBHO
MOJIy4aTh 3HAHUS, YTO BECbMa BaXKHO IS CIIELIMATIMCTA C BBICIIUM 00pa30BaHUEM.
CamocrosTenbHas paboTa CTyIeHTOB IPECTABICHA B CICAYIOMHNX (opMax:
e paboTta ¢ yueOHOI1 IuTepaTypoil 1 KOHCIIEKTOM JIEKIUH C LENbI0 OArOTOBKU K TAOOPaTOPHBIM
3aHSATHUSAM, COCTABJICHUE KOHCIIEKTOB TEM, BBIHOCHMBIX Ha CAMOCTOSATENBbHYIO TPOPabOTKY;
® CHCTEMaTUYeCcKOe BBIOJHEHHE JOMAIIHUX PadoT.

Tab6anna 4. CogepkaHue caMOCTOATEJbHOM PadoThI 00yUYaIOIMXCS

0151 04HOU hopmul 0OYUeHUA

Bomnpocsl, BBIHOCUMBIE Kon-Bo

Ha CaMOCTOSATEIbHOE U3yUCHHUE 4acoB Popma padoTet
Tema 1. Ocnosbi nocmpoenus cucmem obecnedeHus 4 W3yyeHne B paMKax MporpaMmbl Kypca TeM
UHDOPMAYUOHHOU OE30NACHOCIU HA NPEONPUSIMULL. U IpooJieMm.
Tema 2. Ayoum ungopmayuonnoii  6e3onachocmu. 4 W3ydenue B paMKax MporpaMmbl Kypca TeM
OcHogHble NOHAMUSA, MEPMUHBL, ONpedeeHUs.. 1 IpooIIeM.
Tema 3. Memoowr oyenku cucmem  obecneueHus 4 W3yyeHne B paMKax MporpaMmsbl Kypca TeM
ungopmayuonnol bezonachocmu. Memoouka npoyeccHo2o U TIpooIieM.
AHANU3A CUCTEM.
Tema 4. Kpumepuu  ayouma  uHQOPMAYyUOHHOU 4 M3yuenue B pamkax nporpamMmmsl Kypca TeM
bezonacnocmu. Hayuonanvnvlie cmanoapmosl ynpasieHus U mpo0Iem.
UHDOPMAYUOHHOT OE30NACHOCMbIO.
Tema 5. Kpumepuu  ayouma  uHQOpMayuoHHOU 4 M3yuenue B pamkax nporpammsl Kypca TeM
bezonacrocmu. MedxcOoyHapoOHble cmanoapmel ynpasieHus u Ipo0IeM.
UHDOPMAYUOHHOT OE30NACHOCMbIO.
Tema 6. MemooOwi oyenxu 6e3onacHocmu UH@OPMAYUOHHBIX 4 W3yyeHune B paMKax MporpaMmmbl Kypca Tem
MexHON02U. 1 IpobIeM.
Tema 7. Hncmpymenmor npoeedeHus ayouma 4 W3yyeHne B paMKax MporpaMmsbl Kypca TeM
UHGOPMAYUOHHOT OE30NACHOCTMU. U TIpooIIeMm.
Tema 8. Memoouka npogedenus ayouma uHGoOpMayuoHHOU 4 M3yyeHune B pamkax mporpamMmbl Kypca Tem
bezonacrocmu. u Ipo0IeM.
Tema 9. Opeanusayus  eHympennHe2o  ayouma  Ha 4 W3yyeHne B pamMkax Mmporpammbl Kypca TeM
npeonpusimuu. U TIpooIIeMm.
Tema 10. Ilcuxonozuueckue acnekmsl NOO20MOBKU 4 W3yyeHune B paMKax MporpaMmmbl Kypca Tem
ayoumopa uH@opmayuonnol 6e30nacHoCmu. 1 1IpobIeM.

5.3. Buabl 1 (popMBbI NHMCHbMEHHBIX Pa00T, NPEeAYCMOTPEHHBIX IPH OCBOCHHUH M CHHILJIMHBI,

BbIINNOJTHACMBbIEC Oﬁy‘lalOIIll/lMl/lCﬂ CaMOCTOATECJIbHO

He npexgycmorpeno.

6. OBPA3OBATEJIBHBIE U HTHOOPMAIIMOHHBIE TEXHOJIOT A

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTUHN

Tab6anna S. O0pa3zoBaTebHbIe TEXHOJIOTMH, HCNIOJb3yeMble PH Peajin3aluu Y4eOHbIX 3aHATHH

| Pasznen, rema

®Dopma yuyeOHOI0 3aHATHUS
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AUCHUITITIUHBI

Jleknus

IIpakTHyeckoe
3aHsATHE, CEMUHAP

JlabopaTopHas pa6ora

Tema 1. Ocnossl nocmpoenus
cucmem obecneuenus
ungopmayuonHol bezonacnocmu
Ha Npeonpusmuu.

O630pnas nekyus

He npedycmompeno

Buvinoanenue rabopamophvix
pabom

Tema 2. Ayoum
UHGOPMAYUOHHOU
besonacnocmu. OcHoghbie
NOHSIMUSl, MePMUHbL,
onpeoenenus.

O630pHas nekyus

He npedycmompeno

Buinonnenue rabopamopHvix
pabom

Tema 3. Memoowl oyenku cucmem
obecneuerus UHQOPMAYUOHHOU
besonacnocmu. Memoouxa
NPOYeCCHO20 AHANU3A CUCEM.

O630pHas nekyus

He npedycmompeno

Buinonnenue konmponbHou
pabomul

Tema 4. Kpumepuu ayouma
uHgopmayuonHou
bezonacnocmu. Hayuonanvnuvle
cmanoapmsl ynpasieHus

O630pHas nekyus

He npedycmompeno

Buinonnenue rabopamophuix
pabom

Meowcoynapoonvie cmanoapmol
YRpasneHust UHGOPMAYUoHHOU
bezonacHocmoio.

uHgopmayuonHou

bezonacHocmoio.

Tema 5. Kpumepuu ayouma O630pHas nexyus He npedycmompeno Buvinoanenue nabopamophuix
UHGOPMAYUOHHOU pabom
bezonacrocmu.

Tema 6. Memoowt oyenku
bezonacHocmu UHGOPMAYUOHHBIX
TNEeXHONO2UM.

O630pnas nekyus

He npeodycmompeno

Buvinoanenue konmponvhoii
pabomoi

Tema 7. Hucmpymenmoi
npogederus ayouma
UHGOPMAYUOHHOU
bezonacrocmu.

O630pnas nekyus

He npeoycmompeno

Buinonnenue 1abopamopHvix
pabom

Tema 8. Memoouxa nposedenus
ayouma uHGOpMayuoHHou
bezonacrocmu.

O630pnas nexkyus

He npeoycmompeno

Boinonnenue rabopamopmuix
pabom

Tema 9. Opeanuzayus
BHYmMpeHHe20 ayouma Ha
npeonpusmuu.

0630pnas nekyus

He npeodycmompeno

Buinoanenue konmponvnoii
pabomol

Tema 10. Ilcuxonoeuueckue
acnexmsl HOO20MOBKU AyOUmopda
uHpopmayuorHoU
bezonacrnocmu.

Ob30pHas rexyus

He npedycmompeno

Boinoanenue mecma

6.2. UnpopManmoHHbIE TEXHOJIOTHH

[Tpu peanu3zanuu pa3IuyHbIX BUOB y4eOHOM U BHEYUYe€OHOH pabOThI HCTIONB3YIOTCS CIIEAYIOIINE
MH(OPMALIMOHHBIE TEXHOJIOTUHU:

1) ucnonb3oBaHWE BO3MOXKHOCTEH WHTEpHETa B y4eOHOM mporecce (UCIOIb30BaHUE caiiTa
npenojaBaTens (pacchlika 3aJaHuM, MPEJIOCTaBICHHUE BBHIMOJIHEHHBIX PadOT, OTBETHI HA BOIPOCHI,

O3HaKOMJIEHHE O0YYaIONINXCS C OLICHKAMH U T. [1.));

2) WCIOJIb30BaHKE DIICKTPOHHBIX YUCOHUKOB M PA3JIUYHBIX CANTOB (HAIpPUMEp, HIEKTPOHHBIX

OUOINOTEK, )KYPHAJIOB U T. JI.) KAK HICTOYHUKOB HH(POPMALIUY;
3) ucoab30BaHKE BO3MOXKHOCTEH 3JICKTPOHHOM MOYTHI MTPEOIaBaTels;
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4) UCTONb30BaHUE CPEACTB MPEACTABICHUS yueOHOH WHpOpManuu (dJIEKTPOHHBIX YYSOHBIX
MOCOOMH U NMPaKTUKYMOB, IPUMEHEHNE HOBBIX TEXHOJIOTHI I MPOBEACHUSI OUYHBIX (TPaIULIMOHHBIX)
JIEKIUI ¥ CEMUHAPOB C UCIIOJIL30BAHUEM MPE3CHTALNH U T. 11.);

5) Mcnosb30BaHUE HWHTEIPUPOBAHHBIX 00Pa30BATEIbHBIX CpPE, IIe TJIaBHOW COCTaBJISIONICH
SIBIITFOTCS HE TOJIBKO MPUMEHSIEMbIC TEXHOJIOTHH, HO U COJIepKaTelIbHAs 4aCTh, T. €. HH(POpPMAIIHOHHBIC
pecypchl (IOCTYIl K MUPOBBIM HMH(OPMALIMOHHBIM pecypcaM, Ha 0a3e KOTOPBIX CTPOHUTCS y4eOHbIN
Mpo1Iecc);

6) ucrosp30BaHKe BUPTyalbHOUW oOywaromeii cpeast (LMS Moodle «DnekTpoHHOE
o0pa3oBaHKe») WU UHBIX HHPOPMAIIMOHHBIX CHCTEM, CEPBUCOB U MECCEHI)KEPOB.

6.3. IIporpammMHoe oOecneuyeHue, coBpeMeHHble MNpodeccHOHATbHbIE 0a3bl JaHHBIX
1 UH(QOPMANIMOHHBbIE CTIPABOYHBIE CHCTEMBbI
6.3.1. IIporpaMmMHOe o0ecrieyeHmne

Ilepeuenb MIPOTPaMMHOI0 obecrieueHus (cocmas noonexcum 00HO8IEHUIO
npu HeobXooumocmu)
HaumeHoBaHUEe MPOrpaMMHOI0 obecneyeHus Ha3nauenmue
Adobe Reader [Iporpamma Juisi MPOCMOTpPa HICKTPOHHBIX JOKYMEHTOB
MathCad 14 CrcTeMa KOMITBIOTEPHOM anreOpsl 13 KJIacca CUCTEM

ABTOMATU3UPOBAHHOT'O IPOCKTUPOBAHUA,
OPHUCHTHPOBAaHHAsA HA MOATOTOBKY MHTCPAKTUBHBIX
JOKYMCHTOB C BBIYHCJICHUAMU U BU3YyaJIbHBIM
COITPOBOXJACHUEM, OTIINYACTCS JIETKOCTHIO UCITOJIb30BaHUS

ITnardopma mucraniponHoro ooyuenus LMS Moodle BuptyansHas oOyuarorias cpeaa
Microsoft Office 2013, Microsoft Office Project 2013, OducHas nporpamma

Microsoft Office Visio 2013

7-zip ApxuBatop

Microsoft Windows 10 Professional OmnepalMoHHas cucTeMa
Kaspersky Endpoint Security CpeCTBO aHTUBUPYCHOM 3aIlUTHI
Google Chrome Bpaysep

6.3.2. CoBpemMeHHBbI€ IPO(ecCHOHATIBHBIE 0a3bI TaHHBIX M HH(OPMAIIMOHHbIE CIIPABOYHbIE
CHCTEMbI

1. DOmnexrponnsii karanor Hayunoit oubmmorexkn AI'Y Ha 6aze MARK SQL HITO «Mudpopm-
cuctem» https://library.asu-edu.ru/catalog/

2. Dnextponnblii katamor «Hayunsie xypraigst AI'Y» https://asu-edu.ru/issledovaniya-i-
innovacii/11745-nauchnye-jurnaly-agu.htmi

3. Cnpasounas npaBoBas cucrema KoncynbrantlLroc http://www.consultant.ru

7. ®OHJ] OHEHOYHBIX CPEACTB JJIs1 HIPOBEAEHUA TEKYHIIEI'O KOHTPOJIAA
N IMPOMEXYTOYHOU ATTECTAIIU ITO AMCIIUITJIMHE

7.1. TacopT (pOH/IA OLIEHOYHBIX CPEICTB

IIpu npoBeneHnH TEKYIEro KOHTPOJISA U IPOMEKYTOUYHOM aTTECTAIMHU 1O TUCHUILINHE «AYAUT
MH(POPMAIMOHHOM 0e30MacHOCTH» MpoBepsieTcss cHOPMUPOBAHHOCTD Y O0YUAIOIIUXCS KOMIETEHIHH,
YKa3aHHBIX B pazjiene 3 HacTosIel mporpaMMbl. DTaMHOCTh (POPMUPOBAHMS JAHHBIX KOMIIETEHLUH B
nporecce OCBOEHHsI 00pa3oBaTEeIbHON MPOrpaMMbl OIpPENENIeTCsl MOCIeI0BATEIbHBIM OCBOCHUEM
JUCHUILINH U MPOXOXKIEHUEM IPAKTHK, a B IIPOLECCE OCBOCHUS JUCLHUIUIMHBI — IOCIEA0BATEIBHBIM
JTOCTH)KEHHEM PEe3yIbTaTOB OCBOSHUS CO/IEPKATENIbHO CBA3aHHBIX MEX1y co00i pa3iesnos, TEM.

Tabmmpa 6. CoorBercTBHEe pa3lesioB, TeM JAUCHHUINVIMHBI, Pe3yJbTaToOB  00y4YeHHs
Mo JTUCHUIIVIMHE U OCHOYHBIX CPEIACTB
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KonTponupyemslii paznen, Tema
JVCIUTITHHBI

Kon xonTpoaupyemoit
KOMITCTEHIINT

Haumenosanue
OIICHOYHOT'O CPEJICTBA

Tema 1. Ocnossl nocmpoernus cucmem
obecneverus UHGOPMAYUOHHOU
bezonacHocmu Ha NPeOnpUATUL.

IK-1, ITIK-4
OrtueT o naboparopHoii padote Ne 1

Tema 2. Ayoum ungopmayuoHHou
besonacnocmu. OcrogHble NOHAMUA,

MepMUHbl, OnpedeneHus.

I1K-1, ITIK-4

OrtueT o naboparopHoii padote Ne 2

Tema 3. Memoowl oyenxu cucmem
obecneuerus UHQOPMAYUOHHOU
bezonacnocmu. Memoouxa npoyeccrnozo

anamusza cucmem.

I1K-1, I1IK-4

KonrtponbHas padota Nel

Tema 4. Kpumepuu ayouma
uHpopmayuorHol 6e30nacHocmu.
Hayuonanvuvie cmanoapmol ynpagnenus
UHPOPMAYUOHHOT 6E30NACHOCMbIO.

I1K-1, I1IK-4

Otuer 1o abopatopHoii padote Ne 3

Tema 5. Kpumepuu ayouma
uHgopmayuonHol bezonacHocmu.
Meoicoynapoonvie cmandapmol ynpasieHus
uH@OpMayUOHHOU De30NACHOCMbIO.

I1K-1, I1IK-4

Otuer 1o 1abopaTopHoii padore Ne 4

Tema 6. Memoowl oyenxu bezonacrocmu
UHDOPMAYUOHHBIX MEXHOIOSULL.

[IK-1, [IK-4 KonTpomnbnas padora Ne 2

Tema 7. Hncmpymenmol npogedeHus
ayouma uHQOpMAayuOHHOU Oe30nACHOCMU.

1IK-1, ITIK-4 Oruer mo 1abopaTopHOii padoTe Ne 5

Tema 8. Memoouxa nposedenus ayouma
UHGOPMAYUOHHOU Oe30NACHOCMU.

[1K-1, TIK-4 Ortyer mo abopaTopHOit padoTe Ne 6

Tema 9. Opeanusayusi 6Hympennezo ayouma

Ha Npeonpusimuu.

IIK-1, ITK-4 KonTponbHas paborta Ne3

Tema 10. Ilcuxonocuueckue acnekmul
n0020MOGKU ayoumopa UHGOPMAayuoHHOU

Oezonacrnocmu.

IK-1, I1IK-4 Urtorosoe TectupoBanue

Tab6uamnna 7. IlokazaTean olleHUBAHNUSA Pe3y/1bTATOB 00y4eHHUsI B BU/E 3HAHUM

[IIxana oneHUBaHUS

Kpurepun onieHnBanus

ACMOHCTPUPYECT FJ'Iy6OKO€ 3HAaHUC TCOPETUYCCKOro Marepuaia, yMCEHHC 000CHOBaHHO

«YHOBJICTBOPUTCIILHO»

«OTJ'IZ‘IHO)) ns3jjaraTb CBOM MBICJIA IIO O6CY)KI[aCMI>IM BOIIpocam, CIIOCOOHOCTH II0JIHO, NPaBUJIIBHO U
APryMCHTHPOBAHHO OTBEYATh HA BOIIPOCHI, TPUBOJUTL IIPHUMEPLI
4 ACMOHCTPUPYET 3HAHUEC TCOPCTHUYCCKOTO MaTepHaa, €ro Mmocjaca0oBaTCIbHOC H3JIO0KCHUC,
«XOpOILIO» CIIOCOOHOCTH MNPUBOAUTL MPHUMEPLI, AOITYCKACT CAUHUIHBIC OH.II/I6KI/I, HCHPaBJIACMBIC ITOCIIE
3aMCYaHud NPeroJaBaTeisd
3 ACMOHCTPUPYET  HEIIOJIHOC, (I)paFMCHTapHOG 3HAaHUC TCEOPETUYCCKOI0  Marepuaja,

Tpebyrolee HaBOISIIMX BOIPOCOB IPENOAABATENS, AOIYCKAeT CYIICCTBEHHBIE OUIMOKH B
€ro U3JI0KECHUH, 3aTPYAHSETCS B IPUBE/ICHUU PUMEPOB U (hOPMYIIMPOBKE BBIBOJIOB

2
«CHEYIOBJIETBOPUTEIBLHO)

JEMOHCTPHUPYET CYIIECTBEHHBIE NpOOENbl B 3HAHMHM TEOPETHYECKOTr0 MaTepuana, He
croco0eH ero W3JIOKUTh M OTBETHTh Ha HABOSIINE BOIIPOCHI MPEIOIABATENs, HE MOXKET
MIPUBECTH MIPUMEPHI

Tabauua 8. IlokasaTen oueHUBaHUS Pe3yabTATOB 00y4eHHsl B BUJAE YMEHUH U BJIAJACHUN

[IIxana onieHUBaHUS

Kpurepuu onieHuBaHus

JAEMOHCTPUPYET CIIOCOOHOCTH NPUMEHATL 3HAHUC TCOPECTUYCCKOTO Marepuaia IpHu

«OTHI':‘-/:‘IHO» BBIMOJTHEHUU 3aJJaHUM, TOCIENOBATEIbHO W TMPaBUJILHO BBINOJHSAET 3aJaHUs, yMEET
000CHOBAHHO H3JIaraTh CBOU MBICIIHM M I€JIaTh HEOOXOIMMBIE BHIBOIBI

JEMOHCTPUPYET CIIOCOOHOCTh TMPHUMEHSTh 3HAHHE TEOPETHYECKOTO MaTepuana MpHu

4 BBIIOJTHEHUU 3aJJaHUM, TIOCIENOBATEIbHO W TMPaBUJILHO BBINOJHAET 3aJaHUs, yMEET

«XOpOLIO» 000OCHOBaHHO W3JaraTb CBOW MBICIH W JIeJIaTh HEOOXOAMMBIC BBIBOJBI, JIOIYCKAeT

CIANHUYHBIC OIHI/I6KI/I, HCHIPAaBJIICMBIC ITOCJIC 3aMEYaHN NPCIIOAABaATCIIA
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[IIkana oneHnBaHUsS

Kpurepuu oneHnBanus

ACMOHCTPUPYET OTACIbHBIC, HCCUCTECMATU3NPOBAHHLIC HABBIKU, UCHBITHIBACT 3aTPYAHCHUA

3 o
U JIOMyCKaeT OUIMOKM TMPH BBHIMOJHCHUH 3a/aHUi, BBIMOJHICT 3aJaHHe [0 IOJCKa3Ke
«yIIOBICTBOPHUTEIHHO)
npenojaaBaTes, 3aTpyAHsIeTcs: B (GOPMYIHPOBKE BHIBOJIOB
2 HE CIT0COOEH MPABIIIEHO BEITIOHUTH 3aIaHHS

«CHEYIOBJCTBOPUTEIIHHOY
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7.2. Onucanue nmokasaresieil ¥ KpUTeprueB OLECHHMBAHUS KOMIIETCHIHUH, ONMCAHUE IIKAJ
OLICHUBAHMSA

7.3. KOHTpOJILHbIe 3alaHUA U UHbIC MaTepUuaJibl, H606XOI[I/IMLIC AJIA OEHKHU PE3yJIbTaToB
oﬁyqem/m o JUCHUIIJINHE

Tema 1. OcHoBbI mocTpoeHusi cucrem odecneyenuss Ub na npexnpusitun. Jladboparopho-
npaxkruyeckasi pabora 1. Command Execution
Lenb: [lTo3HaKOMUTBCS € YSI3BUMOCTbIO KOMAHJIHOM CTPOKHM Ha BeO-CEpBHCAX, HAyUUTHCS
9KCIIIyaTUPOBATh JAHHYIO YSI3BUMOCTb.
3ananue: - cKonupoBaTh (Qailn /etc/passwd B 00y AUPEKTOPUIO UCIIOINB3YS TaHHYIO YS3BUMOCTb, -
IIPEJIOKUTH CPECTBA 3AIUUTHI OT JaHHOM YSI3BUMOCTH.

Tema 2. Aynut UB. OcHOBHBbIE IOHATHS, TEPMUHBI U onpeaeeHus. JlabopaTopHo-
npakruyeckasi padora 2. Bzsiom WEB-¢popm ¢ ncnonn3zoannem Tamper Data u
crack_web_form.pl.

Henb: [Toznakomuthes ¢ pynkuuonanom Tamper Data. Hayuutscs B3nambiBate WEB-dopmbl
c nomompio crack web form.pl. 3amanme: wu3yuMTe TPHUHIUN OSKCIUTyaTallud YS3BUMOCTH U
MpUMEHEHHEe TporpaMMHOro odecrieueHus crack web form.pl.

Tema 3. MeToabl OLIEHKH cHCTeM ol0ecnevyeHnsi MH(POpPMAIMOHHOI Oe3o0macHocTH. MeToauka
NPOLIECCHOI0 aHAJIN3a cucTeM. Bonpockl k KOHTpPoIbHOI padoTre Ne 1

1. lesTenpHOCTh N0 o0ecnedeHno nH(pOopMaMOHHOHN Oe3zomacHocTH. Llenb nesTeabHOCTH 1o
obecnieueHno HHOOPMAIIMOHHOW OE30ITaCHOCTH.

2. IlpuHuunsl U (opMma JesITeIbHOCTH MO 00ecnedyeHu0 MH(POPMALMOHHON 0e30MacHOCTH.
MeToIbI e TEIEHOCTH 110 00eCTICUeHUI0 HH(OPMAITMOHHON 0€3011aCHOCTH.

3. CpenctBa obecrieueHuss uHPoOpMaAMOHHON OezonmacHocTH. CyOBEKTHI O0OecIeYeHHs
MH(POPMAIIMOHHOH 0€301acHOCTH.

4. Tlonstne «aynut uHpopManmoHHONH Oe3zomacHocTU». IloHATHE «KpUTEpHl ayauTa
MH(OPMALIMOHHON 6E€30MaCHOCTHY.

5. Aynmutop wuHpOpMauuMOHHOM Oe3omacHocTU. [loHATHE  «CBMIETENBCTBO — ayauTa
MH(OPMALIMOHHON 6E€30MaCHOCTHY.

6. PesynbTarhl ayauta MHPOpPMALUMOHHOW Oe3omacHOCTH. CTOPOHBI NMPOBENCHMS ayaAuTa —
«3aKa3YuK» U «UCIOJHUTENb) ayAUTa.

7. Buzpl aynuToB nH(pOpMaIMOHHON 0€30MacHOCTH.

8. IlnanupoBanue aynuta MHGOPMalMOHHON Oe3omacHOCTH. [IOHATHS «COOTBETCTBUE» U
«HECOOTBETCTBUE» KPUTEPUSIM ayUTa HHPOPMALIMOHHON 6€30MMacHOCTH.

9. IIporpamma ayauta nHGOPMAITMOHHONW O€30MaCHOCTH.

10. Pucku ayaura uHpopMalmoHHoi 6e30macHOCTH. [IoHATHE «KOMIIETEHTHOCTh ayAUTOPaY.

11. AHanu3 BnusiHUS yrpo3 HH(GOPMaMOHHON 0€3011aCHOCTH Ha OCHOBHBIE BUJIbI JIEATEIBHOCTH
OpraHM3alHH.

12. IlpoueccHblii aHAINU3 CHCTEMBI YIpaBlieHUs HWH(OPMALMOHHONW 0O€30MacHOCThIO. AHAIIN3
PHUCKOB MH(POPMAIIMOHHOM 6€301acHOCTH.

13. AHanu3 LEHHOCTHM M CTOMMOCTH HWH(GOPMAIMOHHBIX AaKTHUBOB OpraHU3aluu. AHaIN3
JOKYMEHTOB U 3aITUCEeH CUCTEMBI yIpaBiIeHUs] HH()OPMAITMOHHON 6€30aCHOCThIO.

14. Ananu3 apXuTeKTypbl HHOOPMALIMOHHBIX CUCTEM U CPEJICTB 3alIUThl HHPOpMAIMU. AHAIU3
MOJUTHK JIMIIEH3UPOBAHUS AaBTOMATU3UPOBAHHBIX U HHPOPMALIMOHHBIX CUCTEM.

15. Amnamuz coorBerctBusi ®3 u TpeboBaHMSM PpErylHpPYIOIMIMX OpPraHoB. AHanu3
HKOHOMHUYECKUX aCIEeKTOB o0ecreyeHrs HHPOPMALMOHHOM 6e30MMacHOCTH.
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Tema 4. Kpurepuun ayaura nuapopmannoHHoi 6esonacHoctu. HannmonajabHbIe CTaHIAPTHI
ynpasJieHHsi HHPpOPMAIMOHHOM 0e30nmacHOCThI0. JIabopaTopHo-IpakTHYecKas padora 3.
Manual SQL Injection, John the Ripper.

Hens: Hayuutbcss mpoBoauTh SQL-MHBEKIUHU, TOHATH 0a30BbIC MPHUHIUIBI MPOBEACHUS
SQLunbekumii, ocBouth nporpammy John the Ripper. 3amanue: camMoCTOSTEIBHO H3YYUTH PabOTy
nporpammsl John the Ripper BoccTaHOBUTB ITApOJIH 110 €0 X3IIIY.

Tema 5. Kpurepuu ayaura undopmannoHHoi 6esonacHocTu. MeskayHapoaHbIe CTAHAAPTHI
ynpasJieHusi ”HPOPMAIMOHHOM 0e30MacHOCThI0. JIabopaTopHO-IpakTHYecKas padora 4.
SQLMAP.

Lens: [Toznakomuthest ¢ SQLMAP, n3yunts 6a3oBbie Bo3MoxHOCTH SQLMAP, Hayuntbcs
aBTOMATH3UPOBaTh nporecc SQL-uabekunii. 3aanne: caMOCTOSITEIbHO H3YyYUTh PadOTy MPOrpaMMbl
SQLMAP u noiay4yuTs JOCTYI K TECTOBOM 0a3e JaHHBIX.

Tema 6. MeToab! onieHKH 0e30acHOCTH HHGOPMALMOHHBIX TeXHOJI0rui. Bonpocs! k
KOHTPOJIbHOM padoTe Ne 2

1. Cranmaptsl o obecnedeHnio 0e30macHOCTH HH(POPMAITMOHHBIX TeXHOJIOTHi B Poccun.

2. M'apMOHM3UPOBaHHbIE CTAHIAPTHI 10 0OecreueHN0 UHHOPMAIIMOHHON 0€30I1aCHOCTH.

3. [IpakTHKa OLIEHKH COOTBETCTBUS OpraHU3alMil HAlMOHAJILHBIM CTaHIapTaM.

4. OtpacneBble CTaHIApThl O o0ecreyeHn0 HHPOPMALMOHHOM Ge3omnacHocTH. OcoOeHHOCTH
OLIEHKH COOTBETCTBUS opraHu3anuii tpedosanus @3 PO u perynasiTUBHBIM TpeOOBaHUSM.

5. MexnyHapoHble CTaHAAPTHI 110 00eCIIeYeHUI0 NHPOPMALIMOHHOM O€30M1aCHOCTH.

6. OPSEC — xoHIemnus CHCTEMHOTO MOJIX0Aa K 0OECIIEYCHUIO 3aIUThl KOH(PHICHIIHATHHON
nHpopMaIuu.

7. Mojenu HenpepbIBHOTO COBEPILIEHCTBOBAHUS U KOPIIOPATUBHOE ynpaBiieHue. KoMIoHEeHThI
CTPYKTYpHI ynpasieHus puckamu [SO 31000.

8. Mozens KopriopaTHBHOTO yrpasieHust nHpopMarmonasiMu TexHonorusimu ISO/IEC 38500.
CemeiicTBO cTaHIApPTOB CUCTEMBI YIIPABICHUS HHPOPMALIMOHHOM 0€3011aCHOCTBIO.

9. IloHATHE «UHTETPUPOBAaHHAS CHCTEMa YIIPaBJICHUS», OCOOCHHOCTh IPOBEACHUS ayJIUTOB
MH(POPMAIIMOHHOM 0€30MaCHOCTH UHTETPUPOBAHHBIX CUCTEM YIIPaBJICHUS.

10. OcoGennoctu (GopmMupoBaHUsSI TPYIIN KOHTPOJEH COCTOSIHUSL HMH(POPMAIMOHHOMN
0€30MacHOCTH B (PMHAHCOBBIX OpPraHU3aLUsAX.

11. Ilpennocbuiku BBeneHUs MexayHapoaHoro crapaapra ISO 15408 «OO6mue KpUTepUm».
Ocnosable nonsaTus ISO 15408.

12. Merononorus olueHkr 0e30MacHOCTH UH(POPMAIIMOHHBIX TEXHOJOTUM Ha cooTBeTcTBUE ISO
15408. ITonsiTHE «YpOBEHB TOBEPUSI.

13. Ouenka ypoBHs goBepus HyHKIIMOHAIBHON 0€30MacHOCTH WH(POPMAIIMOHHON TEXHOJIOTHH.
Knaccer u cemetrictBa ISO 15408. TTonsitue «IIpodunb 3amuTei».

Tema 7. UHCTpyMEHTHI IPOBeAeHUA ayauTa HHGOpManHOHHOI Oe3onacHocTH. JlabopaTopHo-
npakrTuyeckas padora S. 'union exploit, create user.php, John The Ripper.
Henb: Hayuutbes npoBoauts SQL-MHBEKIMM C MOMOIIBIO KOMaHIBI Union, MOHATh 0a30BbIe
NPUHIUIBI TaKAX aTak. 3amgaHue: - Pa3o0parhcsi B CKPHIITE CO3/aHUS HOBOTO IIOJIb30BATElsl, -
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BoccranoButs maposu u3 xsima ¢ nomouisio John the Ripper - Ilpemtoxuts cpenctsa 3ammtel o SQL-
WHBEKIUH.
Tema 8. Meroauka npoBeaenus ayaura nHGopManuoHHOi 0e3onacHocTH. JlabopaTopHo-
npakrtuyeckasi padora 6. CSRF.

Hens: [loznakomuthes ¢ CSRF arakamu, NOHATH NPUHIUN UX PaOOTHI, HAYUYUTHCS POBOJUTH
CSRF araku, y3nate cnocoOwl 3amuthl or CSRF arak. 3amanue: - HamucaTth CBOIO ajbTEPHATHUBY
(eiikoBO# cTpaHHUIIBL, - paccka3ath Ipo crocoOb! 3amuTsl oT CSRF atak.

Tema 9. Opranusanusi BHyTPEHHEro ayJauTa Ha npeanpusTuu. Bonpocsl K KOHTPOJIBLHOM padoTe
Ne3 .

1. AHanu3 BU0B MHCTPYMEHTOB JUIsl IPOBEACHUS ayAUTOB MH(OPMAIIMOHHON 0€30MaCHOCTH.
Metonq CRAMM.

2. CkaHupoBaHHME YA3BUMOCTEH aBTOMAaTU3MPOBAHHBIX M HWH(MOPMALMOHHBIX CHUCTEM.
Harpy3ouHoe TecTupoBaHNE€ U TECTUPOBAHUE HA YCTOMUMBOCTh aBTOMATHU3UPOBAHHBIX CUCTEM.

3. Anamm3 ys3Bumocteii CRM u ERP cucrem. OcoOeHHOCTH TIPOBEICHHS ayIUTOB
nH()OpPMAIIMOHHOKW 0€30MacHOCTH OOBEKTOB O0paOOTKM KOH(PHUACHIUMAIBHONH HWHPOpPMAIMH C
HCIOJIb30BAHUEM TEXHUYECKUX CPEICTB.

4. TlonsiTne «HAOIOICHUE» B TIPOIECCE MPOBEACHUS ayAuTa NH()OPMAIIMOHHOM 0€301aCHOCTH.
IToHsATHE «CBUIETENBCTBO» ayAuTa MH()OPMAIMOHHON 0€3011aCHOCTH.

5. MeTtobl «BBIOOPKH» M OpTaHU3alsl BBIOOPOYHBIX IPOBEPOK. [IoHATHE «IIPOCTIEKUBAEMOCTh
Ipolecca» B IPaKTUKE OLIEHKU CHCTEM YIpaBieHUs HHPOPMALMOHHOMN 6€3011aCHOCTBIO.

6. Ananu3 mMeTpuk HH(pOPMAIMOHHONW 0e30macHOCTH. AHAJIN3 KOPHOPATUBHOTO YIIPABIICHUS
nH(pOpPMaIMOHHOM 06€30MMaCHOCTHIO.

7. IloaroToBka 1 NMpakTUKa UHTEPBBIOUPOBaHMS. MeToAbl aHanu3a CTPYKTYp TOKYMEHTALUU U
3amnuceil cucreMsl odecrieyeHust HH(POPMaIMOHHON 0€30MacHOCTH.

8. «HecooTtBercTBUE» U METO/1bI 00OPaOOTKH HECOOTBETCTBU.

9. Crpykrypa mnopapaseineHus BHYTpEHHEro aynuta. Buabsl aynuToB HH(MOpMalMOHHON
0€30MacHOCTH.

10. Ympasnenue nporpamMmmoi aynuta HH(GOpPMAIMOHHOW Oe3omacHOCTH. THUIUYHBIE BU[BI
JeSITeIbHOCTH MIPH NMPOBEICHUH ayAuTa HH()OPMAIIMOHHON 6€3011acCHOCTH.

11. TIporuecc c6opa u BepupuKaum ayMuTOpckon HHPOpMauu. AyTUTOPCKHMA OTUET.

12. TlpaBuia corjacoBaHus ayIUTOPCKOro oT4éra. KOHTpOb 3a eATeNbHOCThIO ayJUTOPOB
MH(POPMAIIMOHHOHN 0€30MMacHOCTH.

13. IIpodeccroHalbHbII U HPaBCTBEHHO-ITUUYECKUM YpPOBEHb ayauTopa WH(GOPMalMOHHON
0€30MacHOCTH.

14. Ilonsarue «O0bexTUBHAs onieHKa». [lonsaTue «He3aBucumocTs ayquTopay.

15. IlpakTuka MEXJIMYHOCTHOTO oOIieHus. MarepuaiabHOe BO3HArpakiaeHue. AyIUTOPCKUN
PHCK.

16. Tlonsarue «llcuxonoruueckuii KoHTpakT». IlpuHAIIEKHOCTH K MNPO(hEecCHOHAIBHBIM
cOo0011IeCTBaM.

17. Bo3zeiicTBue ayauTopa Ha pe3yiabTarsbl oleHKU. [IpodeccuonanbHoe pa3BuTHE ayauTopa
MH(OPMAaLIMOHHON OE30MaCHOCTH.

Tema 10. Ilcuxosiornyeckne acneKThbl MOATOTOBKH ayIMTOPA HHPOPMALIMOHHON 0€30I1ACHOCTH.
Bomnpocel nTorosoro recra.
1. [lepeuncnure OCHOBHBIE BU/IbI ayAUTa HH()OPMALIMOHHON OE301MaCHOCTH:
* SKCTIEPTHBIN ayUT 0€30MaCHOCTH;
* OIIEHKA COOTBETCTBUSA PEKOMEHIAIMSAM MeXayHapoaHoro cranaapra ISO 17799, a takxke
TpeboBanusaM pykoBoasmux 1okyMeHToB @CTIOK (["ocTexkomuccun);
* HHCTPYMEHTAIBHBIN aHanu3 3anuiieHHoctu NC;
* KOMIUIEKCHBIHN ay/uT,
* GyHKITMOHATHHBIN AY/IHT,
* KOMIIO3ULIMOHHBIN ayIuUT.
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2. PaccraBbTe B IpaBUIILHOM 11OCIIEI0BATEIBHOCTH ATanbl IpoBeaeHus ayaura Ub:

* Pa3paboTka pernameHTa npoBeICHUS ayIuTa

* COOp UCXOHBIX JAHHBIX

* AHanu3 NOJyYEHHBIX JaHHBIX C IIEJIbI0 OIICHKU TEKYIIEro YPOBHs 0€30MaCHOCTH

* Pa3paboTka pekoMeHIaluii 1o MOBBIMICHUIO ypoBHS 3ammmieHHocty UC.

3. CoueraHue BEpOATHOCTU COOBITHS U €ro MOCIEACTBUMA

* Puck

» Ataka

* AKTUB

* Yrpoza

4. Bo3MOXHasi TIpUYMHA HEXKENATEIHbHOIO0 WHIMACHTA, KOTOPHIH MOXET HaHeCTH yiepOa
CUCTEME WM OPraHU3alnuU

» Ataka

* Anaiu3

* ¥rpo3a

* Bo3aeiicTBue

5. Hanmmmnre ocHOBHYIO 3a1a4y pernamenta b

6. laiite onpeaeneHue ayauta nH(OOPMAIIMOHHONW O€30MacHOCTH

IlepeyeHb BONPOCOB U 32/1aHMI, BBIHOCUMBIX HA 9K3aMeH

1. destensHOCTh 1O oOecnieueHn0 HHpOpMamoHHOW Oe3onacHOCTH. Llens AesTensHOCTH 110
obecrieueHNI0 HHPOPMAIIMOHHON O€30MaCHOCTH.

2. [Tpuntuns! 1 GopMa IeSATETFHOCTH 10 00ecIeueHUI0 HHPOPMAITMOHHON 0€30MaCHOCTH.

3. Metoibl NesITeabHOCTH 10 00ecreueHHI0 HH(OPMAIIMOHHOM 0€30IacHOCTH.

4. CpencrtBa oOecreueHuss WHPOpMAMOHHON Oe3omacHocTH. CyOBEKTHI 0OECIICUCHHUS
nH(pOpPMaIMOHHOM 06€30MMacHOCTH.

5. Ilonsitne «aynuT nHGOPMAITMOHHON OE30MTaCHOCTH.

6. IlonsiTie «kputepuit aynura MHGOPMAITMOHHONW 6€30MaCHOCTH.

7. AyauTtop uH()OpMaIMOHHOM 0€30MacCHOCTH.

8. IToHsTHE «CBUIETENBCTBO ayiUTa HH(HOPMAIIMOHHON 0€30MacHOCTI.

9. Pesynbrarel ayauta uHpopmanmoHHOW Oe3omacHocTH. CTOPOHBI MPOBEACHUS ayAuTa —
«3aKa34MK» U «MCIIOJHUTEIb) ayIUTa.

10. Buas! aynuToB HHPOPMAIIMOHHON 0€3011acHOCTH.

11. IlnanupoBanue ayauta uHpoOpManMOHHON Oe3zomacHOocTH. IIOHATHS «COOTBETCTBHE» U
«HECOOTBETCTBUE» KPUTEPHAM ayAUTa HH(HOPMALIMOHHONW OE30MacCHOCTH.

12. TIporpamma aynuta uH(GOpMAIIMOHHON 0€30IacHOCTH.

13. Pucku aynuta nHopmanroHHoi 6e3onacHocTy. [IoHATHE «KOMIETEHTHOCTh ayAUTOPay.

14. Ananu3 BIUsHUSA yrpo3 HHPOPMALIMOHHON 0€30IaCHOCTH Ha OCHOBHBIE BU/IbI A€ATEIbHOCTH
OpraHM3alMH.

15. TIporeccHblif aHaIN3 CUCTEMBI yIIpaBlieHUs] HHYOPMAIIMOHHON 0€30MacHOCTBIO.

16. AHanu3 puckoB HH(POPMAITMOHHON O€30TTaCHOCTH.

17. AHanu3 eHHOCTH U CTOMMOCTH WH(OPMAIIMOHHBIX aKTHBOB OPraHU3aIUH.

18. AHanu3 TOKyMEHTOB U 3alMCel CUCTEMBI yIpaBieHUsI HHPOPMAIIMOHHON 0€30MacHOCTHIO.

19. Ananu3 apxUTeKTypbl HHPOPMAIIMOHHBIX CUCTEM U CPE/ICTB 3aIIUTHI HHPOpPMALMU. AHAIN3
MOJTUTHK JIMIIEH3UPOBAHUS aBTOMATU3HPOBAHHBIX M HHPOPMAIIMOHHBIX CHCTEM.

20. Anamu3 cootBercTBUA D3 U TpeOOBaHMAM PETYIHMPYIOUIMX OPraHoB. AHalu3
HKOHOMHYECKUX aCTIEKTOB 00ecieueHus1 HHPOPMAITMOHHOW O€30MTaCHOCTH.

21. CrangapTsl 0 o0ecnedeHn o 6e30MacHOCTH HH(POPMALIMOHHBIX TexHoIoruii B Poccuu.

22. 'apMOHU3UPOBaHHBIE CTAHAPTHI 10 00ECIIEYEHNIO HH(DOPMALIMOHHON OE30MTaCHOCTH.

23. TIpakTHKa OLIEHKH COOTBETCTBUS OPraHU3AIMi HAIIMOHAJIBHBIM CTaHAAPTAM.

24. OtpacneBble CTaHAAPTHI IO 00ecIIeYeHHI0 HHPOPMAIIMOHHOM 0€30acHOCTH.
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25. OcoOeHHOCTH OLIEHKH COOTBETCTBHUSI opraHu3anuii TpedboBanuss @3 PO u perynsiTUBHBIM
TpeOOBAHUSIM.

26. MextyHapOAHbIe CTaHAAPTHI 110 0OecreueHN0 HHPOPMAITMOHHON O€30MaCHOCTH.

27. OPSEC — xoHuenmusi CMHCTEMHOT'0 MOAXO0/a K 00ECIEYSHHUIO 3alUThl KOH(PUIESHITUATBLHON
uHpOpMaLnu.

28. Mojenu HenpepbhIBHOIO COBEPIIICHCTBOBAHUS U KOPIIOPAaTUBHOE yrpaBieHre. KOMITOHEHThI
CTPYKTYpHI ynpasienus puckamu ISO 31000.

29. Mojiens KopropaTUBHOTO yIpasieHus nHGpopManrnoHHbIMU TexHonorusmu ISO/IEC 38500.
CemeiicTBO cTaHAAPTOB CHCTEMBI YIIPABICHHUS HH(POPMAIMOHHON 0€30MacHOCTHIO.

30. TlonsTHE «MHTETpUPOBAHHAS CHCTEMa YIpaBJICHHs», OCOOCHHOCTh MPOBEICHUS ayIUTOB
MH(POPMAIIMOHHOHN 0€30MaCHOCTH UHTETPHUPOBAHHBIX CUCTEM YIIPABJICHUSI.

31. OcobenHoct (opmMupoBaHUs TPYII KOHTPOJEH COCTOSIHUS HMH(POPMAIMOHHOMN
0e30macHOCTH B (PMHAHCOBBIX OPTaHU3ALUAX.

32. Ilpeanoceliku BBeAeHUS MexayHapoaHoro cranmapta ISO 15408 «OOmue KpuTepumny.
Ocnognble nonstus [SO 15408.

33. Mertoaonorus oleHKr 0e30MacHOCTH HH()OPMALIMOHHBIX TEXHOJIOTUH Ha cooTBeTcTBUE [ISO
15408. [TonsiTHE «YpOBEHB 1OBEPUSI.

34. Ouenka ypoBHS qoBepus QyHKIIMOHAIBEHON 0€30MaCHOCTH HH(POPMAIIMOHHOM TEXHOJIOTHH.

35. Knaccel u cemeiicta ISO 15408. Ilonsitue «IIpoduiib 3amuTs».

36. AHanu3 BUJOB HHCTPYMEHTOB JJIsl IPOBE/ICHUS ayIUTOB WH(OPMALIMOHHON 0€30IacHOCTH.
Meron CRAMM.

37. CkaHUpOBaHUE YSI3BUMOCTEH aBTOMaTHU3WPOBAHHBIX U MH(POPMAIIMOHHBIX CUCTEM.

38. Harpy3ouHoe TecTHpOBaHME M TECTUPOBAHME HAa YCTOMYMBOCTH aBTOMATHU3HPOBAHHBIX
cucreM. Ananu3 ysa3sumocreii CRM n ERP cuctem.

39. OcoOEHHOCTH MPOBEICHUS Ay TUTOB HH(DOPMAIIMOHHOM O€30IMaCHOCTH 00BEKTOB 00PabOTKH
KOH(UIEHIMATBbHON HH(pOPMALIUY C UCTIOIB30BAaHIUEM TEXHHUUECKUX CPEICTB.

40. [TonsATHE «HAOIIOCHUEY B IIPOIIECCE MPOBEICHHS ayANTa HH(POPMAITMOHHON 0€30MaCHOCTH.

41. TlonsiTue «CBUAETENBCTBOY ayAUTa HHPOPMALMOHHON O€30MaCHOCTH.

42. Metoabl «BEIOOPKH» U OpraHU3alus BBIOOPOYHBIX MMPOBEPOK.

43. TloHsATHE «IIPOCIIEKUBAEMOCTh NIPOLECCa» B IPAKTUKE OLIEHKM CHUCTEM YIPABICHUS
MH(OPMALIMOHHON 6€30MaCHOCTHIO.

44. Ananu3 MeTpuK MHPOPMALMOHHOM 0€30MacHOCTH. AHAIU3 KOPIOPATUBHOTO YIPaBJIECHUS
MH(OPMAaLIMOHHON 6E€30MaCHOCTHIO.

45. IloaroroBka 1 MpakTUKa MHTEPBbIOMPOBAaHUS. METObl aHaIM3a CTPYKTYP JJOKYMEHTALUHU U
3amuceil cCucTeMbl ooecrieueHust THHOPMAITMOHHON O€30MaCHOCTH.

46. «HecooTBeTcTBHE» U METOABI 0OPAOOTKU HECOOTBETCTBUH.

47. CrpykTypa mojapa3JeleHus BHYTPEHHEro ayauta. Buael ayauToB MHGOpManMOHHOMN
0€30MacHOCTH.

48. YupapieHue mporpaMmon aynuta WHGOPMAIMOHHOW O€30macHOCTU. TUMHYHBIE BB
JesTeIbHOCTH MIPU MPOBEIEHUH ayIuTa HH(POPMAIIMOHHOMN 0€3011acHOCTH.

49. Ilpomecc cObopa u BepupUKaAIIK ayTUTOPCKOM HHPOpMaUU. AYIUTOPCKHA OTYET.

50. IlpaBuna cornacoBaHus ayJUTOPCKOro oT4é€ra. KOHTpOJb 3a NEATENbHOCTBIO ayJUTOPOB
MH(OPMALIMOHHON OE30MaCHOCTH.

51. IlpodeccuoHanbHbIii ¥ HPABCTBEHHO-3TUUECKUH YpPOBEHBb ayauTOpa HH(OPMAIIMOHHON
6e3onacHoctH. [lonarne «O0bexTHBHAS OonleHKay. [loHaTne «He3aBucuMocTs ayauTopay.

52. IlpakTuka MEXJIMYHOCTHOrO OOIIeHUs. MarepuanbHOe BO3HArpaxjaeHue. AyAUTOPCKUN
PUCK.

53. Tlonsarue «llcuxonoruyeckuii KOHTpakT». I[IpUHAIIEKHOCTH K MNpPOdEeCCHOHATBLHBIM
COOOIIIECTBAM.

54. BozneiicTBue aynuTopa Ha pe3yabTaThl oleHKH. [IpodeccuonanbHoe pa3BUTHE ayJUTOpa
nH(OPMALIMOHHON OE30MaCHOCTH.

1) YK P®. OTBeTCTBEHHOCTD 32 IPECTYIUIEHUS B c(hepe KOMIbIOTEpHONH HHPOPMALIUH.
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2) Cayx0ps1 DNS, DHCP. IIpuniuns! ¢yHKIHOHUPOBAHHUSL.

3) [Ipotokon ARP. Haznauenue. [TpuHIun ¢GyHKIIMOHUPOBAHUS.

4) Meron xonupoBanus nHpopmaru Base64.

5) CereBnie Macku. Haznauenue. Pa3ouenue cetu Ha MOCETH.

6) Ilpunuunel ¢GYHKIMOHMPOBAHUS CETEBBIX ycTpocTB (moBTOopuTEnhs (Repeater),
konnentparop (Hub), cereBoit moct (Network Bridge), Kommyrarop (Switch), mapmpyrusarop
(Router)).

7) Ilouck y31oB B cetu, ornpenaeiaeHue GyHKIMOHUpYomuX cinyx0 u Bepcun OC npu nmomouu
ckanepa NMAP (IIponemoHcTprpoOBats).

8) Google Hack (IlpogemoHcTprpoBath).

9) Ilouck Web npusoxeHuit Ha cepBepe.

10) AXFR 3amnpoc (IIpogeMoHCTpUpOBaTH).

11) Onpenenenne miardpopmsl Web npunoxenus, Bepcuu Web cepsepa, CMS, Framework
(ITponemoHCTPpUPOBATH).

12) OWASP TOP 10.

13) SQL Injection (ITpogemMoHCTpHpOBaTH).

14) XSS (IIponemMoHCcTpUpOBaTH).

15) Directory traversal/File Include (ITpogemoHCTpHpPOBATH).

16) Tlouck ys3Bumocteii B WordPress u Joomla. Ckanepsl wpscan W joomscan
(ITponeMoOHCTpUPOBATH ).

17) Howuck ys3Bumocteit B Web npunoxenusix. Ckanep OWAP-ZAP (IIponemoHCTpHUpOBaTH)

18) Pabota ¢ Sqlmap (IIponemoncTpupoBarts).

19) Iouck ys3BuMbIX ceTeBbix cepBucoB. Ckanep OpenVas (IIpoaemoHcTprpoBath).

20) Pabora ¢ cucreMoil 9KcmiyatauMd — ys3BUMocTei — metasploit  framework
(ITponemoHCTpUPOBATH).

21) BufferOverflow.

22) Araka man in the middle. Peanusanus npu nomoru ARP spoofing.

23) bezonacHocts WiFi certn.

24) BoccTaHoBIeHHE HCXOAHOW HH(DOpMANUK Mo XemraM. YTuiaura john the ripper.

25) TlonsTus: nepcoHadbHbIE JaHHBIE, 00paOOTKa MEPCOHAIBHBIX JaHHBIX, HH(OPMAIMOHHAS
crcTeMa MePCOHABHBIX TAHHBIX.

26) YcnoBust 06pabOTKH MEPCOHATBHBIX JTAHHBIX.

27) YBenomienue o0 00pabOTKe MEPCOHATBHBIX JaHHBIX.

28) Ompenenenue yposHs 3aunuieHHoct UCTT/IH.

29) Knaccuduxanus AC.

30) HopmatuBHBIE JOKYMEHTBI, onpenenstonue TpedoBanus k 3amure [1/]n u K.

Tab6samnna 9 — IlpuMepsl OLIEHOYHBIX CPEACTB ¢ KJIKYaMH NPABHJIbHBIX 0TBETOB

. Bpewms
Ne Tun [IpaBuibHbII P
DopmynHpoBKa 3aqaHUs BBITIOJTHEHUS
n/n 3aaHuA OTBET
(B MuH)

Koo u naumenosanue npogepsaemoii KomnemeHyuu

IIK-1. Cnocoben evinonnsams pabomel nO YCMAHOBKE, HACMPOUKE U OOCIYICUBAHUID NPOSDAMMHBIX, NPOSPAMMHO-

annapamueix (6 MoM uYucie KpunmozpapuuecKux) u MexHUuyecKux cpeoCcme 3aujumvl UuHpopmayuu 6 npoyecce

IKCNILYamayuu asMmomMamusupo8aHHbIX CUCTHEM.

1. 3amanne |BBOJX MMEHH MOJB30BATENS IIPH BXOJE B CHCTEMY 1 2

3akpeIToro (1) mneHTndukamus
THIIA 2) ayreHTUDUKAIISL

3) MOHUTOPHHT

4) puck

2. CraHgapTHOE CPEACTBO MPOBEPKU MOITTMHHOCTH 2 3

MOJIL30BATENSI — APOJTb

1) unenTrduKanms

2) ayreHTHHUKAIHS
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Ne Tun IIpaBuibHbII Bpews
DopMynrupoBKa 3aTaHUSA BBITTOTHEHHS
n/m 3aaHAs OTBET
(B MuH)
3) MOHUTOPHHT
4) puck
3. Cuctema, KOTOpast «yIpaBiIseT, C MOMOUIBIO 1 3
COOTBETCTBYIOIIUX  CPEICTB, JIOCTYIIOM K
WHPOPMALIMK, TaK YTO TOJBKO JOJDKHBIM
00pa3oM aBTOPH3OBAHHBIC JIMIIA HIIM IPOIECCHI,
JICWCTBYIOIIE OT MX MUMEHH, TOJIy4aloT MPaBo
YUTaTh, 3alUChIBaTh, CO3AaBaTh W YIAISATh
HHPOPMALIIIO
1) GesomacHas
2) onacHas
3) moBepeHHasn
4) 3amuieHHas
4, Cucrema, HCTIOJB3YIOIIast JIOCTaTOYHBIC 3 3
amnmapaTtHble W IPOTPaMMHBIE CPENCTBA, YTOOBI
obecreynuTh  OJAHOBpPEMEHHYIO  00paboTKy
uHopMalMK pa3HON CTENEHH CEKPETHOCTH
TPYIIION TMoNIb30BaTeNiei Oe3 HapyIIeHUs MpaB
JOCTYTIA
1) GesomacHast
2) onacHast
3) noBepeHHas
4) 3anumieHHas
5. COBOKYIHOCTh 3alIUTHBIX MexaHu3MoB HC 1 3
(Bxiroyass ~ ammapaTHoe M IIPOrpaMMHOE
obecrieyeHre), OTBEYAIOMINX 3a MPOBEICHHE B
JKU3HB TTOJIUTHKH 0€30TaCHOCTH
1)noBepeHHas BHIYUCIUTENbHAS 0a3a
2) 3aImMIIeHHas BBIYUCIUTENbHAS 0a3a
3) 6e3omacHas cucTemMa
4) omacHas cucrema
6. 3aganne |Kareropuu, Ha KOTOpBIE IENSTCS CPEICTBA Cpencrsa MoJI0TIETHOCTH, 5
OTKPBITOrO |IOJOTYETHOCTHU cOrnacHO «OpaHKeBOIl KHHUTE» cornacHo «OpaHKeBOil KHATEY,
THIIA JIEISITCSL Ha TPH KaTerOPHU:
UACHTU(DUKAIHSI U
ayTeHTH()UKAIHS,
MPEOCTaBIICHIE JOBEPEHHOTO
MYTH; aHAJIU3 PErHCTPAIIMOHHOMN
HHPOpPMALIUH.
7. OcHOBHOE Ha3HAYEHHE JJOBEPEHHOM OCHOBHOE Ha3HAYECHHE 6
BBIYHUCITUTENHLHON Oa3bl JIOBEPEHHOI BBIYMCIUTEILHON
0a3bl — BHIMOHATH (QYHKIIH
MOHHUTOpPa 00pameHnt, To
€CTh KOHTPOJIHMPOBATh
JIOMTYCTUMOCTb BBITIOJHEHHS
cyObekTaMu
(TI0;1B30BATENSAMH)
OIpEeIeJICHHBIX Olepanuii HaJ
00BEKTaMU (TTACCHBHBIMH
CYIIHOCTSIMU). MOHHUTOP
MPOBEPSIET KAXKI0€
oOpaleHne noabp30BaTess K
MporpamMMaM WK TaHHBIM Ha
IPEIMET COTTIaCOBAHHOCTH C
HaObOpOM JeHCTBUIA,
JIOITYCTHMBIX JJIS TOJIb30BaTEIS.
8. [TpousBosibHOE yNpaBIeHUE JOCTYIIOM [TpousBosibHOE yrpaBiIeHUE 6
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n/n

Tun
3aJaHMs

DopmMynUpOBKa 3a1aHUS

[IpaBunbHbIH
OTBET

Bpems
BBITIOJTHEHUS
(B MuH)

10.

JTIOCTYTIOM — 3TO METOJ
pasrpaHUYCHHUS JOCTYIA K
00BbeKTaM, OCHOBaHHBIN Ha
y4eTe TUYHOCTH CyOBEKTa WK
TPYIIIBL, B KOTOPYIO CyOBEKT
BXOJIHT.

[Tpou3BOIBHOCTD YIPABICHUS
COCTOHT B TOM, YTO HEKOTOPOE
JU110 (0OBIYHO BIIAJICIICIT
00BEKTa) MOXKET TI0 CBOEMY
YCMOTPEHHIO MPEIOCTABNIATh
JPYTUM CYOBEKTAM WK
0TOMpAaTh y HUX TpaBa
JIOCTYTIA K O0BEKTY.

[IpuHyanTenpHOE (MM MaHAATHOE) YIpaBICHNE

A0CTylIOM

[MpunynuTensHOE (NN
MaHJaTHOE) yIIpaBJICHHE
JIOCTYIIOM OCHOBaHO Ha
COIIOCTABJICHUH METOK
0e30macHOCTH CyObeKTa ’
00BekTa. CyOBEeKT MOKET
YUTaTh MHPOPMAIHIO U3
00BEKTa, eCIIH YPOBEHb
CEKPETHOCTH CyObeKTa He
HIDKE, YeM Y 00beKTa, a Bce
KaTeropuu, NepeyrciIeHHbIC
B METKE O€30MaCHOCTH
00beKTa, IPUCYTCTBYIOT B
METKE CYOBEKTa.
OmnrcaHHBIH c1IOCO0
YIIPaBICHUS JOCTYIIOM
Ha3bIBaeTCS
NPUHYIUTEIbHBIM,
MOCKOJIbKY OH HE 3aBUCHT
OT BOJIM CYOBEKTOB (J1ake
CHCTEMHBIX
agmuaECcTpaTopoB). [Tocne
TOT0, KaK 3a(hUKCHPOBAHBI
METKH 0€30TaCHOCTH CyOBEKTOB
00BEKTOB, OKa3bIBAIOTCS
3a(hKCHPOBAaHHBIMHU U TIpaBa
JIOCTYyIA.

Kaxue Toma, cornacHo «OpaHkeBoil KHUTe»,
JTOJDKHBI BXOIHUTH B KOMIUIEKT JOKYMEHTAIHH

HaJIe>KHOM CUCTEMBI

CornacHo "OpanxeBoit
KHMre" B KOMILJIEKT
JIOKYMEHTAITIH HaICKHOMN
CHUCTEMBI JOJDKHBI BXOJUTh
CIIEYIOIIIE TOMA!
PykoBozcTBO M0JIB30BATENS 11O
cpencTBaM 0E30MacCHOCTH.
PykoBojicTBO agMuHUCTpaTOpa
0 CpeAcTBaM 0e30TacCHOCTH.
TecToBast TOKyMeHTaL .
OnucaHue apXUTEKTYpHL.

TIK-

4. Cnocoben aOmMunucmpuposams cpeocmsea 3auumol UHYOPMaYUL 8 KOMILIOMEPHBIX CUCEMAX U CemsiX

11.

12.

3aganne
3aKpPBITOTO
THIA

dopma HE3aBUCHMOT0, HEHTPAILHOTO
KOHTPOJISI KAaKOT0-ITH00

HarnpaBJICHUs

JeSITeIbHOCTH KOMMEPUYECKOTO MPEAIPHUITHS,

ITHPOKO

1

KommsrotepHas pacnpenenéHHas cuctema Juist

TOJIyYCHUA I/IH(bOpMaIII/II/I O JOMCHax
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No Tun [IpaBunbHbIH Bpews
DopMynrupoBKa 3aTaHUSA BBITTOTHEHHS
n/m 3aaHAs OTBET
(B MuH)
1) DNS
2) DHCP
3) NAT
4) PHP
13. CeTeBoii POTOKO, TO3BOJISAFO I 2 2
KOMITBIOTEpPaM aBTOMAaTHU4ECKH Mony4ars [P-
ajipec U Ipyrue mapameTpsl, He0OX0ANMBbIe
quts pabotsl B cetu TCP/IP
1) DNS
2) DHCP
3) HTML
4) PHP
14. Iportokon DHCP npenocrasnsiet tpu 1,2,3 2
cnocoba pacnpenenenus [P-aapecos:
1) Pyunoe pacnpenenenue
2) ABTOMAaTHYECKOE pacrpeseaeHue
3) IuHamuveckoe pacrpeecHue
4) CraticTHYecKOoe pacipe/ieneHme
5) ABTOMATU3UPOBAHHOE PACIPE/ICIICHHIE
6) CmeriaHHOE pacrpe/ielicHIe
15. Mexanusm B ceTsix TCP/IP, mo3Bosisrommii 3 2
npeoOpa3oBEIBaTh [P-agpeca TpaH3UTHBIX
MTAKeTOB
1) DNS
2) DHCP
3) NAT
4) PHP
16. 3ananue Lenu npoBeneHus ayauTa 6€30MaCHOCTH Lenstmu mpoBeneHus ayauTa 3
OTKPBITOTO 0€30MacCHOCTH SIBJISIOTCS:
THIA aHaJIu3 PUCKOB, CBA3aHHBIX C
BO3MOXKHOCTHIO
OCYILIECTBIICHHS YTPO3
0e30acHOCTH B OT-
HOIIICHUU PECYPCOB;
OIICHKa TEKYIIETO YPOBHS
samunieHHocty MC;
JOKaTN3aus y3KUX MECT B
cucteme 3amutel UC;
orenka coorBetctBus VC
CYIIECTBYIOIIUM CTaHAAPTaM
B 001acTH HHPOPMATMOHHON
0€30I1acHOCTH;
BbIpabOTKa pEeKOMEH/IAIHH 110
BHCAPCHUIO HOBBIX U
MOBHIIIEHUIO 3()(hEeKTUBHOCTH
CYIIECTBYIOIIUX MEXaHU3MOB
6e3onmacuoctu VC.
17. [puHIUT paboTHI CETEBOrO KOHIIEHTPATOPA KonuenTtpartop paboraer Ha 3

nepBoM ((U3NIECKOM) YPOBHE
cereBoit Mmojenu OSI,
peTpaHCIupys BXOASIINI
CHTHAJI C OJIHOTO M3 MOPTOB B
CHUI'HAJI Ha BCE€ OCTAJIbHBIC
(ToaKMIOYEHHBIC) TIOPTHL,
peanusys, TakuM o0pa3om,
cBoiictBeHHyto Ethernet
TOTIOJIOTHIO O0IIas [ITUHA, C
pa3aencHreM MPOITy CKHOM
CIOCOOHOCTH CETH MEXKTY




24

n/n

Tun
3aJaHMs

DopmMynUpOBKa 3a1aHUS

[IpaBunbHbIH
OTBET

Bpems
BBITIOJTHEHUS
(B MuH)

18.

19.

BCEMH YCTPOHCTBAMH U
paboToii B pexume

MOy LyTUIeKCa.

Komnnuzuu (To ecTh nomsiTKa
IIBYX U 00JIee ycTpoicTB
HaJaTth Tepeaady
OJTHOBPEMEHHO)
00pabaThIBarOTCS AHAIOTHIHO
cetu Ethernet Ha npyrux
HOCHTEJISIX - YCTPOHCTBA
CaMOCTOSTENLHO MPEKpaliaoT
nepeaayy U BO30OHOBJISIOT
HOIBITKY Y€pe3 CIIydalHblil
MPOMEXXYTOK BPEMEHH, TOBOPSI
COBPEMCHHBIM A3BIKOM,
KOHILICHTPATOP

00BEANHSIET YCTPOICTBA B Oy
HOM JIOMEHE KOJUTH3HH

[TpuHIMI paboTs! CETEBOTO MOCTa

CerteBoif MocT paboTaeT Ha
KaHaJIbHOM ypOBHE CETEBOM
mozenu OS], npu nosy4eHuu
u3 ceTu kazapa, ceepser MAC-
ajipec MOCIeIHEro U, €CIU OH
HE MPUHAJJICKUT TaHHON
MOJACETH, epeaaET
(TpaHcnHpyeT) Kaap Janblie B
TOT CETMEHT, KOTOPOMY
npeaHa3Havascs JaHHBII
KaJp; ecllu KaJp
MIPUHAJICKUT

JITAaHHOH TI0JICETH, MOCT HUYETO
He Jienaer

[TpuHnmn paboTs! ceTeBOro KOMMyTaTOpa

CereBoil KOMMYTATOP
paboTaeTr Ha KaHAILHOM
(BTOpom) yposae moaenu OSI.
KommyTarops! 66111
pa3paboTaHbl ¢
HCTIONB30BaHUEM MOCTOBBIX
TEXHOJIOTUH U 4acTo
paccMaTpUBaIOTCS Kak
MHOTOIIOPTOBBIE MOCTHI. 1151
COEIMHEHUS HECKOJIBKUX
ceTeil Ha OCHOBE CETEBOTO
YPOBHS CITyKaT
MapIIpyTH3aTopsl (3 ypoBeHb
OSI). KommyTtaTop nepenaét
JTaHHBIE TOJIBKO
HETIOCPEICTBEHHO
nonyyatento. Kommyrarop
XpaHWUT B HaMATH (T.H.
ACCOIMATUBHON TTAMSATH)
TabNIHIly KOMMYTalluH, B
KOTOpOH YKa3bIBaeTCs
cootBerctBUe MAC-anpeca
y3J1a IIOPTY KOMMYTaTOpa.
IIpu BKIITOUEHUU
KOMMYyTaTopa 3Ta Ta0Juna
mycTa, ¥ OH paboTaeT B
pexume o0yuenus. B atom
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n/n

Tun
3aJaHMs

DopmMynUpOBKa 3a1aHUS

[IpaBunbHbIH
OTBET

Bpems
BBITIOJTHEHUS
(B MuH)

20.

PEKHME MOCTyMAroIHe Ha
KaKoW-JIM0O0 MOpT IaHHbIE
HepeaaTcs Ha BCe
OCTaJIbHBIE TIOPTHI
KOMMYTaTopa.

IIpu 3TOM KOMMYTaTOP
aHAMM3UpyeT QperMBbI
(xazpsl) u, onpenenuB MAC-
aZipec X0CTa OTHPaBHUTEIS,
3aHOCHT €ro B TaOJIHIly Ha
HEKOTOpOE BpeMs.
Briocneacrsun, eciu Ha OAMH
U3 MIOPTOB KOMMYTaTOpa
MOCTYIHT Kajp,
Hpe[[Ha:%Ha‘-IeHHbIﬁ JJ1d X0CTa,
MAC-aznpec koToporo yxe
€cTb B Ta0IHuIE, TO ITOT Kaap
OyneT mepenaH TOJIBKO Yepes
HOPT, YKa3aHHBIN B TaOmuIE.
Ecnmu MAC-agpec xocTa-
MOJTydaTeNst He aCCONNPOBAH
€ KaKUM-JH00 OpTOM
KOMMYTAaTopa, To Kajap Oyaer
OTIpaBJICH Ha BCE MOPTHL, 32
UCKITIOYEHHEM TOTO TI0pTa, C
KOTOPOT'O OH OBLJI MOJTyYeH.
Co BpeMeHEM KOMMYTaTOp
CTPOUT TaOJINILY [UIS BCEX
AKTHBHBIX

MAC-anpecos, B pe3yibTaTe
Tpa UK JIOKAIN3yeTCs

[MpuHnmn paboTs MapIpyTH3aTOpa

MapupyTu3aTopsl paboTaroT
Ha 6oJtee BEICOKOM «CETEBOM
(TpeTbeM) ypoBHE CETEeBOM
monenu OS], Hexenu
KOMMYTATop (WU ceTeBOn
MOCT) ¥ KOHIIEHTpaTop (xab),
KOTOphIe paboy TaroT
COOTBETCTBEHHO Ha BTOPOM U
nepBoM ypoBHsix mozaenu OSI.
OOBIYHO MapHIPYTH3ATOP
UCTIONB3YET a/ipec
TOJTydaTes, yKa3aHHbIH B
3aroJIOBKe IaKeTa, 1
oTpeziessieT 1o Taduunie
MapLIPYTHU3ALUHU Iy Th, 110
KOTOPOMY CJIe/lyeT NepeiaTh
nanuelie. Eciu B Tabnuie
MapIIpyTU3alMy Ui aapeca
HET OIMMCAaHHOT'0 MapIUIpyTa,
IaKeT OTOpackIBaeTCsl.
CylIecTBYIOT U ApyTHUe
CIOCOOBI OTIpEeAEIeHHS
MapHIpyTa MepechUIKH
MIaKeTOB, KOTJia, HaIlpumep,
UCTIONIb3YeTCs a/ipec
OTIIPABUTEIIA, UCTIOJIB3YEMbBIC
IIPOTOKOJIbI BEPXHUX YPOBHEU
U Ipyras nHpopManus,
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. Bpewms
No Tun [IpaBunbHbIH P
DopMynrupoBKa 3aTaHUSA BBITTOTHEHHS
n/m 3aaHAs OTBET
(B MuH)

COZIepPIKAIAsACs B 3ar0JIOBKAX
MIAKETOB CETEBOTO YPOBHSI.
Hepenko mapiipyTu3aTopsl
MOT'YT OCYLIECTBIISTH
TPAHCISIIUIO aJPEcOB
OTIPAaBHUTEJIS ¥ MOITy4YaTens,
(GUIBTPAIIIO TPAH3UTHOTO
MOTOKA JTAaHHBIX HA OCHOBE
OIIPENEIIEHHBIX IPABUII C
LEIbI0 OTPaHUYEHUSI JOCTYIIA,
murppoBanue/pacumppoBaHue
nepe/iaBaeMbIX JaHHbIX H T.I1.

[TonHBI KOMIUIEKT OIICHOYHBIX MATEPHAIOB IO JAUCHUIUIMHE ((OHI OICHOYHBIX CPEICTB)
XPaHUTCS B MJICKTPOHHOM BHJIe Ha Kadenape, yrBepkaaroieii padouyo nporpaMmy AUCIUILIAHBL, U B
LlenTpe MOHUTOPHHTA U ayAUTa Ka4ecTBa O0yUEHUSI.

7.4. MeTtoauyecKkue MaTepuaJbl, Onpee/siioliie NMpoueIypbl OlleHUBAHUS Pe3yJIbTATOB
00yueHus MO TUCHHUILIMHE

Taoauna 10. TexHosornyeckasi KapTa peMTHHIOBBIX 0AJJ10B MO JUCHHUIIJIMHE

Ne Kontponupyemsie KonnuectBo MakcumanbHOE Cpok
n/m MEpOTIPUSATHS MEpOIpUsATHH / 6asl | KOJMYECTBO OAIIOB | MPEACTABICHUS
OcHoBHOI1 0J10K
1. Buvinonnenue nabopamopnoii pabomei 6/4 24
2. Buvinoanenue KOHmpozlemZ pa6ombl 3/4 12 Vkazad B Moodle
3. Tecm 1/4 4
Bcero 40 -
Baok 6onycos
4. | Hocewenue cex 3anamuil 5 5 ITo pacrmcanmto
5. | Csoespemennoe svinonnenue gcex 3a0anuil 5 5 VYkazan B Moodle
Bcero 10 -
JlonoJiHUTEIbHBIH 0JI0K
7. | Oxsamen 50 -
UTOro 100 -

Tab6uanna 11 — Cucrema mrpadgos (U1 OAHOTO 3aHATHA)
[Toka3zarens bann
Tlponycku 3ansamutl 6e3 y8ajicumenbHoU NPUdUHbL (3a 00HO 3aHAmMuUe) -1

Tadnmmua 12. Illkana mnepeBoga pPeWTHHIOBBIX 0aJJI0B B HMTOrOBYIO OIIEHKY 32 CEMECTP
M0 TUCHHIJIHHE

CymmMma GamoB OreHka 1o 4-0aymIbHOM HIKaie
90-100 5 (oTnM4HO)
85-89
;g:?j 4 (xopouio) 3auTeHo
65-69 3
60-64 (Y1OoBNIETBOPHUTEIBHO)
Huxe 60 2 (Hey10BJIETBOPHUTEIIHHO) He 3aureno

[Tpu peanu3zanuy AMCUUIUIMHBI B 3aBUCUMOCTU OT YPOBHS MOJATOTOBJICHHOCTH OOy4arouiuxcs
MOTYT OBITh WCIOJB30BaHBI MHBIE (POPMBI, METOABI KOHTPOJS U OLIEHOYHBIE CPEICTBA, UCXOIS M3
KOHKPETHOW CHUTYyaIUH.
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8. VYUEBHO-METOJINYECKOE 1 HTHO®OPMALIMOHHOE OBECITEYEHUE
TACIATITAHBI

8.1. OcHoBHas iuTEpaTypa

1. Aynut undopManmoHHONW 0€30MaCHOCTH OPraHOB HCIIOJHUTEIBHOW BIACTH [DIEKTPOHHBINA
pecypc] / B.1. ABepuenkoB, M.IO. PritoB, A.B. KyBsikiiuna, M.B. Pynanosckuii - M. : ®JIMHTA, 2016.
- http://www.studentlibrary.ru/book/ISBN9785976512771.html

2. 3amuTa MepCcoHANbHBIX JAHHBIX B OpraHu3anuu [DnekTpoHHbIH pecypc| / B.M. ABepueHKOB,
M.IO. PrITOB, T.P. lNantnynux - M. : OJIMHTA, 2016. -
http://www.studentlibrary.ru/book/ISBN9785976512733.htm

8.2. lonotHMTEILHAS JIUTEPATypPa

1. ObGecnieuenne wHPOPMAIMOHHON Oe3omacHocTH OmsHeca [DnekTpoHHBIA pecype] / B. B.
Annpuanos, C. JI. 3edupos, B. b. I'onoanos, H. A. lN'omayes. - 2-e uzn., nepepad. u mom. - M. :
LIUTICuP, 2011. - http://www.studentlibrary.ru/book/ISBN9785961413649.html

8.3. UnTepHeT-pecypchl, HeOOX0AMMBbIE 1JIs1 OCBOEHH S TUCHUIITIMHBI (MOTYJIA)

1. Dnekrponno-6udmuoteunas cucrema (ObC) OO0 «Ilomutexpecypc» «KOHCYIbTaHT CTyIEHTa.
MHoronpoduibHbeI 00pa3zoBaTelbHbIH pecypc «KOHCYNBTAaHT CTyJIEHTa» SIBISETCS DIEKTPOHHOMH
OMOIMOTEYHON CHCTEMOM, MPEOCTaBIAIONICH JOCTYM Yepe3 ceTh MIHTepHeT K yueOHol auTepaType u
JOTIOJTHATEIPHBIM ~ MaTepualiaM, MPUOOPETEHHBIM Ha OCHOBAHWU TMPSMBIX  JIOTOBOPOB  C
npaBooOnagarensmu. Karajgor B Hactosmee BpeMs colaepXuT okosio 15000 HamMmeHOBaHHIA.
www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Jlis poBeieH!s! JIEKIMOHHBIX 3aHATHIA:
1. MU cnonb3yercs ayauTopusi, 000pyJa0BaHHAs HEOOXOIUMBIM KOJIMYECTBOM CTOJIOB, CTYJIBEB, JOCKON
MapKEepHOH U 3JIEKTPOHHOM.
2. AynuTopwus JOJDKHA MMETh CIIEAYIOIINE HOPMBI OCBEIIEHHOCTH
e CHull 23-05-95 «EcrecTBEeHHOE M HCKYCCTBEHHOE OCBELICHME» HOpPMa OCBEIIEHHOCTU
aynutopuii BY3o0s 400 Jlk;
e CanlluH 2.2.1/2.1.1.1278-03 «['urnennyeckue TpeOOBaHUS K ECTECTBEHHOMY, HCKYCCTBEHHOMY
U COBMEUICHHOMY OCBEIICHHIO JKWIJIBIX M OOIIECTBEHHBIX 3AaHui» NyHKT 3.3.3. «OOmee
OCBEIICHUE B OMEIEHHUIX OOIIECTBEHHBIX 3/JaHUM JI0JIKHO ObITh PABHOMEPHBIM.
3. DnexTpoHHas JOCKa JOJDKHA OBITh MOAKIIIOYeHA K ceTn MHTepHeT.

Jlns npoBesieHus 1a00pPaTOPHBIX 3AHATHHM!
1. JIaGopatopHble 3aHATHS IPOBOAATCS C IPYyNIIaMH WU MOATPYyNIaMu He 6onee 15 yenosexk.
2. AynmuTopusi NODKHA OBITh OCHAIleHa HEOOXOJMMBIM KOJHYECTBOM CTOJIOB, CTYJBEB, TOCKOMH
MapKEepHOH U 3JIEKTPOHHOM.
4. Aynutopus AOJKHA UMETH CIEAYIOIUE HOPMbI OCBEIIEHHOCTH
e CHull 23-05-95 «EcrecTBEeHHOE U HCKYCCTBEHHOE OCBEIEHHE» HOpPMa OCBEUIEHHOCTU
aynutopuii BY3o0B 400 JIk;
e CanlluH 2.2.1/2.1.1.1278-03 «['urnennyeckue TpeOOBaHUS K €CTECTBEHHOMY, HCKYCCTBEHHOMY
U COBMEILICHHOMY OCBEIIEHUIO JXKHIIBIX W OOLIECTBEHHBIX 3JaHMi» myHKT 3.3.3. «OOmiee
OCBEIllEHUE B TOMEIICHHUSIX OOIECTBEHHBIX 3AaHUN JOHKHO OBITH pABHOMEPHBIMY.
5. B aynuropun 107KHO OBITH HE MEHEE 15 KOMIBIOTEPOB, HAXOASIIMXCS B UCIIPABHOM COCTOSIHHH.
6. PacnonoxeHne KOMITBIOTEPOB B ayIWTOPUH IOJDKHO MO3BOJSATH MPEMOIABATEI0 IMOJOUTH K
pabouemy MecTy CTyJIeHTa.
7. KomnbroTepbl TOJKHBI OBITh COEIMHEHBI JIOKAIbHON CEThI0 CO CKOpPOCThIO He MeHee | ['0out/c u
MOJIKJIIOUEHBI K cetu HTepHeT.


http://www.studentlibrary.ru/book/ISBN9785961413649.html
http://www.studentlibrary.ru/
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8. KoMITbIoTepHl TOKHBI 00J1a1aTh MUHUMAIBHBIMHA XapaKTEPUCTHKAMH:
e Marepunckas mata H610M H DDR 4;
e TIIponeccop 121" Gen Intel(R) Core(TM) i3-12100;
e Buaeoanantep Intel(R) UHD Graphics 730.

10. OCOBEHHOCTH PEAJIMBALIUU JUCHUIIJIMHBI ITPH OBYYEHUU NHBAJINIOB
n il C OrPAHUYEHHBIMUY BO3MOKHOCTAMMUA 310POBbS

Pabowas mporpamMma IUCHUIUTMHBI NPH HEOOXOAWMOCTH MOXKET OBITh aJanTHpOBaHA IS
o0y4yeHus (B TOM 4YHCIIE€ C HNPUMEHEHHMEM JUCTAHLMOHHBIX 0Opa30BATENbHBIX TEXHOJIOTUH) JIMI C
OTpaHUYEHHBIMH BO3MOKHOCTSIMH  3/I0pOBbs, HMHBanuaAo0B. Jlnsi 3Toro Ttpedyercss 3asiBICHUE
o0yyaroImuxcs, sBJISIOLIMXCS JIULAMU ¢ OTPAHUYEHHBIMUA BO3MOXKHOCTSMU 3/10pOBbsI, MHBAJIMIAMU, WII
UX 3aKOHHBIX IPEJICTaBUTENEH U PEKOMEHIAIMH IICUX0JIOT0-MeIUKO-TIeAarornyeckoi kommuccuu. Ilpu
O0y4YeHMH JIMI[ C OIPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3/I0pPOBbSI YUUTBIBAIOTCS MX HHAMBH]yalbHbIE
ncuxodusnueckue ocodbeHHocTH. O0ydeHne WHBAIUAOB OCYIIECTBISCTCS TaKK€ B COOTBETCTBHU C
WH/MBUYaJIbHOM ITporpamMMoii peaObuiuTanuy nHBaNuAa (Ipy HaJM4um).

Jusg v ¢ HapymieHHeM CiIyXxa BO3MOYKHO TIpelOCTaBiIeHHE y4eOHOW wuHdoOpManuu B
BU3yaJIbHOW (opMe (KpaTKMi KOHCHEKT JIeKUUH; TeKCTbl 3aJaHMi, HaleyaTaHHbIe YBEIUYEHHBIM
mpupTOM), HA AYIAUTOPHBIX 3aHATHAX JIOMYCKAeTCS NPUCYTCTBHE AaCCHCTEHTa, a TakKkKe
CYpJIONIEPEBOAUMKOB U THQIOCYpAONEPEBOAYMKOB.  TeKymMi  KOHTPOJb  yCIEBAaeMOCTH
OCYIIECTBISIETCA B MUCBMEHHOM (hopMe: 00yJarouiicss MMCbMEHHO OTBEYaeT Ha BOIPOCHI, TUCbMEHHO
BBINOJIHAET IpakTU4Yeckue 3a1anus. Jloknazn (pedepar) Takke MOXKET ObITh IPE/ICTaBIIEH B MUCbMEHHOMN
bopme, mpu ITOM TPeOOBAaHUS K COACPIKAHUIO OCTAIOTCS TEMH )K€, & TPEOOBAHMS K KAUECTBY H3JI0KECHUS
MaTepuaia (MOHATHOCTb, KaYeCTBO PEYM, B3aMMOJEHCTBHE C ayAUTOpPUEH M T. J.) 3aMEHSIOTCS Ha
COOTBETCTBYIOIIME TPeOOBaHUs, MPEABABIAEMbIE K MUCbMEHHBIM paboTam (KayecTBO O(opMIIeHUs
TEeKCTa M CIHHMCKa JHUTEpaTyphbl, TPaMOTHOCTb, HAJIWYME WIUIIOCTPALIMOHHBIX MaTepUalioB U T.1.).
[TpomesxyTouHas aTTecTanys IS JIUI] ¢ HApYIIEHUSIMH CIIyXa MPOBOJMUTCS B MUCHbMEHHOU (popme, mpu
3TOM HCIOJIB3YIOTCA O0IIKEe KpUTEpUH olleHUBaHus. [Ipy He0OX0AUMOCTH BpeMsl MOATOTOBKHU K OTBETY
MOJKET OBITh YBEITUYEHO.

Jlnis muI ¢ HapylleHHeM 3peHHus JIONyCKaeTcs ayAualbHOEe MpeocTaBlieHHue MH(pOpMaluy, a
TaK)X€ MCIIOIb30BAaHUE HA ayAUTOPHBIX 3aHSTHUAX 3BYKO3AMHMCHIBAIOLIUX YCTPOWCTB (JIMKTO(OHOB
uT.a.). Jlomyckaercs NpUCYTCTBHE Ha 3aHATUSAX acCCUCTEHTa (IIOMOIIHHUKA), OKa3bIBAIOILETro
o0yJaromuMcsi HEOOXOJUMYK TEXHHYECKYI0 IOMOIIb. TEeKyHIIMi KOHTpPOJIb  yCHEBAaeMOCTH
ocymiecTBisieTcss B ycTHoW ¢opme. [lpu mpoBeneHHH TPOMEXKYTOUHOW aTTeCTAllMM YISl JIMI] C
HapyLIEHUEM 3pEHUs TECTUPOBAHHE MOKET OBITh 3aMEHEHO Ha YCTHOE cobeceloBaHHe MO BOIPOCaM.

Jlnsg naui ¢ orpaHMYEHHBIMM BO3MOXKHOCTSIMH 37I0POBbSl, MMEIOIMX HApYLICHUS OMNOPHO-
JIBUTaTeNIbHOTO ammapara, Ha ayJUTOPHBIX 3aHATHSIX, a TaKXkKe MPHU MPOBEICHUN MPOLEIYp TEKYILEro
KOHTPOJISI YCIIEBAEMOCTU U MPOMEKYTOUHOM aTTecTallii MOTYT OBbITh MPEJOCTaBICHbl HEOOXOIUMBIE
TEXHUYECKHE CpeAcTBa (MEepPCOHAIBHBIA KOMIIBIOTEP, HOYTOYK WM APYrod TajpKeT); JOIMYyCKaeTcs
MPUCYTCTBUE aCCUCTEHTA (ACCUCTEHTOR), OKA3bIBAIOIIETO 00YUYAIOIIMMCS HEOOXOIUMYIO TEXHUYECKYIO
MIOMOIIIb (3aHATH paboyee MeCTo, MepPeIBUraThCs 10 ayIMTOPHH, IPOYUTATH 3a/1aHue, O(POPMUTH OTBET,
00IIATHCSA € TIPENOIABATEIIEM).



