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1. IEJIM ¥ 3AJJAYM OCBOEHUSA TV CHATIIAHBI (MOY.JIST)

1.1. Heabto wu3ydeHus AUCHUIIUHBI «OCHOBBI HH(OPMAIMOHHOW OE30MAaCHOCTHY SIBIISETCS
(dbopMHpOBaHUE Y CTYAEHTOB HEOOXOJMMOIo 00beMa 3HAHUM HAECHHBIX U KOHLIENTYaIbHBIX OCHOB
nH(POPMAIIMOHHON 0€30MacHOCTH, OCHOBHBIX MOJOXEHUH, MOAXO0I0B U METOJIOB €¢ o0ecreueHus,
MIOHMMAaHMsI TOTO, YTO HHPOPMALMOHHAs 0€30IaCHOCTD SBJISETCS BayKHEHIIEH YacThio o0ecredeHus
0€30MaCHOCTH TOCYapCTBa, NPEANPUATHS, TPAXIaHUHA.
1.2. 3agayamMu TUCHUIIMHBI ABJISIIOTCH:
— JlaTp 3HaHUS OCHOB KOMILICKCHON CHCTEMBI 3aIIUTHl HH(POPMALIUY;
— JlaTb 3HaHUS OCHOB OPraHU3AIMOHHO-TIPABOBOTO 00ECTICYCHHS 3aLIUTHI HH(OPMAIIHH.
— @opMHUpOBaHME OCHOBBI JJIs JAaJbHEHIIEr0 CaMOCTOSTEIBHOIO HW3YYEHHUS BOIPOCOB
obecneyeHns: KOMIbIOTEPHON 1 HHPOPMALIMOHHOM 6€3011acHOCTH
Takum oOpazoM, gucruiuiiHa "OCHOBBI HH(POPMANMOHHOW OE30MacCHOCTH" SIBISICTCS
HEOTHEMJIEMOM COCTaBHON 4YacThiO MPO(ecCHOHANBHOM MOATOTOBKY MO HANPABICHUIO MOJATOTOBKU
10.03.01 «Mudopmannonnas Oe30macHOCTbY». Bwmecte ¢ ApyrumMu TUCHMIUIMHAMHU — IIMKIIA
npoeCCUOHATBHBIX JUCLUIUIMH HW3y4yeHHE JAaHHOM JUCLMIUIMHBI MpPU3BaHO (OPMHUPOBATH
CTELUANNCTA, W B YACTHOCTH, BRIPA0ATHIBATh y HETO TaKHE Ka4eCTBa, KaK:
® CTpPOroCThb B CY)KICHHSIX;
® TBOPYECKOE MBIIUICHUE;
® OpPraHM30BaHHOCTb U PaOOTOCIOCOOHOCTS;
® JMCUUIUVIMHUPOBAHHOCTb;
®  CaMOCTOATEJILHOCTh U OTBETCTBEHHOCTD.
bakanaBp, u3yuuB qucuuiuinHy «OCHOBBI MH(POPMALMOHHOM 0€3011aCHOCTHY, MOXKET OBbITh
rOTOB K CIEAYIOIIEMY BHJY IPO(ECCHOHAIBHOM AEATEIbHOCTH M JOJDKEH pellaTh CleAyloline
npodeccOHaIbHbIE 3a/1a4H:
9KCNEPUMEHMATIbHO-UCCIEO08AMENbCKASL OeSIMENbHOCHb.
cOop, U3ydyeHue HayqYHO-TEXHHUUECKOW HH(OPMAIH, OTEUECTBEHHOT'O U 3apy0eKHOTO OIbITa
M0 TEMATHUKE UCCIIETOBAHHS;
OpP2aHU3AYUOHHO-YNPABNIEHYECKAS OeAMENbHOCb!
M3y4YeHHEe U 0000IIeHuEe OmbITa paboThl APYIHX YUPEXKACHUW, OpraHu3aluid M MpeanpusTHi B
obyacTi MoBbIIEHUS 3(P(PEKTUBHOCTH 3aIIUTHl MHMOPMALIUU U COXPAHEHUs T'OCYAAPCTBEHHOM U
JPYTUX BUJIOB TalHBI.

2. MECTO JUCIIMIIJIMHBI (MOAYJIsAA) B CTPYKTYPE OIIOII

2.1. Yueonas qucuumimHa «OcHoBbl nHGopMannonHoii 6esonacuoctu» b1.65.15 Bxoaut
B o0s3aTenbHyl0 (0a30Byl0) yacTh yueOHOro miaHa HampaBieHuss mnonaroroBku 10.03.01
«UuabpopmanmonHas Oe3zomacHocTh» 2023 roma Habopa W OTHOCHUTCS K 0a30BOH 4YacTH.
JlMcuuIuiiHa u3y4aercst Bo 2 ceMecTpe, o0Imas TpynoeMKocTh auciuiinabl — 4 3E, 144 yaca,
uTOroBasi popmMa KOHTPOJISL — SIK3aMEH.

2.2, JInsa n3y4yeHUus JAHHOH y4eOHOM THCHMILIMHBI (MOAYJIS) HEOOXO0AUMBI CJIeAYIOLINe
3HAHMS, YMEHHSI, HABBIKU H (MJIN) ONBIT AeATEIbHOCTH, (POPMUPYeMbIe MPeIIecTBYIOIHMHA
yY4eOHBIMH AUCHHUIITINHAMM:

Maremarnka
HNudpopmaruka.
OcHOBBI IPOrpaMMUPOBAHUS.
MareMaTHuecKue OCHOBBI 3allUThl HH()OPMAITUH.
e BaencHMe B HHKEHEPHYIO 1€ATEIBHOCTD.

3HaHUS: OCHOBHBIX MOHATUH HMH(MOPMATHKH, CTPYKTYphl CHCTEM JIOKYMEHTAllMOHHOTO
obecriedeHuss, METOAOB  3alIUThl  HMH(OpPMAIUK, SA3BIKOB  IPOrPAMMHUpPOBAHMs, OCHOB
anropuTMu3aLuu, apxurekTypsl 9BM u yerpoiictsa [1K, npencraBinenus nanueix B OBM..

YMeHus: HCIONIB30BAaTh IPOTPAMMHBIE M alllapaTHBIE CPEACTBAa IEPCOHAIBHOTO
KOMIIbIOTEpa, IporpammupoBate Ha C++ u C#, anropuTMu3upoBaTh U IPOrpaMMHUPOBATH MOPSAOK
peIIeHns 3a/1a4 110 OLIEHKE U UCCIIEJOBAHNIO YPOBHEH 3alIUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM.



HaBbiku u (WiM) OMNBIT [EATENbHOCTH: HABBIKM IOWCKa WHGOpManuu B TII00aIbHOM
uHpopManMoHHON cetn WHTepHeT W paboOThl C OQPHUCHBIMH HPUIOKEHUSMH (TEKCTOBBIMU
MpPOLIECCOpaMH, JJIEKTPOHHBIMU ~ TaOMUIAMH, CpPEACTBAMH IOJTOTOBKU INPE3EHTAI[MOHHBIX
matepuanoB, CYB/l 1 T.11.): HaBBIKH pa3paOOTKU MPUIIOKEHUH, HABBIKM MHKEHEPHO-TEXHUYECKOM
3amuThl MUH(QOpPMALUM, MPAKTHYECKHE HAaBBIKM O0paOOTKM HH(POpPMAIMH C HCIOIb30BAaHHEM
WH(POPMAIIMOHHBIX TEXHOJIOTUH W  CPEACTB  BBIYUCIUTENBHOW TEXHUKM TPH  PEUICHUU
npodeccnoHaNbHBIX 3a/1au.

2.3. Hocaenywmue yyedHble TUCHHUIIHHBI (MOAY/IH) U (WJIH) MPAKTUKH, JIS1 KOTOPbBIX
HeOoOX0IMMbI 3HAHUS, YMEHMs, HABbIKH, (popMHpYyeMble JAHHOM Y4YeOHOU IMCHUIJIMHON

(MmonxyJsiem):
1. TIporpamMHO-anmapaTHbBIE CPEICTBA 3aIUTHI HHHOPMALIUH.
2. Mertoabl 1 CpeaCcTBa KPUNTOTpaguuecKOn 3aluThl HHPOPMALIKH.
3. OpranusaioHHOE 1 IPaBOBOe o0ecreyeHne NHPOPMaMOHHONW 6€30I1aCHOCTH.
4. OcHOBBI yIpaByieHUs HH(OPMALIMOHHON 0€3011aCHOCTHIO.

3. INTAHUPYEMBIE PE3YJIBTATbBI OBYYEHUS 1O JUCIHUIIJIMHE (MOAYJIIO)

[Iporecc ocBOeHUS TUCIUILIMHBI HAIIPABJICH HA (POPMUPOBAHUE IJIEMEHTOB CIEAYIOIINX
komnereHuil B coorserctBuu ¢ GI'OC BO u OIIOII BO no nanHOMY HalpaBieHUIO MOATOTOBKH
(cenuanbHOCTH):

a) oomenpodeccuonanpupix (OIIK): OIIK 1 — cnocoben oneHuBath poiib UHGOPMAIUH,
MH()OPMAMOHHBIX TEXHOJIOTHIA U MH()OPMAIIMOHHON 0€30MacCHOCTH B COBPEMEHHOM OOIIECTBE, HX
3HauYeHUE AJis1 oOecreyeHus] 00bEKTUBHBIX MOTPEeOHOCTE! TMUHOCTH, 001ecTBa U rocynapctsa; OIIK

5 — CcmocoOeH TPHUMEHSATh HOPMATHUBHBIE TPABOBBIE AaKThl, HOPMAaTUBHBIE M METOJAMYECKHUE
JOKYMEHTBI, pPErIaMEHTHUPYIOIIME JAESITeNbHOCTh 10 3ammre uHbopMmanuu B cdepe
MpoeCCUOHAIBHON JEATETHHOCTH.
Tab6aunna 1 — JlekoMno3unusi pe3yJbTaToB 00y4eHHUs
Ko u [Tnanupyemsbie pe3yabTaThl 00Y4YeHHS O JUCIHUIUIHHE (MOIYIIIO)
HaMEHOBATIe 3uats (1) Vumets (2) Brazets (3)
KOMIETEHITUH
OIIK-1  cnocoben | UOIIK-1.1. 3nate: pons | MOIIK-1.2. VYwMmets: | UOIIK-1.3. Bnanets
OIICHUBAThH poJib | uHGOpMaUu B | IPUMEHSITH HABBIKAMH HCIIOJIb30BaHHMS
UHPOPMAITUH, COBPEMEHHOM WHpOpPMAIMOHHbBIE UH(POPMAIIMOHHBIX
WHPOPMAITMOHHBIX | 00IeCcTBe, OCHOBBI | TEXHOJIOTHH W OCHOBBI | TEXHOJIOTMH W OCHOB
TEXHOJIOTHH U | "HHOPMAITMOHHBIX WH(POPMAIMOHHON WH(POPMAITMOHHOH
UHPOPMAITMOHHOH TEXHOJIOTUH u | 6e3omacHOCTH Jutst | 0e30mMacHOCTH JUTS
Oe3omacHOCTH B | ”HGOPMAIIMOHHOM obecrieueHus obecrieueHus
COBPEMEHHOM 0e30MmacHOCTH. 00BEKTUBHBIX 00BEKTHUBHBIX
oOriecTse, ux noTpedHOCTEN MOTPEeOHOCTEH  JTMYHOCTH,
3HaYeHUE JUTSE JUYHOCTH, OOIIecTBa M | OOIIECTBa M roCynapcTBa.
oOecrieyeHust rocyapcraa.
00BEKTHBHBIX
noTpeOHOCTEH
JIUYHOCTH,
oOmrecTBa u
rocy1apcTBa
OIIK-5  cnocoben | MOIIK-5.1. 3nare: | MOIIK-5.2. Ymets: | MOIIK-5.3. Bnagets:
MPUMEHSTh OCHOBHBIC HOPMATHBHBIC | MPUMEHSTH HABBIKAMHU pabOTHI C
HOPMAaTHUBHBIC MPaBOBbIC aKThl, | HOPMATHUBHBIC MTPABOBHIC | HOPMATUBHBIMH
MIPaBOBbBIE aKThl, | HOpMATHBHEIC W | aKThl, HOPMATUBHBIC W | IPABOBBIMHU aKTaMH,
HOpPMaTHBHBIE U | METOJUYCCKHUE METOIUYCCKUC HOPMATHUBHBIMH U
METOMYCCKHE JIOKYMEHTHI, JIOKYMEHTHI, METONICCKUMU
JIOKYMCHTHI, perIaMeHTUPYIONIHE perIaMeHTHPYIOIIHE JIOKYMECHTaMH,
perIaMeHTHPYIONIUE | NeITeILHOCTD 10 3aIUTE | NEeATEIBLHOCTD 10 3aIIUTE | PErIaMeHTUPYIOIHIMH
JISATENILHOCTE 10 | nH(OopMaIuu. nHdopmarn B cdepe | AeITEIBHOCTH IO 3aIIUTE




3alInTe
uHQOpMaIH B
chepe
podeCCHOHATTEHOM
JeSITETbHOCTH

npodeccruoHanbHON
JEATSIBHOCTH.

uHpopmMauu B cepe
poheCCUOHATBHOMN
JIeSITCIILHOCTH.

4. CTPYKTYPA U COAEP’KAHUE JTUCHUIVINHBI «OCHOBBI
NHPOPMAIIMOHHOMU BE30OITACHOCTHN»

O0bem auctuIuIHb (MOoayIs) 4 3.¢., 144 yaca, 36 4yacoB BbIIEJICHO HA KOHTAKTHYIO padoTy
oOyuaromuxcs ¢ npenojanarenemM (u3 HuX 18 yacos — nekuuu, 18 yacoB — nabopaTopHsie paboThI),
108 gacoB — Ha caMOCTOATEIBHYIO PA0OTy 00yUYaIOIIMXCS.
Tabauna 2. CTpyKTYypa H cojiep:KaHue TMCIUILIHHBI (MOAYJIsT)

KonraktHas CaMOCTOST. ®dop™mbI TeKyIIEero
o | Ppabota pabota KOHTPOJIS
& | (Byacax) yCIIeBaeMOCTH (710
No | HaumenoBanue § HeoenaM cemecmpa)
n/m | pagena (TeMbl) 3 dopma
& = | |IO3 |[JIP |KP |CP | npomexyTounoii
gl g aTTecTaluu (1o
3| =z cemecmpam)
1 BBenenue B 2 11,2 |2 2 13 Ornpoc 1o Teme.
TUCIUTUTHHY BXOJTHOE
TECTHUPOBAHUE,
nabopaTopHas
pabora 1
2 Yrpo3sl 35 |3 3 13 Ompoc no Teme.
UH(POPMALIMOHHOM nabopaTopHas
6e3omacHocTH. Mepbl pabota 2
3aILUTHI
3 Kanams! yreuku 6,7 2 2 13 Omnpoc o Teme.
uHpopmanuu. Mojensb KOHTpOJIbHast paboTa
HapyILIUTENs 1
4 Cucrema 8-10 |3 3 13 Omnpoc o Teme.
0e30macHOCTH nabopaTopHas
pabora 3
5 [Toctpoenue 111 | 2 2 13 Omnpoc no Teme.
3alUIIEHHBIX 2 nabopatopHast
HKOHOMHYECKUX pabora 4
CHCTEM
6 3amuIeHHbIe 13- 2 2 13 Ompoc o Teme.
KOMIThIOTEPHBIC 15 nmabopaTopHas
CHCTEMBI pabota 5
7 OCHOBBI 16,1 |2 2 13 Omnpoc 1o Teme.
Kpunrorpaduu 7 nabopaTopHas
pabora 6
8 Ob6ecnieuenune b Ha 18 2 2 14 Ompoc o Teme.
YPOBHE TOCYIapcTBa KOHTpOJIbHast paboTta
2, UTOrOBOE
TECTHPOBAHNE
UTOro 144 |18 18 108 IK3aMeH

Ipumeuanue: JI — nexyus, 113 — npaxmuueckoe 3ansamue, cemMunap;
paboma,; KP — kypcosas paboma; CP — camocmosmenvras paboma.

JIP — nabopamopuas




Taoauna 3 —Marpuna COOTHECEHU S TeM/pa3/iesioB
Y4eOHOI TUCIUIIHHBI/MOIYJIsi U GopMHUPYeMbIX KOMIIeTEH M

Komnemenyuu (yrazviearomes 2
KOMNemeHyuu nepeyucieHnvle 8 | ooujee
Temwi, Kon- n.3) Koauvecm
pazoenvl 80 60
OUCYUNTUHBL yacos Komneme
HYUl
OIIK1 OIIK 5

BBeneHue B AUCIUTUIMHY 17 + + 2
Yrpo3sl HHpOPMAITHOHHOK + + 2
06e301acHOCTH. Mephl 3alTUThI 19
Kanaine! yreuxu napopmMaim. + + 2
Mosens HapymuTens 17
Cucrema 0e301aCHOCTH 19 |+ + 2
[TocTpoenue 3amunEeHHBIX + + 2
SKOHOMHYECKHUX CUCTEM 17
3amnumnieHHeIe KOMIIBIOTCPHBIC + + 2
CUCTEMBI 17
OcHoBbl KpunTorpaduu 17 |+ + 2
Obecneuenune Ub Ha ypoBHe + + 2
rocyaapcTBa

18
HUTOI'O 144

ConepxaHue IMCUMILTHHBI

BBegenne B AUCHUIINHY

OcHOBHBIE ~ TOJOXKEHHUS  TeopuM  HH(POPMAIMOHHOM  Oe3omacHOCcTU:  MHpOpMauus U
MH(OPMALIMOHHBIE OTHOLLIEHUS; CYObEKThl MH(POPMAIIMOHHBIX OTHOIIEHUH, UX Oe3o0macHoCTh. Tpu
BUJa BO3MOXXHbIX HapymeHuit MC. Omnpenenenne TpeOOBaHUI K 3alIUIIEHHOCTH HH(OpPMAIUH.
I'OCT 34.003-90 «MH(popmanronHas TexHoaorus. Kommiekc ctaH1apToB Ha aBTOMaTU3UPOBAaHHBIE
cucremsl. Tepmunsl u onpeaenenus». 'OCT 34.201-89 «MupopmanmronHas rexHoiorus. Kommieke
CTaH/IapTOB Ha aBTOMATHU3HPOBAaHHBIE CUCTEMBI. BHIbl, KOMIIJIEKTHOCTh U 0003HAUYE€HHE IOKYMEHTOB
IpU co3JaHuu aBTomMatu3upoBaHHbIX cuctem». ['OCT 34.601-90 «MH(popMaiioHHast TEXHOJIOTHSL.
Komruiekc cTaHnapToB Ha aBTOMAaTU3UPOBAHHBIE CHUCTEMBL. ABTOMATHU3MPOBAHHBIE CHCTEMBI.
Craaun cozpanusi». [OCT 34.602-89 «Mudopmannonnas TexHonorus. Komriekc craHiapToB Ha
aBTOMATHU3MPOBAaHHBIE CHUCTEMBl. TeXHMUYECKOEe 3aJjaHhe Ha CO3JlaHuE aBTOMATHU3HPOBAHHOU
CHUCTEMBI».

Yrpo3bl nHpopMaunoHHOI 6e3onacHocTH. Mepbl 3a1IUTHI

[Tonsitue yrpossl. 3ammuta. Kiaccupukauus yrpo3 v Mep 3amuThl MHPopManuu. TakCOHOMMUS
HapyumeHni V1B BBIUMCINTENBHONW CUCTEMBI U NMPUYUHBI, 00YCIaBIMBAIOIINE UX CYIIECTBOBaHMUE.
CocTaB W coJiepKaHUE CPEJCTB 3aIlUThl, 00BeKThl W 3meMmeHThl 3amuTel. [OCT 34.603-92
«MHpopmanMoHHass TeXHOJOTHs. Buapl ucnbITaHuii aBTOMaTU3WpoBaHHBIX cuctem». ['OCT P
50922-2006 «3amuta nHpopMarmu. OCHOBHBIC TepMUHBI U onpeneienus». ['OCT P 51275-2006
«3amuta nHGopmarun. O0bekT nHPpopmatuzauu. PakTopsl, BO3EHCTBYIONNE HA HHPOPMALIHUIO.
O6mme monoxenusi». ['OCT P 51583-2000 «3ammra wundpopmanuu. I[lopsimok co3manus
aBTOMATH3UPOBAHHBIX CHCTEM B 3alUIIEHHOM HCTIOJHEHHH. OOIIIe TOTOKESHU.

Kananbl yreukn uagopmanuu. Moaenb HapymuTe s

Knaccugukanus kaHaaoB IMPOHMKHOBEHUS B CUCTeMy M yreuku uHpopmauuu. Hedopmanbhas
monenb Hapymutens B AC. Buasl NpOTHBHHMKOB WM «HApyIIUTENei». AHamu3 crocoboB
Hapymennii Ub. Tlonstus o Bumax BupycoB. ['OCT P 51624-2000 «3ammra mHpOpMaIuu.
ABTOMAaTHU3MPOBAaHHBIE CHUCTEMBbI B 3alUIIeHHOM wHcronHeHud. OOmme TpedoBanus». ['OCT P



NCO/MBK 27002-2012 «HpopManmoHHass TEXHOJOTHA. METOabl M CpeacTBa OOECTICUCHHS
6e3onacHoctu. CBOJ HOPM M NpaBWJI MEHEKMEHTa nHpopMannoHHO# 6e3onacHoctu». ['OCT P
NCO/MBK 29100-2013 «HHpopManMoOHHAsE TEXHOJOTHA. METOabl W CpeacTBa OOECTICUCHHS
oe3omacHocTu. OcHoBBI o0ecnieyenus npuarHocTry. ISO/IEC 27000:2009 — CYUB: onpenenenus
Y OCHOBHBIC ITPUHIIUIIHI.

Cucrema 0e3onacHocTH

3amaun cucteMbl 6€30nacHOCTA. Mepbl MPOTUBOICHCTBHA yrpo3am OezomacHoctu. Kiaccuduxanms
Mep. OCHOBHbIE HOPMATUBHBIE PYKOBOJSIINE JOKYMEHTHI, KaCaloIIUecs: ToCy1apCTBEHHON TalHBI,
HOPMAaTHUBHO-CIIPABOYHBIE TOKyMEHThI. OCHOBHbIE MeXaHU3MbI 3auThl AC. Moaenn 6e30macHOCTH
u ux npumenenue. ISO/IEC 27001:2005 u T'OCT P UCO/M3K 27001-2006 — tpeboBanus k CYUDB
ISO/IEC 27002:2005 u 'OCT P UCO/MO3K 17799-2005 — mpaktuyeckue npasuia ynpasienus Ub.
ISO/IEC 27003:2010 — pykoBoactso 1o Bueapenuto CYUB. ISO/IEC 27004:2009 u T'OCT P
NCO/M3K 27004-2011 — ouenka pynkiuonupoBanust CYUB.

IMocTpoenue 3amMIIEHHBIX IKOHOMUYECKHX CHCTEM

OcHoBHBIe TexHONOTUH nocTpoeHus 3amuieHHpx DMC. Mecto b sKOHOMHYECKHX CHCTEM B
HanMoHaIbHOM Oe3omacHocTH cTpanbl. Konnenuuss MBb. OcoOeHHocTH paboOThI € TMEPCOHAIIOM,
BJIAJICIONIMM  KOHOQHUICHIUAIBHOH uHopMarmeidl. TexHomormyeckue OCHOBBI — 00pabOTKH
KoHpuaeHanbHbIX goKymMeHToB. ISO/IEC 27005:2011 u 'OCT P MCO/M3K 27005-2010 —
ynpasnenue puckamu 1b. ISO/IEC 27006:2011 u TOCT P UICO/M3K 27006—2008 — TpeGoBanms
K opraHam, ocymecTBisomumM ayaut u ceprudukammo CYUB. ISO/IEC 27007:2011 u ISO/IEC
27008:2011 — pykoBoactsa no aynuty CYUb u cpeacts ynpasnenus Ub, peanuzoBanubsix B CYUD.
ISO/IEC 27011:2008 — pykoBocTBO 110 yripapieHuto Ub i TenekoMMyHUKAIIMOHHBIX KOMITaHHA
Ha ocHoBe ISO/IEC 27002

3ammineHHble KOMIIbIOTEPHbIE CHCTEMbI

Hcnonp30BaHne 3aIMIIEHHBIX KOMITBIOTEPHBIX CHCTEM. 3alTa OTIEPAIMOHHON CUCTEMBI U APYTHX
CHCTEMHBIX HMPOrpaMMHBIX cpencTB. Opranu3aius JocTyna B okaibHbIX ceTsx. ISO/IEC 27013 —
PYKOBOJICTBO 0 MHTETpUpOBaHHOMY BHeapenuto cranmaptoB ISO/IEC 20000 u 27001. ISO/IEC
27014 — un¢pactpykrypa pykosojactsa Ub. ISO/IEC 27015 — pykoBoctBo 1o yrnpasieHuto Ub ms
¢unancoBsix cepucoB. ISO/IEC 27031:2011 — pyKOBOACTBO 1O TOTOBHOCTH WH(POPMAIIMOHHBIX
TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U1 o0ecriedeHns HeMpepbIBHOCTH OU3HEcA.

OcHoBbI kKpunrorpaguu

Metonel  kpunrtorpapuu. Krnaccuduxamus mmdpoB mno paznuuHbiM - npusHakam. Hludps
nepecraHoBku. Lnudper 3amensr. [1ndpsr rammuposanus. Hanesxxnocts mmdpos. ISO/IEC 27033 —
ynpasinenue 6e3omacHocThio ceteit. ISO/IEC 27035:2011 — ynpasnenue uniunerramu Ub. ISO/IEC
27037 — pyKOBOJICTBO MO WACHTU(DUKAIINH, COOPY U/UIH MOTYYSHHUIO U 00ECTIEYEHUIO COXPAHHOCTH
CBHUJIETCIILCTB, MPEACTABIECHHBIX B 3ekTpoHHON (opme. ISO/IEC 13335 — meromsl U cpeacTBa
obecnieuenus Oe3zomacHocTd uWHpopManmoHHbix TexHojioruit. ISO/IEC 15408 u ISO/IEC
18045:2008 — oOmue KpUTepUH W METOJOJIOTHUS OIICHKH O€30MacHOCTH HWH(POPMAIIHOHHBIX
texnosoruil. ISO 19011:2011 u TOCT P UCO 19011-2003 — pexoMeHIaIuM 10 ayAUTy CUCTEM
MEHEHKMEHTA

Oobecnieuenune Ub Ha ypoBHe rocynapcrsa

MesxayHapoHble cTaHnapThl HH(popMaonHoro oomena. b B ycnoBusx (pyHKIIMOHHPOBaHHUS B
Poccun rnobanehbix cereil. Hasznauenune u 3amauum B cepe obGecneuenuss b Ha ypoBHe
rocynapctBa. BS 25999 u I'OCT P 53647 — ynpasnenue HenpepbiBHOCTBIO OuzHeca. CTO BP UBBC-
1.0 — ob6mme monoxkeHuss B obmactu obecriedeHuss Mb opranmzanuii 0aHKOBCKOW CHCTEMBI
Poccuiickoit @eneparuu. CTO BP UBBC-1.1 — aymutr Wb 78. CTO BP UBBC-1.2 — meronuka
ornleHku cootBercTBUsi b opranmsammii  6aHkoBckoM cucTembl Poccuiickoit ®Denepanmn
tpeboBanusim CTO BP WUBBC-1.0. Pexkomennmamuu mno crangaptuzanuu P 50.1.053-2005.
Nudopmannonnsie TexHogoruu. OCHOBHBIE TEPMUHBI U OMpPENEICHHUS B OOJACTH TEXHUYECKOU
sanmThl uHMopMmarnuu. (yrB. Ilpmkazom PoctexperymupoBanuss ot 06.04.2005 Ne 77-cr).



Pexomenpanmu mo crangaptu3anuu P 50.1.056-2005. TexHudveckas 3amura WH(POpPMAIIUU.
OcHoBHble TepMUHBI U onipeaeneHus. (yrB. [Ipukasom Pocrexperynuposanus ot 29.12.2005 Ne 479-
CcT).
5. METOAUYECKUE YKA3AHMS 11O TIPENNIOJABAHUIO
N OCBOEHMIO JUCHUIIJIMHBI (MOAYJISA)

5.1. Yka3aHus 1Ji9 npenojaaBaresieil o OpraHu3aly U NPoBeIeHUI0 Y4eOHbIX 3aHATHI
N0 AUCHUIINHE (MOAYJII0)

[Ipy mOArOTOBKE K JIGKIIMOHHBIM 3aHATHUSAM HEOOXOAMMO BOCIIOIB30BaThCS  Y4eOHO-
METOMYECKOW nuTeparypod u3 1.8 (ocHOBHOM). Jleknuum HeEoOXO0IMMO MpPOBOJUTH C
HCIIOJIb30BaHUEM IIPE3CHTAIHH, co3manHbiXx B Microsoft PowerPont.

[Ipy noaroroBke K J1abOpaTOPHBIM 3aHATHUSAM HEOOXOJUMO BOCIIOJIB30BAThCSl y4EOHO-
METOJIMYECKOM JTUTePaTypOoi U3 1.8 (IOTMOTHUTEIHHOMN).

5.2. Yka3zaHus 1Ji 00y4aiomuxcs M0 0CBOEHHUIO M CHUILIHHBI (MO1YJIIO)

Bo Bpems caMocTosITeIbHON pabOThl HEOOXOIUMO BOCIIONIL30BAThCS YUEOHO-METOIUIECKOM
nuTepaTypou u3 1.8 (OCHOBHOM), (AOMOTHUTENIBHON ), IHTEpHET-UCTOUYHUKAMH.

Tadauua 4 — Conep:xkaHue cCaMOCTOATENbHOH PadoThl 00yYaOIIUXCS

Homep
Temvi/6onpocul, 8binocumble Ha Kon-60
paoena Dopmul pabomul
camocmosnmenvbHoe uzydenue uacoe
(memwi)
IToaroroBka k omnpocy no reme. [loaroroska Bneaynuropnas,

1. BXOJIHOMY TECTHUPOBAHMIO. 13 U3yueHHe yuyeOHbIX
[ToaroroBka otyera o gabopatopHoit padote 1 ocoOui
[ToaroroBka k onpocy no teme. Ilogroroska BueaynutopHnas,

2. oTYeTa 110 JJabopaTopHOU padoTe 2 13 U3yYCHUE yUeOHBIX

nocoOui
[ToaroroBka k onpocy o teme. I[Toaroroska BueaynutopHnas,
3. KOHTpPOJIbHOM pabote 1 13 U3y4eHHE y4YeOHbIX
nocoOui
IToaroroBka k omnpocy no reme. [loaroroska Bneaynuropnas,
4. oTueTa 1o J1abopaTopHO padoTe 3 13 U3y4eHHe y4eOHBIX
ocoouit
[ToaroroBka k onpocy no teme. Ilogroroska BueaynutopHnas,
5. oT4eTa 1o J1abopaTtopHoit padote 4 13 H3y4YeHne yaeOHbIX
nocoOui
IToaroroBka k omnpocy no teme. [loaroroska Bneaynuropnas,
6. oTYeTa 10 J1abopaTopHoii pabore 5 13 U3y4eHHe yueOHbIX
nocooui
[ToaroroBka k onpocy no teme. Iloaroroska BueaynutopHnas,
7. oTYeTa 110 JJabopaTopHOU padboTe 6 13 H3y4YeHre yaeOHbIX
nocoOui
IToaroroBka k ornpocy no reme. [loaroroska Bneaynuropnas,

8. KOHTpOJIbHOM paboTte 2. [Tonroroska k 14 U3y4eHHe yueOHbIX

UTOTOBOMY TECTHPOBAHHUIO nocoOui

5.3. Buasl m ¢opMbl NHCBMEHHBIX Pad0T, MNPeIYCMOTPEHHbIX NPH OCBOCHHMH
AMCHUIJIMHBI (MOAYJIs1), BHINOJHAEMbIe 00y4aloIUMKCH CAMOCTOATENbHO — pedepart

IIpaBuiia opopmiieHHs TEKCTA MOSICHUTEILHOM 3anucKu pedepara
Ha TutyneHOM nHCTE MPONMUCHIBAIOTCS: Ha3BaHME YHHMBEpCHTETa, (akyibrera, Kadeapsl,
Ha3BaHWE AUCIUIUINHBI, TeMbl pedepara, .M.0. cryaenra, Homep rpymmsl, ©.1.0. npenogaBaTens



Y OCTaBJISIETCSA MECTO ISl IPOCTABJICHUS OLIEHKU U TIOJIMUCH IIpenoAaBarens . BHu3y numiercs ropon
Y TOJ] HaIlMCaHUSI.

TekcToBast yacThb

N3znoxenne Ttekcta M odopmiieHHEe padOThl CJEIyeT BBIIOIHATH B COOTBETCTBUU C
TpeOOBaAHUSIMU.

Texcrt I13 opopmitsiercst Ha 0JTHOM cTOpoHE ucTa popmara A4.

OcHoBHoO# TekcT Habupaercs mpudrom Times New Roman 12, ¢ BbIpaBHHBaHHEM 70
wupune, ad3alHBIA OTCTYII JIOJDKEH ObITh OJMHAKOBBIM 110 BCEMY TEKCTY U paBeH /,25 cm; CTPOKU
Pa3ICNAIOTCS NOYMOPHBIM UHIMEPBATIOM.

[Tonst crpanunbl: BepxHee -2,5¢M, HUXKHEE — 2,5 ¢, JieBoe — 3,5 cMm, npasoe — 1,0 cMm.

CtpykTypHble 3semMeHTbl mnosichutenbHor 3anucku COAEPKAHUE, BBE/IEHUE,
SAKIIIOYEHHUE, CIIMCOK HUCHOJb30BAHHBIX MCTOYHUKOB, NPUJIOXEHUE
JOJKHBI HAUMHATHCS C HOBOTO JIUCTA.

Wx 3aronoBku opOpMIIIIOTCS nponuUcHbiMU OyKeamu, wipugpmom 14 2K, pacronararorcs 6
cepedune cmpoku 6e3 mouku 6 KoHye. JIONOMHUTENbHBIN uHmepsean nocie 3arojoBka - 12 nm.

OCHOBHYIO 4acTh pabOThI Pa3AEISAIOT HA pa3/ieibl, IOApPa3IeNnbl U, IPU HEOOXOIUMOCTH, Ha
MTYHKTBHI.

Kaxnprii pazgen He0OX0IMMO HAYMHATH C HOBOTO JIMCTAa. Pa3iensl HyMepyrloT apaOCKUMU
uudpamu B mpenenax Bcero Tekcra. llociae Homepa M B KOHIIE 3arojioBKa pasfelia moukd He
cmagumcs.

Ecnu 3aroioBok COCTOUT U3 ABYX MPEAJIOKEHUHN, UX Pa3JeNsIiOT TOUKOU. [lepeHocst cos &
3a207108Kax He 0ONYCKAIOMCAL.

3aronoBKU pa3AenoB 0oQOPMIISIOTCS ¢ BPORUCHOU OyKebl, wipughmom 14 2K, ¢ ab3amHOrO
orcryma 1,25 cM. JIOTIOHUTENBHBIN uHmMepsal nocie 3a201068Ka - 6 nm.

(Ecnm 3aronoBok pa3zzena 3aHUMAET JIBE U OOJIbIIIee YHCIIO CTPOK, TO MHTEPBAT MEXKAY STUMHU
CTPOKAMH — HOLYMOPHBIM).

[Toapa3znensl HyMepyrOTCS B mpeaenax Kaxaoro pasnena. Homep mogpaszgena coctout u3
HOMeEpa pasjena MU MOPSIKOBOTO HOMeEpa IMojpaszfelna, paslieleHHbIX Toukol. Ilocie HoMepa
noApaszesia TOYKy HE CTaBsIT.

3aroI0BKH MOJIpa3/IeIOB MeYaTaloTCs ¢ a03aIHOTO OTCTYIA, C RPORUCHOU OYKEbl WipUhmom
12 7K, 6e3 TOUKH B KOHIIE 3ar0JIOBKa.

JloTIOTHUTENBHBIN unmepaan nepeo 3arojIOBKOM Toipas3iesa — 6 nm, nocjie 3arojoBka - 6 nm.

[IyHKTBI HyMepYIOTCS B IIpEAeNax Kaxaoro noapasaena. Homep myHkTa COCTOUT U3 HOMEPOB
pasznena, moapaszena 1 MyHKTa, pa3eIeHHbIX Toukol. [locie Homepa myHKTa TOUKY HE CTaBsIT.

Henp3st nucaTh 3aroj0BOK B KOHIIE CTPAHUIIBL, €CJIM HA HEM HE YMEIIA0TCs, 110 KpallHe! Mepe,
JIB€ CTPOKH TEKCTAa, UIYILIETO 32 3ar0JIOBKOM.

[Tpumep opopmiieHHsI 3aroJ0BKOB TEKCTA:

1 Pa3zpaboTka annapaTHbIX CPeACTB
11
123
13

Hymepanusi myHKTOB NepBOro pasaesia or4era

7

2 TexHH4YeCKHE XapaAKTePUCTUKH
2.1)
22
2.3)

Hymepanusi myHKTOB BTOPOro pasjiesa oTyera

B nosicnutenbHOM 3anucke nociie TuTynbHoro jgucta nomemaercs nuct COAEPKAHUE, B
KOTOPOM YKAa3bIBalOTCs HOMEpPAa M HAMMEHOBAHUS pa3lesioB, IOJApa3nenaoB U npwioxeHud T ¢
YKa3aHHEM HOMEPOB CTPAHULL, IJI¢ OHU HAYUHAIOTCSI.



Pasznensl, moapasnenbl 3amuCHIBAIOTCA B COAEPKAHMM B TOYHOM COOTBETCTBUU C UX
HAaMEHOBAHMUAMU 0€3 COKPAICHUN CmpoUHbIMU OYKEaMU KpoMme nepeoli NPpONUCHOU.

IHepeuyuciaenus

B TekcTe MOSCHUTENBHON 3aMUCKU MEPEUYHCICHUS MPOU3BOAATCS ¢ a03allHOrO OTCTYIA,
Ka)/10€ ¢ HOBOI CTPOKU C degpucom.

[Tpumeps! HanMCaHUS:

- TeKCT nosicauTenbHoM 3anucku (I13) (¢ pucynkamu, TabmuamMu u T. 11.);

- IPUJIOXKEHUS;

- IepeYeHb TEPMHUHOB;

- IepeueHb COKpaIICHHIA;

- IEpEYEHbB JIUTEPATYPHI.

[Tpy HEOOXOIMMOCTH CCHUIKU B TEKCTE OTYETA HA OJIUH U3 AJIEMEHTOB MEPEUHCICHUS
BMeCTO Jieuca CTaBsITCs CTPOYHBIE OYKBBI B MOPSAJIKE PYCCKOro andasuTa, HaUMHAs ¢ OYKBHI a (3a
HCKJIIOYeHHEM OYKB 3, i1, 0, 4, b, bl, b).

Jns nanpHeWei netanu3aiyy nepeurcieHnii HeoOX0IUMO HUCIIOJIb30BaTh apadCcKue
UG PEI, OCIe KOTOPBIX CTABUTCS CKOOKA, a 3aIKCh MPOU3BOJUTCS C a03aI[HOTO OTCTYIA, KaK
MOKa3aHo B IPUMEpE.

[Tpr HEOOXOAMMOCTH JAIBHEUINCH eTanu3aliy MePSUNCIICHUA HCIIONB3YIOTCS apaOCcKue
uudpsl U CTPOUHBIE OYKBBI pyCcCKOTro angaBuTa, Mociie KOTOPBIX CTaBATCS CKOOKH:

a)...;

0)...;

1)...;
2)...

B).

[Tpumepb! HanTuCaHUS:

1) tekct nosicautensHO# 3anucku (I13) (¢ pucyHkamu, TaOIUIIAMU U T. 11.);

2) IPUIIOKCHHS,

3) nmepeveHb TEPMHHOB,;

4) mepeueHb COKpAICHUIA;

5) mepedeHb JTUTEPaTypBhI.

IIpumeps! HanMCaHMS:

a) TekcT nosicautensHoi 3amucku (I13) (c pucyHkamu, TabnuaMu u T. 10.);
0) MPUITIOKEHHUS;

B) MIepeYeHbh TEPMHUHOB;

T') IepeyYeHb COKPAIICHHII;

1) IepeueHb JIUTEePaTyPHI.

CokpamieHus cJI0B

CokpamieHre CIIOB B TEKCTe, KaK MpPaBWIIO, HE JOIMycKaercs. VICKIIOYeHHEe COCTaBISIOT
COKpAIIeHHsI, OOIENPUHSATHIE B PYCCKOM SI3BIKE: T. €. (TO €CTh), U T. M. (M TOMY OJJOOHOE), U T. 1. (1
TaK jganee), u JIp. (1 Apyrue).

[Tpr HEOOXOAMMOCTH MIPUMEHEHUS CTIEIU(PUUECKUX TEPMUHOB UITU COKPAIIIEHUI HYKHO 1aTh
WX Pa3bsCHCHHWE TPU IEPBOM YIIOMUHAHWHU. Hampumep «...CO3/1aHHWE CHCTEM aBTOMATHYECKOIO
npoektupoBanus (CAIIP)». B mocnenyromem TekcTe MPUHSTHIE COKPAIICHHSI MUITYTCs 0€3 CKOOOK.

Dopmy.Jibl

CocTaBHOI 4aCThIO TEKCTa MOSCHUTEFHON 3aMCKHU SBJIAIOTCSA MaTeMaTH4eckue popMyJIibl U
COOTHOILEHUs. POPMYIIBI CO3AAI0TCA B peAAKTOpE HOpMyII.
@opMyIIBl pacroaraloT B CepeinHEe CTPOKU U BBIACISIOT U3 TEKCTa CBOOOIHBIMU CTPOKAMH.

[Tpumep odopmieHHS pacyeToB:



KosmyecTBo HaceneHWs B 3aJlaHHOM IYHKTE€ W TIOJYMHEHHBIX OKPECTHOCTSIX C Y4YETOM
CpeIHETO MPUPOCTa HaceleHus onpeaensercs mo popmyne (3.1):
t
AH
H, = H, (1 + —) , ((3.1)
100
rne  Ho— umcio xxuteneit Ha BpeMst IPOBEICHUS MIEPETUCH HACEICHUS, ThIC. YellL.;

AH — cpennuii To0BOM IPUPOCT HACETEHUS B IAHHON MECTHOCTH, % (mpuHuMaeTcs 2...3%);
t — mepuon, ompeznenseMblii Kak pa3HOCTb MEXIY HAa3HAYEHHBIM T'OJOM IEPCIEKTUBHOTO

MMPOCKTUPOBAHUA U TOAOM MPOBCACHUA NNCPCIIUCHU HACCIICHUA, TO.
8

2
H, = 32,6 (1 + m) = 38,2 ThIC. YeJl.

PacnmmidpoBka ¢opmynbl, npu HEOOXOIUMOCTHU, TPUBOAUTCA HEMOCPEACTBEHHO IO
dbopmyioii. B koHIe GopMyIbl CTaBUTCS 3arsTasi, MOSCHEHUE 3HAYEHUH CHMBOJIOB JIAIOT C HOBOM
CTPOKH B TOM MOCIEA0BATEIHHOCTH, B KAKOI OHU MPUBEEHBI B (hopMyIie.

dopmyiibl HyMepyroTes B npejienax paszaena. Homep popmyiel cocrout u3 Homepa pasaena
U MOpAIKOBOro Homepa ¢GopMysbl B 3ToM pasnene. Homep ¢opmynbl B KpyriibIX CckoOKax
MIOMEIIAETCS B KpaiiHeM IIPaBOM I10JIOKEHUH Ha CTPOKE.

Cchuika B Tekcte Ha hopmyny: «...B hopmyie (3.1)».

Tadoauubl

[ludposoii marepman odopmisercs B Buiae Tabmui. Tabmuiy ciemyer pacrosiaraTh
HEMOCPEJCTBEHHO IOCIIE CChIJIKM HA HEe.

Pasmepbl Tabnui BBIOMpaAOTCS MPOU3BOJIBHO, B 3aBUCUMOCTU OT IPEACTaBISEMOTO
Matepuaina. Boicota cTpok TabauIbI 10JKHA OBITh HE MEHee 8 MM

Tabnuna 2.1 — HaumeHoBaHue TaOIUIIBI

3aronoBku rpad

[ToxzaromnoBku rpad

Ctpoku
(ropu3oHTaIbHbIE
PSAIIBI)

3aronoBku Tpad W CTPOK TaONMIBI JOJDKHBI HAUYMHATBCS C TPONUCHONW OYKBBHI, a
M0/13ar0JIOBKH Irpad — o CTPOYHOM OYKBEI, €CII OHU COCTABIISIFOT OJTHO MPEUIOKEHUE C 3aTOJIOBKOM.
Ecnu monzaronoBku rpad MMEIOT CaMOCTOSITENFHOE 3HAYeHHE, TO MX HAYMHAIOT C MPOMUCHON
OYKBBI.

3aroioBKH yKa3bIBAIOT B €IMHCTBEHHOM 4YHCIie. B KOHIIE 3aroloBKOB M TOJ3ar0JIOBKOB
Ta0JIAIIBI TOYKU HE CTaBSAT.

PaznensaTh 3aronoBku O0KOBUKA U Tpad AUAaroHaIBLHBIMU JIHHUSIMH He Aomyckaetcs. ['pady

«HOMCp 110 IOPAAKY» B TaGJII/II_Iy BKJIFOYAaTh HC NOITYCKACTCA.

Tabnmump! HyMepyroTes B mpenenax paszaena. Homep Tabmumbl cocTouT U3 HOMepa paszerna u
MOPSAKOBOTO HOMEpa TaOiuIBl B 3TOM paszznene. Homep M HauMeHOBaHHE TaOJIMIBI CIIETyeT
MIOMEIaTh HaJl TaOIHUIEH cIeBa yepes THpe.

[Tpumep odopmieHus TabaHLIbL:

Ta6muma 3.1— JImnHa y9acTKOB Tpacchl



[IpoTsKEHHOCTD y4acTKa IIPOCKTUPYEMOM Tun xaGermst
Tpacchbl, KM
0,084 JIIC-04-24A06-7,0
0,167 JATIC-04-24A06-7,0
0,301 JATIC-04-24A06-7,0
0,779 JIIC-04-24A06-7,0
OOmas gauHa kaoemnst: 1,331 xm JI1C-04-24A06-7,0

[Tpumeyanue — TonmmuAy THHUN TaOIUIIEI 3a0aiTe 1 TIT.

Tabnuiy ¢ 60IBIINM YHUCIOM CTPOK JOIYCKAeTCs MEPEeHOCUTh Ha Apyroi jucT. Ilpu 3Tom B
IIEpPBOM YaCTH TaOJIMILIbI HUKHIOIO TOPU30HTANIbHYIO JIMHUIO HE TpoBoAsT. Hax BTOpoii yacTeo cieBa
nuinyT: «[Iponomxenune Tabmuubr 2.1».

[Tponomxenne Tabauisr 2.1
Hara HaumenoBanue CtonmMoCTh

Pucynku

I'padmueckuil marepuas pacroyiararoT, BO3MOXHO, OJMKE K TEKCTy, B KOTOPOM O HEM
YIIOMUHAETCS.

Bce pucyHku HymepyroTcs B Ipelenax pasjesia U JOJKHbI UMETh HauMeHoBaHue, Homep
PHUCYHKA U €r0 HAMMEHOBAaHUE PacIioIaratoT MOoJ PUCYHKOM CJEIYIOIUM 00pa3oMm:

1

0.9

0.3

ESI} -24 -18 -12 -4 0 ] 12 18 24 30

Pucynok 2.12 — Kpusast koappuiireHTa BOCIPHUATHS PEUH

CchlIKa B TEKCTE HA PUCYHOK: «...B COOTBETCTBUH C PUCYHKOM 4.3».
Ecnu B paznenne BBEJIEHUE ecTh puCyHKH, TO OHM HyMEPYIOTCS KaK :
Pucynok B.1 — Ha3Banue pucynka

CnucoK HCIO0JIb30BAHHBIX HCTOYHUKOB



Cnucok HCMOIb30BAaHHBIX HCTOYHUKOB IMPUBOAUTCA B KOHLE IOSCHUTEILHON 3aluCKH.
Crucok WCHOIb30BAaHHBIX YUYCOHUKOB, CIPABOYHUKOB, CTaTed, CTaHAAPTOB M Jp. CIEIyeT
pacrnojaraTe B MOPSAJIKE TMOSBIEHUS CCHUIOK Ha HCTOYHUKA B TEKCT€ pPabOThHI U HYMEpOBATh
apabckumu 1 pamu 0€3 TOUKH, TIe9aTaTh ¢ a03aIHOTO OTCTYIIA.

Cnucok nureparypbl T0JKEH ObITh cocTaBiieH B aldaBUTHOM mopsjke. CIHUCOK alipecoB
cepBepoB Internet ykaspIBaeTCsl MOCiIe JTUTEPATypHBIX UCTOYHHWKOB. [Ipm ykazaHum Beb-aapeca
PEKOMEHIyeTCsl 1aBaTh 3ar0JI0OBOK JJAHHOTO pecypca (3arojioBoK BeO-CTpaHUIIbI).

[Tpu cocTaBieHHH CMHCKA JIUTEPATYPHl B al(aBUTHOM MOPSAKE CIEAYET MPHUACPKUBATHCS
CIIETYIOIIUX MPABUI:

1) 3akOHO/aTEIHHBIC aKTHI ¥ IOCTAHOBJICHUS MTPABUTEILCTBA PD;

2) cnenuanbHas Hay4yHas JINTEPaTypa;

3) MeToIMYEeCKHUEe, CIPABOYHBIC U HOPMATUBHBIC MATEPHUAIIBI, CTAThHU MIEPHONICCKOMN ITEYaTH.

Jis MHOTOTHpaXKHOM JNHUTEepaTypbl NPU COCTABICHUU CIIMCKA YKa3bIBAIOTCS: IMOJHOE
HAa3BaHWE UCTOYHHKA, (paMHIIUS ¥ WHUIUAIBI aBTOPA, H3AATEIBCTBO U T'OJ BBITYCKA (ISl CTAThU —
Ha3BaHHWE HM3JaHUs U ero Homep). IlomHOe Ha3BaHWE JIUTEPATYpHOTO HCTOYHHKA MPHUBOJUTCS B
Hayajie KHUTH Ha 2-3 cTpaHuIIe.

Jlis 3aKOoHOAATENbHBIX aKTOB HEOOXOJUMO YKa3bIBaTh UX MOJHOE Ha3BaHUE, MPUHSBIIUI
OpraH U JaTy MPUHSATHUS.

[Tpu yxazanuu aapecoB cepBepoB Internet cHauana ykasbpIBaeTCs Ha3BaHHE OpPTaHMU3AINH,
KOTOPOH NMPUHAICKHUT CEPBEP, a 3aTEM €T0 MOJIHBIN ajipec.

IIpumeps! 3anuceit:

1 I'myxoB B. A. UccnenoBanue, pa3paboTKa 1 MOCTPOEHUE CUCTEMBI 3JIEKTPOHHOM JOCTaBKU
JOKYMEHTOB B OnOimmoTeke: ABroped. auc. kKaH. TexH. Hayk. — HoBocubupck, 2000. — 18 c.

2 DKOHOMHKA M OJUTHKA Poccuu 1 rocynapcTB OJMKHET0 3apy0ebs : aHAIUT. 0030p, afnp.
2007, Poc. akaz. Hayk, TH-T MEPOBO#1 SKOHOMHKH ¥ MYXayHap. oTHomeHuid. — M. : UM3MO, 2007.
-39c.

3 ®enyxun B. . DTHOnmonutuyeckne KOH(IUKTHI B coBpeMeHHON Poccuu: Ha mpumepe
Cesepo-KaBkazkoro peruona : auc. ... KaHJ. MOJUT. HayK. — M., 2002. — c. 54-55.

4 OdunmanbHple NEPUOJNUECKHE U3/IaHUS : SJIEKTPOHHBIN myTeBoauTens / Poc. Hail. 6-Ka,
Lentp IIPaBOBOM uHpOpMaLnu. [CII6], 200520076. URL:
http://www.nlr.ru/lawcrnter/izd/index.html (mara obpamenus: 18.01.2007).

5 JlorunoBa JI. I'. CymHocTh pe3ynbTaTa JOMOJHUTENBHOIO OOpa3oBaHUs neTei //
OO6pa3oBanue: HCCIEIOBAHO B MHpE: MEXAyHap. Hayd. nef. uHTtepHeT-kypH. 21.10.03. URL:
http://www.oim.ru/reader.asp?nomer=366 (nara obpamenus: 17.04.07).

6 PeiHok TpenuHroB HoBocuOupcka: cBost urpa [DnexkTpoHHbli pecypce]. — Pexxum pocryna:
http://nsk.adme.ru/news/2006/07/03/2121.html (nara obparmienus: 17.10.08).

Odopmienue npuioxeHuin
HyMeparus IpHIOKEHHH 0CyIecTBIAeTCsS pycCKUMH OykBamu, kpome 6yks E, U, b, b, bI,
B paznene COAEPXXAHUE na3Banue npuioxeHus ohopMIIseTcs CleayomuM o0pa3om:
I[MTPNMJIOXEHUE A — /Inarpamma Ki1accoB

B camom npunoxenun, cnoso NPUJIOKEHHUE A numiercs >KupHbIM HIPUPTOM 1O LIEHTPY,
Ha ClIeJlyIollel CTPOKE MUILIETCs Ha3BaHWEe MPUIIOKEHUS, 110 EHTPY KUPHBIM HIPUPTOM,
HaIpumep,

HPUJIIOXKEHHUE A
JAmnarpamma KJjiaccos

Ecnu mpunoskeHue mpojaosKaeTcsl Ha Clenylolle cTpaHulle, TO HEOOXOIUMO CBEpXY IO
LEHTPY, HeXUPHBIM MIPUPTOM HAIMUCATh CIIOBA!



[Iponomxkenue [punoxenus A

Ecan B npujioskeHUH, HANIPpUMep, B MPUJIOKEHUH A eCTh TaA0JMIbl, TO OHU HYMEPYIOTCS KaK:

Taomuma A.1— Ha3Banue ta0Iuisl

Ecnu B Ipui10’)keHNN €CTh PUCYHKH, HAIIPUMED, B IPUIIOKEHUHU A, TO OHU HYMEPYIOTCS KaK:

Pucynok A.l — Ha3zpanue pucyHka

6. ObPA3OBATEJIBHBIE U TH®POPMALIMOHHBIE TEXHOJIOI'MU

IIpn peamu3anuu pa3IU4YHBIX

BHUJIOB

yuyeOHOU  paboThl

10  AUCLHUIIIINHE

MOTYT

HCIIOJIb30BATHCA IJICKTPOHHOC 06yquHe N JUCTAaHIIMOHHBIC 06pa30BaTeJ’IBHHe TCXHOJIOTHH.

6.1. O6pa3oBaTe/ibHbIE TEXHOJIOTUHN

Tadiauua 5 — O0pa3oBaTe/ibHbIE TEXHOJOTHH, HCIOJIb3YyeMble IIPH PeaTu3aluu y4eOHbIX

3aHATHH

Paznen, tema

dopma yuyeOHOro 3aHATHUS

JTUCHUTITAHBI (MOTYJIs1) Jlekuus [IpakTrueckoe Jlaboparopuas
3aHATUE, CEMUHAP pabota
Brenenue B qucuuruimny O630pnas nekuus | He BBITIOJIHCHHE
IIPEyCMOTPEHO nabopaTopHOM
paboThI
Yrpo3bl uHpOpMAITMOHHON Jlexknus - He BBIIIOJITHEHUE
0e30macHOCTH. MephI 3alTUThI Mpe3eHTalNs MPETyCMOTPEHO nmabopaTopHOH
paloThI
Kanasbr yreuku nuapopmaium. Jlexnuus - He BBITIOJTHEHUE
Mopaenb HapymuTens MIpEe3EeHTALMS PELYCMOTPEHO KOHTPOJIbHOM
paboThI
Cucrema 6e30macHOCTH O630pnas nekus | He BBITIOJITHCHHUE
MPETyCMOTPEHO nmabopaTopHOH
palboThI
ITocTpoeHue 3auIEeHHbIX Jlexknus - He BBIIIOJIHEHUE
YKOHOMHUYECKHUX CUCTEM MpEe3eHTalNs MPETyCMOTPEHO nmabopaTopHOH
paboThI
3anMuieHHbIe KOMIIBIOTEPHBIE Jlexnuus - He BBITIOJTHEHHUE
CHUCTEMBI MpEe3eHTALMS MPeAYCMOTPEHO nabopatopHoit
paboThHI
OcHoBbI KpunTorpaduu Jlexuus - He BBITIOJIHEHUE
MpEe3eHTalNs MPETyCMOTPEHO nmabopaTopHOH
paboThI
O6ecneuenue b Ha ypoBHE Jlexnus - He BBITIOJTHEHUE
rocyJapcraa MpEe3EeHTALIMS MPEAYCMOTPEHO KOHTPOJIbHOM
paboTHI

VY4eOHbIe 3aHATHUS 110 JUCHUIUIMHE MOTYT IMPOBOJUTHCA C MPUMEHEHHEM MH(OPMAIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX ~CeTEil TpPH ONOCPEJOBAaHHOM (Ha pAacCTOSHUM) HWHTEPAKTHBHOM
B3aUMOJICHCTBHU OOYYArOIIUXCS W IMpernojaBarelis B pexuMax On-line B ¢hopmax: Buaeonekiui,
JEKIUI-TIpe3eHTaIni, BUICOKOH(pEpeHInr, cobeceoBaHusS B peXuMe dar, (opyma, uyara,
BBITOJIHEHUS BUPTYAIbHBIX MPAKTUUYECKUX W/WIIH JTaOOPaTOPHBIX paboT U ap.

MakcumanbpHBIi  00beM 3aHATUH OOydYaromerocs ¢ NPUMEHEHUEM

00pa3oBaTeNbHBIX TEXHOJIIOTUI HE JOJDKEH MPeBbIaTh 25%.

SJICKTPOHHBIX




6.2. UnopManmoHHbIEe TEXHOJIOTHH

— HCHOJBH30BAHUE BO3MOXKHOCTEH MHTEpHETa B y4eOHOM Ipoliecce (MCIOIb30BaHHUE caiTa
npernoaBaTens (paccbuika 3aJaHuid, IPEJOCTaBICHHE BBIIOIHEHHBIX paboT, OTBETHI HA BOIPOCHI,
03HAaKOMJICHHE 00YJaIOUIUXCs C OLICHKaMH U T. 11.));

— HCIIOJIb30BAHME YJIEKTPOHHBIX YICOHUKOB U PA3TUYHBIX CAUTOB (HAIIPUMEP, JJIEKTPOHHBIX
OnOIMOTEK, KYPHAJIOB | T. JI.) KAK HCTOYHUKOB HH(POPMAITUH;

— HCIIOJIb30BAaHHE BO3ZMOKHOCTEH 3JIEKTPOHHOM MOYTHI MPENOaBaTENs;

— HCIIOJIb30BAHHE CPEJICTB MPEACTABICHUS YIeOHOW MHPOpMAIUH (TEKTPOHHBIX YISOHBIX
MocOOMi ¥ TPAKTHKYMOB, TNPUMEHEHHE HOBBIX TEXHOJIOTUH Il TPOBEACHUS OYHBIX
(TpaAMIIMOHHBIX) JIEKIUH U CEMUHAPOB C UCIOJIB30BaHUEM MPE3CHTALUN U T. 11.);

— HCHOJIb30BaHUE MHTETPUPOBAHHBIX 00PA30BATEIBHBIX CPE/l, I/I€ TJIABHOW COCTABIISAIONICH
SBJIAFOTCSI HE TOJIBKO MPUMEHSEMBbIE TEXHOJOTMH, HO U COJepXaTellbHas 4YacTh, T. €.
nH(OpMaLIMOHHBIE pecypchl (IOCTYN K MUPOBBIM MH(OPMALIMOHHBIM pecypcaM, Ha 0aze KOTOPBIX
CTPOUTCS Y4eOHBIH Mpo1ecc);

— HCIIOJIb30BaHKE BUPTYalbHOU o0y4aromieii cpeasl (LMS Moodle «{udpoBoe o0ydenue»)
WJIM UHBIX WH(GOPMAIIMOHHBIX CHCTEM, CEPBUCOB U MECCEH/IKEPOB]

6.3. [IporpammHoe o0ecnieyenne, cOBpeMeHHblIe MpodeccuoHaJIbHbIE 0a3bl JAHHBIX U
HH(opMaAMOHHbIE CIPABOYHbBIE CHCTEMbI
6.3.1. IlporpammHoe odecnieyeHune

HanmenoBanue
IIPOrPaMMHOI0 Ha3snauenue
oOecrieueHus

Adobe Reader [Mporpamma aj1si MPOCMOTpPA ANEKTPOHHBIX TOKYMEHTOB

[Tnatpopma Buptyansnas oOy4aromas cpena
JUCTAHIITMOHHOI'O
oOyuenus LMS
Moodle

Mozilla FireFox Bpayzep

Microsoft Office OducHast mporpamma
2013, Microsoft
Office Project 2013,
Microsoft Office
Visio 2013

7-zip ApxuBarop

Microsoft Windows | OnepannonHas cucrema
7 Professional

Kaspersky Endpoint | CpencTBo aHTHBHPYCHO# 3allIUTHI
Security

6.3.2. CoBpemMeHHbIe TPO(deccHoHAIbHbIE 0a3bI JAHHBbIX U HMH(POPMAIlHOHHBIE
CIIPABOYHbIE CHCTEMbI
1. Onextponnsii karamor Hayunoii 6mOmmorekun AI'Y nHa 6aze MARK SQL HITO
«Hupopm-cucremy»: https://library.asu.edu.ru.
2. DnexTpoHHbI Katanor «Hayunsie skypuanst AI'Y»: http://journal.asu.edu.ru/.
3. VYHuBepcanbHas CIPaBOYHO-MH(OPMAIIMOHHAS IOJHOTEKCTOBas ©0a3a JTaHHBIX



https://library.asu.edu.ru/
http://journal.asu.edu.ru/

nepuoauueckux u3panuii OO0 «MBUCx»: http://dlib.eastview.com/

o o

astrakhan.ru

HNudopmMannoHHO-TIpaBOBOE  00ECTICYCHHE

DnexkTpoHHO-0MOIKOTeUHas cuctema elibrary. http://elibrary.ru

CrpaBounas npaBoBas cuctema Koncynsrantliroc: http://www.consultant.ru

«Cucrema I'APAHT»: http://garant-

7. ®OHJ] OHEHOYHbBIX CPEACTB AJI51 TIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N ITPOME)KYTOYHOU ATTECTAIIMH ITIO JUCIHUITJIMHE (MOAYJIIO)

7.1. [lacopT (poH/Ia OLIEHOYHBIX CPEICTB

[lpn mpoBeneHMM TEKYIIETO KOHTPOJS W TPOMEKYTOYHOH aTTECTAllMM MO IUCLUILIMHE
(Momymto) «OcHOBBI WH(GOPMAIMOHHON O€30MacHOCTH» TpoBepsieTcs CHOPMHUPOBAHHOCTD Y
oOyyaroIuxcs KOMIIETCHIIMH, YKa3aHHBIX B pasfelie 3 HacTosAlled NporpaMMmbl. OTalHOCTb
(dbopMHpOBaHUS JaHHBIX KOMIIETEHIIM B IPOIECCE OCBOCHHUS 0O0pa30BaTENbHOW IMPOTPaMMBbI
OIpEeEISIeTCs OCIIe0BATEIbHBIM OCBOCHHEM JTUCIUIUINH (MOAYJICH) M IPOXOKACHHEM NPAKTHUK, a
B TPOIIECCE OCBOCHUS IUCIMIUIMHBI (MOIYJsI) — IOCIIEIOBATEIBHBIM JIOCTH)KEHUEM pEe3yJIbTaToB
OCBOCHHS COJIEPIKATEIBHO CBSI3aHHBIX MEXY COOOH pa3/eioB, TEM.

Ta6auna 6 —. CooTBeTcTBHE H3yYaeMbIX pPa3/ieJiOB, Pe3y1bTATOB 00y4eHHUsI U OLleHOYHbIX

CpeacTB
Ne | KonTponupyemsble paziensl (TEMBbI) Koz korrposmpyemoi HanmenoBanue
n/n JUCLUTUTMHBL® KoMneTeHIMH (nm ee OLIEHOYHOI'O Cpe/ICTBA
4acTH)

BBenenue B AUCHUIIIUHY Bomnpocs! 11t 06cyxaeHus.

1. OIIK 1, OIIK 5 nabopaTtopHas pabora 1

.BxoaHoi1 Tect

Yrpo3sl nHGOpMAITHOHHOM OIIK 1, OIIK 5 Bomnpocsr g5t o0cyxnenus.

2. | GesonacHOCTH. Meps! 3a1MTHI nabopatopHas paboTa 2
Kanasne! yreuku nadopmaru. OIIK 1, OIIK 5 Bomnpocs! 11t 06cyxaeHus.

3. | Mogens HapyLIUTENs KOHTpOJIbHasI padoTta 1

4 Cucrema 6€30MacHOCTH OIIK 1, OIIK 5 Bormpocsr 11t o6cyxaeHus.

' naboparopHas pabora 3
5 ITocTpoeHue 3alUIIEHHBIX OIIK 1, OIIK 5 Bomnpocs! 11t 06cyxaeHus.

" | PKOHOMHYECKUX CUCTEM nabopaTopHas paborta 4
6 3alUIIEeHHBIE KOMIIBIOTEPHBIE OIIK 1, OIIK 5 Bomnpocs! 11t 06cykaeHus.

" | cuctemsl nmabopaTopHas paborta 5
v OcHoBbI KpunTorpaduu OIIK 1, OIIK 5 Bormpocsr m1st 06cyxaeHus.

' nmabopaTopHas pabora 6
Obecneuenne Ub Ha ypoBHe OIIK 1, OIIK 5 Bomnpocs! 11t 06cyxaeHus.

8. | rocymapctBa KOHTpOJIbHas paboTa 2,

UTOTOBBIN TECT

7.2. Onucanue nokasareJieil ¥ KpUTepUeB OLICHUBAHUSA KOMIICTEHIIMI, ONMUCAHME IIKAJI
OLlCHUBAaHUSA
Tab6anna 7 — Iloka3aTe/n ONeHNBAHUS Pe3yJIbTATOB 00y4eHHsl B BH/1e 3HAHUI

lkana Kputepuu onieHuBanust
OLICHUBaAHMS
JEMOHCTPHUpPYET TIyOOKOe 3HAHHUE TEOPETHUECKOTO MaTepuana, YMEHUe
5 000CHOBAaHHO M3J1araTh CBOM MBICIIH TI0 OOCYK/1aeéMbIM BOTIPOCaM, CIIOCOOHOCTD
«OTIIUYHO» MMOJIHO, MPAaBUJIBHO W APryMCHTHPOBAHHO OTBCYATH Ha BOIMIPOCHI, NPUBOIUTH
PUMEPHI
4 JEMOHCTPHUPYET 3HAHHWE TEOPETUYECKOTO MaTepualia, €ro IMOCieI0BaTebHOE
«XOpOIIO» U3JI0KEHUE, CTIOCOOHOCTh IPUBOIUTH IPUMEPHI, TOMTYCKAET SMHUYHBIC OITHOKH,

HCITPABJISICMBIC TTOCJIC 3aMCUYaHUs IPCIIOaBaTCIIsA



http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
http://garant-astrakhan.ru/

JEMOHCTPHUPYET HEMoJIHOEe, (hparMeHTapHOe 3HAHUE TEOPETUYECKOr0 MaTepuaa,

3
(Y IOBIETBODH TpeOyroliee HAaBOASAIIMX BOIPOCOB IPENOJABATENS, JOIYCKAET CYIIECTBEHHBIE
yTeano»p OIIMOKK B €ro U3JOKEHUU, 3aTPYAHSETCS B MPUBEACHUM MPUMEPOB H

(GhOopMyITUPOBKE BHIBOJIOB

2 JAEMOHCTPUPYET CYIICCTBCHHBIC HpO6CJIBI B 3HAHHUHU TCOPECTHUUYCCKOIro MaTrcpualia,
«HCYHOOBJICTBO | HC CIIOCOOCH €ro U3JIOKUTh U OTBETHTH Ha HaBOOAIIMC BOIIPOCHI TPCTIOAABaTCIIA,
PUTEIIBHO» HE MOKCET IIPUBECTU ITPUMCEPHBL

Ta6auna 8 — Iloka3zaTe/ju OlleHUBAHUS Pe3YJIbTATOB 00yUeHHsl B BU/Ie YMEHHUIl M BJIaIeHU i

[IIxana Kputepuu onenuBanus
OIICHUBAHUS
5 JEMOHCTPHUPYET CHOCOOHOCTh MPUMEHATH 3HAHME TEOPETHMUECKOTro MaTepuala
OOy | TPH BBINOMHCHUH 33/[AHUH, IOCIE0BATENLHO H NPABUIILHO BHITOHACT 3aaHus,
ymeeT 000CHOBAaHHO M3JIaraTh CBOM MBICIIU U JIeJIaTh HEOOXOAUMBIE BBIBOBI
JIEMOHCTPHUPYET CIIOCOOHOCTh MPUMEHSTh 3HAHUE TEOPETUUECKOr0 MaTepuaia
4 [IPY BHITIOJTHEHHUH 33JIaHUM, MTOCIIE0BATEIHHO U MPABUIHHO BBIIMOIHSIET 33aJaHus,
«XOpOIIO» yMeeT 0OOCHOBAHHO HW3JIaraTh CBOM MBICIH M JIEJIaTh HEOOXOIUMBIC BBIBOJIHI,
JOMYCKaeT  eOUHUYHbIE  OIIMOKM, HCIpaBIseMble TIOCIE  3aMEYaHHs
npenojaBaTesis
JEMOHCTPHUPYET OTAETIbHbIC, HECHCTEMAaTU3UPOBAaHHBIC HABBIKH, HE CIIOCOOCH
3 MPUMEHUTh 3HAHME TEOPETHUECKOr0 Marepuaja MpPU BHIOJHEHUM 3alaHUM,
«yIOBIIETBOPH | UCIIBITHIBACT 3aTPYIHEHUS M JOMYCKAeT OIMIMOKM MpPU BBINOJHEHUU 3a/IaHUH,
TEITLHO BBITIOJIHSIET ~ 3aJaHUE TIPH TOJCKAa3Ke IMpernojaBaTeisi, 3aTpPyIHSETCS B
(dbopMynUpOBKE BHIBOJOB
2 HE CITOCOOEH MPaBUIILHO BBHIMIOJIHUTD 3a/1aHNUE
«HEYJIOBJIETBO
PUTETHEHOY

7.3. KoHTposibHble 3aJaHUsi WJIM HMHbIe MaTepHaJibl, Heo0XOAMMBIEe Il OLEHKHU
pe3yJIbTaTOB 00y4YeHHs IO TUCHHUILINHE (MOAYJIIO)

Tema 1. BBegenne B JMCHUILIUHY

1. Bonpocwul 0na o6cysymcoenusn
OcHOBHBIE ~ TOJOXKEHHUS  TeopuM  HH(POPMAIMOHHOM  Oe3omacHOCcTU:  MHpOpMauus U
MH(OPMALIMOHHBIE OTHOLLIEHUS; CYObEKThl MH(POPMAIIMOHHBIX OTHOIIEHUH, UX Oe3o0macHoCTh. Tpu
BUJa BO3MOKHBIX HapyuieHuit IC. Onpenenenue TpeOOBaHUM K 3aLIUIIEHHOCTH WH()OPMAIIHH.

2. labopamopnan paboma 1
IMapouabHas 3ammMTa

[Tox HecaHKMOHUPOBAHHBIM J0cTynoM K nHpopmanun (HCJI) cormacHo
PYKOBOJSAIIMM JOKyMeHTaM ['ocTexkoMuccuu OyaeM NOHUMATh JOCTYH K HH(OopMaIu,
HapyLAIMIUKA yCTaHOBJICHHBIE IPaBUiIa pa3TpaHUUYCHUS JOCTYIA U OCYILECTBIIIEMBIH C
WCIOJIb30BaHUEM IITATHBIX cpencTB, npenocraBisieMbix CBT win AC. HC/] moxeTr HOCUTB
CIIy4alHbIN WJIM HAMEPEHHBIN XapaKTep.

MOHO BBIIEIUTH HECKOJIBKO 0000IIEHHBIX KaTeropuit Meto10B 3amuTsl oT HCJI, B yacTHOCTH:
® OpraHW3allMOHHBIC;

® TEXHOJIOTHYECKHE;

® IpaBOBbIC.

K mnepBoii KaTeropun OTHOCITCS MEPBI U MEPOIIPHUSTHUS, PEriaMEHTUPYEMbIe
BHYTPEHHUMU UHCTPYKIUSAMHU OPTaHU3ALNU, SKCIUTYaTUPYIOIeH HHPOPMALIMOHHYIO CUCTEMY.
[Ipumep Takoil 3aIIUTH — MPUCBOCHUE TPU(OB CEKPETHOCTH IOKYMEHTAM U MaTepuaiam,
XPpaHAIMUMCS B OTJICIIBHOM ITOMEIICHNH, U KOHTPOJIb IOCTYIa K HUM COTPYJHHUKOB. BTopyio
KaTErOpHUIO COCTABIIAIOT MEXaHU3MBI 3alIUTHI, pean3yeMble Ha 6a3e mporpaMMHO-aIMapaTHBIX
CPEICTB, HAPUMEP CUCTEM HJICHTU(UKALNY U ayTeHTU(PUKAIUU HIIM OXPAHHON CUTHAIHU3AIINH.
[Tocnenusist KaTeropusi BKJIIOYAET MEPbI KOHTPOJIS 32 UCIIOJIHEHUEM HOPMATUBHBIX aKTOB




00I11erocyJapCTBEHHOTO 3HAUEHUsI, MEXaHU3MBbl Pa3pabOTKU U COBEPILIEHCTBOBAHUS
HOPMATHUBHOM 0a3bl, peryIupyromniel BOMpockl 3auThl nHopMaiun. Peanuzyemblie Ha
MPAKTUKE METOMBI, KaK MPAaBHJIO, COYETAIOT B ce0e 37I€MEHTHI HECKOJIBKHIX M3 TIEPEUNCIICHHBIX
kareropuil. Tak, ynpaBieHue JOCTYIIOM B IOMEIEHUS MOXKET MPEACTaBIATh COOON B3aUMOCBS3b
OpraHU3alMOHHBIX (BblJaua JOIYCKOB U KJIHOYEl) U TEXHOJOTMUECKUX (YCTAaHOBKY 3aMKOB U
CHUCTEM CUTHAJIM3AIMU) CLIOCOOOB 3aIUTHI.

PaccmoTpum noapoGHee Takue B3aMMOCBsi3aHHbIE MeTO 1l 3auThl oT HCJI, kak
UACHTUGUKALMS, ayTeHTU(DUKALNS U UCIIOIB3YEMOE IIPU UX peau3aluy Kpunrorpaduyeckoe
npeoOpazoBanue HHHOPMAITIH.

NaenTHUKanMsa — 3TO IPUCBOCHUE M0JIb30BATENAM HJICHTU()PUKATOPOB U IPOBEPKA
IPEIbSIBIAEMBIX HICHTU(UKATOPOB MO CIUCKY MPUCBOCHHBIX.

AyTeHTH(UKAIUSA — 3TO IPOBEPKA IPUHAJIEKHOCTHU 10JIb30BATENIO IPEAbSIBICHHOTO
uM ujeHTudukaropa. Yacto ayTeHTU(PUKALMIO TaK)Ke Ha3bIBAIOT MOATBEP)KICHUEM WIIN
IIPOBEPKOM MOJIMHHOCTH.

[Tox Ge3omacHOCTBIO (CTOMKOCTBIO) CHCTEMBI HACHTU(UKAIMH U ayTeHTU(UKATUHN OyeM
MMOHUMATh CTEIICHb 00ECTIEYMBAEMBIX €F0 TapaHTHH TOTO, YTO 3JI0YMBIIIJICHHUK HE CIIOCOOCH
MpONTH ayTeHTH(HUKALNIO OT UMEHHU APYroro MOJIb30BaTeNs, B 3TOM cMBbIcie, 4eM BhIIIe
CTOHKOCTh CHCTEMBI ayTeHTH(DHUKALINH, TEM CIIOKHEE 3JI0YMBIIIJICHHUKY PEIIUTh YKa3aHHYIO
3agady. CuctemMa uACHTU(DHUKAIMY U ayTeHTU(UKAITUH SBIISICTCS OJTHUM M3 KITFOYEBBIX
3JIeMEeHTOB HHPpAcTpYKTyphI 3ammThl oT HC/I mo60it nHGOPMAIIMOHHOW CHCTEMBI.

Paznu4ator Tpu rpynibsl METOIOB ayTeHTH(UKAINH, OCHOBAHHBIX HAa HAIMYUHU Yy
KaX/10T0 110JIb30BaTeIs:
® UHAUMBUIYaJILHOTO 00BEKTA 3aJaHHOI'O THIIA;
® 3HaHWI HEKOTOPOI M3BECTHOW TOJIBKO €My M MPOBEPSIONIEH CTOPOHE HHPOPMALINY;
® UHJWBUIYAIbHBIX OMOMETPHUYECKIX XapaKTEPUCTHUK.

K nepBoii rpynne oTHOCATCS METO/IbI ayTEHTU(PHUKALIUH, UCITOJIb3YIOIIUE YOCTOBEPEHNUS,
MPONYCKa, MArHUTHBIC KapThl U APYTHEe HOCUMBIE YCTPOICTBA, KOTOPHIE IIMPOKO MPUMEHSFOTCS
JUISL KOHTPOJIS 1OCTYIa B TIOMELIEHMS, @ TAKXKE BXOAST B COCTAaB MPOrpaMMHO-aNapaTHbIX
komruiekcoB 3amuThl oT HCJI k cpeacTBaM BBIYMCIUTEIBHON TEXHUKH.

Bo BTOpyto rpynmy BXOAST METOABI ayTeHTU(UKALINH, UCTIONb3YIoKe napou. [1o
SKOHOMMYECKHUM IPUYMHAM OHHU BKJIIOYAIOTCS B KauecTBE 0a30BbIX CPEJICTB 3aLIUTHI BO MHOTHE
MIPOrpaMMHO-aMIapaTHble KOMIUIEKCHI 3alMThl HHPopMalui. Bce coBpeMeHHbIE onepaloHHbIe
CHCTEMBbl 1 MHOTHE NMPUIOKEHHS] UMEIOT BCTPOEHHBIE MEXAaHU3MBbI ITapOJIbHOM 3alUThI.

[TocnenHO0 TPy COCTABIISIOT METO/IBI ayTEeHTU(PUKAIIMKA, OCHOBAaHHBIE Ha
MIpUMEHEHUH 000pyI0BaHNUs Il U3MEPEHUS U CPAaBHEHUS C STAJIOHOM 3a/IaHHBIX
WHIUBUAYAJIBHBIX XapaKTEPUCTHUK MOJIb30BaTEINIs: TEMOpa rojioca, OTIEYaTKOB MajbIeB,
CTPYKTYpPHBI paayXKHOH 000JIOUKH ri1a3a u Jp. Takue cpecTBa MO3BOJISIOT C BBICOKOM TOYHOCTHIO
ayTeHTU(UIMPOBATH 00JIa1aTeNsi KOHKPETHOTO OMOMETPUYECKOI0 MPU3HAKa, IPUYEM
"moxnenare" OMOMETpUYeCKUe mapaMeTpbl MPAKTUYECKH HEBO3MOKHO. OJHAKO MIUPOKOE
pacnpocTpaHeHUe MOJOOHBIX TEXHOJIOTUHN CAEPKUBAETCS BHICOKOW CTOMMOCTBIO HEOOXOJUMOTO
00opyIOBaHUS.

Ecnu B mpoueaype ayTeHTUPHUKAIUN Y4aCTBYIOT TOJIBKO JIBE CTOPOHBI,
YCTaHABIIMBAOIIME TOJUIMHHOCTH APYT JIpyTa, Takas Mpolielypa Ha3bIBaeTCsl HEOCPEICTBEHHOU
ayrerntudukamnuent (direct password authentication). Eciu ke B iporiecce ayrenTudukanum
Y4acTBYIOT HE TOJIBKO 3TU CTOPOHBI, HO U JPyTHe, BCIIOMOraTelbHbIe, TOBOPST 00
ayTeHTH(UKAINK C YIaCTHEM J0BepeHHOM cTopoHsl (trusted third party authentication). Ilpu
ATOM TPEThIO CTOPOHY HA3BIBAIOT CEpBEpoM ayTeHTHuKaIuu (authentication server) wim
apoutpowm (arbitrator).

HanOonee pacnipocTpaHeHHbIE METO/IbI AyTEHTH()HUKALIUNA OCHOBAHbI HA IPUMEHEHUHU
MHOT'OPa30BbIX WM OJHOPA30BbIX Mapojeil. M3-3a cBoero mmpokoro pacnpocTpaHeHUus U
MPOCTOTHI PEATU3ALUH MTAPOJIbHBIE CXEMbI YacTO B MEPBYIO OYEpPE/Ib CTAHOBATCS MUIICHBIO aTaK
37IOYMBIIIJICHHUKOB. DTH METO/BI BKIIIOYAIOT CIEIYIOIINE Pa3HOBUIHOCTH CIIOCOOOB
ayTeHTH(UKAIUH:
® 110 XpaHMMOW KOTIMY mapoiis win ero cBEpTke (plaintext-equivalent);
® 10 HEKOTOPOMY IPOBEPOYHOMY 3HaueHuto (verifier-based);



e (e3 HeNmocpeICTBEHHOH nepenaun HHGOpMaLUH O MapoJie MPOBepsIoLIeii cTopoHe (zero-
knowledge);
® C HCMOJB30BaHUEM HAPOJIS JJIS MOTyYeHUs Kpurrorpaduaeckoro kitoda (cryptographic).

B mepByro pazHOBHIHOCTB CITOCOOOB BXOAAT CHCTEMBI ayTCHTHU(HUKALIUH,
MpEeroIararoliyue HaTiuue y 00enx CTOPOH KOIHMU TapoJisl MM €ro CBEpTKHU. [t opranuzanuu
TaKUX CUCTEM TpeOyeTcs CO3/1aTh U MOJAEPKUBATh 0a3y TaHHBIX, COACPKALLYIO APOIIU HITN
CBEepKHU mapoJieil Bcex mosb3oBateneil. x ciaboi CTOpOHOH SBISAETCS TO, YTO MOIydeHHUE
37I0YMBIIIJICHHUKOM 3TOW 0a3bl JaHHBIX MO3BOJISIET €My MIPOXOANTH ayTeHTU(UKALIUIO OT HIMEHU
J000T0 1M0JIb30BATES.

Crioco0bl, cOCTaBIISIONIME BTOPYIO Pa3HOBHIHOCTh, 00ECIIEUHBaIOT 00JIee BBICOKYIO
cTerneHb 0€30MacHOCTH MapPOIbHON CUCTEMBI, TaK KaK IPOBEPOYHBIC 3HAUCHUS, XOTSI OHU U
3aBUCAT OT MaPOJIeH, HE MOTYT ObITh HEMOCPEICTBEHHO UCIIOIB30BAHBI 3I0YMBIIIJICHHUKOM JIJIS
ayTeHTU(UKALUY.

Haxkonen, ayrentudukaius 6e3 npeaocTaBIeHuUs MPOBEPSIONIEH CTOPOHE KaKoi ObI TO
HU ObLTO0 MHPOPMALIUHU O TTapoJie 00eceunBaeT HanOOIBIIYIO CTETIEHb 3AIUTHL. DTOT CIIOCO0
rapaHTupyeT 0e30MacHOCTh J1aXKe B TOM Cllydyae, eclid HapylleHa paboTa NpoBepstoIIeil CTOPOHbI
(Hampumep, B IpOrpaMMy PErUCTPaIK B CUCTEME BHEAPEH "TPOSHCKHM KOHB'").

Oco0bIM MOAXO0/IOM B TEXHOJIOTHH ITPOBEPKH MOJUTMHHOCTH SIBJISIOTCS
KpUnTorpaguueckue npoToKoibl ayTeHTUGUKALMU. Takue NPOTOKOJIbI ONMHUCHIBAIOT
IIOCJIE0BATEIBHOCTD ACUCTBUM, KOTOPYIO JOJIKHBI COBEPLIMTH CTOPOHBI JJIs B3aUMHON
ayTeHTHU(UKALUU, KPOME TOTO, 3TU JEHCTBHSI, KaK IPABUJIO, COUETAOTCS € TeHepaluei u
pacrpeneneHueM KpunTorpapuaecKux KIoden A mudpoBaHus MOCIEAYIOIIEro
nHPOPMAIMOHHOTO 0OMeHa. KOppeKTHOCTh MPOTOKOIOB ayTeHTU()UKALIMHU BHITEKAET U3 CBOWCTB
3aJIeliCTBOBAaHHBIX B HUX MaTEMAaTUYECKUX M KPUITOTpapHIECKUX MPeoOpa3oBaHuil H MOKET
OBITH CTPOTO JIOKA3aHa.

OO0bIuHBIE TAPOJIBHBIE CUCTEMBI MPOILE U JCIIEBIIE AJIS pealn3alui, HO MeHee
0e30macHbl, YeM CUCTEMBI ¢ KpunTorpadudecKkuMu npotokosamu. [locnennue obecneunBarot
0oJ1ee HaJEKHYIO 3alIUTY U IONOJHUTENILHO PEIAloT 3a/1auy pacnpeaenenus kioueil. OnHako
UCIOJIb3yeMble B HUX TEXHOJIOTUU MOT'YT OBITh OOBEKTOM 3aKOHO/IATEIIbHBIX OIPaHUUYCHUH.

Jnst 6osiee 1eTanbHOrO PACCMOTPEHUS IPUHIUIIOB IIOCTPOEHUS MApOJIbHBIX CUCTEM
copMynHpyeM HECKOJIBKO OCHOBHBIX OIpeJIeIeHU.

HNnentndukarop noab3zoBaresisi — HEKOTOPOE YHUKAIBHOE KOJIWYECTBO HH(OpMAIIHH,
MTO3BOJISIIOIIEE PA3INyYaTh MHIMBUYaIbHBIX MOJIb30BaTENEH NapOIbHON CUCTEMBI (ITPOBOAUTD
ux ujaeHTupukanuio). Yacro naeHTuUKaTop TakKe Ha3blBalOT UMMEHEM I0JIb30BATENS WU
MMEHEM YUYETHOM 3aIliCH TOJIb30BaTENs.

ITapoJsb noab3oBaTe/s — HEKOTOPOE CEKPETHOE KOJIMUECTBO MH(POPMAIIUH, U3BECTHOE
TOJILKO IOJIb30BATENIO M MAPOJILHOW CUCTEME, KOTOPOE MOXKET OBITh 3alIOMHEHO 0JIb30BaTeNeM
N TpeabsBICHO IS TPOXO0XKJICHHS MPoLeaAyphl ayTeHTHGHKamu. OTHOpa30BbIi Mapob Jaet
BO3MO>KHOCTH TI0JIb30BaTEII0 OAHOKPATHO MPONUTH ayTeHTHUUKaLK0. MHOropa3oBblil mapoib
MO>KET OBITh MCIIOJIb30BaH I POBEPKH MOJUIMHHOCTH TIOBTOPHO.

YdeTHas 3aNMCh M0JIL30BATEJIs — COBOKYITHOCTh €T0 UJIeHTHU(HUKaTOpa U ero napois. baza
JAHHBIX MOJIb30BaTeNeH MapOIbHON CUCTEMBI COAEPKHUT YUETHBIE 3alllCH BCEX MOJIb30BaTENeH
JTAaHHOW MapOJIbHOU CHUCTEMBI.

[Ton mapoabHO# cucTemMoii OyzeM MOHUMATh MPOrpaMMHO-ANapaTHbIM KOMILIEKC,
peanu3yronuii CUCTEMbI HACHTH(PUKAIINK U ayTeHTU(UKAITMHN TToJib3oBaTeneid AC Ha OCHOBE
OJIHOPA30BbIX WJIM MHOTOPa30BbIX maposeil. Kak npaBuio, Takoil komiuieke ¢ yHKIHOHUPYET
COBMECTHO C IOICHCTEMaMU pa3rpaHUuEHus JOCTYIa U perucTpanuu coobITuil. B oTaenbHbIx
Cllydasix mapoJibHasi CUCTEMa MOYKET BBITIOJIHATH PSJI AOMOJHUTENbHBIX QYHKUINH, B YaCTHOCTU
TEHEPALUIO U paclpe/ie]eHne KPATKOBPEMEHHBIX (CEaHCOBBIX) KPUNTOrpauIeCcKUX KIItouei.

OCHOBHBIMU KOMIIOHEHTaMH MAPOJIBHON CUCTEMBI SBJIAIOTCS:

e yHTepdelc MoIb30BaATENS;

e uHTEp(delic aIMUHICTPATOPA;

® MOJYJIb COIIPSKEHHSI ¢ APYTUMHU MOJICUCTEMaMH  O€3011aCHOCTH;
e 0a3a IaHHBIX YYETHBIX 3aIUCEH.



[TaponbHast cucTema mpejcTaBisieT coool "mepenHuii Kpaii 000pOoHBI" BCE CUCTEMBI
6e3omacHoctd. HekoTopsie ee 371eMeHTHI (B YaCTHOCTH, peainu3yolre uaTepderic
I0JIb30BATENs1) MOTYT OBITh PACIOJIOKEHBI B MECTaX, OTKPBITHIX JIJIS IOCTYIA TOTEHIIUAIBHOMY
37I0yMBINUIEHHUKY. [103TOMY nmaponbHasi cucTeMa CTAHOBUTCS OJTHUM U3 IIEPBBIX 0OBEKTOB
aTaky [pU BTOP>KEHUH 3JI0YMBIIUJICHHUKA B 3alIUIICHHYIO cUcTeMy. Huke repednciieHbl TUIIbI
yrpo3 0€30MacHOCTH HapOJIbHBIX CUCTEM:

1. Pasrnamenue napamMeTpoB yU4ETHOM 3alUCH Yepes:

® 110700p B UHTEPAKTUBHOM PEKHUME;

® [10/ICMaTpUBAHUE;

® [peIHAMEPEHHYIO Nepeaady napoJis €ro BIageiablUeM JpYroMy JIHILY;

® 3axBar 0a3bl JaHHBIX MAPOJILHOW CHCTEMBI (€CIIH Mapoid He XpaHsATcs B Oa3e B

OTKPBITOM BHU/IE, JUUIsl UX BOCCTAHOBJICHUS MOKET MOTPEOOBATHCS MOI00P WU
JnemnudpoBaHue);

® [epexBar MepeaHHo Mo ceTH HHPOPMAIMU O TapoJIE;

® XpaHEHHUE MapoJid B IOCTYITHOM MECTE.

2. BwmemarenbcTBO B QYHKIIMOHUPOBAHUE KOMIIOHEHTOB MAPOJILHONU CUCTEMBI Yepes:

® BHE/IpPEHHUE NPOrPaMMHBIX 3aKIaJI0K;

e (oOHapy)XeHHUE U UCIIOIH30BaHUE OMNOOK, JONYIICHHBIX HA CTaIUN Pa3padOTKH;

® BBHIBEJCHUE U3 CTPOS NAPOIbHON CUCTEMBI.

HekoTopsie 13 nepeunciaeHHbIX TUIIOB YIPO3 CBA3aHbI C HAIMYMEM TaK Ha3bIBAEMOTO
4eJI0BE4YECKOro (hakTopa, MpOsBIIAIOIIEIOCsS B TOM, YTO MOJIb30BaTENb MOXKET:

® BBIOpATH MMAPOJIb, KOTOPKIHA JIETKO 3aIIOMHHUTH M TaKXKe JIETKO 10100paTh;

® 3anucaTh Napojb, KOTOPBIM CI0KHO 3alIOMHHUTb, U MOJOKUTh 3aIUCh B JOCTYITHOM MECTE;
® BBECTH MapoJib TaK, YTO €r0 CMOT'YT YBUJIETh IOCTOPOHHHUE:

e 1iepeaaTh Maposib APYromy JIMIY HAMEPEHHO WJIH MOJ] BIUSHUEM 3201y KICHUS.

B nonosiHeHue K BhIlIe CKa3aHHOMY HEOOXOAUMO OTMETUTh CYIIECTBOBAaHHUE
"mapaziokca yenoBevyeckoro gaxkropa". 3akiroyaeTcss OH B TOM, YTO MOJIb30BATENb HEPEAKO
CTPEMUTCS BBICTYIATh CKOpPEE MPOTUBHUKOM MapOJIbHOM CUCTEMBI, KaK, BIIPOYEM, U JTHOO0H
CUCTeMBI Oe30MacHOCTH, (YHKIIMOHUPOBAHKUE KOTOPOU BIUSET Ha ero paboune ycIoBus,
HEXeIlM COIO3HUKOM CHCTEMBI 3aIUTHI, TEM CaMbIM OCNabIiss ee. 3aiuTa OT YKa3aHHbBIX YyTPO3
OCHOBBIBAETCSI HA PsAJI€ IEPEUHUCIECHHBIX HI)KE OPraHU3al[MOHHO-TEXHUYECKUX MEP U
MEpONPHUATHH.

Br10op nmapouJeii
B OoJbIIMHCTBE CUCTEM IOJIB30BATENN UMEIOT BO3MOKHOCTE CAMOCTOSITEIHHO
BI)I6I/IpaTB MapoJk UK MOJYYarOT UX OT CUCTEMHBIX aAMUHUCTPATOPOB. HpI/I 9TOM IJIsL
YMCHBIICHUS JECTPYKTHUBHOTO BIIMAHUSA OIMMCAHHOT'O BBIIIC YCJIOBCUCCKOTO (baKTopa
HE00XO0IMMO Pean30BaTh P TpeOOBaHUN K BEIOOPY M MCIIOIB30BaHMIO MApOJIeH.
Ta6mmma 1

TpeGoBanune Kk BbIOOPY napoJisi [Moayuaemsbrii 3pdext

Y cTaHOBIIEHNE MUHUMAJIBHOM JUIMHBI TApOJIs Y cinokHsAeT 3a1a4y 3710yMBIIUIEHHAKA TIPH
[OTIBITKE TIOJICMOTPETH MapOJIb WIK M0100paTh
apoJIb METOJIOM «TOTAJILHOTO ONPOOOBAHUS

lcrionb30BaHKE B apoJIe pa3IMYHbIX TPy Y cnoxxHsIeT 3aa4y 3710YMBIIIJIEHHUKA TTPU
CHMBOJIOB OTIBITKE TI0/I00paTh Mapoib METOJIOM
<TOTAJIBLHOTO OMPOOOBAHUS»

[TpoBepka u 0TOpaKOBKa MapoJis MO CIOBAPIO Y crnoxHseT 3a1a4y 3710yMBIIUIEHHUKA TIPU
omnbITKE N000paTh Mapojb MO CIOBAPIO

Y cTaHOBIIEHHE MAKCUMAJIBHOTO CPOKa Y cltokHSIeT 3a/1a9y 3J10YMBIIUICHHUKA TTPU
[TeliCTBUSA MapoJIs OTIBITKE TI0I00paTh MapoIb METOJIOM
<TOTAJILHOT'O OMPOOOBaHU», B TOM uucie 6e3
HETIOCPEICTBEHHOTO OOPAIEHUS K CUCTEME
aruThl (pexxum off-line)

Y cTaHOBIGHIIE MUHHUMAJIBHOTO CpOKa HpeHHTCTByCT IIOIBITKAaM I10JIb30BaTCIIA




HeﬁCTBHH mapoJisd

BaMEHHTBH [1ApOJIb Ha CTapBIil OCIIE €ro CMEHbBI
10 IpebIAYIIEMY TPEOOBAHUIO

Benenue xypHana UICTOpUH TTapoJiei

(O6ecrieynBaeT IONOTHUTENBHYIO CTEIIEHb
BalTUTHI IO MTPEIBIIYIIEMY TPEOOBAHUIO

[IprMeHeHne 3BPUCTUYECKOTO AJIFOPUTMA,
OpaKyroIero napoiu Ha OCHOBaHUM JaHHbIX
PKypHaJla UCTOPUH

Y cinosxHseT 3aJlavy 3JIOYMBINIJICHHHUKA IIPpHU
IIOIIBITKC HO,Z[O6paTB I1apoJib I10 CJIOBAPIO UIIN
C UCITIOJIb30BAHUCM 3BPUCTUUCCKOT'O
AJITOpUTMA

Ol"paHI/ILIeHI/Ie YucClia IIOIIbITOK BBOJAA IIAPOJIA

[[pensTcTBYeT HHTEPAKTUBHOMY MOJI00PY
aposiel 310yMBIIIJICHHUKOM

[Tonnep:xka pexxruma NPUHYAUTEITBHON CMEHBI
[1apoJIsl [0JIb30BATENS

O6ecneunBaeT 3 (HEKTUBHOCTH TPeOOBaHMS,
OrPAHMYMBAIOIIETO MAaKCUMAJIBHBIN CPOK
[ICMCTBUS TAPOJIS

cnonb30oBaHue 3aJICPIKKHU IIPU BBOJC
HCTIPABUJIBHOI'O I1ApOJIA

[IpensTcTBYeT UHTEPAKTUBHOMY MOJI00PY
maposieil 310yMBIIITICHHUKOM

3arper Ha BHIOOp NapoJisi CAMUMU
[10JIb30BATEISIMUA U aBTOMAaTHYECKast
reHepanus naposiei

lcktouaeT BO3MOXKHOCTh 10A00paTh Napoiib
[0 ciioBapro. Eciy anroputM resepanuu
[1apOJICH HE U3BECTEH 3JI0YMBILIJICHHUKY,
[IOCIIETHUI MOKET 10I0MPaTh MapOJIU TOIBKO
METO/I0M «TOTaJILHOTO ONPOOOBAHUS

[ [puHyuTENBHAsA CMEHA [TApOJIsl IPU IIEPBOM
[PETUCTPALIMHU 10JIB30BATENS B CUCTEME

BamuiaeT oT HeMpaBOMEPHBIX JIEHCTBHS
CHCTEMHOTO aJIMUHUCTPATOPA, UMEIOIIIETO
TOCTYTI K MapOJIl0 B MOMEHT CO3IaHHUS

Y4ETHOH 3aIMCHU

2. [Ipumepsil.
ITpumep 1.

3ajaHue onpeaeuTh BpeMs repedopa BcexX Mmaposieid, CoCTosmux u3 6 mudp.

Andasut coctaBistoT udper N=10.
Jlnvna naposnst 6 cuMBOJIOB k=6.

Taxum 00pa3oM, monydaeM KOJIHMYECTBO BApUAHTOB! C=nK=10°
ITpumem ckopocTs nepedopa s=10 naposneit B cekynay. [lonyuaem Bpemst nepebopa Bcex naposen

t=Cls= 10506KyH11z1 667muHyT~2849acoB~1,2 mHS.

[Tpumem, 9TO TOCIIE KaXKIOTO U3 M=3 HENPABUILHO BBEJICHHBIX NAPOJICH HIET May3a B V=5 CEeKyH/I.
[Tonmyyaem Bpems nepebopa Beex nmapousieit T=t*5/3=16667cexynn~2778munyr~46uaco~1,9 nus.

THTOF:t+T = 1,2 + 1,9 = 3,1 JHA

[Ipumep 2.

OrnpenenuT MUHIMAIBHYIO ITTUHY Maposis, aihaBUT KOTOPOTO COCTOUT U3 10 CUMBOJIOB, BpeMst

nepebopa KoToporo 0bu10 HEe MeHbIe 10 ser.
AndaBuT cocTaBIAIOT CUMBOJIBI n=10.

Jlnina maposns paccunthiBaetes: k=logn C=Ig C.

Onpenenum koanuecTBo BapuanToB C=t * s=10mner*10 maposneit B cex. =

10*10*365*24*60*60~3,15* 109 BapUaAHTOB

Taxum oOpaszom, nmomydaem uMHy naposst: k=lg (3,15* 109) =9,5 OueBUIHO, YTO JJIMHA TAPOJIS

IOJKHA OBITH He MeHee 10 CHMBOJIOB.
3.3ananus.

1. Onpenenuth BpeMs nepedopa Bcex mapoJiei ¢

napamerpamu. AjpaBUT COCTOUT U3 N CUMBOJIOB.

JlnmrHa mapostsi CHMBOJIOB K.
CkopocTb nepedopa s maposieii B CeKyHy.




ITocme KaXXI0I0 U3 m HCIIPAaBUJIbHO BBCACHHBIX naponeﬁ HUOCT Mmay3a B V CCKYH

BapUaHT n Kk S m v
1 33 10 100 0 0
2 26 12 13 3 2
3 52 6 30 5 10
4 66 7 20 10 3
5 59 5 200 0 0
6 118 9 50 7 12
7 128 10 500 0 0
8 150 3 200 5 3
9 250 8 600 7 3

10 500 5 1000 10 10

2. OnpenenuTh MUHUMAIBHYIO JUTMHY MApOoJis, ali)aBUT KOTOPOTO COCTOUT M3 N CHMBOJIOB,
BpeMs nepedopa KOTOPOro ObLIO HE MEHBIIE t JIET.
CxopocTts niepedopa s mapoJjieii B CEKyHy.

BapHUaHT n t S
1 33 100 100
2 26 120 13
3 52 60 30
4 66 70 20
5 59 50 200
6 118 90 50
7 128 100 500
8 150 30 200
9 250 80 600

10 500 50 1000

3. OnpenenuTh KOJIWYECTBO CUMBOJIOB an(aBuTa, Mapoib COCTOUT U3 k CUMBOJIOB, BpeMs
nepebopa KOTOpOro ObLIO HE MEHBLIE t JIET.
CkopocTb nepedopa s naposieii B CeKyH1y.

BapUaHT k t S
1 5 100 100
2 6 120 13
3 10 60 30
4 7 70 20
5 9 50 200
6 11 90 50
7 12 100 500
8 6 30 200
9 8 80 600

10 50 50 1000

3. Tecm éxoonou
baHk TecTOBBIX 3a1aHNH pa3MellleH Ha caiiTe eHTPa Hu(pPoBoOro odyueHust
http://moodle.asu.edu.ru
1. Tlo 0OBeKTYy BO3ACHCTBUS YIPO3bl OBIBAIOT:
e BO3JCHCTBYIONINE Ha HHPOPMAITMOHHYIO CPEy B IIEJIOM
e BO3/CHUCTBYIONIUE HA OTACIbHBIC 3JIEMEHTHl HHPOPMALIMOHHOM CpeIbl



® AaKTHBHBIC
® JIACCUBHBIC

2. BeiOepute npaBuiabHBINM BapuaHT oTBeTa. COOBITHE, SBISIOIIEECS CIACICTBHEM OJITHOTO
WJIM HECKOJIBKHUX HEXKEeNIaTebHBIX MM HEOXKHUIAHHBIX COOBITHH (MH(pOPMAIIOHHOM
0€30I1aCHOCTH ), IMEIOLINX 3HAUYNTEIIFHYIO BEPOSTHOCTh KOMIIPOMETAIINHN OH3HEC-
OIIEpaIX M CO3/IaHHS yIPO3bI

®  UHIMJICHT

® HapylIeHHE

e CHrHAI

3. HWpentudunupoBaHHOE MOSBICHHE ONPEIEICHHOTO COCTOSHUS CHCTEMBbI, CEPBUCA WIIH
CETH, YKa3bIBAIOIIETO Ha BO3MOXKHOE HAPYIICHHUE MOJIUTUKHA HH(DOPMALIMOHHON
0€30IMaCHOCTH, WJIM OTKa3 3alIUTHBIX MEp, NIM BOSHUKHOBEHHE HEM3BECTHON paHee
CUTYallu1, KOTOPasi MOKET UMETh OTHOIIEHHE K O€30IMaCHOCTH Ha3bIBAETCS

e coObITHEM (MH(DOPMAIIMOHHOW OE30TTACHOCTH )

UHIMJICHTOM (MH(POPMALMOHHON 6€301MacHOCTH )

yrpo3o# (MHGOpMAITMOHHON 0€30MaCHOCTH )

[TepBbIM 1IarOM B YIIPaBICHUH CETHIO SIBIISICTCS €€
JIOKyMEHTHUPOBaHNE

peBH3USL

odopmiieHre

e o o .b

KakoBa nens peBuszun 3¢p(heKTuBHOCTHU?

MOHUTOPUHT U aHaJU3 pabOTHI CETH.

Omnpenenenue Toro, paboTaeT Jiu CETh B COOTBETCTBUM CO CBOMM MOTEHIHAJIOM.
WnenTudukaiys TAIOB 000pYyJOBaHUS U YCTPOHCTB, CETH.

Obecneuenne nHpopMaIMK 0 BOCCTAHOBICHUH TOCIIE COOsl UM KaTacTpOPHUECKOTo
OTKa3a.

e o o o U‘I

Tema 2. Yrpo3bl nH(popMaunoHHoi 6e3onacHocTi. Mepbl 321U THI
1. Bonpocul 014 0ocysncoenusn
1) Tlonsitue yrpo3sl. 3ammra.
2) Kunaccudukanus yrpo3 u Mep 3aiutsl HHOOPMAIIUH.
3) Takconomus Hapymenuit b BEIYUCIUTENEHON CUCTEMBI M IPUYHHBI, 00YCITaBIMBAIOIINE UX
CYLIECTBOBaHHUE.
4) CocraB H cOfiep’)KaHHE CPEJICTB 3aIIUTHI, OOBEKTHI U 3JIEMEHTHI 3aIlIUTHI.
2. Jlabopamopnasn paboma 2

ApXuBHPOBaHHUE C MAPOJIeM
1. Teopus.

ApXHBATOPBI — 3TO NPOrPAMMBI ISl CO3aAHUA APXUBOB. APXUBBI ITpeIHA3HAYCHBI
JUISL XpaHEHUs JaHHBIX B yI0OHOM KOMIIAKTHOM BHJIe. B KauecTBe TaHHBIX OOBIYHO BBICTYIAIOT
¢aiinbl 1 manku. Kak npaBusio, JaHHbBIE PeABAPUTEIHHO MOJIBEPTAIOTCS MPOLIEAYPE CXKATHUS HIIN
ynakoBKHU. [loaToMy mouTu Kaxaplii apxuBaTOp OAHOBPEMEHHO SIBIISETCS MPOTPaMMON IS
ckatug qaHHbIX. C Ipyroi CTOPOHBI, Jt00as mporpamma Jiisi CKaTusi JAHHBIX MOXKET
paccMaTpuBaThcs Kak apXuBaTop. DPGHEeKTUBHOCTH CHKATHS SIBISETCS BayKHEUIIEH
XapaKTePUCTUKOM apxuBaTopoB. OT HEE 3aBUCUT pa3Mep CO3/1aBa€MbIX apXUBOB. UeM MeHbIIIe
apxuB, TEM MEHbIIIE MecTa TpebdyeTcs A ero XxpaHeHus. [[iist nepenaun HyKHa MEHbIIAas
MPOITYCKHAs CIIOCOOHOCTH KaHalla epejaul WK 3aTpauuBaeTCs MEHbIIee BpeMs.
[IpeumyiecTBa apXMBOB OYEBUHBI, €CJIU YUECTh, UYTO JAHHBIE YMEHBILIAIOTCS B pa3Mepe U B 2
pasa, u B 5 pas.

Cixatve TaHHBIX UCIIOJIb3YETCS OUE€Hb INPOKO. MOXKHO CKa3aTh, IOYTH BE3JIE.
Hanpuwmep, noxkyments! PDF |, kak mpaBuio, coaepkaT cxaryro nHpopmaruio. JJoBonbHO MHOTO



ucnonaseMbix ¢aiioB EXE ckaTel criennanbHBIME yIIaKOBIIMKaMU. BceBo3MOKHbIE
mynsTumMenuitasie ¢aine ( GIF , JPG , MP 3, MPG ) sBisroTcst cBOe0Opa3HbIME apXHUBAMH.

OCHOBHBIM HEJOCTaTKOM apXHUBOB SIBJISIETCS HEBO3MOYKHOCTD IIPSIMOTO JOCTYIa K
naHHbIM. MIX cHavana HeoOX0IMMO M3BJI€Yb U3 apXUBa WM pacrakoBaTh. Oneparus
pacrakoBKH, BIPOUYEM, KaK U YIIAKOBKHU, TPEOyeT HEKOTOPHIX CUCTEMHBIX PECypCcoB. DTO HE
MI'HOBEHHas onepanus. [loaToMy apXxuBbl B OCHOBHOM IPUMEHSIOT CO CPAaBHUTEIIBHO PEIKO
UCIO0JIb3yeMBbIMU JaHHBIMU. Hanpumep, /Ui XpaHeHus: pe3epBHBIX KOMUN WIM YCTaHOBOUYHBIX
(aiinos.

B nmanHBI MOMEHT cyliecTByeT MHOTO apXUBaTopoB. OHM UMEIOT pa3HyIo
pacnpocTpaHeHHOCTb U 3P PeKTUBHOCTh. HekoTopble HHTEpPECHBIE apXUBATOPBI HE U3BECTHBI
HIMPOKOMY KPYI'y OTEHIMAIbHbIX NoJb30BaTesneld. OcoOblil MHTEpeC PEACTABISAIOT OLEHKA U
cpaBHeHHE YPPEKTUBHOCTH CXKATHUS TOMYJISIPHBIX apXHUBAaTOPOB.

MeToabl C:KATHA APXMBATOPOB.

PaspaboTano 6ompIIoe KOIMYECTBO pa3HOOOPA3HBIX METOJIOB, UX MOTUGDHUKAIINA U
MOJIBUOB JJIs CKaTHsl JaHHBIX. COBpEMEHHbIE apXMBATOPBI, KaK IPAaBUIIO, OTHOBPEMEHHO
HCIOJIb3YIOT HECKOJIBKO METOI0B OJJHOBPEMEHHO. MOKHO BBIIEIUTh HEKOTOPHIE OCHOBHBIE.

Konuposanue mmn cepuii ( RLE - cokparienue ot run - length encoding - koguposanue
JUTHH CepUi).

Ouenb npocroit meroa. IlocnenoBarenbHas cepusi OUHAKOBBIX 3JIEMEHTOB JAHHBIX
3aMEHSETCs Ha JIBa CUMBOJIA: AJIEMEHT U YUCII0 ero nosropenuil. [llupoko ucnomb3yercs kak
JOTIOJIHUTEIBHBIN, TaK U IPOMEKYTOYHBIA METO. B KauecTBe caMOCTOATENBHOIO METO1a
MIPUMEHSETCsI, HanpuMep, B rpaduueckom popmare BMP .

Cnosapusiii Mmetof ( LZ - cokpamenue ot Lempel Ziv - iMeHa aBTOPOB).

Haubonee pacnipoctpaneHHsli MeTo1. Micnonb3yercs clioBapb, COCTOSIIUIN 13
MocJe10BaTeNbHOCTEN JaHHBIX UIIH cJ0B. [Ipu cxkaTum 3TH Cll0Ba 3aMEHSIOTCS Ha UX KOJBI U3
cioBaps. B Hanbosnee pacpocTpaHEHHOM BapHaHTE pealn3alii B KAUECTBE CI0Baps BBICTYMAET
caM MCXOJIHBIM OJOK JTaHHBIX.

OCHOBHBIM ITapaMETPOM CJIOBApPHOTO METOAA SABJSIETCA pa3Mep ciaoBaps. UeM Oosblie
CII0Bapb, TeM OoubIle 3PPeKTUBHOCTh. OJIHAKO /711 HEOJHOPOIHBIX JAHHBIX YPE3MEPHO
00JIbI1I0M pa3Mep MOXKET ObITh BPEJEH, TaK KaK Py PE3KOM U3MEHEHHUH TUIIA JAHHBIX CIOBaph
Oy/ieT 3al0JIHEeH HeaKTyallbHbIMU ciioBaMH. J{ist 3¢ hekTuBHOM paboThl JaHHOTO METO/Ia MPH
CXKaTHH TpeOyeTcs OMOIHUTeNbHast namMsaTh. [Ipubin3nuTensHo Ha MOPSIOK OOJIbINE, YEM HYKHO
JUI UICXOJIHBIX TaHHBIX ciioBapsi. CyIiecTBEHHBIM MPEUMYIIECTBOM CIIOBAPHOTO METOa
SIBJIAETCS IPOCTasi U ObICTpasi MPOIeypa PaclakoBKU. JJonoaHUTENbHAS TaMsITh IPU 3TOM HE
Tpedyercs. Takasgs 0cOOEHHOCTh OCOOEHHO BaXkHa, €CJIM HE0OXO0IMM OTIepaTUBHBIN JOCTYII K
JTAHHBIM.

Outponuiineii Metoa ( Huffman - konupoBanue Xappmena, Arithmetic coding -
apupMeTHIecKoe KOIMPOBAHHE)

B »TOM MeToz€e 371eMEHTHI JaHHBIX, KOTOPBIE BCTPEYAIOTCS Yallle, KOAUPYIOTCS PU
C)KaTHH 0oJiee KOPOTKUM KOZIOM, a 6oJiee peaKue 3JIeMEHTHI TaHHBIX KOAUPYIoTCs Ooee
JUIMHHBIM KOJIOM. 3a CYET TOr0, YTO KOPOTKHUX KOJOB 3HAYUTENIbHO O0JIblle, 001U pa3mep
MOJIy4aeTCsl MEHbILIE UCXOAHOTO.

[IInpoko ncnoap3yeTcst Kak JOMOJIHUTENBHBIN METO. B KauecTBe CaMOCTOSTEIILHOTO
METO/a MpUMEHSEeTCs, HalpuMep, B rpadudeckom popmate JPG .

Meton koHTekcTHOTO MoienupoBanus ( CM - cokpamienue ot context modeling -
KOHTEKCTHOE MOICTTUPOBAHHUE)

B »TOM MeTonme cTponTcs MOeh HCXOIHBIX JaHHBIX. [IpH cxkaTuu odeperHoro
9JIEMEHTA JIAHHBIX 3Ta MOJEJb BbIIaeT CBOE Mpe/icKa3aHue WK BepOosATHOCTh. CoriacHo 3Ton
BEPOSATHOCTH, JIEMEHT JAHHBIX KOJUPYETCS SHTPOINMMHBIM MeToZ0M. UeM TouHee MoJielb OyaeT
COOTBETCTBOBATH MCXOJIHBIM JIaHHBIM, TEM TOYHEE OHA Oy/IeT BBIAABAThH MPEACKa3aHUs, U TEM
Kopoue OyIyT KOAMPOBATHCS 3JIEMEHTHI JAHHBIX.

Jis moctpoenus 3ppexTUBHON Moaenu TpedyeTcst MHOro namsTh. Ilpu pacnakoBke
MPUXOJUTCS CTPOUTH TOYHO TAKYIO K€ MOAeb. [103ToMy CKOPOCTh U TpeOOBaHUS K 00beMy
OIIEPATUBHON NaMSITU AJIS1 YIAKOBKH U PACIIAKOBKY IOYTH OJMHAKOBBL. B 1aHHBIN MOMEHT



METOABI KOHTEKCTHOT'O MOACITUPOBAHUS MO3BOJISIOT IMOJYYUTh HAWIIYUIIYIO CTETIEHb CXKaTHs, HO
OTJIIMYAIOTCS YPE3BBIYAHO HU3KOH CKOPOCTHIO.

PPM ( PPM - Prediction by Partial Matching - npesickazanue o sactuanomy
COBITAJICHUIO).

3710 0coO0BbIi MOABUA KOHTEKCTHOTO MozenupoBanus. [Ipencka3anue BHIIOTHSACTCS HA
OCHOBAHUU OIPEIETICHHOI0 KOJIMYECTBA MPEAbIIYIIUX FIEMEHTOB JaHHbIX. OCHOBHBIM
MapaMeTpoM SIBIISICTCS OPSAOK MOJAEIH, KOTOPBIH 337aeT 3TO KOJIMUYECTBO FIEMEHTOB. Yem
00JIbI1Ie TOPSIOK MOJIENIN, TEM BbIIIE CTENIEHb CXKaTuUsl, HO TpeOyeTcs O0JIbIle OnepaTUBHOM
MaMsITH JJIs1 XpaHEHUs TaHHBIX Mojenu. Eciii onepaTUBHOM MaMsATH HEIOCTATOYHO, TO TaKas
MOJIeJb C OOJIBLINM MOPSIIKOM MOKA3bIBAeT HU3KUE pe3ynbTaTthl. Meton PPM ocobenno
3¢ deKTUBEH JIJIs CKATUSI TEKCTOBBIX TaHHBIX.

IIpeosapumenvubie npeobpazosarus uiu uibmpayus.

JlaHHBIE METOMBI CITYXAaT He JUISl CKATHUS, a IS IPEACTaBICHUS HHPOPMALIMHU B yIOOHOM
JUIS JabHENIero cxxkatus Buae. Hampumep, 1715 HeC)KaThIX MyJIbTUMEINA JAHHBIX XapaKTepPHBI
TJIaBHBbIE U3MEHEHUs ypOBHS curHana. [loatomy i HUX IPUMEHSIOT AenbTa-npeoOpa3zoBaHue,
KOT'/Ia BMECTO a0COJIIOTHOTO 3HaUeHus Oepercst oTHocuTenbHoe. CyliecTBYIOT GUIbTPHI IS
TEKCTa, UCTIOMHAEMBIX (ailyioB, 6a3 TaHHBIX U IPYTHE.

Merton coptupoBku 6710ka qanHbix ( BWT - cokpainenne ot Burrows Wheeler Transform
- 10 IMEHH aBTOPOB).

3710 0coOBbIil BU WM IpyMIa NpeoOpa3oBaHuii, B OCHOBE KOTOPBIX JIEKUT COPTUPOBKA.
Takomy npeoOpazoBaHNIO0 MOXKHO MOJBEPraTh MOYTH N0k JaHHbIe. COPTUPOBKA
MIPOU3BOJIUTCS HaJl OJIOKaMU, TIOATOMY JJaHHBIE MTPEIBAPUTENHHO pa30MBAIOTCS HA YaCTH.
OCHOBHBIM MapaMeTPOM SBJISIETCS pa3Mep OJ0Ka, KOTOPBIH moaBepraercs copTupoBke. s
pacrakoBKU JaHHBIX HEOOXOIMMO MPOJENaTh MMOYTH TE K€ ACHCTBHS, YTO U IIPU yIIAKOBKE.
[ToaTOMy CKOPOCTH 1 TpeOOBaHMS K OTIEPATHBHOM MaMSITH MOYTH OJMHAKOBBI. APXHUBATOPHI,
KOTOPBIE HCIIONB3YIOT JAHHBIH METOJI, 0OBIYHO TTOKA3bIBAIOT BHICOKYIO CKOPOCTH M CTETICHD
CKATHUS JUIS TEKCTOBBIX JIAHHBIX.

HenpepsbiBHble 6110KM M HenipepbIBHBIN pexxuM ( Solid mode - HenpepriBHEI peskum). Bo
MHOTHX METO/IaX C)KaThs Ha4aJdbHBIA yU4aCTOK JIAHHBIX WIH (haiiia KOJUpyeTCs MI0XO0.
Hampumep, B crmoBapHOM MeToze cloBapb MYyCT. B MeToge KOHTEKCTHOTO
MO/JISIMPOBaHUs MO/IeNb He ocTpoeHa. Koria konuuecTBo (aitoB 0osblIoe, a X pa3Mep
MaJIeHbKUH, 00Il1asi CTENeHb CYKATHS 3HAUUTETILHO YXY/IIIAeTCs 32 CYET ITUX HAYAIbHBIX YUaCTKOB.
YroObl 3TOr0 HE MPOUCXOIUIIO MPH MEPEXO0/Ie Ha CIeAYIOIUH (aiin, ucnoab3yercs HHGopMarus,
MOJTy4eHHasl UCXOMAS U3 MpeAbIAyINX (HaiaoB. AHATOrHYHOTO 3P PeKTa MOKHO JOOUTHCS TPOCTHIM
Mpe/ICTaBJICHUEM UCXOTHBIX (hailioB B BUJE OJHOTO HEMPEPHIBHOTO (haiina.

DTOT METO/ NCTIIOIB3YETCsl BO MHOTHX apXHWBAaTOPaxX M UMEET CYIIECTBEHHBIN
HEJIOCTAaTOK. {7151 pacmakoBKY MPOU3BOJIBHOTO (paiiyia HeOOXOAMMO pacrakoBaTh U (aiiibl,
KOTOPBIE OKa3aJ¥Ch B HaUaJle apXuBa. ITO HEOOXOAUMO ISl IPABUIIHHOTO 3aITOJTHEHHS CIIOBaPS
WM noctpoeHus Mojieni. CyiecTByeT ¥ MPOMEKYTOYHBII BapHAHT, KOTAa UCTIOIb3YIOTCS
HETpephIBHBIE OJI0KK (UKCUPOBAHHOTO pa3zMmepa. [loTepu cxxaTus moaydaroTCss MUHAMATbHBIMH,
HO JUTSI U3BJICUSHHSI OTHOTO (haiiira, KOTOPBIA HAXOIUTCS B KOHIIE OOJIBIIOTO apXHBa,
HEOO0XOIMMO paclakoBaTh TOJIBKO OJWH HETIPEPBHIBHEIN OJIOK, a HE BECh apXHB.

CermeHTHpoOBaHue.

Bo Bcex MeTomax cxkaTusi IpU U3MEHEHUU THIA JAaHHBIX COOCTBEHHO CaM MepeXo]]
KOAMpYeTCs 04eHb 110x0. CIIoBapb CTAHOBUTCS HE aKTyaJIbHBIM, MOJICTh HACTPOCHA Ha IPYTHE
TaHHBIEe. B 9THX ciIydasx MPUMEHSETCs] CerMEHTHPOBaHNUE. DTO TpeABapUTEIbHAS pa3OuBKa Ha
OJTHOPOJIHBIE YaCTH. 3aTeM ITH YaCTH KOJUPYIOTCS MO OTJEIEHOCTH HITH TPYIIITaMHU.

Oco60 xoueTcst MOAYEPKHYTh, UTO CYLIECTBYET OOJIBIIOE KOJIUYECTBO METOIOB CXKATHUSI.
Kaxxapiit MeTo1 00BIYHO OPUEHTUPOBAH HA OJUH BUJ WJIHM TPYIIY peabHBIX JaHHBIX. XOpOIlIre
Pe3yabTaThl MOKA3bIBAET KOMIIJIEKCHOE MCIIOIB30BAHUE METO/IOB.

Oco0eHHOCTH JaHHBIX

CrermneHb cXaTus B OCHOBHOM 3aBUCHUT OT UCXOAHBIX JaHHBIX. XOPOIIO CKUMAIOTCS
MOYTH BCE MPEIBAPUTEIHLHO HEC)KATHIE JaHHBIC, HAIIpuMep, ucnoaHsemblie daiasl (EXE),
tekcThl (TXT , DOC), 6a3s1 nanubix (DBF ), npocTsie HecxkaTsie n3obpaxenus ( BMP ).
OrpaHnueHHO CXUMAIOTCS HecxKaThli 3BYK ( WAV ), croskHble HecxkaThie n3oopaxenus ( BMP



). He cxxumaroTcst modTH Bee yxe CKaTble JaHHbIe, Hanpumep, apxusbl ( ZIP , CAB ), cxxartbie
nokymeHnTsl ( PDF ), cxxaras rpaduka u Buneo ( JPG , GIF , AVI, MPG ), cxxarsiii 3Byk ( MP 3).
Wx cxxaTue HaXOAUTCS B MpeJieliax Maphl MPOLIEHTOB 32 CUET CIYKEOHBIX OJOKOB U HEOOJIBIION
M30BITOYHOCTH.

Jlnis cxaTHst HEKOTOPBIX crelupUYecKUX JaHHBIX (TEKCT, HeCkKaTble H300pakeHuUs,
HEC)KaThIi 3BYK) CYIIECTBYIOT CIIEI[UAIbHBIE METO/IbI U apXUBATOPbI. Takue apXuBaTopbl
00ecneunBalOT BHICOKYIO CTETIEHb CXKATHUSI U BHICOKYIO CKOpPOCTh. OIHAKO Tak Ha3bIBaeMble
YHHUBEpPCaJIbHbIE apXUBATOPHI IOCTENIEHHO JOMOIHAIOTCS MOI00HBIMU MeToAaMU. B naHHbIN
MOMEHT TOJIBKO ISl HEC)KaTOT0 3BYKa CYIECTBYIOT BICOKOA((EKTUBHBIE ClielIhaIbHbIe
apxuBaTopsl, Takue, kak OptimFROG , Monkey Audio . /{151 TEKCTOB 1 M300payKEHUI JTydIITHe
YHHUBEpCaJbHbIE apXUBATOPHI MOKA3bIBAIOT JYUILYIO CTeNeHb cxkaTusi. Hampumep, apxus
M300pakeHHI MOJYyYUTCS MEHBIIIE, €CIIH UCIONIb30BaTh popmat BMP u apxusarop WInRK
BMECTO CIIeLIMATM3UPOBaHHBIX Tpadudeckux popmaros, Takux kak JPEG 2000 ( LossLess -
ckatue 6e3 moTeps).

Bonblioe KoJM4ecTBO TUIIOB JaHHBIX YK€ SBISAIOTCA CKaThIMU. Mcrionb3oBaHue
apXMBaTOPOB JIa€T MU3EPHOE YMEHbIIIEHUE pa3Mepa. TeM He MeHee 1aKe B TaKuX Cydasix
3¢ (heKTHUBHOE CHKaTHE TEOPETUUECKHA BO3ZMOXKHO. ITO 00YCIIOBJIEHO TEM, YTO B OOJIBIIIMHCTBE
pacrnpocTpaHeHHBIX (GopMaTOB (PaiiyIoB, UCIIOIB3YIOIIUX CXKATHE, IPUMEHEHBI HE CaMble
s dekruBHBIC MeTOABI. Hanpumep, B ocHOBe hopmarta JPG nexxut SHTpONHMITHOE CKaTue,
KOTOPOE HCITOJIB3YeTCs Tocie nmpeodpasoBannii Dypwe. JlaHHBIC KOTUPYIOTCS HEONITUMATHHBIMU
O110KaMu, 4TO 00YCIIOBJICHO kelanueM cruenarb popmar JPG ycTOWYUBBIM K MOBPEXKICHUSM U
BO3MOYXHOCTH YaCTHYHOTO M3BNeueHus nnpopmanuu. [lepekoauponas ¢aitisl JPG npu nomoiu
BBICOK03()(PEKTUBHBIX METOJIOB, MOKHO JOOUTHCS CHKATHS MOpsAaKa 75% OT UCXOAHOTO (aiina
(apxuBarop Stufflt ). CobctBernHO cam ucxoansiii Baitsn JPG cxumaeTcsi 0OBIYHBIMU
apXuBaTOpPaMU TOJBKO 110 96%. OqHako mogo0HbIe MaHUTYSAIUH ¢ (aitnamu JPG ctanu
BO3MOXHBI TOJIBKO HEJITABHO U €lIle He MOJYYHIIH pacipocTpaHeHus. B OoIbIIMHCTBE CilydaeB
C)KMMATh YK€ CKaTble IaHHbIe OECIOJIE3HO.

Crnenyet paznu4arh COOCTBEHHO MPOTrpaMMy-apXUBaTop, GopMaT apXUBOB U METO/IbI
ckarud. Jlaxke oJJMH U TOT K€ METOJ C’KaTHsl MOYKET UMETh BapuaHThl peanu3auuu. Hanpumep,
CYLIECTBYET OoJiee JecsiTKa IporpaMM-apXuBaTOPOB, KOTOPHIE MOT'YT CO3/1aBaTh apXUBhI B
¢dopmare ZIP. B cBoto ouepenp ganubie B popmate ZIP MOryT ObITH CKaThl pa3InyHBIMU
meronamu: Deflate, Deflate64, BZip2. Meton Deflate umeet HeckosIbKO peanu3anuii ¢ pa3HOn
CKOPOCTBIO U CTENIEHBIO CxKaTus (pa3Huiia nmopsiaka 5%). C moMOIIbI0 3TOr0 METOIa apXUBaTOP
7-z1p MO3BOJISET CO3/1aBaTh apXUBkl B popmare ZIP u 7Z.

OOBIYHO apXUBATOPHI MOT'YT CO3/1aBaTh apXMBHI B COOCTBEHHOM 3KCKIIIO3UBHOM (popmare
C WCIIOJIb30BaHHEM CBOMX OPUTHHAIBHBIX MeToZ0B. Hampumep, apxuBatop RAR no3Bomsier
co3naBath apxuBbl RAR. B opmare apxuBa u MmeTogax cxxatus 3aKIFOYAIOTCSI OCHOBHBIE
MPEUMYIIIECTBA TOTO UJIM MHOTO apXUBATOPA.

B npocreiitiem ciryuae apxuBaTop 1Mo3BOJISIET TOJIBKO YIIAKOBATh WIIM PACIaKOBATh OJMH
¢aitn. Kpome coOCTBEHHO C)kaTusl JAHHBIX, COBPEMEHHBIE apXHUBATOPHI 00ECIIEUNBAIOT
HEKOTOPBIE JOMOJHUTEIbHBIE (YHKITMH. MOKHO BBIIEIUTh HECKOJIBKO OCHOBHBIX:

c)KaThe HEKOTOPBIX (ailyioB U HENbIX JUPEKTOPUI;

co3aanue camopacnaxkoBsiBaromuxcs (SFX) apxuBoB. To ecTb 151 pacliakoOBKH apXuBa
IporpaMMa-apXuBaTop He TpedyeTcs;

U3MEHEHHE COJIEPKIMOT0 apXuBa; MIM(POBAHUE COICPKUMOTO apXHBa;

uH(popMalns AJi1 BOCCTAHOBJICHHSI apXHBa MPU YaCTUYHOM MOBPEXIEHUU 1 BO3MOXHOCTh
BOCCTAHOBJICHHSI IOBPEXKICHHBIX apXHBOB;

pa30MBKa apXuBa Ha HECKOJILKO YacTel WK TOMOB;

KOHCOJIbHAsI BEPCHUS TPOTPAMMBI JJIs1 pabOThI U3 KOMaHIHOW cTpoku; rpaduyeckas (GUI)
BEPCHS MPOTPaAMMBL.

CTOHUT OTMETHUTD, YTO, HECMOTPA Ha opMaibHOE HATUYHUE, pealIn3allksl KaK 101
JIOTIOTHUTEIBHON (DYHKIIUU MOXKET OBITh BBHIIIOJHEHA Ha COBEPUICHHO Pa3HOM YPOBHE.

Kpowme paznuuuii B GyHKIIMOHATEHOCTH, MOYKHO Pa30UTh apXUBATOPHI HA JIBE TPYIIIIHL:
ACUMMETPUYHBIC 1 CHMMETPHUYHBIC. ACUMMETPUYHBIC aPXUBATOPHI TPEOYIOT AJIs OTIepaIlul
pacnakoBK{ 3HAYUTENILHO MEHBIIIE BPEMEHHU U ONepaTUBHON MaMSTH, YEM JIJIS OTllepaliu



YIaKOBKU. JTO MO3BOJISET OBICTPO MOJIyYaTh COAEPKUMOE apXHUBa Ha MAJIOMOIIIHBIX
KoMmIbioTepax. CHMMETpUYHBIE apXUBATOPBI TPEOYIOT IS OTepaluii yaKOBKU M PacliaKOBKU
OJIMHAKOBOE BpeMsi U 00BbEeM OTepaTUBHOM mamsATH. Mcronb30BaHne TakKuX apxXuBaTOPOB Ha
LIIMPOKOM IMApKE KOMIBIOTEPOB WM JJIs1 OIIEPATUBHOIO JIOCTYyNA K COIEPKUMOMY apXUBa
orpannydeHo. M3BecTHbil apxuBatop RAR B kauecTBe OCHOBHOI'O UCIIOJIb3YET ACUMMETPUYHBII
CJIOBapHBIN METOJ CXKAaTHs, a 11 TEKCTOB MOKET MCIOJIb30BATh CUMMETpUUHBIM PPM-meron.
Takum oOpazom, pacmakoBka apxuBoB RAR, c:kaThIX ¢ MAaKCUMAIIBHOHN CTEIICHBIO CIKATHS,
MOJKET ObITH HEBO3MO>KHA Ha KOMITBIOTEpaX ¢ OTpaHMYEHHBIM 00bEMOM ONEPATUBHOMN MaMSITH.
Bce niu moutn Bce nepeioBble ApXUBATOPBI C BEICOKOM CTENEHBIO CKATUS SBIIIOTCS
CUMMETPUYHBIMHU.

ToO4YHOM CTATUCTUKHU 1O PACTIPOCTPAHEHHOCTH apXUBAaTOPOB y MEHS HET. S| BBICKaxKy
CBOIO CYOBEKTHBHYIO TOUKY 3pEHHUSI HAa OCHOBE JIMYHOTO ombITa. be3ycioBHO, caMbiM
pacnpocTpaHeHHBIM apXUBaTOpoM sBisitoTcs ZIP u ero mogudukanuu. 1o cBoeit
pacipoCTpaHEHHOCTH OH 3HAYUTENBHO MPEBOCXOAUT OMIKaUIINX KOHKYpeHTOB. ClieZloM UIyT
RAR u ACE. B nocnennue roasl BCTpedaercs apxuBarop 7-zip. Jpyrux apxuBatopoB u
apXMBOB JINYHO Mbl HE BcTpevaiin. VcKiltoueHne cocTaBisaioT Hekoraa nonyispaeie ARJ u LHA.
B naHHBIII MOMEHT OHM HE aKTYyaJbHbI U3-3a OUYEHb HU3KOM CTETICHU CHKATHUSL.

HecMmotps Ha 04eHb CKPOMHBIE JaHHBIE O PACIIPOCTPAHEHHOCTH apXUBAaTOPOB, UX
CyLIECTBYET 00J1bI110€ MHOXKECTBO. OCHOBHAs Macca OTHOCUTCS K KaTeropuu
HKCIEPUMEHTAIBHBIX U aPXUBATOPOB C OrPaHIMYEHHON (YHKIIMOHAIBHOCTHIO. TeM He MeHee,
KaKbI UX HUX MO3BOJISIET BBHIMIOIHATH COOCTBEHHO MPOLEAYPY CKATUS JaHHBIX. MeHblas
pacipoCTPaHEHHOCTh YBEIMYUBACT BEPOSTHOCTD OIMIMOOK B MpOrpamMmme.

2. IIpakTHKa.

1. HeoOxonuMo co3aaTh TEKCTOBBIH (aiin, coaepxkaimuii GaMunio, UMsi, OTYECTBO
cryzaenTa B ooseme 50 3anuceii. [Iposectu apxuBupoBanue daiina. JIroObIM pegakTOpoM BHECTH
M3MEHEHHUs COTJIacHO 3aJaHusl. B oTduere oTpa3nuTh: KOHTPOIbHYIO CYMMY UCXOIHOTO (haiina,
C)KaToro (aiisa, BelJJaBaeMble COOOIIEHHs 00 OMMOKAX MpU pa3apXUBUPOBAHUU UCKAKEHHOTO
¢aiina.

2. TlpoBectn apxuBamuio Qaiina ¢ mapoieM. BHecTn nckaxenus, monpodoBartb
pa3zapXxuBHpoBaTh. B oTueTe 0Tpa3uTh: KOHTPOJIbHYIO CYMMY MCXOJIHOTO (aiiia, cxxaroro ¢aiina,
BbIJIaBaeMbl€ COOOIEHUS 00 OmMOKaxX NpU pa3apXUBUPOBAHUU UCKAKEHHOTO (aiina.

3. Ilposectu apxuBanuio ¢aiina ¢ naposem, cocrosmum u3 3-x udp. [Iposectu
MOMBITKY MOAOOpa MapoJisi ¢ UCIOIb30BaHUEM ITPOrPpaMMHOT0 obecnieueHus. B otuere oTpasuTh:
KOHTPOJIbHYIO CYMMY UCXOAHOTO (haiiia, cxxaToro ¢aiina, Bb1aBaeMble COOOIIEHNUS, BpeMs
noadopa.

BapuanTsr:

. apxuBatop zip. VickaxeHue 1Byx OauT.

. apxuBatop arj. Mckaxenue Tpex O6air.

. apxuBatop rar. MckaxxeHue Tpex OaiT.

. apXuBaTop zip. Y aaneHue AByX OaiT.

. apXuBaTop arj. Y aaneHue Tpex Oair.

. apXuBaTop rar. Y jajieHue Tpex OauT.

. apxuBatop arj. [lo6aBnenue Tpex OailT.
. apxuBartop rar. JlobaBneHue Tpex Gair.
. apxuBarop zip. JlobaBneHune 1Byx Oaur.
10. apxuBaTop zip. YaajaeHue 1Byx OauT.

OCoO~NOOUITDWNE

Tema 3. Kanasab! yreuku nagopmanun. Mogejab HApyLIUTeIs
1. Bonpocwul ona o6cysycoenusn
1) Knaccudukanus kaHaJIOB IPOHUKHOBEHHS B CUCTEMY U YTEUKH WH(POPMAIHH.
2) Hedopmansnas momaess Hapymutens B AC.
3) Bwubl IPOTUBHUKOB WU HAPYIIUTEICH».
4) Amnanu3 crioco6oB Hapymienuii 1B.
5) TlonsTus o BUIaX BUPYCOB.
2. Konmponwsnasa paooma 1



Bonpochl kK KOHTPOJILHOM padoTe 1
1. Onpenenenne noustuil « udopmarus» «MupopmarronHas 6€30macHOCTY, «CyOBEKThI
MH()OPMAIIMOHHBIX OTHOLICHUI»
KareropupoBanue nnpopmanuu
3aganue TpeOoBaHMH K MHPOPMAIIHOHHON 0€30IaCHOCTH OpPTraHU3aALUH
[Tonsatue yrpossl nadopmarmonHoi 6e3onacaoctu. Knaccudukanus yrpos Ub
CocraB cpeacTB 1 Mep 3amuThl nHpopMarmu. Kiaccudukanus cpecTs U Mep 3aIiuThl
uHpOopMau
OOBEKT U CyOBEKT 3alUThl HHPOPMALIUU
Kanans! yreukn nadopmarun. Knaccudukanus kanaaoB yredku HHGopMaium
Mopgenp HapymmTens HHGOPMALMOHHON 0e30acHOCTH
. Knmaccudukanus napymmureneit nHGopMannoHHONW O€30MacCHOCTH
10 Kommerorensie «Bupycbi». VX Buabl
11. CniocoGs1 60pBOBI ¢ KOMITBIOTEPHBIMHA BUPYCAMHU

okrwn

©ooNo®

Tema 4. Cucrema G6e3onacHocTH

1. Bonpocwul 013 o6cysycoenusn

1) 3apmauu cucTeMbl O€30MACHOCTH.

2) Mepbl IPOTHBOACHCTBUSA YyTPo3aM OE30MaCHOCTH.

3) Knaccudukanus mep.

4) OCHOBHbIC HOPMATHBHBIC PYKOBOJSIIHE JJOKYMCHTBI, KacalOIIUECs TOCYAapCTBCHHON

Tai{Hbl, HOPMATHBHO-CIIPABOYHBIE TOKYMEHTHI.

5) OcHoBHbIE MexaHu3MbI 3auThl AC.

6) Mopenu 0e30MacHOCTH ¥ UX IPUMCHEHHE.

2. Jlabopamopnaa paboma 3

IIu¢p npocroii 3amensnl. Taduauua Buxkunepa

1. Teopus.

CoBpeMeHHbIE KpUNTOrpaduuecKue CUCTEMBI TECHO CBS3aHBI C METOIaMH N (POBAHUS
COOOIIEHUH, KOTOpBIE, B CBOIO OYEpelb, 3aBUCST OT CI0c00a MCIOJIb30BaHHS KITIOUEH.
[Ipeyiaraemas mporpaMmma OTJIMYAETCS MPOCTOTOM MOHUMaHMSI CMBICIA MU (pOBaHus,
MO3BOJISIET MOTYYUTH KPUIITOTPAMMBI OJTHOTO U TOTO K€ MCXOTHOTO TEKCTa B 3aBUCIMOCTH OT
BBIOPAHHOTO KITFOYEBOTO clioBa. Kpome Toro, Takoii moaxoxa mmdpoBaHus MOXKET OBITh
IPUMEHEH B OJTHOKJIIOUYEBBIX KPUITOCHCTEMAX JJIS 3aIUThl MHPOPMALIUH B JIOKAJIBHBIX CETSX.

OmHOKITIOUEBbIe KPUNTOTPA(PUUECKIE CUCTEMBI SBIISIOTCS KIIACCHUECKUMH CHCTEMaMHU
Kpunrorpaduueckoi 3amuTbl HHGopmanuu. /i mudpoBanus U paciiippoBaHus COOOIIEHUN B
HUX UCIIOJB3YETCS OJIMH M TOT K€ KITI0Y, COXpaHEHHE KOTOPOTO B TaifHe oOecrieynBaeT
HA/IKHOCTb 3auThl HHGopMaruu. HIndpoBansHyio cxeMy B 3TOM cllydyae MO>KHO MPEJICTaBUTh
CIIEIYIOLIUM 00pa3oM:

Y = Ez(X)
X = Dz(Y) = Dz(Ez(X)),
rae X — OTKPBITHIHN TeKCT; Y — MHUPPOTEKCT;
D; — dynkus mmdpoBaHus ¢ CEKPETHBIM KIIIOUYOM Z;
E; — dynxuus pacmmdpoBaHus ¢ CEKPETHBIM KIIIOUOM Z.

OTKpBITHIN TEKCT, Kak MPaBUIIO, UMEET IPOU3BOJIBHYIO JIUHY. B CBSI3M ¢ 3TUM OH
pa3zbuBaeTcs Ha 6J10KH (PUKCHUPOBAHHOMW JJIMHBI U KaXAbIH OJI0K mHdpyercs B OTIEIbHOCTH,
HE3aBUCHMO OT €T0 MOJyYeHHUsI BO BXOTHON MOCIeA0BaTeIbHOCTH. COOTBETCTBYIOIIHE METOIBI
mM(poBaHus Ha3bIBAIOTCS OJIOYHBIMU, @ HanOOJIee BAXKHBIMU MIKU(PaMH IIPH ITOM SIBISIOTCS
mmdpsl 3amensl (moactaHoBky). Lndpsl 3aMeHbl 00pa3yroTes ¢ MOMOIIBbIO 3aMEHbI 3HAKOB
HCXO/IHOTO COOOIIEHMS Ha IPYTHe 3HAKH.

[Ipocreitmum mudpom 3amensl sBisiercs mudp Llezaps. B atom mmdpe OykBoI
MCXO/HOTO COOOIICHHS JTATUHCKOTO an(aBuTa 3aMEHAIOTCS OYKBaMU, PaclioOKEHHBIMU TPEMsI
no3unusaMu npasee. OHAKO BCKPBITHE TAKUX MH(POB JIETKO OCYILECTBIISETCS IMyTeM Iepedopa
BCEX BO3MOJKHBIX KIIFOUEH, B KAUECTBE KOTOPBIX MCIOJIb3YETCs BEIMUMHA CIBUTA OYKB
cooOuieHus B anpaBuTe, A0 MOSABICHUS OCMBICIEHHOIO TEKCTA.



YcToitunBoCTh mudpa 3aMeHbI MOKHO MOBBICHTD 33 CUET UCIIOIb30BaHHS
«repemernianHoro» andasura. OqHako Hanboiee CTORKUM K pacii(poBaHUIO COOOIEHUH 13
JAHHOTO KJlacca mugpoB aBiseTcs mudp noauandaBUTHON 3aMEHBI, B KOTOPOM MIPUMEHSIETCS
HECKOJIbKO aji)aBUTOB, IOOYEPETHO HUCIIOJIb3YEMBbIX ISl 3aMEHbI OYKB OTKPBITOTO TEKCTA.

PazHoBuAHOCTBIO IM(POBAHUS C UCTIOIB30BAHUEM MOINAN(DABUTHON 3aMEHBI 3HAKOB
coobuieHus sBisercs meroa Bikunepa (wnu mudp Bukunepa), B KOTOPOM BayKHYIO POJIb
UTpaeT KI0YEBOE CIOBO.

[TpuBeneM B kauecTBe MpUMepa MporpaMmy mudpoBaHUs TEKCTa COOOIICHHUS C
nomoinsko mmdpa Bwkunepa. [Iporpamma MoxkeT ObITh IPUMEHEHA JUISI CO3AAHUS
UPPOTEKCTOB € MOCIEAYIONIEH nepeaadeil UX B OHOKIIOYEBBIX KPUIITOCUCTEMAX.

MaremaTHuecKkas IOCTaHOBKA TaKOHM 33/1a4M 3aKJIF0YAETCS B CIEAYIOmeM. MHOXECTBO U3
26 an¢aBUTOB, IS AHTJIMHACKOTO TEKCTa (10 Ynucity OyKB), (GOpMUPYETCs TIOCIEI0BATEIBHBIM
LUKINYECKUM CIIBUTOM OYKB MCXOAHOrO andaBuTa (aHAIOTUYHO MPUHLIUITY POPMHUPOBAHUS
mdpa Lezaps). CoBokynmHOCTh Beex anaBUTOB 00pa3yeT Tak Ha3bIBaeMYIO TaOJIHIlY
Buxunepa.

[Tpu mmdpoBanun OYKBBI KIIFOYEBOTO CIIOBA OMPENEISAIOT BEIOOP KOHKPETHOTO
CABUHYTOTO an¢aBUTa, UCIIOIb3YEMOT'0 IIPU 3aMEHE COOTBETCTBYIOIIEH OYKBBI COOOIIIECHUSI.

IIponecc mmdpoBaHus MOXKET ObITh ONMCAH KaK MPOLIECC CYMMHUPOBAHUS 110 MOAYIIO 26
HOMEpPOB COOTBETCTBYIOIUX APYT IpYry OYKB OTKPBITOrO TEKCTa U KIFOUEBOTO CJIOBA.

B nannom ciyvae i ysCHEHHs IPHHIUIIA TIOTYYEHHS KPUIITOIPAMM C UCTIOJIb30BaHUEM
mmdpa BrknHepa mpuMEHNM KITFOUYEBOE CIIOBO U OJMH al(aBUT aHTITMHACKOTO S3BIKA.

Kaxnoii 6ykBe angasuta conocraBum nugppy (A Q0 0,B Q0 AR 25). KiroueBoe
cnoBo Ki 3amaeTcs onpezeneHHbIM KOJIMuecTBOM OyKB d M TOBTOPHO 3aITHCHIBACTCS O
mudpyeMbiM coobierneM Mj. B nanbHeiiniem B i-M crondue n3 1Byx OykB OykBa cOOOLIEHHs Mi
CKJIAJIBIBACTCS 110 MOAYJIFO 26 CO CTOsIIEH 10/ Heit OyKBOI KITFOUeBOro ciioBa Kj B BHE:

gi = mj + ki mod 26,

r7e gi — OYKBBI IOJYYEHHON KPUIITOTPaAMMBI.

Pacmm¢poBka KpUITOrpaMMBbl OCYIIECTBIISIETCS] BBIYMUTAHUEM KITFOYEBOT'O CJIOBA O
moayito 26. ITpu d = 1 mudp Bukunepa siensiercs mudpom Lesapsi.
2. [Ipumepsil.
[Tpumep 1. udp Lezaps

[Mony4yum KprnTOrpaMmy ¢ ucrosb3oBanueM mmdpa Lesaps ¢ kiarouom d = 1 Ha 6aze
aHIJIMHCKOTO ajgaBUTa, CTPOUYHBIN PErucTp.
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Jlnst pycckoro si3bika ¢ kiodom d = 10
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[Tpumep 2. Hudp Buxunepa
[ToryunM KpUNTOrpaMMy ¢ UCIIOJIb30BaHHeM IHdpa L{e3aps ¢ KIIFoUeBbIM CIIOBOM
«codey (kimoun «c=2», «0=14», «d=3», «e=4») Ha 6a3e aHrIHIicKOTO anudaBuTa, CTPOUHBIN

perucrp.

Ucxonnoe coobmenne [i |n [f Jo [r |m |f t i 0 n
Kmrouesoe citoBo c o |d c |o d e c 0 d
Kpunrorpamma k [b |1 |s [t Ja |[i x |k |c |q

JIj1 pycCKOro si3bIKa ¢ KIHYEBBIM CIIOBOM «KOI» (KIt0uH «k=10», «0=14», «1=4»).
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Kpunrorpamma T|bl | |(O|[O[P (U (A (M [H

3. [IpakTuKa.
CocTtaBbTe aNropuTMHUECKOE U IPOTrPaMMHOE 00ecTIeYeHuE:

1. IIpouenyp mudpoBanus u pacuMdpoBanus ¢ ucnoiab3oBaHueM mudpa Llesaps npu BBozE C
KJIaBUATyphl KJIF0Ya U MCXOJHOI'O WM 3aIIM(POBAHHOIO TEKCTA. YUTUTE PErHCTP BBOAUMOTO
TEKCTa.
2. IIpouenyp mudpoBanus u pacimppoBaHus ¢ HUcnoab30BaHueM mKdpa Llezaps npu BBoje ¢
KJIaBUATYPHI KIF0Ya U TEKCTOBOTO (aiiyia. YUYTuTe perucTp BBOAUMOTO TEKCTA.
3. Ilpouenyp mmdpoBanus u pacmuppoBaHus ¢ UCIIOIb30BaHNeM I ppa Bkunepa npu BBoaE
C KJIaBUATYPbI KJII0Ya U UCXOHOTO WM 3alIM(PPOBAHHOTO TEKCTA. YUTUTE PETHCTP BBOAMMOTO
TEKCTa.
4. ITpouenyp mudpoBaHus U paciiudpoBaHus ¢ UCHOIb30BaHUEM U pa Brkunepa npu BBoe
C KJIaBUATYPbI KJIt0Ya U TEKCTOBOTO (hailna. YUTUTe perucTp BBOAUMOrO TEKCTa.
5. Iloctpoiite nporpammuo Tabnuny Bikunepa u BeiBeauTe B (haii.

JU1s co31aHHOT O MPOTrPaMMHOI0 00ecredeHus IPOBeIUTe TECTUPOBAHUE HE MEHEE YeM
Ha 10 pa3nuyHbIX HAOOpaxX JTaHHBIX.

Tema 5. IlocTpoeHue 3aIMIIEHHBIX IKOHOMHYECKHUX CUCTEM
1. Bonpocwul 013 o6cyscoenusn
1) OcHOBHbIE TEXHOJIOTHH TOCTpOeHHUS 3aruineHHbx DMC.
2) Mecto b 5KOHOMHUYECKUX CHCTEM B HAIMOHAILHOM 0€30MaCHOCTH CTPaHBbI.
3) Konnemmuus Ub.
4) OcobeHHOCTH PaboTHI C TIEPCOHATIOM, BIIACIONIMM KOH(UICHIIMATLHON HH(POPMAITUCH.
5) TexHonornyeckue OCHOBBI 0OPAOOTKH KOH(PHICHIIMAIBHBIX TOKYMEHTOB.
2. Jlabopamopuasn paoboma 4

Oo6men kawyamu no Andppu-Xeamany

1. Teopus.

Jnist 3amuThl MHGOPMALIMU B BBIYUCIUTENBHBIX CETAX UCIOIb3YETCs TAKOH E
Kpunrorpaguueckoro npeoOpa3oBaHus Kak muppoBaHe, B KOTOPOM BCErla pa3inyaroT J1Ba
DIIEMEHTA: KITF0Y U alrOpUTM. [IpH 3TOM KITFOUOM SIBIISIETCS CEKPETHOE COCTOSIHUE HEKOTOPBIX
rapaMeTpoOB AJITOPUTMA KPUNTOIIPEOOPa30BaHUS COOOIICHHS.

Ha mpakTuke B 3aBUCIMOCTH OT CIIOCO0a IPUMEHEHHS KJIF0oUa Pa3InyaroT | THIa
KpUNITOTpaQUUECKUX CUCTEM:

o OJHOKIIOYEBBIE (CHMMETPUYHBIE)

e JIByXKitOueBbI€ (HECUMMETPUYHBIEC)

B omHOKIIOUEBBIX cHCTEMax, Ha3bIBAEMBIX TPAJUIIMOHHBIMH, KIIOUHM MIH(POBAHUS H
pacudpoBanus (J1.p.2) 1160 OJUHAKOBBIL, JTUOO JIETKO BBIBOJATCS OJUH U3 JIPYTroro, oo'
MeynBasi TAKUM 00pa3oM eUHBIN o0 KiTtod. Tako# KiTtou sSBISETCS CEKPETHBIE TIEPeIaeTCs
MOJTyYaTeTI0 COOOIIEHUS TOJIBKO 10 3aIIUIICHHOMY KaHaly CBSI3H.

OpHaKo MpH 3TOM UMEET MECTO CIEAYIOIIUI MapagoKc: eclu Al OOMEHa ee CeKPETHOTO
KJIF0Ya MCTIOIb3YETCs 3alUIIEHHbIN KaHall, TO HET HE0OX0AUMOCTH MU POBAThH
KOH(HIEHIIMATIbHBIE COOOIIEHUS, FOpa310 Mpole OTIPABUTh UX MO ITO: KaHATYy.

OTMeueHHBIH mapagoKc MOKET OBITh HCKIIIOUYEH UcToIb3oBanueM uaeu Auddu u
Xennmana, KOTOpbIe IPEUIOKUIHN ClIoco0 BEIPaOOTKH CEKPETHOTO Kiltoya 0e3
MPEBAPUTEIILHOTO COTJIACOBAHUS MEXAY a0OHEHTaMH CETH IyTeM 0OMeHa HH(popmanueil 1o
OTKPBITOMY KaHaly. DTOT criocod 0bu1 peanoxer Auddu u Xennmmanom B 1976 roxy u
ornyOJIMKOBaH B psze padoT mo kpunrorpaduu. Peanuzanus takoro crocoda npusena K
MOSIBIICHUIO OTKPBITOTO MU poBaHust. AGOHEHT CEro OTKPBITO COOOIIAN O TOM, KaKUM 00pazom
3amu@poBaTh K HEMY COOOIIEHUE, pacIn(poBaTh )Ke €ro MOT TOJIBKO OH CaM.



OCHOBHYIO POJIb IIPH BBIPAOOTKE CEKPETHOTO KIII0Ya B JAHHOM CIIy4ae UTParoT
MaTeMaTHYeCKUE ONEepaIiuy, KOTa npsmast oreparus CpaBHUTEILHO POCTa, a o0paTHas —
MPAKTUYECKH TPYAHO pearu3yema.

[TpsiMast onieparusi: BO3BECTH OCHOBAHHUE d B CTEIICHB p M B3SITh OCTATOK IO MOJIYJIIO M
BUJIA:

L = aP mod m.

OOpatHas onepanus: HAWTH p, 3Has L, a u m.

OO6parnas ornepanus (3a1a4a) Mpyu 3TOM MOXKET OBITh pelieHa MPOCTHIM MepedopoM
3HAYCHUH p, HO MIPAKTUYECKU HE PElIaeTcs Mpu OOJBIINX 3HAYCHHSIX P .

B mpemiaraemom anropurme BEIpaOOTKH CEKPETHOTO KIIF0Ya U3BECTHBI OCHOBAHHE @ U

mod m.

OTtnpaBuTens COOOIIEHUS C MOMOIIBI0 TeHepaTopa ciydaidHbeix yrcen (I'CY) momyuaer
cinyvaiinoe uuciio X (1 < x < m), Beluuciser 3HaueHue Lo = a’ mod m u noceuraer Lo
MOJTyYaTeIto.

[Tonyuarens npuHumaet Lo BeipabaTsiBaeT ¢ momoibto csoero I'CY ciyudaiinoe uucno Y

(1 <y < m), Beruncnser 3nayenue Lp = a’ mod m u moceiTaeT Lp oTmpaBuTeno.
X = ™ mod m.
X [TonmyyaTens BeIUUCHSAET
Otnpasurens npuanMaet Lp, Berauciser KO=Lp

Kp =L’ = modm.

Tak xak K0 = Kp., TO 3TO YHCIIO U SBISETCS OOLIMM CEKPETHBIM KIIFOUOM. 3JI0yMBIIUICHHUK,

nepexsaTuB L0 u Lp , He 3HaeT ciaydallHbIX YKMCEN X U ) U HE CMOXKET
pacundpoBaTh UCXOIHBIN TEKCT COOOIICHUSI.

3. [IpakTuka.

CocraBbTe mporpaMmmHoe o0ecreueHre, pealn3yrliee anropuT™ oOMeHa KIF0YaMH.
Kitoun nomkHbl aBTOMaTHUecKu (opMupoBathest B aitnel. JlomkHa ObITH 00ecnieueHa
HaIJBSITHOCTD BBITTOJTHEHUS aliropuT™a. [|Jist CO3JaHHOTO MPOrpaMMHOTO 00ECTICUEHHS
MPOBEANTE TECTUPOBAHUE HE MeHee YeM Ha 10 pa3audHbIx Habopax JaHHBIX.

Tema 6. 3amumenHble KOMNBIOTEPHbIE CHCTEMBI
1. Bonpocul 014 0ocysyncoenusn
1) Hcnonp3oBanue 3alIUIICHHBIX KOMIIBIOTCPHBIX CUCTEM.
2) 3ammra ONepanuoHHON CHCTEMBI H IPYTUX CUCTEMHBIX IPOTPAMMHBIX CPEICTB.
3) Opranuzaius 10CTyIa B JOKAIbHBIX CETSIX.
2. Jlabopamopnuas paboma 5
IIudp RSA
1. Teopus.

3amyTa JaHHBIX C TOMOIIBIO KPUITOTpaguyecKoro npeoOpa3oBaHus SBISETCS
3G EKTUBHBIM pelIeHUueM MpodeMbl X 6€30MacCHOCTH. 3an(poBaHHbIE TaHHBIE TOCTYITHbI
JUIIb T€M, KTO 3HA€T, KaKk UX paclIu(poBaTh, TO €CTh TEM, KTO 00J1a/1a€T COOTBETCTBYIOIIUM
KJIFOUYOM NG POBAHUS.

Opnnum 13 Hanbosee NepCHeKTUBHBIX KPUNITOrpapUuecKuX CTaHIapTOB Ha MU(pOBaHHe
JAHHBIX SBJISIIOTCS CHCTEMBI C OTKPBITHIM KJIIOUOM. B Takux cucremax ais mugpoBaHus
UCIOJIb3YETCS OJIH KIII0Y, a JIIs paciir@poBanus Apyroil. [lepBeiii Kitou sSBASETCS OTKPBHITHIM
N MO>KeT OBITh OIMyOJIMKOBAH JJIs U(POBAHUS CBOSH HHPOPMALIUK JTIOOBIM MOJIH30BATEIEM
cetu. [Tonmyuarens 3ammdpoBanHOi HHPOPMALIUK TSl pacIU(pPOBKU JaHHBIX UCIOIB3YET
BTOPOM KJIIOY, SBJISIOIIUICS CeKpeTHBIM. [Ipu 3TOM JOKHO cOOMI0IaThCs CIeyIolee YCIOBHeE:
CEKPETHBIN KJII0Y HE MOKET OBbITh OIpEeIeieH U3 OMyOIMKOBAaHHOTO OTKPBITOrO KIFOYa.

Kpunrorpaduueckue cucTeMsl ¢ OTKPBITBIM KIFOUOM UCIOIb3YIOT HEOOPAaTUMBbIE UITH
OJTHOCTOPOHHHE (PYHKIIMH, 00JIaal0NIUe BaXKHBIM CBOMCTBOM: TIPH 331aHHOM 3HAYEHUU X
OTHOCHTEJIBHO IPOCTO BBIYMCIUTH 3HaueHue f (x), oqHako, ecu y = f (x), To HET mpocToro myTH
IUIs1 BBIYMCIICHHSI 3HAYEHHUS X, TO €CTh O4YEHb TPYJHO PacCUUTaTh 3HaYeHHUE 00paTHOM QyHKIUH 1
11 1(y).

B HacrosIee Bpemst IMPOKO UCIIONIB3YETCSI METO KPUIITOrpaguIeCKOM 3alnuThl TaHHBIX
C OTKPBITHIM KJTt0uoM RSA, monyuuBIIMM Ha3BaHUE MO HA9aJIbHBIM OyKBaM (DaMIIIAIA €ro



n3obpetateneit (Rivest, Shamir, Adleman). Ha ocHoBe meTona RSA pa3paboTaHbl alropuTMbl
g poBaHus, YCIEIIHO IpUMEHsAeMble IS 3aiuThl uHpopmanmu. OH 001aJaeT BHICOKOM
KPHUIITOCTOMKOCTBIO U MOKET OBITh PEATU30BaH MPU UCIOIb30BAaHUU OTHOCUTEIHHO HECIOKHBIX
MIPOrpaMMHBIX U alfapaTHBIX cpeAcTB. JlaHHBINA METO TO3BOJIWI PEIIUTh TPOOIEMy
obecrieueHus MepCcOHANIBHBIX TOAMUCEH B YCIOBHUAX 0€30yMaXkHOM niepenadn u o0paboTKH
naHHbIX. Onucanue cxeM GopMupoBaHus MHUPPOTEKCTa B anroputMax tumna RSA npuseneHo B
pa3IM4YHOI uTEpaType.
Hcnonp3zoBanne meroga RSA nis kpunrorpaduueckoid 3auThl HHGOPMAIIUA MOKET
OBITh TIOSICHEHO C MTOMOIIBIO CTPYKTYPHOM CXEMbI, IPEJCTABICHHOI HAa PUCYHKE.
OYHKIIMOHUPOBAHNE KPUIITOCUCTEMBI Ha OcHOBe MeToa RSA npeanonaraer
(dbopMHpOBaHKE OTKPBITOTO U CEKPETHOTO Kitoueil. C 3TOH 11e1p10 HeOOXOMMO BBHITIOJTHHUTH
ClIeyIoIIMe MaTeMaTHYeCKHUEe OTepaluu:
e BriOupaem 1Ba OOJIBIIMX IPOCTHIX YUCIA P U (, IOHUMAs MO MPOCTHIMHU YUCJIAMU TaKue
4Kclia, KOTOpbIE AEATCS Ha caMo ce0s U uncio |
e Ormpegensiem N = pXq ,
e Brruucnsem uucio k = (p-1) (q-1),
® Bribupaem 6osbliioe ciaydaitHoe 9uciio o, B3auMHO MpocToe ¢ YucioM K (B3aUMHO ITpocToe
YHCIIO — 3TO YHUCIIO, KOTOPOE HE UMEET HHU OJHOTO OOIIETOo JeNUTeNs, KpoMe uncia 1)
e OmnpenenseM 4HUCIO e, i1 KOTOPOTO UCTUHHBIM SIBIISIETCS COOTHOLICHHE
(exd)ymodk =1
e [IpuHrMaeM B KaueCTBE OTKPBHITOIO KJItOYa Mapy 4ucen {e, N}
e ®DopMHUpOBaHUE CEKPETHOT'O KIFOYa B BHIC mapsl uncen {d, n}
Jis 3ammdpoBKH MepeaBaeMbIX JaHHBIX ¢ TIOMOIIBI0 OTKPBITOrO Kio4a {e, N}
HE0OXO0IMMO BBITIOJTHUTH OTICPAIIHH:
e Pa3outh mmdpyemslit TEKCT Ha OIOKH, KaXKAbIH U3 KOTOPBIX MOXET OBITH ITPE/ICTABJIEH B
Buze uncen M(i) =0,1,..., n -1
e 3ammdpoBaTh TEKCT B BHE MocieaoBaTeapbHocTd yncen M(i) mo ¢popmyie
C(i) = (M(i)®) mod n
e PacmmdpoBanue mmppoTeKkcTa MPOU3BOIUTCS C IIOMOIIBI0 CEKpeTHOTO Kitova {d, N} mpu
BBITIOJTHEHUH CJIETYIOIINX BBIUMCICHHIA:
M(i) = (C(i)%) mod n
B pesynbrare momydaem mociaenoBaTeabHOCTh uncea M(i), mpeacTaBasSionuX HCXOAHbIC
nanubie. Ha npaktuke mpu ucnoib3oBanuu metona RSA nnuna p u q cocrasnsier 100 u 6omnee

JECSITUUHBIX 3HAKOB, YTO 00ECIIEUNBAET BHICOKYIO KPUIITOCTOMKOCTh HIM(PPOTEKCTA.
M (1) =(C () xmod n {e,n}

3. [IpakTuka.

CocraBbTe MporpaMMHOE obecrieueHne, peanu3yroiiee aroput™M RSA. Ucxomnabie
JTaHHBIE JIOJDKHEI TTepeIaBaThes yepes (paitel: (aiisl ¢ OTKPBITHIM KITFOUOM, 3aKPBITHIM KIIFOUOM H
mdpyemas uapopmarnus. st co3maHHOro MPOrpaMMHOTO 00eCTIeUeHUs IPOBEIUTE
TECTHpPOBAaHUE HE MeHee YeM Ha 10 pa3nudHbIX HabopaxX JaHHBIX.

Tema 7. OcHoBbI KpunTOrpagun
1. Bonpocwut 0na obcysycoenusn
1) Mertomap! kpunrorpaduu.
2) Knaccudukarys mmdpoB 1Mo pa3iIudHbIM IPH3HAKAM.
3) Iudps! mepecTaHOBKH.
4) Iudps! 3aMeHBI.
5) Iudpsl raMMHpPOBAHHS.
6) HanexxHocTh mmdpos.
2. Jlabopamopnasn paboma 6
[ukanyeckue KOAbI

1. Teopus.



[Tpunin paboThl — METOJ TPOBEPKHU IIEIOCTHOCTH MAacCHBa OUT, OCHOBAHHBIN Ha
CBOWCTBAX OINEpALUU B3ATHS OCTATKA B IIOJMHOMHAIBHON apu(pMETHKE IO MOJYJIIO 2 C
ocHOBHBIMHE onepanusmu 0+0=0, 0+1=1, 1+0=1, 1+1=0, 0*0=0, 0*1=0, 1*0=0, 1*1=1.

CRC Cyclic Redundancy Check - (Lluknnueckuii H30BITOUHBIH KOHTPOJIBHBIN KO)
pe3yabTaT ONEpaluy B3ATHS OCTaTKa OT JAEJICHUS POBEPSEMOro OUTOBOrO MacCHUBa Ha
HEKOTOPOE YHCIIO-ACTUTENb, KOTOPOE 001a1aeT crieu(pUUIeCKUMHI CBOIICTBaMU paBHOMEPHO
"pa3ma3bIBaTh" U3MEHEHHE B HEKOTOPOM OMTE MacCHMBa Ha BO3MOXHO OO0JIbIIIee YHCIO OUT
pe3yiabTara. ITO YUCIIO-AeNINTEIb, Ha3bIBAEMOE 00Pa3yIOIIUM MTOJIMHOMOM, BEIOWpAETCs TakK,
9YTOOBI CaMO SIBJISUIOCH MOJMHOMHUAIBHO MTPOCTHIM - HE JISIMIOCH MOJIMHOMUAIBHO HAIENIO Ha
T00bIe Yrca OT 2 10 caMoro ceds. KpoMe TOro, eCTh U APYrHe KPUTEPUH BHIOOpa MOIMHOMA,
HaIpaBJICHHBIC HA YMEHBIICHUE BEPOSITHOCTH MPOIYCKA TUITMYHBIX OMIHOOK B KaHaJIax
nepeiayy JaHHBIX, TaK YTO CAMOCTUHHO BBIIyMbIBAaTh IIOJMHOMBI - JIEJIO HE TOJIBKO TPYAHOE, HO
U BpeIHOE.

[TommHOM MOXeET OBbITh 3alMCaH KaK B BUJIE CYMMBbI CTEIICHEN C HEHYJIEBbIMU (@ 3HAYHUT -
€IMHUYHBIMA) KO (HUIIEHTAMH, TaK ¥ MACKOM 3THX enuHIYeK. [[opsI0K 3ammucu equHuI B
MacKe OJJHO3HAYHO CBS3aH C MOPAIKOM 00pabOTKH OUT B IPOBEPSEMOM MacCUBE, IIOTOMY YTO B
nporecce pacuera CRC nmpomMexyTOuHBIH pe3ynbTaT HEOOXOJUMO [IMKJINYECKU CABUraTh B TY
e CTOPOHY, YTO U OUTHI IPOBEPSIEMOr0 MAaCCUBA, IPUYEM C/IBUraTh TaK, YTOOB! BBITECHSITUCH
CTapuIie creneHu nojauHoMa. Camas crapiiasi CTeleHb B MaCKe HE YUMTHIBAETCs, OHA
OIIpeIeNIAeT TONBKO YMCIIO0 OUT Macku. Hipke crapiiue CTerneHn OTAeIeHBI MporyckaMu. UToOb!
peanu3oBath npoBepKy ¢ npuMeHeHrneM CRC, moMHMO MacKu MOJMHOMA U MOPSAIKA CIIET0BaAHMS
OUT B MaccuBe (ONpeeNsIOIIEro HarpasieHe HUKIMYECKOro C/IBUra), HEOOXOIMMO 3HATh
HavanpHOe 3HaueHue CRC u Meron 3aBepuiaromieil MOAU(PUKALUU pe3yIbTaTa BEIYMCICHUS
CRC.

TUnu4HbIE METOIBI, TPUMEHSIEMBIE 1JI1 KOHTPOJIS LIEJIOCTHOCTH JaHHBIX IIPH [Iepeaade u
XpaHEeHUU:

CCITT-CRC-32 [Bce pacnipocTpaneHHBIe apXUBaTOPhI U TPOTOKOIBI ¢ CRC-32] OuThI
MaccuBa o0palaThIBatOTCsl, HAUMHasI ¢ Miajuero oura B 6aiire - LSB. OOpa3zyromuii moJnHoOM:
XMO+HXAL+XA2+ XM+ XS+ XAT XA+ XMLO0+ XML L+ XA 2+ XA 6+XN22+ X233+ XN 26 +XN32
Macka = EDB88320h, B koTOpOi#i nnpaBbie IM(PPBI COOTBETCTBYIOT CTAPIIUM CTETIEHSIM, CABHUT
BbITIONHSETCS BIpaBo. HauanbHoe 3nauenue - OXFFFFFFFF. Koneunas monudukarms -
nopaspsiJiHasi MHBEpCHUs BceX OMTOB pe3ysbTara.

CCITT-DOS-16 [apxuBatop LHA u, BepositHO, HekoTopble apyrue ¢ CRC-16] 6utbt
MaccuBa 00pabaThIBaOTCs, HAaUMHAas ¢ Muajuero oura B Gaiire - LSB. O0pa3yromuii monuHoM:
XM+HXM24+XAS +X216 Macka = A001h, B koTopoii mpaBbie IU(PBI COOTBETCTBYIOT CTAPILIUM
CTENEHsIM, CIBUT BBITIONHsAETCS BIpaBo. HauansHoe 3Hauenue - 0000. Koneunas monudukamnms -
OTCYTCTBYET.

CCITT-CRC-16 [mpotokomnsl nepeaaun ganubix ¢ CRC-16, Kontpons EMSI] 6utst
MaccuBa o0palaThIBatOTCsl, HaUMHasl co crapiiero outa B Oaiite - MSB. O6pa3yroniuii HOJTuHOM:
XM 6+ XM 2+XA5+XM0 Macka = 0x1021, B koTOpOi#t JieBble HU(PPHI COOTBETCTBYIOT CTaApUINM
CTETIeHIM, CABHT BhINIONHAETCA BieBo. HauanbHoe 3Hauenue - 0x0000. Koneunast Moupukanus
- OTCYTCTBYET.

Tenepb coOCcTBEHHO onucaHue BbhiunciaeHus: Pabouas nepemenHass W coOTBETCTBYIOLIEH
Pa3psAHOCTH, B KOTOPOI Oy/eT HaKaIrIuBaThCs pe3ysbTaT, MHUIMATU3UPYETCsl HauaabHbIM
3Ha4YeHHEeM. 3aTeM JJIsl KaKI0ro OuTa M BXOJHOTO MacCHBa BBIMTOIHIOTCS CIEIYIOIIIe
neiictBusi: W caBuraercst Ha 1 6ut (0 HampaBlieHUH CABHra cM. Bbiie) B ocBoboauBIIMiics 6ut



W nomemaercs Hysb. BUT, Tonbko 4TO BBITONKHYTHIN U3 W, cpaBHUBaeTcs ¢ OuTOoM M. eciu
OHH HE COBIAJIU, BBINOJHAETCS onepaius uckimovaroniero MJIN nag W u mackoii nmoivHoma,
pesynbrat 3aHocutcs B W. U Tak, nmoka He OyayT oOpadoTanbl Bce OuThl MaccuBa. [locie uero
Haa W npou3BOIUTCS KOHEUHAsT MO (DUKAIIHSL.

MoxHO cka3aTh, 4To 00b19HO Tak CRC CUMTAIOT TOJIBKO B CXEMHBIX peau3alisiX.
[Toromy, 4TO 3TO OUYEHB MEJUICHHO - BeJlb YHCIJIO [IUKJIOB PaBHO YKCITy OUT MaccuBa. [Ipu
peanu3alyy Ha IPOrpaMMHOM YpOBHE 00paboTKa BeleTcst BOCbMEpKaMu OUT - OalTaMH.
3aBoguTcs Tabnmuka u3 256 anemenToB. Kaxxnoe 3Hauenue - pedynsraT pacuera CRC Han
BOCBMEpPKOU OMT uHIeKkca 3emenTa: for i := 0 to 255 do tab[i] := count_crc(i); [Tocae sToro
pacuer CRC st MacciBa MOKHO BecTH Oaiitamu. Hagano u koHel pacdeTa, Kak U paHbiie. A
UK uaet A kaxaoro 6arra Q: W := W XOR Q; W := ciur(W, 8) XOR tab[ W ]

[Tpu LSB-nopsinke Q oneparus XOR BeimonHsieTcst Ha MitaqmmmMu outamu W, a ipu
MSB-nopsiike - Hax crapmuMu. MHIEKCOM B TaOIUIE CITy)KAT IMCHHO 3TH OUTHI.

baiiToBbIif TAOMUYHBIA METOJ] TPEOYET OIIYTUMBIX 3aTpat MaMaTu noj Tadmuiy. J{ms
CRC-32 tpebyercs Tabnuia pazMepoM B Kuiio0aiT. Eciu kunobaiT naMsTu Ais peaan3anuu
C OJTHUM IIMKJIOM Ha OalT MaccuBa 3To mepedop, MOKHO MPEATTIOKUTH KOMIPOMUCCHBIN
BapuaHnTt - cuutath CRC, He BocbMepkamu, a uerBepkamu 6ut. CRC-32-tabnuna u3 16
3HauYeHUi 3aiimeT 64 GaiiTa, HO CKOPOCTh OYAET HECKOIBKO HUXKE, YeM MpU OOJIBIION
TabJuIe, XOTs CYIIECTBEHHO BBIIIE, yeM 0e3 Hee BooOIIe.

B peanmzanuu pacuera CRC ms z-modem'a ecth 0uH TOHKHUN MOMEHT. Tam
JIOTIYIIIEHO OTKJIOHEHHE OT 0a30Boit cxembl. J[Be cTpoku nomensu mectamu: W := capur(W,
8) XOR Ttab][

W], W:=W XOR Q

B pesynbrare nonyuaercst He unctbiii CRC: koHTpoNbHBIN KO Z-modem'a st
MacCHBOB JI0 IByX 0aiiT pazmepom "paBeH" camoMy maccuBy. Hampumep, uis MaccuBa u3
IBYX 0alT 3 u 8, KOHTpOIbHBIN KoA OyneT paseH 0308h.

[ nakonen, onHo Manenbkoe 3ameuanue. Oneparnus Berunciaenuss CRC obpatuma. He
B TOM CMBICIIe, KOHEUHO, 9TO 10 CRC M0OKHO BOCCTaHOBUTH BECh MAaCCHB, @ B TOM, YTO €CIIH
nano CRC pazpsgaocta N 1 JaH HEKOTOPBIM MacCUB, B KOTOPOM T/ie-HUOYIb MOYKHO
noMeHsTh noapsa N 6ut, To moIorHaTh 3TOT MaccuB oA 3aaannyro CRC He crnoxkHee, yem
nocuyutath CRC. CRC He sBnsercs kpunrtorpadpuiyecku ycTOWYMBON Xen-(pyHKIHeH. |
3. [IpakTuka.

CocTaBbTe aNrOpUTMHUYECKOE U TPOrPaMMHOE 0OecTIeueHHE, pean3yIoniee alrOpUTM
CRC. B kauecTBe UCXOHBIX JaHHbIE — (haiii. [ co3JaHHOro MPOrpaMMHOTO o0ecTieueHust
NIPOBEINTE TECTHPOBAHNE HE MeHee 4eM Ha 10 pa3nmuvHbIX Habopax JaHHBIX.

Tema 8. O6ecneuenne Ub Ha ypoBHe rocygapcrsa
1. Bonpocwul 013 o6cyscoenusn
1) MexnyHapoanele craHaaptel HH(popMmanmoHHoro obOmena. Wb B ycioBumsx
¢dbyHkoHupoBanus B Poccun rinobanbHbIX ceTeil.
2) Hasnauenue u 3amauu B cpepe odecniedenus b Ha ypoBHE rocynapcrsa.
2. Konmponvnaa paooma 2
Bonpocsl kK KOHTPOJILHOI padoTe 2
Omnpenenne noustus «Cuctema HHGOPMAITHOHHONW 0€30MTaCHOCTH
DJeMeHThI CHCTeMbl THPOPMALIMOHHOM 6€301MacHOCTH
Onpenenenne noHsaTus «l'ocynapcTBeHHas TaitHa»
PerynupoBanue npaBoBbIX OTHOLICHUN B OOJIACTH 3aLIUTHI TOCYIaPCTBEHHON TalHBI
Monenu 6e30nacHOCTH X IPUMEHEHUE
. Mecto b 5KOHOMHYECKHX CHCTEM B HAlTMOHAIBHOW O€30MMacHOCTH CTPAHBI
. OCHOBBI KOH(UICHIIUATTLHOTO JOKYMEHTO000pOoTa
. Ocobennoctu paboTHI C IEPCOHATIOM, BIIACIONIUM KOH(UACHINAIBHOW HHPOpMaLneit
. IIpuHIMIIBI TOCTPOEHUS 3ALUILEHHBIX KOMIIBIOTEPHBIX CUCTEM



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

3.

e 6 o o o o o 00 e o o o

>

DJIEMEHTHI ONEePALUOHHON CUCTEMBI
VYnpaBneHue AOCTYIIOM I10JIb30BaTelIeld B ONMPEAMOHHBIX CUCTEMAX
[TaposibHast TOTUTHKA MOMYJISAPHBIX OMEPAIUOHHBIX CUCTEM
CocraB J10KaIbHO-BBIYMCIUTENbHBIX CETEN
KommyTaTopsl, KOHIIEHTPaTOPhI, MAPLIPYTU3ATOPHI
Opranusanus J0CTyIa B JOKaJIbHBIX CETAX
KoHTpoJIb ceTeBBIX MOAKIIOUECHUI
VYnpapieHue ceTeBoil MapiipyTu3anuein
VYrnpasneHnue J0CTYIIOM K KOMITbIOTEpam
Cucrema yrpaBiaeHuUs apOJIIMU
VYrpasneHnue J0CTYIOM K MPUIOKEHUSIM
YnpaBieHue 10CTyoM K OMOIMOTeKaM UCXOAHBIX TEKCTOB MPOTrpamMm
Tecm umozogoiit
Bank TecTOBBIX 3aJaHNIi pa3MellleH HA caliTe HEeHTPa HU(PPOBOro o0y4eHust
http://moodle.asu.edu.ru
KakoBa 1ienp peBU3MH yCTaHOBIEHHOTO 000pyA0BaHuUsA?
Wnentudukamys TMIOB 000pyI0BaHUS 1 YCTPOUCTB, CETH.
WNnentudukanus MECTOHAXO0XKACHUS KaXKIOTO AIEMEHTa CETH.
MOHUTOPUHT U aHaJIN3 pabOTHI CETH.
[Tepenoc nHpopMauu Ha YEPTEKH 3AAHUS ISl CO3/IaHUS KapThl HAPE3KHU.

JleiicTBusI, IpOLIEypbl U MEXAHU3MBI, CIIOCOOHBIE 00€CIIeYnTh 0€30aCHOCTh OT
BO3HUKHOBEHUS YIPO3bl, YMEHBIIUTh YSI3BUMOCTh, OTPAHUYHUTH BO3ACHCTBUE
MHILUACHTA B cUCTEME 0€30I1aCHOCTH, OOHAPYKUTh HHIUACHTHI U 00JIErYnuTh
BOCCTAQHOBJICHHE aKTHBOB - 3TO

3aluTHBIE MEPHI

KommuiekcHblie Mepal

[IpeBeHTHBHBIE MEPBI

Opranu3zanvoHHbIE MEPbI

Kaxkoga 1ieip peBu3uu cpeACcTB 3alIuThl CeTH?

CornacoBanue TpeOOBaHUII MO 3aIIUTE CETH CO CTPOUTEILHBIMA HOPMaMHU U
HOPMaMH CEKPETHOCTH.

OrneHka ciocoOHOCTEH KIIMEHTOB MOJIb30BAThCSI CETEBBIM 000PYIOBAHUEM H
MIPOrPaMMHBIM 00eCTIeYeHUEM.

BrlisicHeHne crmocoOHOCTH CETH TapaHTUPOBATh LIETOCTHOCTD JaHHBIX.
Omnpenenenue coctaBa anmapaTHO-MPOrPaMMHOTO KOMIUIEKCa, TPeOyIoIerocs
JUTSL 00eceueHnsl 3alU Tl CETH.

Kakwue maru cienyet npeAnpuHATh AJs aHAIM3a U PEIIeHUs POOJIeMbI B CETH TIOCTIe
cOopa maHHBIX 0 padoTte?

Omnpenenuts, ABISETCS M IpoOJieMa NePUOANIECKON HITH YCTOWYUBOI; COCTAaBUTh
CIHUCOK BO3MOXHBIX MPUYHH; PACCTABUTH IPHOPUTETHI PUUHH.

PaccraBuTh IpHOPUTETHI IPUYNH; UCIIOJIB3YsI CPEJICTBA YIPABJICHUS CETHIO UM METO
3aMCHBI, I/I)IeHTI/I(i)I/IHI/IpOBaTB OPHUYUHEBI; OTCICAUTb TCHACHIIMU C LNCIBI0 IMTPEABUICHUA
BO3HUKHOBEHHUS MTPOOIIEM B OYAyIIEM.

CocTaBUTh CIMCOK BO3MOXKHBIX IPUYHH; PACCTABUTh IPUOPUTETHI IPUYHH; UCIIOIB3YS
Cpe/CTBa YIPaBIEHHS CETHIO MIIU METO]l 3aMEHBI, HICHTU(UITPOBATH IPUIHHEI.
OnpenenuTb, MOXKHO JIM BOCIPOU3BECTH MTPOOIEMY; pACCTaBUTh PUOPHUTETHI
BO3MOJXKHBIX IIPUYXH,; UCIIOJIB3YA CPCACTBA YPABJICHUA CCTHIO UJIM MCTO 3aMCHBI,
UACHTU(DUIIMPOBATH TIPUYNHBIL.
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UTo U3 NpUBEIEHHOTO HUXKE TOJKHO OBITh BKJIIOUEHO B OTYET O MPOBEICHUU OLIEHKH?
CocraB ceTeBoii ammapaTypbl ¥ IPOrpaMMHOTO 00eCriedeHus, KOTOpbIE HE
YAOBJIETBOPSIIOT POMBIIIJIEHHBIM CTaHAAPTaM.

KypHaibl, MOKa3bIBAOIINE TCHACHIINIO K YMEHBIIIEHHUIO CKOPOCTHU TpaduKa B
OTpEJICIICHHBIX CErMEHTaX CETH.

Onucanue ciay4yaeB U MECT HECAaHKIIMOHUPOBAHHOIO JOCTYMA K (paiinam.

Onucanue TUIIOB MOJb30BaTeNel, Hau0oJIee YacTO CTAIKUBAIOLIUXCS ¢ TPoOIeMaMu
P TI0JIb30BAaHUU CETBIO.

IlepeyeHb OCHOBHBIX BOIPOCOB, BBIHOCHUMBIX HA IK3aMeH
Onpenenenne nousatuii «Mudopmarus» «MapopManmonnas 6e30macHoCTh, «CyObEKThI
WH(POPMALMOHHBIX OTHOLICHU
KareropupoBanue uadopmanuu
3ananue TpeOoBaHM K MH()OPMAIIMOHHOW O€30ITaCHOCTH OpraHU3aIluu
Buel BO3MOXKHBIX HapylIeHUH HHPOPMAIIMOHHOM cucTeMbl. O01mas kiaccupukanus
UH(POPMALMOHHBIX YTIPO3.
YTrpo3bl pecypcam KOMITbIOTEPHOI 0€30MacHOCTH. YTPO3bl, peain3yeMble Ha yPOBHE
JIOKaJIbHON KOMITBIOTEPHOM CUCTEMBI. YenoBeueckuid pakTop.
YTrpo3bl KOMIIBIOTEPHOM HH(OPMALINY, PeaTu3yeMble Ha allllapaTHOM ypPOBHE.
VY naneHHble aTaky Ha KOMIIbIOTEPHbIE cUCTEMBL. [IpUUnHBI ysI3BUMOCTEN KOMITBIOTEPHBIX
ceTen.
Cocras cpeacts u Mep 3amuThl nHGopmanmn. Kiaccudukanus cpeicTB U Mep 3alUThI
uHpopmarun
OO0BeKT U cyOBEKT 3alIUThl THPOPMALTUU
Kanaine! yreuku nadopmarun. Knaccuukarus kaHajaoB yreuky HHGOpMaUu
Mogenp HapymuTesns nHPOpMaAIMOHHOM 0€30MacHOCTH
Knaccugukanus Hapymmreneid ”HQOpMaLMOHHONW 6€30M1aCHOCTH
Komnerorepusie Bupycsl. Uctopus. Onpenenenue no YK PO.
Onpenenenue nousaTus «CucremMa HHPOPMALIMOHHONW OE30MTACHOCTH»
DNeMEeHTHI CUCTEMbI HHPOPMAIIMOHHOI 0€3011acHOCTH
Omnpenenenne nousaTus «l'ocynapcTseHHas TaliHa»
PerynupoBanue rnmpaBoBbIX OTHOIICHHH B 00JaCTH 3aIUThI TOCYIapPCTBEHHOM TalHBI
Mozenu 0e30nacHOCTH UX IPUMEHEHNE
Mecto b sxoHOMHUYECKHUX CHCTEM B HAllMOHAJILHOW 0€30IaCHOCTH CTpaHbI
OCHOBBI KOHOHUIEHIIMATBHOTO TOKYMEHTO000pOTa
OcoberHocTH paboOTHI C TIEPCOHATIOM, BIIAJICIONIUM KOHPUACHITHATHHOU HHPOpMaIuen
[TpyHIMIIBI TOCTPOEHUS 3AIUILIEHHBIX KOMIIBIOTEPHBIX CUCTEM
DIEMEHTHI ONEePaIlIOHHON CHCTEMBI
VYmpasieHne AOCTYIIOM M0JIb30BATENEN B ONIEPALMOHHBIX CUCTEMAX
[TaponbHast MONUTHKA MOMYJISPHBIX OMEPAMOHHBIX CUCTEM
Cocras JI0KaJIbHO-BBIUUCIUTENBHBIX CETEN
KommyTaTopbl, KOHLIEHTPATOPbI, MAPIIPYTU3ATOPbI
Opranuzanys J0CTyna B JOKAJIBHBIX CETAX
KOHTpOJIb ceTEeBBIX MOIKIIFOUYECHH
VYipasineHue ceTeBON MaplIpyTU3alUeH
VYrpasneHue 10CTyIIOM K KOMITBIOTEPAM
Cucrema yrnpaBieHHs NApOIIMHU
VYrpaneHue J0CTYIIOM K IPHIOKEHUSIM
VYnpaBieHue 10CTyrnoM K OMOIMOTEeKaM HCXOHBIX TEKCTOB IPOTrpaMM
[IpaBoBoe yperynupoBanue 3amuthl nHGopmanuu. Ctangaptel b



36. 3amuTa JaHHBIX KpUNTOrpahuIecKUMU MeTo1aMu. MeTob! IuppoBaHUsL.

37. 3ammTa JaHHBIX KPUNTOTpahUUECKUMHU METOAaMU. AJNITOPUTMBI ITU(PPOBAHUS.

Taoauna 9 — [lpuMepbl OLIEHOYHBIX CPEICTB € KJIAYaMH NMPABUIbHBIX 0TBETOB

N Bpewms
IIpaBunbHbBIN
Ne /it Tun 3aganus | opMyIMpOBKa 3aJaHUS oTBET BBIIIOJIHEHUS
(B MUHYTaX)
OIIK-1. CiocobeH oneHMBATh POJIh HHPOPMALINH, HHPOPMAINOHHBIX TEXHOJIOTHI 1 MH(POPMAITHOHHON 0€30I1aCHOCTH B
COBPEMEHHOM 00IIeCTBe, X 3HAUCHHE IS 0OecniedeHusI OO BEKTHBHBIX OTPEOHOCTEH INYHOCTH, 00IIIECTBA U
rOCyAapcTBa
1. 3anmanue OCHOBHBIMH HCTOYHUKAMH yTPO3 0 2
3aKpBITOTO WHPOPMAINOHHON 6€30IacHOCTH
THIIA SBIISTFOTCSI:
a. XWIIEHUE KECTKHUX JHCKOB,
TIOJIKJIIOYEHHE K CETH, HHCAHIepCTBO
6. IlepexBar maHHBIX, XHIIEHUE
JIAHHBIX, ©3MEHEHHE apXUTEKTYPbI
CHCTEMBI
B. XWUILEHUE NaHHBIX, TOJKYII
CHCTEMHBIX aIMHHHACTPATOPOB,
HapylIICHHE peraaMenTa padoThl
2. OCHOBHBIMHU pHUCKaMH WH(POPMAITHOHHON B 2
6€3011acHOCTH SIBIISIOTCS:
a. MckaxeHue, yMeHbIIEHHE 00bEMA,
MIEPEKOMPOBKA HHPOPMAIHN
6. TexHHYECKOE BMENIATEIHCTBO,
BBIBEZICHHE U3 CTPOsI 000PYIOBAHUS
ceTu
B. [Iloteps, uckaxenue, yreuka
uHpopMaLH
3. JInno, caMOCTOATEIBHO CO3aBLIee hit 2
nHdopmanuio 1160 NoNTyYUBIIEe HA
OCHOBAHMH 3aKOHA WJIM JIOTOBOPA IPaBo
paspemarh Wid OrpaHW4YHMBaTh JOCTYII K
HHPOPMALNH:
a. Mcrounuk undopmannmu
6. Ilotpeburens mHPOPMAITII
B. YHHYTOXHUTENb HHPOPMALIUIH
r. Hocurens napopmanun
1. Ob6nanarens nHGOpMaLUK
4. Bo3MoskHOCTE MOTyueHUs HHGOpMauu I 2
U ee MCIOJIb30BaHUs ITO:
a. Coxpanenue nundopmanuu
6. PacmpocTtpanenue napopmanyun
B. [IpenocraBnenue uHpopmayun
r. KouduaeHnuansHoCTs HHQOPMAIIH
a.  Jocryn k nHpopmManiu
5. WudpopmanmoHHas KyJIbTypa 00IIecTBa 3 2
Mpe/IoaraerT:
1. 3HaHWe COBPEMEHHBIX
MIPOTPaMMHBIX MIPOJTYKTOB
2. 3HaHHE MHOCTPAHHBIX S3bIKOB M X
MIpUMEHEHHE
3. ymenue paborarh ¢ HHpOpMalnei
IPY TIOMOIIHA TEXHUYECKUX
CpencTB
4. 3HaHWE S3BIKOB
IIPOrpaMMHPOBAHUS
6. 3ananue Jlate onpenenenne crennantbHbIX CneumnanbHbIe HCCIIEI0BaHUS 2
OTKPBITOTO | MCCIIEeN0BaHMH (CHenucCiIeIoBaHumit) 10 (cneunccneoBaHMs) -
THIA I'OCT P 51583 BBIIBIICHUE C
HCII0JIb30BAaHHEM




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

KOHTPOJIHO-U3MEPUTENIBHOM
anmapaTypbl BO3MOXKHBIX
TEXHUYECKUX KaHAJIOB YTCUKH
3amumaeMoi napopManun
OT OCHOBHBIX U
BCIOMOTaTeNbHbBIX
TEXHHYECKUX CPEJICTB U
CHCTEM M OLICHKA
COOTBETCTBHS 3AILUTHI
uHpOpMaUU TPeOOBAHUAM
HOPMAaTHBHBIX JJOKyMEHTOB
T10 3anIuTe MH(OOPMAITHH

JaTe onpeneneHue yrpossl
Oe3omacHOCTH HHPOPMALTUT

VYrpo3a 6e3omacHOCTH
nH(pOopManny - COBOKYITHOCTb
yCIOBUH U (haKTOPOB,
CO3JJAIONINX MOTCHIINATIBHYIO
WJIN peabHO
CYIIECTBYIOIIYIO OIIACHOCTb,
CBA3aHHYIO C YTEUKOM
uH(hOpMaLH, H/UITH
HECaHKLIMOHUPOBAaHHBIMU
W/MIIH HeTIpeIHAMEPEHHBIMH
BO3JECUCTBHUSIMHU Ha HEE.

Jatb onpeneneHre nHOOPMAIIMOHHOM
6e3omacuoctr Poccniickoit @eneparim

UH(GOPMAIMOHHAS
6e3omacHoCTh Poccuiickoit
®Denepaliy - COCTOSTHHE
3aIUICHHOCTH JIMIHOCTH,
o0IIecTBa ¥ TOCYAapCcTBa OT
BHYTPCHHUX W BHEIITHUX
WH(POPMAIMOHHBIX YTPO3,
IpH KOTOPOM
o0ecreunBarOTCA peann3anus
KOHCTUTYI[HOHHBIX IIPaB U
cBOOO/T UeIOBeKa U
IrPpaKIAHUHA, JOCTOMHBIE
KayeCTBO U YPOBEHb KU3HU
rpaxIaH, CyBepCHUTET,
TeppPUTOpHAITEHAS
[IEJIOCTHOCTB M YCTOMYMBOE
COLMATEHO-?)KOHOMHUYIECKOE
pasButue Poccuiickoii
®denepanuu, 060poHa U
6€301acHOCTh TOCYAAPCTBA

OcHOBHBIE HaMpaBIEHUS 00ECTICUSHUS
MHPOPMAITMOHHOK 0€30MaCHOCTH B
00acTi 000POHEI CTPAHBI B
COOTBETCTBUU C BOGHHOMW MOJIUTUKOMN
Poccuiickoit ®enepanun

B cootBeTcTBMY C BOEHHOM
noauTukon Poccuiickon
®denepaliii OCHOBHBIMU
HaHpaBJ’IeHI/If{MI/I o6ecneqel-m;1
HHGOPMATMOHHON
0e30IacCHOCTHU B 00JIaCTH
00OpOHBI CTPAHBI ABJISIOTCS:
a) CTpaTeruueckoe
CIePKUBaHUE U
MPEeOTBPALICHAE BOCHHBIX
KOH(IJIUKTOB, KOTOPEIE MOTYT
BO3HHMKHYThH B pe3yJIbTaTe
TIPUMEHEHHSI
HH(OPMAITMOHHBIX
TEXHOJIOTHH;

0) COBEpPIIIEHCTBOBAHNE
CHUCTEMEI 00€eCIIeueHuUs




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

10.

HH()OPMAITMOHHOM
6e3omacHOCTH BoopyKeHHBIX
Cun Poccutickoii ®enepanun,
JIPYTUX BOMCK, BOMHCKUX
(hopMHpOBaHMIA K OPTAHOB,
BKITIOYAFOIICH B ceOsl CUITBI U
cpecTBa HH(POPMAIHOHHOTO
MIPOTHUBOOOPCTBA;

B) IPOTHO3HPOBAHUE,
oOHapy>KeHHE U OI[CHKA
WH(GOPMAIMOHHBIX YIPO3,
BKITIOYAst yTPO3EI
Boopyxennbm Crtam
Poccuiickoit denepanuu B
nH(pOPMAIMOHHOM cdepe;

T) coaeicTBHE 00CCTICUCHHUIO
3aIUTHl HHTEPECOB
coro3HUKOB Poccuiickoit
®denepanyu B
uH(OPMaLMOHHOH cdepe;

1) HeHTpanu3anus
UH()OPMAITUOHHO-
TICUXOJIOTHIECKOTO
BO3IICHCTBUS, B TOM YHCIIC
HAIPaBJICHHOTO Ha MOPHIB
HUCTOPHYECCKUX OCHOB U
MATPUOTHICCKUX TPAIHUIINH,
CBSI3aHHBIX C 3aIUTOMN
OreuecTBa.

OpraHu3alMoHHas OCHOBA CHCTEMBI
obecrieueHust HHPOPMAIIMOHHON
6e30macHoOCTH

OpraHu3anMoHHYI0 OCHOBY
CUCTEMBI O0eCTICUeHH s
UH(OPMALMOHHOH
6€30M1aCHOCTH COCTABJISIOT:
Coget Deneparuu
Denepanbaoro Cobpanust
Poccuiickoit ®enepanumy,
Tl'ocynapctBennas Jyma
®OenepanpHoro Cobpanus
Poccuiickoit ®enepanumy,
IIpaBurenbcTBO Poccuiickoit
Oeneparnuu, CoBeT
bezonacnoctu Poccuiickoii
Oenepanun, heaepanbHbIe
OpTaHbI UCTIOTHUTETEHON
Bnacty, LleHTpanbHbIi 6aHK
Poccuiickoit ®enepanumy,
BoenHo-npomsInIeHHAs
komuccusi Poccuiickoi
Denepanyy,
MEXBEJOMCTBEHHBIE OPTaHBI,
co3naBaemsle [IpesunenTom
Poccuiickoit @enepanuu u
IIpaBuTenscTBOM
Poccuiickoit ®enepanumy,
OpTaHbI UCTIOTHUTETEHON
BIJIACTH CYOBEKTOB
Poccuiickoit denepanuu,
OpTaHBI MECTHOTO
CaMOYIpaBJICHHUS, OPTaHbI
CyJcOHOU BJIACTH,




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

MIPUHUMAFOIIUC B
COOTBETCTBUU C
3aKOHO/IATEILCTBOM
Poccuiickoit denepanuu
y4YacTHe B PEIICHUH 3a1a4 110
00€CIIEUEHUIO
nH(OpMaMOHHOK
0e30I1aCHOCTH.

OIIK-5. Cnocoben MPUMCHATH HOPMATUBHBIC ITPABOBLIC AKThbl, HOPMAaTHUBHBIC U MECTOANYCCKUC JOKYMCHTEI,

PErIIaMCHTUPYIOIINE ACATCIBbHOCTD IO 3aIlUTC I/IH(l)OpMaIII/II/I B cq)epe HpO(l)eCCI/IOHaHLHOﬁ JCATCIIBHOCTHU

1.

3amanue
3aKpPBITOTO
THUIIA

K npaBoBbIM MeTOAM,

obecrieuynBaOIMM HHPOPMAIIHOHHYIO

0€30IaCHOCTh, OTHOCSTCS:

a. Pa3pa0oTka anmapaTHBIX CPEACTB
o0ecIeueHHUs MPABOBBIX JaHHBIX

0. PaspaboTka u ycTaHOBKa BO BCEX
KOMIIBIOTEPHBIX IIPABOBBIX CETAX
JKypHaJIOB yuyeTa eUCTBUI

B. Pa3paboTka n KOHKpeTH3aIus
MIPaBOBBIX HOPMATUBHBIX aKTOB
obecneueHus 6e30MacHOCTH

B

Kaxue u3 npeyiokeHHbIX CBEJICHUI He
MOJITIeXKAT 3aCEKPEUHBAHUIO B
COOTBETCTBHE C 3aKOHOM Poccuiickoi
Depepanun «O rocyapcTBEHHON
TalHEe»?

1.CBeneHns 0 CYyITHOCTH U300PETEHUS 110
oduIHaTEHON MYOIUKAIIIH O HUX
2.CBeieHHsI O COCTOSIHUM 3/10POBbS
BBICIIIMX JIOJOKHOCTHBIX JuIl Poccun
3.Ceenenns o (hakTax HapyIICHHUS IPaB U
CcB00O/T YeI0BEKa

4.CBenieHus1, COCTaBIAIONINE TallHy
CJIEJICTBUS U CYJIOTIPOU3BOJICTBA
5.CBeJIeHHs O COCTOSIHUH NPECTYITHOCTH

2,3,5

Kakue creneHu ceKpeTHOCTH I
COCTaBJICHUS TOKYMEHTAIUH
YCTaHOBIIEHBI 3aK0OHOM Poccuiickoit
®enepanun ot 21 uronsg 1993 r. Ne 5485-
1 «O rocynapcTBeHHOH TaiiHE»?
1.CexpetHo

2. 105t ciry>keGHOTO MOJIb30BaHMS
3.COBEpIIEHHO CEKPETHO

4.0co60if BaxXHOCTH
5.KonpunenmnuansHo

6. AHOHUMHO

1,34

JlesTeIbHOCTD TI0 IPEAOTBPAIIIEHUIO
MOJTy9YEHHS 3aIIUIIaeMoi HHPOpMALTIH
3aMHTEPECOBAHHBIM CYOBEKTOM C
HapyIIeHHEM yCTaHOBICHHBIX
IIPaBOBBIMU JJOKYMEHTAMU WU
COOCTBEHHUKOM, BIIaJIeIbIIEM
nH(popManuK paB UK IPaBHII JOCTYIIA
K 3aIUIaeMol HHOpMaIyu:

1. 3amwura nHpOpMaInH oT
HECaHKI[HOHUPOBAHHOT'O JIOCTYIIA

2. 3amura nHbOpMaIIH oT
HECaHKIIMOHUPOBAHHOT'O BO3/ICHCTBUS

3. 3Bammura nHbOpMaIIH oT

HETpeTHAMEPEHHOTO BO3CHCTBUS




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

BeposTHOCTh NpUUKMHEHUS Bpela KU3HU
WIK 3J0POBBIO TPa)KJaH, HMYLIECTBY
GU3NUECKNX WM FOPUINICCKUX JIUI,
roCy1apCTBEHHOMY WIH
MYHHULHUIIAJbHOMY HUMYILECTBY,
OKpy’)Karomien cpene, IKM3HU WU
30POBBIO JKUBOTHBIX M PACTCHHUU C
YUETOM TSDKECTH 9TOrO Bpeja:

1. Pucx

2. Ymep6

3. OmnacHocTb

1

2

3amanue
OTKPBITOTO
THIA

B cootBercrBuu ¢ Ykasom IIpesunenra
«O0 yTBepkJICHUH MepeyuHs CBeICHUN
KOH(HICHIIMATBHOTO XapaKTepay K
KOH(HICHIIHATBHON HHPOPMALINU
OTHOCATCS

CBEICHUS 0 ¢axrax,
COOBITHAX U 00CTOSTEIBCTBAX
YAaCTHO JKU3HU TPAXKIAHHUHA,

MO3BOJISIOIHE
HUACHTU(PHUIIPOBATH ero
JMYHOCTh (mepcoHabHBIC
JIaHHBIC), 32 WCKIIIOUYEHUEM
CBEJICHUIA, noJIeKaIuX
pacmpocTpaHeHUIO B
cpeAcTBax MaccOBOU
nHdopmanuu B
YCTaHOBIICHHBIX
(denepanbHBIME  3aKOHAMH
Clydasix; CBEJICHUS,
COCTaBIAIOILNE TalHy
CIIEIICTBUSA u
CyJOIIPOM3BOJICTBA, a TaKXKe
CBEJCHUS O 3aIIUIIAEMBIX
B117006:'¢ u Mepax
TOCYIApCTBCHHON  3aIUTEHI;
cIIyKeOHbIe CBeJICHUS,
JIOCTYTI K KOTOPBIM
OTpaHUYCH opraHaMu
rOCyJapCTBEHHOM BJIAacTH B
COOTBETCTBUH c
I'paxxmanckum KOJIEKCOM
Poccuiickoit ®epepanuu  u
®denepanbHbIMU  3aKOHAMH
(ciy>xeOHas TaliHa);
CBEICHUS,  CBf3aHHBIE C
npodeccuoHaTLHOM
JESITEeAbHOCTBIO, JOCTYN K
KOTOPBIM OrpaHW4YeH B
COOTBETCTBUH c
Koncturyuueit Poccuiickoit
Denepanyu 1 dhepepanbHBIMU
3aKOHaMHU (BpaueOHas,

HOTapuajgbHas, aIBOKaAaTCKasA U
HHBIE BUJIbI
mpo¢eCCHOHANBHOMN TalHbI);

CBE/ICHUS,  CBSA3aHHBIE C
KOMMEpYECKOMH
JeSITENIbHOCTBIO, JOCTYIl K

KOTOPBIM OTpaHUYEH B




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

COOTBETCTBHU c
I'paxxnanckum KOJIEKCOM
Poccuiickoit ®epepauuu U
denepandbHBIMH  3aKOHAMH
(xoMMepueckast TaitHa);
CBEJICHUS 0 CYIIHOCTH
HU300peTeHus, MOJIC3HOU
MO WM IPOMBILIIICHHOTO
obOpasma g0 o¢HUIHANEHON
myOonuKanu MHGOPMAH O
HHX.

YT0 MOHMMAETCA IO
KOH(HICHIIHATHHOCTEI0 HHPOPMAIUU?

KOH(pMAECHIINATEHOCTD
HHPOPMALIUU — 3TO
COCTOSIHHE HH(OPMAIINH B
ONpeeNICHHbIN IEPUO/T
BpPEMEHH, KOTOPOe
XapaKTepu3yeTcs
OrpaHHYEHHEM Ha ee
pacIpocTpaHeHue U TOCTYI K
HEH B CBSI3U C €€ 3allUTON U
OXpaHOM ToCcyIapCTBOM MIIN
HHBIM O0J1aiaTesieM
JOKyMEHTHPOBAHHOM HH-
(dhopmarmu.
KondunaennuansHas
rHpopManus (TOKYMEHTEHI),
COCTaBJIsIfOIIAs TalHy, 3a
UCKITIOUEHHEM
roCyJITapCTBEHHOM, —
uHbOopMaIs OrpaHUYCHHOTO
JIOCTYIIa ¥ PaclpOCTPaHEHHSI.

Jlate onpeeneHye MNUOHAXA 110
YronoBHOMy kozekcy PO

nepenava, cobupanue,
MTOXUIICHHE WIIA XPaHEHHE B
[eNIAX Iepeaadn
WHOCTPaHHOMY TOCYJIapCTBY,
MEXTyHAPOIHOM JTHOO
WHOCTPaHHON OpraHu3ainu
WA UX TPEACTAaBUTEIISIM
CBEJICHUM, COCTABIISIONIUX
TrOCYAAapCTBEHHYIO TaliHy, a
TakKe Tepeaada uin
cobupanwue 1o 3a1aHUI0
MHOCTPaHHOU pa3BeIKU WU
Juua, AeMCTBYIOLIETO B €€
HHTEpecax, UHbIX CBEJCHUI
IS KCTIOJIb30BaHUS X
mpoTuB Oe3omacHocTH PO,
€CJIM TH JIeSHUSI COBEPLICHBI
WHOCTPaHHBIM TPAXKITaHUHOM
WJTM TUTIOM 0€3 TpakIaHCTBa

IIpuBecTH CUCOK CBEACHUN, KOTOPBIE HE
MOTYT COCTaBJISITh KOMMEPYECKYIO TaliHy

Cnucok CBEICHMIA:
COJICPKAIIMXCS B
YYPEIUTEIBHBIX TOKYMEHTaxX
FOPUINIECKOTO JINIIA, [10-
KYMEHTaX, MOATBEPIKIAIOLINX
(bakT BHeCeHHs 3aruceit o
FOPUINYECKUX JHUIAX U 00
VHIUBHyaTbHBIX




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

MIPEeIIPUHIMATEISAX B
COOTBETCTBYIOIIHE
TOCyIapCTBEHHBIE PEECTPHL;
COJIePIKALITIXCS B
JOKYMEHTaX, JAIOIIX IIPaBO
Ha OCYIIECTBICHUE
MPEIIPUHUMATEIECKOM
JeSITeBHOCTH;

0 COCTaBE MMYIIECTBA
rOCYIapCTBCHHOTO WM
MYHHITUTIAIBHOTO YHUTAP-
HOTO TIPEITIPHUSITHS,
TOCyIapCTBEHHOTO
YUpeKACHUS 1 00
HCTIOJIb30BaHUN UMHU CPEJICTB
COOTBETCTBYIOIITUX
OIO/IKETOB;

0 3arpsA3HEHUU OKPY>KAIOLLEH
Cpelbl, COCTOSIHUN
HNPOTUBONOKapHOU 0e3-
OIMAaCHOCTH, CAHUTAPHO-
AMUAEMUOJIOTUYECKOU 1
paanuaIoHHOH 00CTaHOBKE,
0€30MMacCHOCTH MHUIIIEBBIX
MPOAYKTOB U IPYTHX
(akTopax, OKa3bIBAFOIIUX
HETaTHMBHOE BO3ICHCTBHE HA
oOecrieueHne O€30MMacHOTO
(YHKIIMOHUPOBAHHSI
MPOU3BOICTBEHHBIX
00BEKTOB, 0€30IMaCHOCTH
Ka)I0T0 IPakaHUHA U
0e30MacHOCTH HACEJICHHUS B
EJIOM;

0 YHCJICHHOCTH, O COCTaBe
PpabOTHHKOB, O CHCTEME
OIIATHI TPYAa, 00 YCIOBHAX
TpyAa, B TOM 4ucie 00
OXpaHe TpyZa, O MOKa3aTesIx
POHU3BOICTBEHHOTO
TpaBMaTH3Ma U
npodeccuoHATLHOM
3a00J1IeBAEMOCTH, U O
HaJIMYMHU CBOOOIHBIX
paboumx mecr;

0 33JI0JDKCHHOCTH
paboTomarenei Mo BBITUIATE
3apabOTHOM TUIATHI U 110
WHBIM COIATIbHBIM
BBITLIATAM;

0 HapYIICHUSIX
3aKOHOATEIbCTBA
Poccuiickoit ®enepanuu u
(haxTax IpUBICYCHUS K
OTBETCTBEHHOCTH 3a
COBEPIIEHUE dTUX
HapyUICHU;

00 YCIIOBUSIX KOHKYPCOB HJIH
AYKIIMOHOB I10 MPUBATH3ALUU
00BEKTOB rOCYIapCTBEHHOM




Ne i/t

Tun 3amanus

DopMyIupOBKa 3a1aHUs

IIpaBunbHbIH
OTBET

Bpems
BEITIOJTHEHHS
(B MUHYTaX)

10.

WM MYHHIHMIaTIBHON
COOCTBEHHOCTH;

0 pa3Mepax H CTPyKType
J0XOZ0B HEKOMMEPUYECKUX
OopraHusaluii, o pazmMepax u
COCTaBE UX UMYIIECTBA, 00
HX pacxoax, 0 YHCICHHOCTH
1 00 oruiaTe TpyAa ux
paboTHHKOB, 00
HCIIONB30BaHUH
0e3B03ME3IHOrO TpyIa
rpaxkIaH B ACATEIbHOCTH
HEKOMMEpUECKOH
OpraHU3alHy;

0 TIepEeYHE JIUL, HUMEIOIIUX
npaBo JeicTBOBaTh 6e3
JOBEPEHHOCTH OT UMEHH
FOPHUIMYECKOTO JINIIA;
00513aTeJILHOCTD PACKPBITHS
KOTOPBIX WU
HCIOIMYCTUMOCTb
OrpaHNYCHUA O0CTYyIa K
KOTOPBIM YCTaHOBJICHA
UHBIMH (enepatbHbIMUA
3aKOHAMH.

KakuMm TpeGoBaHMAM TODKHA OTBEYATH
HHPOPMALUs, OTHECEHHAS K CITY)KeOHOI
TalHe?

HHPOPMALIHST MOXKET
SIBIIATBCS CITYKeOHOH TaitHOH,
€CITM OHa OTBEYAceT
CIICAYIOIINM TPEOOBAHUSIM:
. OTHECeHa
(benepaabHBIM 3aKOHOM K
ciyxe0Ho# nHpopmanmu o
JeSITeIbHOCTH
rOCYAapCTBEHHBIX OPTaHOB,
JIOCTYIl K KOTOPOM OIpaHu-
YeH M0 3aKOHY WU B CHITY
CITy’keO0HOI He00XO0IUMOCTH;
. SIBIISICTCS
KOH(pUICHITHATBHOM
nHpOpMaNUeH IPyroro JIuma
(xoMMepueckas TaitHa,
0OaHKOBCKas TaifHa, CEKpeT
TIPOU3BOJICTBA (HOY-Xay),
CITY>K€OHBIA CEeKpeT
MIPOU3BOJICTBA,
MIepCOHATBHBIEC JaHHBIC);

. He sIBJIeTCS
roCyAapCTBEHHON TaltHOU 1
He I0T1a/1aeT MO NepeueHb
CBEJICHUH, COCTABJISIONINX
TOCYAapCTBEHHYIO TaliHY;

. HoJTydeHa
MIPeICTaBUTENIEM
rOCyJapCTBEHHOTO OpraHa
WA OpTaHa MECTHOTO
CaMOYTIpaBICHHUS TOIHKO B
CHITY UCTIOTHEHUS
00s13aHHOCTEH 10 CITyX0e B
CIly4asix U B OPSJIKE,
YCTaHOBJICHHBIX




. Bpems
IIpaBunbHbIH
Ne /it Tun 3aganus | opMyIMpOBKa 3aJaHUS BBINIOJIHEHUS

OTBET
(B MUHYTaX)

(benepambHBIM
3aKOHOIATENLCTBOM, H HMEET
JENCTBUTENBHYIO WIN
MTOTEHIMAJIHHYIO IICHHOCTH B
CHIITy HEU3BECTHOCTH €€
TPETHUM JTUIIAM.

[ToyHBII KOMILJIEKT OLIGHOYHBIX MaTEpHaJiOB MO AWCHUILIHHE (Moaymo) (dhoHx
OLICHOYHBIX CPEJICTB) XPAaHUTCA B AJIEKTPOHHOM BHUJE Ha Kadenpe, yTBEep)KIaromel padouyro
IporpaMMy TUCHUIUTMHBI (MOAYIs), U B LIeHTpe MOHUTOpUHTA U ayJIuTa KauecTBa O0YUEeHHUS.

7.4. MeTonnuecKue MaTepuaJibl, onpeae/siiome Npoueaypbl OlleHUBAHUSA Pe3yJbTATOB
00y4YeHMs1 MO0 JUCHUILINHE (MOILYJII0)

MeToauueckune PE€KOMEHAAIMA 110 BBINIOJTHEHU IO J'laﬁOpaTOPHLIX U KOHTPOJBHBIX pa60T,
NMPOBEACHHUIO IK3aMECHA

OTt4eTt no 1abopaTopHoOii padore

Otuer no 1abopaTopHOil paboTe NnpencTaBiIsieTcs B 3JIEKTPOHHOM BHJIE. 3alllUTa OTYeTa
IPOXOAUT B (hOpME JTOKIIJa CTYIEHTA 110 BHIIOJHEHHON padOTe M OTBETOB Ha BOIIPOCHI
npenojasarelnd. B ciydae, eciiu opopmieHre oTueTa U HOBEICHHE CTYI€HTa BO BPEMs 3alUThI
COOTBETCTBYIOT YKa3aHHBIM TPEOOBAHMM, CTYCHT MOJIy4aeT MAaKCHMaJIbHOE KOJIMYECTBO
Oasos.

OCHOBaHUSMU ISl CHUKCHUS KOJIMYECTBa OAJIJIOB B JMANa30He OT max /10 min
SBIISIIOTCSI:

- OTCYTCTBHE CIIMCKa UCIOJIb30BaHHON TUTEPATYPHI,

- HeOpeKHOE BBHIIIOJTHEHHE,

- OTCYTCTBHE BBIBOJIOB.

OTueT He MOKET OBbITh MPHUHAT U MOJICKUT JO0pabOTKE B caydae:

- OTCYTCTBHSI HEOOXOAUMBIX pa3JIesioB,

- OTCYTCTBHSI HEOOXOAMMOro TpaguecKoro Marepuaa,

- HEBEPHBIX PE3yJIbTaTOB pacueTa.

B otuere no naboparopHoii paboTe T0JIKHO COAECPIKATHCS:

TuTynpHBI JIHUCT B COOTBETCTBUM C pEeKOMEHnanuud Kadeapbl WHOOPMAIMOHHON
6e3zomacHoctu (//fileserver)

3ajanue Ha TabOpaTOPHYIO padoTy.

Kpatkyto Teopuro.

X0/1 BBITIOJTHEHUS pabOThI: alTOPUTMBI, IPOrpaMMHOe o0ecrieueHne (MCXOAHbBIN Kox),
pe3yJbTaThl TECTUPOBAHUSI.

BriBogbI.

Kpurtepun onenkn 1adopaTtopHbIix pador:

— OLIEHKa «OTJIMYHO» BBICTABISIETCd OOydYaromeMycsi, €Cld CTYIAEHT BBITOJIHUI
CUTYallMOHHYIO (ITpo(heCCHOHANBbHYIO) 3a/1a4y BEpHO, IPEACTABICH OTUYET, MH(OpMAIHs B OTYETE
chopMynpoBaHa 000CHOBAHHO, JIOTUYHO U MOCIIEA0BATEIbHO, IPUMEHEH TBOPUYECKHUM MOAXO[,
YUYTEHbI OCHOBHBIE HOPMAaTHBHO-TIPABOBbIE JJOKYMEHTHI 110 HH(OPMAIIMOHHOHN 0€30MacHOCTH,;

— OIIEHKa «XOpOILO» BBICTABISETCS OOydYaloIeMycsl, €CJIM CTYIEHT BBITOJIHUI
CUTYallMOHHYIO (TpohecCHOHANbHYI0) 3a/lauy MPEeUMYIIECTBEHHO BEPHO, MPEICTaBIIEH OTYET,
uHpopManusgs B oTdyere chopMyIHpoBaHa OOOCHOBAaHHO, (OPMYIUPOBKHM KOHKPETHBIE,
IPUBE/ICHBI CCHUIKM Ha HOPMAaTHBHO-TIPABOBBIE JJOKYMEHTHI IO HHPOPMALIMOHHOM O€30MaCHOCTH,
JIOIYLIEHbI HEKOTOPbIE HETOUHOCTH, UMEETCs OJIHA HerpyoOas ommoka.

— OLIEHKA «YJIOBJICTBOPUTEIHHOY BBICTABIISACTCS 00YJaIOIIEMYCsl, €CJIN CTYIEHT BBITOJIHUII
CUTYaIIMOHHYIO (TpOo(heCCHOHATBbHYIO) 3a/1ady NMPEUMYIECTBEHHO BEPHO, MPEJCTaBIEH OTYET,
uHpopManus B oTdyere cHOopMyIHpOBaHA C HAPYIIEHUEM JIOTMKH, HE MOJHas, (HOpMyIHpPOBKA




06].[[8.51 Wiy HCIIOJIHAaA, UMCHOTCA OAHA U ABC HCI‘DY6BI€ OIJ_II/I6KI/I, MPUBCACHLI HCBCPHBIC CCHIJIKH
Ha HOPMaTHBHO-TIPABOBBIC JOKYMEHTHI 110 HH(POPMAITMOHHOW OE€30MaCHOCTH;

— OIICHKAa «HEYJIOBJICTBOPHUTEIHHO» BBICTABIACTCS OOYyYarOIIEMYCs, €CIU CTYICHT He
BBIMIOJIHWJI  CUTYAI[MOHHYIO (TpOQ)eCCHOHATBHYIO) 3aJady WM BBINOJHWI €€ HEBEpHO,
000CHOBaHUS HEBEpHBIC, JIMOO J1aH BEPHBIA OTBET 0e3 ero OOOCHOBaHWsA, CHENAHBI I'pyObIe
OIIMOKH, OTCYTCTBYIOT CCHUIKM Ha HOPMATHBHO-IIPABOBBIC JIOKYMEHTHI 110 WH(OPMAIMOHHOM
0e301acHOCTH.

Kpurtepun ouenku recra:

- OLICHKA «OTJMYHO» BBICTABISETCS CTYACHTY, €CIM OH yMmeeT 0e30luO0YHO
CaMOCTOSITENILHO 00padaThiBaTh W WHTEPIPETHPOBATH JIAHHBIC MPH PEIICHUU 331a4, KaK B
CTaHJapTHOM, TaK U B HECTAHAAPTHOU (HOPMYIUPOBKE;

- OLIEHKA «XOpOIIO» BBICTABISETCA CTYACHTY, €CIM OH yMeeT Oe30muO0YHO
CaMOCTOSITENIbHO 00pabaTbiBaTh M HWHTEPIPETHPOBATH  JAHHBIE MPH PEIICHUU 3a7ad B
CTaHJAPTHOW CUTYyAIlMH WIH 3a BepHOE pemienue 75% - 89% 3amanuii Tecra,

- OIICHKA «YJOBJIETBOPUTEIHHO)» BBICTABISETCS CTYAEHTY, €CIIM OH yMEeT MpH
peuieHun 3anad oOpabaThiBaTh JaHHBIE C ONOPOW HA CIPAaBOYHBIE MaTepHAbl M MOMOIIb
npernoaaBaTess, BEpHO BBIMONHS pu 3ToM 60% - 74% paboThL.

- OIICHKA «HEYJOBJIETBOPUTEIHHO» BBICTABISACTCA CTYIEHTY, €CJIM OH HE YMEET
MPaBUJILHO 00pabaThIBaTh JaHHBIE, BHITOTHUI MeHee 60% 3amaHuii TecTa.

- OIICHKA «3aYTE€HO» BBICTABIISICTCA CTYJEHTY, €CIM TECT CTYJEHTa OLICHEH HE HUXKE YeM
«YAOBIETBOPUTEIBLHOY;

- OLIEHKA «HE 3a4TE€HO», €CIIU TECT OIEHEH HUKE YEM «YJIOBIIETBOPUTEIHHON.

KounTtpoJsbHabie padoThl

KonTponpHas paboTa cOCTOUT U3 2-X 3a/IaHUH.

OcCHOBaHUSIMH U1 CHIDKEHMS OIEHKH 3a 3aJaHue SIBJISTIOTCS:

- OIIMOKH B OOBSICHEHUSIX U KOMMEHTApHIX MPU BEPHO BHITIOJTHEHHOM 3a/I1aHUU;
- HEMOJIHBIN OTBET I TEOPETUYECKUX 3aJaHUN;

- HeOpEKHOE BBINTOTHEHHE;

- MHOTOKpATHOE TIePENUChIBAHNE KOHTPOIHHOM paOOTHI.

3amaHue He MOXKET OBITh 3aCYUTAHO, €CJIH:

- 1aHbI JIBa HEBEPHBIX OTBETA HA TEOPETUUECKNE BOIIPOCHI.

Kpurtepun ouieHKH KOHTPOJIbHBIX padoT:

— OIIEHKA «OTJIMYHOY BBICTABISAETCS 00y4arOImIEeMycsl, €CITU CTYACHT MPOJEMOHCTPUPOBAI
FJ'Iy6OKI/I€ SHAaHUA TCOPETUICCKOro MaT€purajia U YyMCHUC UX ITPUMCHATD, 000CHOBAHHO M3JIOKHUII
CBOM MBICTH, CHAeNan HEOoOXOAUMBbIe BBIBOABI M Yy4el OCHOBHBIE HOPMATHBHO-IIPABOBBIC
JIOKYMEHTHI 110 WH()OPMAITMOHHOM 0€301MaCHOCTH

— OIICHKA «XOPOIII0» BBICTABIIETCS 00yUaromeMycs, ecii CTYIACHT IPOJAEMOHCTPUPOBAI
rITyOOKHe 3HAHHS TEOPETHUECKOTO MaTeprana i YMEHHE UX IPUMEHSITh, 000CHOBAHHO M3JIOKHIT
CBOM MBICIH, cJieNajdl HeoOXOAWMBIE BBIBOJBI M Yydel OCHOBHbIE HOPMAaTHBHO-TIPABOBBIC
JOKYMEHTHI 110 WH(POPMAIIMOHHOHN 0€30MacHOCTH, JOMYIIEHBI HEKOTOPhIe HETOYHOCTH, HMEETCSI
oJlHa HerpyOas omuoKa.

— OIIEHKA «YJOBJIETBOPUTEIBHOY BBICTABIISIETCS 00YJAIOMIEMYCs, €CIIA CTYIACHT OTBETHII
Ha BOIPOCHI MPEUMYILECTBEHHO BEPHO, UMEIOTCS 3aTPyIHEHHS B (HOPMYIUPOBKE BHIBOJIOB,
UMEIOTCS OJTHA MJTH JIBE HETpyObIe OMMOKH, yYTEHBI HE BCE HOPMATHBHO-TIPABOBEIE JOKYMEHTHI
1o nH(pOpPMAIIMOHHOM O€30MacCHOCTH;

— OIICHKAa «HCYAOBJICTBOPUTECIIbHO» BBICTABJIACTCA 06yqa101ueMyc;I, €CJIK CTYACHT HC nall
OTBCTHI Ha TOCTABJICHHBIC BOIIPOCHI, 000CHOBaHUS HCBCPHELIC, 0o JaH BGpHBIfI OTBeT 0e3 ero



000CHOBaHUS, CAETaHbI TPyObIe OMHOKH, OTCYTCTBYIOT 3HAHHUS HOPMATHBHO-TIPABOBBIX
JIOKYMEHTOB 10 HH(OPMAIIMOHHON 0€3011aCHOCTH.

OneHnBaHue CTYIEHTOB HA SK3aMEHE OCYLIECTBIISIETCS] B COOTBETCTBHE C TPEOOBaAHUSIMU
u kputepusimu 100-0ayuibHOM HIKaIbl. Y YUTHIBAIOTCS KaK PE3yJbTaThl TEKYLIErO0 KOHTPOJIS, TaK
Y 3HaHUS, HABBIKK M YMEHUS, HETIOCPEICTBEHHO MMOKA3aHHbIE CTY/IEHTAaMH B XO/I€ SK3aMeHa.

B cootBeTcTBUM ¢ OayibHO-peHTHHTOBOM cuctemMoii BAPC 1o NUCHUIUIMHE OTBOAMTCS
100 6amnoB (50 6amioB Ha Tekymre Gopmbl KOHTPOIIS B 50 6aII0B OTBOIUTCS HA DK3aMEH),

Texymmii KOHTPOJIb OCYIIECTBISIETCA B X0/ Y4eOHOrO Mpolecca U KOHCYJIbTUPOBAHHS
CTYJEHTOB, MO PE3yJIbTaTaM BBIIIOJIHEHUS CAMOCTOSITENIbHBIX U TEMAaTHYECKUX KOHTPOJIBHBIX
pabot. OH npexycMaTpUBaeT MPOBEPKY TOTOBHOCTH CTYACHTOB K TUIAHOBBIM 3aHSTHSM, OLIEHKY
KayecTBa U CaMOCTOSITEIbHOCTH BBINOJIHEHUS 3aJaHUI Ha IPAKTUUYECKUX 3aHATHAX.

Ha »k3ameHe ocyiecTBisieTcs KOMIUIEKCHAsI MPOBEpPKA 3HAHUM, HABBIKOB M YMEHHUU
CTYJIEHTOB 10 BCEMY TEOPETUYECKOMY MaTepUally AUCUUIUIMHBI U C TPOBEPKOM MPAKTUUECKUX
HaBBIKOB M YMEHHUM MO pa3pabOTKe [IOKYMEHTOB pPAa3JIMYHBIX BHUJIOB. [E€OpPETHYECKUE U
MPAKTUYECKUE 3HAHHS OLEHUBAIOTCA MyTeM KOMIBIOTEPHOTO TECTHUPOBAHUS U HA OCHOBAHHUU
MMCbMEHHBIX OTBETOB CTYACHTOB IO HECKOJIBKUM TEOPETUUECKUM BOIIPOCAM.

Kputepun onenkn 3xk3aMeHa:

— OLIGHKa «OTJIMYHO» BBICTAaBIAETCA OOydammeMycs, eCiH CTYICHT BBIOIHUI
CUTYaIIMOHHYIO (TPO(heCCHOHANBHYIO) 33/1a4y BEPHO, IPEACTaBICH 0TYET, HH(OpMAIs B OTYETE
chopMynrupoBaHa 000CHOBAHHO, IOTUYHO M MOCIEA0BATEIbHO, IPUMEHEH TBOPUYECKHM MOAXO/,
YUYTEHBI OCHOBHBIE HOPMAaTHBHO-TIPABOBBIE JOKYMEHTHI 110 WH(OPMAIIMOHHOH 0€301acHOCTH,

— OIICHKA «XOpOILIO» BBICTABISAETCS OOYyYarOIIEMycCsl, €ClIM CTYAEHT BBITOJIHUI
CUTYaIIMOHHYIO (MpodeCCUOHATBHYIO) 3a/layy MPEUMYIIECTBEHHO BEPHO, MPEACTABJICH OTYET,
uHpopmanus B oT4yere CHOpPMYNIHpOBaHA OOOCHOBAHHO, (OPMYIMPOBKH KOHKPETHBIE,
IIPUBENIEHBI CCHUIKY HA HOPMAaTHUBHO-TIPABOBbIE JJOKYMEHTHI 0 MH(OPMAIIMOHHOW O€30MacCHOCTH,
JIOIYIIIEHbl HEKOTOPbIE HETOYHOCTH, UMEETCsl OJTHA HerpyoOas ommoka.

— OLICHKA «YyJIOBJIETBOPUTEIHHO)» BBICTABIISAETCS 00YUAIOIIEMYCsl, €CIH CTYIEHT BBIIOTHUII
CUTYallMOHHYIO (TpohecCHOHANbHYI0) 3a/lauy MPEeUMYIIECTBEHHO BEPHO, MPEJICTaBIIEH OTYET,
uHpopManusg B oTyeTe chopMynHpoBaHa C HapYIIEHHEM JIOTHMKU, HE IMOJIHasA, (GOpMYJIMPOBKA
00111as1 MJTM HENOJIHAsL, UMEIOTCS OJIHA WJIM JIBE HETrpyOble OIIMOKH, TPUBE/IEHBI HEBEPHBIE CCHIIIKU
Ha HOPMaTUBHO-IIPABOBbIE TOKYMEHTHI 110 HH(OPMALIMOHHON O€30MacHOCTH;

— OLIEHKAa «HEYJOBJIETBOPUTEILHO» BBICTABIAETCS OOyYaroleMycs, €cld CTYJIEHT He
BBIMIOJHWJI CUTYallUOHHYIO (MpO(ecCHOHANbHYIO) 3aJadyy WIM BBIIOJHUI €€ HEBEpPHO,
000CHOBaHMS HEBEpHBIE, JTMOO /aH BEpHBIH OTBET 0Oe3 ero OOOCHOBaHUS, cIeNaHbl IpyOble
OIIMOKH, OTCYTCTBYIOT CCBHUIKM Ha HOPMAaTHMBHO-TIPABOBBIE JTIOKYMEHTHI 10 WH(OPMalMOHHON
0€30IM1acCHOCTH.

Tadauua 10 — TexHosioruyeckasi KapTa peiTHHIOBBIX 02J1J10B 10 JUCHHUILINHE (MOAYJIIO)

KonunuecTBo MakcumaiibHOE Cpok
Ne Kontpommpyemsie .
MEPOTPHUSATHIA KOJAYECTBO MpeJICTaBIIe
/1 MEPOTIPHUITHS
/ Gabl OaJuIoB HUA
OcHoBHOI 0J10K
1. Omeem Ha 3aHAMUU 18/1 18 o
2. Buvinonnenue nabopamopnou pabomol 6/1 6
- pacrnucanu
3. | Buinonnenue koumponvHou pabomol 2/5 10 o
4, Tecm 2/3 6
Bcero 40 -

Baok 6onycoB




KonunuectBo MakcumaiibHOE Cpok
No KonTponupyemeie .
Wi MepOTpUATHS MEPOTPUSTHIA KOJIMYECTBO MpEICTaBIIe
/ Ganbl OayToB HUSA
5. | llocewenue 3anamuii 6e3 nponyckos 1 3
6. | Ceoespemennoe vinonnenue cex 1 3
3a0aHull
7. | Akmuenocms cmyoeHma Ha 3aHAMuUuU 1 4
Bcero 10 -
JlonmoiHUTEIBLHBINH 010K
8. | Oxzamen ‘ 50
Bcero 50 -
UTOIroO 100 -
Tabiauua 11 — Cucrema mrpados (17151 0THOT0 3aHSTHSA)
[Tokazarenn bann
Ono3zoanue Ha 3auamue -1
Hapywenue yuebnoti oucyuniutul -1
Hezomoenocms k 3ansamuto -2
IIponyck 3anamus 6e3 yeaxcumenbHOL NPUUHbL -2

Taoauua 12 — llkaJia nepeBoaa peiTHHIOBbIX 0aJ1JIOB B HTOTOBYIO OIIEHKY 32 CeMeCTp
10 JUCHHUIIMHE (MOAYJII0)

Cymma 6amioB Onenka 1o 4-0ayuIbHOM 1IKase
90-100 5 (OTIIMYHO)
85-89
75-84 4 (xoporio)
70-74
65-69 3
6064 (YZOBJIETBOPUTEINIBHO)
Hwxe 60 2 (HeyOBJIETBOPUTEIHHO)

[Ipu peanuzanyu JUCHUIUIMHBI (MOYJIs1) B 3aBUCUMOCTH OT YPOBHS [TOATOTOBIEHHOCTH
00y4aroImuxcst MOTYT ObITh UCIOJIB30BAHbI HHBIE ()OPMBI, METOJIbI KOHTPOJIS M OLICHOUHBIE
CpENCTBa, HCXOMAS U3 KOHKPETHOM CUTYAalUH.

8. YYEBHO-METOJIUYECKOE 1 ”THOOPMALIMOHHOE OBECIIEYEHUE
JUCLMILIMHBI (MOLYJIS)

8.1. OcHoBHas quTEeparypa

1. Hlanbrun B.®., UadopmanmonHas 6e30macHOCTb U 3a1uTa nHpopMarmum/
[Manerun B.®. - M. : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0 -URL.:
http://www.studentlibrary.ru/book/ISBN9785940747680.htm| (95C «KoHCynbTaHT CTyeHTa).

2. 3amuTa napopmanuu: yueoHnoe nocodue / FO.M. Kpakosckuii - PoctoB H//] :
®enukce, 2016. - (Beicuiee obpasosanue). - URL:
http://www.studentlibrary.ru/book/ISBN9785222269114.html (OBC «KOHCYIbTaHT CTyaCHTAY).

3. KommiekcHble (MHTErpupOBaHHBIE) CUCTEMBI 0OecieueHus] 0€30MacHOCTH
[DnexTponnsIit pecypc] / Bopona B.A., Tuxonos B.A. - Beim. 7. - M. : ['opsiuas nuHus -
Tenekom, 2013. - (Cepus "Obecnieuenue 6e3onacHoctu 00bekToB"). - URL:
http://www.studentlibrary.ru/book/ISBN9785991202381.html (DBC «KoHCYabTaHT CTyAEHTA»).



http://www.studentlibrary.ru/book/ISBN9785940747680.html
http://www.studentlibrary.ru/book/ISBN9785222269114.html
http://www.studentlibrary.ru/book/ISBN9785991202381.html

4. 3amuTa HHPOPMAIMH OTPAHUYEHHOTO JOCTYIA OT YTEYKH M0 TEXHHYECKUM
ka"asiaMm / [.A. By3oB - M. : I'opstuast munus - Tenekom, 2015. - URL:
http://www.studentlibrary.ru/book/ISBN9785991204248.html (OBC «KOHCYIbTaHT CTyICHTAY).

8.2. lonostHuTEILHAS JIUTEPATypPa

1. OcHoBBI HTHGOPMAITMOHHON 0€301acHOCTH : YueOHoe mocooue aiist By30B / E.b.
benos, B.IL. Jlocs, P.B. Memepsiko, A.A. lllenynanos. - M. : I'opsuas nunus - Tenekom, 2011.
- URL.: http://www.studentlibrary.ru/book/ISBN5935172925.html (3bC «KoHucyabTant
CTYJECHTa»).

2. Nudopmanmonnas 6€30macHOCTb: 3aluTa U HanaaeHue / buprokor A.A. - M. :
JAMK TIlpecc, 2012. - URL: http://www.studentlibrary.ru/book/ISBN9785940746478.html
(OBC «KoHCYynbTaHT CTYACHTAY).

3. Tanarenko, B. A. OcHOBBI HHPOPMAITMOHHOH O€30MaCHOCTH: KypC
nekiui: yueb.mocobue / B. A. I'anarenko ; mox pen. B. b. berenuna.- 2-¢ u3., ucnp. - M. :
WnTepuer-YH-T UnpopMm. Texnonoruit, 2004. - 264 c. (45 3k3.)

4. Jlepsuuu I1.H. Monenu 6€30macHOCTH KOMIIBIOTEPHBIX CUCTeM.-M.: AKagemus,
2005. 144 c. (50 2x3.)

5. CapepaunoB A.A., TpaitneB B.A., ®enyno A.A. NudopmanmonHas 6€30MacHOCTh

OpeNnpusaTHs; yd. nocobue. -2 uzn. — M.: U3nat.-roprosas xopriopauus «/lamxos u K», 2005, —
336 4. (45 7x3.)

6. Xopes I1.b. MeTtoapl u cpencTBa 3aniuThl HHPOPMAIIUA B KOMIIBIOTEPHBIX
cuctemax : yu.nocobue. — M.: M3nat uentp «Axkagemus», 2005, — 256 c. (69 3k3.)
7. Menbnukos, B.II. Muadopmanuonnas 6€30macHOCTh U 3a1UTa HHPOPMAIINH :

nor. YMO no yH-TCKOMY HoJuTeX. 00pa3oBaHUIO B KauecTBE yueld. mocoOus i CTyICHTOB
BY30B, oO0yyatomuxcs no crnenuanbHocTi 230201 "MHpopMaimoHHbIe CUCTEMBI M TEXHOJIOTUN"
/ B. I1. MenvuukoB, Kneitmenos, C.A., [lerpakos, A.M. ; nox pea. C.A. Kneiimenosa. - 4-u3z. ;
ctep. - M. : Akagemus, 2009. - 336 c. - (Bsicmee npodeccrnonanbroe oopa3osanue). - ISBN
978-5-7695-6150-4 : 306-46. (19 7k3.)

8.3. UnTepHeT-pecypchl, He0OXOAUMbIE 1JIS OCBOCHU S JUCIUNIMHBI (MOIYJIS)

1. JiieKTpoHHO-0nOnoTeynass cucrema (OBC) 00O «IloanTexpecype»
«KoHcyabTaHT cTyaeHTa». MHoronpoduibHbli o0pa3oBatenbHbl pecypc «KoHCyabTaHT
CTYJIGHTay SIBIIACTCS DJIEKTPOHHON OMOTMOTEUHON CHUCTEMOM, MPEIOCTABISIONIEH JOCTYI Yepes
ceThb VIHTepHET K y4eOHOI nuTeparype U JOMOJHUTEIBHBIM MaTepHaliaM, MPUOOPETeHHBIM Ha
OCHOBaHUU TNPSIMBIX JI0TOBOPOB € MpaBoobiagarensimu. Karanor B HacTosiee BpeMs COAEPKUT
okoio 15000 nanmenoBanuii. Www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJINHBI

Jns mpoBeneHus MyOJIMYHOW 3allUTHl MPOEKTOB, HEOOXOAMMa MYJIbTUMEIUitHAs
ayJIUTOpUS C IIPOEKTOPOM.

Jns mpoBeneHust 1a0OpaTOPHBIX 3aHATHH HEOOXOIMMa KOMIBIOTEpHAs ayJUTOpus, B
KOTOpOM OpraHnu30BaH J0CTyN K ceTh MHTepHeT.

VYueOuble ayautopuu, Oubnuorexku AI'Y, LEHTp MOHUTOPHMHTAa U ayAWTa KauecTBa
00pa30oBaHusl, KOMIBIOTEPHBIE KJIACCHI, MYJIbTUMEIUIHBIE ayIUTOPHH.

PaGouas mporpamMmma IUCHUTIIMHBI (MOIYJIS) IPU HEOOXOAUMOCTH MOXKET OBITh aJanTHpOBaHA
JU1s1 OOy4deHwusl (B TOM YHCIIE ¢ MPUMEHEHHUEM JIMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTH)
JiaIy ¢ OTrpaHUYCHHBIMU BO3MOKHOCTAMU 310POBb, HHBAJIUAOB. I[J'ISI 3TOro Tpe6yeTc;1 3asABJICHUC
00yYaromuXCsl, ABJSFOIIUXCS JTUIAMHU ¢ OTPAaHUYCHHBIMU BO3MOKHOCTSIMU 3]I0POBBSI,


http://www.studentlibrary.ru/book/ISBN5935172925.html
http://www.studentlibrary.ru/book/ISBN9785940746478.html
http://www.studentlibrary.ru/

WHBAJIMIaMU, WM UX 3aKOHHBIX MPEJICTABUTENCH U PEKOMEHIAINH IICUX0JIOTO-METUKO-
NeIarornyeckor Komuccuu. J1Jist MHBaJIMIOB cojiepikaHue paboueii mporpaMMbl TUCITUTLTAHBI
(MOIyYJIs1) MOKET OTPEICNIATHCS TAK)KE B COOTBETCTBUH C MHAMBUAYAIBHON MPOTpaMMOin
peabmimTanyy HHBAIKUAA (MTPU HATMYWH ).



