MHWHOBPHAYKU POCCUA

denepanbHOE TOCYIapCTBEHHOE OI0HKETHOE
o0pa3oBaTeNbHOE YUPEeKICHUE BhICIIEI0 00pa30oBaHUs
«AcTpaxaHCKMi rocynapcTBeHHbIN yHuBepcuTeT uMenu B. H. Tatumesa»
(AcTpaxaHckuii TocyapcTBeHHbIN yHHBepcUTEeT UM. B. H. Tarumesa)

COI'JTACOBAHO
PyxoBonurens OITOII

P C.H.Bopucko
«15» man.2025 r.

YTBEPXIAIO
3aBenyronuii kKageapoit MaTeMaTHKN U
MHPOPMATHKH
: C.H.bopucko

«15» yass 2025 1.

PABOYASA ITIPOI'PAMMA JTUCHUIIVIMHBI MOAYJIS)

CocraBurenb(-1)

CornacoBaHo ¢ paboToIaTEISIMU:

Hamnpasnenue noarotoBku /
CHELUAaIbHOCTh
Hamnpasnennocts (mpoduins) OITOIT

KBanuduxarnus (creneHs)
dopma o0yueHus

l'on mpuema

Kypc

Cemectp

3ammTa uHdopmanuu

bopucko C.H., K.T.H., 101eHT, 3aBkadenpoit 3SHMU;
Mycradaes H.I'., k.T.H., noueHT kadeapst 3HMU;
TumomkuH A.A., K.T.H., JoueHT kadeapsl 3SHMU;
Yerunos A.C., K.T.H., 1oueHT Kadeapsl 3HMU
Crenannos Cepreii BanepreBnuy,

crapummii npenogasarenb Kageapsl 3SHMU

JlurBunoB C.II., K.T.H., 3aMeCcTUTEJIb KOMAaHIMPA
BOICcK0BOI1 yacTu 15644 o Hay4HO-HCCIIEA0BATE/IBLCKOM
U MCNbITATEJbHOM padoTe;

09.03.02 UndopmaumoHHbIE CUCTEMbI U TEXHOJIOTUH

IIpoexTHpOBaHMe M CONPOBOKICHUE
HH(POPMALMOHHBIX CHCTEM
O0axkasaBp

O4YHO-3204HASA
2023

3

5

3rameHck — 2025



1. HEJIN U 3AJJAYHU OCBOEHUS TUCHUIIVIMHBI MOAYJIs)

1.1. Heasimu ocBOeHHMs] AUCHUIUIMHBI (MOAYJIAA) SBISIIOTCA (opmMupoBaHHE y 00ydaeMbIX
3HAHUU B 00JIACTH TEOPETUIECKHX OCHOB MH(OPMAITMOHHON 0€30MMaCHOCTH, HABBIKOB MPAKTUIECKOTO
oOecnieueHrs 3amuThl UHGOPMAMU OT HECAHKIMOHHPOBAHHOIO JOCTyNma M 0e30macHoro
WCIOJIb30BAHUS POTPAMMHBIX CPEJICTB B HH(OPMAIIMOHHBIX CUCTEMAX.

1.2. 3apaun oCcBOeHHS IMCHMILIMHBI (MOAYJIs1): U3YUYEHHUE 3aKOHOJATEIbHBIX U HOPMATUBHO-
METOAMYECKUX OCHOB HMH(MOPMALMOHHON 0€30MacHOCTH M 3allUThl MH(POPMALUHU, CUCTEMAaTU3ALMS
MPUHIIUIIOB TOCYAApPCTBEHHOW CHCTEMBI 3allUThl WH(GOpPMAIMU; TOJyuYeHHEe Oa30BbIX HABBIKOB
JKCIUIyaTallul M pealu3allud  MEXaHM3MOB KpHUNTOrpapuueckux HpeoOpa3oBaHUil; MoJyuyeHHe
HAaBBIKOB PEAM3alUU MEPOIPHUATUN MO 00ECTIEYeHUI0 OE30MIaCHOCTH WH(POPMALIMOHHBIX CHCTEM Ha
OCHOBE ay/AuTa >KypHAJIOB 0€30MaCHOCTH; M3y4EHHME CIHOCOOOB aHAIU3 CTENEHU 3alUIECHHOCTU
nHGOPMAIIMY U OCYLIECTBIISATH NOBHIIICHHE YPOBHS 3aIIUTHI C YYETOM PAa3BUTUS MAaTEMAaTHYECKOTO U
IIPOrPaMMHOI0 00€CHeueHHs] BBIYMCIUTENBHBIX CHCTEM, pPa3padaThlBaTh CpPEACTBA, CXEMbl H
CHCTEMBl 3aIIUThl MH(POPMAIMH; HWMETh MPEJCTABICHHE O THUIIOBBIX MOJEIAX pa3rpaHUYCHUS
J0CTyna K MH(GOPMALMU U BO3MOXKHOCTSAX HX MCIIOJIb30BaHMsS B pealibHBbIX 3ajjauyax CO3JaHMs U
SKCILTyaTalii WH(OPMAIIMOHHBIX CHCTEM.

2. MECTO JUCIIMIIJIMHBI (MOAYJIs1) B CTPYKTYPE OIIOII

2.1. Y4yeOHas aucuumiuHa (MOAYyJdb) OTHOCHTCS K BapHaTUBHOM dYacTH (DJIEKTUBHBIC
JUCLUUIUIMHBI) Osioka 1 moaroroBku OakanaBpoB. OHa JIOTHYECKU U COJEPIKATENBHO-METOAMUECKU
B3aMMOCBs3aHa C AMCUMUILIIMHAMHM Oa3oBoi yacTu: MH(popManuoHHbIE TEXHOIOIMH, TEXHOJIOTHH
IIPOrpaMMUPOBaHUs, YIpaBleHUE NaHHBIMH, lIporpammupoBaHue Ha SA3BIKE BBICOKOTO YpPOBHS,
[IpencraBnenne 3HaHWK B MH(POPMALMOHHBIX cUCTeMaX, MH()OKOMMYHHKAIIMOHHBIE CHUCTEMBI H
cetu, OmnepallMOHHbIE CUCTEMbI, M BapuaTHBHON uacTu: LudpoBas oOpaboTka HHOpPMAIMH,
Opranuzanusa 9BM u cuctem.

2.2, lasi u3y4eHUs1 JAAHHOH y4eOHOW AUCHMIUIMHBI (MOAYJIs1) HEOOXOAMMBI Cieaylolue
3HAHMS, YMEHHs, HABBIKH, (popMHpPYyeMble NPeAMIeCTBYHIIUMHA Y4eOHBIMH JUCHUIIMHAMUA
(mopynsimu): IlpaBoBoe obOecneuenne uHGOPMAIIMOHHON Oe3onmacHOCTH. OpraHuU3alMOHHOE
obecrieyeHne  MH(pOpPMAIMOHHOM  Oe3omacHOCTH.  TexHHYeckHe  cpeicTBa  oOecreyeHHs
nH(popManuoHHO OGe3omacHocTH. OOIIECUCTEMHBIE OCHOBBI 3aIIUTHl WH(OpPMAIIUU | TIpoIlecca ee
00pabOTKM B BBIYMCIUTENBHBIX cucTeMax. [IpemoTBpailieHue HECaHKIIMOHUPOBAHHOTO IOCTYyMa K
KOMITHIOTEPHBIM PecypcaM U 3aliuTa MporpaMMHBIX cpencTB. Kpunrorpaduueckre METObI 3allIUThI
uHpopmanuu. 3ammTa UHOOPMALMOHHO-TIPOTPAMMHOTO OOECIIeUeHHsI Ha YPOBHE OMEPAIMOHHBIX
cucteM. 3ammura HHGOPMAIIMK HAa YpPOBHE CHCTEM yrpaBlieHus Oasamu naHHbIX. Crnenuduueckue
OCOOCHHOCTH 3aIlIUThl HH(POPMAIMK B JIOKATbHBIX M TJIOOATBHBIX KOMIIBIOTEPHBIX CETSX.
CoBpemenHble cpecTBa 3amuThl nHpopmanuu ot HCJI.

2.3. MMocaenyomme yyeOHbIe TUCHUIIMHBI (MOAYJIM) M (MJIM) MPAKTHKH, TSI KOTOPBIX
HE0OXO0AMMBbI 3HAHHWS, YMEHHsSl, HABBIKM, (OpMHpYyeMble JAHHOH Y4eOHOH JUCHUIINHOMH
(moayaem): HMudopMmanmoHHbIE TEXHOJOTHMH, TEXHOJOTMH MPOTPAaMMHUPOBAHUS, YTIpaBJieHHE
naHHbIMH, IIporpammupoBanue Ha sA3bIKE BBICOKOTO ypoBHs, lIpencraBieHne 3HaHUN B
nH(OPMaLIMOHHBIX cucTeMax, MH(HOKOMMYHUKAIIMOHBIE CUCTEMBI U ceTH, OniepaliliOHHbIE CUCTEMbI

3. IJIAHUPYEMBIE PE3YJBTATbBI OBYUYEHUS 11O JUCHUIIJIMHE (MOAYJIIO)
[Ipouiecc OCBOGHHS MUCHUIUIMHBI (MOIyJNsl) HampaBleH Ha (QopMHpOBaHHE JIIEMEHTOB
cnenyromen(nx) xommneteHuu(uit) B coorBerctBurn ¢ ®I'OC BO um OIIOII BO mo manHOMY
HAMpPAaBIICHUIO MTOJATOTOBKU / CHIEIIHATLHOCTH
a) yausepcanbHOH(bIX) (YK): YK-1.



Tabanna 1 — /lekoMno3unusi pe3yJbTaToB 00y4eHHs

Kon [Inanupyemsble pe3yabTaThl OCBOCHUS TUCHUTIIMHBI (MOIYIIS)
KOMIIETEHLIUU 3HaTh Ymerb Bnanets
YK-1 NYK-1.1 Meroauku | UYK-1.2 npumensars | UYK-1.3 METOIaMU
Cnocoben MOUCKA, coopa U | METOJUKH MOWCKa, | TIOUCKA, cbopa u
OCYIIECTBJIATh | 00paboTku uH(popMaiuu; | cbopa U 00pabOTKH | 00pabOTKH,
TTOUCK, aKTyallbHbIC POCCUICKHE U | HHPOpMAIUH; KPUTUYECKOTO aHAIN3a U
KPUTHYECKHI | 3apyOeXHble  HCTOYHHMKH | OCYILIECTBISATh cUHTe3a  HH(pOpPMaLUU;
aHaIn3 u | uHbOpMaIUu chepe | KpUTHUYECKUN  aHAIHU3 | METOJUKOH CHCTEMHOTO
CUHTE3 npodeccuoHanbHOM u CHUHTE3 | IOJX0Ja JJisi pelIeHus
uHpopManuu, | JeSITEIbHOCTH, MeToJ| | HH(pOpPMAIIUH, MMOCTABIICHHBIX 3a71a4.
MIPUMEHSITh CUCTEMHOI'0 aHaJIM3a. MOJTy4YEHHOM u3
CUCTEMHBII pa3HbIX HMCTOYHHKOB;
MOoAXON  JAJis MPUMEHSITh
pelIeHus CUCTEeMHBIH  TTOJXO]I
MOCTaBIIEHHBIX JUISE pelieHus
3a/1a4 MOCTABJICHHBIX 3a/1a4.

4. CTPYKTYPA U COAEP) KAHUE JUCHUIIJIMHbBI MOYJIS)
OO61as TpyA0eMKOCTh IUCHUIUIMHBI COCTaBIsAeT 3 3a4eTHbIX eaquHull, 108 dacos.

Tadauua 2 — CTpyKTypa U colepkaHue TUCHUILIUHBI (MO1YJIs1)

No
/1

HanmMeHnoBanune
(Temsr)

panena

Cemectp

Henens ceMECTpa

KonraktHas pabota

(B yacax)

Dopmsbl
TEKYIIETOo
KOHTPOJIS
yCIIeBAEMOCTH
(no HeoesiM
cemecmpa)
dopma

JI | 113

JIP | TK

K

AN IPOMEKYTOUHOM

aTTectaluu  (no
cemecmpam)

CamocTosr. paboTta

Oobmas
UH(POPMALIMOHHOM
0e3011acCHOCTH
UH(POPMALIMOHHBIX CHUCTEM.
[TonsiTue uHpOpMaLMOHHON

npobiema

0€30MacCHOCTH u
3alIUIIEHHON CUCTEMEL.
HeobOxomumocTh 3aIUTHI

WH()OPMAITMOHHBIX CHCTEM.
TexHuvyeckue MpeanoChbUIKu
Kpusnuca HH(pOpMaAMOHHON
0€30IacCHOCTH. Drarnsl
pa3BUTHUSA 3aIUTHI
uHpopmaruu. CoBpeMeHHAs
MOCTaHOBKA 33/1aYU 3alllUTHI
uHpopmaruu. OcHOBHBIE
3a7a4u obecrnieueHus

3alUThl ”HOPMAIUH.

[EEN

[EY
o

@pOoHTANBHBIN
onpoc




Yrpo3sl U 3aluTa
uHpopManun npu
peanu3anuu
UH(POPMALIMOHHBIX
IPOLIECCOB. [TonsiTue
yrpo3bl. Buasl npOTHBHUKOB
unu "Hapymutenei". OKHO
onacHoctH. Knaccupukarus
BUJIOB yrpo3
UH(POPMALIMOHHOM
0e3011acCHOCTH o
Pa3INYHBIM MPU3HAKAM.
VYrpo3bl JOCTYITHOCTH,
LIEJIOCTHOCTHU "
KOH(UICHIIMATbHOCTH.

10

®poHTATBHBIN
orpoc

IIpynunnbI HapyILICHUS
0€e30I1aCHOCTH
BBIYMCIUTEIILHEIX CUCTEM
ITonstTue TakcoHOMUU.
TakcoHomus yrpo3
0€30I1aCHOCTH. Y SI3BUMOCTD
3amuTel. OmnoOKy B
CHCTEMaX 3allUThI. DTaIbl
MOSIBJICHHUS OIIHOOK
3ammTel. KOMITOHEHTEI
CHCTEM, I'JI¢ YaIre BCETo
MIPOSIBIISIOTCS OITMOKHU
3aIUTEL.

10

@pOHTAIBHBIN
oIpoc

Bpenonocnoe I10.
KomneioTepHsle BUPYCHl U
CPEJCTBA 3aIIMTHI OT HUX
[ToHsITHE KOMIIBFOTEPHOTO
Bupyca. [Ipuznaku
MOSIBJIICHUSI BUpYCA.
Knaccugukarus Bupycos.
AnropurMuyeckas
0COOEHHOCTh MOCTPOCHUS
BHUpyca. BupycHas
CUTHaTypa. AHTUBUPYCHBIE
nporpammel. [IporpamMmsl
«CTOpOXKa», PEBU30PHI,
JIOKTOpa, IETEKTOPHI,
BaKIIMHBI.

10

OpOoHTAIBHBIN
orpoc

3amura uHbOpMAUU  OT
HECAHKIIMOHUPOBAHHOTO
JOCTyTa

Konrtpons nocrymna
MOJIB30BaTENEN K pecypcaM
NC. Monutop oOparieHui.
CtpykTypa MOHUTOpA
oOparieHui.
Wnentuduxanus u

10

@pOoHTANBHBIN
oIpoc




ayTeHTH(UKAIIS
nosb3oBareneit UC.
CniocoObI ayTeHTU(UKAITUH.

dopmasbHbIE MOJEIHN 10 | ®ponTanbHBII
0e3011acCHOCTH oIpoc
bazoBbie IIPEACTABICHUS

Mozeen 0€30I1aCHOCTH.

JIBa  OCHOBHBIX  KJlacca

MoJieen MOJIUTUKHA

0e30macHOCTH—

JUCKPELIMOHHBIN u

MaHnaTHbIH. CyObeKTbl U

00BEKTHI JOCTYyTIA.

JuckpennoHHas MOJENb

Xapuccona-Py330-YabmaHa.

ManpatHas monens bema-

Jlammagynsl.

Cranpaptbl 10 | ®ponTaNBHBII
UH(POPMALIMOHHOM OIpoc
0€30MacHOCTH. OcHoBBI

OpraHU3aIMOHHO-TIPABOBOTO
obecrieueHus
nH(pOpMaITMOHHOM
0e30MmacHOCTH

Poinb CTaHJapTOB
UH(POPMALIMOHHOM
6e3omacHoctn.  Kpurepuun
0e30MacHOCTH

KOMITbIOTEPHBIX cucTeM
MUHUCTEPCTBA 00OpOHBI
CIIIA ("OpanxeBas
KHHTa"). Kitaccert
3alUILEHHOCTH

KOMITHIOTEPHBIX CHCTEM.

WuTeprnipetanusi U pa3BUTHE
Kputepuer 06e3omacHOCTH.
PykoBopsiiue JIOKyMEHTHI
I'ocrexxommccun ~ Poccumn.
CrtpykTtypa TpeOoBaHuU
0€30I1aCHOCTH.

EBponeiickue KpUTEpUHU
0e30MacHOCTH
UH(POPMALIMOHHBIX
TEXHOJIOTH. YpoBHHN
0€301acHOCTH CHCTEMBI.
Pexomenmarmmn X.800.
Cranpgapr ISO 17799 -
«YnpaBiieHne
UH(POPMALIMOHHOM
0€30MacCHOCTHIO.

OcHoBHBIE HYHKIUU
OpraHN3alMOHHO-TTPAaBOBOMN




0a3sl. Bunsl
UH(POPMALIMOHHBIX
pecypcoB. OTKpbITas,
3amaTeHTOBaHHAS U
3amuiiaeMas nHpopManus.
Butagensusl 3anumaemMon
uHpopmanuu. [loustue
roCy1apCTBEHHAs TalHA.
Haznauenue u 3aauu B
cdepe obecrieueHUs
nH(pOpMaITMOHHOM
0€30MacCHOCTH Ha yPOBHE
rocynapctBa. OcoOEHHOCTH
cepruduxanyy u
CTaHJapTU3ALUU
KPUNTOTpapUUECKUX YCIIYT.
3akoHogarenbHas 6aza
UH(POPMALIMOHHOM
6e3omacHocTu. MecTo
nH(pOpMaITMOHHOM
0€30MacHOCTH
SKOHOMHYECKUX CHCTEM B
HallMOHAIbHOMN
0€30MacHOCTH CTPaHBbI.
Kounennus
nH(pOpMaITMOHHOM
0€30MaCHOCTH.

Kpunrorpaduueckue
METO/bI 3aIUTHI
Kpunrorpaduueckue
npeoOpa3oBaHusl.
[Mudposanue u
nemudpoBaHue
uH(pOpMaLIUH.
CHUMMeTpUYHBIE CXEMBI
ayTeHTU(UKALUU CYyOBEKTa.
HecummMerpruynbie cXxeMbl
ayTeHTH(uKanuu (c
OTKPBITBIM KIIFOUOM).
TudpoBanue nHGopMaLuu
C CEKPETHBIM KITFOUOM
(cuMMeTpHYHBIE
anroputmsel). CpaBHEeHHE
CUMMETPUYHBIX U
HECHMMETPUYIHBIX
QITOPUTMOB IIU(PPOBAHHUS.
KonTposs nenoctooctu
nansbIx. Ludposas
noanuck. Mcmoap3oBaHne
OTKPBITHIX KIIIOUEH.

10

@pOoHTAIBHBIN
onpoc

MeTtononorus nocTpoeHust

10

DpOHTAIBHBIN




3aIUIIEHHBIX CUCTEM oTpoc
Hepapxuueckuii METO
pa3paboTKy 3alIUIIEHHBIX
cucteM. CTpyKTYypHBII
npunuui. [Tpunoun
MOAYJIBHOTO
IPOrPaMMHUPOBAHUS.
Teopus Ge30macHbIX
cucreM. [Tonstue
JIOBEPEHHOM
BBIUMCIUTEIBLHON Cpeibl
(trusted computing base -
TCB). OcHOBHBIE ATaIBI
pa3pabOTKH 3alUIIICHHOM
CUCTEMBI: OTIpefiesieHUe
MOJINTUKHU O€30I1aCHOCTH,
MPOEKTUPOBAHUE MOJIETU
HNC, pa3pabotka koma UC,
oOecrnieueHre rapaHTHil
COOTBETCTBUS peain3anuu
3aJJaHHOM MTOJIUTUKE
0€30MacHOCTH.

Hroro 5 18 90 | 3auem

VYcnoBHble 0003HAUYEHUS:
JI — 3ansTus nekunonHoro tuna; I13 — npakrtudeckue 3austus, JIP — mabopaTopubie paboThI;
KP — kypcoBas pabota; CP — camocrosiTenbHas paboTa 1o OTAeIbHbBIM TeMaM

Ta6uuma 3 - MaTpuna cooTHeCeHHs Pa3iesIoB, TeM Y4eOHO JHCHUNINHBI (MOXYJIsl) U
¢dopMupyeMbIX B HUX KOMIIETEHIIH

Komnemenyuu
KA3b18a10MCsl 2
Temui, v
Kon-60 KOMNnemeHyuu OFBIIEE
paszoeinvl
uacos nepeuucnennvie 8 | KOJUYECTBO
OUCUUNTUHDL .
n.3) KOMITETEHIJUH
YK-1
O6mas npobiema UH(POPMALIMOHHOM 12 + 1

0e30macHOCTH HHPOPMAIIMOHHBIX CHCTEM
[Tonsatue napopMaIOHHON 0€30MaCHOCTH U
3aIMIIEHHON cucTeMbl. HE00X0aMMOCTE 3aIUTEI
MH(POPMAIMOHHBIX CHCTeM. TeXHUYecKue
MPETOCHIIKY KprU3rca HH)OPMaIMOHHON
6€30MaCHOCTH. DTarbl pa3BUTHS 3aLLIUThHI
nHpopmanmy. COBpeMEeHHas TIOCTAHOBKA 3a/1a4H
3anuThl nHpopMmaru. OCHOBHBIE 331241
o0ecrnedeHus 3aluThl HHQOpMaIUu.

VYrpo3sl U 3amuTa UHGOPMALMU MPU peaTu3aiu 12 + 1
MH(OPMAITMOHHBIX TTPOIIECCOB

[Tonsatue yrpo3sl. Busisl npOTUBHUKOB WK
"Hapymmureneil". OKHO OIacHOCTH.
Knaccudukanus BU10B yrpo3 nH(pOpMaMOHHON
0€30MMaCHOCTH IO Pa3IUYHbIM IPU3HAKAM.




VYTpo3bl JOCTYITHOCTH, LIETOCTHOCTH U
KOH(HICHIIMATLHOCTH.

[Tpuunnb! HapylIeHUs 0e30ITacHOCTH
BBIYHUCIINTCIIBHBIX CUCTCM. Ilonsarue
Takconomuu. TakcoHOMHS yrpo3 0€30MaCHOCTH.
VY s3BUMOCTD 3allIUTHhI. OH_II/IGKI/I B CHUCTEMaAx
3aIUThl. JTalbl IOSBIICHUS OIIMOOK 3alllMThI.
KommoHeHTsl  cmcTEM, TI[€  dYamie  BCEro
MIPOSIBJISIFOTCS ONTMOKY 3aIIUTHI.

12

Bpenonocnoe IIO. KomnbroTepHble BHpPYCHl U
CpeZICTBA 3alIUThI OT HUX

[TonsiTue komneroTEpHOTO BHpYyca. [IpusHaku
nosiBieHust Bupyca. Knaccudukanus BUpycos.
AnropurMuyeckast 0COOEHHOCTb TIOCTPOCHHUS
BHUpyca. BupycHas curnarypa. AHTUBUPYCHBIE
nporpaMMsl. [IporpaMmMsl «cTOpOkKa», peBU30PHI,
JIOKTOPA, JE€TEKTOPbI, BAKIINHBI.

12

3amuTa nHPOPMAITUU OT HECAHKIIMOHUPOBAHHOTO
J0CTyIIa

KonTpose 1octyna nonb3oBaTeneit kK pecypcam
NC. Mounutop obpamienuii. CTpykTypa MOHHUTOpA
obpamiennii. Unentndukanus u ayreHTrGuKanms
nosib3oBareseit MC. CnocoObl ayTeHTH)UKAIIUY.

12

dopmalibHbIE MOZIENN OE€30M1aCHOCTH

bazosrie MPECTABICHUS MoJeIeH
Oc3onmacHOCTH. J[Ba OCHOBHBIX KJlacca MOJCIICH
MOJIUTUKYA  O€30MaCHOCTH— JUCKPEIMOHHBIA U
MaHgaTHbI. CyObeKTHI W OOBEKTHI JOCTyIA.
JuckpenuonHass  MoAenb  XapuccoHa-Pys3o-
VYanemana. Mannataas monens benna-Jlamamyssl.

12

Crangaptel MH(OPMALMOHHOW OE30MAaCHOCTH.
OcHoBBI OpraHU3alMOHHO-TIPAaBOBOTO
obecrieueHrs UHPOPMAIIMOHHOM 0€30MacCHOCTH
Ponp CTaHJapTOB MH(POPMALMOHHOM
0€30MacHOCTH. Kpurepuu 0e30macHOCTH
KOMIIBIOTEPHBIX CUCTEM MMHUCTEPCTBA OOOPOHBI
CIIA ("OpamxeBas kHUTa"). Krnaccer
3alUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM.
WNurepnperauss  u  pasButue  Kpurepues
0€30MacHOCTH. PykoBonsmue JIOKYMEHTBI
I'ocrexxkomuccnn Poccun. Crpykrypa
TpeGoBaHUI 0€30MacCHOCTH. EBponeickue
KpuTepun  0e30macHOCTH  MH(GOPMALMOHHBIX
TEXHOJIOTUH. YPOBHU O€30MaCHOCTH CUCTEMBI.
Pexomenparmmu X.800. Crammapt ISO 17799 —
«Y1paBiieHHe MH(POPMALIMOHHOM
0€30I1aCHOCTBIOY.

OcHOBHbIE PYHKLIUU OpraHU3allMOHHO-TIPAaBOBOM
6a3bl. Buapl nHGOpMAaLMOHHBIX PECYPCOB.
OTkpblITasl, 3a1aTEHTOBAHHAs U 3aIlMIAcMast

12




nHpopmanus. Biagenpien 3ammmaeMon
uHpopmanuu. [ToHsTHE TOCYAapCTBEHHAS TaliHA.
Hasnauenue u 3aaun B cepe odbecreyeHus
MH(POPMAIIMOHHOH 0€30MacHOCTH Ha yPOBHE
rocyzaapctBa. OCOOEHHOCTH cepTU(UKAINN 1
CTaHJApTH3ALMH KPUITOTPAPUUECKUX YCIIYT.
3akoHomaTenbHasA 6a3a HHHOPMAMOHHON
6e3onacHocTi. Mecto nHPOPMATMOHHOH
0€30MacHOCTH YKOHOMHYECKHX CHCTEM B
HaIIMOHAJFHOW 0€30MaCHOCTH CTpPaHBbI.
Konnenuus napopManmoHHO# 6€30MacHOCTH.
Kpunrorpaduueckie METO bl 3aIIUTHI 12 + 1

Kpunrorpaduueckue npeodpa3oBaHusi.
HIudposanue u nemmdpoBanue nHHOPMAIIHH.
CHuMMeTpHUYHBIE CXEMBbI ayTEHTU(UKALIUU
cyobekTa. HecumMmMeTpuuHblie cXeMbl
ayTeHTU(UKAIUH (C OTKPBITHIM KITFOUOM).
HIndpoBanre HHPOPMALIUU C CEKPETHBIM
KJIFOUOM (CUMMETPUYHBIE AJIITOPUTMBI).
CpaBHEHHE CHMMETPUYHBIX M HECUMMETPUYHBIX
anroputMoB mudposanus. KoHTpomnb
LeI0CTHOCTU AaHHbIX. [{udpoas nmoanuce.
Vcnonb30BaHue OTKPBITHIX KIIIOYEH.

MeTto1010r1sI TOCTPOCHUS 3AIUIIEHHBIX CUCTEM 12 + 1
Hepapxuueckuii MeTo1 pa3paObOTKH
3aIUIIEHHBIX cucTeM. CTPYKTYPHBINA MPUHITHIL.
[IpuHUIKIT MOAYIBHOTO TPOTPAMMUPOBAHUSL.
Teopus 6e3omacubix cucrem. [lonsarue
JIOBEpEHHOM BBIYMCIUTENBHON cpeabl (trusted
computing base - TCB). OcHOBHBIE 3TaITbI
pa3pabOTKH 3aIIUIIEHHON CUCTEMBI:
orpeziesieHUe MOJIUTUKH 0€30I1aCHOCTH,
npoektupoBanue mojaenu MC, pazpaboTka koga
NC, obecrieuenne rapaHTU COOTBETCTBHS
peanu3ainy 3aJJaHHOM MOJIUTUKE OE30MaCHOCTH.

5. METOAUYECKHUE YKA3AHMUA 110 IPEITOJABAHUIO
N OCBOEHMIO JUCIUIIJIMHBI (MO YJIS)

5.1. Yka3anusi 1Jis1 mpenojaBartesieil 0 OPraHu3ali M NMPOBeJICHUI0 Y4eOHBIX 3aHATHI
10 JUCUMITINHE (MOIYJII0)

OcHoBHBIE (POPMBI 3aHATUN 1O JTAHHON JUCIUIUIMHE SBISIOTCS MPAaKTHYEeCKHUE (CEMHUHAPCKUE)
3aHATHS.

[IpakTHyeckoe (CeMHUHAPCKOE) 3aHATHE - 3TO ocolast Gpopma yuyeOHO-TEOPETUYECKUX 3aHITUH,
KOTOpasi, KaKk NpaBWIO, CIYKWAT JONOJHEHHEM K JIEKIIMOHHOMY Kypcy. Ero ornuumrensHON
0COOEHHOCTBIO SBIISICTCS AKTUBHOE YYacTHE CAaMUX CTYACHTOB B OOBSICHEHHH BBIHECEHHBIX Ha
paccmoTpenure mpobiieM, BompocoB. IlpemogaBaTtens naeT BO3MOXHOCTb CTYAEHTaM CBOOOJHO
BbICKa3aTbcsid IO OOCYXJIaeMOMY BOIPOCY U TOJBKO TIOMOTaeT MM IMPaBUIBHO MOCTPOUTH
oOcyxnenue. CTyneHThl 3a0JaroBpeMEHHO 3HAKOMSTCS C IUIAHOM CEMHHAPCKOTO 3aHATHUS H
JUTEPaTypoi, PEKOMEHIYyeMOW JJIsi H3Y4EeHUS JaHHOH TeMbl, YTOObBI HMETh BO3MOXHOCTb
MOATOTOBUTHCS K ceMHUHapy. [Ipu MmoAroToBke K 3aHATHIO HEOOXOIAMMO: MPOAHAIM3UPOBATH €ro



TEMy, MOAyMaTb O LEIM W OCHOBHBIX MpPOOJeMax, BHIHECEHHBIX Ha OOCYXJEHHE, BHUMATEIHHO
IIPOYUTATh KOHCIEKT JICKIIMM IO 3TOW TEME; U3yYUThb PEKOMEHIOBAHHYIO JINTEPATYPY, Henas MpU
3TOM KOHCIIEKT IPOYUTAHHOTO WJIH BBIMMCKU, KOTOPBIE OHAA00TCS IPU 0OCYKIIEHUH HAa CEMUHAPE;
rocraparbCsi CHOPMYIMPOBATH CBOE MHEHHME [0 KaXJAOMY BOIPOCY M apryMEHTHUPOBAHO €ro
obocHoBaTh. IlpakTHueckoe (CeMHHApCKOE) 3aHATHE IOMOTaeT CTYACHTaM TJIyOOKO OBIAIETh
IIPEIMETOM, CIIOCOOCTBYET PAa3BUTHIO YMEHUS CAMOCTOSITEIbHO paboTaTh ¢ y4eOHOH IUTEpaTypol U
JOKYMEHTaMH, OCBOEHHIO CTYIAEHTAMHU METOJO0B HAy4yHOW paboThl M INPUOOPETEHHIO HaBBIKOB
Hay4YHOH aprymMeHTaluu, HayqHoro mbliuieHus. [IpenonaBarento xe padoTa CTYAEHTOB Ha CEMHHApe
II03BOJISIET CYJIUTh O TOM, HACKOJIBKO YCIIELTHO OHM OCBAaMBalOT MaTepuai Kypca.

5.2. Yka3zanus 1J1s1 00y4a0IMXCs 10 0CBOCHUIO TUCUUILJIMHBI (MOAYJII0)

CamocrosaTenbHass paboTa CTYIEHTOB SBISIETCS OJHHUM W3 OCHOBHBIX BHJOB Yy4eOHOM
JEATEIIBHOCTH U IIPEIII0JIAaraeT U3y4eHUEe BOIIPOCOB, HE BOLIEAIINX B OCHOBHOM IUIAH 3aHATHH.

BreaynutopHass camocTosTeNbHAs pabdoTa CTYIEHTOB B By3€ HE MEHEe BaXKHA, 4YeM
o0s3aTenbHble yueOHble 3aHATHA. Ee ycnemHocTs BO MHOIOM OINPENENsIeTcsl TEM, HACKOJIBKO YMEJIO,
palMoHaIbHO CaM Y4YallluHcs CMOXKET OpPraHM30BaTh CBOM WHJUBUJYyaJbHBIE 3aHITHS, HACKOJIBKO
PEryJsipHbIMU U CBOEBPEMEHHBIMU OHU OyIyT.

3ajaHuss M METOAMYECKHE YKa3aHUs JUISl PA3JIMYHBIX BUJOB CAMOCTOSTEIbHOW padOTh
pa3pabarbIBatoTCs € y4eToM e€ creuupuKd, OCOOCHHOCTEH M3y4aeMbIX Te€M, HaIU4yus y4eOHOW u
METOJINYECKON JTUTEPATYPHI.

CucremMaTuyeckoe  OCBOEHHME  CTyAE€HTaMM  HeoO0XoauMoro  y4yeOHOro  mMmarepualna,
CBOEBPEMEHHOE BBIIIOJIHEHUE TNPEJYCMOTPEHHBIX Y4YEOHBIX 3aJaHUN, PEryJIspHOE IOCELICHHE
JIEKIMOHHBIX M NPAKTHUYECKUX 3aHATUN IO3BOJIIOT MOArOTOBUTHCS K YCHEIIHOMY IMPOXOXKIECHUIO
IIPOMEKYTOYHOM aTTECTALUHU 110 JAHHOW JUCLUIUIMHE.

B xoze camocTosTeIbHOM paboThl CTYEHTHI JOKHBI OCYILECTBIIATS!

- IOATOTOBKY K 3aHATHAM, BKJIOYas M3y4EHHUE JIEKUUH U JIUTEpaTyphbl MO TEME 3aHATUS
(MCTIONB3YIOTCS  KOHCIEKThI JIGKIMA M HCTOYHUKM, IPEACTaBICHHbIE B IE€peYHE OCHOBHOU H
JIOTIOJIHUTEIBHOMN JIUTEPATYPhI, a TAK¥KE 3JIEKTPOHHBIE PECYPCHI);

-BBIIIOJIHEHNE MHAUBUIYAJIbHBIX JOMAIIHUX 33JaHUH 110 TEME MPOIIEAIIETO 3aHATHUS;

- MIOATOTOBKY pedepara (MHAUBUAYaAJbHbIE 331aHUS 110 CIa00YCBOCHHBIM TEMaM), B TOM YHCIIE
CaMOCTOSITEJIbHOE U3yYEHUE YaCTH TEOPETUUECKOTO MaTepraa Mo TeEMaM, KOTOPBIE 3asiBIIEHBI B TEME
pedepara (MCIONB3YIOTCS UCTOYHMKH, NMPEACTABICHHbIE B NEPEYHE OCHOBHOW U JOIOJIHUTEIBHON
JUTEPaTyphl, a TAKXKE JIEKTPOHHBIE PECYPCHI), TOKIIAA.

Tadauuna 4 — Conep:xkaHue caMOCTOATEIbHON padoThl 00y4aKOIIUXCS

Hom ®opmbl pabOTHI

cp

pas3n Kon-Bo
TeMbl/BOIIPOCHI, BBIHOCHMBIE Ha CAMOCTOATEIbHOE U3YUEeHUE

ena 4acoB

(Tem

139)]

1 Ob6mass  mpobrmema  HWHPOPMANMOHHOW  OE30MACHOCTH 10 KoncnektupoBan
nH(OpPMaLMOHHBIX cHucTeM. [loHsTHE HMHPOPMALIMOHHOM ne, Iloaroroska
0€30MacHOCTH M 3aluIleHHON cucteMbl. HeoOxoaumocThb JOKJIaJI0B o
3alUThl  MH(OPMALMOHHBIX CHCTEM. TexHnunyeckue BOIpOCaM
NPENOChIIKM  KpHU3Hca HWH(POPMALMOHHON 0€30MacHOCTH. CEMHHapPCKOI0
Oranel pa3BuTus 3amuThl  uHpopmanuu. CoBpeMeHHas (IpaKkTUYECKOTO)
MOCTAHOBKA 3a/1aud  3amuThl  HHpopMaruu. OCHOBHBIE 3aHSATHS
3aJ1auM obecreyeH sl 3alUThl HHpOopMaluu.

2 VYrpo3sl u 3amura uHGOpMalUMU OpU  pealn3aluu 10 Koncnexruponan
nH(pOpPMAMOHHBIX TMporeccoB. IlonsTue yrposel. Buiusl ue, Iloxroroska
MPOTUBHUKOB Wi "Hapymutened". OKHO ONacHOCTH. pedepara




Knaccudukamnms BHJIOB yrpo3 nH(pOpMaITMOHHON
0€30MaCHOCTH 10  pa3jMyHbIM  NpPU3HAKaM.  YTPO3BI
JOCTYITHOCTH, IIEJIOCTHOCTH M KOH(QUJICHITUAIBLHOCTH.

[Mpuunsabl  HapymieHuss O0€30HaCHOCTH  BBIYUCIUTEIBHBIX 10 Koncnexruposan
CUCTEM ue, IloaroroBka
[Tonsitue Takconomuu. TakcoHOMUS yTpo3 OE30MACHOCTH. JIOKJIaJI0B 110
VYsa3BuMocTh 3auThl. OMKUOKY B CUCTEMAX 3alIUThl. JTaIbl BOIpOCaM
MOSIBJICHUSI OIINOOK 3alUThl. KOMIIOHEHTHI CUCTEM, T/e CEMHUHapPCKOI0
Yalie BCEro MpOosBISIOTCS OIIUOKHU 3alHUTHI. (IpaKkTUYECKOTO)
3aHSTHS
Bpenonocnoe I10. KomnbproTepHble BUPYCHI M CpEICTBa 10 KoncnektupoBan
3alMTBl  OT HUX. [loHATME KOMIIBIOTEpHOTO BHpYCa. ue, Iloxroroska
[Ipusnaku mnosiBnenus Bupyca. Kiaccuduxamuss BHpPYCOB. JOKJIaJI0B o
AnropuTMuuecKass  OCOOCHHOCTh  TIOCTPOCHHUS  BHpYca. BOIIpOCaM
BupycHas  curHatypa.  AHTUBHpPYCHBIE  IPOTPaMMBI. CEMHUHApPCKOT0
[IporpaMMbl «CTOpOXa», PEBHU30PBI, JOKTOpA, JAETEKTOPSI, (IpaKkTUYECKOTO)
BaKIIMHBI. 3aHSITHS,
yIPaXXHEHUS
3amuTa uHGOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYyMa 10 Koncnextuponan
Kontposnb noctymna nons3oBareneit k pecypcam UC. ue, IlogroroBka
Mounutop obpamienuii. CTpykTypa MOHUTOpa OOpaIeHHIA. JOKJIaJI0B o
Wnentudukanus u ayreatudukaius monb3oBateneii MC. BOIIpOCaM
CnocoOs1 ayTeHTU(DUKAIUH. CEMHHApPCKOT0
(IpaKkTUYECKOTO)
3aHSTUS
dopmalibHbIe MOJIENN 0€301acCHOCTH. bazosbie 10 Koncnexruposan
mpeJcTaBieHuss Mojenel  OezomacHOCTH. JIBa OCHOBHBIX ue, IloaroroBka
KJlacca MoJieied MOJUTHKU 0€30MacHOCTH— JUCKPEIIMOHHBIH JTOKJIaJI0B o
u  MaHzaatHeli.  CyOBekTbl W OOBEKTHl  JOCTYyIHA. BOIIpOCaM
JuckpennoHHas MOJIETb Xapuccona-Py330-Yiapmana. CEMHHapPCKOro
ManpatHas mozens bemna-Jlanagyssl. (mpakTHUECKOro)
3aHSTHS
Crannaptel  uHpopManuoHHON Oe3omacHocTH. OCHOBBI 10 Koncnextuposan
OpraHMU3aIlIOHHO-TIPAaBOBOTO oOecrnieyeHus ue, Ilonroroska
MH(POPMAIMOHHOM 6€30MacHOCTH pedepara
Pons  cranmaproB  umH(}OpManmoHHOW ~ 0€30MaCHOCTH.
Kpurepun 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM
munuctepctBa  oboponbl CIHA ("OpamxkeBass kHura").
Kiaccsl 3alUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM.
Wntepnperanust u paszsutue KpurtepueB 0€30MacHOCTH.
PykoBomsumme  noxkymentel  I'ocrexkomuccun — Poccun.
Crtpykrypa TpeOoBanuii  Oe3omacHocTH. EBpormelickue

KpUTEpUH O€30MacHOCTH HMH(OPMAIIMOHHBIX TEXHOJIOTHH.
YpoBau Oe3onmacHOoCTH cucTeMbl. Pexomenmamuu  X.800.
Cranpmapt ISO 17799 — «VYmnpaBieHue HHPOPMALMOHHOM
0€30I1aCHOCTBIOY.

OcHOBHBIE (YHKIIMM  OpPraHU3allMOHHO-TIPABOBOM  0Oa3sbl.
Bunsr MH(OPMAaLIMOHHBIX pecypcoB. OtkpeITas,
3alaTeHTOBaHHAs M 3amuiaeMas uHpopmarus. Branenbisl
3amuniaeMoil  mHpopmanuu. [loHsTHE TOCyIapCTBEHHAs
taiiHa. HasHauenume wu 3amaun B cdepe obecneueHUs
nH(OpMallMOHHONW O€30MacHOCTH Ha YPOBHE TOCYJIapCTBa.




OcobennocT cepTuduKaIu u CTaHAApTU3AIUN
KpUnTorpaguueckux  yciyr.  3akoHojaTeidbHas  0asa
nH(OpPMAMOHHOK Oe30macHoCcTH. MecTo MH(POPMAIIMOHHOM
0C30IMaCHOCTH JKOHOMHYECKMX CHCTEM B HaIlMOHAIbHOM
Oe3omacHocTH  cTpaHbl.  KoHuenmus  HH(GOPMAIIMOHHOM

0€30MaCHOCTH.

8 Kpunrorpadudeckue MeTo bl 3alTUTHI 10 KoncnextupoBan
Kpunrorpaduueckue npeodpazopanus. [lIndposanue u ue, IloaroroBka
nemudposanue nupopmanuu. CHMMETPUUHBIE CXEMBbI JOKJIaJI0B o
ayreHTU(UKanuu cyObekTa. HecumMeTpuyHbie cXeMbl BOIIPOCaM
ayTeHTHUKAIMK (C OTKPBITHIM KitodoM). [IIudpoanue CEMHUHAPCKOT0
MH(OPMAIINY C CEKPETHBIM KITIOYOM (CHMMETPHYHBIC (IpaKkTUUYECKOTO)
anroputmsel). CpaBHEHHE CUMMETPUYHBIX U 3aHSATHS,
HECHMMETPUYHBIX aITOPUTMOB mudppoBanust. KoHTpoib YIIPasKHEHHS

1eJI0CTHOCTU AaHHbIX. L{udposas noanuce. McnonszoBanue
OTKPBITBHIX KIIKOYEH.

9 MeTto010r1s TOCTPOCHUS 3ALLUIICHHBIX CUCTEM 10 [Tonroroska
Wepapxuueckuii MeTo1 pa3pabOTKH 3aIIUIIEHHBIX CUCTEM. pedepara,
CrpykrypHblii npuHLun. [IpuHnun MogyasHOTO Koncnexruposan
nporpaMmupoBanus. Teopus 6e3onacHeix cucrteM. [lonsarue ue

JIOBEPEHHOM BBIUUCIUTENLHOM cpepl (trusted computing
base - TCB). OcHoBHbIE 3Tarbl pa3pabOTKU 3aIUICHHON
CUCTEMBI: OTIpe/ieTIeHUE MOJIUTUKN 0€30MacHOCTH,
npoektupoBanue moaenu MC, paspaborka kona 1C,
o0ecrniedyeHre rapaHTHil COOTBETCTBUSA pealin3alluy 3aJaHHOU
MIOJINTUKE OE30MACHOCTH.

HUroro 90

VYnpaxHeHus JexaT B OCHOBE MNPHOOpETeHMs TeX WM HHBIX YMEHMH M HaBblKOB. B
Pa3IMYHBIX YCIOBUSX OOy4YEHHS ymnpa)kHeHHe JH00 €JMHCTBEHHAsl MpOLEeaAypa, B paMKax KOTOPOM
OCYILIECTBISIIOTCS BCE KOMIIOHEHTBHI IIpoLecCa YYEHMs: YSICHEHHE COACpXkKaHWs [EHCTBUS, €ro
3aKpernjieHre, o0oOLIeHe U aBTOMaTH3alus,— JU00 OJHA W3 MPOLEAYp Hapsay ¢ OObSICHEHHUEM U
3aydyuBaHHeM (YIpaXXHEHHE B 3TOM Cilydae 0OecredrBaeT 3aBepLIeHNE YSICHEHHS U 3aKPeTICHNs ).

K camocrositenbHOM paboTe CTYIEHTOB Tak)Xe€ OTHOCSTCS: YTCHHE OCHOBHOW |
JIOTIOJIHATEIBHON JINTEPATypbl — CaMOCTOSITEIBHOE M3y4YEHHE MaTepuaja 0 PEKOMEHIYEMbIM
JUTEpaTypHbIM HCTOYHHMKAM; paboTa ¢ OMOJMOTEYHBIM KaTaJlOroOM, CaMOCTOSITENIbHBIN MM0a00p
HEOOXOAMMOW JIuTepaTypbl; paboTa €O ClOBapeM, CHPAaBOYHUKOM; IIOUCK HEOOXOJUMOil
uHpopmanuu B ceTu VHTepHET; KOHCHEKTUPOBAaHME HCTOYHUKOB; pedeprUpoBaHUE HCTOYHUKOB;
COCTaBJICHHE AHHOTALMI K IMPOYMTAHHBIM JINTEPATYPHBIM HUCTOYHHKAM; COCTABJIEHUE PELEH3UH U
OT3BIBOB Ha NMPOUYUTAHHBIM MaTepuai; COCTaBlIeHHE 0030pa MyOJIMKaluil M0 TeMe; COCTaBIEHUE U
pa3paboTka TEPMHHOJIOTMYECKOTO CJIOBaps; cocraBieHue Oubmuorpaduun (6udmmorpaduyeckoit
KapTOTEKH); TOJArOTOBKAa K pa3iMYHbIM (opMaM TeKylled M NPOMEKYTOYHOW arrectanuu (K
TECTUPOBAHUIO, KOHTPOJIbHOM paboTe, 3a4yeTy, SK3aMeHY); BBINOJIHEHUE JOMAIIHUX KOHTPOJIbHBIX
paboT; caMOCTOSITENIbHOE BBIMOJHEHNUE MPAKTUUYECKUX 3a/laHuil PEeNpOAYKTUBHOTO THMA (OTBETHI Ha
BOIPOCHI, 33]]a4H, TECThI; BHIIIOJHEHUE TBOPUECKUX 3aJaHUN).

5.3. Buabl 1 (popMbI MHCbMEHHBIX PadoT, MPeyCMOTPEHHbIX IIPU 0CBOCHUH AUCHHUILIMHBI
(Monay.Jis1), BHINOJIHsIEMbIe 00y4AIOLMMHUCS CAMOCTOSITEIbHO

BaxxHoe MecTo B CTPYKType CaMOCTOATEIbHOW MOATOTOBKHM K 3aHATUSM MPUHAIICKUT
CTY/IEHYECKHUM JIOKJIa/laM U pedepaTam.

Joxmnan (cooOiieHne) mpeacTaBiIseT coOol pa3BEepHYTOE COOOIEHHE Ha KaKyr-THOo TeMmy,
crenanHoe myonnyHo. OOBIYHO B KQUECTBE TEM IS JIOKJIAJ0B MPeJIaraeTcsi TOT MaTepuall yuyeOHOro
Kypca, KOTOpPBIi HE OCBEIIaeTCs B JIEKIUSAX, a BBIHOCUTCS Ha CaMOCTOSATEIbHOE H3ydYEHHE




cryaentamu. Ilo3TOMy HOKIaabl, CAETaHHbIE CTYACHTAMH Ha MPAKTHYECKUX 3aHATHSAX, C OJHOU
CTOPOHBI, TO3BOJISIOT JIOTIOJHUTH JIEKIIMOHHBIA MaTepual, a ¢ JPyrod - JalT MpenogaBaTellio
BO3MOXXHOCTb OLIEHUTh YMEHHE CTYJEHTOB CaMOCTOSITENbHO pabdoTarth ¢ Y4eOHOM M Hay4yHOMU
JIUTEPATYPOIl.

[Toctpoenne noknaga, Kak u Jr000i Apyroil HaydyHOW paboThHI, TPAAUIMOHHO BKIIOYAET TPH
YacTU: BCTYIUICHHE, OCHOBHYIO YacTh W 3aKiroueHue. Bo BCTymuieHHMH yKas3blBaeTcsl TeMa JOKJaja,
YCTaHABJIMBACTCS €0 JIOTHYECKas CBSA3b C IPYTMMHU TeMaMH HJIM MECTO PacCMaTpUBAEMOM MPOOIEMBI
cpenu apyrux npoOsem, AaeTcs KpaTKuil 0030p JIUTepaTypbl, Ha MaTepHralie KOTOPhIX pacKphIBaeTCs
TeMa U T. 1. B 3aKiitoueHny 00bIYHO MOABOAATCS UTOTH, (POPMYIHPYIOTCS BBIBOIBL. OCHOBHAS YacTh
TaKKe JO0JDKHAa MMETh YEeTKOE JIOTMYecKoe mocTpoeHue. M3noxeHue martepuana JOJKHO ObITh
CBSI3HBIM, IIOCJEIOBATENIbHBIM, JIOKA3aTEIbHbIM, JIMLIIEHHBIM HEHYXHBIX OTCTYIUIEHUH W
noBTopeHuil. Takum oOpa3om, paboTa Haj AOKJIAIOM HE TOJBKO MO3BOJIAET CTYIEHTY MPUOOpECTH
HOBBIE 3HAHMS, HO M CIIOCOOCTBYET (POPMHUPOBAHUIO BAXKHBIX HAYYHO-UCCIEIOBATEIbCKUX YMEHUH,
OCBOEHUIO METOJIOB HAYYHOI'O MTO3HAHUS, TPUOOPETEHUIO HABBIKOB MYOJIMYHOTO BBICTYIIJICHUS.

Pedbepar — mucemenHas pabora oObemoM 10-18 meyaTHBIX CTpaHUIl, BBIMOJIHSIEMAS
CTYICHTOM B TE€UEHHUE JUIMTEIHLHOrO Cpoka (OT OJHOM Henmenw A0 Mecsua). Pedepar — kpaTkoe
TOYHOE M3JIOKEHHE CYIIHOCTH KaKOTr0-JIM0O BOMPOCA, TEMBI HA OCHOBE OJIHOM MJIM HECKOJIbKUX KHHT,
MoHoOrpaduii WiM Ipyrux NEepBOUCTOYHUKOB. Pedepar JomKeH colepkaTh OCHOBHBIE (PaKTHYECKHE
CBEIEHUS M BBIBOJBI II0 paccMaTpuBaeMoMmy Bompocy. Pedepar orBewaer Ha BOmpoc — 4UTO
CONIEPKUTCS B JaHHOW myOnukanuu (myonukanusx). OpHako pedepaT — He MeXaHUYECKUIl
nepeckas paboOThl, a HM3IIOKEHHE ee cyliecTBa. B Hacrosimee Bpems, TOMUMO pedepupoBaHHS
MIPOYUTAHHOMN JUTEPaATYyphl, OT CTYJEHTa TpeOyeTcs apryMEeHTUPOBAHHOE M3JI0KEHUE COOCTBEHHBIX
MBICJIEH TIO paccMaTpuBaeMOMy Bompocy. Temy pedepara MOKET MPeUIOKUTh PEnojaBaTeb Wil
caMm CTYJCHT, B TIOCJIEIHEM CITy4yae OHa JIOJDKHA OBITH COTJIacOBaHHA C MpernojaBaTeneM. B pedeparte
HY)XKHbI pa3BEpHYTbIE€ apryMEHTbI, PacCyXIEHMs, CpaBHEHHA. Marepuas moJaeTcsi HE CTOJbKO B
pa3BUTUH, CKOJIBKO B (opme koHcratanmuu wuinu onucanusa. CopaepkaHue pedepupyeMoro
IIPOM3BE/ICHUS U3J1araeTcsi OObEKTUBHO OT UMEHHU aBTOpa. Eciau B MepBUYHOM JOKYMEHTE IJIaBHAsI
MBIC/Ib COPMYIMPOBAHA HEAOCTATOUHO YETKO, B pedepaTe OHA TOJKHA ObITh KOHKPETH3UPOBaHA U
BbIJIEJICHA.

Koncnextuposanue. KOHCIIEKT — 3TO CHCTEMaTU3UPOBAHHOE, JIOTHYHOE U3JI0KEHUE MaTepuana
MCTOYHUKA. PaznnyaroTcs 4eThIipe TUIla KOHCIIEKTOB:

—[InaH-KOHCHIEKT — 3TO pa3BEPHYTHIM NETATM3UPOBAHHBIM IJIaH, B KOTOPOM JOCTAaTOYHO
O/IpOOHBIE 3aUCH MIPUBOJATCS O TEM IMYHKTaM IUIaHA, KOTOPbIE HYKAAIOTCS B MOSCHEHUU.

—TekcTyanbHbII KOHCIEKT — 3TO BOCIPOM3BEJeHUE HanloJiee BaKHBIX MOJIOKEHUH U (pakToB
HCTOYHUKA.

—CBOOOJIHBIN KOHCHEKT — 3TO YETKO M KPaTKo c(OPMYIMPOBAHHBIE (U3JI0’KEHHBIE) OCHOBHBIE
MOJIOKEHUS B pe3yibTaTe IITyOOKOTrO OCMBICIMBAHUS Marepuala. B HeM MOryr mpHCyTCTBOBATb
BBINUCKHU, [IUTATHI, TE3UCHI; YACTh MaTepHata MOKET ObITh MPEACTaBIECHA IJIAHOM.

—Temarnyeckuil KOHCIIEKT — COCTaBJSIETCSI HA OCHOBE M3YYEHHUs psJila UCTOUHHUKOB U JAeT
Oonee WIM MEHEe MCUEpPIBIBAIOLIMI OTBET MO Kakoi-To cxeMme (Bompocy). JlaHHbI Bua
KOHCIIEKTHPOBAHUS PEKOMEHIyeTCs MPH MOATOTOBKE K BOIPOCAM CEMUHAPCKOTO 3aHSTHSL.

TpeboBanust k 0(OpMIICHHIO MUCEMEHHBIX PA0OT YKa3aHbl B METOJMUECKUX PEKOMEHAALHS.

6. OBPA3OBATEJIBHBIE U HTHOOPMAIIMOHHBIE TEXHOJIOT A

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTUH

CoBmectHas paboTa Mayol KOMaHAOW, MPOEKTHAs NeATEIbHOCTh CTYACHTOB, Pa3BUBAIOIIAS
MEXIIMYHOCTHBIE KOMMYHHUKAIIMHM, CIIOCOOHOCTh TIPUHATHS PpEIICHWH, IJUJIEPCKUE KauecTBa;
I/IHTepaKTI/IBHBIe JICKIINH, l"pyrIHOBI)Ie JII/ICKYCCI/II/I; poneBme U JICJIOBBIC PIFpBI; TpeHI/IHl"I/I; aHaJIn3
CUTyalluii ¥ WMUTAIIMOHHBIX MOJENel; MpernoJaBaHue AUCHUILINH (Momynel) B (opme: KypcoB,
CUMYJISIINHN, TEXHOJOTUHM Open Space/OTKPBITOE MPOCTPAHCTBO, MacTepckas OyayIliero, peer
education/paBHbIN 00y4aeT paBHOTO; IKCIPECC-CEMUHAPHI, MPOSKTHBIE CEMUHAPHI; OM3HEC-TPEHUHTH



(business training), keiic-ctaau (case-study), oOydenme neiicTBueM («action learningy),
MeTtadopuyeckass Hrpa, IeJaroruyeckue WrpoBble YNpaXHEHHUs (B KayecTBE KOJIJIEKTUBHOTO
3aJjaHKs), MO3TOBOM MTYpM (3cTadera), CHTyallMOHHBIE METO/IbI, TEMATUYECKHE AUCKYCCHH, HTPOBOE
MIPOEKTUPOBAHKE, TPYIIIOBOI TPEHUHT, TPYIIOBask KOHCYIbTALMS U JP.).

6.2. UndopmanmoHHble TEXHOJOTHHI

WNudopmaninoHHble TEXHOJIOTUH, UCTIOIb3yeMblE IPU peallu3allii Pa3INdHbIX BUIOB Y4eOHOM
1 BHEY4eOHOM paboTHI:

- HCIOJIb30BaHME BO3MOXKHOCTeHl VHTepHeTa (B TOM 4YHClE€ - OJJIEKTPOHHOW MOYTHI
npernojaBaTelis) B yueOHOM mpoliecce (pacchulka 3aJaHui, IPEIOCTaBICHNE BBIMIOTHEHHBIX paboT Ha
MIPOBEPKY, OTBETHI HA BOMPOCHI, 03HAKOMJICHUE YYAIIUXCSI C OL[EHKaMU U T.1.);

- HUCHOJb30BAHUE DOJEKTPOHHBIX YYEOHHMKOB U pa3IMYHBIX HH(POPMALMOHHBIX CAaWTOB
(35eKTpOHHBIE OMOTMOTEKH, )KYPHAIIBI U T.J1.) KaK HICTOYHUK HH(POPMAIIHH,

- WCIOJb30BaHME CPEACTB IPEICTABICHHS Y4eOHOW MH(POpPMALUHU (IIEKTPOHHBIX YYEOHBIX
OCOOMH U MPAKTUKYMOB, IEKTPOHHBIX TPEHAXKEPOB, MIPE3ECHTAINH U T.]1.);

- HCIIOJIb30BAaHME WHTEPAKTHUBHBIX CPEJICTB B3aWMOJCHCTBUS YYaCTHUKOB 00pa30BaTEIbHOTO
mporecca (TeXHOJIOTHH TUCTAHIIMOHHOTO WU OTKPHITOrO OOy4deHHs B TJ00anbHOW ceTu: BeO-
KoH(pepeHIH, BeOuHaphl, GOpyMbI, y4eOHO-METOIUIECKHAE MaTEPHUAIIBI U JIp.);

- HCII0JIb30BaHKUE WHTETPUPOBAHHOM 00pa30BaTENIbHOM cpeibl yHUBEepcuTeTa moodle.

6.3.IlporpammHoe oOecrneyeHue, coBpeMeHHbIe TMpodeccHoHAIbHbIE 0a3bl JaHHBIX
U MHGOPMAIHOHHBbIE CTIPABOYHbIE CHCTEMBbI !
6.3.1. IlporpammHoe odecnieyeHune

HanmeHOBaHHE MPOTPAMMHOI0
odecreyeHus
Adobe Reader
[TnaTdopma TUCTaHIIMOHHOTO
obyuenns LMS Moodle
Mozilla FireFox
Microsoft Office 2013,
Microsoft Office Project 2013,
Microsoft Office Visio 2013
7-zip

Ha3Hauyenue

[Iporpamma 1t MPOCMOTPA IEKTPOHHBIX JOKYMEHTOB

BuptyanbHas o0yuaromiast cpesia

bpaysep
[TakeT opuCHBIX TpOrpamMm

ApxuBarop

Microsoft Windows 7 Professional

OrneparimoHHasi CucTeMa

Kaspersky Endpoint Security

CpeacTBo aHTUBUPYCHOM 3allIUTHI

Google Chrome

bpaysep

Notepad++ TeKCTOBBIN PeIAKTOP

OpenOffice [TakeT oUCHBIX TpPOrpaMm

Opera Bpayzep

Paint .NET PacTpoBbliil rpadudeckuii peakTop

Scilab [TakeT MPUKITAIHBIX MATEMATHYECKUX MTPOTPAMM

Microsoft Security Assessment Tool.
- Pexxum nocryna:
http://www.microsoft.com/ru-
ru/download/details.aspx?id=12273
(Free)

Windows Security Risk Management
Guide Tools and Templates. -
Pexum nocryna:
http://www.microsoft.com/en-
us/download/details.aspx?id=6232
(Free)

[Tporpammel nist nHGOPMAITMOHHOM 0€30MacHOCTH



http://www.microsoft.com/ru-ru/download/details.aspx?id=12273
http://www.microsoft.com/ru-ru/download/details.aspx?id=12273
http://www.microsoft.com/en-us/download/details.aspx?id=6232
http://www.microsoft.com/en-us/download/details.aspx?id=6232

HaumeHOBaHUE MPOrPAMMHOI0
obecreyeHust

Ha3Hnauyenue

MathCad 14

Cucrema KOMHLIOTepHOﬁ anre6pbl n3 Kj1acca CUCTEM
ABTOMATHU3UPOBAHHOI'O IPOCKTUPOBAHUA,
OpHUECHTHPOBAaHHAsA HA IIOATOTOBKY MHTCPAKTUBHBIX
JOKYMCHTOB C BBIYHCIICHUAMU U BU3YaAJIbHBIM
COIIPOBOXKJICHUCM

1C: Ilpennpustue 8

Cucrema aBTOMaTu3alu ACATCIILHOCTU HAa NPCANIPUATHN

KOMPAS-3D V21

Co3nanne TpEXMEPHBIX aCCOLUMATUBHBIX MOAEICH
OTJICITHHBIX IJIEMEHTOB U COOPHBIX KOHCTPYKIIUH U3 HUX

Blender CpenctBo co3aaHust TPEXMEPHON KOMITBIOTEPHOU Tpaduku

PyCharm EDU Cpena pa3zpaboTku

R IIporpammHas cpena BIYUCICHUN

VirtualBox [IporpaMMHBII POTYKT BUPTyAIHU3ALMH ONEPAlMOHHBIX
CUCTEM

VLC Player MenuanpourpbeiBaTeIb

Microsoft Visual Studio Cpena pa3paboTku

Cisco Packet Tracer

I/IHCTPYMSHT MOJCIINPOBAHUA KOMIIBIOTCPHBIX ceTeit

CodeBlocks KpoccruiardopmenHas cpenia pa3paboTKH
Eclipse Cpena pa3paboTku
Lazarus Cpena pa3paboTku
Pascal ABC.NET Cpena pa3zpaboTku

VMware (Player)

[TporpaMMHBII POYKT BUPTYAIHU3ALNH ONEPAIMOHHBIX
CHUCTEM

Far Manager

DaioBbI MEHEKED

Sofa Stats [TporpamMMHOe oOecrieueHue sl CTATUCTUKH, aHAIA3a
Y OTYETHOCTHU

Maple 18 Cucrema KOMITBIOTEPHOH anreOpsbl

WinDjView [Tporpamma aiist mpocMoTpa ¢aiinos B popmare DIV u

DjVu

MATLAB R2014a

[TakeT npUKIaIHBIX IPOTPaMM JUIsl PEILIEHUs 3a7a4
TEXHUYECKUX BBIYMCICHUN

Oracle SQL Developer

Cpena pa3zpaboTku

VISSIM 6 ITporpaMMa UMUTAIIMIOHHOTO MOJEINPOBAHUSI TOPOKHOTO
JIBYDKEHUS

VISUM 14 CucreMa MOJIeNMpOBaHMs TPAHCIOPTHBIX IIOTOKOB

IBM SPSS Statistics 21 ITporpamma ajist CTATUCTHYCCKON 00paObOTKU JTaHHBIX

ObjectLand ["eonHpOpMaIIOHHAS CHCTEMA

KPEJIO TOIIOI'PA® ["'eonHpopmMalmonHas cuctema

[Tomuron ITpo

[Tporpamma 1t KagaCTPOBBIX pabOT

6.3.2. CoBpeMeHHble mnpodeccHOHATbHBIE 0a3bl JaHHBIX W WHOOPMANMOHHbIE

CIpaBO4YHbIC CUCTEMbI

Haumenosanue COBPEMEHHBIX I’lpOd)éCCZ/IOHClJleblx oas aaHHblx,
qubOpMaI/;MOHHbZX CNpaeoO4HbIX cucmem

YHuBepcanbHas CHpaBOYHO-MHGOPMAIIMOHHAS TIOJHOTEKCTOBass 0a3a JaHHBIX MEPHUOJIUYECKHX

n3gaan OO0 «MBUC»
https://dlib.eastview.com/login
Hwus nonvzosamens: AstrGU
llaponv: AstrGU



http://asu.edu.ru/images/File/dogovor_IVIS1.pdf
http://asu.edu.ru/images/File/dogovor_IVIS1.pdf
https://dlib.eastview.com/login

Haumenosanue COBPEMEHHDBIX l’lqubQCCMOHaJZbeZX bas aaHHle,
MquOpMCZI/!MOHHle CNpaeo4HbIX cucmem

DJEeKTPOHHBIE BEPCUU TMEPHOAMYECKUX H3AAHUHN, pa3MelIEHHbIE Ha caiTe HMH(OPMAIMOHHBIX

pecypcoB
https://www.polpred.com/

OnekTpoHHbI Katanor Hayunoit OuGmmorekm AI'Y na 6aze MARK SQL HIIO «UMudopm-
CHCTEM)
https://library.asu.edu.ru/catalog/

DNeKTpoHHBIN Katanor «Hay4dnsie xxypHaiasl AI'Y»
https://journal.asu.edu.ru/

KopnoparuBHblii  mpoekT  AccolMalMd — PETHOHAJIbHBIX  OMOIMOTEYHBIX  KOHCOPLIMYMOB
(APBMKOH) «MexperuonanpHasi aHaauTH4eckas pocrnuch crarei» (MAPC) — cBomnas 6aza
JIAaHHBIX, COJIEprKalllasi MOJHYI0 aHAIMTUYECKYI0 pocnuch 1800 Ha3BaHUI KypHAJIOB MO pPa3HbIM
oTpacyisiM 3HAaHUN. YUYaCTHUKU MPOEKTa MPEIAOCTaBISIIOT APYr JPYry OJIEKTPOHHBIE KOMHH
OTCKaHMPOBAHHBIX CTaTeld W3 KHHUI, COOPHHMKOB, >XYpHAJIOB, coJepkaumxcsi B (oHgax ux
OuOIMOTEK.

http://mars.arbicon.ru/

CnpaBounas npaBoBas cucrema KoncynbrantlIntoc.

ConepXuTCcsl  OTPOMHBIM ~ MAacCHB ~ CIPaBOYHOM  MPaBOBOM  MH(OpMAIMHU, POCCHICKOE
U PETHOHAJIBbHOE  3aKOHOJATENbCTBO, CYACOHYIO TMPaKTUKy, (UHAHCOBbIE U  KaJpOBBIC
KOHCYJIbTAIlH, KOHCYJIbTAIUU JIJIs1 OFOPKETHBIX OpraHu3alvii, KOMMEHTapuu 3aKOHOJATeNbCTBa,
(GbOpMBI JOKYMEHTOB, MPOEKTHl HOPMATHUBHBIX MTPABOBBIX aKTOB, MEXKTyHAPOIHbIE IIPABOBLIC AKTHI,
MIPaBOBBIC AKThI, TEXHUYECKUE HOPMBI U TIpaBuUJIa.

https://www.consultant.ru/

7. ®OHJ] OHEHOYHBIX CPEACTB JJI51 NIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N IMPOMEXYTOYHOU ATTECTAIIH 11O JUCIHUIIVIMHE (MOAY JIIO)

7.1. IMMacnopT ¢oH/1a OLIEHOYHBIX CPEICTB

IIpy npoBeneHHM TEKYyLIEr0 KOHTPOJS W TNPOMEXKYTOYHOM aTTecTallMi MO JAMCLUIUIMHE
(Mozymio) poBepsieTcst CPOPMUPOBAHHOCTH Y O0y4YarOIMXCsl KOMIIETEHIIMH, yKa3aHHBIX B pazjese 3
HaCTOsIIEH MporpaMMbl. DTalHOCTh (OPMHUPOBAHUS JaHHBIX KOMIIETEHIMH B MPOLIECCe OCBOCHHS
00pa3oBaTeNbHON MTPOTrpaMMBbI OTIPEACIISIETCS TTOCIIeIOBATEIFHBIM OCBOCHHEM JUCIUIUIMH (MOyJIeH)
U TPOXOXJAEHUEM IPAKTUK, a B MPOLECCe OCBOEHUS TUCHMIUIMHBI (MOAYNSI) — MOCIEI0BATENbHBIM
JIOCTIKEHUEM PEe3yJIbTaTOB OCBOSHHUS COJIEPIKATEILHO CBA3aHHBIX MEXITy COOO0M pa3/iesioB, TEM.

Ta6auna 6 — CooTBeTcTBHE pPa3esioB, TeM IHCHUILUIMHBI (MOYJIs), pe3ybTATOB 00y4eHus 110
AUCHHUILINHE (MOAYJII0) M OLICHOYHBIX CPEACTB

Kon koutponupyemoii | HaumenoBanue
Ne | KonTposupyemeblie pa3iesibl, TEMbl JUCIUTLIHHBI
KOMIIETCHITIH OIICHOYHOTO
/i (Momyst) .
(komMneTeHni) CpeACTBA
1 O6mas npobiemMa nH(pOpMaAITMOHHOM YK-1 OpoHTaTBHBII
0e30macHOCTH  WH(OPMAIMOHHBIX  CHCTEM. onpoc
[Tonstne wHbOPMANMOHHONW O€30MACHOCTH H
3aIUIIEHHON  CHUCTEMBI. HeobOxomumMocThb
3aIIUTHI nH()OPMAITMOHHBIX CHUCTEM.
Texuuueckue MPEANOCHUIKU Kpu3uca
nHPOpPMaMOHHON  OE€30MacHOCTH. Drarbl
pasButus 3ammThl HHGOopMaru. CoBpeMeHHAs
MMOCTAHOBKA 3aJlaydl  3aIlUThl HMH(POPMAIIHH.



https://www.polpred.com/
https://library.asu.edu.ru/catalog/
https://journal.asu.edu.ru/
http://mars.arbicon.ru/
https://www.consultant.ru/

OcHOBHBIE  3a/1auu  OOECTEYECHHUS  3aIINUTHI
nHpopManuu.

VYrpozel W 3ammTa  MHPOpPMAIMU  TIPH
peanu3anu  MHMOPMAIMOHHBIX  MPOIECCOB.
[TonsiTue yrposel. Bunmbl NpPOTHBHHUKOB HIIH
"HapymuTenein'. OxHo OIIACHOCTH.
Knaccuduxanus BUJIOB yrpo3
MH(POPMAIMOHHOM 0e30macHOCTH o
Pa3IUYHBIM MPHU3HAKaM. YTPO3bl JOCTYITHOCTH,
I[EJIOCTHOCTU M KOH(UICHIINATLHOCTH.

VK-1

OpoHTaTBHBIN
orpoc

[Tpuunnel HapyIICHUS 0e30MacHOCTH
BBIYHUCITUTEILHBIX CUCTEM

[Tousitue Takconomuu. TakcoHOMUS YIpo3
0e30MmacHOCTH. Y A3BUMOCTh 3aluThl. OMHOKY B
CUCTEeMaXx 3alUThl. DTarbl HOSIBICHUS OMINOOK
3amuThl. KOMIIOHEHTHI CUCTEM, T/I€ Yalle BCEro
MIPOSIBIISIOTCS OMIMOKH 3aIUTHI.

VK-1

OpoHTaTBHBIN
orpoc

Bpenonocuoe I10. KoMmmnberoTepHble BUPYCHI U
CPEICTBA 3aLIUThI OT HUX

ITonsTre koMnproTepHOro BUpyca. ITpusnakn
nosiBieHust Bupyca. Knaccudukanus BUpycos.
AnropurMuyeckast 0COOEHHOCTb IIOCTPOCHHUS
BHUpYyca. BupycHas curaarypa. AHTUBUPYCHBIE
nporpaMMsl. [IporpamMmsl «cTopoxar,
PEBH30PBI, TOKTOPA, IETEKTOPBI, BAKIIMHBI.

YK-1

OpoHTANBHBIN
onpoc

3amura uHpOpMaLUU OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIA

KonTtpons octymna nosip3oBareneit K pecypcam
NC. Mounutop obpamenuii. CTpykTypa
MOHHUTOpa oOpateHuit. Unentuduxanus u
ayreHTUuKanus nosp3osareneir UC. CrnocoObl
ayTeHTU(UKALUK.

VK-1

OpoHTAIBHBIN
onpoc

dopManbHbIE MOJIETTH O€30MTaCHOCTH

bazoBrie NIPENCTABIIEHUS MoJienen
Oe3omacHOCTH. J[Ba OCHOBHBIX Kilacca MoJeie
MOJIUTUKUA O€30MacHOCTH — JAUCKPELMOHHBIN U
MaHgaTHbI. CyOBeKTHI U OOBEKTHI JIOCTYIIA.
Huckpenuonnass wMoxens  XapuccoHa-Py33o-
VnpmaHa. Manpgataas MOJEIb benna-
Jlamaynsl.

YK-1

OpoHTaTBHBIN
orpoc

Crangaptel MHQOPMAIMOHHON 0€30MacHOCTH.
OcHoBBI OpraHU3al[MOHHO-TIPAaBOBOTO
obecrieueHrss THPOPMAITMOHHOM 0€30MacHOCTH

Ponp CTaH1apTOB MH(POPMALMOHHOM
0€301acHOCTH. Kpurepun 0€e30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM MUHHUCTEPCTBA
o6oponsl CIIA ("Opanxesas kuura'"). Kmaccor
3alUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM.
WNnrepniperauss . passutue  Kpurepues
O6e3omacHocTH.  PykoBopsiiue — JOKyMEHTHI
I'ocrexxkomuccnn Poccun. Crpykrypa
TpeboBanuii  6e3omacHoctu.  EBpomneiickue

YK-1

OpoHTATBHBIN
orpoc




KpuTepun 0€30macHOCTH  HMH(POPMAIIMOHHBIX
TEXHOJIOTHH. YpPOBHM O€30MaCHOCTH CHCTEMBI.
Pexomenmamuu X.800. Crangapt ISO 17799 —

«YmpaBiieHue nH(OPMAIMOHHON
0€301aCHOCTBIOY.
OcHoBHBIE byHKIIUU OpraHU3aIOHHO-

npaBoBoid 0a3pl. Buasl uH(pOpManMOHHBIX
pecypcoB. OTKpbITasi, 3amaTeHTOBAaHHAs W
3anuiaeMas UHpOpMaLUS. Brnanenbipl
3alUIIaeMON UHpOpPMALIUH. [lonsTue
rocyJapcTBeHHas TailHa. Haznauenue u 3anaun
B cdepe obecrieueHuss HMHPOPMAUOHHON
0e30maCHOCTM ~ Ha  ypOBHE  TOCYAapCTBa.
Ocobennoctu cepTH(HUKAIINN u
CTaHJApTH3ALMU KPUNTOrpapUUECKUX YCIYT.
3akoHomarenbHass  0aza  mHOOpPMAIMOHHOU
6e3omacHocTH.  Mecto  MH(OPMAIMOHHON
0€30MaCHOCTH ~ SKOHOMHYECKHX CHCTEM B
HaI[MOHAJIbHON 0e30macHOCTH CTpaHbl.
Konnenmus napopmairionHoi 6€301acHOCTH.

8 | Kpunrorpaduuecknue MeTO/IbI 3aLIUTHI VK-1 ®poHTaIbHBIN
Kpunrorpaduueckue npeoOpazoBaHusl. orpoc
[IudpoBanre u aemudppoBaHue HUHPOPMAIIUH.
CuMMeTpUYHBIE  CXE€MBI  ayTeHTH()HKAIUU
cyOBbeKTa. Hecummerpuunsie CXEMBI
ayTeHTU(OUKAUud (C  OTKPBHITBIM  KJIFOUOM).
HIudppoBanue uHPOpPMALUU C  CEKPETHBIM
KJIFOYOM (cuMMeTpuYHbIE AJIITOPUTMBI).
CpaBHeHune CUMMETPUYHBIX U
HECUMMETPUYHBIX QJITOPUTMOB IIH(POBAHMUSL.
Kontpons mnenoctHocty JaHHbIX. Lludposas
OANMCH. VCrosb30BaHNE OTKPBITHIX KIIFOUEH.

9 MeTtonon0rus OCTPOCHMS 3alUIICHHBIX YK-1 @pOoHTaIBHBII
CUCTEM orpoc
Hepapxuueckuit MeTos1 pa3paboTKu
3alUIIEHHBIX cucTeM. CTPyKTYpHBIA MPUHIIUIIL.
[TpuHIMT MOAYIEHOTO IPOTPAMMUPOBAHUS.
Teopus 6e3omacubix cucrem. [lonsrue
JIOBEPEHHON BBIUUCIUTENBHON cpeapl (trusted
computing base - TCB). OcHOBHBIE 3TaITbI
pa3pabOTKH 3aIIUIIEHHON CUCTEMBI:
orpezieNieHUe MOJIUTUKH 0€30I1aCHOCTH,
npoektupoBanue mozenu MC, pa3paboTka kona
NC, obecrieuenne rapaHTUil COOTBETCTBHS
peann3aliy 3aJJaHHOH MOJUTHKE O6€30MaCHOCTH.

7.2. Onucanue nokasarejieil 1 KpuTepreB OLECHHMBAHUS KOMIIETCHIUH, ONMCAHUE HIKAJ
OLlCHUBAHUA

Jlisi OLIeHWBaHUS Pe3yJbTaTOB OOyueHHs] B BUJE 3HAHMN HCHOJB3YIOTCS CIETYIOLIHE THIIBI
KOHTPOJISL:

- TECTUPOBAHHUE;

- MTHAUBUAYaJIbHOE coOeceJ0BaHueE,



- MUCbMEHHBIE OTBETHI HA BOIIPOCHI.
Jlisg oueHuBaHUS pe3yJbTaTOB OOy4YeHUS B BHJAE YMEHHIl M BJIaJEHUN HCIOJB3YIOTCS
CJIEIYIOIIME TUTIBI KOHTPOJIS:
- MpaKTU4eCcKHe KOHTposbHble 3adanHus (nanee — [1K3), Bkimrodaromux OlHY WM HECKOIBKO
3ama4 (BOMPOCOB) B BHJZIE KPaTKOH (HOPMYIHUPOBKM IEHCTBHI (KOMIUIEKCA ICHCTBHIA), KOTOpHIC
ClIeTyeT BIMOJIHUTD, UM OMUCAHHUE PE3YJIbTaTa, KOTOPbI HY)KHO TOJTYyYUTh.

Taoauna 7 — [lokazare/in OLeHMBAHUSA Pe3yJIbTATOB 00y4YeHHsI B BU/€ 3HAHUI

[Ixana Kpurepuu onienuBanus
OLICHUBAaHMSI
JEMOHCTPUPYET IIIyOOKOe 3HAHUE TEOPETUYECKOro MaTepuaia, yMEHHe
5 000CHOBAHHO U3JaraTb CBOM MBICIIH 110 0OCYX/1aeMbIM BOIIPOCAM, CHOCOOHOCTh
«OTIUYHO» | IIOJIHO, IIPAaBUJIIBHO M apryMEHTUPOBAHHO OTBEYaTb HA BOIIPOCHI, NPUBOAUTH
IIPUMEPBI
4 JEMOHCTPUPYET 3HAHHE TEOPETHYECKOTO MAaTepHalla, €ro IOCIEA0BaTEIbHOE
«XOpOIION U3JI0KEHHEe, CHOCOOHOCTh MPHUBOJUTH IIPUMEPHI, JIOIMYCKAeT €IWHUYHBIC
OIIMOKH, UCTIPABIIIEMBIE TIOCIIEC 3aMEYaHUsl MPENOAaBaATEIS
3 JEMOHCTPUPYET  HENOJHOe,  (parMeHTapHOE  3HAHUE  TEOPETHYECKOTro
P —— Marepuaia, TpeOyrollee HaBOSIIMX BOIPOCOB IPENOJaBaTels, AOIYCKaeT
TebHOY CYLIECTBEHHbIE OLIMOKM B €ro H3JI0)KEHUH, 3aTpyAHSETCS B IPUBEICHUU
IpUMEPOB U (POPMYIHPOBKE BHIBOJIOB
2 JIEMOHCTPHUPYET CYLIECTBEHHbIE IPOOEIbl B 3HAHUU TEOPETUUYECKOTO MaTepHaa,
«HEY/IOBJIETBO | HE CHOCOOEH €ro HW3JIOKUTh U OTBETUTb HAa HABOJSIIME BOIPOCHI
PUTEIIBHO» | IPENOIaBaTelsl, HE MOYKET IPUBECTU IPUMEPHI

Ta6aunna 8 — Iloka3are/n oneHNBAHUSA Pe3yJIbTATOB 00yUeHHs B BH/ie YMEHUH M BJIaJeHHl

[Ixana Kpurepun oniennBanus
OLICHUBaHMSI
JIEMOHCTPUPYET CIOCOOHOCTh NMPHUMEHSATh 3HAHHE TEOPETHUECKOro marepuasa
) IOpU BBIIOJHEHUM 3a/laHuM, T[OCIEI0BaTeIbHO M MPABWJIBHO BBIOJIHSAET
OTJIMYHO» | 33/1aHUs, yMEEeT OOOCHOBAHHO M3JIaraTh CBOM MBICIM U JI€laTh HEOOXOIUMbIE
BBIBO/IbI
JI€MOHCTPUPYET CHOCOOHOCTh MPHUMEHATh 3HAHME TEOPETHUYECKOI'o MaTepualia
4 IOpU BBIIOJHEHUM 3a/laHuM, T[OCJIEI0BaTeIbHO M IPABWIBHO BBIIOJIHSAET
«XOpOMON 3aJaHMsl, yMeeT 0OOCHOBAHHO HM3jaraTb CBOM MBICIH M JellaTh HEOOXOAMMBbIe
BBIBOJIbI, JIONYCKAaeT €IMHUYHbIE OMIMOKH, HCIpaBiIsieMble IOCIIE 3aMEYaHUs
npenojaBarelis
JEMOHCTPUPYET OT/AEIbHbIE, HECUCTEeMAaTH3HPOBAaHHbIE HABBIKM, HE CIOCOOEH
3 IPUMEHNUTh 3HAHUE TEOPETUYECKOrO0 MaTepuasna IpU BBIIOJHEHUHU 3a/laHui,
«YAOBIIETBOPH | UCIIBITHIBAET 3aTPYIHEHUS M JOIMYCKAeT OIMMOKMU HpU BBHINOJIHEHUWU 33JaHUH,
TENBHO» BBIMIOJHACT 3a/JlaHue TpU TOJCKa3Ke MpEnojaBaTels, 3aTpyJHSETCS B
(GhOpMYITUPOBKE BEIBOJIOB
2 HE CIIOCOOEH MPaBUIIBHO BBITIOJIHUTH 33aHUE
«HEYJOBJIETBO
PHUTEIILHO

7.3. KoHTpOJIbHBIE 32 JaHUSI M HHbIE MATePUAJIbI, He00X0AUMBbIe VISl OLIEHKH Pe3yJIbTATOB
00y4eHMsI M0 QM CHUILINHE (MOIYJII0)

Tembl pedepaToB:




1. VYrpo3a, artaka, HUCTOYHUKHM Yyrpo3. Yro Takoe OKHO omnacHoctu. Kpurepun
KJIaCCU(PUKAIINH YTPO3.

2. Haubonee pacipocTpaneHHBIE YTPO3bI IOCTYITHOCTH.
IIporpamMMHBI€ yTrpo3bl JOCTYITHOCTH.
OcHOBHBIE YIpO3bl LIETOCTHOCTH. CTaTnyecKkas U TMHAMUY€eCKasl LIETOCTHOCTbD.
OcHOBHBIE YIpO3bl KOHPHUIEHIIMATBHOCTH.
Takconomus yrpo3 6e3onmacHoCTH. UTO Takoe yI3BUMOCTh 3alIUTHI?
Taxkconomus yrpo3 6ezonacHoctu. OmuOKH B cCHCTEMAax 3allUThI.
UYro Takoe koMIbloTepHbIN Bupyc? IIpusHaku nposiBiaeHMs BUpyca.
Knaccugukanuss KOMIBIOTEPHBIX BUPYCOB — IO Cpele OOWTaHHs, IO CTEHEeHU
BO3ICHUCTBUS, MO cHoco0am 3apaXeHHs Cpelbl OOMTaHUs, 0 AITOPUTMUYECKOH OCOOECHHOCTH
MIOCTPOCHMS.

©oOoNO O AW

10. Uro Takoe aHTUBUpYCHas nporpamma? BupycHas curHatypa. Buubl aHTHBHPYCHBIX
MIPOrpaMM.

11. OcHoBomosaraloliie  NPUHOUIBL  PEIIeHUs  3aJadd  3aKphITHd  KaHaJOB
HECaHKIMOHUPOBAHHOTO JIOCTYTIA.

12.  TlonsTue moauTHKU U Mojenu 6e3onacHocT. CTPyKTypa MOHHTOpPA OOpaIICHUN.

13. Metoast wunentudukanuu u ayreHtuduxanuu. CrnocoObl ayTeHTUPHUKAMH —
I10JIb30BATENb «3HAET», I0JIb30BATEIb «UMEET» U MOJIb30BATENb «ECTHY.

14. bazoBble npeacrasienus moaeneit 6ezonacHoCcTU. CyOBEKThI, 00BEKTHI U JOCTYII.

15.  Ilpow3BoibHOE YHpaBICHHE JIOCTYIOM CYOBEKTOB K OOBEKTaM M KOHTPOIbH 3a
pacrnpocTpaHeHueM Ipas pocryna. Moaens Xappucona-Py330-Yaemana..

16.  Mannaraas monenb bemra-Jlamamynel. CBoiicTBO mpocToii 6e3omacHoctr. CBoiicTBa
orpannueHusi. CBOICTBO camocTosTeNbHOI 3amuThl. [IpaBuna nepexona.

17.  Kakas riaBHas 3ajada CTaHAApTOB WHQPOPMAIMOHHOHN Oe3omacHocTu? «OpamkeBas
kuuray CIIIA. ba3zoBsie TpeOoBaHus Oe3omacHoCTU. YeThIpe rpynibl KpUTEpUeB 0€30MacHOCTH.

18. EBponeickue KpUTEPUU 0e3omacHOCTH ~ WH(POPMAIMOHHBIX  TEXHOJIOTHIA.

A,Z[eKBaTHOCTB CpCACTB 3allIUTHI. ypOBHI/I 0€30IMaCHOCTH CUCTEMBEL.
BOl'[pOCbI AJIsi KOHTPOJIsA

1. OcHoBHbIE TOHATUS HUHPOPMALMOHHOM Oe3zomacHocTH. 3ammra  HUHGOPMAIHH.
VYnpasnenue nHpopMaoHHoi 0e3onacHocThi0. Monens 6ezonacHoctu. [IpsiMmoe Bo3neiicTBueE.

2. IloHsATuHe 3alUIIEHHON CUCTEMBI.

3. Kak usmensuics monxon k 3amave 3amute wHGOpManuu? Tpu dTama pa3BUTHS 3aIIUTHI
uHpopMalnu.

4. Teopuss 3amutel wuHpopMmauuu. OCHOBHBIE COCTaBHbIE YacTH TEOPUU  3aLIUTHI
uHpopMalnu.

5. CoBpeMeHHas IOCTaHOBKA 3aJ]auy 3alUThl HH(OpMaIUH.

6. VYrposza, araka, HCTOUYHUKM yrpo3. Yro Takoe OKHO omnacHocTd. Kpurtepun
KJIACCU(PUKALINH YTPO3.

7. Haubonee pacnipocTpaHeHHbIE YTPO3bI TIOCTYITHOCTH.

8. IIporpamMMHBI€ yTpO3bI JOCTYITHOCTH.

9. OcHoBHBIE yrpo3bl 1eN0ocTHOCTU. CTaTndeckas U TMHAMHUYecKast eIOCTHOCTb.

10. OcHoBHBIE YTpO3bI KOHPHUICHIIHATHHOCTH.

11. TakcoHoMus yrpo3 6e3onmacHocTd. UTo Takoe yA3BHUMOCTb 3aIIUThI?. TaKCOHOMHUS YIpo3
oe3omacHocT. OMIMOKM B CHCTEMAX 3all[UThI.

12. Yto Takoe komnbioTepHbIi BUpyc? [Ipu3Haku nposBIeHHs BUpYyca.

13. Krnaccudpukamuss KOMIBIOTEPHBIX BHPYCOB — TIO Cpele OOHWTaHWs, IO CTEIeHU
BO3CUCTBUS, MO cHoco0aM 3apaXXeHHs cpelbl OOMTaHUs, M0 AJITOPUTMUYECKOH OCOOEHHOCTH
MTOCTPOEHHUS.

14. Yto Takoe aHTUBUpYyCHas mnporpamma? BupycHas curnatypa. Buabl aHTMBHPYCHBIX
MIPOrpaMM.



15. OcHoBononararoume IIPUHLUIIBL peuieHus 3a1a4u 3aKPBITHS KaHAJIOB
HECaHKLMOHUPOBAHHOTO JIOCTYTIA.

16. IMonsTHe momuTUKH U MoJenH Oe3onacHOCTU. CTPyKTypa MOHHUTOpA OOpaIieHuH.

17. Metonst wuneHtudukanmuu u  ayreHTUGUKaruu. CrnocoObl  ayTeHTH(GUKAIIUH — —
MOJIb30BATENb «3HACTY, MOJIb30BATENb KAMEET» U TOJIH30BATENb «ECThY.

18. basoBble mpeacraBienus moaeneit 6ezonacHocTH. CyObeKThl, 00BEKTHI U JOCTYII.

19. IlpousBonbHOE YHIpABICHUE JIOCTYIIOM CYOBEKTOB K OOBEKTaM W KOHTPOJIb 3a
pacnpocTpaHeHHeM IpaB joctyna. Moaens Xappucona-Py330-Ynbmana..

20. Mannataas mozens bemma-Jlanamynel. CBoiicTBO mpocToil Ge3omacHocT. CBoiicTBa
orpannyeHus. CBOMCTBO caMOCTOSTENbHOM 3alIuThl. [IpaBuiia nepexona.

21. Kakas rnaBHas 3aja4ya CTaHIAPTOB HHQOpPMAIMOHHOW Oe3omacHoctu? «OpaHxeBas
kauray» CIIIA. ba3zoBsie TpeGoBanus O0e3omacHOCTU. YeTbIpe rpymibl KpUTEpUeB 0€30MaCHOCTH.

22. EBpomneiickue kputepuu 0€30MaCHOCTH WH(POPMALMOHHBIX TEXHOJOTHHA. AJIEKBATHOCTh
CPEICTB 3alIUTHI. Y POBHHU 0€30IaCHOCTU CHCTEMBI.

23. OCHOBHBIC PYKOBOJSIINE JOKYMEHTHI [ OCTEXKOMHCCHU TIO BOIIPOCAaM 3alIUTBHI OT
HECaHKIMOHUPOBAHHOTO J0CTyma K nH(popmanuu. Kiaccel 3alUIIeHHOCTH.

24. TOCT P HCO MDOK 15048-2002 «OOmue KpUTEpUH OICHKH OE30MacHOCTH
nH(pOpMalMOHHBIX TexHonoruit». IIpodune 3amutel. dyHkmu Oe3omacHocT. I[lpemnoxeHus
0€30MacCHOCTH.

25. OcHOBHBbIE (GYHKIIMH OPraHU3AIMOHHO-TPAaBOBOM 0a3bl 3amuThl HH(OpManuu. Bumbl
nH(POPMAMOHHBIX pecypcoB. Kakyro nH(OpMAIIIO OTHOCST K 3aIIUIIaeMOi ?

26. Ilpusnaku 3ammmaemoid uHbopmanuu. Brnagenbipl 3amuiiaemMolt  uUHGOpPMaIUU.
[lonsiTHE «TOCYNapCTBEHHAS TaliHaY.

27. Kpunrorpaduueckne MeXaHH3Mbl U NPUMUTHBBL. ba3zoBbie MeTObI MpeoOpazoBaHUs
nH(pOpMaUK WCMOJb3yeMble B Kpunrtorpadguu. OCHOBHBIE TPYNIBI METOJOB  3alIUTHBIX
npeoOpa3oBaHuii. MeTo bl IEpecTaHOBKH, MOJCTAHOBKH, aJ/INTUBHBIE U KOMOMHUPOBAHHbIE.

28. Kpunrorpadus ¢ cumMerpuanabiME Kirogamu. AsroputMm DES, TOCT 28147-80., IDEA.
[IpenmyrecTBa 1 HEAOCTATKU KPUNTOrpaduu ¢ CAMMETPUIHBIMU KITIOYaMH.

29. AccuMeTpHuuHBIC aITOPUTMBI MU poBanus. Kpunrocucrema ¢ OTKPBITBIM KTFOUoM RSA.
XEII-¢ynxmus. [Tousatue onnoctopoHHet pyHkuuu. Kommuszus xam-QyHKuuu.

30. Uepapxuyeckuii MeToj pa3pabOTKH 3alIUIICHHBIX cUcTeM. [loHSATHE TOBEpEHHOM
BBIYMCIIUTENLHOM cpesbl (trusted computing base - TCB).

31. OcHOBHBIE OdTambl pa3pabOTKH 3alWIIEHHOW CHCTEMBI: ONPEICICHUE TOJUTHKU
6e3omacHoctH, mpoektupoBanue moaenu WC, paspabotka koma MC, obecrneueHue rapaHTHIA
COOTBETCTBUS pealn3aluy 33JaHHON MOJUTUKE 0€30I1aCHOCTH.

[TosHBIM KOMIUIEKT OIIEHOYHBIX MAaTepUajoB MO AUCHMILIUHE (MOIyJ0) ((POH OIEHOYHBIX
CPEACTB) XpaHMTCA B JJIEKTPOHHOM BHJE Ha Kadelpe, yTBep)KIaroliel padouyyro Mporpammy
JTUCHUIUIMHBI (MOIyJs1), U B LleHTpe MOHUTOpPHHra U ayAuTa KauyecTBa 00y4eHUsl.

7.4. MeToauyeckue MaTepuabl, ONpeaesolue npouelypbl OeHUBAHUA Pe3yIbTaToB

00yuyeHusi 10 TUCHUILINHE (MOIYJIIO)

I'pyovimu canrtarorcs OmMOKY, CBUAETEILCTBYIOIINE O TOM, YTO CTYJEHT:

—  HE OBJIa/Ie]l OCHOBHBIM MaTepHajoM JUCIUILTUHBI

—  He MOXET MPUMEHSTh Ha MPAKTHUKE MOTy4YeHHbIE 3HAHUS

He zpyovimu ommOKkaMu SIBIISIOTCS

—  HETOYHO C(OPMYJIMPOBAHHBIN BOIIPOC UJIH MOSICHEHHUE MTPH OTBETE

Heoouemamu cuurarorcs

—  OTJeJNbHBIE MOTPEIIHOCTH B (OPMYIHPOBKE BOIIPOCA UM OTBETA

—  HEOpEeXHOE BBHITTOJIHCHHE 3aIUCEH.



1)
2)

3)

4)

5)

IIpenogaBaTtens, peanu3yrOIIMA IUCUUIUIMHY (MOAYJdb), B 3aBUCUMOCTH OT YpPOBHS
MOJITOTOBJICHHOCTH OO0YYaroIUXCsd MOXET HCIOJIb30BaTh HMHbIE (DOPMBI, METOJbl KOHTPOISA MU
OLICHOYHBIE CPEJCTBA, UCXO U3 KOHKPETHOM CUTyallUU.

1)
2)
3)

4)

1)
2)
3)
4)

5)

6)

7)

8. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE
JUCHUIIIMHBI (MO Y JISI)
8.1. OcHoBHas uTEpaTypa

Mamok A.A., «MHpopmManmonHas 0€30MacHOCTh : KOHLENTYaJbHBIE U METOJO0JOrMYECKUe
OCHOBBI 3aIUThl UHGOpMaruy, -M. : ['opsuas munus-Tenexkom, 2004r.

MensnukoB B.II. «MupopmannonHas 0e30macHOCT, W 3amra uHpopManum», -M.:
Axanmemus, 2009r.

CanepnunoB A.A. u np. «HpopManmoHHas 0€30MacHOCTh MpeAnpUATUs», -M. : JlamkoB u
K, 2005r.

Cemenenko B.A. «MupopmanronHas 6e3omacHocTb», -M : MY, 20051.39 k3.

8.2. JlonosiHuTEIbHAS JIMTEPATypPa

Mamok A. A. BBeaenuwe B 3amury uHQOpMalMK B aBTOMATHU3MPOBAHHBIX CHCTEMax:
VY4eOHoe nocobue ns ctyaeHToB By30B - M.: TOPAYA S JIMHUA - TEJIEKOM, 2005.
MenbsnukoB B.I1. «MHpopManmonHas 6e30macHoCcThy, -M.: Akagemus, 2005r.

Menbuaukos B.IL. u ap. «MudopmannonHas 0e3onacHocThy, -M. : Akagemust, 2005r.

A. A. CubiTHUKOB JlunieH3upoBanue u ceptudukamnus B 006IacTH 3amuThl UHpOpManuu. -
I'enmmoc APB, 2009.

Xopes, II.Lb. Metoasl u cpeacTsa 3amuThl HHGOPMALIMKA B KOMIBIOTEPHBIX CUCTEMAX : PeK.
YMO By30B 1O YHHMBEPCUTETCKOMY IOJUTEXHUUYECKOMY OOpa30BaHUIO B KayecTBE y4eo.
1Moco0. AJst BY30B... o crnienuanbHocTh "MH(popMaTrka U BeIUMCIUTENbHAS TEXHUKA" . - M. :
Axkanemusi, 2005. - 256 c. - (Briciiee npodeccnonanbHOoe 00pa3oBaHue).

Omucep, B.I'. Komnsrotepusie cetu: [IpuHIMIIBI, TEXHOJIOTHH, MPOTOKOJBI : peK. M-BoM
oOpaszoBanust P® B kauectBe yued. mocoO. it By30B... 10 HampaBieHuto - "MHpopmaTuka u
BBIYHCIIUTENbHAS TEXHUKA'" U 110 CIENHUAIbHOCTAM "BpIunCINTEbHBIE MAIIMHBI,KOMILIEKCHI,
cucteMol u ceru", '"lIporpammoe oOecrieueHHe  BBIUMCIUTEIHLHOM  TEXHUKH U
aBTOMAaTU3UPOBaHHBIX cucteM". - 3-e u3a. - CIIO. : Iurep, 2006. - 958 c. : wmt. - (YueOHUK
JUTSI BY30B).

Omudep, B.I'. CeteBbie onepaninoHHbIe CUCTEMBI : 10T1. M-BoM 0Opa3zoBanusi PO B kauecTBe
yueb. mocob. /g By30B... "MHpopmaruka u BelurcauTenbHas TexHuka" . - CIIO. : ITutep,
2006. - 539 c. - (YueOHuK 1 BYy30B).

8.3. UnTepHeT-pecypchl, HEOOX0AUMbIE 1JIS OCBOCHUSI JUCHHUILJIMHBI (MOAYJIs1)

8.3.1 Ilepeyenn 3J1eKTPOHHO-0UOIMOTeYHBbIX cucTeM (DBC)

DaexTpoHHasi 6udanoreynasi cucrema |PRbooks

www.iprbookshop.ru

DJIeKTPOHHO-0MbIMoTeyHas cuctema BOOK.ru

https://book.ru

DJIeKTPOHHAA onoJmoTeyHas cucreMa H3JaarejbCTBa IOPAFIT, pasaeJ
«JIerengapHble KHUTH»

www.biblio-online.ru, https://urait.ru/

JIeKTPOHHAsA OMOJINOTEKA KACTPAXAaHCKHMI IOCYy1apCTBEHHbIH YHUBEPCUTET»
co0cTBeHHOM renepannu Ha miargopme IbC «nekTpoHHbIH UnTANbHBIN 3271 —
butaunoTex»

https://biblio.asu.edu.ru

Yuémuas 3anuce oopaszosamenvroco nopmana AI'Y

Du1eKTpoHHO-0n01noTeynas cucrema (AbBC) OO0 «Ilonurexpecype» «KoHcyabTaHT



http://www.iprbookshop.ru/
https://book.ru/
http://www.biblio-online.ru/
https://urait.ru/
https://biblio.asu.edu.ru/

CTY/ICHTA»
MmuoronpoduibHbId  00pa3oBarenbHbIl  pecypc «KOHCYIBTAaHT CTyACHTa» SIBISETCA
AIIEKTPOHHON OMOJIIMOTEYHON CHUCTEeMOH, MpenoCTaBIAOmEeH noctyn depe3 MHTEepHET K
y4eOHOI nuTeparype M AONOJHHUTEIbHBIM MaTepuajiaM, IpUOOpPETEHHBIM HAa OCHOBAHUU
OpsAMBIX  JIOTOBOPOB ¢ mpaBooOnagarensmu. Karamor coxepxkut Ooxnee 15 000
HauMEHOBAaHUU U3IaHUH.
www.studentlibrary.ru
Pecucmpayus ¢ komnvtomepos AI'Y

6) DuexTpoHHasi OMOINOTEYHAS CHCTeMAa «YHUBEPCUTETCKAast OMOIMOTEeKA OHJIAIH»
www.biblioclub.ru

8.3.2 Ilepeyennb 00me0CTYNHBIX OPUIMAIBLHBIX HHTEPHET-PECYPCOB

1)  ExauHOE OKHO JAOCTYyIA K 00pa3oBaTeIbHBIM pecypcam
http://window.edu.ru

2)  MuHHUCTEpCTBO HayKH U BbIcIIero oOpazoBanus Poccuiickoit deneparyu
https://minobrnauki.gov.ru

3)  MunuctepcTBo npocenieHus Poccutiickoit deneparun
https://edu.gov.ru

4)  denepanbHOE areHTCTBO 10 AejaaM MoJoa&xu (PocMoaoaexs)
https://fadm.gov.ru

5)  ®denpepanbHas ciayx0a o Hax30py B chepe oOpasoBanus u Hayku (PocoOpHaa3op)
http://obrnadzor.gov.ru

6)  Caiit rocyaapcTBeHHO# mporpammbl Poccuiickoit deaepanmu «JlocTymHas cpenay
http://zhit-vmeste.ru

7)  Poccwuiickoe IBIKCHUE IKOJIHHUKOB

https://pam.pd

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHIEYHEHUE JUCHUIIVIMHBI (MOYJIS)

MyabsTumenuiinoe oGopynoBanume. Ha ayautopHbix 3anaruax — (nekuusix) CUT
UCTOJB3YIOTCS JUIsl OpraHM30BAaHHOTO TPEACTABJICHUS NPENnojaBaTes MM U O0yJaroIUMHCS
Mmarepuana B popmate npeseHtaiuii PowerPoint, paboTsl Mo GOpMUPOBAHUIO U PA3BUTHIO HABBIKOB
paloThI ¢ TOKyMEHTaMU M IIPOrpaMMaMH, UMEIOIIKMMU MPHUKIaJHOe 3HaueHue. JIekiuu odecreueHsl
claiiiaMu U BujeomarepuanaMu. IMeroTCst KJlacCHbBIE JOCKH, HATJISTHbIE TTOCOOUS (CTEH/IbI, MAKETHI,
MJIAKATHI U T.IL.).

Pabouass mnporpamma AMCUMIUIMHBI (MOAYJ) TpPU  HEOOXOIUMOCTH MOXKET ObITh
ajanTHpoBaHa JUIsl oOydyeHMs (B TOM YHMCIIE C MPUMEHEHHEM JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTUI) JIUI] C OrPaHUYEHHBIMH BO3MOXHOCTSAMHU 3JI0pOBbs, MHBAIUIOB. /{111 aTOro Tpedyercs
3asgBJICHHE OOYYalOIIMXCs, SBISIOLIMXCS JIMIAMM C OTPAHUYEHHBIMH BO3MOXHOCTSIMM 3/10pOBbS,
WHBAJIWJAM{, WM HX 3aKOHHBIX MPEACTaBUTENEH W pPEKOMEHJAIMM ICUXOJIOr0-MEeIUKO-
nejarornyeckod  Komuccuu. Jlis HMHBAIMIOB coJep)kaHHe pabodeil mporpamMMbl JUCHUIUIMHBL
(MOZynsl) MOXET OIpeAensThCsS TakXKe B COOTBETCTBUM C WHAMBHAYAJIbHOH IporpaMmoit
peadminTaly HHBaIUAA (TIPU HAJTMYUH).

[IporpamMma cocraBiieHa B cooTBercTBUU ¢ TpeboBanusimu PI'OC BO mno HampaBieHHIO
noarotosku 09.03.02 MudopmMannoHHble CHCTEMBbI M TEXHOJIOTHH.



http://www.studentlibrary.ru/
http://www.biblioclub.ru/
http://window.edu.ru/
https://minobrnauki.gov.ru/
https://edu.gov.ru/
https://fadm.gov.ru/
http://obrnadzor.gov.ru/
http://zhit-vmeste.ru/
https://рдш.рф/

