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1. HEJJX OCBOEHMUS JUCIUILIINHBI (MOIYJIS)

1.1. Heab ocBOeHUSs] IUCUMILUIMHBI (MOayJs) «AyauT WH(POPMAITMOHHOMN
0€30MacCHOCTH»  SABJISETCA HM3YyYCHHE TEOPETHYECKHUX BOIPOCOB, OCHOBHBIX IOHSATHH,
onpefieNieHuN U KaTeropuil, UCMOJIb3yeMbIX B JaHHOW TUCIUILIMHE, (GopMUpoBaHHE 0a30BbIX
HaBBIKOB 110 MX IPHUMEHEHHUI0; (popMupoBaHUEe 0a30BBIX 3HAHMI MO OCHOBAM TIOCTPOCHUS
cucteM  HWHPOPMAIIMOHHOW  O€30MacHOCTH; HW3y4eHHWE HOPMAaTHBHOW  0a3bl  ayaurta
UH(POPMALIMOHHOM 6€30IaCHOCTH 0OBEKTOB; O3HAKOMIIEHUE C IEPEYHEM OCHOBHBIX CTaHIApTOB,
MpPUMEHSIEMbIX B 00J7acTh MHPOPMAIIMOHHON 0€30IacCHOCTH; U3yYeHUE METOJUKU IPOBEICHUs
ayautra UHGOPMALMOHHON 0e30macHOCTH OOBEKTOB; O3HAKOMIICHHE C JIMIICH3MPOBAHUEM H
ceprudukanret nesTeNbHOCTH B 00JACTH 3alUThl MH(QOpPMAIMK; MPUMEHEHHE IMOJYYEeHHBIX
3HAaHUH Ha MPAKTUKE JJIS IPOBEJCHUS ayJUTa HHPOPMALMOHHON 0€301MacHOCTH 0OBEKTOB.

1.2. 3apa4u ocBOCHUSA IUCHUIUIMHBI (MOYJIfA):

— WMByuuts OCHOBHBIE TOHSTHS, TEPMHHBI, oOIpeneneHuss B chepe aynuta
UH(POPMALIMOHHOM 0€30MacHOCTH; 334a4yH, (YHKIHH, CTPYKTYpPY, MPAKTHKY MpPOBEIECHUS
aynuToB HMH(OPMALMOHHOW O€30MacHOCTH Ha MPENNpHUSITHH;,; OpPraHU3alMOHHbIE OCHOBBI,
NPUHIUIBI, METOABI U TEXHOJIOTHMH YIPABICHHS MOJpa3JelieHueM ayAuTa HWH(GOPMAIMOHHON
0€30MacHOCTH; TCHXOJIOTUYECKUE AaCMeKThl TMOATOTOBKM ayauTopa HH(POPMAIMOHHOM
0e30IMacHOCTH;

—  CdopmupoBats yMeHHs pa3pabaTbiBaTh MPOrpaMMy ayAMTOPCKUX MPOBEPOK, MIIaH
aynuTa M ayOUTOPCKUN OTYET M HCIONb30BaTh METOABl U MEPEJOBOW OMBIT IMPOBEACHUS
ayJIUTOPCKUX MPOBEPOK B cpepe MHPOPMALIMOHHON O€30MaCHOCTH; ONPEACIUTh MECTO ayAnuTa
uH(pOpPMallMOHHONW 0€30IacCHOCTU B CTPYKType OpraHU3allud U CTPYKTYpe yIpaBiICHHS
WH(OPMAIIMOHHONW OE30MaCHOCThIO; ONPEACTUTh METOIbl OIICHKH CHCTEM O00eCreYeHHUS
uH(pOpMallMOHHONW 0e30MacHOCTH, KpPUTEpPHM ayauTa, WHCTPYMEHTHl IMPOBEACHUS ayauTa,
OPUHIUIBl OpTaHU3allMM TpyJda ayAauTopa, CPOPMHUPOBATH B3IV HA OPraHU3AlUI0 |
yhpaBieHHe CiIyXk00i 3amuThl MHQOpPMAIMHK HA OPEANPUITHUH KaK HAa CHCTEMaTHYECKYIO
NPAaKTUYECKYI0 JIeATENIbHOCTh  KOJUIETHAJIbHBIX OpPraHOB YIPABJICHUS NPEANPHUATHS U
PYKOBOJUTENS CITyKObI, HAIIPaBJICHHYIO Ha pa3pabO0TKy KOHIIENTYaJIbHBIX U OPraHU3aIllMOHHBIX
OCHOB €€ JIeATeNIbHOCTU 1 3()(hEeKTUBHOE BBIITOJIHEHHE BO3JIOKEHHBIX Ha Hee 3ajay.

— CdopmupoBaTh HaBBIKM HUCIOJIb30BAaHUS METOJIOB MPOBEJACHHUS ayIUTOPCKHUX
MPOBEPOK M 00pabOTKE pe3yJdbTaTOB ayaWuTa; MPOBEACHUS ayauTOB WH(OOPMAIMOHHON
0€30M1aCHOCTH B CUCTEME 3aIIUThI HHPOPMALMHU HA TPEATNPUITHH.

B pe3ynbrare 0cBOGHUS TUCIHUILTMHBI 00Y4aIOUIHIiCs JOIKEH:
3HaTh:

- OCHOBHBIC TIOHATHS, TEPMUHBI, ONpeaeTeHus B chepe ayauTa HHPOPMAITUOHHOM
0e30IMacHOCTH;

- 3a7auu, QYHKIUHU, CTPYKTYPY, IPAKTHKY MMPOBEIACHUS ayIUTOB HH()OPMAITMOHHON
0€30IaCHOCTH Ha MPEANIPUSATHH;

- OpPTaHHU3AI[MOHHBIE OCHOBBI, TPHUHIIUIBI, METOJbl M TEXHOJOTHH YIPaBICHUS
NOJpa3ieIeHueM ayIuTa nH(GOPMAIIMOHHON 0€3011acHOCTH;

- NICHXOJIOTHYECKNE  aCMEeKThl  TOJATOTOBKM  ayAuTopa  HMHMOPMAIMOHHOU
0€30MacHOCTH;

YMers:

- pa3pabarbIBaTh MPOrpaMMy ayJTUTOPCKUX POBEPOK, IJIaH ayIUTa U ayJUTOPCKHIMA
OTYET U UCTOJIB30BAaTh METO/IbI U MEPEIOBOI OBIT IPOBEIECHUS ayAUTOPCKUX MTPOBEPOK B chepe
nH(pOpMaIMOHHOW 0€30MMacCHOCTH;

— ONpEeNeNIUTh MECTO ayJauTa HH(POPMAIMOHHONH O€30MacHOCTH B CTPYKType
OpTaHHU3AIH U CTPYKTYpE yIpaBIeHUS HHPOPMAITMOHHOH 0€30MacHOCTHIO;

- ONpENeNUTh METOAbl OICHKH CHCTeM oOecriedeHus: HMH(OpMaAIMOHHON
0€30IMaCHOCTH, KPUTEPHH ayauTa, HHCTPYMEHTHI TIPOBEICHHS ayIuTa, TPUHITUIBI OPTaHU3aIH
Tpyda ayautopa, chOpMHpOBATH B3TIIA[ HA OPraHU3AlUI0 U YIPABICHUE CIYKOOW 3allUThI



uHpOpPMALlUM HA TPEANPHUATHH KaK Ha CHUCTEMAaTHUYECKYI0 MPAKTHYECKYIO JAEATENIbHOCTD
KOJUIETHAIBHBIX OPTaHOB YIPABIICHHUS MPEANPHUATUS M PYKOBOIMTEINS CITY>KOBI, HalPaBJICHHYIO
Ha pa3pabOTKy KOHIENTYaJbHBIX U OPraHU3allMOHHBIX OCHOB €€ JeSATeIbHOCTH U 3(dekTuBHOE
BBITIOJTHEHUE BO3JIOKCHHBIX HA HEe 3a/ad.

Bunagers:

- UCTIONIb30BAHUSI METOJOB TIPOBEACHUS AyIAMTOPCKUX IPOBEPOK M 00paboTKe
pe3yJbTaTOB ay/InTa,;

- NPOBEJICHUSI ayANTOB HWH(POPMAIIMOHHOW OE30IacHOCTH B CHUCTEME 3alllUTHI
nH(pOpMaNY HA IPEANPUITHH.

BakanaBp, N3yuuB AUCHUIUIUHY «AyIUT HHPOPMALMOHHOM 0€301MaCHOCTH», MOXKET OBbITh
TOTOB K CIEAYIOIIEMY BUAY NMPO(ECCHOHANBHOW AEATEIPHOCTH W PEIIaTh COOTBETCTBYIOIINE
3aauu:

IKCILYAMAYUOHHAS OesIMENbHOCTb.!

J ydyacTHe B IPOBEIACHUU AaTTeCTallMd OOBEKTOB, MOMEIICHUH, TEXHUYECKHX
CPEZACTB, CHCTEM, IPOrpaMM U AJITOPUTMOB Ha IPEAMET COOTBETCTBHS TPeOOBAHUSAM 3aIIUTHI
nHpopmanuu;

NPOEKMHO-MEXHOI02UEeCKAs 0esMeNbHOCHb.
e ydJacTHe B pa3pabOTKe TEXHOJIOTWYECKOH U SKCILUTyaTallMOHHON JTOKYMEHTAINN;
OP2AHU3AYUOHHO-YNPABTIEHUECKAs 0eAMeNbHOCHb!

o KOHTPOJb  3(P(PEeKTUBHOCTH  pealu3alMd  MOJUTHKH  HMH(OPMAIMOHHON

0e30macHOCTH OOBEKTA.

2. MECTO JUCIIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. VYdeonas aucummauna (moayab) b1.J1.04.02 «Ayaur wuHpOpMaMoHHOMN
0€30I1aCHOCTH» OTHOCUTCS K 4acTH, (OpMUPYEMOIl yHacTHUKaMH 00pa30BaTeIbHBIX OTHOILICHHUH
(oNIeKTHBHBIC TUCHUILIINHBI) yueOHoro rmiaHa 2022 roma HaOopa HampaBieHHUS TOATOTOBKH
10.03.01 Hudopmanuonnas OezonacHocTb. M3yuaercs B 6 cemectpe, dopma KOHTPOIS —
9K3aMeH.

2.2. JInst u3yyeHusl JAHHOM y4eOHOI TUCHUNIHHBI (MO1YJIfA) HE00OX0AUMBI
cJeylollie 3HAHUS, YMEeHHS U HABBIKH, (popMUpyeMble NpeAlIecTBYIOIIUMHU YUeOHbIMH
AMCUMILIHHAMM:

— Hudopmaruxa.
— OpranuzaimoHHOE U NpaBoBoe odecneueHne nHPOpMaMOHHON 0€30MacHOCTH.
B pe3ynbrare 0OCBOGHUS 3TUX JUCLUUIUINH, CTYJEHT JOJKEH:

3HATH:
- OCHOBHBIC MOHATHA UHPOPMATHUKH,
- CTPYKTYPBI CUCTEM JOKYMEHTALMOHHOTO 00eCIeueHUsl.
YMETh:
- UCIOJB30BaTh NPOTPpaMMHBIE M amIapaTHble CPEICTBA  IIEPCOHAIBHOTO
KOMIIBIOTEPA,
- II0JIb30BAaThCsl HOPMATUBHBIMU JTOKYMEHTaMH 110 3aLIUTe HHPOPMALIUY.
BJIAJIETh:

- HaBBIKAMU TMOMCKa HHPOpMaIuK B ri100anbHOi nHopMalmonHoi cetu MHTEpHET
U paboTel ¢ O(UCHBIMH TNPUIOKEHUSIMH (TEKCTOBBIMH IPOLIECCOPAMHU, SJICKTPOHHBIMH
TabNMIlaMu, CPEJICTBAMU TTOATOTOBKH Mpe3eHTAIMOHHBIX MaTepuanoB, CYB/] u T.1m1.): MeToauka
U TEXHHUKA COCTABJICHUS PA3JIMYHBIX YIPABICHUYECKUX U JOKYMEHTOB YUPEKICHUN, OpraHU3aIHii
Y NIPENPUATHIA.



2.3. Tlocaexyommue y4deOHble AUCHMIUIMHBI (MOAYJH) W (MJIHM) NPAKTHKH, IAJs
KOTOPbIX He00XOAUMbI 3HAHUS, YMEHHUS, HABBLIKH, (opmMHUpyeMble JAHHOH Yy4eOHOM
AMCUMILINHON (MOayJIeM):

— IlporpammHo-anmnapaTHble CpeICcTBA 3alUThI HH(OPMALIUH.
— IIpoekTupoBaHKE U IKCIUTyaTaAlUs 3AMIUIICHHBIX HH()OPMAIIMOHHBIX CHCTEM.
— KommekcHoe obecnieuenue 3anuTsl vHGopMalu o0beKTa HHPOpMATU3ALINH.

Taxxe nucrumnHa «AyauT WHGOPMAIMOHHON OE30MAaCHOCTH» TOMOXKET CTYACHTaM

IIpU pealin3aluy 3a/1a4 MPeAIUIIIIOMHOM MPaKTUKK U HaMCaHHUIo 0aKalaBpCKO paboThI.

3. INTAHUPYEMBIE PE3YJIbTATBI ObYYEHHUA 110 JTUCHUIIJIMHE

(MOJIYJIIO)

[Tpouecc OcBOEHHS AMCUMIUIMHBI HAapaBieH Ha (OPMUPOBAHHME DJIEMEHTOB CIEIYIOIINUX
komnereHIMi B coorBeTcTBUM ¢ PI'OC BO u OIIOII BO no paHHOMYy HampaBiEHUIO
MOATOTOBKH (CIIEIUATBLHOCTH):

npodeccuonanbubix (I1K): IIK-1. CmocoOGeH BBIMONHITH padOThI MO YCTaHOBKE,

HACTpoiike U OOCIYXMBaHUIO MPOrPaMMHBIX,

IPOrpaMMHO-AINapaTHBIX (B TOM YHCIE

KPUNTOTrpaguUeCcKUX) U TEXHUUECKUX CPEJICTB 3alIUThl HH(POPMAIIMK B IPOLIECCE SKCILTyaTalliH
aBTOMAaTU3UPOBAHHBIX CHCTEM;
[1K-4. CiocoGeH aAMUHUCTPUPOBATh CPEACTBA 3AIUTHl HHPOPMAIIUN B KOMITBIOTEPHBIX

CHUCTEMAX H CCTIAIX.

Tabauna 1 — lekoMmno3unus pe3yjabTaToB 00y4eHH sl

Ko 1 HammeHoBaHue

[TnarupyemMblie pe3yabTaThl 00YICHHS IO TUCITUIUTHHE (MOTYITIO)

KOMIIETEHIIUN 3narts (1) Ywmerts (2) Brnazets (3)
IIK-1. Crocoben UIIK-1.1. 3nare: | UIIK 1.2. Ywmers: | UIMIK-1.3. Bnagets:
BBIMOJTHATH PaOOTEHI IO HOpPMATHBHBIC TIPABOBEIC | ONPEACIATh WMCTOYHHKH M | METOIMKOU OLCHKH
YCTaHOBKE, HACTPOUKE M | aKThl B OOJACTH 3alllUTHI | MPUYMHBI BO3HHKHOBCHHS | MOCICICTBHUIMA
00CITy’)KUBaHUIO uHpOpMALUH, HHIUJICHTOB, YCTPaHAThH | BBISBICHHBIX HHIUICHTOB
TPOTPaMMHBIX, OpPTraHU3AI[OHHBIE MEphI | HapYIICHHS NpaBui | ¥ OOHAPYKCHUS
MIPOTPaMMHO- Mo 3amyTe WHPOPMALWH, | pa3rpaHUYCHHs  JOCTYIA, | HapyIICHHUS MPaBIII
amnmapaTHbIX (B TOM nmporpaMMHO-anmapaTtaeie | [IpuMeHSTh NporpaMMHEIC | pa3TpaHWYCHHUS TOCTYIa
quCIIe cpencTaa obecrieueHust | cpeacTBa obecriedeHus
KpuUnTorpapuaecknx) u 3aIIUTHI nHpopManuu | 6€30NMaCHOCTH NaHHBIX,

TEXHUYECKUX CPEICTB ABTOMAaTH3MPOBAHHBIX OCYIIECTBIISITE ~ KOHTPOJIb
3aIUTH HHPOPMAIIUU B CHUCTEM, METOZBI | OOCCIICUeHUs YpOBHS
mporiecce IKCIUTyaTalud | KOHTPOJIA 3PPEKTHBHOCTH | 3alMIIICHHOCTH B
ABTOMATH3HPOBAHHBIX 3aUThEl UHPOPMAIUU OT | aBTOMATH3UPOBAHHBIX
CUCTEM YTEUKH 110 CHUCTEMaX,  HCIOJIH30BATh
TEXHHYECKAM  KaHaJlaM, | KpunTorpaduuecKkue
OCHOBHEIC METO/IBI u cpencTaa
Kpunrorpaduaeckue 3aTATHI
METOJIFI, ANTOPUTMBL, | HHPOPMAIUI B
MIPOTOKOJIBL, aBTOMAaTH3UPOBAHHBIX
HCIIONIE3YEMBIE IUIA | cCUCcTeMax
oOecrieueHus 3aIUTEI
nHpopManuu B
ABTOMATH3HPOBAHHBIX
cucTeMax
IIK-4. Crocoben HIIK 4.1. 3nare: | UIIK 4.2. VYwmers: | UTIK 4.3. Bnagets:
aJIMAHUCTPHPOBATH HUCTOYHUKU yIpo3 | aHAIU3UPOBAThH VIpO3bl | HABBIKAMH  YIPAaBJICHUS
CpPEICTBA 3aIIHUTHI UHPOPMAMOHHOM 0e30macHOCTH CPEICTBaMU MEKCETEBOTO
nHpOpMaIHU B 0e30MmacHOCTH B | uHpOpMaIHI B | 9KpaHUPOBaHUS B
KOMITBIOTEPHBIX KOMIIBIOTEPHBIX CETSAX M | KOMIOBIOTEPHBIX CHCTEMaX | KOMIBIOTEPHBIX CETAX
CHCTEMax M CeTAX MeEpHI o WX | ©  CeTAX; HACTPAaWBaTh | METOIMKOHN OICHKH
MIPEIOTBPAIIECHUIO; TpaBUIIa 00paboTKH | ONTUMAIBHOCTH BBIOOpA
TIPUHITHIIBT MIaKeTOB B KOMIBIOTEPHBIX | MPOTPAMMHO-AIIIaPaTHBIX
(hyHKIIMOHUPOBAHUS CeTSIX; HACTPaWBaTh | CPEACTB 3AIIUTHI




NPOTPAaMMHBIX ~ CPEICTB | NMOJUTUKK  0€30TmacHOCTH
Kpunrorpaduueckon OInepanoHHBIX CHCTEM,
3aIIUTHI nH(OpPMaINY; | OLEHUBAThH YIPO3EI
BUJIBI HOJIUTUK | 6e30MacHOCTH

YIpaBJICHUsT JOCTYNOM W | HHGOpMauuu B
MH(POPMaIMOHHBIMH KOMIBIOTEPHBIX ~ CHCTEMax
HOTOKaMH B | M CeTAX,

KOMITBIOTEPHBIX ~ CETSX; | IPOTHBOJCHCTBOBATH
TpeOOBaHUS O COCTaBY M | yrpo3am 0€30IacCHOCTH
XapaKTEepUCTHKAM nHdopmannu c
MOJICUCTEM 3aIIUTHl | WCTIOJIb30BAaHUEM
nHpopManuu BCTPOEHHBIX CpeAcTB
HNPUMEHUTEIEHO K | 3aIIUTHI nHpopMannu
OIlepalliOHHBIM OIepaLIOHHBIX CUCTEM,
CHCTEMaM; NPUHIMIBL | HACTPauBaTh

paboTEI u IpaBWiIa | AaHTUBHUPYCHBIE  CPEACTBA
9KCIUTyaTalllH 3aIUTEl  MHpOpMAIMU B
IPOrPaMMHO-AIIIAPATHBEIX | ONIEPAaLMIOHHBIX CUCTEMAX,
CpencTB 3aIIUTHI

nHpopManuu

nH(OpMaLUH U UX
PESIKIMOB
(HYHKITHOHUPOBAHUS B
OTIEPAIIMOHHBIX CHCTEMaX

4. CTPYKTYPA ¥ COAEPKAHME JUCIHUATITUHBI (MOY.JIST)

OO0mmast TpyJ0eMKOCTh JUCIUIUIMHBI (MOAYJNSI) COCTaBiisseT 3 3adeTHble eauHulbl, 108 gacos.
Jlexmu — 17 yacoB, mabopaTropHbie 3aHATHSA — 51 "acoB, camocTosTeNnbHas padota — 40 gacos.
Ta6auna 2 — CTpyKTypa H cofepkaHue TUCHUILVINHBI (MOLYJIs1)

DopMel
TEKYILETO
KonrakTHas CamMocTosT KOHTPOJIA
pabora babora : yCIEBaEMOCTH

Ne HaumeHnoBanue pajena (TeMbl) (B Hacax) (no Heens

/1 cemecmpa)

o ®dopma

§ T TP &P cp MIPOMEKYTOUHOU
S aTrecTauuu  (no
3 cemecmpam)

1. OCHOBBI IOCTPOCHUS CUCTEM 6 |1 4 4 Ortuer o
obecnieyennst Ub Ha nabopaTopHOi
NPEATIPUITHN. pa6OTe 1.

2. Aynut B, OCHOBHBIE TIOHATHS, 1 4 4 OtueTt o
TEPMUHBI U ONPEIEIICHUS. nabopaTopHOH

pabore 2.

3. MeTo1pI OLIEHKH CUCTEM 1 4 4 KoHnTtponbHas
obecnieyeHust HHGOPMAITHOHHOM pabora Nel
6e3onacHocTu. Metonnka
HPOLIECCHOTO aHAJIM3a CHCTEM.

4. Kputepun ayaura 1 4 4 Otuer no
MH(OPMAILMOHHOM 71ab0paTOPHOM
0e30MacHOCTH. pabote 3.
HanmoHnanbHbIe CTaHIAPTHI
yIpaBieHus HHHOPMALMOHHON
0€301acHOCTBIO.

5. | Kpurepuu ayaura 1 4 4 Ortuer o
MH(OPMAIMOHHOM 71ab0paTOPHOIA
0e30macHOCTH. pabore 4.
MextyHapOoIHbIE CTaHIAPTHI




Dopmbl
TEKyIIEeTo
KonrakTHas CaMocTosT KOHTPOJIS
pa6ota habora : yCIEBaEMOCTH
Ne HaumeHnoBanue pajena (TeMbI) (B wacax) (no nederi
/i cemecmpa)
®dopma
§ T TP | &p ol MPOMEXKYTOUHOU
S aTrecTauuu  (no
3 cemecmpam)
yrpaBJieHHst HHPOPMAITHOHHOM
0€301acHOCTBIO.

6. | MeToxs! oLileHKH 0€3011aCHOCTH 2 6 4 KonTtponbHas
UH(OpPMALTMOHHBIX pabota Ne2
TEXHOJIOTH.

7. WHCTpyMEHTHI IPOBEICHUS 2 6 4 Ortuer o
ayauta HHQOPMAIIMOHHOM nabopaTopHOH
0e30macHOCTH. pabore 5.

8. Meroauka npoBeICHUS ayIUTa 2 7 4 Ortuer o
HMH(POPMAIINOHHOM nabopaTopHOi
0€30IMacHOCTH. paborte 6.

9. Oprasu3zaiys BHyTPEHHETO 3 6 4 Kontponbnas
ayJuTa Ha IPEINPUATHHL. pabora Ne3

10. | IIcuxonoruyeckue acreKTh 3 6 4 Hrorosoe
MOJITOTOBKHU ayIUTOpa TECTUPOBAHUE
WHPOPMALTHOHHON
0e301acHOCTH.

11. | Uroro 17 51 40 9K3AMEH

Ipumeuanue: J1 — nexuus; [13 — npakTuueckoe 3austue, cemunap; JIP — naboparopHas
pabora; KP — xypcoBas pabota; CP — camocrosTenbHas padora.

Tabmuma 3 — Marpuua coOTHeceHHSI TeM/pa3esioB YYeOHOH IMCUMILIMHBI/MOAYJISI H

¢dopMupyeMbIX KOMIIETEH U

Temwi, Kon- Koo Obujee
KomnemeHyuu Kouuecmeo

paszoenvl 60

OUCYUNTIUHDBL uacos Komnemeny

IIK] |IIK4 ui

OcHoBbl IocTpoeHus cucteM obecneueHust Ub Ha + + 2

HPEANPUSITHH. 9

Aynut Ub. OcHOBHBIE TIOHATHS, TEPMUHBI H + + 2

OIpeICIICHHSI. 9

MeTo/TbI OIICHKH CUCTEM 00eCIIeYeHUsT MHPOPMAIIMOHHON + + 2

OezomacHocTH. MeToMKa IpOIeCCHOro aHanmsa cucrem. | 9

Kpurepun ayaura uH(bDOpMaMOHHONW 6€301IaCHOCTH. + + 2

HanmonanbHble cTaHIapTHI yIIPABICHHS

MHQOPMAITIOHHOMN

0€30MaCHOCTBIO. 9

Kpurepun ayaura uHbOpMaMOHHONW 6€301IaCHOCTH. + + 2

MekyHapoJHbIe CTaHIAPThI YIIPABICHHS

MHQOPMAIIMOHHOH 0€30IIaCHOCTEIO. 9

MeTo/1bI OIICHKH 0€30TIaCHOCTH UH(POPMAIIMOHHBIX + + 2

TEXHOJIOTH. 12




Temwbl, Kon- Koo Obujee
KomnemeHyuu KOAU4ecmeo

pasoenvl 80

OUCYUNTIUHDBL uacoe Komnemeniy

IIK1 |IIK4 uu

WHCTpyMeHTHI IpoBeIeHUs ayAnTa HHPOPMAIIMOHHON + + 2

0€30MacHOCTH. 12

MeroarKa IpOBeICHHS ayIUTa HHPOPMAIIHOHHON + + 2

0e30MacHOCTH. 13

Opranm3aius BHyTPEHHET0 ayAnTa Ha IPEANPUATHH. 13 + + 2

INcuxonoruyeckue acueKThl MOATOTOBKH ayJUTOpa + + 2

MH(OPMALIMOHHO 0€30MTaCHOCTH. 13

Hroro 108

Conep:kanue TUCHUTIHHBI (MOYJIfA)

Tema 1. Ocnoevt nocmpoenusa cucmem odecnedeHus UHPOPMAUUOHHOU De30nacHOCmU HA
npeonpusamuu

HestenpHOCT,  TO  oOecredeHuto  wHGOpMAMOHHOW  Oe3zomacHocTH.  IIpenmerHas
HANPaBIEHHOCTh JIEATENILHOCTH MO obecnedeHnuo wuH(opmanuonHoi Oe3zonacHoctu. llens
NeATEeILHOCTH 10 oOecrieueHnto uWHPopManuoHHON Oe3omacHocTu. [lpuHmmner u  dopma
NESTENILHOCTH M0 O0ecreueHn0 MHGOPMAIMOHHON Oe30macHOoCTU. MeToabl AEITeIbHOCTH TI0
obecrieuenno uHpopmarmoHHo Oe3onmacHocTH. CpeactBa obecrieueHus WHOOPMAITMOHHON
6e3omacHocTH. CyOBeKThl 0OecredeHns: HHPOPMALMOHHOM 6€30MacHOCTH.

Tema 2. Ayoum ungopmayuonnon o0ezonacnocmu. QOcHOGHbIe NOHAMUA, MEPMUHBI,
onpeoenenus

[Tonsitne «aynut wHGOpPMAMOHHOW  Oe3omacHOCTH». [loHATHE  «KpUTepWil  ayauTa
UHPOPMALIMOHHON Oe3omacHOCTH». Ayautop wuHGOpManMoOHHON Oe3omacHocTH. [loHsTHE
«CBHUJIIETENBCTBO  ayauTa  uH(popMaunoHHOW  Oe3omacHocTu».  Pesynbrarel  ayaura
uHpopManoHHOW  Oe3omacHOCTH. CTOpPOHBI TPOBEACHHS ayauTa — «3aKa3uuk» U
«HCTIONIHUTENBY ayauTa. Bunel aynutoB uHpopmannoHHOW Oe3omacHoctu. IlnanupoBanue
aynuta WHGOPMAIMOHHON Oe30macHOCTH. [IOHSATHUS «COOTBETCTBHE» W «HECOOTBETCTBHE)
KpUTepusM ayauta uHpopMmarmoHHOW Oe3omacHocTu. [Iporpamma ayaura wHGOPMAIMOHHON
Oe3omacHocTH. Pucku ayaura mHpopmanuoHHOW Oe3onmacHOCTH. [IOHATHE «KOMITETEHTHOCTH
ayJuTOpay.

Tema 3. Memoowvt ouenku cucmem obdecneueHus UHQOPMAYUOHHOU 0Oe€30naAcHOCmU.
Memoouka npoyeccHozo ananu3za cucmem.

AHanu3 BIUSHUSA Yrpo3 HWHPOPMAIIMOHHON OE30MaCHOCTH HAa OCHOBHBIE BH[IBI ACSTEIHLHOCTU
opranuzanuu. [IporeccHblil aHAIM3 CUCTEMBI YIpaBieHUS WH(OOPMAIMOHHOM 0€301aCHOCTHIO.
AHanmu3 puUCKOB WH(MOPMAIIMOHHOW O€30MacHOCTH. AHamu3 IEHHOCTH W CTOMMOCTH
WH(OPMALIMOHHBIX aKTHBOB OpraHU3aldd. AHATU3 JOKYMEHTOB ¥ 3alHlCed CHUCTEMBI
yhpaBiaeHUs: HWH()OPMALMOHHONW 0€30MacHOCThI0. AHAN3 apXUTEKTYphl HH(POPMAIMOHHBIX
CUCTEM W  CpPEACTB  3allUThl  WHPOpMAIMU. AHaNW3  TOJHUTUK  JIUIICH3UPOBAHUS
ABTOMATHU3UPOBAHHBIX M MH()OPMALIMOHHBIX cucTeM. AHainu3 cooTBeTcTBUs ®3 U TpeboBaHUAM
PETYIHPYIOMIUX OPraHOB. AHANH3 YKOHOMUYECKUX AaCIEeKTOB oOecreueHus MHPOPMAIMOHHON
0€30MacHOCTH.

Tema 4.Kpumepuu ayouma ungopmayuonnoii 6e3onacnocmu. Hayuonanonvie cmanoapmot
YRpaeaenus uHpopmayuoHnoil 6€30naAcHOCmbIO.

Cranmaptel 1mo o0ecredeHuio 0e30MmacHOCTH HH(OPMAIMOHHBIX TexHoJoruii B Poccun.
["apMoHM3UpPOBaHHBIC CTAHIAPTHI IO 0OecTieueHnI0 NHPOopMaMoHHO# Oe3omacHocTH. [IpakTuka
OIICHKU COOTBETCTBHSI OpPraHU3aliil HAIMOHATBHBIM cTaHmapTam. OTpaclieBble CTaHIAPTHI 1O
obecrieueHno  MHGOPMAITMOHHOW  Oe3omacHOCTH. (OCOOCHHOCTH  OIICHKH  COOTBETCTBUSA
opranu3zaiuii TpedoBanus ©3 PO u perynaTuBHbIM TpeOOBAHUIM.




Tema 5. Kpumepuu ayouma ungopmayuonnou o6ezonacnocmu. Medxcoynapoonuvie
CManoapmol ynpaeieHus UHGOPMayUOHHOU 6e30naACHOCmbIO.

MexayHapoaHble CTaHIapThl Mo olecrneyeHnio uHpopMmannoHHOH Oe3omacHoctu. OPSEC —
KOHIEMNIUS CUCTEMHOr0 MOAX04a K 00eCHeueHUI0 3aluluThl KOH(PHUIeHIMaIbHON HH(OpMaLINH.
Mopnenu HENPEpHIBHOTO COBEPIICHCTBOBAHUS M KOPIOpPATHBHOE YIpaBieHHE. KOMIIOHEHTHI
CTpYKTYyphl ympabieHuss puckamu [SO 31000. Mogens KOpHOpaTUBHOTO —YIPaBICHUS
uHpopmannoHnHbiMu  TexHonorusimu  ISO/IEC  38500. CemeHCTBO CTaHIApTOB CHCTEMBI
yhnpaBieHuss HHpOpMalMOHHOW Oe3omacHOCThIO. [loHSATHE «WMHTErpUpoBaHHAsE CHCTEMa
yIpaBJICHUS», OCOOCHHOCTh MPOBEACHUS  AyJUTOB  HMH(GOPMAIMOHHONW  0E30MacCHOCTH
MHTETPUPOBAHHBIX cucTeM yrpaBieHus. OcoOeHHOCTH (OPMUPOBAHUS TPYII KOHTPOJIEH
COCTOSIHUSL MH(POPMALIMOHHOM O€30MIaCHOCTH B (PMHAHCOBBIX OPraHU3ALUsAX.

Tema 6. Memoowvt ouenku 6e3onacHocmu UHPOPMAYUOHHBIX MEXHOI02UIL.

[Ipennoceiiku  BBeneHUs MexayHapogHoro crangapta ISO 15408 «OOmwme xpurepum».
OcHoBubie monsTuss ISO 15408. Mertomomorust oneHKH Oe30macHOCTH WH(OPMAIMOHHBIX
TexHojoruil Ha coorBercTBue I[SO 15408. IlonAtne «ypoBeHb noBepus». OLiEHKa YpOBHs
noBepus (PYHKITMOHAIBHON 0€30MacHOCTH HH(POPMAIIMOHHON TexHoJIoruu. Kiaccel u cemericTBa
ISO 15408. Iousitue «IIpoduis 3amuThD».

Tema 7. Hncmpymenmut npogedeHus ayouma uH@opmayuonnou de3onacnocmu.

AHanu3 BUAOB WHCTPYMEHTOB JJisi TPOBEACHUS ayIUTOB HMH(POPMAIMOHHON OE€30MacHOCTH.
Meron CRAMM. CkaHupoBaHUE YA3BUMOCTEH aBTOMATH3UPOBAHHBIX M WH(OPMAIMOHHBIX
cucteM. Harpy3o4Hoe TeCTUpOBaHUE U TECTUPOBAHUE HA YCTONYMBOCTH aBTOMATH3UPOBAHHBIX
cucteM. Anamu3 ys3Bumoctei CRM um ERP cucrem. OcoOeHHOCTH TpPOBEICHHS ayJIUTOB
UHPOPMALIMOHHON 0e30macHOCTH O0O0BEKTOB 00pabOTKM KOHGUACHIMATBbHOW HH(pOpMAIMU C
HCIIOJIb30BaHNEM TEXHUYECKUX CPEJICTB.

Tema 8. Memoouka npogedenusn ayouma uH@oOpmMayuoHHo 6e30nacHocmu.

[Tonsitne «HaOmIOIEHWE» B TIPOIIECCE MPOBEACHUS ayauTa WH(POPMAIMOHHONW OE30MacHOCTH.
[lonaTne «cBUIETENHCTBO» ayauTa MHPOPMALMOHHON OezomacHOCTH. MeTonbl «BBIOOPKU» H
OopraHu3anys BHIOOPOYHBIX MpOoBepok. lloHsATHE «TIpOCiIeKuBaeMOCTh IpOIEccay B MpPaKTHKE
OLIGHKM CHUCTeM  YHOpaBieHHs HH(OpPMAIMOHHOW  OE€30MacHOCThIO. AHATU3  METPUK
nH(popManMoHHOW Oe30macHOCTH. AHaNIM3 KOPHMOPATUBHOTO YIpaBieHUs WHOOPMAIMOHHON
Oe3omacHOCThIO. [lOATOTOBKA W TMpakTUKAa WHTEPBLIOMPOBAHUS. METOMBI aHAU3a CTPYKTYpP
JOKYMEHTAIlMd MW 3amucedl CHCTeMbl oOecrieueHus WHOOPMAIMOHHOW OE€30MacHOCTH.
«HecooTBercTBUE» U METO/IBI 0OPAOOTKH HECOOTBETCTBUIA.

Tema 9. Opzanuzayun eHympeHHez0 ayouma Ha NPEOnPUAMUU.

CtpykTypa moapa3ieneHus BHYTPEHHEro ayauTa. Buasl ayauToB  WHGOPMAMOHHON
0e30macHOCTH. YTpaBlIeHHE MpOorpaMMoOi ayauTa WH(QOpMaIMoHHOW Oe30macHOCTH. TUuYHbIC
BUJIBI ICATEIBHOCTH MIPU MPOBEACHUH ayauTa nHpopMannoHHoi 6e3onacHoctu. [ponecc coopa
U BepuUKAIMU ayTUTOPCKON wuHpopMammu. Ayautopckuii oTd€r. I[lpaBuna cormacoBaHus
aymutopckoro otu€ta. KoOHTponmb 3a JIEATENBHOCTBIO  ayIUTOPOB WHGOPMAIMOHHON
0€30MacHOCTH.

Tema 10. Ilcuxonozuueckue acnekmol nOO20MOBKU aAYOUMOpPA UHPOPMAYUOHHOU
oe3onacnocmu.

[TpodeccronanbHBIl U HPAaBCTBEHHO-3TUYECKUN YPOBEHb ayauTOpa MH(OPMAIIMOHHON
oe3zonacHoctu. I[lonsitne «OOBekTUBHAs oreHkay. [lonsarne «He3zaBUCMMOCTH ayauTOpay.
[IpakTrka MEXIMYHOCTHOTO OO0IIeHUs. MarepuanbHOe BO3HArpaXkaeHue. AYIUTOPCKUN PHCK.
[Tonsitue  «llcuxomornueckwii  KOHTpakT». [IpuHAmIEKHOCTP K  TPO(ECcCHOHATBHBIM
coobuiectBaM. BozneiictBue Ha pesynbraThl onieHKH. [IpodeccronanbHoe pa3BUTHE ayqUTOpa
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

5. METOJUYECKUE YKA3AHUSI IO MPEINOIABAHUIO
1 OCBOEHUIO JUCLUILIMHBI (MO/LY.JI5T)



5.1. Yka3anus Ajs npenojasaresieil 10 OPraHU3aluM M NPOBEICHUI0 Y4eOHbIX
3aHATHH MO0 IUCHUILINHE (MOYJII0)

MeToanyeckue peKOMeH/IAIUH M0 BbINMOJIHEHHUIO J1a00PATOPHBIX H KOHTPOJIBHBIX
padoT, NpoBeIeHUI0 IK3aMeHa
OTt4er no saboparopHoit padore
Otuet no 1abopaTopHO# paboTe MPEACTaBISAETCS B JIIEKTPOHHOM BHUE. 3allUTa OT4eTa
IpOXOAUT B (opMe IOKIaJa CTYACHTA MO BBIMOJHEHHOW paboTe W OTBETOB Ha BOMPOCHI
npenonasarend. B cmyuae, ecnu opopmiieHre OTUETa U TOBEIEHUE CTY/ICHTa BO BPEMs 3aIllUThI
COOTBETCTBYIOT YKa3aHHBIM TPEOOBaHHSIM, CTYACHT IOJIy4aeT MaKCHMAaJIbHOE KOJIMYECTBO
0asoB.
OCHOBaHUSIMU ISl CHIDKEHHSI KOJMYECTBa OaUIOB B JHama3oHe OT max A0 min
SIBIISTIOTCS:
- OTCYTCTBHE CITUCKa UCTIOIh30BAHHOMN TUTEPATYPHI,
- HeOpeXKHOE BBIMIOJTHEHUE,
- OTCYTCTBHE BBIBOJIOB.
OTuer He MOXKET ObITh MPUHAT U TOJUJICKHUT JOpaOOTKE B CIydae:
- OTCYTCTBHSI HEOOXOTUMBIX Pa3/IeIioB,
- OTCYTCTBHSI HEOOXOIUMOT0 IrpauIecKOro MaTepuaia,
- HEBEPHBIX PE3YJIbTATOB pacueTa.
B oryere no BeIONHEHHOH 1aOOPAaTOPHON pabOTe JOIHKHBI OBITh YKa3aHBI:
* TeMma JJabopaTopHOM padoTHI,
* MaKeT JIOKYMEHTOB B COOTBETCTBUU C TEMOH JIaOOPaTOPHOU pabOTHI,
* HCIOJB30BaHHAS JINTEPATYPA.

KonTposbHbIe padoThl

KoHnTponbsHas paboTa cCOCTOUT U3 2-X 3aIaHUN.

OcHOBaHUSIMH U1 CHUKEHHUS OILEHKH 3a 3aJaHHe SIBJISIOTCS:

- OIIMOKYU B OOBSICHEHUSX M KOMMEHTAPUSAX MPU BEPHO BBHIITOJTHECHHOM 3aJ[aHUMU;
- HETMOJIHBINA OTBET JJIs1 TEOPETUUECKUN 3aITaHHI;

- HeOpeXKHOE BBINIOJIHEHUE,

- MHOTOKPATHOE TTePENUChIBAaHNE KOHTPOJBHONU PaOOTHI.

3agaHne He MOXKET OBITh 3aCUUTAHO, CCIIH:

- TaHBI IBa HEBEPHBIX OTBETA HA TEOPETHUIYECKHE BOIIPOCHI.

JK3aMeH

DK3aMeH 3aKJII04aeTcss B MUCbMEHHOM OTBETE Ha 2 TEOPETUUYECKUX BOMPOCA U YCTHOM
co0eceI0BaHUM 110 KaXKJOMY TEOPETHUECKOMY BOIIPOCY.

OcHOBaHUSMU ISl CHUKEHUS OLIEHKH 332 TEOPETUUECKUNA BOTIPOC SIBJISAIOTCSA:

- HEOPE)KHOE BHITIOTHEHHUE;

- HETIOJTHBIN OTBET;

- HaJIMYKMe MEJIKMX HETOUYHOCTEH UM HE3HAYUTENbHBIX HCKaXKEHUH (PaKTOB;

- HETOYHBIC 00BSCHEHUS MIPHU COOECEIOBAHNUY;

- OTCYTCTBHE OTBETOB Ha 3aJJaHHBIE MTPH COOECETOBAHUU BOIIPOCHI.

OueHuBaHuE CTYIEHTOB Ha OSK3aMEHE OCYLIECTBISIETCS B  COOTBETCTBHE C
TpeboBaHuAMH U KpuTepusiMu 100-0amibHOM MIKaIbl. Y YUTHIBAIOTCS KaK Pe3ybTaThl TEKYIIETO
KOHTPOJISI, TAK U 3HAHUSI, HABBIKK U YMEHHUSI, HEMIOCPEICTBEHHO MMOKAa3aHHbIE CTY/IEHTaMU B XO/JI€
JK3aMeHa.

Ha yueGHOM ¢aitnoBom cepBepe AI'Y (fsever) pazMereHsl 3agaHust 1uis 1a00paToOpHOM 1
CaMOCTOSITENIbHOI pabOThI CTYIE€HTOB, TECTHI, a TAKXKE JIEKIIMOHHBIA MaTepral.

5.2. Yka3zanus 1151 00y4al0IMXCs 10 0CBOCHUIO TUCUHUIJIMHBI (MOIYJII0)



Taoauna 4 — Coaep:xkaHue caMOCTOSATEIbHOM Pa00ThI 00y4al0IUXCS

Homep
Temvi/60onpocol, 8biHOCUMbLE HA Kon-6o
paoena Dopmbl pabomul
camocmoamenbHoe U3yueHue uacoe
(memwi)
T 1 OcHoBbI IocTpoeHus cucteM obecnieuenus b va | 4 Otyet no nmabopaTopHOH
cMa MIPEATIPUATHH. pabote 1.
Tema 2 Aynaut UUb. OCHOBHBIC IOHSATHS, TCPMUHBI H 4 OtuyeTt no nabopaTopHOH
cMa olpeneeHus. pa60Te 2.
MeTo/1bI OLICHKH CHCTEM 00ecIeYeHHUsI 4 KonTponbnas padora Nel
Tema 3 | unpopmanmonHoii 6e3onacHoctTd. Metonuka
HPOILIECCHOTO aHAJIN3a CHCTEM.
Kpurtepun ayaura nH)OpMAHOHHOK 4 Otyet no nmabopaTopHOH
0e30macHOCTH. pabore 3.
Tema 4 | HaunoHanbHble CTaHIAPTHI YIIPABICHUS
nH(pOpMaAITMOHHON
0€301acHOCTBIO.
Kpurtepun ayaura nH)OpMAHOHHOK 4 Otyet no nabopaTopHOH
Tema 5 | GezonacHocTH. MK IyHAPOAHBIC CTAHAAPTHI pabore 4.
ynpasyieHHsI ”HPOPMaMOHHOH 0€30MacHOCTHIO.
MeTo/1b! OLIeHKH 6e30I1aCHOCTH 4 KonTponbhast padorta No2
Tema 6 | nHbDOPMAIIMOHHBIX
TEXHOJIOTH.
WHCTpYMEHTBI IPOBEACHHUS ayIUTAa 4 Otuyet no nmabopaTopHOMH
Tema 7 | uaopmanmoHHON pabore 5.
0e30MacHOCTH.
T Mertoauka mpoBeIeHNs ayIuTa HHPOPMAIIMOHHOH | 4 Otuert no nabopaTopHOH
eMa 8 0e30macHOCTH. pabore 6.
Tema 9 Oprauusalys BHyTPEHHETO ayiuTa Ha 4 KonTponpHas padora Ne3
OPEIIPHATHH.
[McuxoM0THYeCKUe aceKThl OATOTOBKU 4 Hrtorosoe TectTupoBaHue
Tema 10 | aymuropa
nH(GOPMAITMOHHOM OE30MMaCHOCTH.

5.3. Buabl m (¢opmMbl NHCBMEHHBIX pPaldoT, NMPeIyCMOTPEHHBIX NPH OCBOCHHMH
AUCHHUIINHBI, BBINOJIHAEMbIC 00y4al0IIMMHCH CAMOCTOATEIbHO.

CamMocTosTeJIbHOE H3Yy4YCHHUEC pa3saejioB TUCHUIIJIMHBI:

Homep Kon-60
paodena Temul/80npoChl, 8bIHOCUMbLE HA CAMOCMOSAMENbHOE U3YYeHUe
(mexwi) yacoe
10 Hrorosoe TectupoBaHue S yaca
1,2,3 BrimotHeHNE caMOCTOSATETLHON PaOOTHI 11O TEMaM: 12 gacosn
1. Ilpectyruienus B cpepe KOMIbIOTEPHOU UHPOPMALIUU
2. Ucnionp30BaHMEe TOUCKOBUKOB JIJIs1 cOOpa nHGOpMaIiu
3. CkanumpoBanue cetu. l[lomydeHue HauanbHOM HWHPOpPMALUU
crpykrype JIBC
4,5,6 HopmarusHnas 6a3a aynuta nH(pOpMaMOHHON 9 yacos
0€30I1aCHOCTH UCIIOJIHUTENIBHBIX OPTaHOB FOCYJapCTBEHHON
BJIACTH M OPTaHOB MECTHOT'O CAMOYIIPaBJICHUS CYOBEKTOB
Poccuiickoit denepanuun
2,5,9 1. PykoBosIIMil TOKYMEHT «3aliuTa OT HECAHKIIMOHUPOBAHHOT O 6 yacoB




noctyna K uHpopmanuu. TepMuHbI 1 OIpeAeICHUSD)

2. PyxoBonsuuii 1okymeHT «CpencTBa BBIYUCIUTEIBHON
TEXHUKU. 3allUTa OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIA K
uHpopmanuu. [Tokazarenu 3aMUIIEHHOCTH OT
HECAaHKIIMOHMPOBAHHOTO AOCTYIAa K HH(OPMAIII»

3. PykoBoasmuii TOKyMEHT «ABTOMAaTU3UPOBAaHHBIE CUCTEMBI.
3amyrTa OT HECAaHKLIMOHUPOBAHHOI'O 0CTYINA K HH(OPMALIHH.
Knaccudukanus aBTOMaTU3HPOBAHHBIX CUCTEM U TPEOOBAHHUS 110
3amuTe nHpOpMaITUm)

3,5,6,10 1. TOCT P 50922-2006 «3ammura unpopmaiiuu. OCHOBHBIE 8 yacoB
TEPMHHBI U OIPEICTICHUSDY

2.TOCT P UCO/MBK 17799-2005 «upopmanmonHas
texHojorus. [IpakTuueckue npaBuiia ynpaBieHHUS
UH(POPMALIMOHHOM 0€30MaCHOCTHION

3.TOCT UCO/MDK 15408-2002 «upopManmoHHas
TexHosorusi. Metozpl obecrieuenus 6ezonacHoctu. Kpurepun
OLICHKH 0€30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHI

4. TOCT P 50739-95 «CpeactBa BEIYMCIUTETbHON TEXHUKHU.
3amuTa OT HECAHKIIMOHUPOBAHHOTO AOCTYyIa K HH(OPMALIUH.
OO011e TeXHUYeCKue TPeOOBaAHMS»

6. OBPA3OBATEJIBHBIE U THOOPMAIIMOHHBIE TEXHOJIOT U

[Ipn peanuzanuu pazIUUHBIX BHAOB Yy4yeOHOM pabOTHl MO JUCHUIUIMHE MOTYT
HCIIOJIb30BAThCS DIIEKTPOHHOE 00yUYeHHUE U JUCTAHIIMOHHBIC 00pa30BaTENbHBIC TEXHOIOTHH.

6.1. O0pa3oBaresibHbIE TEXHOJIOTHHU

VYuebHble 3aHATUS 1O JUCHHUIUIMHE MOTYT TPOBOAMTHCS C  IPUMEHEHHEM
WH()OPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH TPH OIMOCPEIOBAaHHOM (Ha pPAaCCTOSHUM)
MHTEPAKTHBHOM B3aMMOJCHCTBHM OOYyYaloIUXcsd M NpenojaBaTeis B pexumax on-line B
dbopmax: BUICONCKIINN, JICKITUH-TIPE3CHTAIINN, BUICOKOH(PEPEHIINN, COOECETOBAHNS B PEKUME
yar, popyma, yaTa, BHIIIOJHEHHS BUPTYAIbHBIX MPAKTHYECKUX U/WIIN JIAOOPAaTOPHBIX padoT u JIp.

MakcumanbHBIi 00BEM 3aHATHH OOydYaloIIerocss C MTPUMEHEHHWEM  AJICKTPOHHBIX
00pa3oBaTeNbHBIX TEXHOJIIOTUI HE JOJDKEH MPEBHIATh 25%.

Taoauna S — O0pa3zoBare/ibHbIE TEXHOJOTHH, UCIIOJIb3yeMble P PeaJn3aluu y4eOHbIX
3aHATHI

Paznen, tema dopma yueOHOr0 3aHATHS
JTUCUHUIIITUHBI (MOIYJIs1) Jlekuus [IpakTrueckoe JlaboparopHas
3aHATHE, CEMUHAP paborta
OCHOBBI TIOCTPOEHHS CHCTEM O063opHas nexkuust | He BBIIIOJTHCHHUE
obecnieuenus b Ha npeanpusTun. IPEIYCMOTPEHO n1abopaTopHOI
paboThI
Aynut UB. OcHOBHBIE IOHATHS, Jlekmus - He BBITIOJIHEHUE
TCPMHUHBI ¥ ONIPEICTICHHSI. Mpe3EHTaLNs MPEyCMOTPEHO nabopaTopHOit
paboThl
MeTomapl OIICHKH CUCTEM Jlexmus - He BBIIIOJIHCHUE
obecrieueHus: HHPOPMALHOHHON IIpe3eHTalus IIPELyCMOTPEHO KOHTPOJIbHON
6e3omacHocTH. MeTonuka paGoTEI
HPOLIECCHOTO aHAJIM3a CHCTEM.
Kpurepun ayaura unpopmannonton | Jlekuus - He BBITIOJIHEHUE
Ge30macHOCTH. pe3eHTalus peayCMOTPEHO nabopaTopHOit
HanmoHnanbsHbIe cTaHIapThI paGoThI




ynpasieHust THPOPMaLUOHHON
0e30MacHOCTHIO.
Kpurepun ayaura nnpopmannonson | JIekuus - He BBITIOJIHEHUE
Oe3omacHOCTH. MeXTyHapoIHbIE MIpe3CHTaL PEaYCMOTPEHO nabopaTopHOit
CTaHJAPTHI YIIPABICHUS paGoTHI
MH(POPMALMOHHOHN 0€30MaCHOCTBIO.
MeTtoap!l OIICHKH 0€30IacHOCTH Jlekmus - He BBIIIOJIHEHUE
HH(POPMaHIiIOHHHX Mpe3CHTaLus NPEIYCMOTPEHO KOHTPOJIBHON
TCXHOJIOTHUH. pa6OTBI
HHcTpyMeHTHI TPOBEICHUS ayIUTa Jlexud - He BBINIOJTHEHHE
HH(OPMALHOHHOI Mpe3CHTaLus NPEIYCMOTPEHO nabopaTopHOi
0e30macHoCTH. paGoThI
Meronnka nposeaeHust ayuTa OG63opHas nexkuust | He BBIIIOJIHEHUE
MH(OPMALIHOHHOM MpeTyCMOTPEHO nabopaTopHOH
0€e30MacHOCTH. paboThI
Opranuzanusi BHyTPEHHETO ayAauTa Jlexud - He BBITIOJTHEHUE
Ha TIpEJNPUATHN. Mpe3CHTaLus MPEIYyCMOTPEHO KOHTPOJIBHON
paboThl
IIcuxoornaeckue acImeKThl Jlexmus - He BBIIIOJIHCHUE
IIOATOTOBKHU ayIUTOPA pe3eHTalus IpeayCMOTPEHO TecTa
MHQOPMAIIMOHHOHN 6€30MaCHOCTH.
6.2. UndopManimoHHbIE TEXHOJIOTHH

Haspanue nnpopmarmontoit | Tewmsl, pa3nensl Kparkoe onucanne

TEXHOJIOTUU JCLIATIIHBI IIPUMEHSEMON TEXHOJIOTHH
Hcnonb3oBanue 1-10 [IpoBenenune BXOOHOTO, TEKYILIETO U
BO3MOkHOCTEN HTEpHETA PEUTHUHTOBOTO KOHTPOJISI 3HAHUH ydarmuxcsi (B
B y4eOHOM mpoliecce CUCTEMaXx JMCTAHIIMOHHOTO OOYUCHUs)
HUcnonb3oBanue 1-10 ITonroroBka K 3al{iTe OTYETOB II0
BO3MO>KHOCTEH n1abopaTopHBIM paboTam
3JIEKTPOHHOM MOYTHI
MIPENOJABATENS
Hcnonb3oBanue cpeacTB 1-10 Hcnonp3oBanne MyJIbTUMEIUMHON
MPEJICTABICHUS YI€OHOM MpEe3eHTaluN
nHpopmaruu

[Ipu peanuzanuu pa3IuvHbBIX BUIOB Y4€OHOM 1 BHEY4eOHOM pabOThl HCIIOIB3YIOTCS CIIEAYIOIIHE
MH(OPMaLIMOHHBIE TEXHOJIOTUHU:

- ICNOJIb30BaHKE BO3MOXKHOCTEH MHTepHeTa B ydaeOHOM mporiecce (MCIOIb30BaHNe
nH(OPMalLMOHHOIO caiiTa nmpenoaaBaTens (pacchbuika 3aJaHNi, IPEJOCTaBICHUE BHITOJIHEHHBIX
paboT, 0TBETHI HA BOIPOCHI, 03HAKOMJICHHE yYaIllUXCsl C OLEHKAMH U T.1I.));

-MCTIOJIb30BAHUE AJIEKTPOHHBIX YICOHHKOB U PA3JIMYHBIX CAUTOB (HAIpUMeEp, dJIEKTPOHHBIC OUOIMOTEKH,
XKYpHaJIbI U T.J1.) KAK ICTOYHUKOB HH(OpMAIIHH;

-HMCIOJIb30BaHUE BO3MOXKHOCTEHN AJIEKTPOHHOM MOYTHI IPEIoaBaTess;

-HMCII0JIb30BaHKE CPECTB MPEACTABICHHUS yueOHOI nH(popMaIiy (3JEKTPOHHBIX Y4eOHBIX TOCOOHI U
MPAKTUKYMOB, IPUMEHEHNE HOBBIX TEXHOJOTUH J1JIs1 MPOBEACHUS OUHBIX (TPaIUIIMOHHBIX)

JEKIHUH U CEMHUHAPOB C UCIIOIb30BAHUEM MPE3EHTAIUH U T.]1.);

-MCIOJIb30BaHNE UHTETPUPOBAHHBIX 00pa30BaTENbHBIX CPel, T TIIaBHOW COCTABISIONIEH SBISIOTCS
HE TOJIKO MIPUMEHSEMbIE TEXHOJIOTHH, HO M COJIepKaTeIbHast 4acTh, T.€. UH(HOPMAIIHOHHBIE
pecypchl (I0CTyn K MUPOBBIM HH(GOPMAIIMOHHBIM pecypcaM, Ha 6a3e KOTOPBIX CTPOUTCS

y4eOHBIi mporecc);



-HMCII0JIb30BaHUE BUPTYaJIbHOU 00y4aroleil cpenbl (MM cucTeMBbl yrpasieHust ooyueHnem LMS
Moodle «3nexTpoHHOE 00pa30BaHUE)») WU UHBIX HH(POPMAIIMOHHBIX CHUCTEM, CEPBUCOB U
MECCEHKEPOB.

6.3. IIporpammHoe o0ecnieyenne, cOBpeMeHHbIe MpodeccuoHAIbHbIE 0a3bI JAHHBIX
U HH(POPMAIMOHHBbIE CIPABOYHbIE CHCTEMbI

6.3.1. [IporpammHoe o0ecnieueHne

B cootBercTBum ¢ OIIOIT auciumirHa 10mKHA OBITH TIOIEP)KaHa COOTBETCTBYIOUMHU
JIAIEH3UOHHBIMU IIPOTPaMMHBIMU IPOIYKTAMH.

[Ipu ucnonp30BaHNMU NEKTPOHHBIX U3JAHUN BY3 00CCTICUMBACT KAXKIOTO 00YJArOIIETOCs
pa60qHM MECTOM B KOMHBIOTepHOM KJ1IaCC€ B COOTBETCTBHUU C OG’bGMOM I/I?)y‘IaeMBIX JUCIUIIINH,
obecrieunBaeT BBIXO/ B ceTh MIHTEpHET.

HaumenoBanue
MPOrPaMMHOI0 Hasznauenue
obecrieyeHus

Adobe Reader [Tporpamma 1t MPOCMOTPA IIACKTPOHHBIX JOKYMEHTOB

MathCad 14 Cucrtema KOMIBIOTEPHO ainredpsl U3 Kiacca CUCTEM
aBTOMATH3MPOBAHHOTO MMPOEKTUPOBAHHMSI, ODUCHTUPOBAHHAS HA
MOJITOTOBKY HHTEPAKTUBHBIX JOKYMEHTOB C BBIYMCICHUSIMU U
BU3YaJIbHBIM COITPOBOKICHUEM, OTIINYACTCS JIETKOCTHIO HCITOTb30BAHHS

[Tnarpopma Bupryansnas obyyatomias cpena

JMCTaHITHOHHOTO

obOyuenus LMS

Moodle

Mozilla FireFox Bpayzep

Microsoft Office Oducnas nporpamma

2013, Microsoft

Office Project 2013,

Microsoft Office

Visio 2013

7-zip ApxuBarop

Microsoft Windows | OmeparimonHas cuctema

7 Professional

Kaspersky Endpoint | CpencTBo aHTUBUPYCHOM 3aIUTHI

Security

MS Visual Studio Cpena pa3pabotku mporpamm ais O9BM

6.3.2. CoBpemeHHbIe IPodecCHOHATBbHBIE 0a3bl TaHHBIX U HHGOPMAIIHOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. OnexTponHblid katanor Hayunoit 6ubmmorekun AI'Y Ha 6aze MARK SQL HITO
«Mudopm-cucrem» https://library.asu.edu.ru

2. Hayuynas  osnextponnas OubGnuoreka eLIBRARY.ru OOO «PYHOb»




http://elibrary.ru
3. VHuBepcanbHas CIpPaBOYHO-MH(OPMAIIMOHHAS IOJHOTEKCTOBas 0a3a JaHHBIX
nepuonuueckux nznanuii OO0 «MIBUC» http://dlib.eastview.com/

7. ®OHJ] OHEHOYHBIX CPEACTB IJIs1 IPOBEJAEHUA TEKYIIET'O KOHTPOJIA
N IMPOMEKYTOYHOU ATTECTAIIMH 11O JUCIUITIJIMHE (MOY JIIO)

7.1. lacnopT (pOH/IA OLIEHOYHBIX CPEICTB

[Tpu mpoBeAeHHM TEKYLIEro KOHTPOJIS M MPOMEXKYTOUHON aTTeCTallud MO JUCIUIUINHE
(Monynmio) «AyauT uHGOPMAIMOHHONW O€30MacHOCTH» MpPOBEpsSeTcs CPOPMHUPOBAHHOCTH Y
00ydJaronuxcsi KOMIIETCHIINH, yKa3aHHBIX B pa3jesie 3 HACTOAIIEH MporpaMMBblL. ITalHOCTh
(dbopMHpOBaHUS JAHHBIX KOMIIETEHLMH B IPOLIECCE OCBOCHHsI 0Opa3oBaTENbHOM IMPOrpaMMbl
OTpezeNsieTcss IMOCIe0BaTeIbHbIM OCBOCHHEM JAMCHUIUIMH (MOAyJeil) M MpOXOXkKIEHHUEM
IIPAKTHK, a B IPOLECCE OCBOCHMS TUCLUIUIMHBI (MOIYJIsl) — HOCIEAOBATENbHBIM JIOCTHKEHUEM
PE3yIbTaTOB OCBOEHUS COAEPKATEIbHO CBA3aHHBIX MEXTy COOOM pa3/ieioB, TEM.

Tabauna 6 — CooTBeTcTBHE Pa3/1eJioB, TeM IUCHUILUIMHBI (MO1YJISA), Pe3yJbTATOB 00yUYeHUs
1o JUCHUNJINHE (MOAYJI0) M OLIEHOYHBIX CPEJICTB

Kon
No KonTponupyemsbie pa3fienbl AUCUUIUIMHBL | KOHTPOJIUPYEMOM Haumenosanue
/11 (Mopty1is) KOMITETEHITUHN OLIEHOYHOT'O CPEACTBA
(KOMTIETEHIIHIA)
OCHOBBI IIOCTPOCHUS CHCTEM 00eCIICUCHUS Ortuer o
1 Wb na npexnpusitum. IK-1, T1IK-4 naboparopHoii pabote
1.
Aynaut Ub. OcHOBHBIE TOHSTHS, TEPMUHBI U Ortyer 110
2 OTIPE/ICIICHHUS. IK-1, TIK-4 nabopatopHoii pabote
2.
MeTo/b! OLIEHKH CUCTEM 00€CIEUEHUS KonTponbhas pabota
3 UHPOPMAITMOHHOHN Oe30macHOCTH. MeTouka IIK-1, T1IK-4 Nel
HPOLIECCHOTO aHAJIM3a CHCTEM.
Kpurepun ayaura nnpopmaunoHHON Ortuer o
0€30MMacHOCTH. nabopatopHoii pabote
4 HarmonanpHble CTaHIAPTH yIIPABICHAS IIK-1, T1IK-4 3.
MHQOPMAITIOHHOM
0€30MaCHOCTBIO.
Kputepuu ayaura nHGOpMaIHOHHOM Ortuer o
5 0e3omacHoCTH. Mexcz[yHapoz[Hfle CTaHIapThI TTK-1, TIK-4 nabopaTopHoOi paboTe
yIpaBieHus NHHOPMALMOHHON 4.
0€30MaCHOCTBIO.
MeTo/p! OIIEHKH 0€30I1acHOCTH KonTtponsHas padora
6 MH(POPMALMOHHBIX ITK-1, TIK-4 Ne2
TEXHOJIOTHUH.
WHCTpyMEeHTBI IPOBE/ICHHS ayIUTa Ortuer o
7 | vudopmanmonnoii IK-1, TTK-4 nabopaTopHoii pabote
0€30IacHOCTH. 5.
Meroauka IpoBeieHHS ayIUTa Otyer no
8 | nHbopMaLHoHHOH MK-1, TIK-4 nabopaTtopHoii pabore
0e30MacHOCTH. 6.
Opranuzamys BHyTPEHHETO ayiuTa Ha KonTtponsHas padora
9 HI?CI[HPI/IH?I/II/I. P yﬂ [IK-1, IIK-4 Ne3 P P




TIcuxoMOrHUeCKHe aCTeKThI MOTOTOBKH
10 ayauTopa
nHGOPMAIMOHHOM 0€30MMaCHOCTH.

Hrorosoe

[IK-1, TTK-4 TECTUPOBAHUE

7.2. Onucanue mokasarejeidl M KpPUTepHeB OLECHHMBAHUS KOMIICTEHLHM, ONMHMCAHHME
LIKaJI OeHHBAHUHA
Ta6auna 7 — Iloka3zaTeu OLeHUBAHUSA Pe3yJIbTATOB 00y4eHHUsI B BUAE 3HAHUM

[Ixana Kpurepun oniennBanus
OLICHUBAHMUSI
JEMOHCTPHPYET TIy0OKOe 3HAaHHE TEOPETHYECKOro MarepHuaia, YMEHHE
5 000CHOBAaHHO M3JIaraTh CBOM MBICIIH TI0 OOCYK/1aeéMbIM BOTIPOCaM, CIIOCOOHOCTH
«OTJIMYHO» | TIOJTHO, TPABHJILHO M apryMEHTHPOBAHHO OTBEYAaTh HA BOMPOCHI, MPUBOIHTH
IPUMEPHI
4 JEMOHCTPHPYET 3HAHHWE TEOPETHUYECKOI'0 MaTepuana, €ro IOCleA0BaTeIbHOE
«XOpOIION U3JI0KEHUE, CIOCOOHOCTh MPHUBOJUTH IPUMEPHI, JOMYCKAaeT EIUHUYHbBIC
OIMOKY, HCTIPABJISIEMbIE TIOCTIE 3aMEeYaHus IPEToaaBaTes
3 JEMOHCTPUPYET  HEMOoJHOoe, (parMeHTapHOoe  3HAHHE  TEOPETHUECKOTo
«yOBAETBOPH MaTtepuana, TpeOyrolee HAaBOASIIMX BOIPOCOB NpEnojaBaTessi, JOMYCKaeT
TeIBHOY CYUICCTBEHHbIE OIIMOKM B €ro W3JI0KEHUHU, 3aTpYyIOHSETCS B MPUBEACHUU
IPUMEPOB ¥ POPMYITHPOBKE BHIBOJIOB
2 JEMOHCTPHUPYET CYIIECTBEHHbIE MPoOesbl B 3HAHUU TEOPETUUECKOr0 MaTepHara,
«HEYJIOBIIETBO | HE CHOCOOEH €ro W3JOXHUTb W OTBETUTh HA HABOAAILIME BOIPOCHI
pPUTENBHO» | MpenojaBarensi, He MOKET IPUBECTH MPUMEPHI

Tabauna 8 — [lokazaresin onleHNBaHUA Pe3yJIbTATOB 00y4eHHUsS B BHU/Ie YMEHUIl U BJIaJeHUI

[MIxana Kpurepun oniennBanus
OLICHUBAaHMSI
JIEeMOHCTPHPYET CHOCOOHOCTH MPHUMEHATh 3HAHHE TEOPETHUECKOrOo MaTepuana
5 IPU BBIIOJHEHUM 3a/laHUll, IIOCIEJOBATENBHO U IPABHJIBHO BBIIOJIHSET
«OTIUYHO» | 3a/laHUsl, YMEET 00OOCHOBAHHO H3JIaraTh CBOM MBICIU M J€JIaTh HEOOXOIMMBbIe
BBIBO/IbI
JEMOHCTPUPYET CHOCOOHOCTh NMPHUMEHATh 3HAHHE TEOPETHMUECKOro MaTepuana
4 IpU BBIIOJHEHUM 3a/1aHUM, TIOCIEJOBATEIbHO W TPABHJIBHO BBIIOIHSET
«XOpOIION 3aJjaHus, yMeeT OOOCHOBAaHHO H3J1araTb CBOM MBICIHM U JelaTb HEOOXOAMMBIE
BBIBOJIbI, JONYCKAeT €JAMHUYHbIC OUIMOKM, WCIpABIIEMbIC IOCIE 3aMEYaHUs
IpernoiaBaTess
JEMOHCTPHPYET OTACIbHBIC, HECUCTEMAaTH3UPOBAHHbIC HABBIKH, HE CIIOCOOCH
3 IPUMEHUTh 3HAaHHE TEOPETUYECKOr0 MaTepHuaja IpH BBITOJHEHUM 33JaHui,
«yIIOBJICTBOPH | UCTIBITHIBACT 3aTPYIHEHHUS U JOMYCKAeT OIIMOKH MPU BBHIOJHEHUU 3aJlaHHM,
TEJILHO» BBIMOJIHAET 3aJaHue IpU MOJACKa3Ke NpenojaBaTess, 3aTpyAHsETCs B
(hOopMYITHPOBKE BHIBOJIOB
2 HE CII0COOEH MPAaBUIIBHO BBITIOJIHUTH 33aHUE
«HEYIOBIIETBO
PUTEIBHO»

7.3. KoHTpoJibHBbIE 3aJaHMsl WM HMHbIe MaTepUaJibl, HEOOXOAMMbIe IJA OLEHKH
3HAHMH, YMEHHUIi, HABBIKOB U (MJIH) ONBITA AeATeIbHOCTH

Tema 1. OcHoBbI mocTpoeHus cuctem odecnevyenust Ub na npeanpusaTum.

JlaGoparopHo-npakTuyeckasi padbora 1. Command Execution

Heunb: [To3HAKOMUTBCS € YA3BUMOCTBIO KOMaH/IHOM CTPOKHU Ha BeO-cepBUCaX, HAYYUTHCS
JKCILTyaTUPOBATh JaHHYIO YSI3BUMOCTD.




3aganue:
- ckonupoBath ¢aiin /etc/passwd B 100yI0 JUPEKTOPUIO UCTIONIB3YS TAHHYIO YSI3BUMOCTD,
- IPCAJIOKUTL CPCACTBA 3AIIUTHI OT I[aHHOﬁ YA3BUMOCTH.

Tema 2. Aynut UBb. OcHOBHBIE IOHATHSI, TEPMUHBI U ONIpeeICHHS.
JlaGopaTropHo-npakTu4yeckasi padora 2. Bzinom WEB-¢opwm ¢ ucnosnzoBanuem Tamper
Data u crack_web_form.pl.

Lens: [ToznakomuThes ¢ pyrakuuonanom Tamper Data. Hayuntscs B3nambeiBate WEB-Gopmbl ¢

nomorpio crack web form.pl.
3amaHue: U3y4yuTe MPUHLHUI SKCIUTyaTalluK YSI3BUMOCTH U IPUMEHEHHE MPOTrPAMMHOT0
oOecnieuenus crack web_form.pl.

Tema 3. MeToabl OLIEeHKHN cUCTeM olecriedeHrsi HHGPOPMAIIMOHHON 0€30NaCHOCTH.
MeTtoauka nmpoueccHOro aHaJInu3a CUCTeM.
Bonpochbl kK KOHTPOJILHOI padoTe Ne 1

1. HestenpHOCT, MO oOecnedeHUio HWHGOpMaIMoHHOW Oe3onmacHocTH. Llens
JESTEIILHOCTH 10 00eCcTieueHr 0 NH(OPMAIIMOHHON OE30ITaCHOCTH.

2. [Ipuntuner 1 GopmMa JEATETLHOCTH 10 O0OecTeueHu0 HH(OPMaIMOHHON
6e30macHOCTH. MeTo/1bl eSITeNBHOCTH 10 00ecieyeHHI0 HH(OPMAIIMOHHOMN 0€30acHOCTH.

3. CpenctBa  ofOecrieueHus  wHbopmarmoHHo — Oe3omacHocTH.  CyOBEKTHI
obecnieueHus HHOOPMAIMOHHON OE30MTaCHOCTH.

4. [TonsiTne «aynut nHGOPMaIMOHHON Oe3omacHOCTHY. [loHATHE «KpUTepuil ayauTa
UH(POPMALIMOHHOM 0€30MaCHOCTH.

5. Ayautop wHbOpMaMoHHONW Oe3omacHOCTH. [IOHATHE «CBUIETENHCTBO ayauWTa
UH(POPMALIMOHHOM 6€30MacHOCTH.

6. PesynbraThl aynmura wHboOpMarmoHHoW Oe3omacHOCTH. CTOPOHBI TPOBEICHUS
ayJuTa — «3aKa3uuKk» U «MCIOIHUTEINbY ayAHTA.

7. Bunpl aynutoB nHGpOpManoHHON 6€30MaCHOCTH.

8. [InanupoBanue ayautra  WHGOPMAIMOHHON 0€30IacCHOCTH. ITonsTus
«COOTBETCTBHUE» U «HECOOTBETCTBUE) KPUTEPUAM ayInuTa HHPOPMAIIMOHHOIN 0€30M1aCHOCTH.

0. [Iporpamma aynura nHGOPMAITMOHHON OE30MACHOCTH.

10. Puckn ayaura wmHdopmanuonHo# Oe3zomacHocTH. [loHATHE «KOMMETEHTHOCTH
ayJIuTOpay.

1. AHanmu3 BIMSHUSA Yrpo3 MHPOPMAIMOHHON OE€30MacHOCTH Ha OCHOBHBIE BHIBI
JeATEeIbHOCTH OpraHU3alUH.

12. [IporieccHBIl aHANW3 CUCTEMBI yINpaBiieHUs MHGOPMAIMOHHONW 0€30MacHOCTHIO.
AHanu3 prucKoB HHPOPMALMOHHOM 0€30MacHOCTH.

13. AHanmM3 I1EHHOCTH W CTOUMOCTH HWH(OPMAIIMOHHBIX aKTHBOB OpraHU3aIUy.
AHanu3 JOKYMEHTOB U 3alHCel CUCTEMBI yIIpaBIeHHsI HH(POPMAIIMOHHOW O0€30TTaCHOCTBIO.

14. AHanmu3  apXUTEKTyphl HH(GOPMAIIMOHHBIX CHCTEM M CPEICTB  3aIllUThI

uHpopMaluu. AHAIU3 MOJUTHK JIMICH3UPOBAHUS aBTOMATH3HUPOBAHHBIX M MH(OPMAIIMOHHBIX
CHCTEM.

15. Amnamuz coorBerctBUig P3 M TpeOOBAHUSAM PETYIMPYIOUIMX OpPraHoOB. AHAIU3
SKOHOMHUYECKHX aCIeKTOB oOecnieueHus1 HH()OPMAIMOHHOM 0€301MacHOCTH.

Tema 4. Kpurepum ayaura ungpopmManuoHHoii 6ezonacHoctu. HanuonanbHble cTaHAAPTHI
ynpasJieHHsI HHPOPMALMOHHOM 0€30I1aCHOCTHIO.
JlabGoparopHo-npakTudeckas padoora 3. Manual SQL Injection, John the Ripper.

Hens: Hayuntbest mpoBoauTh SQL-UHBEKIINU, TOHATH 0a30BbIe TPUHIUIIEI TpoBeneHus SQL-
WHBEKINHI, 0cBOUTH TTporpammy John the Ripper.

3agaHue: caMOCTOSTENbHO U3YyYuTh padoTy mporpammsl John the Ripper BoccTaHOBUTE mapoiu
0 €ro XJIIy.



Tema 5. Kputepuu ayqura uH(GOPpMANUOHHOMI 0e30MacHOCTH. MeKIyHAPOAHbIE CTAHAAPTHI

ynpasJieHHsI HHPOPMALMOHHOM 0€30I1aCHOCTHIO.
JlaGoparopHo-npakTudeckas padora 4. SQLMAP.

Hens: [Tozaakomutbes ¢ SQLMAP, u3yunts 6a3oBbie Bo3moxxkHocTd SQLMAP, HayunThes
aBTOMAaTU3UpPOBaTh npouecc SQL-MHBEKINA.

3agaHue: CaMOCTOSATENBHO H3Yy4uTh pabory mporpammbel SQLMAP u momyuuTh nocTym K
TECTOBOM 0a3e JaHHBIX.

el

e

10.

11.

12.

13.

Tema 6. MeToabl OleHKH 0€30MACHOCTH MH(OPMAIMOHHBIX TEXHOJIOTHil.
Bonpochbl kK KOHTPOJILHOM padoTte Ne 2

CrannmapTsl o obecreueHno 6€30macHOCTH HHPOPMAITMOHHBIX TeXHOJIOTHI B Poccum.
["apMoHM3UPOBAaHHBIE CTAHAAPTHI IO 0OECTICUSHIIO NH(HOPMAITMOHHON 0€30MIaCHOCTH.
[IpakTuKa OLIEHKH COOTBETCTBUS OpraHU3aluil HAIIMOHAIBHBIM CTaHJapTaM.
OtpacneBble  CTaHIapThl MO  oOecreyeHuto HH(GOPMAIMOHHOH  0E30MacHOCTH.
Oco0EHHOCTH OIIEHKH COOTBETCTBHUS opraHuzanuii TpedoBanust @3 PO u peryiasiTHBHBIM
TpeOOBaHUSM.
MexayHapoaHbIe CTaHIAPTHI IO 00ecredeHrI0 HH(POPMAITMOHHOM 0€30MMacHOCTH.
OPSEC - koHmenmusi CHCTEMHOTO  MOAXOJa K  OOECICUEHHUIO0  3alllUTHI
KOH(pHAeHIMAIIbHON HH(OpMaIuu.
Monenu  HENpephIBHOTO  COBEPIICHCTBOBAHUS W  KOPIMOPATUBHOE  yIPABJICHHE.
KomnoneHTs! cTpykTypsl yripasienus puckamu [SO 31000.
Mogens KOpIOpaTHBHOTO yHpasieHHs HHGOpManuoHHBIME TexHonorusamu ISO/IEC
38500. CemeiicTBO  CTaHAApTOB  CHUCTEMBbl  yNpaBieHUs  HWHGOPMAIMOHHON
0€30MaCHOCTHIO.
[TonsiTe «MHTErpUpOBaHHAsI CUCTEMA YIPABIEHUSN», OCOOCHHOCTh NMPOBEICHUS ayTUTOB
uH(MOPMAIIMOHHOK 0E€30MaCHOCTH WHTETPUPOBAHHBIX CUCTEM YIIPABIICHUSI.
Ocobennoctu  GOpPMHPOBAHUS TPYMNI KOHTPOJIEH COCTOSHHS WH(DOPMAIMOHHOMN
0e30MacHOCTH B (PMHAHCOBBIX OpTaHHU3AIHSIX.
[Ipeanoceuiku BBeAeHUs MexayHapoaHoro cranaapta ISO 15408 «OOmue kpuTepuny.
OcnoBuble nousTust [SO 15408.
MeTtononorus ouneHKH 0e30macHOCTH MH(POPMAIMOHHBIX TEXHOJOTMM Ha COOTBETCTBHE
ISO 15408. ITonsiTHEe «ypOBEHD TOBEPUSIY.
Omnenka ypoBHS JoBepus (DYHKIMOHAIBbHOHW  O€30macHOCTH  HMH(OPMAIMOHHOMN
texHonoruu. Knaccer u cemerictBa ISO 15408. TTonstue «[Ipodunb 3amuTsi.

Tema 7. UHCTPpYMeHTHI IPOBeAeHUA ayauTa HHGOPMALMOHHOI 0e3011acCHOCTH.

JlaGopaTropHo-npakTu4yeckasi padora S. 'union exploit, create_user.php, John The Ripper.
Hens: Hayuntbest mpoBoauTh SQL-UHBEKIINN C TTOMOIIBIO KOMAH bl UNion, MOHITH 0a30BbIC
MPUHIUIIBI TAKUX aTaK.
3agaHue:

- PazoOpatbcst B ckpuIiTe co3/1aHus HOBOTO MOJIb30BATES,
- BoccranoButs naposin u3 xs1a ¢ nomoinbto John the Ripper
- [Tpenoxuth cpenctna 3amuThl 0T SQL-UHBEKINIA.

Tema 8. MeToauka npoBeaeHust ayauTa MHPOPMAINUOHHOI 0€30MACHOCTH.
JlabopaTopHo-npakTnyeckasi padbora 6. CSRF.

Lens: [Toznakomuthest ¢ CSRF arakamu, HOHATH TIPUHIUI UX PAOOTHI, HAYYUTHCS TPOBOJIUTH
CSREF ataxwu, y3Hatb criocoOs! 3ammThl o1 CSRF atak.

3aganue:

- HaImicaTh CBOIO aIbTEPHATUBY (HEHKOBOW CTPAHMIIBI,

- pacckasatb 1po croco0s! 3amuThl oT CSRF artaxk.



*

Tema 9. Opranusanusi BHyTPEHHEro ayJauTa Ha npeanpusiTHH.
Bomnpocs! k KOHTposbHOM padore Ne3

AHanu3 BHJIOB HHCTPYMEHTOB I TMPOBEACHUS AYAUTOB  HH(POPMAIIMOHHOMN
oe3omacHoct. Metox CRAMM.

CkaHupoBaHUE YSI3BUMOCTEH aBTOMATU3UPOBAHHBIX M WH(MOPMAIMOHHBIX CHUCTEM.
Harpy3ounoe TectupoBaHHEe M TECTUPOBAHHE HAa YCTOMYMBOCTH aBTOMATU3UPOBAHHBIX
CHCTEM.

Anamu3 ys3Bumocteir CRM u ERP cucrem. OcoOeHHOCTH MpoOBeIeHUs ayIuTOB
UHPOPMALIMOHHON  Oe3omacHOCTH  OOBEKTOB  00pabOTKM  KOH(UICHIMATBHOM
uH(pOpPMaLIMU C UCTIONb30BAHUEM TEXHUUECKUX CPEICTB.

[MonstTne «wabmomeHUWe» B TMpoOLleCCEe MPOBENEHUS ayauta UH()OPMAIHMOHHON
6e3onacHocTH. [IoHITHE «CBUIETETHLCTBOY» ayauTa HH(POPMAITMOHHON 0€30MMaCHOCTH.
MeTonsl  «BBIOOPKHM» M OpraHuW3anus  BBHIOOPOYHBIX  mpoBepok.  [loHsTHE
«IPOCNEXHUBAEMOCTh  IIpOlleccay B  TMPAKTHKE OLEHKU CHUCTEM  YIpaBICHUS
UH(POPMALIMOHHOM 0€30MacCHOCTBIO.

AHanu3 MeTpuK HHGOPMAIIMOHHON 0€30MaCHOCTH. AHAJIU3 KOPIIOPATUBHOTO YIIPABIICHUS
UH(POPMALIMOHHOM 0€30MaCHOCTBIO.

[lonrotroBka ¥  MpakTUKa WHTEPBBIOMPOBAaHMS. MeToAbl  aHaiau3a  CTPYKTYP
JOKYMEHTAIUH U 3aIiCei CUCTEMBI oOecriedeHrsi HHPOPMAIIMOHHOM 0€30IacHOCTH.
«HecootBercTBHE» U METO/IbI 00PaOOTKM HECOOTBETCTBUH.

CrtpykTypa mojapas[eleHus BHYTPEHHEro ayauTa. Buasl ayauToB WH(DOPMAIMOHHOM
0€30MacHOCTH.

10. YnpaBnenue nporpaMMoil aynuta MHGOPMALMOHHON Oe30macHOCTU. THNHUYHBIE BUIBI

11

12.

13.

NEeSTeNIbHOCTH NPH MPOBEACHUN ayauTa HHPOPMAIIMOHHOM 0€3011acHOCTH.
. IIpouecc cbopa u BepupuKanum ayIuTopckoid HHPOpMaLUU. AyITUTOPCKUI OTUET.
[IpaBua cornacoBaHusi ayaguTopckoro otTuéra. KoHTposb 3a IesATeNbHOCTHIO ayJUTOPOB
UH(POPMALIMOHHOM 0€30MacHOCTH.
[IpodeccnoHanpHBIE ¥ HPABCTBEHHO-ITUYECKUN YPOBEHBb ayAuTOpa MH(POPMAIMOHHON
0€30IaCHOCTH.

14. ITonsarue «O0bekTHBHAS O1IeHKay. [loHaTHEe «He3aBucMMOCTh aynutopay.

15.

[TpakTHKa MEXINYHOCTHOTO OOIIeHHs. MaTepualibHOE BO3HArpakJaeHue. AyIUTOPCKUN
PHCK.

16. Ilonstue «llcuxonoruueckuii KOHTpakT». I[IpUHAIIEKHOCTH K HpOodecCHOHATBHBIM

17.

1.

2.

cooOuiecTBam.
BoszeiicTBue ayauropa Ha pe3ysbTaThl olleHKU. [IpodeccnonanbHoe pa3BuTHE ayaAuTOpa
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Tema 10. Ilcuxosiornyeckne acneKThbl MOATOTOBKH ayIMTOPA HH(POPMALIMOHHOM
0e30macHOCTH.

Bomnpocel nTorosoro recra

Ilepeuncnanre OCHOBHBIE BUIBI ayAUTA HH(MOPMALITMOHHONW O€30MaCHOCTH:

® DOKCHEpPTHHIN ayauT 0€30MacHOCTH;

® OIIEHKA COOTBETCTBHS PEKOMEHAALUAM MEXIyHapoaHoro cranjapra ISO 17799, a
Takxe TpeboBaHusAM pykoBoasnmx fokymeHnToB @CTIK (I'ocrexkomuccun);
MHCTPYMEHTAJIBHBIN aHanu3 3amuiieHHocty UC;
KOMIUIEKCHBIN ayJuT,
(GyHKUIMOHATIBHBIN ayuT,

® KOMIIO3ULIMOHHBIN Ay uT.
PaccraBbTe B IpaBUIIbHOM MOCIEA0BATEIILHOCTH JTalbl poBeaeHus ayaura 1b:



Pa3zpabotka pernameHTa npoBeICHUS ayIUTa
CO0p UCXOIHBIX JAaHHBIX
AHaM3 MOTyYeHHBIX TaHHBIX C IIEJBI0 OLIEHKH TEKYIIEeTO YPOBHS O€30MacHOCTH
e PaspaboTka pekoMeHaIMi 10 MOBBIIIEHUIO YpoBHS 3antuiieHHoct MC.
3. CoueraHue BEpOSTHOCTH COOBITHS U €T0 TOCIICICTBUMA
e Puck
e ArTaka
e AKTHUB
e VYrposza
4. Bo3MoOxHasi MPUYMHA HEXENATeIbHOTO HHITUACHTA, KOTOPHIM MOXXET HaHEeCTH yliepbOa
CUCTEME WJIM OpraHU3aluu

e ArTaka
e Awnamus
e VYrposza

e BosneiicTtBue
5. Hanummte OCHOBHYIO 3a7auy periamenta b
6. JlaiiTe onpeneneHue ayauta HHGOPMAIMOHHONW O€30ITaCHOCTH

IlepevyeHs BONPOCOB K IK3aMeHY

1. HestenpHOCT, MO oOecnedeHuio uWHGOpMaIMoHHOW Oe3onmacHocTH. Llens
JESTENILHOCTH 10 00eCTieueHU 0 NH(OPMAIIMOHHON O€30ITaCHOCTH.

2. [Ipuntuner 1 GopMa JEATETLHOCTH 10 O00€CTeueHu0 WH(OPMaIMOHHON
0€30IacCHOCTH.

3. MeToapl AeSTENHHOCTH 1O 00ecTeueHnI0 HHHOPMAITMOHHON 0€30MacCHOCTH.

4. CpenctBa  obecrieueHuss  uH(popmanuoHHOW  Oe3zomacHOCTH.  CyOBEKTHI
obecrieueHnst ”HPOPMAITMOHHON OE30MaCHOCTH.

5. [onsarue «ayaut nHGOpMAIIMOHHON 0€30IaCHOCTI.

6. [TonsiTne «xkpuTepuii ayauta nHOOPMAITMOHHOM 0€301TaCHOCTHY.

7. Aynurop nHOOpPMAIIMOHHON OE30MMaCHOCTH.

8. [TonsiTHE «CBUACTENHCTBO ayauTa HHMOOPMAITMOHHOM 0€301TaCHOCTHY.

0. Pesynprarel aymuta uHbOpManmoHHOW Oe3omacHOCTH. CTOpPOHBI MPOBEICHUS
ayJuTa — «3aKa3uuKk» U «MCIOJIHUTEINb) ayAUTA.

10.  Buasl ayautoB nH(GOpPMAITMOHHON OE30MTaCHOCTH.

1. [InanupoBanue aynuta  WH(pOpPMAIMOHHOMN 0e30macHOCTH. [Tonsarus
«COOTBETCTBHEY» M «HECOOTBETCTBUEY» KPUTEPUSIM ayIuTa HHPOPMAITMOHHON 0€3011aCHOCTH.

12.  TIporpamma ayauta nHGOPMAIIMOHHONW 0€30MTaCHOCTH.

13. Pucku aymura wHbopManuoHHONW OezonacHOCTH. [loHSITHE «KOMIETEHTHOCTH
ayIuTOpay.

14.  Ananu3 BIMSIHHA yrpo3 UHPOPMALMOHHOM OE30MaCHOCTH Ha OCHOBHBIE BH[IBI
JEeSITEIbHOCTH OpraHu3aluu.

15. [IporneccHblii aHATU3 CUCTEMBI YIIpaBIeHUs HHPOPMAITMOHHON O€30MaCHOCTBIO.

16.  Ananu3 puckoB HHGOOPMAITMOHHONW 0€30MTaCHOCTH.

17. AnHanu3 HEHHOCTH U CTOUMOCTH MH()OPMAIIMOHHBIX AaKTUBOB OPTaHU3AIIHH.

18. AHanmu3 JOKYMEHTOB M 3alUCedl CHCTEMBbl YIpaBleHUS WH()OPMAIMOHHON
0€30MaCHOCTHIO.

19. AHanmu3  apXUTEKTyphl HH(GOPMAIIMOHHBIX CHCTEM M  CPEICTB  3aIllUThI

uHpopMauu. AHAIU3 MOJUTHK JIMICH3UPOBAHUS aBTOMATH3HUPOBAHHBIX M MH(OPMAIIMOHHBIX
CUCTEM.

20.  Anamu3 coorBercTBHs D3 M TpeOOBaHMAM pPETYIUPYIOIIUX OPraHOB. AHaIU3
SKOHOMHUYECKHX aCIeKTOB oOecnieueHus1 HH()OPMAIMOHHOM 0€301MacHOCTH.
21.  CrangapTsl mo obecnedeHuto 0e30macHOCTH MH(OPMAIIMOHHBIX TEXHOJOTHI B

Poccun.



22. lapMoHu3upoOBaHHBIE ~ CTAaHAAPTHI MO  obecneueHur0  MH(OpMAIMOHHON
0€30I1aCHOCTH.

23.  IIpakTHKa OIIEHKH COOTBETCTBHUS OpraHU3alMii HAIIMOHAILHBIM CTaHIApTaM.

24.  OrtpacneBble CTaHAAPTHI IO 0OECTICYCHH IO HH(POPMAITMOHHON 0€30MMacHOCTH.

25.  OcoOEHHOCTH OLIEHKH COOTBETCTBHsS opranuzanuii tpeboBanus ®3 PO wu
PErYISATUBHBIM TPEOOBAHUSIM.

26.  MexayHapoaHble CTaHIAPTHI 10 obecneueHno HHHOPMAIIMOHHON 0€30MacHOCTH.

27. OPSEC — KOHOEHmIMA CHUCTEMHOIO IIOAXO0ma K OOECIIEUYEHUIO 3allUThI
KOH(pHICHIIMATBLHON HH(pOpMAIIH.

28. Mogenun HenpepbIBHOTO COBEPIICHCTBOBAHUS M KOPIOPATUBHOE YIIPaBJICHUE.
Kommionents! crpykTypsl ynpasiaenus puckamu [SO 31000.

29. Mopenb KOpPHOpPAaTUBHOTO YIPABJICHUS HH(GOPMAIMOHHBIMUA TEXHOJOTHUSIMH

ISO/IEC  38500. CemeHCTBO CTaHAAPTOB CHCTEMBl  YOpaBICHHUS HHPOPMALUOHHOU
0€30I1aCHOCTBIO.

30. IloHATHE «MHTETPUPOBAHHAS CHCTEMa YIPaBICHUSI», 0COOCHHOCTh MPOBEICHUS
ayanTOB MH(POPMAIIMOHHON 0€301TaCHOCTH HHTETPUPOBAHHBIX CUCTEM YIPaBJICHHSL.
31.  OcobenHoctr (OPMHPOBAHUS TPYMI KOHTPOJEH COCTOSHUS HH(OPMAIMOHHON

0e30macHOCTH B ((MHAHCOBBIX OPTaHU3aIIUSIX.
32.  IlpenmocwsUiku BBeAEHUs MexAyHapoaHoro cranaapra ISO 15408 «OOGmwue
kputepumn». OcHoBHbIe TOHATHS [SO 15408.

33. Meroponorusi OIEHKH 0e30macHOCTH HH(POPMALMOHHBIX TEXHOJOTUH Ha
cootBercTBuE [SO 15408. [ToHsITHE «YpOBEHB JOBEPUI.

34. Onenka ypoBHsS J0BepHs (PYHKIIMOHAIBHOM 0e30MmacHOCTH HH(OPMAIMOHHON
TEXHOJIOTHH.

35.  Kuaccel u cemetictBa ISO 15408. ITonsitue «IIpodunb 3auiuTsi».

36. AHanmu3 BHUJOB HWHCTPYMEHTOB [JIi TIPOBEICHHS ayauTOB HWH()OPMAIMOHHOMN
6e3onacuoct. Meron CRAMM.

37. CkaHupoBaHUE ySI3BUMOCTEH aBTOMAaTU3UPOBAHHBIX U HH()OPMAITMOHHBIX CHCTEM.

38.  Harpy3ounoe TECTUPOBAHUE u TECTUPOBAHUE Ha  YCTOMYMBOCTH
aBTOMAaTU3UPOBaHHBIX cucTeM. AHanu3 ysa3Bumocted CRM u ERP cucrem.

39.  OcobeHHOCTH TpPOBENEHHs ayTUTOB MH(YOPMALMOHHONW 0€30MacHOCTH O0OBEKTOB
00paboTKN KOH(pHUACHIIMATLHON HH(OPMAITUHU C UCTIOJIb30BAaHUEM TEXHHUYECKUX CPEJICTB.

40.  Tlomstue «HaOMIOACHHE» B MPOIECCe MPOBEACHUS ayauTa WH()OPMAIMOHHOM
0€30MacHOCTH.

41.  TloHsATHE «CBHAETEIHCTBOY» aAyANTA MH(DOPMAIIMOHHOW OE30TaCHOCTH.

42. MeToapl «BBIOOPKH» M OPTaHU3AIINS BEIOOPOYHBIX TPOBEPOK.

43.  TloHATHE «IIPOCIECKUBAEMOCTh IMPOIECCa» B NPAKTUKE OLEHKH CHUCTEM
yrpaBieHus: THHOPMAITMOHHOW 0€301TaCHOCTHIO.

44. AHann3 MeTpuk HH(DOPMAMOHHOW 0€30MacHOCTH. AHAaIN3 KOPIOPATUBHOTO
yrpaBieHus: THHOPMAITMOHHOM 0€301TaCHOCTHIO.

45. IlogroroBka M DpakTUKa WHTEPBBIOMPOBAaHUA. MeToAbl aHamu3a CTPYKTYp
JIOKYMEHTAIIMU U 3aIHCEeH CHCTEMBI oOecTieueHrsi HHGOPMAIIMOHHONW 0€30MacHOCTH.

46.  «HecooTBeTcTBHE» U METO/ABI 00PAOOTKH HECOOTBETCTBUIA.

47. CTtpykTypa  mHoJpa3zelieHUsi  BHYTPEHHEro  aynura. Buael  ayauToB
UH(POPMALIMOHHOM 0€30MacHOCTH.

48. VYrnpaneHnue mporpamMmon ayauta HHGOPMAIMOHHONW 0e30macHOCTH. TurmMaHbIe
BU/IBI JICSITEIILHOCTH MIPH MPOBEICHUN ayuTa HHPOPMAIIMOHHON 0€30MacHOCTH.

49.  Tlpomecc cbopa u BepudUKAIUU ayIUTOPCKON HHGOPMAIMU. AYyTUTOPCKUIN
OTYET.

50. [IpaBuna corsacoBaHus ayauTOpcKoro otyéra. KoHTposib 3a NeSITeNbHOCTHIO

ayJIUTOPOB UH(POPMAITMOHHON OE€30MTaCHOCTH.



51. [IpodeccuoHanpHblii ¥ HPABCTBEHHO-3TUYECKHH  ypOBEHB ayauropa
nHpopmanmonHoi 6e3omacHoctu. [lonstue «O0bexkTHBHAS onieHKay. [lonsaTue «He3aBucumocTthb

ayJIuTopay.

52. [IpakTuka MEXKIMYHOCTHOTO OOmICHHWS. MaTepuaibHOe BO3HArpa)KacHHE.
AyIUTOPCKUM PUCK.

53. [Tonsarue «IIcuxonornyeckui KOHTPAKT». [IpunansiexxHOCTH K
po(hecCHOHATTEHBIM COOOIIECTBAM.

54. BozneiictBue ayauTopa Ha pe3ynbTaThl OleHKH. [IpodeccnoHanbHOE pa3BHUTHE

ayauTopa MHPOPMALMOHHOM O€30MacHOCTH.

IlepeyeHb NPaKTHYECKHUX 32JaHUI K IK3aMEHY

1) VYK PO. OTBETCTBEHHOCTH 32 NMPECTYIICHUS B Chepe KOMITbIOTEPHOM
uHpOpMaLIUH.

2) Cnyx661 DNS, DHCP. [Ipunnumns! ¢ yHKIIMOHUPOBAHUS.

3) [Tporokon ARP. Haznauenue. [TpuHImn ¢yHKIIMOHUPOBAHUS.

4) Merton konupoBanus napopmanuu Base64.

5) CereBble Macku. HasHauenue. Pa3Onenue ceTi Ha OICETH.

6) [TpuHtMTIBI HYHKIIMOHUPOBAHUS CETEBBIX YCTPOUCTB (moBTOpHUTENH (Repeater),

koHuentparop (Hub), cereBoit moct (Network Bridge), KommyraTop (Switch), mapmipytuzatop
(Router)).

7) [Touck y3710B B ceTH, onpeneneHue GyHKIHOHUPYIOMUX cayk0 u Bepcuu OC npu
nomoitnu ckanepa NMAP (IIpogemoHCcTpUpOBaTh).

8) Google Hack (ITponemoHCcTpHrpoOBaTh).

9) [Monck Web npunoxeHuit Ha cepsepe.

10)  AXFR 3ampoc (ITpogeMOHCTpHPOBATH).

11)  Omnpenenenue miardpopmsl Web npunoxxenus, Bepcuu Web cepsepa, CMS,
Framework (ITpogemoHCTpHUpOBAaTH).

12)  OWASP TOP 10.

13)  SQL Injection (IIpogeMOHCTpUPOBATH).

14) XSS (ITpoaeMoHCTpUPOBATS).

15)  Directory traversal/File Include (ITporemoncTpupoBarts).

16)  Tlouck yszsumocteit B WordPress u Joomla. Ckanepsl wpscan u joomscan
(IIponemoHCTpHpPOBATS).

17)  Tlouck ys3Bumocrteit B Web npunoxenusx. Ckanep OWAP-ZAP
(ITponemoHCTpHUpPOBATH)

18)  Pabora ¢ Sqlmap (IIporemMoHCTpUPOBATH).

19)  Tlouck ysa3BuMbIX ceTeBbIX cepBrucoB. Ckanep OpenVas (IIponemMoHCTpHpOBaTH).

20)  Pabora c cucTemMoii dKCITyaTaliuy ysa3BUMOCTel metasploit framework
(ITpogemoHCTpUPOBATH).

21)  BufferOverflow.

22)  Araka man in the middle. Peanuzanms npu momomm ARP spoofing.

23)  besomacunocts WiFi cetn.

24)  BoccraHoBieHHE HCXOAHOW HHPOpMaIIUK 10 XemaM. Y TuiauTa john the ripper.

25)  TlomsTus: mepcoHadbHBIE TaHHBIC, 00pa00TKa MEPCOHATBHBIX JaHHBIX,
uH(pOpPMaIMOHHAS CHCTEMA IMEPCOHATBHBIX JTaHHBIX.

26)  YcnoBus 00paboOTKH MEPCOHATBHBIX TAaHHBIX.

27)  YBemomuieHue 06 00pabOTKe NEPCOHATBHBIX JAHHBIX.

28)  Omnpenenenue yposHs 3auuieHHocty MCIT/IH.

29)  Knaccuduxanus AC.



30)

HopmartuBHbIe TOKYMEHTSI, onpeaenstomue TpedoBanus k 3amure [1/]n u K.

Tabauna 9 — [IpuMepbl OLIEHOYHBIX CPEICTB € KJIIYAMH NMPABUJIbLHbIX OTBETOB

/o

Tun
3aJaHus

DopmMynUpOBKa 3aTaHUS

IIpaBunbHbBIN
OTBET

Bpewms

BBITIOJ

HEHHSA
(B

MUHYTa

X)

[TK-1. Crioco6eH BBITIOTHATH pabOTHI 10 YCTAHOBKE, HACTPOMKE M 00CTY)KUBaHUIO MTPOTPAMMHBIX, TIPOTPAMMHO-

anmnmapaTHbIX (B TOM YHCJIC KpI/IHTOFpaq)I/I‘-IGCKI/IX) 1 TEXHUYCCKUX CPCACTB 3alUThI I/IH(i)OpMaHI/II/I B Imponecce
OKCIUTyaTallu aBTOMAaTU3UPOBAHHBIX CUCTEM

1.

3agann
e
3aKPBIT
oro
THIIA

BBox wmmeHu monb3oBaTeNs INPH  BXOAE B
cucTeMY

1) nperTHdUKATVS

2) ayTeHTH(UKAINS

3) MOHUTOPHHT

4) puck

CranmapTHOE CPEICTBO MPOBEPKHU MOTHHHOCTH
MOJIH30BATEIIS — MAPOJIH

1) unenTudukanus

2) ayreHTUQHUKATIHS

3) MOHUTOPHHT

4) puck

Cucrtema, KoTopasi «yIpaBIisieT, C IOMOIIBIO
COOTBETCTBYIOITNX  CPEICTB, JOCTYIOM K
WHPOPMALIMU, TaK YTO TOJNBKO JIOJMKHBIM
00pa3oM aBTOPHU30BAHHBIC JIMIA FUTU MPOIECCHI,
JIEHCTBYIOINE OT MX WMEHH, HOJIY4aroT IMpPaBo
YUTaTh, 3alMCHIBaTh, CO3/1aBaTh W YHOAIATh
nHpopManuio

1) 6e3omacHas

2) onmacHast

3) noBepeHHas

4) 3amunieHHas

Cucrema, HCTIONB3YIoMIast JIOCTAaTOYHBIC
amnmapaTHble W HMPOTpPaMMHBIE CPEICTBA, YTOOBI
obecrieunThb OJITHOBPEMEHHYIO 00paboTKy
nHPOPMAIUK PAa3HOH CTENMEHH CEeKPEeTHOCTH
TPYNIONH TOJB30BaTeNield 0e3 HapyIIeHUs IpaB
JIOCTYyTIa

1) 6e3omacHas

2) onacHast

3) noBepeHHas

4) 3amuicHHAs

COBOKYIHOCTh  3alIUTHBIX MexaHusmoB HC
(BKIrOYash — ammapaTHoe M [IPOrPaMMHOE
oOecrieycHNE), OTBEUYAIOIINX 3a MPOBCACHUC B
JKU3Hb MMOJIUTHKHN 0€30MacCHOCTH

1) noBepeHHas BEIYUCIUTENbHAS 0a3a

2) 3alIMIIeHHAs BBIYUCINTENbHAS Oa3a

3) 6e3omacHas cucTemMa

4) omacHas cuctema

3amann
e
OTKPBIT
oro
TMIa

Kareropuu, Ha KOTOpBIE [ENATCS CPEACTBA
MTOJIOTYETHOCTH coTiacHO «OpamkeBO KHATE»

Cpencra MoJOTIETHOCTH COTJIACHO
«OpaHXeBOI KHUTE» AEIATCS Ha TPU
KaTeTOpHU:

naAeHTHGUKALUS U ayTeHTH(UKALNS;
IIPEeJOCTaBIIEHHE JOBEPEHHOIO MyTH;

AHaJIM3 pEeTUCTpaAlno HHOM I/IH(i)OpMaHI/II/I.




Tun
3aJaHus

DopmMyTUpOBKa 3aTaHUS

IIpaBunbHbBIN
OTBET

Bpems

BBITION

HEHUS
(8

MUHYTa

X)

10.

OCHOBHOE Ha3HA4YEHHE JIOBEPCHHOMN
BBIYHCITUTENILHOM 0a3bl

OCHOBHOE Ha3HA4YEHHE TOBEPEHHOM
BBIYHCIIUTEIIBHON 0a3bl — BBIOIHATD
(GYHKIIMM MOHHTOpPA OOpaleHuii, To ecTh
KOHTPOJIHPOBATH AOIIYCTUMOCTh
BBITIOJTHEHHS CYOBEKTaMHU
(TTosIB30BaTEISIMU) OTIPEIETICHHBIX
oreparii Hag 00beKTaMH (MTaCCUBHBIMA
CYLIHOCTSIMH). MOHUTOP NpOBEpsIET
KaxxJo0e oOpalieHne NoIb30BaTes K
IporpaMMaM WM JaHHBIM Ha

IIPEAMET COTTIACOBAHHOCTH C HA0OpOM
JIEUCTBUH, TOMyCTUMBIX IS
MOJIb30BATEIS.

6

[Ipou3BonBHOE yIIpPaBICHHUE TOCTYIIOM

[Tpou3BosIbHOE yIIPAaBICHUE JOCTYIIOM —
9TO METOJI Pa3rpaHUyueHHs JOCTYIIa K
00BEKTaM, OCHOBAHHBIN Ha yUYETE
JIUYHOCTHU CYOBEKTA WM TPYIIIEL, B
KOTOPYIO CYOBEKT BXO/UT.
[Ipou3BOIBLHOCTH YIPABICHUS COCTOUT B
TOM, YTO HEKOTOpOE JIUIO (0OBIYHO
BIIaieliel] 00BhEKTa) MOXKET IO CBOEMY
YCMOTPEHHIO MPEAOCTABIST IPYTHM
cyOBeKkTaM Wim OTOMpaTh y HUX TpaBa
JIOCTYTIA K OOBEKTY.

[IpunynuTensHoe (MM MaHIATHOE) YIIPaBJICHUE
JOCTYTIOM

[IpunyautensHoe (M MaHIATHOE)
yIpaBiieHHe JOCTYIIOM OCHOBaHO Ha
COIOCTABJICHUH METOK O€30MaCHOCTH
cyOobekTa 1 00bekTa. CyObeKT MOXKET
YUTaTh MHPOPMAIUIO U3 00BEKTA, €CIN
YPOBEHb CEKPETHOCTH CyObeKTa He
HIDKE, 4eM Y 00BbEKTa, a BCe KaTerOpHH,
NepeyrcIIeHHbIE B METKE 0€3011aCHOCTH
00beKTa, IPUCYTCTBYIOT B METKE
cyowrekTa. OnucaHHBINA CIIOCO0
YIpaBICHUS TOCTYIIOM Ha3bIBACTCS
MPUHYANTEIbHBIM, TIOCKOJIBKY OH HE
3aBUCHT OT BOJIH CYOBEKTOB (Haxke
CHUCTeMHBIX aIMUHKCTpaTopoB). [Toce
TOTO, KaK 3a()UKCHPOBaHBI

METKH 0€30MacCHOCTH CyOBEKTOB
00BEKTOB, OKa3bIBAIOTCS
3a(pUKCHPOBAaHHBEIMY U TIPaBa JIOCTYIIA.

Kakue Toma cornacHo "OpanxeBoii kuure"
JIOJDKHBI BXOJUTH B KOMITIEKT JOKYMEHTAIIUN
Ha/IeXKHOI CUCTEMBI

CornacHo "OpanxeBoil kHUre" B
KOMILIEKT TOKYMCHTAIIUU HAJIC)KHOU
CHUCTEMBI JIOJDKHBI BXOJIUTH CIICAYIOIINE
TOMa:

PyKkoBOACTBO ITOJIB30BATEIS TIO CPEICTBAM
6e30macHOCTH.

PykoBoacTBO anqMHHHCTpATOpA IO
cpencTBaM OE30MMacCHOCTH.

TectoBast TOKyMeHTaIIHsI.

OnucaHue apXUTCKTYPHI.

ITK-4. Crioco0eH aIMHHUCTPUPOBATh CPEJICTBA 3alUTHI HH(opMaI

11 B KOMIBIOTCPHBIX CUCTEMAX U CCTAX

11.

3amanu
e
3aKPBIT

®dopMa HE3aBUCUMOT0, HEUTPATBHOTO KOHTPOJIS
KaKoro-Tiu0O  HAmpaBICHHUS  JCATCIBHOCTH
KOMMEPYECKOTO MIPEaIPUATHS, IIHPOKO
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Bpems

BBITIOJN
No Tun IIpaBunbHbBIN HEHUS
wi | sanamms DopmMyTUpOBKa 3aTaHUS oTBET (8
MUHYTa
X)
oro UCTONb3yeMast B MPAaKTHKE  PHIHOYHOM
THIA 9KOHOMUKH, OCOOEHHO B chepe OyXraarepckoro
yuaeTa
1) Aynut
2) MOHUTOPUHT
3) Ananuz
4) Otenka
12. KommbroTepHast pacrpesnesiéHHas cucrteMa Jist 1 2
MOJYYCHUS HHYOPMAIHH O TOMEHAX
1) DNS
2) DHCP
3) NAT
4) PHP
13. CereBoit TIPOTOKOII, TO3BOJISFOILIN I 2 2
KOMIIBIOTEpaM aBTOMAaTHYECKH ToiydaTh [P-
aZpec W IPyrue MmapameTpbl, HEOOXOIMMBIC IS
pabote! B cetut TCP/IP
1) DNS
2) DHCP
3) HTML
4) PHP
14. IIporoxon DHCP mpenocraBisier Tpu cmocoba 1,2,3 2
pacnpenenenus [P-anpecos:
1) Pyunoe pacnpenenenue
2) ABTOMaTHYECKOE paclpe/ie/icHue
3) AuHaMHu4YeCcKOe pactpeesicHue
4) CtaTucTHYECKOE pactpeaeicHue
5) ABTOMaTH3UpPOBAHHOE pacrpeeiicHue
6) CMemaHHOe pacnpeeeHue
15. Mexanusm B cersx TCP/IP, mno3Bomasroiuii 3 2
npeoOpa3oBeiBath  [P-agpeca  TpaH3WUTHBIX
MAKETOB
1) DNS
2) DHCP
3) NAT
4) PHP
16. 3amann | Ilenm nmpoBeneHus ayaurta 6€30MacHOCTH [enssmMu mpoBeICHUS ayIuTa 3
e 0€30MaCHOCTH SBIIAIOTCS:
OTKPBIT aHaJIN3 PUCKOB, CBA3AHHBIX C
oro BO3MOXKHOCTBIO OCYIIIECTBIICHUS YTPO3
TUIA 0€30MacHOCTH B OT-

HOIIICHUU PECYPCOB;
OIICHKA TEKYIIETO YPOBHS 3allIMIICHHOCTU
nc;

JIOKATTU3aIHs y3KUX MECT B CHCTEME
3amuthel MC;

oneHka coorserctus MC
CYIICCTBYIOIINM CTaHIapTaM B 00JIACTH
“H)OPMAITMOHHOM

0e30MacHOCTH;

BBIPA0OTKAa PEKOMEHAINH 10 BHESAPCHHIO
HOBBIX U MOBBIIICHUIO 3P PEKTHBHOCTH
CYIIECTBYIOIIUX MEXaHU3MOB
6e3omacuoctu VC.
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[Tpuniun paboThI ceTeBOT0 KOHIIEHTPATOPa

KonnenTtpartop paboTaer Ha mepBOM
(dpusmgeckoM) ypoBHE CETEBON MOJIEITH
OSI, perpancnupys BXOAAILIUHN CUTHAI C
OJIHOTO U3 TIOPTOB B CUTHAJ Ha BCE
OCTaNbHBIC (TIOAKITIOYEHHBIC) TIOPTHI,
peanu3sysi, TAKUM 00pa30M, CBOHCTBEHHYIO
Ethernet Tomonoruto o0Imas muHa, ¢
pa3IeNcHUEM TPOITYCKHON CITOCOOHOCTH
CeTH MEXy BCEMH YCTPOUCTBAMH U
paboToii B pekuMe MOy TyTIIeKca.
Kommmsum (To ecTh MOIBITKa IBYX H OoJiee
YCTpPOMCTB Ha4aTh Nepeaavy
OJHOBPEMEHHO) 00pabaThIBAIOTCS
aHaiorugHo cetu Ethernet Ha apyrux
HOCHUTEIISAX - YCTPOHUCTBA

CaMOCTOSATENIFHO MPEKPAINAIOT epeady u
BO300HOBIISIOT MOTBITKY Yepe3
CITy4aiHBIN MPOMEKYTOK BPEMEHH, TOBOPS
COBPEMCHHBIM SI3BIKOM, KOHIICHTPATOP
00BeIMHACT yCTPOICTBA B O] HOM
JIOMEHE KOJUIM3HIL
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[punin paboThl CETEBOTO MOCTa

CeteBoiif MOCT paboTaeT Ha KaHATBHOM
ypoBHe ceTeBoit Moaenu OSI, mpu
TIOJIYICHHUH U3 CETH Kazapa, cBepsier MAC-
ajipec MOCIeIHETO U, €CIIN OH He
MPUHAJJICKUT TAHHOW MOJICETH, MepeaaéT
(TpaHCITHpYeT) Kajap Aajblie B TOT
CETrMEHT, KOTOPOMY TIpeTHa3HaqajIcs
JAHHBIA KaJp; €CIIM KaJp MPUHAICHKHUT
JTAaHHOH ITOJICETH, MOCT HUYETO HE JIeJaeT

HpI/IHIII/IH pa60TLI CETCBOI'0 KOMMYTATOpa

CeTeBoif kKOMMyTaTOp paboTaer Ha
KaHaJIbHOM (BTOpOM) ypoBHe Mojenu OSI.
KommyTatops! ObLTH pa3paboTaHbI ¢
HCIOJIb30BAHMEM MOCTOBBIX TEXHOJIOTHIT U
YacTO pacCMaTPHUBAIOTCS Kak
MHOT'OTIOPTOBBIE MOCTBI. JIJist cCOeIMHEeHHU ST
HECKOJIbKUX CETeil Ha OCHOBE CETEBOTO
YPOBHS CITyXaT MapIIpyTH3aTopsl (3
yposens OSI). Kommyrarop nepenaér
JTAaHHBIE TOJIBKO HEMOCPEACTBEHHO
nosxyyateno. KomMmyraTop XpaHut B
aMsTH (T.H. aCCOITUATUBHOM MTaMSITH)
TabIHIly KOMMYTALUH, B KOTOPOii
yKkasbiBaeTcsi cooTBeTcTBHE MAC-anpeca
y3J1a mopTy KoMmmyTtaropa. [lpu
BKITFOYCHUU KOMMYTATOpa 3Ta TabIuIa
IIyCTa, ¥ OH paboTaeT B peKHMe
oOydenus. B aToM pexxume nocrymnaromue
Ha Kako#-JIn0o MopT AaHHbIE epeaaroTCs
Ha BCE OCTaJIbHBIE NOPTHl KOMMYTaTOpa.
[Ipu 5TOM KOMMYTATOpP aHATU3UPYET
(bpeiimbl (kaapen) U, onpenenuB MAC-
ajipec X0CTa OTHPABHUTESI, 3aHOCHUT €ro B
Ta0JIHITy Ha HEKOTOPOE BPEMSI.
BriocneacTBiH, eciy Ha OAMH K3

MOPTOB KOMMYTAaTOPa MOCTYITUT KaJp,
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TIpeIHa3HauYeHHBIN 1 Xocta, MAC-anpec
KOTOPOTO YK€ eCTh B Ta0IuIle, TO 3TOT
KaJp OyJAeT mepenaH TOJIBKO Yyepe3 MmopT,
ykazaHHBIH B Tabnune. Ecim MAC-anpec
XOCTa-MOTyYaTeNs HE aCCOLMUPOBAH C
KaKHM-JII00 TOPTOM KOMMYTATOpa, TO
KaJp OyAeT OTHpaBJICH Ha BCE OPTEHI, 32
UCKJIIOYEHHEM TOTO TI0pTa, C KOTOPOTO OH
o611 mostydeH. Co BpeMeHeM KOMMYTaTop
CTPOWT TaOIHITy IS BCEX aKTHBHBIX
MAC-anpecoB, B pe3yibTare Tpauk
JIOKAJIN3yeTCsI

[punimn paboTel MapmIpyTH3aTOpa

MapiupyTusaTtopbl paboTatoT Ha 6oJee
BBICOKOM «CETEBOM» (TPEThEM) yPOBHE
cereBoit mogenu OS], Hexenu
KOMMYTaTOp (WJIM CeTeBOI MOCT) U
KOHLIEHTpaTop (xab), koTopsle pabo7 TaloT
COOTBETCTBEHHO Ha BTOPOM U ITEPBOM
ypoBHsx Mojaenu OSI. O6pr9HO
MapHIpyTH3aTOP UCTIONB3YET aapec
MOJTy4daTessl, yKa3aHHbIH B 3ar0JOBKE
MIAKeTa, U OTPEJIENAET 10 TabIHLe
MapHIpyTH3aIHH IIyTh, IO KOTOPOMY
crenyer nepeaars qanHble. Ecom B
TabnuIe MapIIPyTU3ALNHK AJSI aipeca HeT
ONIMCAHHOTO MapUIpyTa, MaKeT
orOpaceiBaeTcs. CylecTBYIOT U ApYTrHe
CIOCOOBI OTIpeIeTIeHUs MapIIpyTa
TIEPECHIIKY MTAKETOB, KOT/1a, HalpuMep,
UCTIONB3YeTCS alpec OTIIPAaBUTEN,
UCTIONIb3yEMBIE MPOTOKOJIBI BEPXHUX
ypoBHeii u npyrast nHdopmanus,
coJeprkalasics B 3arojoBKax MakeTOB
cereBoro ypoBHs. Hepeako
MapIIpyTH3aTOPbl MOTYT OCYIIECTBIISTH
TPAHCISIINIO aPECOB OTIIPABUTEIS U
MOTydaTerst, GUIbTPALUIO TPAH3UTHOTO
MIOTOKa TAaHHBIX Ha OCHOBE OIPEAeIEHHBIX
TIPaBUJI C LETIbI0 OTPaHUYCHUS IOCTYIIA,
mugppoBanue/pacnppoBaHue
nepeiaBaeMbIX JaHHBIX H T.II.

YMEHMHIi, HABBIKOB M (MJ1H) ONbITA 1eATEeJILHOCTH

[TonHBI KOMILIEKT OIICHOYHBIX MATEPHANIOB MO AWcCHHUIUIUHE (Moaymio) (dhoHA
OIICHOYHBIX CPEJICTB) XPAaHHUTCS B AJICKTPOHHOM BHJE Ha Kadenpe, yTBepKaaromeld padouyro
IporpaMMy JTUCIMILIHHBI (MOIYJs), U B LleHTpe MOHUTOpHHTa U ayAuTa KaueCcTBa 00y4YeHUsI.

7.4. MeToan4yeckne MaTepuaJibl, Onpeaesiiomme nNpoueaypbl OeHuBaAHUS 3HAHUIA,

OT4er o J1a00OpPaTOPHO-NPAKTHYECKON padoTe
OTueT Mo MpakTUYECKOW paboTe MpeAcCTaBIseTCS B 3JIEKTPOHHOM BHJE. 3alluTa OT4eTa
npoxoauT B (opMe AOKIaga CTyACHTa MO BBIMNOJIHEHHOW paboTe M OTBETOB Ha BOIMPOCHI
npenogasatens. B ciayuae, ecnu opopmiieHHe OT4eTa U MOBEICHNE CTY/I€HTa BO BPEMsI 3alUThI




COOTBCTCTBYIOT YKa3aHHbIM TpGGOBaHI/IHM, CTYACHT MOJYYaCT MAaKCHUMAJIBbHOC KOJUYCCTBO
0asnos.
OcHoBaHUIMH JIs1 CHUXKCHUA KOJINYECTBaA GaJIJIOB B Auaria3oHe OT max 10 min
SABIIAIOTCS:
- OTCYTCTBHE CIIHCKA UCTIOIB30BAHHOM JINTEPATYPHI,
- HEOpE)KHOE BHITIOTHEHUE,
- OTCYTCTBHC BbBIBOJOB.
OTt4er He MOXKET OBITh MPUHSAT U MOJJICKUT AOPAOOTKE B CIIydae:
- OTCYTCTBHA H€O6XOI[I/IMI>IX pa3acios,
- OTCYTCTBHS HEOOXOAMMOTO TpauIECKOro Marepuana,
- HEBEPHBIX PE3YyJIbTATOB pacyeTa.
B oTyeTe mo BRIMTOTHEHHOM MPAaKTHYECKOW paboTe TOJDKHBI OBITh YKa3aHBI:
* TeMa MPaKTUIEeCKOU paboTHI,
* MaKeT IOKYMEHTOB B COOTBETCTBUU C TEMOI MPAKTUYECKON paboThl,
* HCIIOJIb30BaHHAsA JIUTCpATypa.

Kpurepun oneHkn nmo 1adopaTopHo-npakTH4ecKuM padoram:

— OLEHKa  «OTIMYHO»  BBICTAaBIsETCA  OOydarolmemycs,  €Cld  CTYAEHT
NpOACMOHCTPHUPOBAJL FHy6OKI/Ie 3HaHUA TCOPCTHUUCCKOIr0O MaTrepurajia 1 yMCHUC UX ITPUMCHATD,
00OCHOBAaHHO H3JI0XKWJI CBOM MBICIH, CAETal HEOOXOAMMBIE BBIBOABI M y4ell OCHOBHBIE
HOPMAaTHUBHO-IIPABOBBIE JOKYMEHTHI IO HH(POPMALIMOHHOHN 0€301MacHOCTH;

— OIIEHKA «XOPOIII0Y» BBICTABIISICTCS 00YJaIOMIEMYCsl, €CIIA CTYACHT MPOJIEMOHCTPUPOBAI
IyOOKHE 3HAHUS TEOPETUIECKOT0 MaTepuana U yMEHUE UX IPUMEHSATh, 000CHOBAHHO M3JIOKILIT
CBOM MBICIIH, ClIeNIaj]l HeOOXOJMMBIE BEIBOJIBI M Y€l OCHOBHBIE HOPMATHBHO-TTPABOBBIC
JIOKYMEHTHI 110 HH(POPMAITMOHHON 0€30MaCHOCTH, TOMYIIEHBI HEKOTOPhIE HETOYHOCTH, UMEETCS
0JIHa HerpyOas ommoOKa.

— OHOCHKAa «YOOBJCTBOPUTCIILHO» BBICTABIIACTCA 06yan0meMyC${, CCJIn CTYACHT
OTBETWJI Ha BOMPOCHI NPEUMYIIECTBEHHO BEPHO, UMEIOTCS 3aTpyIAHECHHUS B (POpMyITUpOBKE
BbIBOJOB, UMCIOTCA OJHA HUJIN OBC HGI‘DY6BIG OI_HI/I6KI/I, YYTCHBI HC BCC HOPMATHBHO-IIPABOBLIC
JIOKYMEHTHI 110 HH(POPMAITMOHHOM 0€30MMacHOCTH;

— OLCHKA «HCYAOBJICTBOPUTCIILHO» BBICTABJIACTCA 06yqa101ueMyc;1, CCJIM CTYACHT HC
JlaJl OTBETHI Ha TIOCTAaBJICHHBIE BOMPOCHI, 0OOCHOBAaHMS HEBEpHBIC, JIMOO JTaH BEPHBIH OTBET
0e3 ero OOOCHOBaHUS, CHENAaHbI TPyOble OIIMOKH, OTCYTCTBYIOT 3HAHUS HOPMATHBHO-
MPaBOBBIX JOKYMEHTOB 10 HHGOPMAIIMOHHON O€30MaCHOCTH.

KonTposbHbIe padoThl

KoHnTponpHas paboTa cCOCTOUT U3 2-X 3a/IaHUN.

OcHOBaHUSIMH U1 CHUKEHHUS OIEHKH 3a 3aJaHHe SIBJISIOTCS:

- OIIMOKYU B OOBSICHEHUSX M KOMMEHTAPUSIX MPU BEPHO BBHIITOJTHEHHOM 3aJ[aHUM;
- HETMOJIHBINA OTBET JJIs1 TEOPETUUECKUN 3aJTaHHI;

- HeOpeXKHOE BBIMIOJIHEHUE,

- MHOTOKPATHOE TePENUChIBaHNE KOHTPOJBbHONU PaOOTHI.

3agaHne He MOXKET OBITh 3aCUUTAHO, CCIIH:

- TaHBI IBa HEBEPHBIX OTBETA HA TEOPETHUUYECCKHE BOIIPOCHI.

Kpurepun oueHKH KOHTPOJIbHBIX padoT:

— OIIGHKA «OTJIMYHO» BBICTABISACTCA OOYYaOIIEMYyCs, €CIH CTYACHT MPOJEMOHCTPUPOBAT
r1yOOKHE 3HAHUSI TEOPETUUECKOr0 MaTepralla U YMEHUE UX MPUMEHSITh, 000CHOBAHHO M3JIOKHUII
CBOHM MBbICIH, CACIall HGOGXO,Z[I/IMBIG BbIBOABI W YUYC]II OCHOBHBIC HOPMATHBHO-IIPABOBBLIC
JIOKYMEHTHI 110 WH(POPMAITMOHHOM 0€301MacHOCTH;



— OIIEHKA «XOPOILI0» BBICTABIIACTCS 00Yy4aIOLIeMYyCsl, €CIIU CTYACHT IMPOIEMOHCTPUPOBAI
riIyOOKHe 3HAHUS TEOPETHYECKOT0 MaTepralla i YMEHHE X PUMEHSITh, 000CHOBAHHO H3JIOMKHIT
CBOU MBICIIH, CJIeNIa]l He0OXO0JMMbIe BHIBOIBI M Y4€Jl OCHOBHBIE HOPMATHBHO-ITPABOBBIC
JOKYMEHTHI 110 HH()OPMAIIMOHHON 0€301aCHOCTH, IOMYIIEHBI HEKOTOPhIE HETOYHOCTH, MMEETCS
oJlHa HerpyOas omuoKa.

— OIIEHKa «YIOBJICTBOPUTEIILHO» BBICTABIIACTCS OOYYarOIMEMYCsl, €CITU CTYACHT OTBETHJI Ha
BOMPOCHI TPEUMYIIECTBEHHO BEpHO, MMEIOTCS 3aTpyAHEHUs B (OPMYIHPOBKE BBIBOJOB,
UMEIOTCS OJIHA WJIM JIBE HErpyOble OIIMOKH, YITEHBI HE BCE HOPMATHBHO-TIPABOBHIC JIOKYMEHTHI
1o “H(pOPMAIIMOHHOM 0€30MaCHOCTH;

— OIICHKA «HEYIOBJICTBOPUTEIHFHO)» BBICTABIISICTCSI 00YJAIOIIEMYCsl, €CITU CTYJCHT HE Aaj OTBETHI
Ha TIOCTaBJIEHHBIE BOIPOCH], OOOCHOBaHMS HEBEpHBIE, JMOO JaH BEpHBI OTBET 0€3 ero
00OCHOBaHHMSA, CIETaHbl TPyOble OMIMOKH, OTCYTCTBYIOT 3HAHHS HOPMAaTHBHO-TIPABOBBIX
JOKYMEHTOB 110 HH(POPMAITMOHHOW O€30MaCHOCTH.

Kpurtepun onenkn recra:
- OLICHKa «OTJINYHO» BBICTABJIAETCA CTYACHTY, €CIM OH yMeeT 0e301uO0YHO
CaMOCTOSITENIbHO 00pa0aThiBaTh W WHTEPIPETHUPOBATH JIaHHBIC MPHU PEIICHUH 3a/ad, Kak B
CTaHJapTHOM, TaK U B HECTaHIAPTHOU (POPMYIIUPOBKE;
- OLIEHKA «XOpOILIO» BBICTABISETCA CTYAEHTY, €CIM OH YyMeeT 0e30muO0YHO
CaMOCTOSITENIbHO 00pabaThiBaTh M HHTEPNPETUPOBATh  JaHHbIE IMpPU pEHIeHUH 3ajad B
CTaHJAapTHOW CUTYallMu WIX 32 BepHOe peweHue 75% - 89% 3ananuii Tecra;
- OLIEHKa «YJOBJIETBOPUTEIHHO)» BBICTABJISETCS CTYAEHTY, €CIIM OH YMEET NpHU PEUIeHUU
3a/1a4 00pabaThIBaTh JaHHBIE C OTIOPOW HA CIPABOYHBIC MaTepuaibl U MOMOIIb MMPENo1aBaTes,
BEPHO BBINOIHSASA Tipu 3ToM 60% - 74% paboThI.
- OLICHKA «HEYIOBJIETBOPUTEIHHOY» BBICTABIISIETCS CTYJIEHTY, €CJIM OH HE YMEET MPaBUIbHO
00pabaThIBaTh JTaHHBIC, BEITOJHWI MeHee 60% 3amaHuii TecTa.
- OLICHKA «3aYTE€HO» BBICTABJISETCS CTYACHTY, €CIM TECT CTYJEHTa OLEHEH HE HIKE 4YeM
«YAOBIETBOPUTEIBLHOY;
- OLICHKA «HE 3a4TE€HO», €CJIU TECT OLIEHEH HUXKE YEM «YAOBIIETBOPUTEILHOM.

IK3amMeH

DK3aMeH 3aKJII04YaeTcss B MUCbMEHHOM OTBETE Ha 2 TEOPETUUYECKHX BOMPOCA U YCTHOM
cobece0BaHMH 110 KAXKIOMY TEOPETHIECKOMY BOIIPOCY.

OcHOBaHMSAMU TSI CHUKEHUS OIIEHKH 332 TEOPETHUYCCKUN BOIIPOC SIBIISFOTCS:

- HeOpeXKHOE BBIMIOJIHEHUE,

- HEIIOJIHBIA OTBET;

- HAJIMYKME MEJIKUX HETOUYHOCTEH MM HE3HAYUTENBHBIX HCKAXKCHUH (DAKTOB;

- HETOYHBIC OOBSICHEHUS MPU COOECETOBAHNUY;

- OTCYTCTBHE OTBETOB Ha 3aJJaHHBIC MTPH COOECETOBAHUH BOIIPOCHI.

B cootBercTBUU ¢ OamibHO-pedTHHTOBOM cucteMoii BAPC mo aucuunianHe Ha dK3aMeH
BO BTOpoM cemecTtpe otBoautcs 100 OammoB (40 GamtoB Ha Tekymme (Gopmbl KOHTpOJs, 10
OamoB Ha 60HYyCHl U 50 0anI0OB OTBOAMTCS HA DK3aMEH),

OneHnBaHUE CTYIEHTOB Ha 3K3aMEHE OCYIIECTBIISIETCS B COOTBETCTBHE C TPEOOBAHUIMHU
u kputepusimMu 100-0ayuTbHOM MIKaNbl. YYUTHIBAIOTCS KaK PE3yJIbTaThl TEKYIEro KOHTPOJIS, TaK
Y 3HaHUS, HABBIKM U YMEHMSI, HETOCPEACTBEHHO MOKa3aHHbIE CTYJEHTAMH B X0JI€ IK3aMEHa.

Kpurepun o1ieHOK Ha K3aMeHe:

40-50 GamIoB — CTYIEHT IIYOOKO MOHMMAET MPONIACHHBIM MaTepraj, OTBEUaeT YETKO U
BCECTOPOHHE, yMEET OLIEHUBATh (aKThl, CAMOCTOSTEIBHO pacCyKIaeT, OTIMYaeTCs
CIIOCOOHOCTHIO 000CHOBATH BBIBOJIBI U Pa3bSCHAThH X B JIOTHUECKOH MOCIEe10BATEILHOCTH.

35-39 6amioB — CTYAEHT IIIyOOKO NMOHMMAET MPOWUJCHHBIM MaTepuall, OTBEYAET YETKO U



BCECTOPOHHE, YMEEeT OICHHBATh (DaKThl, CAMOCTOSITENIHO PACCYXKIAeT, OTIUYAETCs
CIIOCOOHOCTHIO 0OOCHOBATh BBIBOJBI M PAa3bSICHIATh MX B JIOTMUECKOH MOCIEI0BATEIbHOCTH, HO
JIOTYCKAaeT OTJEIbHbIE HETOYHOCTH.

25-34 Gamna — CTyJIEHT TiyOOKO MOHMMAET MPOWICHHBIA MaTepuall, OTBEUAET YETKO U
BCECTOPOHHE, YMEEeT OICHHBATh (DaKThl, CAMOCTOSITENFHO PACCYXKIAeT, OTIUYAeTCs
CIIOCOOHOCTHIO 0OOCHOBATh BBIBOJBI M Pa3bsSICHIATh MX B JIOTMYECKOM MOCIEI0BATEIbHOCTH, HO
JIOITyCKaeT HEKOTOphIE OLIMOKH O0IIEero XapakTepa.

20-22 Gamra — CTYAEHT XOpPOIIO IOHWMAET MPOWICHHBIA MaTepHal, HO HE MOXKET
TEOPETUIECKH 00OCHOBATH HEKOTOPHIE BHIBOJIBI.

15-19 GamioB — CTYIEHT OTBEYa€T B OCHOBHOM IIPaBUJIBHO, HO YYBCTBYETCS
MEXaHWYECKOE 3ayurBaHUE MaTepHuaa.

11-14 GammoB — B OTBETE CTYIEHTa MMEIOTCS CYIIECTBEHHBIC HEAOCTATKH, MaTepual
OXBa4€H «IIO0JIOBUHYATOY, B PACCYKICHUAX TOMYCKAOTCS OIIHOKH.

10 GanyioB — OTBET CTyJEHTa IMpPaBHWJIEH JIUIIb YaCTUYHO, MPH Pa3bsCHEHUH MaTepuaia
JOITYCKAIOTCS CEPhE3HBIC ONMINOKH.

6-9 GamoB — CTyAEHT MMeeT ollllee MPEJCTaBICHNE O TEME, HO HE yMEET JIOTUYECKU
000CHOBATh CBOU MBICITH.

1-5 6ayIoB — CTYJIEHT MMEET JIUITh YaCTHYHOE MPEACTaBiIeHUE 0 Teme. (0 OaioB — HET
OTBETA.

Tabauua 10 — TexHosiornyeckasi KapTa peiTHHIOBBIX 02/1J10B 10 AUCHHUILINHE (MOAYJIIO)

KonuuecTBo MakcumanbsHoe Cpox
No KonTponupyemeie N
W MEpOTpHITHS MEpPONPUITHIA KOJIMYECTBO IpeJcTaBie
/ Gansl 0aJIoB HUS
OcHoBHOI1 0J10K
1. | Buinoanenue 1abopamopHotl pabomol 6/4 24 ITo
2. | Buinonnenue KoHmpoabHoU pabomol 3/4 12 pacnucaHu
3. | Tecm 1/4 4 10
Bcero 40 -
bJjok 6onycoB
4. | Ilocewenue 3anamuil 6e3 NponycKko8 1 3
5. | Ceoespementoe binonmeHue 6cex 1 3
3adanui

6. | Akmuenocms cmyoeHma Ha 3aHAMuU 1 4
Bcero 10 -

JlonmoaHuTe bHBIN 0JI0K
7. | Oxzamen | 50
Bcero 50 -
UTOro 100 -
Ta6aunna 11 — Cucrema mrpagos (/1 0OAHOT0 3aHATHSA)

IToka3arens banmn
Onoszoanue na 3anamue -1
Hapywenue yuebnoti oucyuniunol -1
Heeomoenocmo x 3ansamuio -2
IIponyck 3anamus 6e3 y8axicumenbHOU NPUYUHDL -2

Taoauna 12 — lHlkana nepeBoga peiTHHIOBBIX 0AJIJIOB B MTOTOBYIO OLIEHKY 32 ceMeCTp
Mo JUCHUIIMHE (MOAYJII0)

Cymma 6ajuios | Ouenka 1o 4-6a/ulbHOH 1IKase




Cymma 6asioB Oruenka 110 4-0aJUTbHOHN IIKaJIe

90-100 5 (OTJIMYHO)

85-89

75-84 4 (xoporio)

70-74

65—69 3

60—64 yIOBJIETBOPUTENIHHO)
Hwoxe 60 2 (HeyAOBIIETBOPUTEIHHO)

[Tpu peanuzanuu JUCHUIUIMHBI (MOYJIS) B 3aBUCUMOCTH OT YPOBHSI MOATOTOBIEHHOCTH
00y4JaromUXCsi MOTYT OBITh HCIIOIH30BaHbI HHBIC (DOPMBI, METOJIBI KOHTPOJISL ¥ OLIEHOYHBIE
CPEICTBA, UCXO/1A U3 KOHKPETHOU CUTYallUU.

8. YYUEBHO-METOAUYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE
JAUCHUIIJIMHBI MOOYJIs)

8.1. OcHoBHas JuTEparypa

1. Aynur uHGbOpPMAaMOHHONW OE30MACHOCTH OPraHOB HCIOJHUTEIHHOW  BJIACTH
[DnexTponnsiit pecypc] / B.1. ABepuenkos, M.IO. PeitoB, A.B. KyBeiknun, M.B. PynanoBckwuit
- M. : ®JIMHTA, 2016. - http://www.studentlibrary.ru/book/ISBN9785976512771.html

2. 3ammuTa TMEepCOHAIBHBIX JAaHHBIX B OpraHM3aiuu [DJeKTpoHHBINM pecypc| / B..
AsepuenkoB, M.IO. PpiroB, T.P. Tlaiitnynun - M. : ®JIMHTA, 2016. -
http://www.studentlibrary.ru/book/ISBN9785976512733.html

8.2. lonosiHMTEILHAS JIUTEPATYPa

1. OGecnieuenne HHPOPMAITMOHHON Oe3omacHOCTH Ou3Heca [DIeKTpoHHBIN pecype] / B.
B. Angpuanos, C. JI. 3edupos, B. b. 'onoBanos, H. A. T'onnyes. - 2-e u3n., nepepad. u nor. -
M. : HUIICuP, 2011. - http://www.studentlibrary.ru/book/ISBN9785961413649.html

8.3. UnTepHeT-pecypchl, HeOOX0AUMbIE 1JIS OCBOCHUSI JUCIUILJIMHBI (MOAYJIs1)

I. DneKTPpoHHO-0MOmoTeynass cucrema (ObC) 00O «Iloaurexpecypce»
«KoHcyabTaHT cTyaeHTa». MuoronpoduibHbIi 00pa3oBarenbHblii pecypc «KoHCynbTaHT
CTYJICHTay» SIBIIACTCS JICKTPOHHON OMOIMOTEYHON CHCTEMOM, IPEIOCTABIISIONICH TOCTYIT Yepe3
cethb MIHTEpHET K y4eOHOU nHuTepaType U JOMOTHUTEIBHBIM MaTepuaiaM, MpUOOPETCHHBIM Ha
OCHOBaHUU NPSMBIX JOrOBOPOB € MpaBoobnagarensimu. Karanor B HacTosiiee BpeMs: COAEPKUT
okoino 15000 naumeHoBanwmii. www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUIIJINHBI
MoAayJisl)
VYuebuble aynutopuu, O6ubmuoreku AI'Y, KOMOBIOTEpHBIE KIIACChl, MYJIbTUMEIAUNHHBIC
ayJIUTOpPHUH.

MatepuanbHO-TEXHUUYECKOEe O0ecledeHre IUCIHUIUIMHBI BKIIIOUYAaeT B ce0s ydeOHbIe
7a0opaTopud H KJIAcChl, OCHAICHHBIE COBPEMEHHBIMH KOMITBIOTEPAMH, OOBEINHECHHBIMH
JIOKQJIbHBIMH BBIUMCIUTEIFHBIMH CETSIMH C BBIXOZIOM B MIHTEpHET. Ydammmcs peIoCcTaBIseTcs
BO3MOKHOCTH TIPaKTUUECKOU paboThl Ha DBM pasznuyHoi apXuTeKTyphl (Ha 6a3e OHOSACPHBIX,
MHOTOSIICPHBIX, TAPAJIIEIBHBIX MTPOILIECCOPOB).

PaGouass mporpamma AUCHUIUIMHBI (MOIYJs) TPH HEOOXOIUMOCTH MOXKET OBITh
aIanTUPOBaHa JUIsi 00y4eHHs (B TOM YHCJIE C IPUMEHEHHUEM JUCTAHIIMOHHBIX 00pa30BaTeIbHBIX
TEXHOJIOTHI) JHII C OrPaHUYCHHBIMH BO3MOXKHOCTSMH 3JI0pPOBbs, HHBAIUIOB. s 3TOrO
TpeOyeTcst 3asBICHUE 00YJArOIIUXCS, SIBIISFOIINXCS JTUIIAMA C OTPAaHUYCHHBIMU BO3MOXXHOCTSIMH
3I0pOBbSI, WHBAIMJAMHU, WU HMX 3aKOHHBIX TPEACTABUTEICH M PEKOMEHIAIMHU TICHUXOJIOTO-
MEIUKO-TIEIaTOTHIECKON KOoMHCCHHU. [[s1 WHBaIMIOB cofep)kaHWe pabouell MmporpaMMbl




JUCHUITIINHBI (MOI[y.HSI) MOKCT OHNpCACIATHCA TAaKXKE B COOTBCTCTBUU C HHI[HBHﬂyaHBHOﬁ
MpOrpamMMoOi peabuIuTaluy HHBATKA (TIPY HAJTUYHH ).



