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1. IIEJIV ¥ 3BAJJAYM OCBOEHUS JUCHUILINHBI (MOIY.JIS)

1.1. lleabio ocBOeHHSI TUCHUIIMHBI (MOAYJIs1) «MeToAbl U CPeCTBAa KPpUNTOrpaduIeCKOM 3aIUThI
uH(pOpMALIUN» SBISICTCS M3JI0KEHUE OCHOBOIIONATAIONINX TMPUHIUIOB 3aIUThl UHPOPMAIUH C
MTOMOIUIBI0 KPUNTOrpahUUECKUX METOA0B U IPUMEPOB pealli3allui STUX METOJIOB Ha MPAKTUKE.

1.2. 3axaun ocBOEHUA TUCUMILIUHBI (MOYJIs1): AaTh OCHOBBI:

— CHCTEMHOTO IT0/IX0/1a K OpraHu3alliy 3allUThl HH(OpMaLKK, IiepeiaBaeMoii, 00padaThiBaeMOi
U XpaHMMON TEXHHUYECKUMHU CpPEICTBAMH Ha OCHOBE NPUMEHEHHUS KpUMTOrpaduuecKux
METO/IOB;

— TPUHLHUIIOB MPOSKTUPOBAHUS U aHATU3a MHU(POB;

— MaTeMaTU4YECKUX METOJ0B, KOTOPHIE UCIIONIB3YIOTCS IPU IPOESKTUPOBAHUU U aHATTU3E IU(POB.

2. MECTO JUCIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. Yyeonasa qucuuniuHa (moayJs) b1.5.16 «Mertonbl u cpencTBa KpunTorpadhuuecKoi 3aiuiuThl
uH(popMalun» BXOJIUT B 00s3aTenbHYIO (0a30By10) yacTh yueOHoro miana 2021roga nabopa.

2.2. lis u3yyeHusl JAHHON y4eOHOM JUCHUIIMHBI (MO1YJIs1) HE00X0AMMBI CJeAyIolIe 3HAHUS,
YMEHHUS, HABBIKH, (P)OPMHUPYeMble PeAIIeCTBYIUMH Y4eOHbIMU JUCHUIIIMHAMY (MOIYJISIMH):
1. «MaremaTukay,
2. «BepoSTHOCTHO-CTATHCTUYECKUE METObI B aHAIIU3€E TAHHBIX »;
3. «Teopus uapOpMaITUN.
3HaHUSA: OCHOBHBIX TIOHATHM MAaTeMaTHK{, TEOPUU BEPOSITHOCTEM H MaTeMaTU4yecKOu
CTaTUCTHKH, OCHOBHBIE TEOpPUM HWHPOPMALMU M KOJUPOBAHUA, MeToAbl 3(pdeKkTuBHOTO U
MIOMEX0YCTOMYMBOTO KOAWPOBAaHUS UH(OpMaIK
YMeHus: KonupoBath MUQPPOBbIE AaHHBIE, PElIaTh TUIIOBBIE 3aJaud TEOPUU BEPOSTHOCTEH U
MaTEMaTHYECKON CTATUCTUKH.
HaBpiku: B1aseTs MeTOAaMHU KOJIMYECTBEHHOTO aHAJIM3a MPOIIECCOB 00pa0OTKU, TIOUCKA U TIepe-
nauu UHGopMaIuu, MeToauKol 3(pPpekTUBHOTO KoupoBaHus o Xadpmany.
2.3. [ocaenyomme yyeOHble JMCUUILIAHBI (MOAYJIM) M (WJIM) NPAKTHKH, 1JIs1 KOTOPbIX
HEe00X0IUMBbI 3HAHMS, YMEHHSI, HABBIKH, (POPMHUpYeMbIe JAHHOH Y4eOHOM M CIHIIIMHOMN
(MmonxyJsiem):
1. OcHoBsI ynpaBiaeHUsI THPOPMAITMOHHON 0€3011aCHOCTHIO.
2. TlpoexTupoBaHME U SKCIUTyaTallUs 3aIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.
Taxxe mucnumimHa «MeTobl M CpeACTBa KpUNTOTpadUUecKoW 3aliuThl HHQOpMAIUN»
MIOMOJKET CTYJIEHTaM MpU pean3alluy 3aa4 NpeAIUIIOMHOM MPAKTUKKY U HATUCAHUIO OaKaIaBpCKOil
paboTHI.

3. IJTAHUPYEMBIE PE3VJIBTATHI OBYYEHUSA MO JUCHUTIJINHE
(MOJYJIIO)

[Ipouecc ocBoeHUs AUCHUITIIMHBI HaMpaBiieH Ha (POPMHUPOBAHHE FJIEMEHTOB CIIETYIOIINUX
komnereHuil B cootsercTBuu ¢ ®I'OC BO n OIIOII BO o nanHOMY HaIpaBiaeHUIO MOATOTOBKH
(cnenuanbHOCTH):

o0menpodecCuOHATBHBIX (OIIK OIIK-9. Criocoben MIPUMEHSATH cpencTBa
KpunTorpaguueckoi U TEXHUYECKOH 3alUThl HHGOPMAITUH I PEIICHUs 3a/1a4 TPo(hecCHOHATBHOM
JeSITeTbHOCTH.



Tab6anna 1 — JlekoMno3unusi pe3yJbTaToB 00y4eHHs

Kon u [Tnanupyemblie pe3yabTaThl OOYYCHUS 110 JTUCIHUIUIMHE (MOJIYIIIO)
HauMEHOBaHUE
3uarts (1) Vmets (2) Brazgers (3)
KOMIIETEHIINU
OIIK-9. Cnocoben HOIIK-9.1. 3mare: npuanumsel | MOIIK-9.2. VYmMmers: | MOIIK-9.3. Bmaners:
IPUMEHSTE paboThl CPeICTB | MPUMEHATHh TNPOTPAMMHEIC | HaBBIKAMH IPUMECHEHUS
cpeicTBa Kpunrorpaduaeckoit 1 | IpOrpaMMHO-aNIapaTHEIE | CPEICTB
KpI/IHTOFpa(])PI‘ISCKOﬁ TCXHUYCCKOU 3alIUThI KpI/IHTOFpa(l)I/I[IeCKI/Ie nu KpI/IHTOFpa(l)‘I‘/I‘{eCKOI/I nu
o I/IH(l)OpMaI_[I/II/I JUIsL peHIeHI/Iﬂ TCXHUYCCKHUC Cpe[[CTBa TCXHUYCCKOU 3alIUThI
W TEXHAYECKOUN
CTaHHapTHI)IX 3aaa4 3alIUThI I/IH(l)OpMaIII/H/I JUJIsL I/IH(l)OpMaHI/II/I I
3allHThI HpO(l)eCCHOHaHLHOﬁ peIIIeHI/Iﬂ 3aaa4 peIHeHI/IH 3aaa4
HH(bOpMaHI/H/I AT JCATCIIBHOCTH. HpO(i)eCCHOHaHbHOﬁ HpO(beCCI/IOHaHLHOﬁ
peHICHMA 3a1a4 TIEATEIILHOCTH. IEATEIILHOCTHU.
poheCcCUOHANTBHOMN
NEeATENBHOCTH

CaMOCTOSITENIbHYIO Pa00Ty 00ydaroLIuXcs.

4. CTPYKTYPA U COAEP)KAHUE JUCUUILIMHBI (MOLYJIS)

O6bemM nuctuIuivHbl (Moayss) 4 3.e., 144 vacos, 85 4yacoB BbIIeJICHO Ha KOHTAKTHYIO padoTy
obyuaromuxcst ¢ mpenogaBatenem (ekuun — 34, mabopatophbie pabotel — 51), 59 wacoB — Ha

Tabauua 2 — CTpyKTypa U coepkaHue TUCHUILIUHBI (MO1YJIs1)

KonTakTHas CaMOCTOSIT. @dopMBI TEKYILEro
pabora KOHTPOJISI
S pabora
& | (B yacax) yCIIEBAaeMOCTH (110
Ne | HaumenoBanue 3 HeoelsiM cemecmpa)
n/m | panena (TemMbl) o § ®opma
5 g |J I13 | JIP | KP CP | npomexxyTOUHOU
gl g aTTeCTaluu (10
SIl=: cemecmpam)

1 Benenue. 6 |1 2 2 6 | BxoxnHoe
Kpunrorpagus  kax TecTupoBanue. Onpoc
MEXaHHU3M 3aIIUThI Ha 9K3aMeHe

2 TpanuunoHHbIE 2-3 4 6 7 Otuer nabopaTopHOi
CUMMETPUYHBIC pabotel. Onpoc Ha
I phI JK3aMEHe

3 CoBpemeHHEBIE 4-6 6 10 6 | Oryer maGoparopHOii
CUMMETPUYHbBIE pabotel. Onpoc Ha
P PHI JK3aMEHE

4 ANTOPUTMBI 7-8 4 6 6 | Oruer mabopaTopHOI
pacripeneneHus pabotel. KonTponbsHast
KJIFOUYEen paborta 1. Onpoc Ha

HK3aMeHe

5 AcCHUMMETpUYHBIE 9-10 4 6 8 | Oruer naboparopHoit

KPUITOCHUCTEMBI pabotel. Onpoc Ha
HK3aMeHe.

6 OnHOHAIpaBIICHHBIE 11 2 2 6 | Oryer maGopaTtopHOi

XOUI-¢pyHkuun pabotbl. Onpoc Ha
HK3aMeHe

7 Konbr 12 2 4 4 | Oruet nabopatopHOi
ayTeHTU(PUKAINH pabotel. Onpoc Ha
coobmenuii-(MAC) 9K3aMCHE




8 SHIT  (’;mexkTpoHHO- 13 2 3 6 | Koutponbhas pabota
udpoBast MoUCH) 2. Onpoc Ha 9K3aMEHe
9 Co3naHue ciy4aiiHBIX 14- 4 6 6 | Oruer maGopaTtopHOii
qHUCe 15 pabotel. Onpoc Ha
9K3aMeHe
10 | I[IpoTokoibl 16- 4 6 4 | UtoroBoe
ayTeHTU(UKaUN 17 TtecTupoBanue. Omnpoc
Ha YK3aMeHe
UTOrO 144 34 51 59 9K3AMEH

Ipumeuanue: J1 — nexuus; [13 — mpakTudeckoe 3anstue, cemunap; JIP — maboparopHas padota;
KP — kypcoBas pabora; CP — camocTrosiTenpHas padbora.

Tabmmna 3 — Marpuua cooTHeceHusi TeM/pa3eioB Y4YeOHOW JUCHMIUVIMHBI/MOAYJISI H
(hopMupyeMbIX KOMIETEHIN
TeMpl, Kox komnerennuu )y
Koiu-BO
pasaeibl HACOB OIIK 9 o01ee KOJ'II/I‘IGC;FBO
JUCITUTUTAHBI KOMTICTCHITHIA
Baenenue. + 1
Kpunrorpadus kax 10
MEXaHH3M 3aIIUThI
TpanuuroHHbIE 17 + 1
CUMMETPUYHBIC TIH(PHI
CoBpeMeHHbIE 29 + 1
CUMMETPUYHBIC TIH(PHI
AnTropuTMBI 16 + 1
pacnpeeseHus KIouen
AcUMMeTpHUYHBIE 18 + 1
KPUTITOCUCTEMBI
OpnHoHampaBlieHHbIE 10 + 1
XOUI-pyHkumu
Kogpl ayreHTH)UKAITUN 10 + 1
coobmiennii-(MAC)
OUII (snexTpoHHO- 11 + 1
1u(poBast MOAINMKCH)
Cozpanue cirydaiHbIX 16 + 1
qrcen
IIpoTokombl 14 + 1
ayTeHTU(UKAINH
Hroro 144

Conep:kanue QM CHUTIHHBI

Beenenne. Kpunrorpadgus kak MexaHu3M 3aIuThbl
Yem 3anumaerca kpunrorpadus. Mctopus nayku. lllndpoBanne kak MeTO] 3alIUTHl JaHHbBIX.
Anroputmsl mudpoanus. CoBpeMeHHOE COCTOSIHUE KPUITTOJIOTHH.

TpaauuMoHHBIE CHMMETPUYHbIE M (PbI
OyHKIMOHANbHAS CXE€Ma CHMMETPUYHOM KpunTocucTeMbl. biounbie mmdpsl. IloTounbie
mudpel. AIroputmbl cummerpuyHoro mudpoBanus. Iudper 3amensl. udpsl nepecraHoBKU.
[udpser rammupoBanus. [lIndposanue MeTog0M 3aMEHBI.




CoBpeMeHHbIE CHMMETPHYHbIE U (PbI
TpeboBanus. OO6rmias cxema. Buabl COBpeMEHHBIX CHMMETPHYHBIX IH(ppoB. IlapameTpsr
anroputmoB. Anroputmel DES, AES, TOCT 28147-89, TOCT 34.10-2018.

AJITOPUTMBI pacnpeaeieHus KI4Yel
Pacnipenenenue xiroueBod HMH(pOpMALMM C HUCHOJIB30BAHUEM OJHOTO JIMOO HECKOJIBKHUX
IIEHTPOB pacrpeaeneHus kmodei. [Ipsmoit 0OMeH ceaHCOBBIMU KITFOUYaMHU MEKIY IOJIb30BATEIISIMHU.
[Tpotokon quddu-Xemmmana. [IpoTokossl 6e30nmacHOM y1aIeHHOW ayTeHTH(UKAIIMH TI0JIb30BaTEIICH.

AcMMMeTpHYHbIe KPUITOCHCTEMBI
O06o00uIeHHas cxeMa aCUMMETPUYHON KPUITOCUCTEMBI IIH(PPOBAHUS C OTKPBITBIM KIIFOUOM.
[lpenmymiecTBa  aCHMMETPUYHBIX  KPUOTOTpaUYEeCKUX  CHCTEM MEped  CHMMETPUYHBIMU
KpunrocucreMamu. HemoctaTku acCHMMETPUYHBIX KPUTITOCUCTEM.

Oanonanpasiiennbie XU -pynkuun
[Toctpoenue onHOHampaBiAeHHONW XdAUI-PyHKIMUA. OCHOBBI MOCTPOEHUS XAII-(PYHKIIHMA.
OpHOHanpaBJIeHHBIC XANI-QYHKIIMA HA OCHOBE CHMMETPHYHBIX OJOYHBIX QJTOPUTMOB. AJITOPUTM
MDS5. Aunroputm 6e3omacHoro xsmmpoBanus SHA. OrTedecTBEHHBIN CTaHAApT Xd3UI-QYHKIHH.
Poccutickuit crangapt OCT P 34.11-94

Koawb! ayrentudukanuu coodmenuii-(MAC)
[Tonumanne komga ayreHtudukanuu coobmenus (MAC). AnTopuTMbl, UCTIONB3yeMbIE IS
renepan MAC-aapecoB. Konbl niennoctaoctu coobmennii (MIC).

IUII (31exkTpoHHO-U(POBasi MOANUCH)

Anroputm tudposoit moamucu RSA. O6o6ménHas cxema mudpoBoit moamucu RSA.
Henocratku anroputma nudposoit moxmucu RSA. Anroputm nudposoit moamucu Oab [Namans
(EGSA). Anroput™m nudposoii noanucu DSA. OtedectBeHHbIN cTanaapt udposoit moamucu. [OCT
P 34.10-94.

Co31aHue ciryqaifHbIX YHCes
Anroput™mbl ciydaiiHbIX uuncen. Metong @uOoHayum c 3amas3neiBaHusMU. Hemoctatku
TeHEepaToOpOB  ICEBJOCHyYaWHBIX uucen. VHunumanuzanuss reHepaTtopa  ICEBIOCITY4alHOM
IIOCJIEZJ0BATEIbHOCTH.

IIporoxo.bl ayreHTH(PUKALUH
Ayrentudpukanms no mapomo. HTTP  authentication. Forms  authentication.
PacnipocTpaHeHHble YA3BUMOCTM W OHIMOKM peanu3anuu. AyTeHTU(UKaus Mo cepTHduKaram.
AyTeHTu(duUKaMs 1O OJHOPA30BBIM MapoisiM. AyTeHTU(UKalMs 1o KIYaM JOCTYyIa.
Ayrentuduxanus no tokeHam. @opmatsl TokeHOB. Ctangapt SAML. Crannaptet WS-Trust u WS-
Federation. Crargapter OAuth u OpenID Connect

5. METOAUYECKHUE YKA3AHUA 11O TIPEIIOJABAHHUIO
N OCBOEHMIO JUCIUIIVIMHBI (MO Y JIS)
5.1. Yka3anus Aj1d npenojasareJieil 10 OPraHU3aliy ¥ NPOBEeJICHNI0 Y4eOHbIX 3aHATHI
10 JUCUMIIMHE (MOIYJII0):

Jlnst mpoBeieHUs] MPAaKTUYECKUX 3aHATUH HEoOXoJIuMa ayAuTOpHs C MPOEKTOPOM M JOcKoi. [lns
MpOBeJIeHUS J1a00PaTOPHBIX 3aHATHI TpeOyeTcsi KOMIIbIOTEPHBIN KJIacC ¢ YCTaHOBJIEHHBIMU CpEAaMHU
pa3paboTKU Ha A3BIKaX MIPOrPaMMUPOBAHUS BHICOKOT'O YPOBHSI.

5.2. Yka3zanus 1151 00y4al0IIMXCS 10 OCBOCHUIO TUCUUIJIMHBI (MOAYJII0)



Tabauna 4 — Cogep:xkaHue caMOCTOATEIbHON Pad0Thl 00y4alOIINXCS

Howmep ®dopMbl pabOTHI
Tembl/BOIIpOCHI, BHIHOCUMBIE Ha Koiu-Bo
paneia CaMOCTOSITEIIbHOE U3yUeHHE 4acoB
(TembI)
1 [lepuoner  pasButust  kpunrtorpadpuu (110 6 Bxonnoe
[lennona, ot Illennona po J[Jdudpdu wu TECTUPOBAHUE.
XemimaHa).
2 Hctopus pa3Butus Kpunrorpaduu (CHUTAIb 7 Otuet nabopaTopHOit
Jlecanapa, mudp Lle3aps, mudp nepecraHoBKH, paboTHI.
kBagpar [lomubus, nBoOIHON KBajpat, mHUp
[Tnetidepa, MHOTOaJ1()aBUTHBIC UG P
3aMeHbl, OHOPA30BbIN OJIOKHOT U Ap.)
3 OpraHu3alvOHHbIE MEphl, CONPOBOXKAAOLIHNE 6 Otuer nabopaTopHOi
MPUMEHEHHE COBPEMEHHBIX CHMMETPHYHBIX paboTHI.
1 (POB HA NPEANPUSITHUSX.
4 [IpenBaputenbHOE pacupeeneHne Kiouei 6 Otuer nabopaTopHoOii
paboTHI.
KonTponbHas pabora 1
3) DUIUNTUYECKUE KPUBBIE 8 Otuer nabopaTopHoOii
paboTHI.
6 ATaku Ha X3UI-QOyHKIIHA 6 Otuet nabopaTopHOi
paboTHI.
7 XapaKkTepUCTUKHU ONTHUMAIIBHBIX KOJIOB 4 Otuer nabopaTopHoOii
ayTeHTU(UKAUU paboTHI.
8 Cxema nudpoBo¥ MOAMKUCH BCIICTTYIO 6 KontponbHas padota
2.
9 AnmnaparHas reHepaius ciydyaiHbIX YHCces 6 Otuer nabopaTopHOii
paloTHI.
10 JIoKka3aTenbCTBO MOMHOTHI M KOPPEKTHOCTH 4 Hrorosoe
nporokosioB Puara-Illamupa u lIHoppa TECTUPOBAHUE.

5.3. Buanl n (l)OprI NMUCbMCHHbBIX paﬁoT, NMPEAYCMOTPCHHBLIX NPH OCBOCHHUM JTUCHUIIIMHBI,
BbINNOJIHAECMBbIC Oﬁy‘-lalOIHI/IMI/ICﬂ CaMOCTOATECJIBbHO.

Jlabopamopnvie pabomul. JIns MOATOTOBKM HEOOXOIMMO HM3YYHTHh TEOPETUUYECKHA MaTephall IO
COOTBETCTBYIOIIEH TemMe U paszpaboTaThb MNPOrpaMMHOE oOOecreueHue Ha JI00M  SI3bIKE
mporpaMMupOBaHUs. Otuer JOJI’KEH OBITH MnNpeaACTaBJICH B II€YaTHOM BHUJIAC W BKIIOYATh B ceds
OMHMCAaHWE aJTrOpUTMa, CKPUHIIOTHI pa3paboTaHHBIX uHTepdeiicoB. Ilpu cmaue HeoOXoaUMO
MPOJIEMOHCTPUPOBATH KOPPEKTHO paboTaroiiee mporpaMMHOe o0ecIieueHue.

Konmponvnvie pabomwvi. ]Jns TOATOTOBKM K KOHTPOJBHOW paboTe HEoOXOAMMO H3Y4YHTh
TEOpEeTUYEeCKHil Marepuall Mo COOTBETCTBYyIomied Teme. Ilpu HamucaHUM KOHTPOJBHOW pabOTHI
HEOO0XO/MMO Ppa3BEpHYTO OTBETHTh Ha BOIPOCHI, JaTh APTyMEHTHUPOBAHHbBI OTBET, NPUBECTH
IIPUMEPBI, TOATBEPKIAIOIINE TOUKY 3PEHUS.

Tecmuposanue. J{1s1 MOATOTOBKM K TECTUPOBAHUIO HEOOXOJIUMO U3YyYUTh TEOPETUUECKUN MaTepHai
o cooTBeTcTByroLIeH Teme. IIpu Hammcanuu Tecta HEOOXOAUMO BBIOpATh MPABUIIBHBIA BapuUaHT
OTBETa U3 NMPENTIOKEHHBIX.

6. ObPA3OBATEJIBHBIE U TH®POPMAILIMOHHBIE TEXHOJIOI'MU

[Tpu peanu3anuu pa3aIUUHBIX BUIOB Y4€OHON paOOThI MO JUCHUIUIMHE MOTYT UCIIOIB30BAThCS



QJICKTPOHHOC O6YLIGHI/IG U AUCTAaHIIMOHHBIC O6paBOBaTCHBHBIe TCXHOJIOTHH.

6.1. O0pa3oBaresibHbIE TEXHOJIOTHHU

Taoauna 5 — Oo6pa3oBarTejibHbIE TEXHOJIOTUH, HCIIOJIb3yeMble NPU peaaTu3anun y4eOHbIX
3aHATHI

Pa3nen, rema ®opma y4eOHOT0 3aHATHUSL
JTUCHUTITUHBI (MOYJIs1) Jlexuus [IpakTuueckoe JlabopaTopHas
3aHATHE, CEMHHAP paborta
Beenenue. Kpunrorpadbus xkak | O630pHas JeKIus He BBITIOJIHEHHE
MCXAHHU3M 3allHThI OpeayCMOTPEHO TecTa
Tpaguuuonnele cummerpuuHbsle | Jlekuus-nuanor He BBIIIOJIHEHHE
U LI MIPEAYCMOTPEHO nabopaTtopHoi
paboThI
CoBpeMEHHbIE  CHUMMETPUYHbIE Jlexuus He BBIIIOJIHEHHE
U LI MPEAYCMOTPEHO 1a00paTopHOIi,
KOHTPOJBHOU
paboThI
ANTOpUTMBI pacupenenenus | O030pHas JEKIHS He BBITIOJIHEHHE
KJItouei IPEyCMOTPEHO nabopaTopHOi
paboThI
ACHMMETpPUYHBIE KPUIITOCUCTEMBI Jlexums He BBITIOJIHCHHE
IIPEyCMOTPEHO nabopaTopHO
paboThI
OnnoHanpaBJIeHHBIE XOII- | Jlekuus-guanor He BBIIIOJIHEHIE
Gynkun opeayCMOTPEHO 1abopaTopHOii
paboThI
Konrr ayTeHTHU(PUKAIIUH Jlexknus He BBIIIOJIHEHHUE
coobmennii-(MAC) HPETyCMOTPEHO 1abopaTopHOi
paboThI
OIIT (anexTpoHHO-IMPpoBas | OO030pHast TeKIKUs He BBITIOJIHEHUE
MOJINUCH) IPETyCMOTPEHO KOHTPOJIbHON
paboThI
Co3nanue ciydailHbIX YUCeN Jlexkuus He BBITIOJTHEHUE
MPEeyCMOTPEHO nabopaTopHOit
paboThI
[IpoToKOIBI ayTeHTUDUKALTIH Jlexuust-nuanor He BBIIIOJIHEHUE
MPEeyCMOTPEHO TecTa

Ha MPAKTUYCCKUX 3aHATUAX TIPHUMCEHAIOTCA CIICAYIOIINEC 06pa30BaTeJ'H)HI)Ie TCXHOJIOTHH:
HHTCPAKTUBHLIC  JICKOWHU, TIPYHIIOBBIC OUCKYCCHHU, TEMATUYCCKHUC JTHUCKYCCHUH, rpymnmoBas
KOHCYJIbTAll M.

Ha naGopaTopHbIX 3aHATHUSAX TNPUMEHSIOTCS POJIEBbIE WIPbI, YYallhecs paccMaTpUBAIOT
MIPUMEHEHHUE KPUNTOrpauuecKux aJrOpUTMOB, aTakKd Ha HUX U MEPHI 3alUThl, TpUMEpsis Ha ceOs
POJIHM YYaCTHUKOB HH(POPMALMOHHOTO 0OMEHa U KPUIITOAHATIUTUKOB.

VY4eOHble 3aHATHUS MO AUCHUILIMHE MOTYT MPOBOJUTHCS C MPUMEHEHHEM HH(OpPMAaIOHHO-
TEIEKOMMYHUKAIIMOHHBIX CETed IIPU ONOCPENOBAaHHOM (Ha pPAacCTOSHUM) HHTEPAKTUBHOM
B3aUMOJICHCTBUU OOYYaOIIMXCsl M TpernojaaBareis B pekumax On-line B ¢opmax: BHIACOICKIHI,



JeKIMH-TIpe3eHTAlNi, BHUACOKOH(EpEeHIIMH, coleceoBaHUs B pexXuMe dar, (Qopyma, uara,
BBINOJIHEHUS BUPTYAJIbHBIX IPAKTUYECKUX WU/WIIH JTaOOPaTOPHBIX paboT U Ap.

MaxkcumanbHblE  00BEM  3aHATHH OOyd4aromerocss ¢ MpUMEHEHHEM JIEKTPOHHBIX
0o0pa3oBaTeNbHBIX TEXHOJIOTUN HE JT0JKEH MpeBbImaTh 25%.

6.2. UndopmanmoHHble TEXHOJIOTHHI

[lpu opranm3anuu ydeGHOM W BHEY4eOHOW pabOTBHI MCIOJB3YIOTCS BO3MOXHOCTH CETH
HurepHeT, yueOHbIe TOCOOHS U IUTEPATypa B 3JCKTPOHHOM BHjIE, Ipe3eHTauu. OTIpaBKa OTYETOB
u pedepaToB Ha MPOBEPKY BO3MOKHA Ha 3J1eKTpoHHBIH aapec (Kafedra_ib_agu@mail.ru).

[Tpu peanuzanuu pa3ziaMuHbIX BUAOB yUeOHOU U BHEYUYE€OHON pabOTHI HCIIONb3YIOTCS
clieAyIoye NHPOPMALIMOHHBIE TEXHOJIOTHH:

- HCIIOJIb30BaHME BO3MOXKHOCTEH HWHTEpHETa B Y4eOHOM Ipolecce (HMCHOIb30BAHUE
nH(POPMAIIMOHHOTO caiTa mpernojaBaTens (pacchiika 3aJaHui, MPEIOCTAaBICHHE BBITOJHEHHBIX
paboT, OTBETHI HA BOMPOCH], 03HAKOMJICHUE YJAIIUXCS C OI[CHKAMU | T.1.));

- UCIOJIb30BAaHUE OHJIEKTPOHHBIX YYEOHHMKOB U pa3IMYHBIX CalTOB (Hampumep,
AJIEKTPOHHBIE OMOIMOTEKH, )KYPHAIIBI U T.].) KaK HCTOYHUKOB MH(OPMAIUH;

- HCIOJIb30BaHME BO3MOXKHOCTEHN 3JIEKTPOHHOM MOYTHI NIPEToAaBaTels;

- UCTIOJIb30BaHUE CPEJICTB TPEACTABICHUS Y4eOHOW WHPOpPMAUU (SIEKTPOHHBIX
y4eOHBIX MOCOOMH M NMPAKTHUKYMOB, IPUMEHEHHE HOBBIX TEXHOJIOTUH AJS MPOBEIEHHS] OYHBIX
(TpaAMLIMOHHBIX) JIEKIUH U CEMUHAPOB C UCIOJIb30BAaHUEM MPE3EHTALUN U T.1.);

- UCIOJIb30BAaHUE  WHTETPUPOBAHHBIX  OOpa30BaTEeNbHBIX  Cpel, TIJe  IJIaBHOU
COCTaBJISIIOLICH SIBJISIFOTCS] HE TOJIBKO IPUMEHSIEMbIE TEXHOJIOTUH, HO U COJEpKaTeNIbHAs YacTb, T.€.
nH(pOPMaIMOHHbIE PeCypChl (AOCTYI K MHUPOBBIM HH(OPMAIIMOHHBIM pecypcam, Ha 06a3e KOTOPhIX
CTpOMTCS Y4eOHBIH mpoiiecc);

- UCMOJIb30BaHUE BUPTYyaJbHOM oOy4aromed cpeasl (WM CUCTEMBl YIPaBICHUS
ooyuennem LMS Moodle «3nekrpoHHOoe 00pa3oBaHWe») WM WUHBIX WHPOPMAIIMOHHBIX CHUCTEM,
CEPBUCOB U MECCEHKEPOB]|
6.3. IIporpamMHoe obecnieyeHne, COBpeMeHHbIe NPO(ecCHOHAIbHBIC 0a3bI JAHHBIX U
HH(OPMALOHHBbIE CIIPABOYHbIE CHCTEMbI

6.3.1. IlporpammHoe o0ecnieuenune

HanmenoBanue nporpaMmmMHOro
o0ecreyeHus
Adobe Reader | [Iporpamma 1 mpOCMOTpa IEKTPOHHBIX TOKYMEHTOB
[Tnardopma nucranumonHoro | Bupryansaas oOydaromas cpena
obyuenns LMS Moodle
Mozilla FireFox | bpaysep
Microsoft Office 2013, | Odwucuas mporpamma
Microsoft Office Project 2013,
Microsoft Office Visio 2013
7-zip | ApxuBarop
Microsoft Windows 7 Professional | Onepannonnas cucrema
Kaspersky Endpoint Security | CpecTBO aHTHBHPYCHOM 3aIIUTHI
Microsoft Visual Studio | Cpexa pazpaboTku

Haznauenue

6.3.2. CoBpemeHHbIe NIpodecCHOHATbHBIE 0a3bl JAHHBIX U HHPOPMALIMOHHBIE CITPABOYHbIE
CHCTEMBI



OnexrponHnblid Katanor Hayunoit oubnuorekn AI'Y na 6aze MARK SQL HITIO «Mudopwm-
cuctem»: https:/library.asu.edu.ru.
DnexrponHublii Katanor «Hayunsie sxypHansl AI'Y»: http://journal.asu.edu.ru/.

YHuBepcanpHas CHpaBOYHO-UH(GOPMAIIMOHHAS

nepuoandeckux u3panuii OO0 «MIBUC»: http://dlib.eastview.com/
DnexkrponHo-6ubMoTeuHast cuctema elibrary. http://elibrary.ru
CnpaBounas npaBoBas cucrema Koncynbrant[Lnroc: http://www.consultant.ru

Hudopmanmonno-npaBoBoe odecrnieuenue «Cucrema TAPAHT»: http://garant-astrakhan.ru

IOJIHOTCKCTOBAsA baza JaHHBIX

7. ®OHJ] OHEHOYHbBIX CPEACTB AJI51 TIPOBEAEHUA TEKYIIEI'O KOHTPOJIA
N ITPOME)KYTOYHOU ATTECTAIIMH ITIO JUCHUITIJIMHE (MOAYJIIO)

7.1. lacnopT (poHIa OLIEHOYHBIX CPECTB

[Ipyu npoBeneHHM TEKYyLIET0 KOHTPOJS M NPOMEXKYTOYHOM aTTecTalMi IO JAMCLUIUIMHE
(Momymo) «MeToapl W CpeAcTBa KpHNTOrpadguueckod 3ammThl HHGOPMAIMKUY» TPOBEPSETCS
c(OPMHPOBAHHOCTh Y 00OYUAIOIIMXCSI KOMIIETEHIUH, YKa3aHHbIX B pa3jiene 3 HacTOSIIEeH IporpaMMsl.
OTanmHOCTh (OPMHUPOBAHUS JAHHBIX KOMIIETEHIIMHA B TIPOLIECCE OCBOCHHUS 00pa30BaTEIbHON
IIPOrpaMMbl OIIPEeNAeTCsl OCIeA0BaTEIbHBIM OCBOCHHEM JUCLUIUIMH (MOAYJIEH) U MIPOXO0XKIEHUEM
MIPaKTUK, @ B IPOLECCE OCBOCHUS IUCUUIUIMHBI (MOAYNS) — IIOCIIEA0BATENbHBIM JIOCTH)KEHHEM

PE3YJIBbTATOB OCBOCHUS COACPIKATCIIBHO CBA3AHHBIX MCKIAY coOoi pa3aciioB, TEM.

Tadauua 6 — CooTBeTcTBHE Pa3aesioB, TeM AHUCHMILIMHBI (MOAYJISA), pe3yibTATOB 00y4eHHUs 10
AUCHMILINHE (MOYJII0) M OIIEHOYHBIX CPEICTB

Ne i/mt

Kontponupyemsie pa3aeib
JICTIATIITNHBI (MOJTYJIIS)

Kon xonTponupyemoii
KOMITETCHIIMH (KOMIICTCHITHI)

HaunmenoBanue
OIICHOYHOT'O CPEJICTBA

1.

AJNTOPUTMBI pacpeieIeHuUs! KIToYeH
OUIT (31eKTpOHHO-II(PPOBAst TOIKCH)

OIIK-9

Konrponbhas pabora

TpanuiuoHHbIe CUMMETPHUYHBIC
U QPBI

CoBpeMeHHbIE CHMMETPUYHEIE ITU(PPHI
ACHUMMETPUYHBIC KPUIITOCUCTEMBI
Onnonanpasnenuslie XL -pyHkimn
Konsl ayrenTHdUKauuM CcooOIeHMIA-
(MAC)

Co3znanue cay4aiHbIX YUCe
ITpoTokoIbl ayTeHTHUKAIIN

OIIK-9

JlaboparopHas pabota

Beenenue. Kpunrorpagus Kak
MEXaHU3M 3aLIUTHI
[IpoTokoss! ayTeHTHHUKATIT

OIIK-9

TectupoBanue

7.2. Onucanue mnoka3aTejleili M KpUTEPHEB OLEHHUBAHHS KOMIETEHIUi, ONMMCAHHE IIKAJ
OLICHUBAHNSA

J1J1g O1IeHKU pe3ybTaToOB O0yUEHHUs UCTIOIB3YIOTCS CIEIYIOINE KPUTEPUN OLICHKH.

Taoauna 7— Iloka3aTe/im OLleHUBAHUS Pe3y/IbTATOB 00y4UeHHsI B BU/Ie 3HAHUM

[Ixama
OILlIEHUBaHUI

Kpurepun oniennBanus

«OTIINYHO»

IIPUMEPBI

JEMOHCTPUPYET TIyOOKOE

3HAHWE TEOPETHYECKOTO0 MaTepuaya, YyMEHHUe
S) 00OCHOBAHHO M3J1araTb CBOM MBICIIU IO 00CYXJIa€MbIM BOIPOCaM, CIIOCOOHOCTh
MOJHO, NPABWJIBHO M apryMEHTHPOBAHHO OTBEYAaTh HA BOIIPOCHI, MPUBOIHUTH



https://library.asu.edu.ru/
http://journal.asu.edu.ru/
http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/

4 JEMOHCTPUPYET 3HAHUE TEOPETUUYECKOr0 MaTepHalia, €ro IOoCJeq0BaTEIbHOE
«XOpOILIO» W3JIOKEHUE, CTOCOOHOCTH MPUBOIUTH MPUMEPHI, TOMYCKAET €IMHUYHBIE OIIMOKH,
WCIIPaBJIsieMbIE TIOCIIE 3aMEeUaHUsl MPETroaBaTes
3 JEMOHCTPHUPYET HETOJHOE, (PparMeHTapHOE 3HAHHWE TEOPETUUECKOr0 MaTepuara,
«yI0BIETBOpH TpeOyrolee HABOAAIIUX BOMPOCOB IMPETMOJABATEINS, JOIMYCKAET CYIICCTBCHHBIE
TeILHON OIMMUOKKM B €ro W3J0KECHUH, 3aTPYIHSCTCS B NPHUBEJACHUU TPUMEPOB H
(hOpMyIIMPOBKE BHIBOJIOB
2 JEMOHCTPHUPYET CYIIECTBEHHBIC MTPOOEIBI B 3HAHUH TEOPETUUCCKOTO MaTepuala,
«HEYJ/IOBJIETBO | HE CIIOCOOEH €T0 U3JIOKHUTh U OTBETUTH Ha HABOJSIIME BOMPOCHI MPEIO1aBaTesl,
PUTEIBHO» | HE MOXKET IMPUBECTH IMPUMEPBI
Tabauna 8 — Iloka3zaTesn olleHUBAHUS Pe3yJIbTATOB 00y4YeHUsI B BUjle YMEeHHH U BJIaJeHH
[Ixana Kpurepuu onenuBanus
OLICHUBAHHUSI
5 JEMOHCTPUPYET CIIOCOOHOCTh NMPUMEHATh 3HAHHE TEOPETUYECKOTO MaTepuaia
oLy | TPH BBINOMHEHHH 3a/[aHUH, TIOCIEN0BATENLHO U NPABUIILHO BHIONHACT 3a1aHHS,
yMmeeT 000CHOBAHHO M3J1araTh CBOM MBICIHU U JIeJaTh HEOOXOIMMBbIE BHIBOJIBI
JEMOHCTPUPYET CIOCOOHOCTh NMPUMEHSTh 3HAHHE TEOPETHUECKOr0 MaTepuaia
4 MIPH BBIMOJHEHUH 3aJJaHUH, TIOCIEA0BATEIIBHO U MIPABHJIBHO BBHITIOJIHSET 3a/1aHHUS,
«XOpoLIO» yMeeT 00OCHOBaHHO HW3JIaraTh CBOM MBICIHM W JIeaTh HEOOXOJUMBIC BBIBOJIBI,
JOMYCKaeT  eQUHUYHbIE  OIIMOKM, HCIpaBIsIeMble  IOCIEe  3aMEYaHHs
MIPENo/IaBaTeis
JEMOHCTPUPYET OTHEIbHbIC, HECHCTEMAaTU3UPOBAHHbIE HABBIKH, HE CIOCOOCH
3 MPUMEHUTh 3HAHHE TEOPETHYECKOr0 Marepuaja MpHU BHITOJHEHUH 3aJaHHM,
«YIOBIIETBOPH | UCTIBITHIBAET 3aTPYAHEHUS M JOMYCKAeT OIMMOKHU TpPU BBHIMOJIHEHUU 33JaHUM,
TEILHOY BBITIOJIHSIET ~3aJjaHUe TIPH TOJCKa3Ke IMpernojaBaTelisa, 3aTpyAHSIETCS B
(hOpMyIHPOBKE BHIBOJIOB
2 HE CITOCOOEH MPaBUIILHO BBITIOIHUTD 33/1aHHE
«HEYJOBJIETBO
PHUTEITBHOY

7.3. KoHTpO/IbHBIE 3aJaHUS WIN HHbIE MATEPHAJIbI, HEOOXOAUMBbIE /IVISl OLICHKH Pe3yJIbTATOB
00yueHusi Mo TUCHUILINHE (MOIYJIIO)

Tema «BBenenue. Kpunrorpaus Kak MexaHu3M 3aIUTHD)

1. BxoaHoe TecTupoBaHue

IIpume

HBIC TCCTOBBIC BOIIPOCHI

TB | HB

Bonpoc/OTBer

1

HecaHKHI/IOHI/IPOBaHHOC KOITMPOBAHUC MPOTpaMM 1 JTAHHBIX ABJISICTCA:

Hapymennem paboTocrnocoOHOCTH KOMIBIOTEPHOM CETH.

[TpennamepeHHO# yrpo30ii KOHPHUACHIIMATHHOCTH HH(POPMAIIHIH.

Yrpo30ii HapyIIeHUS [ETOCTHOCTH HHPOPMAITHH.

Hapymiennem 11erocTHOCTH KOMIIOHEHTA WITH PECYpCca CUCTEMBI.

«Mackapay npeacTaBisieT COOOM:

Crnioco6 u npueM HEeCaHKIMOHUPOBAHHOT'O JIOCTYTIA.

YTpo3y HenoCTHOCTH M PadOTOCIIOCOOHOCTH CUCTEMBI.

Pazpymenue nndopmarmu, BEI3BAaHHOE BUPYCHBIMH BO3CHCTBUSIMH.

Kpaxy MarHuTHBIX HOCHUTEIIEH, CoNlep KalnX KOHDHICHIHAIbHYI0 HHPOPMAIIHIO.

«TpostHCKUM KOHBY - ITO:

[Tporpamma pacmm@poBky MUGPOTEKCTA.

[Tporpamma xumieHus HTHPOPMALIMU U pa3pyLICHHs TPOrPAMMHOTO 00eCIIeUeHusl.




B

HB

Bonpoc/OTBer

[Tporpamma cteranorpapu4eckoro 3akpbITHs HHPOpPMALIUH.

[Tporpamma mmdpoBanust THGOPMAITUU METOJOM T'AMMHUPOBAHWSL.

CO3I[aHI/Ie SaMKHYTOﬁ CpE€AbI NCIIOJHCHHUA IIPOrpaMm o0ecIeynBaer:

3aluTy OT BPEJOHOCHBIX IPOTrpamMM (BUPYCOB, «UEPBEU» U T. 1.).

HpeI[OTBpaH.IaeT HalmaaCHUC Ha allnapaTHbIC CPCACTBA.

O6Jieryaer nporecc aIMUHUCTPUPOBAHHUSL.

IIpenoTBpamaeT NOMEXH B JIMHUU CBS3U.

ITpaBuna o6paboTKH HHGOPMAINH SBISIOTCS:

MopaslbHO-3THYECKOW Mepoii OE30MaCHOCTH.

AHHapaTHO'HporpaMMHBIM CpCaACTBOM 3allIUTHI.

[TpaBoBoii 3a1UTON MHGOPMAIIHIH.

AJIMUHUCTPAaTUBHOM Mepoi 3aliuThl HH(OpMaLUU.

Pasrpannuenue nocryna k pecypcam ACDV otHocutes k:

Du3NYeCKUM Mepam 3aluThl UHPOPMaAIIUHU.

AHHapaTHO'HporpaMMHBIM Cp€aAcCTBaM 3alllUThI.

IIpaBOBBIM Mepam 3alUTHI.

MOpaJII)HO-E)TI/I‘-IeCKI/IM MCpaM 3allnThI.

KOHTpOJIB HECJIOCTHOCTH JAHHBIX OCYIICCTBIISICTCS C TIOMOIIBIO!

Kpunrorpadguueckinx MeTo10B 3aIIUTHI.

HpaBOBHX MCTOOOB.

AIIMI/IHI/ICTpaTI/IBHLIX METOAOB 3allIUTHI.

Du3nyecKUX METOI0B 3aIUTHI.

OI[HOKJII—O‘-IeBaSI KPUIITOCUCTEMA ABJISICTCA:

ACCUMETPUYHON KPUNITOCUCTEMOM C OTKPBITHIM KIIFOUOM.

KpHHTOCHCTGMOI’I C 3aKPBITBIM KIJIFOYOM.

CHUMMETPUYHOMN KPUIITOCUCTEMOIA.

CDYHI[aMeHTaHBHOG IMPpaBHJIO KPUIITOAHAJIN34a 3aKJIKOUACTCA B TOM, YTO:

CroiikocTh mugpa onpeaensercs ToJIbKO CEKPETHOCTHIO KITH0Ya.

OTCyTCTBYET alNropuT™ MU(poBaHusl.

KpI/IHToaHaHI/ITI/IK HC UMCCT B CBOCM PACHIOPAKCHUN OTKpBITLIﬁ u H_II/I(I)pOTeKCT.

10

CucreMbl HaeHTUHHUKALMU U AYTEHTU(QHUKAIIIH 110JIb30BaTeNIel OTHOCSTCS K

Du3NYEeCKUM METOJaM 3aIUThI KOMITBIOTCPHBIX ceTei

AnmnapartHo-IIporpaMMHBIM cpeicTBaM 3alUThl HHPOPMAIIUU

AI[MI/IHI/ICTpaTI/IBHBIM METOJaM 3allNThI

ITpaBoBBIM METOAM 3aIIUTHI

1. Jla6oparopHas  padora  «lIporpammuas  peanm3anus  JHOOOTO  TPATUIIMOHHOTO
CUMMETPUYHOTO mudpar»

3agaHue:

Pa3paborate mporpamMmy, peaqu3yOUlyl0 OIMH M3 TPaTUIHUOHHBIX CHMMETPUYHBIX MIHM(PPOB
(mampumep, mudp Bmwxunepa, mudp Xwmna): peanu3oBaTh MPOLEAYpPHl 3amIUPOBAHUS U

Tema «TpaauunoHHbIe CHMMeTPHYHBIE IIUPPBLD)

pacmrdpoBanusl.
KoHTponbHbIE BOIIPOCH:

2. JlabopaTtopHas padora «Kpunrtoananus TekcTa, 3aimdpoBaHHOTO METOI0M Brkunepay

3aganue:

[TonsiTue mmdpoBanus, KI04Ya MUPPOBAaHUS, KPUIITOCTOUKOCTH.
[TepectanoBka, 3aMeHa, TaMMHPOBAaHUE, METO] AHATUTUYECKUX NPEOOPa30BaHUM.




Hanmcate mnporpamMmy nemmugppoBaHus muprekcra, 3amuppoBaHHOTO MeToIoM BrmkuHepa.
IIpenycMoTpeTh BO3MOXKHOCTh BBOJA TEKCTA KaK MHTEPAKTUBHO C KJIaBHATYphl, TaK U U3 Qailia.
KoHTposibHBIE BOIIPOCHL:

e [lonsaTHe KpunroaHaausza

e B uem 3aiiouaercs mudpoBaHue MeTo oM Brkunepa

e B uem 3aiirouaercs KpUNTOaHAIN3 TEKCTA, 3alIMPPOBAaHHOTO MeTo1oM Brxunepa?

Tema «CoBpeMeHHBbIE CHMMETPUYHBIE ITU(PHI»

1. Jlaboparopnasi padora «IIporpammuas peanuzanus anroputma mudposanus DESy
3anaHue:
Hanucate Ha s3bIKe BBICOKOTO YPOBHS MpOrpaMmy, KOTOpas Obl pealu30BbIBaia aJTOPUTM
mmdpoanus/pacumdposanust DES
KoHTponbHbIe BOPOCHI:
1. Cetp DeiicTens
2. O0mag cxema DES
3. Co3anue moaKItoYeH
4. Henocratku nsoiinoro DES
5. Tpoitnoii DES ¢ nByms kintouam

2. JlaGopatopHas padora «IIporpammuas peanu3samus anropurma mudposanus [OCT Marmay
3agaHue:
Hanmcate Ha s3bIKe BBICOKOTO YPOBHS IPOrpaMMy, KOTOpas OBl peajn30BBIBANA AITOPUTM
muppoBanus / pactmmdpoBanus «Marmay
KoHTposbHBIE BOIIPOCHL:
1. OGmas cxema, pynkus F, reneparus kiroueil.
2. OCHOBHBIE PEKUMBI IIU(POBAHUS
3. OcHoBuble pazanuus mexay ['OCT u DES.

3. JlaboparopHasi pabora «[Iporpammuas peanuzanus aiaroputma mmdposanus ['OCT
Ky3neunk»
3ananmne:
Hanucate Ha s3bIKE BBICOKOTO YpPOBHSI IpOrpaMMy, KOTOpass Obl pealu30BbIBaja aJIrOPUTM
mmdposanus / pacmudppoBanus «Ky3Heunk»
KoHTposbHBIE BOITPOCHL:
1. Obmas cxema, pynkuus F, renepanus kirouei.
2. OcHOBHBIE PEKUMBI IU(POBAHUS

3. SP-ceTh

Tema «AropuT™Mbl pacnpeaeeHus: KI04ein»

1. KontpoJasHas padora 1

Bomnpocs! k KoHTposbHOM padote Ne 1:

1. Kpunrorpadus — kak MexaHu3M 3amuThl nHGopmanuu. bezonacHocTs nHOpMaLUK U 3a1UTa
uHpopmanuu. OCHOBHBIE HapylIeHus Oe3onacHocTH. [lonnTrka 6€30macHOCTH. Y I3BUMOCTD,
aTtaka, puck. Kinaccuduxaius cereBbix aTtak. Buabl akTUBHBIX aTak. MexaHU3MBbl U CEPBUCHI
0€30IMacHOCTH.

2. OmpenencHus mwudpa, kioda mudpoanus. [loHatne kpunroanamuza. OCHOBHBIC THITHI
KPUITOAHATUTHYECKOTO BCKPHITHS. KaTeropmm BCKpBITHS KpUIITOAITOPUTMOB. be3ycioBHas
Y BBIYUCIIUTEIbHAS KPUIITOCTORKOCTh. OCHOBHBIE TpeOOBaHMSI K MU paM JIsl KPUIITO3AIIUTHI
uHpopmanuu. OCHOBHBIE TUIIBI MIHU(POB.

3. Iudper mnepecTaHOBKM: CKUTajda, TaOiuuHOE IMHQpOBaHUE, ABOWHAS TEPECTAaHOBKA,
Maruyeckue KBaJaparsbl.



4. Iudpsl OpocToil 3amMeHbl: MONMOMaHCKUN KBaapaT, cuctema lLlesaps, apdunnas cucrema
Lle3aps, cucrema lle3apsa ¢ kirodeBbIM cioBoM, Tabmuibsl Tpucemyca, GurpamMmubsiii mudp
[Tnefideiipa.

5. Kpunrocucrema Xwuia.

6. Cucrema oMO(OHOB.

7. Wudper cnoxHoM 3amenbl: mmdp ['poHcdenbna, cucrema BrkuHepa, TBOWHON KBaapar
Yuncrone, metox Beprama. PoTopHble MalIMHBI.

8. OmHopazoBas cucrema MH(ppPOBaHUSL.

9. Meroxa raMMUpPOBaHHSL.

10. HeoOxoauMmble U TOCTaTOYHBIE YCIOBUS HeAeMU(PPyeMOCTH cucTeM MUGPOBaHUA, MOHATHS
mupdy3un u koHPy3uu. JlononHuTenbHble TpeOOBaHUA K alropuTMaM IMUGPOBAHUS TpPU
ucnonb3zoBanuu OBT.

11. ®opmanbubie Monmenu mmdpoB. Croiikocts muppoB. CoseprienHsie mmudpsl. Teopema
[llennona. [IpakTrueckas CTOMKOCTh A QpA.

12. Cetp @eiicTens: apXUTEKTypa CETH, CETh C HECKOJIBKHMHU payHJaMH, pa3zdajaHCHpOBaHHAs
CETh, FETEPOTeHHbIE U TOMOTE€HHBIE CETH.

13. Anroputm DES: mnpuHmmmer pa3paboTku, oOmas cxema, HadalbHas MEPeCcTaHOBKA,
npeoOpa3oBaHus OTACIBHOTO payHJAa, CO3JaHHE MOJKIOYel, aemudpoBaHue, MPOOIEMbI
DES, nenocratku npoiiHoro DES (ataka «BcTpeua mocepenune»), TpoitHoit DES ¢ nByms
KJIFOYaMH, CJ1a0bIe KIIFOYH.

14. Anroputm 'OCT 34.12—2015: obmas cxema, pynkuus F, reHepanus KItodei.

15. OcuoBnble pexxumsl mmdposanus 'OCT 34.12—2015.

16. Beipa6otka umutoBctaBku B ['OCT 34.12—2015. OcnoBuble paznuuus mexay ['OCT
34.12—2015 u DES.

17. Anroputm AES Rijndael: ncnonbs3yeMble MaTeMaTHYeCKHE MOHATHS, KPUTEPUHU Pa3pabOTKH,
TIOHSATHE CJIOSI, TIOHSTHE COCTOSHUS, KIIFOY MMU(PPOBAHUS, YUCIO PAyHIOB, CO3JJaHUE KITFOUEH
payHna, pacmupenue kimoua. [IpenmyiecTa anropurma.

18. IlpeoOpazoBanust paynaa B anroputMe Rijndael (ByteSub, ShiftRow, MixColumn, croxxenue
C KJIFOUOM PayHJIa), IpeBapuTelIbHOE 3a0eTMBaHNe C UCIIOIb30BaHUEM KITIOUA.

19. PexxuMbl BBITOTHEHUS AITOPUTMOB cMMeTpruHoro mmdposanus (ECB, CBC, CFB, OFB).
Pacnpoctpanenue omumoox.

20. O0benuHeHue OMouHBIX MHUGPOB. J[BoitHOE W TpoiiHoe mudpoBanue (¢ 2 KIOYaMH, C 3
KJIIOYaMH, ¢ MHHHUMAJIbHBIM KIIO4YOM). Pexxumbl TpoiiHoro mmdposanus. OrOGenuBaHUeE.
MHorokpaTHoe nocje10BaTelIbHOE HCTI0Ib30BaHUE OJIOYHBIX aJTOPUTMOB.

21. Anroputmsl pacupezneneHus kiatodeid. [lonstiue mactep-kitoya. AIropuT™M oOMeHa KIH4YOM
Huddu-Xennmmana.

2. JladopatopHas padora «[Iporpammuas peanusanus anroputma mmdposanus AES»

3aganue:

Hanucate Ha s3bIKe BBICOKOTO YPOBHS NIpOrpaMMmy, KOTOpas Obl pealu30BbIBalia aJrOPUTM
mmdpoanus/paciumdposanus AES

KoHTposibHBIE BOITPOCHI:

1. Kpurepuu pa3paboTku.

2. IloHATHS COCTOSHUS.

3. Kirou mm¢poBanus.

4. Yucnmo payHIOB.

5. Ilpeumy1iecTBO anropurma.

1.

Tema «AcMMMeTpUUYHbIE KPUNITOCUCTEMbD)
JladopaTropnasi padora «I[IporpamMmmHas peaauzanus JJIOOOT0 aACHMMETPUYHOTO T pay

3aganue:



HanucaTth Ha si3pIKe BBICOKOTO YPOBHSI MPOTpaMMy, KOTOpas Obl peann30BbIBaJla aCHMMETPUYHBIN
anroput™ mudpoBanus/pacmdpoBanus (Hanpumep, anroput™m RSA, Dnb-I"amas)

KoHTposibHBIE BOIIPOCHL:

1. [loHsiTHE acCHMMETPUYHOTO IU(POBAHUS

2. JIoCTOMHCTBA, HEJIOCTATKH

3. Anroput™m RSA

4. Anroputm Dinb-I"amans

Tembl «OgnonanpasiienHble X -pynkunm»,
«Koapl ayrenTudukanuu coodmenuii-(MAC)»
1. JlaGopatopnas padGora «lIporpamMmHas pa3paboTka cUCTeMbl OOMEHa COOOIECHHSIMHU C
KOJIaMU ayTeHTU(UKAITUU COOOIIICHUIN
3anaHue:
HanucaTh Ha si3pIKe BHICOKOTO YPOBHS MPOTpaMMy, KOTopasi Obl HMUTHPOBAJia Mepeaayy TeKCTOBBIX
COOOIICHNH, a TakKe pealn30BhIBAJIA NPOBEPKY HUX MEIOCTHOCTH M ayTeHTHYHOCTH. [l
dhopmupoBarrss MAC mMoxeT ObITh UCITOJIB30BaH JI000H aIrOpuTM, B T.4. HA OCHOBE MCIIOJIb30BaHUS
X2I-(DyHKITHH.
KoHTponbHbIe BOPOCHI:
1. CpoiicTBa 6€30MaCHOCTHU: LIEJIOCTHOCTh, ayTEHTUYHOCTH, HEOTKA3yeMOCTb.
2. [lonsTue xem-QyHKIUHU, AITOPUTMbI, KOJUTU3UH.
3. Ilonsitue MAC, anropuTmsl.

Tema «UII (3;1eKTpoHHO-IINPPOBAs MOIANHCH)»

1. KourpoabHas padora 2
Bomnpock! k KoHTposibHOM padore Ne 2:

1. OcHoBHBIE TpeOOBaHUS K aIrOpUTMaM aCUMMETPUYHOrO mudpoBaHus. OCHOBHbIE CIIOCOOBI
HCIOJIb30BAaHUS AITOPUTMOB C OTKPBITBIM KiI0uoM. KpunroaHanu3s aaropuTMOB ¢ OTKPBITHIM
KJIFOUOM.

2. AunroputMm RSA: OINMCAaHNE aJIropuTMa, BBIYHCIIUTEIIbHBIE aCIIEKTBI

g poBaHus/paciinGpoBaHus U CO3JaHMs KIIOUEH, KPUIITOAHAIIN3 aJrTOpUTMA.

Cxema mmmdpoanus Onb [Namans.

KomOuHMpoBaHHbIN MeTO INU(POBAHMUSL.

X31-(pyHKIUU: OCHOBHBIE TPEOOBAHMSL, TPOCTHIE XAI-(DYHKINH, TAPATOKC «ITHEN POXKICHUS.

Ncnonb3oBanue nenoyky 3amudpoBaHHbIX 0JI0KOB, X31I-pyHkuns Pabuna.

Xom-pynius MDS: noruka BemmonaHenus. Otinnuus ot xaum-gpynkuun MDA4.

Xomr-¢pynamus SHA-1: noruka Bemonaenns. Cpasaenne MDS u SHA-1.

Xom-¢pyHuus SHA-2: noruka BeIOTHEHHUS.

Xom-¢pynkuus OCT 34.11: noruka BeImoaHEHHs. AIropuT™M 00paboTKH 0JTHOTO OJI0Ka.

10. Tpe6oBanust k MAC.

11. MAC Ha ocHOBe aJIrOpUTMa CUMMETPUYHOTO N (POBAHMUSL.

12. MAC Ha ocHose x3uI-pyakiun, HMAC.

13. DUII: onpeneneHue, MpeIHa3HAYCHHUE, COCTAB.

14. Anroputmsl DIIT: RSA, EGSA (Onb INamans), DSA, TOCT.

ok w

© N

Tema «Co3nanue ciry4aiHbIX YHCED)
1. JlaGopatopHnasi padora «lccienoBaHue CBOWCTB JIF0OOTO reHepaTropa MCeBAOCTyYailHBIX
qHCen»
3anaHue:
PeanuzoBaTh m1000# reHepaTop nceBaocaydaitHbIx yncen. MccnenoBars cBoiicTBa reHepaTopa.
KonTpoJsibHBIE BOPOCHL:
1. TpebGoBanus k caydaineiM ynciaam (CH).
2. HWcrounuku CY.



3. T'eneparops! nceBno-CU.
4. Kpunrorpadpudecku cozmanubie CY.

Tema «IIpoToK0JIbI ayTeHTH(PUKATMH»

1. UroroBoe TecTUpOBaHHE
[IpumepHBIe TECTOBBIE BOIPOCHI:

B

HB

Bonpoc/OTBer

2

1

[ugpoBanme nepecTaHOBKOH 3aKII0YaeTCs

IlepectanoBKe CHMBOJIOB MIM(PPYEMOT0 TEKCTA MO ONPEeIEHHOMY IPAaBUITY

3aMeHe CHMBOJIOB IIU(PPYEMOT0 TEKCTa CUMBOJIAMH TOTO K€ HIIH JIPYTOro ajadaBuTa

CrnosxeHue cMMBOJIOB IIU(PYEMOTO TEKCTa ¢ CAMBOJIAaMU HEKOTOPO CIydaitHON
I10CJIEI0BATEIBHOCTH

[TpeoOpazoBannu muppyeMoro TeKCTa o HEKOTOPOMY aHAUTUTHYECKOMY TPABUITY

[IudpoBanme 3aMeHOH 3aKIII0OYACTCS

IlepectaHOBKE CHMBOJIOB IU(PYEMOT0 TEKCTa O ONPEACAEHHOMY IPaBIILY

3aMeHe CHMBOJIOB mmbpyeMoro TCKCTA CUMBOJIAMHU TOI'O K€ WUJIN APYTOT'0 aJ'I(l)aBI/ITa

CnoxxeHre CUMBOJIOB MIU(PYEMOTo TEKCTa C CAMBOJIAMHU HEKOTOPOH CITydaitHOM
110CJIe/I0BATEIbHOCTH

[TpeoOpazoBannu muppyeMoro TeKCTa o HEKOTOPOMY aHATUTHIECKOMY TPABUITY

udpoBanre raMMHpOBaHUEM 3aKIIOYAETCS

HepeCTaHOBKe CHMBOJIOB HmcbpyeMoro TCKCTA II0 OHpe,Z[eJ'IéHHOMy I[IpaBUuIly

3amMeHe CUMBOJIOB MIN(PYEMOro TEKCTa CHMBOJIAMH TOTO 7K€ MJIU JPYroro andasuta

CrnoskeHne CHMBOJIOB mnq)pyeMoro TEKCTa C CUMBOJIaMHU HCKOTOpOﬁ CHy‘lﬁﬁHOﬁ
IIOCICI0BATCIBHOCTHU

ITpeoOpa3oBanuu mUpPYEeMOro TeKcTa o HEKOTOPOMY aHAIUTHYECKOMY MPaBUITy

[lIndpoBanne aHaTUTUUECKUM TPEO0OPa30BaHUEM 3aKIIIOYAETCS B

IlepecTaHOBKE CUMBOJIOB IIH(PYEMOT0 TEKCTA MO ONpPeIeIEHHOMY MPaBHITY

3aMeHe CHMBOJIOB mmbpyeMoro TCKCTA CUMBOJIAMHU TOTI'O K€ UJIN APYTOT'0 aJ'I(I)aBI/ITa

CnokeHre CUMBOJIOB MIU(PYEMOT0 TEKCTa C CUMBOJIAMHU HEKOTOPOH CITydaitHOM
I10CJIEJ0BATEIBHOCTH

[IpeoOpa3oBanny mu@ppyemMoro TeKcTa N0 HEKOTOPOMY aHAJIUTUYECKOMY MTPaBHITY

Pazmep u 0cOOEHHOCTH CTPYKTYPbI TaOJIUIIbI SBISIOTCS

CpencTBoM Jisl pa3MellleHus NHPPyeMoro TeKCTa

Kitouom mudpa

Anroput™MoM mugppoBaHUs

Marnueckue KBaaApaThbl OTHOCATCA K

Iu¢ppam raMMUpoOBaHUS

udpam nepecTaHOBKH

Iudpam 3aMeHbI

IudpoBanust aHaTUTHUECKUM TPe0Opa3OBaHUEM

Cuctema mugpoanus Lle3aps oTHOCATCS K

[u¢pam npocToii 3aMeHsbl

Hudpam cnoxxHOM 3aMeHbI

[T poBaHNI0 rAaMMHPOBAHUS

udposanus nepecTaHoBKON

JlocTouHCTBOM cucTemsl muppoBanus Llesaps

He mackupyercs yactora nosiBjaieHusi 0ykKB OTKPBITOTO TEKCTa

[Tpoctora mudpoBanus u pacmudpoBaHus

Coxpansercs andaBUTHBIM NOPSAAOK B TOCIEOBATEIEHOCTH 3aMEHSIOINX OYKB

Addunnas cucrema noactaHoBok llesaps sBisiercs




TB

HB

Bonpoc/OTBer

[IudpoBanremM METOIOM IEPECTAHOBKHU

¢ poBanreM METOAOM 3aMEHbI

[IudpoBanreM raMMUPOBaAHUS

10

udpyromue Tabnuusl Tpucemyca sSBISIOTCS

[ poBanreM METOAOM MPOCTON 3aMEHBI

[IudpoBanremM METOIOM IEPECTAHOBKHU

[uppoBanreM METOAOM raMMHPOBAHUS

udpoBanremM METOIOM aHATTUTHYECKOTO TPeoOpazoBaHus

11

burpammustii mudp [neiideiipa sBusercs

[IudpoBanreM METOIOM NIEPECTAHOBOK

[IudpoBanreM METOIOM 3aMEHBI

[[TndpoBannemM raMMupoBaHuEM

12

KpI/IHTOCI/ITeMa Xwunna siBaseTcs

[[IndpoBannemM METOLOM IPOCTON 3aMEHBI

IudpoBanremM METOI0M MEPECTAHOBOK

[[IndpoBaHnemM METO1O0M raMMHUPOBAHUEM

[[TndpoBaHreM METOIO0M aHAIMTUYECKOTO TPEOOPa30BAHUS

13

[udpsl CIOXKHOM 3aMEHBI SBJISIOTCS

OnnoandaBUTHRIME MH(PpaMH

MHoroanhaBUTHBIMH mH(QpaMu

[[TndpoBanHnemM raMMupoBaHuEM

14

Cucrema mudponanrem Brkunepa

Cucrema mu@poBaHus MPOCTON 3aMEHBI

Cucrema mu@poBaHUEM CII0KHOU 3aMEHBI

Cuctema ogHoan(paBuTHOrO MU(POBAHUS

15

[udp “nBoiiHoM KBaapaT* YuUTCcTOHA

HIudp npocToil 3aMeHsl

OpnoandaBuTHBINA HIUPP

MHoroandaBuTHbIN WUDP

16

OnHopa3zoBast cucteMa mudpoBaHUs

AOCOIIOTHO HaJIe)KHA ITPU CIydailHOM Habope Kirouen

Ilo3BossieT HAEKHO H_II/I(l)pOBaTB TCKCThI C MHOTMUMH MUJIJIMOHAMH CUMBOJIOB

AOCOJIIOTHO HaJIe’HA ITPU BIOOpE KIIIOUEH 110 ONPEAETICHHOMY allTOpUTMa

17

HIudposanue meronoMm BepHama siBisiercs

YactabpiM ciiydaem cuctembl mudpoanus Lesapst

YactHbIM cyyaem Tabnui Tpucemyca

YacTHBIM clTyyaeM 0JIHOPa30BOM CHCTEMOMN MH(POBaHUS

18

st reHepupOBaHUs HEMPEACKA3YEMBIX JBOMYHBIX MOCIIEI0BATEILHOCTEN KITFOUEH
HCIIOJIb3YETCS

['eHepaTopsl IBOMYHBIX NCEBIOCITYYANHBIX TOCIIETOBATEILHOCTEMN

AJTrOpUTMBI JUISI pacyeTa KIoden

JlnvHHAs KITF0YeBast MOCIEA0BAaTEIbHOCTD, TPEICTABICHHAS B KOMITAKTHOM (popme

19

COBpCMCHHBIe CUMMCTPUYIHBIC KPUIITOCUCTCMbI 6a31/1py10Tcs{ Ha NpUHOUIIAX

PacceuBanus u NCpCMCIINBAHUA

udpoBanust METOIOM NEPECTAHOBKHU

[ poBaHust METOJOM TAMMHUPOBAHHS

20

[udposanus nanapix DES

HMMeeT TOJILKO OAUH KJIIOY JUIMHHOU 56 OUT

HMeeT mocnenoBaTeIbLHOCTD KIIFOUYEH




TB

HB Bonpoc/OTBer

HMeeT HECKOJIBKO KIIFOYEH NIIUHOU 64 OUT KaXKIIbIi

21 Anroputm DES ocymiectBisier mmdpoBanue

32-0UTOBBIX OJIOKOB TAHHBIX C IIOMOIILI 64-0MTOBOIrO KJIr04a

56-0MTOBBIX 0JIOKOB JJAHHBIX C ITIOMOIILIO 56-0UTOBOI0 KiIH04a

64-0UTOBBIX OJIOKOB JJAHHBIX C ITOMOIILI0 64-0UTOBOIO KiIH0Ya, ¢ 56 3HaYaIIUMHU
ouramu

22 OnHUM U3 OCHOBHBIX peXUMOB paboThl anroputma DES siBnsercs
Dnexrponnas kogosas kuura ECB (Electronic Code Book)

[ poBanmre JaHHBIX CO CKOPOCThIO 2,4 Mbut/c

[IudpoBanre naHHBIX CO CKOPOCThIO 4,8 MOuT/C

O/IHUM M3 OCHOBHBIX PEKHMOB pabOTHI allropuTMa

23 OnHUM W3 OCHOBHBIX pe&KUMOB paboThl anroputma DES siBnsercs
Cuerutenne 6i1oxoB mudpa CBC (Cipher Block Chaining)
[lIudpoBanue ¢ AEMTOHUPOBAHUEM KITIOYA

[IIudpoBanre TaHHBIX CO CKOPOCTHIO 2,4 MOuT/C

oo

2

10.

11.

12.

13.

14.
15.
16.

IlepeyeHb BOIPOCOB K IK3aMEHY
Kpunrorpadus — kak MexaHu3M 3aiuThl HHGopmMaiuu. bezonacHocTs nH(OPMAIMY 1 3aIIUTA
uHpopmanuu. OcHOBHBIE HapyleHus Oe3zomnacHocTH. [lonuTuka 6e30nacHOCTU. Y SI3BUMOCTb,
araka, puck. Kiaccudukanus cereBbix atak. Buabl akTHBHBIX aTak. MeXaHU3MbI M CEPBHCHI
0€30MacHOCTH.
Onpenenenus mmdpa, kmoda mmdpoBanus. [lorstue kpunroaHaimsza. OCHOBHBIC THIIBI
KPUIITOAHAJIUTUYECKOTO BCKPBITHS. KaTeropuu BCKpPBITHS KPUNITOAITOPUTMOB. be3ycnoBHas
1 BBIYUCIIUTEIbHAS KPUIITOCTONKOCTh. OCHOBHBIE TPEOOBAHUS K MM PaM I KPUITO3AIINUTHI
nHpopmanuu. OCHOBHbIE TUIIBI MIU(POB.
udpel mepecTaHOBKU: CKHUTaNa, TabnuyHOoe IU(pPOBAaHME, JABOWHAs MEPECTaHOBKA,
Maru4eckue KBaJaparsbl.
Hludper nmpocToil 3aMeHbl: NOIMOMAHCKUM KBajpat, cuctema lLlesaps, apdunHas cucrema
Ie3aps, cucrema lle3aps ¢ kiIroueBbIM CIOBOM, Tabmuibl Tpucemyca, OUrpaMMHbIA mupp
[Tnendeiipa.
Kpunrocucrema Xuina.
Cucrema oMO(OHOB.
HIudpsr crnoxHoil 3amensl: mmpp I'poHcdensra, cucrema Brmkuuepa, 1BOHHON KBajapat
Yurcrona, merox Bepaama. PoTopHBIE MallIMHBI.
OnHopazoBas cuctema mudpoBaHus.
Meroa raMMHpOBaHUsI.
Heo6xoauMele 1 10CTaTOYHBIE YCIOBUS HeNEMU(PYEMOCTH CUCTEM IIU(PPOBAHMS, MOHATUS
muddy3un U KoHPy3uu. JlomomHuTeNnbHbIE TPeOOBaHUS K alroputMam MUGPOBAHUS TpU
ucnoinp3oBannu OBT.
®opmanbhbie Monenu mudpos. Croiikocts mudpos. CopepuieHHble mudpel. Teopema
[Mennona. [IpakTryeckas CTOMKOCTD MK QpA.
Cerp DeiicTens: apXUTEKTypa CETH, CETh C HECKOJbKHUMH payHIamH, pa3zdalaHCUpOBaHHAas
CETb, FETEPOTE€HHBIE U TOMOTE€HHBIE CETH.
Anroputm DES: mnpuHmmmer pa3paboTkd, o0mas cxema, HadalbHas MEPEeCTaHOBKA,
npeoOpa3oBaHusl OTJENBHOIO payHJa, CO3JaHHE IMOJKIYEH, AemudpoBaHue, MpoOIeMbl
DES, nenocratku asoiHoro DES (araka «BcTpeua mocepenuHey), TpoitHoit DES ¢ nByms
KJIFOYaMH, CI1a0bIC KITIOYH.
Anroputm 'OCT Marma: obmas cxema, GyHKus F, reneparus Kitouen.
Anroputm ['OCT Ky3neunk
OcnoBnble pexxumsbl mmdpoBarus ['OCT 34.12— 2015.



17.

18.

19.

20.

21.

22.

23.

24,

25.
26.
27.

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

BripaboTka nmutoBctaBku B 'OCT 34.12— 2015. OcHoBuble paznuuus mexay ['OCT 34.12—

2015 u DES.

Anroput™m AES Rijndael: ucnonp3zyeMbie MaTeMaTu4ecKue MOHATHS, KPUTEPUU pa3pabOTKH,
MOHATHUE CJI0s1, IOHATUE COCTOSHUS, KIII0Y IM(POBAHNUS, YUCIO PAYHIIOB, CO3/AaHUE KIIOUEH
payHja, pacmupenue kmoua. [IpenmymiecTa anropurma.

[IpeobpazoBanus paynaa B anroputme Rijndael (ByteSub, ShiftRow, MixColumn, crnoxenue

C KJIFOYOM PayHJIa), IpeaBapuTeIbHOE 3a0€TMBaHNUE C UCIIOIB30BAHUEM KITIOYA.

PesxrMBbI BBITTOJHEHHS aropuTMoB cuMmeTpuunoro mudposanus (ECB, CBC, CFB, OFB).
Pacnpoctpanenue ommooK.

OO0benuHeHue OouHBIX mUdpoB. JIBoitHOe M TpoiiHoe mudpoBaHue (¢ 2 KiIodamu, ¢ 3
KII0YaMH, C MHHHUMAJIBHBIM KIIO4YOM). Pexxumbl TpoitHoro mmdposanus. OrOenuBaHHE.
MHorokpatHoe 1ocie10BaTeIbHOe UCII0JIb30BaHUE OJOYHBIX aITOPUTMOB.

Anroput™msl pactipeneneHus kiaroueil. [lorstne mactep-kiroda. AITOpUTM OOMEHa KITFOUOM
Juddu-Xenmmana.

OcHoBHBIE TpeOOBaHMSI K aIrOpUTMaM acCUMMETpHYHOro mmdpoBanusi. OCHOBHBIE CITOCOOBI
HCIOJIb30BAaHUS AITOPUTMOB C OTKPBITHIM KiIt0uoM. KpunroaHanu3s aaropuTMoB ¢ OTKPBITHIM
KITIOYOM.

Anroputm RSA: OINHCaHUe JIrOpUTMa, BBIUUCIIUTEIIbHBIE acIIeKThI
mMdpoBanus/paciMPppoBaHus U CO3AAHUS KIHOUEH, KpUIITOAHATIU3 aJITOPUTMA.

Cxema mmdpoBanus b ["amans.

KomOuHnpoBaHHbIH MeTO IH(PPOBAHHUS.

X3m-(pyHKIUU: OCHOBHBIE TPEOOBAHHMS, TPOCTHIE XAMI-(DYHKINH, TAPATOKC «ITHEH POKICHHS.
Hcnonb3oBanue 1enoyku 3amudpoBaHHbIX 0JI0KOB, XdmI-pyHkuus Pabuna.
Xom-¢pyHuusaMDS: noruka BeinoiaHenust. Otinuus ot xau-¢pyukiauun MDA,
Xom-pyHuusaSHA-1: noruka BeinonHenus. CpaBuenne MD5 u SHA-L.
Xom-pyHiusaSHA-2: noruka BHITIOTHEHUSI.

Xom-¢pynkuus 'OCT 34.11: noruka BeInonHeHUs. ANropuT™ 00paboTKH OJJHOTO OJI0Ka.
Tpebosanust k MAC.

MAC Ha ocHOBe alropuT™Ma CUMMETPUYHOTO MU(POBAHUSL.

MAC Ha ocHoBe x3uI-gpynkunn, HMAC.

OUIT: onpenenenue, npeaHa3HaYeHNE, COCTaB.

Anroputmel DLIT: RSA, EGSA (O Namans), DSA, TOCT P 34.10.

TpeboBanus k cnyuyaitueiM yncniaMm (CY). Mcrounnku CY. I'eneparopsl ncesao-CY.
Kpunrorpaduuecku cozgannsie CY.

Taﬁ.lmua 9 — le/IMepl)I OLHECHOYHBIX CPEACTB C KJIIYAaMU IIPABUJIBHBLIX OTBETOB

Ne
/1

N Bpewms
[IpaBusbHBIM
Tun 3amanus DOopMyIHPOBKA 3aaHUS BBIIIOJIHEHHUS

OTBET
(B MHHYTaX)

OIIK-9. Criocoben mpuMeHsATh CpeACcTBa KpUNTOrpahudeckoi M TEXHUYECKOW 3aIlUThl HH(popMauu 1
peueHns 3aaa4 npoecCHOHANIBHON AESTETbHOCTH

1.

3ananue Kakoit mm¢p He ocHOBaH Ha mmdpe 2 5
3akpeiToro | Lle3aps?
THIIA 1. Adwunssri mudp

2. burpammusiii mudp ITneiidepa
3. Iudpa Buxunepa

4. Mludp 'porchenpaa

Kakoit mmdp ocHoBan Ha mmudpe 1 5
Ile3aps

1. Iudp I'poncdensaa
2. RSA

3. Marunyeckuii kBaapaT




Bpems

cooOmieHue. Coobi1ienne
CUHMTHIBAJIOCH IOCTPOYHO

Ne [IpaBunpHBINA
wn Tun 3ananus DopMyIHPOBKA 3aJaAHUS OTBET BBITTOJTHEHUS
(B MUHYTaX)
4. Kgaapar [lonubus
3. Kakas cucTeMa mrGpoBaHUS 4 5
saBhsieTcss Hambonee CTOMKOH KO
B3IIOMY?
1. AES
2. TOCT P 34.12-2015
3. T'OCT 28147-89
4, OpmHOpa30BEIi OJJOKHOT
4. MoxxeT Jd B KPHIITOCHCTEME 3 5
«Marnueckuit KBaJipaT» st
mmdpoBaHUs UCTIOb30BAThCA
TabuIa, JUTSE KOTOpOM HE
BBITTOJTHSIOTCSI TpeOoBaHHs no
PaBEHCTBY CyMM B
cTonbuax/cTpokax?
1. JIomKHO BBINOIHATECA XOTS OBI
OJTHO YCJIOBHE
2. JlomkHel  BBIMONMHATBECS ~ 00a
YCIIOBHS
3. VYcioBue paBeHCTBA CyMM B
CTPOKaxX/CTOJIOIAX MOXET U He
BBITOJTHSTHCS.
5. B  ocHOBY Kakumx  ajlropuTMoB 1,2 5
mdpoBanus nerna cets Oeticrens?
1. DES
2. TOCT 28147-89
3. AES
4. TOCT P 34.12-2015
6. 3ananue Coobmenne Obuto  3amucano B | TEPMUHATOP 5
OTKpbITOro | Tabmumy (5 crpok 7 cron6Ouos) mo | [IPUBBIBAET
THIIA cronbiam, a cumtaHo mo crpokam. | CEAbMOI'O B
3amudpoBaHHOE coobmienue | [IOJIHOYb
BBITJISTUT CIIEAYIOIIAM 00pa3om:
THIIBE TJIEAP AJIOHP THWELB
OMOBT MITYUP bICOOb
Kakoe cooO1ieHue ObLI0
3amugpoBaHo?
7. Indp TabnruHON IEPECTAaHOBKH. I'HBEII JITOOA JIPHEB 5
Kirou — INTEJIMKAH TEBHWO PITOTM BYMOP
CooOmenne 3aMHCHIBAJIOCH o | CObIbA
CTOJIOIAM, a CYUTHIBAIOCH IOCTPOYHO
Mudporekcr - T['HBEIl JITOOA
JPHEB TEBUO PIIOTM BUMOP
CObIbA
Pacmmmdpyiire.
8. C wucnons3oBarnmem marundeckoro | [IPUJIETARO 5
KBazgpara Owbuto 3ammdpoBano Hekoe | BOCBbMOI'O




Ne
/11

Tun 3amanus

DopMyIHPOBKA 3aJaAHUS

IIpaBunbHBIM
OTBET

Bpems
BBITIOJTHEHHS
(B MUHYTaX)

10.

16 | 3 | 2 |13
5 |10 |11 ] &
916 | 7|12
4 115114 1
[Mudpotekcr - OUPM EOCIO BTAb

JIrOI1
Pacmmpyiire.

Coobmenne Obu0  3amMpoBaHO
mudpom Lezaps. Kirrou — 2. AndaBut
— pycckuii, 33 OyKBbI

Iudporexct — CPHMPJIPEXIII
Pacmdpyiite

TTIOJIKOBO/IELL

ammpyiite cooO01IeHne c
WCroNb30BaHNeM kBanparta [lomubus.
Tabnuna — 4 cTpoku, 8 CTONOIOB
Kirou — banaepons

Andasut — pycckuii, 6e3 6ykssl E
OTKpBITHIN TEKCT -
BBUIETAEMIIATOTIO.
udporeker - ?

[IJIK3bIB3YLLIJIBIMICIA

[TonHBIM KOMIUIEKT OIIEHOYHBIX MaTepUajoB MO AUCHMILIMHE (MOIyJ0) (POHJ OLEHOYHBIX
CPEACTB) XpaHWUTCA B JJIEKTPOHHOM BHJE Ha Kadenpe, yTBep)KIarolled padouyyr IMporpammy
JUCLUIUIMHBI (MOAYINA), U B LIeHTpe MOHMTOpUHTA U ayIuTa KauyecTBa O0yUeHHS.

7.4. MeToanueckue MaTepuaJibl, ONpeaesiionme nNpoueaypbl OeHUBAHNUS Pe3yJbTaTOB
00yueHusi Mo TUCHUILINHE (MOIYJIIO)

OK3aMCHCE. I/ICXOIUI M3 MOJYUUBHICTOCA PE3YyJIbTaTa BEICTABJIACTCA UTOrOBAA OLICHKA:

BaJ'IJ'IH, MOJIYYCHHBIC B TCUCHUC CCMECTpa, CYMMHPYIOTCA C 68.J'IJ'IaMI/I, MOJIYUYCHHBIMU Ha

e (-59 GannoB — 2, «<HEYAOBIETBOPUTEIHHO
e 60-74 6amnoB — 3, «yJIOBIETBOPUTEIIHHOY
e 75-89 GamnoB — 4, «XOpoIIO»

e 90-100 6amwioB — 5, KOTIIMYHOY

Tabauna 10 — TexHosiornyeckasi KApTa peMTUHrOBbIX 0AJU10B N0 JUCUHUILIIMHE (MOIYJII0) B
KAaXKJA0M ceMecTpe

KonuuectBo MakcumanbHOE Cpox
Ne KonTponupyemsie .

MEPOTIPUSATHIA KOJINYECTBO npeJICTaBIe
n/n MEPOTIPUATHS

/ 6anbl 0aoB HUSA
OcHoBHoI1 0J10K

1. | Buinoanenue nabopamopmoii pabomoi 9/4 36 ITo
2. | Bvinonnenue KOHmMpoabHOU pabomol 2/1 2 pacmucanu
3. | Tecm 2/1 2 10
Bcero 40 -




No KoHTpomHpyeMbIe KOHI/I‘-IGCTBOU MaxkcumanbHoe Cpok
w MepONpHATHS MEPOTIPHUATHIA KOJIMYECTBO peICTaBIC
/ Garsl OasoB HUS
BJok 6onycos
4. | [locewenue 3auamuii be3 nponycxkos 1 3
5. | Ceoespemennoe vlnonnenue 6cex 1 3
3a0aHull
6. | Akmusnocms cmyodenma Ha 3aHAMUU 1 4
Bcero 10 -
JlonoJtHUTENIbHBIH 0JI0K
7. | Oxzamen ‘ 50
Bcero 50 -
UTOoro 100 -
Tadauua 11 — Cucrema mrpadoB (17151 OTHOTO 3aHATHSA)
[Tokazarens bamn
Ono3zoaHnue na 3auamue -1
Hapywenue yuebnoii oucyuniunvl -1
Hezomosnocmu k 3ansmuio -2
Iponyck 3anamus 6e3 y8ajdcumenbHOU NPUYUHDL -2

Tadauuna 12 — [llkana nepeBoga pedTHHIOBBIX 0AJ1JI0B B HTOTOBYIO OLIEHKY 32 CeMeCTp
10 AUCUMILIMHE (MOIYJII0)

Cymma OamioB Onenka 1o 4-0ayuIbHOM 1IKaJe
90-100 5 (oTIM4YHO)
85-89
75-84 4 (xoporio)
70-74
65-69 3 (YAOBIETBOPUTEIIBHO)
60-64
Huxe 60 2 (HEeyIOBJIETBOPUTEIHHO)

[Tpu peanuzanuu JUCHUILTUHBL (MOJYJIs1) B 3aBUCUMOCTH OT YPOBHS IOATOTOBIEHHOCTH
00yyaroluxcst MOT'yT ObITh HCIIOJIb30BaHbl HHbIE (POPMBI, METO/IbI KOHTPOJIS M OLIEHOYHBIE CPE/ICTBA,
HCXO0J1sl U3 KOHKPETHON CUTYallHH.

8. YAEBHO-METOJUYECKOE U HTH®OOPMAILIMOHHOE OBECHEYEHHUE
JUCHMILIMHBI (MOLYJIS)

8.1. OcHoBHas UTEpaTypa

1. Kpunrorpaduueckue MeTo bl 3ainThl HHGOpManuu: YdyeOHoe nocodue s By30B /
Ps6xo b.5., ®uonoB A.H. - 2-e uznanue, crepeorurn. - M. : I'opsiuas munus - Tenexom, 2012. - URL:
http://www.studentlibrary.ru/book/ISBN9785991202862.html (9BC «KoHCYIbTaHT CTyACHTaY).

2. Kpunrorpaduueckue MeTo sl 3amuThl HHGopManuu / ABepueHkos B.U. - M. :
®JIMHTA, 2017. - URL: http://www.studentlibrary.ru/book/ISBN9785976529472.html (9BC

«KoHCyNnbTaHT CTyAEHTa»).



http://www.studentlibrary.ru/book/ISBN9785991202862.html
http://www.studentlibrary.ru/book/ISBN9785976529472.html

3. Kpunrorpadus u 6e3onacaocts B Texnonoruu .NET / I1. Topcreiincon, I'. A. Tanemr ;
nep. ¢ aHri. - 3-e¢ u3a. (31.). - M. : BUHOM, 2015. - (Ilporpammucty). - URL:
http://www.studentlibrary.ru/book/ISBN9785996329526.html (OBC «KoHCY/IbTaHT CTyICHTaY).

4, Kpunrorpaduueckue meroapl 3amuthl nHGopmanun. [ludpsr: yaebHnoe mocodue /
Koros 0.A. - HoBocubupck : U3n-so HI'TVY, 2016. - URL:
http://www.studentlibrary.ru/book/ISBN9785778229594.html (OBC «KoOHCYIbTaHT CTYyACHTaY).

S. OcHOBBI COBpeMEHHOM kpunrorpaduu u creranorpaduu / Psoxo b.5., ®uonos A.H. -
2-¢ u3a. - M. : T'opsiuas nmunus - Tenekom, 2013. - URL:
http://www.studentlibrary.ru/book/ISBN9785991203500.html (OBC «KoHCY/IbTaHT CTYACHTaY).

6. Cucremsl 6;10uHOTO MIH(pPOBaHKS: yued. mocodue no kypey "Kpunrorpaduueckue
MeToab! 3amuThl nHGopmanuu" / A. E. XKykos. - M. : UzpatensctBo MI'TY um. H. D. baymana,
2013." - URL.: http://www.studentlibrary.ru/book/ISBN9785703837535.html (3bC «KoncynbTant
CTYJICHTa»).

8.2. lonmosiHuTEIbHAS JIUTEPATYypPa

1. [IpakTryeckast KpunTorpadus: aarOpUTMBI K UX IPOTPaMMUPOBaHUE / ATPaHOBCKUN
A.B., Xanu P.A. - M. : COJIOH-TIPECC, 2009. - URL:
http://www.studentlibrary.ru/book/ISBN5980030026.html (9BC «KoHCynbTaHT CTyaeHTa).

2. Komnsrotepnas 6e3onacHocts. Kpunrorpaguueckue meros! 3amutsl / I[lerpos A.A.
- M. : IMK IIpecc, 2008. - URL: http://www.studentlibrary.ru/book/ISBN5898180648.html (95C
«KOHCYIBTAaHT CTyIEHTa»).

8.3. UnTepHeT-pecypchl, HE0OX0AMMBIE 1JIs1 OCBOCHHS U CHUIIIMHBI (MOYJIA)

1. JieKTpOoHHO-OnOnoTreynass  cucrema (OBC) 00O  «Iloaurexpecype»
«Koncynbrant crymenta». MHoronpoduibHbelii  oOpa3zoBaTenbHbl  pecypc  «KOHCYnbTaHT
CTYJECHTa» SBIJISIETCS 3JEKTPOHHON OMOIMOTEYHON CHUCTEMOM, PENOCTaBISAIONIEH JOCTY Yepe3 CEeTh
WuTepHeT k yueOHOM TuTeparype U JOMOJHUTEIbHBIM MaTepraiaM, MpUOOPETEHHBIM Ha OCHOBAaHUM
MpsIMBIX JIOTOBOPOB ¢ IpaBooOnanarensmu. Karangor B HacTosiee BpeMs colepkuT okoio 15000
HauMeHoBaHMI. Www.sStudentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI (MOY JIA)

Jlns  mpoBeAeHUs JICKIMOHHBIX 3aHATHH HEO0OXOoJuMa MYyJbTUMeIuiHas ayauTopus,
OCHAIIIEHHAs] KOMIIBIOTEPHON NIPE3EHTAlMOHHON TEXHUKOM.

Pabouas nporpamma IUCHUIUIMHBI (MOAYIIS) TPH HEOOXOAUMOCTH MOXKET OBIThH a/laliTUPOBaHa
U1 00y4deHus (B TOM YHCIie C IPUMEHEHUEM JUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOIOTHI) JIHI] C
OTPaHUYEHHBIMA BO3MOXKHOCTSIMH  3710POBbsl, MHBaIMAOB. J[li1s a3Toro TpeOyeTcst 3asBieHHE
o0yyaroIuXxcsl, SIBISIFOIMIUXCS JUIAMH C OTPAHUYEHHBIMHA BO3MOYKHOCTSMHU 370POBbsI, HHBAJINAMHU,
WJIM UX 3aKOHHBIX MPEACTaBUTENIEH U pEKOMEHAALINHU TICUX0JIOT0-MeINKO-TIeIarOTHYeCKOH KOMUCCHH.
Jlis MHBAJIWJOB cojlepikaHue pabodel mporpamMmbl JHUCHUIUIMHBI (MOIYJISI) MOXKET OIpeneisThCs
TaKe B COOTBETCTBUH C MHAWBUIYAIBHOM MpOrpaMMoii peaObuiuTanuy nHBaNuAa (py HaJTM4um).
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