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1. IEJIM ¥ 3AJJAYN OCBOEHUS JUCIHATIIAHBI (MOYJIST)

1.1. Heabro wu3ydeHuss AUCHUIUIHHBI «OCHOBBI MH(OPMAIIMOHHONW OE30MAaCHOCTHY SIBIISETCS
dbopMUpOBaHHE Yy CTYACHTOB HEOOXOIUMOTO O0bheMa 3HAHWH WICHHBIX W KOHICITYaIbHBIX
OCHOB HMH(OPMAaLMOHHOW O€30MaCHOCTH, OCHOBHBIX IIOJIOKEHHUH, MOJIXOJ0B M METOJOB €€
oOecrieueHrsi, TOHUMAaHUs TOTO, YTO WH(POPMAIMOHHAS OE30MACHOCTH SIBJISICTCS Ba)KHEHIIEH
4acThlo oOecreueHus: 6e30MacHOCTH FOCy1apCTBa, MPEANPUATHS, TPAKIaHUHA.
1.2. 3amayaMy JUCHUATIIAHEI SABISIOTCS:
— JlaTh 3HaHHSA OCHOB KOMIUIEKCHOW CUCTEMBI 3alIUTHI HH(POPMAIIH;
— JlaTh 3HaHUS OCHOB OPTaHU3aIMOHHO-TIPABOBOTO O0ECIICUEHUS 3aUThl HHPOPMAIUH.
— @opMHUpOBaHHE OCHOBBI JIA JAJBHEHIIET0 CaMOCTOSITEJILHOTO H3y4Y€HHS BOIPOCOB
o0ecrieyeHns KOMIBIOTEPHON 1 HH(POPMAIIMOHHOH 0€301acHOCTH
Takum oOpazom, aucruumHa "OCHOBBI WH()OPMAIMOHHOW O€30MacHOCTH" SIBIISETCS
HEOTHEMJIEMON COCTAaBHOM 4YacThl0 MPO(PECCHOHAIBHON TMOJATOTOBKH IO HAIPaBICHUIO
noarotoBku 10.03.01 «Mudpopmarmonnas 6e30macHOCTh». BMmecTe ¢ ApyruMu IUCIUATIIMHAMUA
[UKJIA TPOGECCHOHANBHBIX TUCIUIUIMH U3YYCHHUE JTaHHOW JUCIHUILTUHBI TPU3BAHO POPMHUPOBATH
CIEIMAlIMCTa, U B YaCTHOCTH, BBIpa0aThIBaTh y HErO TaKUE KayecTBa, KaK:
® CTPOTOCTb B CYXKICHUSX;
® TBOPYECKOE MBIIILJICHUE;
® OpPraHM30BaHHOCTH U PAbOTOCTIOCOOHOCT;
® IUCIUIUIMHAPOBAHHOCTH;
® CaMOCTOSITEIBHOCTh U OTBETCTBEHHOCTb.
bakanaBp, u3yuuB nucuuruinHy «OCHOBBI MH(GOPMAIMOHHONW O€30MacHOCTH», MOXKET
OBITH TOTOB K CIEAYIOIIEMY BHUIY MNPOPECCHOHATBHOM JEATEILHOCTH M JOJDKEH pellaTh
cienyomue npodeccuoHalbHbIe 3a/1a4H:
9IKCNEPUMEHMATIbHO-UCCIEO008AMENbCKASI 0eAMeNbHOCb!
cOop, M3ydyeHHEe HAyYHO-TEXHUYECKOW WH(OpMAIlMU, OTEUECTBEHHOTO U 3apyOeKHOTO
OTIBITA 110 TEMATUKE UCCIICIOBAHUS;
OP2aHU3AYUOHHO-YNPABIEHYECKAsl 0esIMelbHOCb.!
u3ydyeHrue 1 o0OOLIeHHE OIbITa pabOThl APYTUX YUPEKIACHUH, OpraHu3alii U IpeanpusITuid B
o0nactu MoBbIIeHUS 3PPEKTUBHOCTU 3aIIUTH HHPOPMAIIUU U COXPAHEHUSI TOCYJapCTBEHHOMN U
JIPYrUX BUJOB TAMHBI.

2. MECTO JUCIIMIIJIMHBI (MOAYJIsAA) B CTPYKTYPE OIIOII

2.1. JIucummmmHa «OcHOBBI WHpOpMAIMoHHON Oe3omacHocTH» bl.b.14 BXomuT B
oOsi3aTenbHyI0 (0a30Byl0) 4YacTh y4yeOHOro miuaHa HampasieHus moarotoBku 10.03.01
«Mudpopmanmonnas Oe3onmacHocTh» 2021 roga Habopa W OTHOCHUTCS K 0a30BOM YacTH.
JucuumnirHa uzyyaercs B 2 ceMecTpe, o01mas TpyAoeMKocTh qucuuiiniel — 4 3E, 144 yaca,
uTOroBasi popma KOHTpOJIS — qud.3a4er.

2.2. JInst u3yyeHus JaHHOW y4eOHOM MUCHMIUIMHBI (MOAYJIS) HEOOXOAUMBI CIeAyroIue
3HAHUS, YMEHHsI, HAaBBIKK W (WJIM) OTBIT JESTENbHOCTH, (GOpPMHUpYEMbIE TPEIIIECTBYIOIUMHU
JUCLUTUTMHAMMU:

Marematuka
Nudopmaruxka.
OCHOBBI NPOrpaMMHPOBAHHS.
MatemaTuueckre OCHOBBI 3alllUThl UH(POPMALIUH.
e BgeleHNE B MHXKEHEPHYIO NEATEIbHOCTD.

3HaHMS: OCHOBHBIX MOHATHH HMH(OPMATUKU, CTPYKTYPhl CHUCTEM JOKYMEHTALMOHHOIO
o0ecrieyeHHs, METOAOB 3alIUThl HMH(MOpPMAIMU, S3BIKOB MPOrPaMMUPOBAHUS, OCHOB
anropuTMu3anum, apxutekTypbl 9BM u ycrpoiicta 1K, mpeacrasnenns ganasix B OBM..



VYMeHus: HUCHoJb30BaTh IPOrpPaMMHBIE M alllapaTHbIE CPEACTBA IEPCOHAIBHOTO
KOMIbIOTEpa, TporpammupoBatb Ha C++ u C#, aJqropuTMH3UpOBATH W MPOrPaMMHUPOBATH
NOPSJIOK PELIEHUs 3a/1a4 110 OLEHKE U MCCIIEA0BaHNI0 YPOBHEN 3aIUIEHHOCTH KOMIIBIOTEPHBIX
CHUCTEM.

HaBpiku ¥ (WJIM) ONBIT AEATEIBHOCTH: HABBIKH IOMCKa MH(OPMAIMH B TII00AIHHOMN
uHpopMalnoHHONH cetu WHTepHeT U paboThl ¢ OQUCHBIMU NPUIOKCHUSIMH (TEKCTOBBIMU
IIPOLIECCOpPaMH, 3JEKTPOHHBIMM TaOJIMLAMHU, CPEACTBAMM IOATOTOBKHM IPE3EHTALIMOHHBIX
marepuanioB, CYBJ[ u T.m.): HaBbIKM pa3paOOTKU MPHIOKEHUN, HABBIKM HWHXXEHEPHO-
TEXHUYECKOH 3amuThl HWH(OpMAIMM, NPAKTUYECKUE HAaBBIKM 00paboTKM uHpOpManuU C
UCIOJIb30BaHNEM HH(GOPMAIIMOHHBIX TEXHOJOTMH W CPEICTB BBIUMUCIUTEIBLHON TEXHHKU MpU
peneHnH MpoeCCUOHATBHBIX 33/1ad.

2.3.HaBbIku, IPHOOPETEHHBIE CTYIEHTAMH P OCBOCHUH TaHHOM TUCIUILINHBL, TOMOTYT

CTyJeHTaM 0oJiee KaYECTBEHHO OCBOUTH CIIEAYIOIINE AUCIUITIINHBL:

1. TIporpamMMHO-anmapaTHbIE CPEICTBA 3AINUTHI HH)OPMALIUH.

2. Kpunrorpaduueckue METOIbI 3aIIUTH HHPOPMALIUH.

3. OpraHuzanroHHOE ¥ IPaBOBOE oOecreueHne NHGpopManoHHON 0€30MacHOCTH.
4. YmupapneHue HHPOPMALMOHHON OE30MaCHOCTHIO.

3. KOMIIETEHIIMY OBYYAIOIIETOCSI, ®OPMUPYEMBIE B
PE3VJBTATE OCBOEHUS JUCIHUATLIVHBI (MOIYJIS)

[Iponecc n3yyeHus QUCIUIUIMHBI HATIPABJICH Ha (POPMUPOBAHHE HIIEMEHTOB CIEAYIOIINX
komrereHuuii B coorserctBuu ¢ ®I'OC BO u OIIOII BO no nanHoMy HanpaBJIeHUIO
MOATOTOBKHU (CHEIUATBEHOCTH):

a) oobmenpodeccuonanbubx (OIIK): OIIK 1 — ciocoGeH oneHUBaTh poib UH(DOPMALINH,
MH(POPMALMOHHBIX TEXHOJIOTUN ¥ WH(POPMAIIMOHHON 0€301MacHOCTH B COBPEMEHHOM OOIIECTBE,
UX 3HaueHue Hns oOecrieueHuss OOBEKTUBHBIX MOTPEOHOCTEH JUYHOCTH, OOIIeCTBA H
rocynapctBa; OIIK 5 — crioco6eH nmpUMeHsSITh HOPMATHBHBIE MIPABOBHIE AKThl, HOPMAaTHUBHBIE U
METOAMYECKHE JOKYMEHTHI, perjaMeHTUPYIOIIUE JeATeNbHOCTh IO 3alluTe HH(POpPMAalUu B
chepe mpodeccumonanpHOr  gestensHocTH,; OIIK 6 — cmocobeH Tipu  pelieHun
npodecCHOHATBHBIX 33aJjauy OPraHU30BBIBATH 3aIUTY MH(OPMAIMM OrpaHUYEHHOTO JIOCTyIa B
COOTBETCTBUU C HOPMATHUBHBIMHU TPAaBOBBIMU aKTaMH, HOPMATUBHBIMH M METOJAMYECKUMU
nokymentamu ®PenepanbHoi cimyxObl 6e3omacHoctn Poccuiickoit deneparu, denepanbHoit
CITY>OBI TIO TEXHUYECKOMY U 3KcropTHOMY KoHTpousto; OIIK 2.3 — crocoGen pa3pabarbiBath,
BHE/IPATh M CONMPOBOXKJIATh KOMIUJIEKC MEp M0 00eCleyeHnI0 0e30MacHOCTH 00bEKTa 3alIUTHI C
IPUMEHEHHEM JIOKAJIbHBIX HOPMATUBHBIX aKTOB U CTaH/IapTOB MH(OPMALIMOHHON OE€30MaCHOCTH;

Ta6auna 1. lekoMno3nuus pe3yabTaToB 00yUeHust

Kon [1nanupyemsble pe3ysibTaThl OCBOCHUS TUCIMILIUHBI (MOTYJIs)
KOMIETCHIINA 3nars (1) Ymers (2) Bnazgets (3)
OIlK-1 OIIK-1.1. 3mate: ponsb | OIIK-1.2. Vwmets: | OIIK-1.3. Bnanerb HaBBIKAMH
uHdopmMauu B | IPUMECHSTH HCTIOJIE30BAHUS
COBPEMEHHOM  O0IecTBe, | HHPOPMAIOHHBIE WH(POPMAIIMOHHBIX
OCHOBBI HMH(OPMAIMOHHBIX | TEXHOJOTHH W OCHOBBHI | TEXHOJOTHH u OCHOB
TEXHOJOT Ui n | “HGOPMAIMOHHOH MHPOPMAMOHHON
MH(POPMATMOHHON 6e3omacHoCTH Uil | 0e301macHOCTH JUISt
6€30IacHOCTH. obecriedeHnst OOBEKTHBHBIX | oOecrieyeHus  OOBEKTHBHBIX
noTpeOHOCTeH  JTMYHOCTH, | MOTpeOHOCTEH JIMYHOCTH,
o0I1IecTBa ¥ ToCy1apcTBa. oO11ecTBa M rocyapcTBa.
OIlIK-5 OIIK-5.1. 3nath: ocHoBHbIe | OITK-5.2. VYwmerts: | OIIK-5.3. Bnagers: HaBbIKaMu
HOpPMAaTHUBHBIC  IPAaBOBBIE | MIPUMEHATh HOPMATHUBHBIE | pabOTBHI C HOPMATHBHBIMH
aKThl, HOPMATHBHBIE U | TIPABOBBIC aKThl, | IPABOBBIMHU AKTAMH,




METOAMYECKHE JOKYMEHTHI,
perylaMeHTHPYIOLIHe
JEATeNIbHOCTh 10  3aluTe
HHpOpMAIUH.

HOpMaTHBHBIC u
METOJMYECKHE NOKYMEHTHI,
peTIaMEHTHPYIOLIHE

JESITENbHOCT TI0  3aIIUTE

HOPMaTHBHBIMH U
METOIUYECKUMH JOKYMEHTaMH,
perIaMEHTHPYIOIUMHA
JIESATEIBHOCTB T10 3aIINUTE

00BEKTa 3alIUThI

nHpopmanmu B chepe | uHPOpMAaIH B chepe
npodeccrnoHambHOM npodecCHOHATBHOM
JESITENIbHOCTH. JIeSITEIbHOCTH.

OIIK-6 OIIK-6.1. 3nath: ocHOBHBEIC | OITK-6.2. VYwmets: | OIIK-6.3. BrnaneTs: HaBbIKaMH
HOpPMAaTUBHBIE MIPaBOBbIC | OPTaHU30BHIBATh  3aIUUTY | pabOTBl C  HOPMAaTHBHBIMHU
aKThl, = HOpPMaTHBHBIE W | MH(OpMAIMH IIPaBOBBIMU aKTaMy,
METOAUYECKHE JOKYMEHTHI | OTPAaHUYEHHOTO JOCTyNa B | HOPMaTUBHBIMU u
DenepanbHOl CITy’KOBI | COOTBETCTBUH C | METOOUYECKUMH TOKyMEHTaMHU
6e3omacHoctu  Poccuiickoit | HopMaTHUBHBIMU IIpaBoBbIMU | DenepanbHON CITyKOBI
Oeneparuy, dDenepanbHON | aKTaMU, HOPMATHBHBIMH M | 0€30MacHOCTH Poccuiickoii
CITY>KOBI TI0 TEXHUYECKOMY U | METOIMYECKUMHU Denepanum, DenepanbHOU
SKCIMOPTHOMY KOHTPOIIIO. JOKyMEHTaMU CIIy’)KOBI TI0 TEXHHYECKOMY H

®denepanbHOR CIIy>KOBI | SKCIIOPTHOMY KOHTPOJIO.
6e3onmacHoctn Poccuiickoit
Oenepauun, DenepanbHoil
CITy’KObI IO TEXHHYECKOMY
U HKCIIOPTHOMY KOHTPOIJIIO.

OIIK-2.3 OIIK-2.3.1. 3nate: | OIIK-2.3.2. VYwmers: | OIIK-2.3.3. Bnanets:
JIOKaJIbHBIC HOpPMAaTUBHBIC pa3paGaTI>IBaTI), BHCIAPATH U METOJaMU oOecrieueHus
AKTHI, CTaHJApPTHl | CONMPOBOXKAATH  KOMIUIEKC | O6e30macHOCTH o0beKTa
nH(OpMaLMOHHO Mep O  OOECIEYEHHIO | 3aIlIHTHI
0e30MacHOCTH W Mephl 10 | Oe30macHOCTU obbekTa
obecrieueHNI0 OE30MacCHOCTH | 3AIUTHI

4. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI «OCHOBBI
UH®OPMAILIMOHHON BE3OINACHOCTM»

O6bveM muctmrumabl (Momyiist) 3 3.e., 108 wacos, 36 4acoB BbIFECIIEHO HA KOHTAKTHYIO
paboty oOyuwaroumuxcs c mpernogaBarteneM (u3 Hux 18 wacoB — nekmum, 18 wacoB —
nabopaTopHbIe paboThI), 72 4aCOB — HA CAMOCTOSITEIHHYIO pad0Ty 00yUYarOIIUXCSl.

Tabanna 2. CTpyKkTypa u coaep:kaHue TUCHUILVINHBI (MOLYJIst)

KonrakTHas DOpMBI TEKYILETO
CaMocTosT.
pabota KOHTPOJIS
3 pabota
& | (B yacax) yCIIEBAEMOCTH (1O
Ne | HaumeHoBanue %é HeOelaM cemecmpa)
n/m | pazgena (TeMbl) g dopma
o, .
5 = | JI n3 |JIp | KP | CP MIPOMEKYTOUHOM
gl g aTTeCTALNH (10
S cemecmpam)
1 Beenenue B 2 11,2 |2 2 9 Omnpoc o Teme.
JTUCLUTUTUHY BXOJIHOE
TECTHPOBAHUE,
nabopaTopHas
pabora 1
2 Yrpo3sl 3-5 |3 3 9 Omnpoc no Teme.
nH(pOpMaLOHHON nabopatopHast
6e3omacHoCcTH. Mephl pabora 2
3aIIHTHI
3 Kanans! yreukn 6,7 |2 2 9 Omnpoc no Teme.
uHpopmanuu. Moenb KOHTpOJIbHast paboTa
HapyIIUTEISA 1




4 Cucrema 8-10 | 3 3 9 Ompoc 1o Teme.
0e301acHOCTH nabopaTopHas
pabora 3
5 [Toctpoenue 11,1 |2 2 9 Omnpoc o Teme.
3aIIUIIEHHBIX 2 nmabopaTopHas
YKOHOMUYECKUX pabota 4
CHCTEM
6 3anuneHHbIe 13- |2 3 9 Omnpoc no Teme.
KOMIThIOTEPHBIC 15 nabopaTopHas
CUCTEMBI pabora 5
7 OCHOBBEI 16,1 | 2 2 9 Ompoc 1o Teme.
Kpunrorpaduu 7 nabopaTopHas
pabora 6
8 Ob6ecneuenune Ub nHa 18 2 1 9 Omnpoc no Teme.
YPOBHE TOCYJapCcTBa KOHTpOJIbHast paboTa
2, UTOrOBOE
TECTHPOBAHUE
HUTOIo 144 | 18 18 12 aug. 3auer

YcnoBHbIe 0003HAYCHUS:

JI — 3ansatusa nexkumoHHoro tuma; [13 — mpaktudeckue 3ansTtusi, JIP — mabGopaTopHbie
paboThI;
KP — xypcoBas pabora; CP — camocTositensHast paboTa 1o OTAEIbHBIM TEMaM

Tab6auna 3. MaTpuina cooTHeceHHsI TeM/pa3/iesioB
Y4eOHOI TUCIUNJIHMHBI/MOAYJIs1 U (OPMHUPYEMBbIX B HUX KOMIIeTEH M

Komnemenyuu (ykazviearomes 2
KoMnemeHyuu nepeyucientvle 6 n.3) | oouee
Temu, Kon- Koauvecm
pazoenvl 80 60
OUCYUNTUHDBL yacog Komneme
HYuUl
OIIK1 |OIIKS | OIIK6 | OIIK 2.3
BBeznenue B AUCHUILUIMHY 13 + + + 3
Yrpo3bl uHpOpMaLIMOHHON 15 + + + 4
6e30macHOCTH. Mephbl 3alUThI
Kanans! yreuku nunpopmanuu. 13 + + + 4
Mojenp HapyHIHTeNs
Cucrema 6€3011aCHOCTH 15 + + + 3
[TocTpoeHne 3alUIIEHHBIX 13 + + 4
HYKOHOMHUYECKUX CHCTEM
3aluIIeHHbIE KOMITbIOTEPHBIE 14 + + 4
CHCTEMBI
OCHOBBI KpuUNTOrpapun 13 + + 3
Obecneuenune Ub Ha ypoBHE 12 + 3
rocyaapcTna
NTOT'O 108

ConepxaHue IMCUMILTHHBI

BBenenue B 1M CHUIUINHY




OcCHOBHBIE ~ TIOJIOXKEHHMS TEOpHUH HHGOPMAIMOHHOM  Oe3omacHOCTH: HWHpOpMaLus U
nH(pOpMaAIMOHHBIE OTHOIIEHUS; CyOBEKTH MH(POPMAIIMOHHBIX OTHOIIEHUHN, WX 0€30MacCHOCTb.
Tpu Buga Bo3moxubix HapymeHuii MC. Omnpenenenue TpeOoBaHM K 3alIMIICHHOCTH
undopmarnuu. 'OCT 34.003-90 «Mudbopmarmonnas texHosorus. Komruiekc cTtaHaapToB Ha
aBTOMAaTH3UpOBaHHble  cucTembl. Tepmuubl u  ompexenenusi». [OCT — 34.201-89
«Uudopmanmonnas texnonorus. Kommekc cTaHIapTOoB Ha aBTOMATU3HMPOBAHHBIE CHUCTEMBI.
Buapl, KOMIJIEKTHOCTP M O0O3HAYCHHE TOKYMEHTOB IPH CO3JaHUU ABTOMATH3UPOBAHHBIX
cuctem». ['OCT 34.601-90 «Wudopmanmonnas texHosorus. KomIieke craHaapToB Ha
aBTOMATHU3UPOBAaHHBIE cUCTEMBbl. ABTOMaTu3upoBaHHble cucTembl. Craguu co3zganus». ['OCT
34.602-89 «MudpopmanronHas TexHoJiorus. KoMmruiekc craHaapTOB Ha aBTOMAaTH3MPOBAHHBIC
cuctembl. TexHUUECKOe 3aJaHie Ha CO31aHNE aBTOMATU3UPOBAHHOU CUCTEMBI».

Yrpo3sl uHpopManoHHOMH Oe3onacHOcTH. Mepbl 3alUThI

[Tonsitue yrpossl. 3amuta. Knaccudukanus yrpo3 U Mep 3amuThl “HPopMauu. TakCOHOMUS
HapymeHnid Ub BEIYUCINTENbHON CUCTEMBI U IPUYHHBI, 00yCIaBIMBAIOIINE UX CYIIECTBOBAHHUE.
CoctaB W coJepKaHHE CPEICTB 3aIIUThl, 00beKTh W 37eMeHThl 3amuThl. [OCT 34.603-92
«npopmanmonHast Texnosnorusi. Buasl ucneiTanuii apromaruzupoBanubix cuctem». [OCT P
50922-2006 «3amura nndpopmanuu. OcHoBHBIE TepMHHBI U omperneneHus». 'OCT P 51275-
2006 «3ammra uHpopMamuu. OOBeKT wuHpopMartH3auuu. DakTOPHI, BO3IACHCTBYIOIIME HA
uHpopmanuro. O6mme nomoxxkerus». 'OCT P 51583-2000 «3amura napopmanmu. ITopsmok
CO3/1aHMsI aBTOMATU3UPOBAHHBIX CUCTEM B 3aILUIICHHOM UCHOIHEHUH. OO0IIKE TOT0KEHUS».

Kanausbl yreuku nnpopmauuu. Moaeib HapylIuTe s

Knaccugukaius kaHaloB IPOHUKHOBEHUs B cucTeMy M yTeuku MHpopMmanuu. Hedopmanbhas
mognens Hapymmrtens B AC. Buabl NPOTHBHHKOB WM «HAPYLIMTENEH». AHAIN3 CIIOCOOOB
Hapymenuid Ub. Tlonarus o Bumax BupycoB. ['OCT P 51624-2000 «3amwura undopmanuu.
ABTOMaTU3UPOBAHHBIE CUCTEMbI B 3allMIEHHOM HcnoiaHeHuu. O0mue tpedosanus». ['OCT P
NCO/MDK 27002-2012 «MudopmarimonHas TexHOJIOTHSA. MeTOoabl U CpeACcTBa OOecreyeHuUs
6e3omacHocTi. CBOJI HOPM U IPaBUJI MEHEIKMEHTa HHPopMalmoHHoi 0e3onacHocTtu». I'OCT P
NCO/M3K 29100-2013 «MHudpopmannoHHas TexHONOTUs. MeToabl U cpelacTBa oOecredeHus
6e3omacHoctr. OcHOBBI obOecrieuenuss mpuBatHocth». ISO/IEC 27000:2009 — CVYUb:
OIpPEEIIEHUSI U OCHOBHBIE IPUHIIMIIBI.

Cucrema 0e3onacHoCTH

3amaun  cucteMbl Oe3omacHOCTH. Mepsl TPOTUBOJNEUCTBHS  Yrpo3aM  0O€30MacHOCTH.
Knaccugukanus mep. OCHOBHble HOPMATHUBHBIE PYKOBOJSIIME JIOKYMEHTBHI, KacaroIluecs
rOCy/1apCTBEHHOW TailHbl, HOPMATHBHO-CIPAaBOYHbIE JIOKYMEHTbl. (OCHOBHBIE MEXAaHU3MBbI
3aumtel AC. Moaenu Oe3zomacHocty u ux npumenenue. ISO/IEC 27001:2005 u T'OCT P
NCO/M3K 27001-2006 — tpedoBanus k CYUB ISO/IEC 27002:2005 u TOCT P UCO/MBK
17799-2005 — npakruueckue npasuia ynpasienus Ub. ISO/IEC 27003:2010 — pykoBoACTBO 110
Baenpernto CYUB. ISO/IEC 27004:2009 u 'OCT P MCO/MBK 27004-2011 — omenka
¢ynkunonuposanus CYUB.

IMocTpoeHue 3alMIEHHBIX IKOHOMUYECKHX CHCTEM

OCHOBHBIE T€XHOJIOTUU TTocTpoeHus 3amuieHHbix DMC. Mecto b 3KOHOMUYECKHX CHCTEM B
HalMoHalbHOU Oe3omacHocTH cTpanbl. Konnenuus Mb. OcobenHocT paboThl ¢ MepcoHaioM,
BIIAJCIONUM KOH(MUICHIHATbHON wHpOpManue. TeXHOJOTMYeCKHe OCHOBBI 00pabOTKH
KoH(puaeHIHanbHbIX qokyMeHToB. ISO/IEC 27005:2011 u T'OCT P UCO/M3BK 27005-2010 —
yrnpasinenue puckamu Kb, ISO/IEC 27006:2011 u T'OCT P HNCO/M3K 27006-2008 —
TpeOOBaHMsI K OpraHaM, OCYIIeCTBIstomuM aymut u ceprudukammo CYUB. ISO/IEC
27007:2011 u ISO/IEC 27008:2011 — pykoBoacta no ayauty CYUb u cpencts ynpasieHus



1B, peanmuzoannbix B CYUB. ISO/IEC 27011:2008 — pykoBoactBo no ympasieruto UMb ms
TEJIEKOMMYHUKAIIMOHHBIX Komnanuii Ha ocHoBe ISO/IEC 27002

3amueHHble KOMIbIOTEPHbIE CHCTEMBbI

Hcnonp30BaHne 3aIIMIICHHBIX KOMIBIOTEPHBIX CHUCTEM. 3allUTa OMNEpPAlMOHHONH CUCTEMbI H
JPYIUX CHCTEMHBIX IPOTPaMMHBIX cpeiacTB. OpraHu3anusi AOCTyNa B JIOKAJIBHBIX CETSX.
ISO/IEC 27013 — pykoBOACTBO 110 MHTETpUPOBAaHHOMY BHeApeHuto ctannapros ISO/IEC 20000
u 27001. ISO/IEC 27014 — undpactpykrypa pykooacrtsa 1Ub. ISO/IEC 27015 — pykoBoacTBO
no ynpasienuto Mb mis ¢unancoseix cepBucos. ISO/IEC 27031:2011 — pykoBOACTBO IO
TOTOBHOCTH WH(OPMAIIMOHHBIX M TEIEKOMMYHHMKAIIMOHHBIX TEXHOJIOTHH Uil oOecredeHus
HENPEPHIBHOCTH OM3HECA.

OcHoBbI KpunTorpagpuu

Mertonbl kpunrorpaduu. Kiaccupukamus mmdpoB mo pasnuuHbiM npusHakam. [ludpsr
nepecranoBku. udpsr 3amensr. [ludper rammupoBanus. Hanexuocts mmdpos. ISO/IEC
27033 — ympasnenue 6e3omacuocTpio ceteit. ISO/IEC 27035:2011 — ynpaBieHue HHIMICHTaAMU
Ub. ISO/IEC 27037 — pykoBOACTBO NO WACHTHU(DUKAIMU, COOPY W/HIM MOJYYCHUIO H
00ECIIEYCHHIO COXPAHHOCTH CBHETEIILCTB, HMPEACTABIEHHBIX B 31eKTpoHHOH (opme. ISO/IEC
13335 — metompl u cpeactBa obecneueHUs 0e30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHH.
ISO/IEC 15408 u ISO/IEC 18045:2008 — oOmme KpUTEPHUH ¢ METOJOJIOTHS OIICHKH
6e3omacHocTr nHGopMaoHHbIX TexHonorui. ISO 19011:2011 u TOCT P UCO 19011-2003 —
PEKOMEH/IAIINY 110 ayIUTy CUCTEM MEHEDKMEHTA

Ooecneuenne Ub Ha ypoBHe rocynapcrsa

MexayHapoaHbIE CTaHIAPTH HHPOpMaIMOHHOTO oOMeHa. b B ycrmoBusx pyHKIMOHUPOBAHUS
B Poccun rnoGansHbix ceteil. Haznauenue u 3amaun B chepe obecrnieuenus 1b Ha ypoBHe
rocynapcta. BS 25999 u I'OCT P 53647 — ynpasnenue HenpepbiBHOCTBIO Ouzneca. CTO BP
NBBC-1.0 — obmue nmosoxeHus B oosiactu ooecrnieuenus b opranuzanuii 6aHKOBCKOW CHCTEMBI
Poccwuiickoit ®eneparnuu. CTO BP UBBC-1.1 — aymut Wb 78. CTO BP UBBC-1.2 — meToanka
orieHkH cootBeTcTBUsI b opranuzanuii 6ankoBckoii cuctemsl Poccuiickoii @eneparmn
tpeboBanusiMm CTO BP UBBC-1.0. Pekomennaruu no cranmapru3auu P 50.1.053-2005.
Hudopmarninonnsie TexHonoruu. OCHOBHBIE TEPMUHBI U ONPEAENICHUS B 00IaCTH TEXHUYECKOM
3amuThl nHopmaruu. (yTB. [Ipukaszom Pocrexperynuposanus ot 06.04.2005 Ne 77-cT).
Pexomenganuu o crangaptuzanuu P 50.1.056-2005. Texauueckas 3amuta HHQOpPMAIIUH.
OcHoBHble TepMUHBI U onpezenenus. (yrB. [Ipukasom Poctexperynuposanus ot 29.12.2005 Ne

479-cT).

5. HEPEYEHb YYEBHO-METOJANYECKOI'O OBECIIEYEHUA
JIJII CAMOCTOSTEJBHOM PABOTHI OBYUAIOHINUXCS

5.1. Yka3aHus no opraHu3aiy 1 IpOBEJCHUIO JIEKIIMOHHBIX, TPAKTUYECKUX (CEMUHAPCKUX )
U 1TaOOPaTOPHBIX 3aHATHUH ¢ IepedyHeM Y4eOHO-MEeTOAMUYECKOTO 00ECTIEYeHUS:

[Ipy TOATOTOBKE K JICKIIMOHHBIM 3aHATHAM HEOOXOIMMO BOCIIOJIB30BATHCA YUEOHO-
METOJMYECKON JuTepatypod u3 1.8 (oCHOBHOW). Jlekiuu HEOOXOAMMO TPOBOIWTH C
UCIIOIb30BaHUEM TMPE3CHTAINH, co3manHbix B Microsoft PowerPont.

[Ipu moaroroBke K Ja0OpPaTOPHBIM 3aHATUAM HEOOXOJMMO BOCIIOJIB30BaThCS y4yeOHO-
METOUYECKON JIUTepaTypoi U3 1.8 (JOMOITHUTETHHOMN).

5.2. Ykazanus ais o0ydaronmxcs Mo OCBOSHHUIO AUCIUTUTHHBI (MOIYITIO)



Bo Bpems camocTosITeIbHON paboThl HEOOXOIMMO BOCIIONB30BAThCA yUeOHO-METONIECKOM
TUTEPaTypoi u3 1.8 (OCHOBHOM), (JIOTTOTHUTENbHON ), THTEpHET-UCTOYHUKAMH.

Tab6anna 4. Coaep:kaHue caMOCTOATEIbHOM padoThl 00yYaOIIMXCS

Howmep
Temvi/6onpocul, biHOCUMbBLE HA Kon-60
paoena Dopmvl pabomul
camocmosamenvbHoe uzydeHue uacos
(memwi)
[TonroroBka k onpocy no teme. [loaroroska 9 Bueayauropnasi,

1. BXOJHOMY TECTUPOBAHHIO. U3y4eHHe yueOHbIX
IToaroroBka otyera o jgabopatopHoi padore 1 oCcoOui
IToaroroska k omnpocy o reme. [loaroroska 9 Bneaynuropnas,

2. oT4eTa 1o J1abopaTopHoit pabote 2 H3ydeHHUE y4eOHBIX

nocoOuit
[TonroroBka k onpocy no teme. [loaroroska k 9 Bueayauropnasi,
3. KOHTPOJIbHOM pabote 1 U3y4eHHe yueOHbIX
ocoouii
IToaroroBka k omnpocy o reme. [loaroroska 9 Bneaynuropnas,
4, oT4era 1o J1abopatopHoi padore 3 U3y4eHUEe y4eOHbIX
ocoouit
[ToaroroBka k onpocy no teme. [loaroroska 9 Bueayauropnasi,
S. oT4eTa 110 J1abopaTtopHoit padote 4 U3y4CHUE yUeOHBIX
ocoowuit
IToaroroBka k omnpocy o reme. [loaroroska 9 Bneaynuropnas,
6. oT4eTa 110 J1abopaTopHoi padote 5 U3y4eHUEe y4eOHbIX
ocoouit
IToaroroBka k omnpocy o reme. [loaroroska 9 Bneaynuropnas,
7. oT4era 1o J1aboparopHoit padore 6 U3y4eHUEe y4eOHbIX
ocoouit
[ToaroroBka k onpocy o teme. [Tonroroska k 9 Bueayauropnasi,

8. KOHTPOJIBHOM padoTe 2. [TonroToBka K U3y4eHHEe y4eOHbIX

UTOTOBOMY TECTHPOBAHHUIO nocoOui

5.3. Buabl u ¢QopMbl NHCbMEHHBIX PpadoT, NPeAYCMOTPEHHBIX IPH OCBOCHUM
AUCHHUILINHBI (MOYJIs1), BHINOJHsIEMbIe 00y4AI0IMMHCS CAMOCTOSATEIbHO

IIpaBuia oopMiieHHs TeKCTa MOSCHUTEILHON 3aNIMCKHU pedepara

Ha tutynbpHOM JHCTE IPONMUCHIBAIOTCS: Ha3BaHUE YHUBEPCUTETA, GaKynbTeTa, KaQeapsl,
Ha3BaHWe JUCHMIUIMHBL, Tembl pedepara, O.M.O. crynenra, Homep rpymmsl, D.JM.0.
npenojaBaTesiss U OCTaBJSETCS MECTO JJIsl IPOCTABJICHUS OLCHKU M MOJNKMCH NpenojaBaTels .
BHu3y numercs ropo ¥ roJl HaMCcaHusl.

TexcroBasi yacTb

Wznoxenue tekcta U opopmieHue paboThl CIEAYeT BBINOJHATE B COOTBETCTBUHU C
TpeOOBAHUSIMHU.

Texcr I13 opopmisiercs Ha oaHOM cTopoHe ucTa popmaTa A4.

OcHoBHOI TekcT HaOupaercst mpudrom Times New Roman 12, ¢ BeIpaBHUBaHUEM 710
wupune, ad3alHBIA OTCTYI JOJDKEH OBITh OJMHAKOBBIM IO BCEMY TEKCTY W paBeH 1,25 cwm,
CTPOKH Pa3ACIAIOTCS NOYMOPHLIM UHMEPBANOM.

[Tons crpanuibl: BepxHee -2,5¢M, HIKHEe — 2,5 cM, jieBoe — 3,5 cm, npasoe — 1,0 cm.

Crpykrypabie aneMmenTsl nosicautenbHor 3anmucku COJEPKAHUE, BBEJIEHUE,
SAKIFOYEHHUE, CIIMCOK UCITOJIb3OBAHHBIX UCTOYHHUKOB, ITPUJIOKEHUE
JTIOJDKHBI HAUMHATHCSI C HOBOTO JIMCTA.




Wx 3aronoBku opOpMIISIFOTCSI npOoRUCHbIMU OyKeéamu, wipugpmom 14 2K, pacnionararorcs
8 cepedune cmpoku 6e3 mouxu 6 kouye. JIONOIHUTENbHBIN uHmMepsan nocie 3arojaoBka - 12 nm.

OCHOBHYIO 4acTh paOOTHI pa3AeisoT Ha pa3Aesibl, MOApa3Aeibl U, IPH HEOOXOAUMOCTH,
Ha MYHKTBHI.

Kaxxapiii pa3aen HeoOX0JMMO HaYMHATH ¢ HOBOTO JTUCTA. Pa3iensl HyMepyroT apaOCKuMu
nudpamMu B mpenenax Bcero tekcra. Ilocie HoMepa u B KOHIIE 3arojIOBKa pasjiela mouka He
cmagumcsi.

Ecnu 3aronoBok coCTOUT U3 IBYX MPEAJIOKEHUN, UX PA3AESAIOT TOUKOU. [lepernocwl cnog
8 3a207106KaX He 0ONYCKAIOMCAL.

3arojoBKu pasneiaoB OGOpPMIISIIOTCS ¢ HponucHou Oykewl, wpugpmom 14 K, c
a63annoro orcrymna 1,25 cm. JloNOIHUTENBHBINA uHmMepsan nocie 3a20106Kka - 6 nm.

(Ecnm 3aronoBok pa3zerna 3aHUMAET JIBe M OOJbIIee YHUCIO CTPOK, TO MHTEPBAT MEXKIY
TUMH CTPOKAMU — HOYIMOPHBIM).

[Tonpaznensl HyMepyrOTCs B ipeesiax Kaxaoro pasaena. Homep nonapaszena cocTouT u3
HOMEpa paszjesia U IOpSAAKOBOrO HOMEpa Iojpaszfelna, pa3felieHHbIX Toukol. [locie Homepa
nojipasziesia TOYKy He CTaBsT.

3aroJOoBKH TOJPA3NIEIOB IEYaTAIOTCS C a03alHOTO OTCTYNa, ¢ HMPORUCHOU OYK6bl
wpugpmom 12 7K, 6¢3 TOUKM B KOHIIE 3ar0JIOBKa.

JIOTIOTTHUTENBHBIN UHmMep6an nepeod 3arojJ0BKOM MOApasena — 6 nm, nocie 3arojoBka - 6
nm.

[IynkTBl HyMepyIOTCS B Mpenenax Kaxaoro mojapasjaena. Homep myHKTa cocToUT U3
HOMEpOB pazjena, Moapasjiena U MyHKTa, pa3[eieHHbIX Toukoi. [locie Homepa MyHKTa TOYKY
HE CTaBAT.

Henb3s nmucath 3aroioBOK B KOHIIE CTPAHMIIBI, €CJIM Ha HEMl HE yMeIIalTcs, Mo KpalHen
Mepe, ABE CTPOKHU TEKCTa, UIYIIETO 3a 3ar0JI0BKOM.

[Tpumep oopmiieHHs 3ar0JI0BKOB TEKCTA:

1 PazpaboTka annapaTHbIX CPeACTB
11
123
13

Hymepanusi myHKTOB IepBOro pasjesa or4era

7

2 TexHHYECKHE XapaAKTePUCTUKH
2.1)
22
2.3}

Hymepanusi myHKTOB BTOPOro pasjesa oTyera

B  moscHUTENBHOM  3amMCKE IIOCIAE€  TUTYJBHOIO  JIMCTA  IIOMEINAETCA  JIUCT
COJAEP/KAHMUE, B KOTOPOM yKa3bIBalOTCS HOMEpa U HAMMEHOBAHUSI pa3/ieoB, MOIpa3esioB U
npuioxenui T/l ¢ ykazaHuEeM HOMEPOB CTPaHULL, T/1€ OHU HAUMHAIOTCH.

Paznenpl, moapasnensl 3amuchIBalOTCS B COJAEPKAHHMM B TOYHOM COOTBETCTBHHM C WX
HalMEHOBAHUSAMU 0€3 COKpAIIEHUN crmpounbimu 6yKeamu Kpome nepeoti NPONUCHOU.

Hepeuncienus

B TekcTe mosCHUTENBHON 3aMCKHU MEePEeYrCIeHUs] TPOU3BOJATCS ¢ a03aIHOTO OTCTYIA,
Ka)K70€ C HOBOU CTPOKU C deghucom.

[Ipumeps! HanMcaHus:

- TeKCT nosicHuTensHoi 3amucku (I13) (c pucyHkamu, TabiuiaMu M T. 10.),

- IPUIIOKECHHS;



- IepeYeHb TEPMHUHOB;
- IEpEYECHb COKPAILICHUI;
- IIEPEYEHD JINTEPATYPHI.

[Ipu HE0OXOAMMOCTH CCHUIKM B TEKCTE OTYETA HA OJUH U3 3JIEMEHTOB NEPEUUCICHUS
BMecTO Jieduca cTaBsTCs CTpOYHbIE OYKBBI B MOPSAKE PYCCKOro adaBura, HaUMHAs ¢ OYKBBI @
(3a ucKIIFOUYeHHEM OYKB 3, U, 0, 4, b, b, b).

Jlnia nanpHelen netanuzaluy nepeurciaeHnii HeoOX0MMO HUCIIONIb30BaTh apadCcKue
U pBI, TOCTIE KOTOPBIX CTAaBUTCS CKOOKA, a 3alMCh IPOU3BOJUTCS ¢ a03aI[HOTO OTCTYNA, KaK
IIOKa3aHo B PUMEpE.

[Ipy HEOOXONMMOCTH JANbHEWINEH JNeTaNM3ali IEePEUMCICHHA HCIOJIb3YIOTCS
apa0ckue nudpsl U CTPOUHBIE OYKBBI PYCCKOTO andaBuTa, ociie KOTOPBIX CTABITCS CKOOKHU:

a)...;
0)...;
1)...;
2)...;
B).

[Tpumeps! HanucaHus:

1) tekct nosicaurenbHoM 3anucku (I13) (¢ pucyHkamu, TaOJIUIIAMH H T. 11.);
2) IPUIIOKEHUS;

3) mepedeHb TEPMHUHOB,

4) nepeueHb COKpAICHUIA;

5) mepedeHb TUTEPATYPHI.

[Ipumeps! HanMcaHus:

a) TekcT nosicaurenbHoi 3anucku (I13) (c pucynkamu, TabiuuamMu M T. 11.);
0) IPHIIOKEHUS;

B) IIepeYeHb TEPMHUHOB;

T') IepeyYeHb COKPAILICHHUI;

1) IepeueHb JIUTEePATypHI.

CokpanieHus cj10B

CoxparieHue CIoB B TEKCTe, KaK NPaBWIIO, HE JOMycKaeTcs. VICKIIoYeHne COCTaBISIIOT
COKpaIlleHHs], OOLIETPUHSATHIE B PYCCKOM SI3BIKE: T. €. (TO €CTh), U T. M. (M TOMY MOAOOHOE), U T.
1. (4 Tak manee), u p. (U Apyrue).

[Tpu HEOOXOAUMOCTH MPUMEHEHUS CIIEU(PUISCKUX TEPMUHOB WM COKPAILEHUI HYXHO
JaTh WX Ppa3bsICHCHWE TMIPU TIEPBOM YIOMHHAHWH. Hampumep «...CO3JaHHE CHCTEM
aBTomatuyeckoro npoektupoBanus (CAIIP)». B mocneayromiemM TekcTe MpUHATHIE COKPAIIEHUS
nunryTest 0e3 CKoOoK.

Dopmy.Jibl

CocTaBHOM 4YacThlO TEKCTAa IMOSICHUTEIBHOM 3amUCKU SABISIIOTCS MaTEeMaTUYECKUE
dbopMysel U cooTHOMIEHUA. DOPMYITBI CO3/IAt0TCS B pelakTope hopmy.
®DopMyIbl pacmoiaralT B CEPeIUHE CTPOKHU U BBIIEISIOT U3 TEKCTa CBOOOTHBIMU CTPOKAMHU.

[Tpumep odopmiieHns pacueTos:
KomnuecTBo HaceneHus B 3aIaHHOM IIYHKTC W IMOJYMHCHHBIX OKPECTHOCTAX C YUCTOM
CpeIHEero MpupocTa HaceleHus onpezaensercs mo hopmyne (3.1):

t

Hy = Hy|1 o
= Ho(1+ 355). 31



rac Ho— qHUCIIO JKUTEIEH Ha BpEMs MPOBCACHUA ICPCITUCU HACCIICHUS, TBIC. YCII.;

AH — cpeanuii rofoBOIl MPUPOCT HAceleHHs] B JAaHHOW MeCTHOCTH, % (NMpUHUMAETCs
2...3%);

t — mepuoa, onpeaensieMplii Kak pa3HOCTb MEX/1Yy Ha3HAUEHHBIM T'OJIOM IEPCIEKTUBHOIO

MMPOCKTUPOBAHHUA U TOAOM IMPOBCACHUS MEPCIMCH HACCIICHUA, TOM.
8

2
H, = 32,6 (1 + m) = 38,2 ThIC. YeJI.

PacimmndpoBka dopMyinbl, npu HEOOXOIWMOCTH, NPUBOAUTCS HEMOCPEACTBEHHO 0]
dbopmyrnoii. B koHIle (OpMyIbI CTaBUTCS 3amsTas, MOSICHCHHWE 3HAYCHHWH CHMBOJIOB JAlOT C
HOBOW CTPOKHU B TOM MOCIIEIOBATEILHOCTH, B KAKOM OHU IIPUBENIEHBI B (hopmyIie.

dopmyibl HYMEpYIOTCsS B Tpenenax pasmaena. Homep (opmysbl COCTOMT M3 HOMepa
paszesia ¥ IMOpsAKOBOro Homepa (opmynbl B 3ToM pasgene. Homep ¢Gopmylibl B KpYIIbIX
CKOOKax MOMEIIAaeTcs B KpaHEeM IPABOM IOJIOKCHUHU Ha CTPOKE.

Cchuika B TekcTe Ha popmyny: «...B hopmyie (3.1)».

Tadoauunl

Hudposoii marepuan odopmisercss B Buae Tabmuil. Tabnuily cieqyer pacrojiararb
HEINOCPEICTBEHHO M0CJIE CChUIKU Ha HEe.

Pa3mepnl Tabnui BRIOMPAIOTCS MPOU3BOJIBHO, B 3aBUCHUMOCTH OT MPEICTABISIEMOIO
MaTepuaia. BeicoTra cTpok TaOIUIIEI TOJKHA OBITH HE MEHEE 8§ MM

Taomuma 2.1 — HaumenoBaume TaOJIHIEI

3aronoBku rpad

[ToxzaromnoBku rpad

Ctpoku
(ropu3oHTaIbHbIE
PAIIBI)

3aronoBku rpad W CTPOK TaOMHIBI JODKHBI HAYMHATHCS C TMPOMUCHOM OYKBBI, a
NOJ3aroIoBKU rpad — co CTpoyHOW OYyKBBI, €CIIM OHU COCTAaBJIAIOT OJHO MpPEIOKEHUE C
3aroyioBKOM. Ecim moa3aroioBku rpad UMEOT caMOCTOSITENbHOE 3HaUEHHE, TO UX HAaYMHAIOT C
IPOMHUCHON OYKBBI.

3aroyloBKM yKa3bIBalOT B €IMHCTBEHHOM uucie. B KOHIlE 3ar0JIOBKOB U MOA3ar0J0BKOB
TaOJIUIIBI TOYKH HE CTaBST.

Pa3znensaTe 3aronoBku OOKOBUKa U Tpad AMaroHaIbHBIMU JIMHUSIMHU He aonyckaeTcs. ['pady

«Homep no nopsaxky» B TaOIUILy BKIIIOYATh HE JOITYCKAETCsl.

Tabnuuel HyMepyroTcst B mpenenax pasznena. Homep TaGuuil COCTOUT M3 HOMeEpa
paszena U MOpsIKOBOrO HOMepa TaONHUIbl B 3TOM pasnene. Homep U HauMeHOBaHHE TaOJIUIIBI
clIeflyeT MmoMenarh Haj Tabauie cieBa yepes TUpe.

[Tpumep odopmiteHus: TabIUIBL:

Tabnuma 3.1- J{muHa y4acTKOB Tpacchl



[IpoTs>KeHHOCTh y4acTKa MPOEKTUPYEMOi

TPACCEL, KM Tun kabens
0,084 JATIC-04-24A06-7,0
0,167 JATIC-04-24A06-7,0
0,301 JIIC-04-24A06-7,0
0,779 JIIC-04-24A06-7,0

Oo6mas qnuna kabemns: 1,331 km

JITIC-04-24A06-7,0

[Tpumeuanue — TonmuAy nuHUN TabIUIBI 3a1aiTe 1 MIT.

Tabnuiy ¢ OONBLIIMM YHCIOM CTPOK JOIMYCKaeTCsl MEepPeHOCUTh Ha Aapyroi auct. Ilpu
3TOM B MEPBOI YaCTH TAOJMUIBl HUKHIOK TOPU3OHTAIBHYIO JIMHUIO HE TpoBOAAT. Hax BTOpOI

yacThio cneBa nuiyt: «IIpogomxenne Tabmuust 2.1».

ITponomxenne Tabauisr 2. 1

Hara

HaunmenoBaunue

CTonMOCTH

Pucyuku

I'padmyeckuit Matepuan pacrojararot, BO3MOXKHO, OJMKE K TEKCTY, B KOTOPOM O HEM

YIIOMHHAETCS.

Bce PUCYHKH HYMCPYIOTCA B IIPEACIIAX pa3acia U JOJKHbBI MMETb HAUMCHOBAHUC, HOMep

PHUCYHKA M €r0 HAMMEHOBAaHUE PACIIONIaraloT MO PUCYHKOM CIIETYIOIUM 00pa3oM:

1

0e

0.3

0

-3 -24 -18 -12 -4

0 6 12 18 24 30

Pucynok 2.12 — KpuBas ko3¢ uiuenTa BOCOpUITUS pedn

CcbulKa B TEKCTE HA PUCYHOK: «...B COOTBETCTBUU C PUCYHKOM 4.3».
Ecnu B pazgene BBEJIEHUE ecth pucyHKH, TO OHU HYMEPYIOTCS KaK :
Pucynok B.1 — Ha3Banue pucynka




CnucoK HCNO0Jb30BAHHBIX HCTOUYHHKOB

Crnucok MCNOJIb30BaHHBIX MCTOYHHUKOB MPHUBOJUTCS B KOHLIE MOSCHUTEIBHOW 3aMUCKU.
CHOucoK HCIONb30BAHHBIX YYE€OHUKOB, CIPABOYHUKOB, CTaTeil, CTAaHIAPTOB M Jp. CIEIYET
pacrosiaraTb B HOpPSAKE IMOSBICHHUS CChUIOK HAa MCTOYHHUKH B TEKCTE€ pabdOThl U HYMEpOBaTh
apabckumu rudpamu 0e3 TOUKH, 1evyararh ¢ ab3aIHOrO OTCTYTIA.

Crnucok nuTepaTypsl T0JKEH ObITh COCTaBJICH B aidaBuTHOM mnopsake. CIUCOK aapecoB
cepBepoB Internet ykaspIBaeTCs Mociie JTUTEPATypHBIX UCTOYHUKOB. [Ipu ykazanum BeO-agpeca
PEKOMEHIyeTCsl JaBaTh 3aroj0BOK JAHHOTO pecypca (3arojoBOK BeO-CTPaHHUIIbI).

I[Ipu cocraBieHMH CIOUCKA JUTEpaTypbl B andaBUTHOM  TIOPSJAKE  CIIEAyeT
MPUIEPKUBATHCA CIEIYIONINX MTPABHIL:

1) 3akoHO/aTENbHBIE aKThI ¥ IOCTAHOBJIEHUS MTpaBUTENbCTBA PD;

2) cnenyalibHas Hay4dHas JIUTEpaTypa;

3) MeTroAauvecKue, CIpaBOYHbICE M HOPMATHUBHBIE MaTe€pUaibl, CTaTbU IMEPUOJAMYECKON
MeYaTu.

JIsi MHOTOTHPa)KHOM JIMTEpaTyphl IMPU COCTABJICHHHM CIIMCKA YKa3bIBAIOTCS: IOJHOE
Ha3BaHME MCTOYHMKA, (aMIIIUS U UHUIHAIBI aBTOPA, U3aTENIbCTBO U T'OJl BBIMTycKa (71 CTaThU
— Ha3BaHUE H3aHus u ero Homep). [loaHOEe Ha3BaHUE TUTEPATYPHOTO UCTOUYHUKA TPUBOAUTCS B
Hayajie KHUTY Ha 2-3 cTpaHuLe.

Jy1st 3aKOHOIaTeIbHBIX aKTOB HEOOXOAMMO YKa3bIBaTh UX MOJIHOE Ha3BaHUE, TPUHSIBIINN
OpraH U JaTy MpUHSATHUS.

[Ipu ykazanuu agpecoB cepBepoB Internet cHayana ykasplBaeTCs Ha3BaHUE OpraHU3AINH,
KOTOPO MPUHAITIEKUT CEPBEP, a 3aT€M €ro MOJHBIH ajpec.

ITpumeps! 3anuceii:

1 I'myxoB B. A. HccnenoBanme, pa3pabOTKa M TIOCTPOCHHE CHUCTEMBI JIIEKTPOHHOMN
JIOCTAaBKH JIOKYMEHTOB B Onbnuoreke: ABToped. 1uc. Kana. TexH. Hayk. — HoBocubupck, 2000. —
18 c.

2 DKoHOMUKa U nonuTuka Poccun u rocyaapcTs OIM>KHEro 3apyOesbs : aHAUT. 0030p,
anp. 2007, Poc. akan. Hayk, MIH-T MUpPOBOIl SKOHOMMKH U MYXAYyHap. OTHOIIEHHHA. — M.
NMBMO, 2007. -39 c.

3 ®enyxun B. W. DTHOMONMMTHYECKHE KOH(DIUKTHI B cCOBpeMeHHO#M Poccun: Ha mpumepe
CeBepo-KaBka3koro pervona : auc. ... Kaua. moauT. Hayk. — M., 2002. — c. 54-55.

4 OdunuanpHple NEPUOIUUYECKHE W3/IaHUs : AJIEKTPOHHBIN myTeBoauTenb / Poc. Ham. 6-
Ka, [entp IIPaBOBOM uHpOpMaLnH. [CII6], 200520076. URL:
http://www.nlr.ru/lawcrnter/izd/index.html (mata o6pamenus: 18.01.2007).

5 JlorunoBa JI. I'. CymHocTe pe3yibTara JOMOJHUTEIBHOIO 00pa3oBaHMs neTei //
OO6pa3oBaHue: UCCIEAOBAHO B MHUpE: MEXKIyHap. Hayd. men. uHTepHeT-kypH. 21.10.03. URL:
http://www.oim.ru/reader.asp?nomer=366 (nara obpamenus: 17.04.07).

6 PomHok TpenuHroB HoBocuOupcka: cBost urpa [DneKTpoHHBIH pecypc]. — Pexum
noctyna: http://nsk.adme.ru/news/2006/07/03/2121.html (gara obpamenus: 17.10.08).

Odopmiienue npuiioxeHui

HyMeparus IpHIOKeHHH 0CyIecTBIAeTCsS pycCKuMH OykBamu, kpome 6yks E, 1, b, b,
bl, O.
B paznene COAEP)KAHUE na3zBanue npuiioskeHust ohpopMIIIeTCst CIeIyIOIUM 00pa3oMm:

I[TPUJIOXXEHHME A — /lnarpamma Kj1accoB

B camom npunoxenuu, cnoso IPUJIOKEHHUE A nuiercs >KUpHbIM HIPUPTOM 110
LEHTPY, Ha CIIEAYIOIIel CTPOKE MUIIETCA Ha3BaHUE MPHUIIOKEHUS, TI0 LEHTPY KUPHBIM
mpuGTOM, HaIIpUMED,



ITPUJIO)KEHHUE A
JAuarpamma KjaccoB

Ecnu npuioxkeHue npoorKaeTcesl Ha CISAYOLed cTpaHulle, TO He00X0IUMO CBEPXY IO
LEHTPY, HEXHUPHBIM IIPUPTOM HaIucaTh CJIOBa:
ITponomxenue [Ipunoxxenns A

Eciu B NPUWIOKEHUHN, HAIIPUMED, B IPUIIOKCHU N A ecTh Taﬁ.]'ll/lllbl, TO OHU HYMEPYIOTCH
Kak:

Taonuua A.l1— Ha3sanue Ta0auLbl
Eciu B IpHI0’KEHHH €CTh PUCYHKH, HAIIPUMED, B IPUIIOKEHUH A, TO OHH HYMEPYIOTCS Kak:

Pucynok A.l — Ha3Banue pucyHka

6. OBPA3OBATEJIBHBIE U THOOPMAILIMOHHBIE TEXHOJIOT' A

[Ipn peanuzanuu pa3aUYHBIX BHUJOB Yy4eOHON paboThl MO AUCHUILIUHE MOTYT
MCIIOJIH30BATHCA AJICKTPOHHOE 00YUYEHHUE U IUCTAHIIMOHHBIE 00pa30BaTENbHBIE TEXHOJIOTHUH.

B cootBercTBHM ¢ TpeboBanusamu OI'OC BO no HanpaBiaeHHIO MOATOTOBKH O0aKalaBpOB
B PaMKaX M3YYCHHsI TUCIUTUIMHBI «OCHOBBI HH(OPMAIMOHHON OE€30IMaCHOCTHY TIPS TyCMOTPEHO
UCIOJIb30BaHUE B y4eOHOM MpoOIlecce CIeIYIOMINX aKTUBHBIX U MHTEPAKTUBHBIX (hOpM
MPOBEJICHUS 3aHATHIA:

6.1. OGpa3oBarenbHbIE TEXHOIOTHH

HasBanue oOpaszoBarenbHoit | Temsbl, pa3nensl Kpartkoe onncanue
TEXHOJIOTUU JMCLIMIUIAHBI NpUMEHSIEMOIN TEXHOJIOTHH
AHanu3 cutyanui 1-8 Jlexuuu, n1abopatopHble paboThI
AxTtuBHas yueOHas nekuus | Jlekuus 2. C ucnonp3oBaHueM TabauIbl «3Hat0. X04y
Yrpo3sl y3HaTb. ¥Y3HAI»
nH(}OpPMaLOHHON
0€30MaCHOCTH.
Mepsl 3ammThI
Merton oOyuenus B napax | JlaboparopHas Beinonnenue nabopaTopHoii paboTsl B mapax
pabora 2
Pabota B Manbix Tpynnax | JlaboparopHast Beinonnenue nabopaTopHoit paboTsl B
pabora 1 MaJIbIX Tpynmnax (710 5 4eJI0BeK)

VY4yebHble 3aHATUS MO  JUCHMIUIMHE MOTYT TPOBOAMUTBCS C  IPUMEHEHHEM
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETed MpH OINOCPEIOBAaHHOM (Ha pacCTOSHUN)
WHTEPAaKTUBHOM B3aMMOJICHCTBUM OOYdYalOIIMXCs M IpernojaBareliss B pexxkumax on-line B
dbopmax: BUICONCKIINN, JEKIIUH-TIpe3eHTAllNN, BUACOKOH(PEPEHITNH, COOECEIOBAHMS B PEXXIME
yart, popyma, yarta, BHIIOJHEHUS BUPTYAJIbHBIX IPAKTUYECKUX H/UIIH Ja00paTOPHBIX paboT U Ip.

MaxkcuManbHbli 00BEM 3aHATUI O0ydYaromierocss ¢ MPUMEHEHHEM  3JIEKTPOHHBIX
00pa30BaTeNbHBIX TEXHOJIIOTUH HE JOJDKEH MPEeBHIATh 25%.

6.2. NHpOpManIlnOHHBIE TEXHOJIOTHH

‘ Hasanue nndopmanmonnoit | Temsl, pa3aensl Kparkoe onmcanue




TEXHOJIOTUU JICHTUTITHBI MIPUMEHSIEMON TEXHOJIOTHH
Hcnonp3oBanne 1-8 [IpoBenieHrE BXOAHOTO, TEKYILLETO U
BO3MOkHOCTeH HTEepHETa PEUTHHTOBOTO KOHTPOJIS 3HAHUM yJaruxcs (B
B yueOHOM Tpoliecce CUCTEMaX JAWCTAHIIMOHHOTO 0OYYCHNS)
Hcnons3oBanue 1-8 [ToaroroBka K 3amiuTe OTYETOB IO
BO3MOXKHOCTEH n1abopaTopHBIM paboTam
AIEKTPOHHOU MOYTHI
MIPEno/1aBaTelis
Hcnonb3oBanue cpeacT 1-8 Hcnonb3zoBanue MyJibTUMEIUITHOMN

npeCcTaBiIeHUs yueOHOM
nHpopmanuu

MpEe3EHTalUN

[Ipu peanuzanuu pa3IUYHBIX BUAOB Y4eOHOW M BHEY4E€OHOH pabOTHI HCIONB3YIOTCS
crenyonye MHOOPMAMOHHBIE TEXHOJIOTUH: BUpPTyalbHas oOydaromias cpena (WM cucTeMa
ynpasieHusi ooyuennemM LMS Moodle) win unble MH(OPMAIMOHHBIE CHUCTEMBI, CEPBUCHI U

MECCCCHIXKCPHI.

6.3. [lepeuens nporpaMMHoro odecrieueHus 1 HHYOPMAITMOHHBIX CITPABOYHBIX CHCTEM

a) [lepedenp MUIIEH3MOHHOTO Y4eOHOTO MPOrPaAaMMHOT0 00ECIICUCHHUS:

HaumenoBaunue
MPOrPaMMHOI0
o0ecrieueHns

Haznauenue

Adobe Reader [IporpamMma 11 IPOCMOTPA JIEKTPOHHBIX TOKYMEHTOB

[Tnardopma BupryanpHas oOyuaromias cpeaa

JUCTAHIIMOHHOI'O
oOyuenus LMS
Moodle

Mozilla FireFox Bpaysep

Microsoft Office OdwucHas nporpamma

2013, Microsoft
Office Project 2013,
Microsoft Office
Visio 2013

7-zip ApxwuBarop

Microsoft Windows | Onepannonnas cucrema

7 Professional

Kaspersky Endpoint | CpeacTBo aHTHBHPYCHOM 3aIUTHI

Security

0) MupopmanmoHHbIe ClIPaBOYHBIE CHCTEMBI:
1. Dnextponnsbli karajgor Haydnoit Oubmmorekn AI'Y Ha 6aze MARK SQL HITO
«MudopMm-cuctem»: https://library.asu.edu.ru.
2. DnektponHbIi KaTajor «Hayunsie sxypHanst AI'Y»: http://journal.asu.edu.ru/.



https://library.asu.edu.ru/
http://journal.asu.edu.ru/

3. VYHuBepcaibHas CIPaBOYHO-UH(OPMAIIMOHHAS TOJHOTEKCTOBas 0a3za JIaHHBIX
nepuoandeckux m3nanuit OO0 «MMBUC»: http://dlib.eastview.com/

o oA

astrakhan.ru

DnexkTpoHHo-0nOMOTeuHast cuctema elibrary. http://elibrary.ru
CrpaBounas npaBoas cucrema KoncynsrantlInroc: http://www.consultant.ru
Hudopmanmonno-npaBoBoe obecneuenne «Cucrema [TAPAHT»: http://garant-

7. ®OHJ] OHEHOYHbBIX CPEACTB AJI51 TIPOBEJAEHUA TEKYIIEI'O KOHTPOJIA
N IMTPOMEKYTOYHOU ATTECTAIIMH 11O JUCIUIIJIMHE (MOAY JI1O)

7.1. llacnopT (pOH/Ia OLIEHOYHBIX CPEICTB

[Ipn mpoBeneHUM TEKYLIETO0 KOHTPOJIS W HMPOMEXKYTOYHOH aTTECTAllH IO TUCHUIUINHE
(Monymio) «OCHOBBI MH(OPMALMOHHON OE30MaCHOCTH» TMPOBEPSETCS CPOPMHUPOBAHHOCTH Y
00ydJarommxcs KOMIIETCHIMH, yKa3aHHBIX B pasfene 3 HACTOSIIEH NporpaMMbl. DTarHOCTb
(dopMHpOBaHUS AAHHBIX KOMIICTEHLMH B IPOLIECCE OCBOCHHS 00pa30BaTENbHOHM IMPOrpamMMbl
OTIpEJICTISIETCSl  TIOCIIeIOBATEIbHBIM OCBOCHHUEM JTUCHUIUIMH (MOAYJEH) W TNPOXOXKICHUEM
NPaKTUK, a B MPOIECCe OCBOCHUS TUCIMIUIMHBI (MOIYNS) — MOCIENOBATEIbHBIM JIOCTIKEHUEM
PEe3yJIbTaTOB OCBOCHUSI CO/ICPIKATENIbHO CBS3aHHBIX MEKTY COOOH pa3/iesioB, TEM.

Taoauua S. CooTrBeTcTBHE H3y4YaeMbIX Pa3/iesioB,

pe3yabTaToB 00y4eHHs U OLIEHOYHBIX CPEICTB

Ne | KonTponupyemble pa3zeinsl (TEMBbI) Koz korrponmpyemoi HaumenoBanue
n/n JUCLIATUIMHBL® KOMICTEHUIAH (1K ee OLIEHOYHOI'O CPEACTBA
YaCTH)
. BBenenue B AuCHUIIIUHY OIIK 1, OIIK 5, OITK E;;(?Oa(:g Ui 06(:6y>I(,I[elHI/I}I.
. 6, OIIK 2.3 patopuas pabora
.BxonaHoi tect
Yrpo3b1 uHGOPMAITMOHHON OIIK 1, OIIK 5, OIIK | Bompocs! ajis 00CyKIaeHus.
2. | GesomacHOCTH. Meps! 3a1UTHI 6, OIIK 2.3 nabopaTopHas pabora 2
Kanans! yreuku nnpopmanuu. OIIK 1, OIIK 5, OIIK | Bonpocs! aist 00CyKaeHUS.
3. Mopaeinbs HapymuTens 6, OIIK 2.3 KOHTpoOJIbHas pabora 1
4 Cucrema 6e301MacHOCTH OIIK 1, OIIK 2.3 Bonpocs! 1u1st 06cyxneHus.
' nabopaTopHas pabora 3
5 ITocTpoeHne 3anIEeHHbIX OIIK 1, OIIK 2.3 Bonpocs! 1u1st 06cyxneHus.
" | JKOHOMHMUYECKHUX CHUCTEM nabopaTopHas pabora 4
6 3aluIIeHHbIE KOMITbIOTEPHBIE OIIK 1, OIIK 2.3 Bonpocs! 1u1st 06cyxneHus.
" | cucremsl nabopaTopHas pabora 5
7 OcHoBBI KpunTorpaduu OIIK 1, OIIK 2.3 Bormpocs 1uist o6cyxieHust.
' nabopatopHas paboTa 6
Obecneuenune Ub Ha ypoBHe OIIK 1 Bomnpocs! 11 o0cyxaeHus.
8. | rocymapctBa KOHTpOJIbHas pabora 2,
UTOTOBBIN TECT

7.2. Onucanue mokasarejeil M KpUTepHeB OLECHMBAHUS KOMIICTCHIHIl, ONHCaHUe

IIKAJI OHCHUBAHUA

Taoauua 6

Iloka3aTe/iu oleHUBaHUs Pe3yJIbTATOB 00y4YeHHsI B BUJIe 3HAHUH

[IIkama
OIICHUBaHUA

Kpurepuu onieHuBaHus

5 JEMOHCTPHUPYET TIyOOKOe

3HAHUC TCOPCTHUYCCKOI0 MaTcpuajia, YMCHUC



http://dlib.eastview.com/
http://elibrary.ru/
http://www.consultant.ru/
http://garant-astrakhan.ru/
http://garant-astrakhan.ru/

«OTIMYHO» | 0OOCHOBAHHO M3JIaraTh CBOM MBICIIH IO OOCYKIaeMbIM BOIIPOCaM, CITOCOOHOCTh
II0JIHO, IIPAaBWIBHO M apryMEHTHPOBAHHO OTBEYaTh Ha BOIPOCHI, IIPUBOIUTH
MIPUMEPBI
4 JEMOHCTPUPYET 3HAHUE TEOPETUUYECKOr0 MaTepHalia, €ro IOoCieq0BaTeIbHOE
«XOpOIIO» W3JIOKEHUE, CIOCOOHOCTh MPUBOJIUTH MPHUMEPHI, JONMYCKACT EIUHUYHBIC
OIIMOKH, UCTIPABIIIEMbIE TTOCIIC 3aMEYaHUs IPETOo1aBaTeNs
3 JEMOHCTPUPYET  HEMOJHOe, (parMeHTapHOEC  3HAHHE  TEOPETHYECKOTO
«y10BIETBOH MaTtepuana, TpeOyrollee HaBOIANIMX BOIPOCOB MPEMOAABATENS, JOMYCKACT
TEIBHOY CYIIECTBCHHBIC OIMMOKM B €r0 W3JIOKEHUHU, 3aTPYAHICTCS B MPHUBEICHUU
IPUMEPOB U (POPMYITHUPOBKE BHIBOJIOB
2 JIEMOHCTPHUPYET CYIIECTBEHHBIC MPOOEIbI B 3HAHUH TCOPETUUCCKOTO MaTepuaa,
«HEYIOBIIETBO | HE CIHOCOOCH €ro W3JIOKHTh W OTBETUTh HA HABOISIIME BOIPOCHI
PUTEIBHO» | IIPEMoJaBaTessi, HE MOKET MPUBECTU MPUMEPHI
Taoaunma 7
Iloka3aTeiu ouleHUBaHUs Pe3yJIbTATOB 00y4eHHs B BU/le YMEHUIl U BJIaJleHHH
IlIxana Kpurtepuu onieHuBaHus
OLICHHUBAHUA
JEMOHCTPUPYET CIIOCOOHOCTh MPUMEHSATh 3HAHME TEOPETUYECKOro MaTepuaia
5 HpI/I BBIITOJIHCHUN SaILaHI/IfI, IIOCJICOOBATCIIBHO U HpaBI/IJII)HO BBIIIOJIHSICT
«OTJIMYHO» | 3aJjaHMs], yMeeT OOOCHOBAHHO HM3JIaraTh CBOM MBICIHM U J€JIaTh HEOOXOJUMbIE
BBIBOJIbI
JEMOHCTPHPYET CIIOCOOHOCTh NMPUMEHSATh 3HAHHE TEOPETUUYECKOTO MaTepuaia
4 MPU  BBHINOJHEHUU 3aJIaHUM, IIOCJIEIOBATEIBHO M IPABHJIBHO BBITIOJHSCT
«XOpoLIOy 3a/1aHus, yMeeT OOOCHOBAHHO H3JIaraTh CBOM MBICIHM M JI€JIaTh HEOOXOAMMBIC
BBIBOJIbI, JIONMYCKAeT €AMHUYHBbIC OIIMOKH, HCIpaBiseMble IOCIE 3aMEYaHUS
MIPENo/IaBaTelis
JEMOHCTPUPYET OTHEIbHbIC, HECHCTEMAaTU3UPOBAHHBIE HABBIKH, HE CIOCOOCH
3 HpI/IMeHI/ITI) 3HAHUC TGOpCTI/ILICCKOFO MaTepHana HpI/I BBIIIOJIHCHUHN 3aI[aHI/II>'I,
«YIOBIIETBOPH | UCIIBITHIBAET 3aTPyJHEHUS M JOIMYCKAeT OIIMOKW MPHU BBHITOITHEHUH 3a/laHUMH,
TEJILHOY BBITIOJIHSIET 3aJjaHUe TIPH TOJCKa3Ke TMperojaBaTensi, 3aTpyIHSETCS B
(hOpMyIHMPOBKE BHIBOJIOB
2 HC CHOC06€H HpaBHJIBHO BBIITOJIHUTH 3a/IaHUC
«HEYJIOBJIETBO
PUTETHEHOY

7.3. KoHTpoJibHbIE 33/IaHUSI WJIM HHbIe MATepPHAJIbI, HEOOXOAMMBbIE JJIsl OLEHKH
3HAHUM, YMEHHH, HABBIKOB U (MJIM) ONbITA AeSITEJIbHOCTH

Tema 1. BBenenue B AMCUMILINHY
1. Bonpocwl 013 oocyscoenus

OCHOBHBIE

ITOJIOKCHHUA

Teopur  WH(POpPMAIMOHHOW  Oe30macHOCTH: HHpOpMaus U

UH(POPMALIMOHHbIE OTHOIICHUS; CyOBEKThl MH(POPMALMOHHBIX OTHOILEHHH, WX O0€30IacHOCTb.
Tpu Buma Bo3MoxHbIX Hapymenuit HWC. Omnpenenenne TpeGoBaHMI K 3aIMIEHHOCTH

uHpOpMaLUH.

2. labopamopnan paboma 1

ITapoabHas 3amuTa

[To HecaHKIMOHUPOBAHHBIM A0cTynoM k uHpopmanuu (HC/) cornacuo
PYKOBOJSIINM JToKyMeHTaM ['ocTexkomuccuu OyieM MOHUMATh JA0CTYI K HH(pOpMAIH,
HapyILIAKIUKA YCTaHOBJICHHBIE [TPaBUJIa PA3TPaHUYEHUs JOCTYIIA U OCYILIECTBIIAEMbIN C
WCIIOJIH30BaHUEM ITATHBIX cpeaAcTB, mpeaocTaisieMbix CBT unun AC. HCJI MoxeT HOCHTH
CIIy4alHBIN WM HAMEPEHHBIN XapaKTep.




MO’KHO BBIJICTUTH HECKOJIBKO 0000IIEHHBIX KaTeropuii MetoaoB 3aumTsl oT HC/I, B
YaCTHOCTH:

® OpraHu3allOHHbIE;

® TEXHOJOTHYECKUE;

® [IpaBOBBbIE.

K nepBoii kaTeropuu OTHOCATCS MEPBI U MEPOIIPUSTHS, PETJIaMEHTUPYEMBbIE
BHYTPEHHUMH MHCTPYKIMSIMUA OPraHU3aLUH, SKCIUTyaTUPYIOIIel HHPOPMALIMOHHYIO CUCTEMY.
[Tpumep Takoii 3alUThl — NPUCBOCHUE TPU(POB CEKPETHOCTH JOKYMEHTaM M MaTepuaiiam,
XPaHALIMMCS B OTAEJIBHOM IIOMEIIEHUH, U KOHTPOJIb JOCTYIa K HUM COTPYJHUKOB. BTopyo
KaTErOpHUIO COCTABIIIOT MEXAaHU3MBI 3aIIUTHI, pealin3yeMble Ha 0a3e IporpaMMHO-
anmnapaTHbIX CPEACTB, HAIPUMEP CUCTEM UACHTU(DUKALMY U ayTeHTU(UKALMH WIH OXPAHHON
curHanuzauuu. [locnenHss kaTeropust BKIHOYAET MEpbl KOHTPOJIS 32 UCTIOJIHEHUEM
HOPMATUBHBIX aKTOB OOIEroCyJIapCTBEHHOTO 3HAYCHUS, MEXaHU3MBbI Pa3pabOTKH U
COBEPILEHCTBOBAHMS HOPMATHBHOM 0a3bl, PEryIHPYIOLIEH BOIPOCHI 3aIIUTH HH(POPMAITUH.
Peanuzyemble Ha MpakTUKE METO/Ibl, KaK IIPABUJIO, COUYETAIOT B C€0€ IIEMEHThI HECKOJIBKUX
U3 IePEYUCIICHHBIX KaTeropuil. Tak, yrpaBieHre JOCTYIIOM B IOMEIIEHUS MOXKET
NPECTaBIATh CO00I B3aMMOCBSI3b OPTraHU3AIMOHHBIX (BBIAa4Ya JOMTYCKOB U KIIIOUEH) 1
TEXHOJIOTUYECKUX (YCTAaHOBKY 3aMKOB M CHICTEM CHTHAJIM3AINH) CIIOCOOOB 3aIUTHI.

Paccmorpum nonpobuee Takue B3auMocBsizaHHbIe MeTOAbI 3amuThl oT HCJI, kak
UACHTUGUKALMS, ayTeHTU(DUKALUSA U UCIOIb3yeMOEe IIPU UX pealu3aluy Kpunrorpaduyeckoe
npeoOpazoBaHre HHPOPMALUH.

NaenTnukanus — 3T0 NPUCBOCHUE MOJIb30BATENSAM UICHTH(PHUKATOPOB U IIPOBEPKaA
HpPeIbBIAEMbIX HUICHTU(HUKATOPOB MO CIMCKY MPUCBOCHHBIX.

AyTeHTH(UKANMA — 3TO NPOBEPKA NPUHAJIEKHOCTH 10JIb30BATEIIO
NPEIbIBICHHOTO UM UACHTUHUKATOpa. YacTo ayTeHTU(UKAIINIO TAK)KE HA3BIBAIOT
HOJTBEPKIEHUEM WM IPOBEPKO MOATMHHOCTH.

[Ton 6e30macHOCTBIO (CTOMKOCTBIO) CHCTEMBI HICHTU(DUKAMY U ayTeHTU()UKAUT
OyJeM MoOHUMAaTh CTENEeHb 00eCIeYBaEMbIX €10 FapaHTUN TOTO, YTO 3J0YMBILIUIEHHUK HE
CHOCOOEH MPONTH ayTeHTHU(PUKALMIO OT UMEHU APYroro nojib3oBarens, B aTom cMeicie, yem
BBIIIIE CTOMKOCTh CUCTEMBI ayTEHTU(HUKAIIMH, TEM CIIOKHEE 3JI0YMBILIUICHHUKY PELIUTh
yKa3aHHYIo 3a7ayy. CucreMa uIeHTU(PHUKAINN U ayTEeHTUPUKALMU ABISETCS OJHUM U3
KJIFOYEBBIX 3JIEMEHTOB MH(pacTpyKTypsl 3amuThl oT HC/ mo6oit nHpopMarmonHon
CUCTEMBI.

PaznuuaroT TpH rpynnsl METOJI0B ayTEHTHU(HUKAIIMHY, OCHOBAHHBIX HAa HAJTUYUU Y
Ka)KI0r0 MOJIb30BATEI:
® UHIUBUAYAIbHOIO 00BEKTa 3aJaHHOTO TUIIA;
® 3HAHWI HEKOTOPOIl N3BECTHON TOJIBKO €My U MPOBEPSIOILEH CTOPOHE HHPOPMALINY;
® UHIUBUAYAIbHBIX OMOMETPUUYECKUX XapaKTEPUCTHUK.

K nepBoii rpymnme oTHOCATCS METO/Ibl ayTEHTH(PHUKALIMU, UCIIOIB3YIOINE
YZIIOCTOBEPEHUS, IPOIYCKA, MAarHUTHBIE KapThl U APYTUEe HOCUMBIE YCTPOICTBA, KOTOPBIE
HIMPOKO MPUMEHSIOTCS JJIsl KOHTPOJIS JOCTYIA B IOMEIIEHNUS, a TAK)KE BXOJISAT B COCTaB
IIpOrpaMMHO-aInapaTHbIX KoMiuiekcoB 3amuThl oT HCJ k cpeacTBaM BBIYMCIUTENBHON
TEXHUKHU.

Bo BTOpY!O rpynmy BXOAAT METObI ayTeHTU(UKALIUH, UCTIONb3YIolIHe napou. [To
HKOHOMUYECKUM IPUYMHAM OHU BKIIIOYAIOTCS B KaueCTBE 0a30BBIX CPECTB 3AIIUTHI BO
MHOTHE IPOrpaMMHO-annapaTHble KOMILJIEKCHI 3aIuThl HH(opManuu. Bee coBpemeHHbIe
OTIepaI[MOHHbIE CUCTEMBI U MHOTHE TIPUIIOKEHUS UMEIOT BCTPOCHHbBIE MEXAHU3MBI TapOJIbHOM
3aILUTHI.

[TocnenHio0 TpyNIy COCTABISIIOT METO/Ibl ayTeHTU()UKALIUK, OCHOBAaHHBIE HA
NPUMEHEHUN 000pyIOBaHUs U1 U3MEPEHUS U CPAaBHEHUS C STAJIOHOM 3a/IaHHBIX
MHAMBUYaJIbHBIX XapaKTePUCTHUK MOJIb30BaTeNsA: TeMOpa rojoca, OTIe4aTKOB MalblIeB,
CTPYKTYpbI paayHOW 000JI0UKH Tia3a u Jip. Takue CpecTBa MO3BOJISIOT C BHICOKOM



TOYHOCTBIO ayTEeHTU(UIIPOBATH 001aJaTeNs] KOHKPETHOTO OMOMETPUYECKOT0 NMpH3HAaKa,
npudeM "moanenaTts' OMOMETpUYECKHE TTapaMeTphl MTPAaKTUUECKH HEBO3MOXKHO. O THAKO
HIMPOKOE pacipoCTpaHEHHUE MOJOOHBIX TEXHOJIOTUHN CIEPKUBAETCS BEICOKOW CTOUMOCTBIO
HE0OXOAMMOT0 000PYAOBaAHUS.

Ecnu B mpoueaype ayTeHTU(PUKAUU YIaCTBYIOT TOJIBKO JABE CTOPOHBIL,
yCTaHaBIIMBAIOIIUE MOUIMHHOCTD JIPYT JIpyra, Takas Mpoleaypa Ha3blBaeTCs
HerocpencTBeHHou ayTenTudukanuent (direct password authentication). Eciu sxe B mporiecce
ayTeHTU(UKAIIMY YYaCTBYIOT HE TOJIBKO 3TH CTOPOHBI, HO U APYrue, BCIOMOTaTeIbHbIE,
TOBOPAT 00 ayTeHTU(DHUKAIIMY C ydacTHEM JOBEpeHHOM cTopoHsl (trusted third party
authentication). [Ipu 3ToM TpeTbIO CTOPOHY Ha3BIBAIOT CEPBEPOM ayTECHTU(DHUKAITUN
(authentication server) v apoutpom (arbitrator).

Haubonee pacnpocTpaHeHHbIE METO/IbI ayTEHTU(PUKAIIMN OCHOBAHbI HA IPUMEHEHUH
MHOT'OPa30BbIX WM OJJHOPA30BBIX MapoJeil. 13-3a cBoero mmpoKoro pacnpocTpaHeHus: 1
MPOCTOTHI pealin3alluy MapOJIbHBIE CXEMBI YaCTO B MEPBYIO OYEPE/Ib CTAHOBSITCS MUIICHBIO
aTaK 3JI0YMBIIUICHHUKOB. DTH METO/IbI BKIIOYAIOT CIECAYIOIINE PA3HOBUIHOCTH CIIOCOOOB
ayTeHTU(UKALINU:
® 110 XpaHMMO¥ KoMK mapoist win ero cBéprke (plaintext-equivalent);

e 10 HEKOTOPOMY IPOBepoUHOMY 3HaueHHO (verifier-based);

e (€3 HEeMmoCpeACTBEHHOM nepeaaun nHGopMaIuu O maposie MpoBepsIoLIeii CTOpoHe (zero-
knowledge);

® C UCIOJB30BAaHUEM MAPOJIS IS MOJIyueHus: KpunTorpaduueckoro kiroda (cryptographic).

B  mepByro pa3HOBUAHOCTH CIOCOOOB BXOMSAT CHCTEMbI ayTCHTU(DUKAIUH,
MpEeIoJIararoline HalTuuue y 00euX CTOPOH KOMHHU MapoJis UK ero cBepTku. Jlis
OpraHHU3aIH TAKKX CUCTEM TpeOyeTcs co3aTh U MOAAEPKUBATh 0a3y NaHHBIX, COJEPIKAIILYIO
MapoJii WJIM CBEPKH MapoJjiel Bcex moiib3oBaTenei. x ciaboit CTOpoHOM SIBIISIETCS TO, YTO
MOJTy4YEeHHUE 3TI0YMBIIUIEHHUKOM 3TOM 0a3bl TaHHBIX MO3BOJISIET €MY IPOXOIUTh
ayTeHTH(HUKALNIO OT UMEHH JIFOOOTO MOJTb30BATEII.

Crioco0blI, COCTaBISIONINE BTOPYIO PA3HOBUIHOCTh, 00OSCIICUNBAIOT 00JIee BHICOKYIO
CTereHb 0€30IaCHOCTH MAPOJIBHON CHCTEMBI, TaK KaK MIPOBEPOYHBIC 3HAYCHUS, XOTSI OHU H
3aBHCSAT OT TAPOJIeH, He MOTYT OBITh HEMOCPEICTBEHHO HCIIOIB30BAHBI 3JI0YMBIIIICHHIKOM
JUTSL ayTeHTU(DUKAITIH.

Hakownern, ayrentudukamnus 6e3 npeaocTaBieHus IPOBEPSAIONIEH CTOPOHE KaKol Obl TO
HU ObUIO MH(pOPMAIUH O Hapoiie 00ecreunBaeT HauOOJbIIYIO CTENEHb 3alllUThl. DTOT CIIOCO0
rapaHTHpyeT 0€30MacHOCTh J1aXKe B TOM Cllydyae, eclld HapylleHa paboTta npoBepstomien
CTOPOHBI (HalpuMep, B IpOrpaMMy PETUCTPALIUU B CUCTEME BHEAPEH "TPOSHCKUI KOHB").

Oco0BIM MOAX0/I0M B TEXHOJIOTUU TIPOBEPKHU MOUIMHHOCTH SIBIISIOTCS
KpunTorpaduueckre mpoToKOoIbl ayTeHTUGUKanuu. Takue IpOTOKOJIbI OMUCHIBAIOT
MOCIIEA0BATENHHOCTh ACHCTBUIA, KOTOPYIO JOJIKHBI COBEPIIUTH CTOPOHBI IS B3aUMHOU
ayTeHTU(UKAINU, KPOME TOTO, 3TH JIEUCTBUS, KaK MPaBUIIO, COUETAIOTCS C TeHepaluen u
pacripesieieHueM KpUnTorpaguueckux KiIoden s mudpoBaHus MOCIEAYIOIEro
UHPOPMALIMOHHOTO 0OMeHa. KOppeKTHOCTh MPOTOKOJIOB ayTeHTU()HUKALIMHU BHITEKAET U3
CBOICTB 33/1eiCTBOBAHHBIX B HUX MaTEMAaTHUECKUX M KpUNITOrpadudecKux mpeodpa3oBaHuit
¥ MOXET OBITh CTPOTO JJOKa3aHa.

OObIUHBIC TAPOITBFHBIE CHCTEMBI TPOIIE U JACUICBIIE IS peaTu3allii, HO MEHee
0e30macHbl, YeM CUCTEMBI C KpunTorpadudeckumu nmpoTtokosiamu. [locnennne obecneunBaroT
0oJiee HaJISKHYIO 3aIUTY U JTOTIOJIHUTENIFHO PELIAl0T 3ajjauy paclpeeleHus KIrouel.
OnHaKo HUCIOJIb3yeMbI€ B HUX TEXHOJIOTUU MOTYT OBITh 00BEKTOM 3aKOHOJATEITbHBIX
OTpaHUYECHUN.

Jnist 6otee neTaNbHOTO PACCMOTPEHHUS IPUHITUIIOB TIOCTPOCHHUS TAPOIBLHBIX CUCTEM
chopMyTHpyeM HECKOIBKO OCHOBHBIX OTIPE/ICTICHUH.

HNnenTudgukarop mosibp30Bareisi — HEKOTOPOE YHUKAIbHOE KOJIMYECTBO
UH(OPMAIINH, TIO3BOJISIONIEE PA3TNYATh HHIMBUIYAITBHBIX ITOJIE30BATEICH MapOoIbHOMI



CHUCTEMBI (MMPOBOANTH MX UIAECHTU(DUKAINIO). YacTo HACHTU(PUKATOP TAKKE HA3BIBAIOT HIMEHEM
MI0JIB30BATENS WIM UIMEHEM YYETHOM 3aIMCH MTOJIb30BATENS.

ITapoab moJib30BaTe/Isl — HEKOTOPOE CEKPETHOE KOIMYECTBO HH(POPMALIUH,
M3BECTHOE TOJIHKO IOJIb30BATENIO U MAPOJILHOM crcTeMe, KOTOPOE MOXKET ObITh 3aIIOMHEHO
[10JIb30BATEIEM
W TIpeIbsABICHO Ui MIPOXOXKACHUS MpoLeyphl ayTeHTuhukarmu. OqHOpa30BbId Napoib JAaeT
BO3MOKHOCTb ITOJIb30BATEII0 OJJHOKPATHO MPOUTH ayTeHTU(HUKAIIIO. MHOrOpa30BbIid MapoJib
MOJKET OBITh HCIOIB30BaH ISl MPOBEPKH MOIJIMHHOCTH MTOBTOPHO.

YuyeTHasi 3an1UCh M0JIL30BaTe I — COBOKYITHOCTb €ro uaeHTudukaropa u ero napois. baza
JAaHHBIX 110JIb30BaTENIEN NapOJIbHOM CUCTEMBI COIEPKUT YUETHBIE 3alIMCH BCEX I0JIb30BaTENIeN
JTAHHOW MapOJbHOW CUCTEMBI.

[Ton mapoJibHOii cucTeMoii OyieM MOHMMATh IPOTrPAMMHO-AIIIAPATHBIN KOMILIEKC,
peaTM3yIONINil CHCTEMbI HICHTU(DUKAIIMN U ayTCHTH(PUKAIIUY Toh30BaTeneit AC Ha OCHOBE
OJTHOPA30BbIX WJIM MHOTOPA30BbIX Mapoieil. Kak nmpaBuio, Takoil KOMIUIeKC QyHKIMOHUPYET
COBMECTHO C MOJICUCTEMaMH pa3rpaHUueHHs] JOCTYIA U PETUCTpalii coObITHi. B oTnenbHbIX
CJIydasix MapoJibHAsi CHCTEMA MOKET BBITIOIHSATD Pl IOTIOJTHUTEIBHBIX (DYHKIUI, B
YaCTHOCTH F€HEPALIMIO U PacIpeieICeHUE KPAaTKOBPEMEHHBIX (CEaHCOBbIX )
KpUNTOTpagpUUECKUX KIFOUEH.

OCHOBHBIMU KOMIIOHEHTaMH I1APOJIbHOM CUCTEMBI ABIISIOTCS:

e yHTEpQEIC MOJIb30BATENS;

e yHTEepQeiic aIMUHUCTPATOPA;

® MOJyJIb CONPSDKEHHUS C APYTUMU HOJICUCTEMAMH O€30MacCHOCTH;
e 0a3za JaHHBIX YUYETHBIX 3aMHCEH.

[TaposibHas cucTema npecTaBisieT cooo "mepe it Kpail 000pOHBI" BCEl CHCTEMBI
6e3omacHocTH. HekoTopsie ee 31ieMeHTHI (B YaCTHOCTH, PeaTu3yIoIre nHTepdeiic
MOJIb30BATENs) MOTYT OBITh PACIIOJIOKEHBI B MECTaX, OTKPBITHIX JIJIS IOCTYIA
MOTEHUMAIBHOMY 3JI0yMbILUIEHHUKY. [l03TOMY maponbHas cucteMa CTaHOBUTCS OAHUM U3
MEPBBIX OOBEKTOB aTaKU MIPHU BTOP>KEHUU 37I0YMBIIIIEHHUKA B 3alIUIICHHYIO cucTeMmy. Hibke
MIEPEYUCIICHBI TUIIBI YTPO3 O€30MaCHOCTH MAPOIbHBIX CUCTEM:

1. PasrnamieHue napamMeTpoB YUETHOM 3alnCH yepes:

® 110A00p B MHTEPAKTUBHOM PEKUME;

® [I0JCMAaTPUBAHHUE;

® [IpeAHAMEPEHHYIO Ilepeavy Maposs ero BIAAENIbLEM APYroMy JIHILY;

e 3axBaT 0a3bl JAHHBIX NAPOJIBHON CUCTEMBI (€CIIH Mapou He XpaHsTcs B 0aze B
OTKPBITOM BHUJIE, AJISl KX BOCCTAHOBJIEHUSI MOXKET NOTPeOOBATHCS MOAOOp MU
nemrdpoBaHue);

® [iepexBar MepelaHHoM 1o ceT HH(OpPMaLUU O MapoJe;

® XpaHEHHE NapoJisl B JOCTYITHOM MECTE.

2. BwmemarenbcTBO B pYHKIIMOHUPOBAHHE KOMIIOHEHTOB ITAPOJIBHON CHCTEMBI Uepes:

® BHEJPEHHE MPOTrPAMMHBIX 3aKJIAJ0K;

® OoOHapy)XeHHE U UCIOJIb30BaHUE OIINOOK, JOMYIIEHHBIX Ha CTa UK pa3pabOTKu;

® BBIBEJCHHUE U3 CTPOSI NAPOJIBbHOU CUCTEMBI.

HexoTopsle U3 epeunCIeHHbIX TUIIOB YTPO3 CBSA3aHbI C HAJIMYNUEM TaK Ha3bIBAEMOI'O
4eJI0BEYECKOT0 (hakTopa, MPOSIBISIONIETOCS B TOM, YTO MOJIB30BaTEIh MOXKET:

e BBIOpATh MAPOJIb, KOTOPBII JIETKO 3alIOMHUTH M TaKKe JIETKO M0J00paTh;

® 3amucaTh M1apoJib, KOTOPBIN CI0KHO 3aIIOMHUTD, U MOJIOKUTh 3aIIUCh B JIOCTYITHOM MECTE;
® BBECTH MApOJIb TaK, YTO €T0 CMOTYT YBUJIETh IIOCTOPOHHHUE:

e fepeaarh Napojb APYromy JIMIY HAMEPEHHO WJIH MOJ BIUSHUEM 3201y KICHUS.

B nmononHeHue k BbIIE Cka3aHHOMY HEOOXOAMMO OTMETUTH CYIIECTBOBAaHUE
"mapajiokca yenoBedeckoro (gaxkropa". 3akiroyaeTcss OH B TOM, YTO MOJIb30BATENb HEPEAKO
CTPEMHTCS BBICTYIIAaTh CKOpee MPOTUBHUKOM MapOJIbHON CUCTEMBI, KaK, BIIPOYEM, U JIFOOOH
CHCTEMBI O€30MIaCHOCTH, (PYHKIIMOHMPOBAHUE KOTOPOU BIMSET Ha €ro paboune ycioBus,



HCXCIIN COIO3HUKOM CHUCTCMbI 3alllUTHI, TEM CaMbIM ociabiss ec. 3aII_II/ITa OT YKa3aHHBIX
YI'p0O3 OCHOBBIBACTCA HA pAAC IEPCUUCICHHBIX HUXKXE OPraHu3allHOHHO-TEXHUYCCKHUX MCP U

MEpOIPHUATHH.

Br100op napoJeit

B GosbimHCTBE CHCTEM MOJIB30BATENIN UMEIOT BO3MOXKHOCTh CAMOCTOSITEIbHO
BbIOMPATh MAPOJIHM WIM NOJIYYarOT UX OT CUCTEMHBIX aIMUHUCTpaTopoB. [Ipu sToM 1u1s
YMEHBUIEHUS AECTPYKTUBHOI'O BIMSHUS OIMUCAHHOTO BBIIIE YEJIOBEUECKOro (pakropa
HE00XO0IMMO pealn30BaTh psiji TpeOOBaHUH K BBIOOPY U MCIIOJIb30BAHUIO NTAPOJIEH.

Tabauua 1

TpeGoBanune Kk BLIOOPY MapoJisi

[Mosryuaemslii 3 dexT

'V cTaHoBIIEHHE MUHUMAaILHOMN JUIMHBI ITapOoJIsd

Y cnoxHSIeT 3a1a4y 3JIOYMBIILJICHHHUKA IIPU
IOITBITKE MMOACMOTPETH IIapOJib UIIN HOI[O6paTI)
MapoJjib MCTOAOM «TOTAJILHOI'O OHpO60BaHI/ISI>)

M cronnp30Banue B MapoJIC pa3jINYHbIX I'PYIIIT
CHMBOJIOB

Y cnoxHSIeT 3a1a4y 3JIOYMBIILJICHHHUKA IIPU
ITOITBITKE HOI{O6paTI) apoJjib METOAOM
KTOTAJIBHOI'O OHpO6OBaHI/I${»

[IpoBepka n 0TOpaKoBKa Napois 1o CI0BaPIO

Y cl10)KHSeT 3a1a4y 3710YMBIIIVIEHHUKA TTPH
[OTBITKE 101I00paTh MApPOJIb MO CIOBAPIO

Y cTaHOBJIEHHE MaKCUMAJIbHOIO CpOKa
[TeliCTBYS MapoJIs

YV coxkHSET 3a1a4y 3JI0yMBIIUICHHUKA [TPH
[OIBITKE T000PaTh MapoJb METOIOM
<TOTAJILHOTO OMPOOOBaHMs», B TOM YHCIIE Oe3
HETTOCPEICTBEHHOTO 00pAaIeH s K CHCTEME
sanuThl (pexum off-line)

Y cTaHOBIIEHNE MIHUMAJIBHOTO CPOKa
1eHCTBHS apOIIst

[ [pensTCTBYET MOIBITKAM IOJIb30BaTENS
BaMEHUTH MApOJIb HA CTAPhI MOCIIE €T0 CMEHbI
[0 MPEIbIAYIIEMY TPEOOBAHUIO

Benenue sxypHaia ICTOPUM TTapoJIen

O0ecneynBaeT JOMOJHUTENBHYIO CTETICHD
BAIUTHI MO MPEABLAYIIEMY TPeOOBaHHIO

[ [ppuMeHeHne 9BpUCTUYECKOTO aIrOpUTMa,
OpaKyroIero napojiu Ha OCHOBAaHUH JaHHbIX
PKypHaJla UCTOPUH

Y crnoxHseT 3alavy 3JIOYMBIIIUUICHHHUKA IIPU
ITOITBITKE HOI[O6paTB MapoJib IO CJIOBAPHO UIIN
IC UCITOJIb30OBAHUEM 3BPUCTUUCCKOTO
AJITOPUTMA

OFpaHI/ILIeHI/IC Yucia IOMbITOK BBOAA MAPOJIA

[TpensTCTBYeT HHTEPAKTUBHOMY MTOJIO0PY
[1aposiel 3JI0yMBIIIJIEHHUKOM

[lonneprkka pexuMa IPUHYIUTEIbHON CMEHBI
[1apoJIsl MOJIb30BaTENA

O6ecnieunBaet 3¢ (PEeKTUBHOCTH TpeOOBaHMS,
OrPaHUYMBAIOIIETO MAKCUMAIIBHBIA CPOK
IIEHCTBUS MTApOJIs

cronp30BaHue 3aICPIKKHU IIPpU BBOAC
HCIIPABUJILHOT'O 1TAPOJIsL

[TpensTCTBYeT HHTEPAKTUBHOMY MTOJIO0PY
[1aposiel 3JI0yMBIIIJIEHHUKOM

3arper Ha BHIOOp MapoJisi CAMUMHU
[10JIb30BATEISIMU U aBTOMaTH4YeCKast
reHepanus napoJien

lIckirouaeT BO3MOKHOCTh MOA0OpaTh Maposib
10 cJIoBapro. Eciy anroput™ reHepanuu
[1aposie He U3BECTEH 3JI0YMBILIUIEHHUKY,
[OCJIEeIHUI MOXKET MOAOUPATh MAPOIH TOIBKO
METOZOM «TOTAJIIBHOTO OMPOOOBAHUS»

[ [puHyuTENBHAs CMEHA MMApOJIsl IPU ITEPBOM
[PETUCTPALIMU [10JIb30BATENS B CUCTEME

3a1uIaeT oT HEMPaBOMEPHBIX JAEHCTBUSA
CHCTEMHOI'O aIMHHHUCTPATOPa, UMEIOLIETO
ITOCTYII K [TapOJII0 B MOMEHT CO3/1aHMs
Y4ETHOM 3aIMCH




2. IIpumepsl.
ITpumep 1.
3agaHue ONpeeuTh BpeMs epebopa Bcex mapoiiei, COCTOSIHX 13 6 mudp.

Andasut coctaBistoT udps n=10.

Jnuna napons 6 cumBoioB k=6.

Takum 00pa3om, mojrydaeM KOJUYECTBO BAPHAHTOB: C=nk=10°

ITpumem ckopocth nmepedopa s=10 maposeli B cekynmy. [lomydaem Bpems nepedopa Bcex
napoei t= C/s=1OSCeKyH):[zl667MHHyTz28qaCOBz1,2 JTHSL.

[Tpumem, 4TO MoOCye KaXKI0T0 U3 M=3 HENPABWJILHO BBEICHHBIX ApoJIel UIET may3a B V=5
cexkynz. [Tomyuaem Bpems nepebopa Bcex maposeit
T=t*5/3=16667cexynn~2778Munyr~46uacos=1,9 nus.

Tyror=t+tT=12+1,9=3,1 ousa

[Tpumep 2.
OnpenenuTh MUHUMATBHYIO JUTHHY TTApOJis, aJIpaBUT KOTOPOTO COCTOUT M3 10 CHMBOJIOB, BpeMs
nepedopa KoToporo 0b110 He MeHbIne 10 ser.
Andasut cocTaBisiroT cuMBOJIBI N=10.
Jna maposs paccunthiBaetes: k=logn C=Ig C.
Omnpenenum konuuecTBo BapuanTtoB C=t * s=101er*10 naposeii B cex. =
10*10*365*24*60*60~3,15* 10° BapHAaHTOB
Takum oOpazom, monydaeM anuny napois: k=Ig (3,15* 109) = 9,5 OueBHIHO, YTO JJIMHA MAPOJIS
JoJKHA ObITh He MeHee 10 CUMBOJIOB.

3.3agaHus.

1. Onpenenuts Bpems nepedopa Bcex naposieit ¢

napaMmerpamu. AjapaBUT COCTOUT U3 N CUMBOJIOB.

JnunHa maposst cumBoIIoB k.

CkopocTb nepedopa s nmaposiei B CeKyHay.

[Tocne kax10ro 13 m HENpaBUIbHO BBEJCHHBIX MApOJIei UJIET May3a B V CEKYH]

BapHaHT n Kk S m v
1 33 10 100 0 0
2 26 12 13 3 2
3 52 6 30 5 10
4 66 7 20 10 3
5 59 5 200 0 0
6 118 9 50 7 12
7 128 10 500 0 0
8 150 3 200 5 3
9 250 8 600 7 3

10 500 5 1000 10 10

2. OmpenienTh MUHUMAITBHYIO JUTHHY TIAPOJIs, alihaBUT KOTOPOTO COCTOUT M3 N
CHUMBOJIOB, BpeMs mepedopa KOTOpOro ObLIO HE MEHBIIIE t JIET.
CxopocTts miepedopa s maposeit B CeKyHIY.

BAPUAHT n t S
1 33 100 100
2 26 120 13
3 52 60 30
4 66 70 20




3. OnpenenuTs KOJIMYECTBO CHMBOJIOB al(aBHTa, MAPOIb COCTOUT U3 K CHMBOJIOB, BpeMs

S 59 50 200
6 118 90 50
7 128 100 500
8 150 30 200
9 250 80 600
10 500 50 1000

nepedopa KOTOPOro ObLJIO HE MEHbIIIE t JIeT.
CkopocTb nepebopa s mapoJieii B CeKyHy.

BapUaHT k t S
1 5 100 100
2 6 120 13
3 10 60 30
4 7 70 20
5 9 50 200
6 11 90 50
7 12 100 500
8 6 30 200
9 8 80 600

10 50 50 1000

3. Tecm eéxoonoii

e o o o H

Bank TecTOBBIX 3aJaHMIi pa3MellleH HA caiiTe EeHTPa HU(PPOBOro o0y4eHust
http://moodle.asu.edu.ru
[To 00BbeKTy BO3JEHCTBHS YIPO3bl OBIBAIOT:
BO3JICHCTBYIOIINE HA HHPOPMAIIMOHHYIO CPEy B LIETIOM
BO3JICHCTBYIOIIME HA OTAENIbHbIE 3JIEMEHTHI HHPOPMAIIMOHHON Cpeibl
aKTUBHBIE
MaCCUBHbBIE

Bri6epuTe npaBunbHbIN BapuaHT oTBeTa. CoOBITHE, SBIISIOIIEECS CIEICTBUEM OJIHOTO
WJIM HECKOJIBKUX HEXKENaTEeNbHbIX WM HEOKUIAHHBIX COOBITUH (MH(OpMAIIMOHHON
0€30MMacHOCTH ), UMEIOIIMX 3HAYUTEIbHYIO BEPOSITHOCTH KOMITPOMETAI[MN OU3HEC-
ollepaly U CO3JaHus yIpO3bl

HUHIUJICHT

HapylIeHUue

CHUI'HaJI

W nenTnduumupoBaHHoe NOSBICHUE ONPEICIIEHHOI0 COCTOSIHUS CUCTEMBI, CEpBHCA WIN
CETH, YKa3bIBAIOIIErO Ha BO3MOKHOE HapyIIeHHE OJTUTUKHA HHPOPMAIIMOHHOM
0€30MacHOCTH, MJIM OTKa3 3allIUTHBIX MEp, WJIK BO3HUKHOBEHUE HEU3BECTHOM paHee
CHUTYyallld, KOTOPasi MOKET UMETh OTHOIIIEHHE K O€30MaCHOCTH HA3bIBACTCS

coObITHEM (MH(DOPMAITMOHHON 6€30MaCHOCTH)

MHUUACHTOM (MH()OpPMaIIMOHHON O€301acHOCTH )

yrpo3o# (MHGOPMAITMOHHON 0€30MaCHOCTH)

HepBBIM 1raroM B yHIpaBJICHUU CCTBIO SABJIACTCS €€



® JIOKyMEHTHPOBAaHUE
® pEBH3HS
e odopmieHue

Kakosa niens peBusun 3phexTuBHOCTH?

e MOHUTOPHHT U aHAJTU3 PAOOTHI CETH.

e Onpezaenenue TOro, paboTaeT JIM CETh B COOTBETCTBHH CO CBOMM MOTEHIHATIOM.

e lnentuduxaiys THIOB 000pyIOBaHUS M YCTPOUCTB, CETH.

e Oobecnieuenne nHMHOPMAIMH O BOCCTAHOBIICHHH TOCIIE COOS HITM KaTacTPOPUIECKOTO
OTKa3a.

Tema 2. Yrpo3bl nH(pOpMALMOHHOM 0e30macHOCTH. Mephl 3a1IUThI
1. Bonpocwt 015 00cysrcoenus
1) TlousTHe yrpo3bl. 3amura.
2) Knaccudukanus yrpo3 1 Mep 3alUThl HH()OPMALIHH.
3) Takconomust  Hapymienunid Wb BBIYMCIAMTENBHONH  CHCTEMBI W MPHYHUHBI,
00yCIaBIUBAIOIINE UX CYIIIECTBOBAHHUE.
4) CocTaB ¥ COACpPKAHUE CPEJICTB 3AIIUTHI, 00BEKTHI U DJIEMEHTHI 3aI[HTHI.
2. Jlabopamopnuaa paboma 2

ApXMBHpPOBaHHUE C IAPOJIEM
1. Teopus.

ApXHBATOPBI — 3TO NPOrPAMMBI /ISl CO3AAHUS APXHUBOB. APXUBbI IIPEHA3HAYECHbI
JUISL XpaHEHUs JaHHbIX B yI00HOM KOMIIAKTHOM BHJIe. B KauecTBe TaHHBIX OOBIYHO
BBICTYNAIOT (pailnibl 1 nanku. Kak npaBuso, JaHHbIE IpeABAPUTENBHO IOIBEPratoTCs
IIPOLIEIYPE CKATUA UIIN YITAKOBKU. [103TOMY ITOYTH KaKIblii apXUBAaTOP OAHOBPEMEHHO
SIBIISICTCS IPOTPAMMOM [T CKaTust 1aHHbIX. C ApYrol CTOPOHBI, TH00ast mporpamMma Jiist
CKaTHUs TaHHBIX MOYKET pACCMaTPUBATHCS KaK apXuBaTop. DPPEKTHBHOCTD CKATHUS SIBIISICTCS
Ba)KHEHILIEN XapaKTepUCTUKON apXuBaTOpoB. OT HEe 3aBUCUT pa3Mep CO3/1aBaEMbIX apXHUBOB.
Uem MeHblIIE apXUB, TEM MEHBIIIE MecTa TpedyeTcs AJis ero XxpaHeHus. [[is nepenaun HyxHa
MEHbIIasi IPOITYCKHAs CHOCOOHOCTh KaHajla Iepeadyn WM 3aTpauuBaeTCsl MEHbIIEe BpeMsl.
IIpenmyiecTBa apXuBOB OYEBUIHBI, €CIIU YYECTh, YTO JAHHBIE YMEHBIIAIOTCS B pa3MePe U B
2 pa3a, u B 5 pa3.

CrkaTe TaHHBIX UCMOJIb3YETCsS OUY€Hb MIMPOKO. MOXKHO cKa3aTh, IOYTH BE3JIE.
Hanpumep, noxyments! PDF , kak npaBuiio, conepkat cxaryro nHdopmaruio. /[oBosbHO
MHoro ucnonssemsix (aiinoB EXE cxaTsl crienualbHbIMU yIaKOBIIMKaMU. BceBo3MoKHBIE
myasTuMeauitabie gaitnel ( GIF , JPG , MP 3, MPQG ) aBnstoTcs cBoeoOpa3HbIMU apXHUBAMHU.

OCHOBHBIM HEIOCTATKOM apXUBOB SIBIISIETCS] HEBO3MOXKHOCTB MIPSIMOTO JOCTYTIA K
JnaHHbIM. VX cHauana HeoOX0IMMO U3BJIeUb U3 apXHBa WM pacrnakoBaTh. Oneparus
pacrakoBKH, BIPOUYEM, KaK U YIAKOBKH, TPEOYeT HEKOTOPBIX CUCTEMHBIX PECYpPCOB. DTO He
MIrHOBEHHas onepauus. [Io3Tomy apXuBbl B OCHOBHOM IIPUMEHSIOT CO CPABHUTEIIBHO PEIKO
UCIIONIb3YEMBIMU TaHHBbIMU. Harpumep, 711 XpaHEeHUs pe3€PBHBIX KON WM YCTaHOBOYHBIX
daiinos.

B  maHHBII MOMEHT CymIeCTByeT MHOTO apXUBaTOpoB. OHU UMEIOT Pa3HYIO
pacnpocTpaHEeHHOCTh U 3P PeKTUBHOCTb. HekoTOphle MHTEpECHBIE apXUBATOPHI HE U3BECTHBI
IIMPOKOMY KPYT'Y OTEHIIMAIbHBIX MoIb30BaTesell. OcoOblil MHTEpEC MPEICTAaBISIOT OLIeHKa
U cpaBHEeHHE Y(PPEKTUBHOCTU CHKATHUS MOMYIISIPHBIX apXHUBATOPOB.

MeToabl C:KaTUS APXUBATOPOB.

Pazpabotano 60JbII0€ KOIUYECTBO pa3HOOOpa3HBIX METOI0B, UX MOJU(PHUKAIIMNA U
MOABUOB JUIs CKaTUs JaHHBIX. COBpEMEHHBIE apXUBATOPBI, KAK IPABUIIO, OJTHOBPEMEHHO
UCIIOJIB3YIOT HECKOJIBKO METOI0B OJHOBPEMEHHO. MOXKHO BBIIEIUTh HEKOTOPHIE OCHOBHBIE.



Komuposanue mmn cepuii ( RLE - cokparienue ot run - length encoding -
KOJMPOBAHUE JJIUH CEPHil).

Ouenb npocroit meroa. [locnenoBarenbHas cepusi OJMHAKOBBIX JIEMEHTOB JAHHBIX
3aMEHSETCS Ha JIBa CUMBOJIA: AJIEMEHT U 4Kcio ero nosropenuid. lHlupoko ucnosib3yercs Kak
JIOTIOJIHUTEIIBHBIN, TaK U IIPOMEXKYTOYHBIM METO. B KauecTBe caMOCTOATENBHOIO METO1A
npUMEHSeTCs, HarpuMep, B rpaduueckom popmare BMP .

CnoBapusiii metof ( LZ - cokpamenue ot Lempel Ziv - uMeHa aBTOpOB).

Haubonee pacnpoctpaneHHbIi MeTO 1. MIconb3yeTcs Cl1oBaph, COCTOSIINN 13
MOCJIe0BATEIbHOCTEN TaHHBIX WK cJIoB. [IpH cxxaTHM 3TU clioBa 3aMEHSIOTCS HA UX KOZbI U3
cinoBaps. B Hanbosnee pacripocTpaHeHHOM BapUaHTE pealn3alii B KAUeCTBE CI0Baps
BBICTYIIAET CaM MCXOHBIN OJIOK JaHHBIX.

OCHOBHBIM MapaMeTPOM CIIOBAPHOI'O METO/Ia SIBJISIETCS pa3Mep ciaoBaps. Yem Oosbiie
CJI0Baphb, TeM 0o0sbIe 3¢ hekTUBHOCTH. OTHAKO /711 HEOJHOPOIHBIX JAHHBIX YPE3MEPHO
00JIbIION pa3Mep MOKET ObITh BpeJeH, TaK KaK IPU Pe3KOM U3MEHEHUH THUIIA JaHHbBIX
cJIoBaph OyIeT 3al0JIHeH HEaKTyalbHbIMH c10BaMH. J{Jist 2 (eKTUBHON pabOTHI TaHHOTO
METO/1a IPU CHKATHH TPEOYyeTCsl TOMOIHUTENbHAs MaMsATh. [IpuOnu3uTenbHO Ha TOPSIIOK
0oJbIIIe, YeEM HYKHO
JUTSL UICXOJTHBIX JTaHHBIX cioBapsi. CylIeCTBEHHBIM TPEUMYIIECTBOM CIIOBAPHOIO METOa
SIBIISICTCS IPOCTasi U ObICTpast MpoIleypa pacmakoBKU. J(OMOTHUTENbHAS TaMSTh TIPH 5TOM He
TpeOyercs. Takas 0cOOEHHOCTh OCOOEHHO BaXKHa, €CJIM HEOOXO0IUM ONEPaTUBHBINA JOCTYII K
JTAHHBIM.

Outponuiinenii Meton ( Huffman - konuposanue Xaddmena, Arithmetic coding -
apupMeTHIECKOe KOJUPOBAHUE)

B aToM MeToze 2i1eMEHTHI TaHHBIX, KOTOPBIC BCTPEYAKOTCS Yallle, KOAUPYIOTCS MPU
ckaTtuu 0oJiee KOPOTKUM KOJIOM, a OoJiee peKue dJIEMEHThI JaHHBIX KOJUPYIOTCS Oosee
JUTMHHBIM KOJIOM. 3a CUET TOT0, YTO KOPOTKUX KOJOB 3HAUUTEIBEHO OOJIbINE, OOUIHiA pa3mMep
MIOJTy9aeTCsl MEHBIIIE UCXOIHOTO.

Iupoko ucnomp3yercs Kak AOMOJHUTENbHBIN MeTO. B kauecTBe caMOCTOsITENIbHOTO
MeTO/Ia MPUMEHseTCsl, Hanpumep, B rpadudeckom popmare JPG .

Mertoa koHTeKcTHOTO MosienupoBanus ( CM - cokpaienue ot context modeling -
KOHTEKCTHOE MOJICIINPOBAHHE)

B sToM MeTone cTpouTcs MOJIENb MCXOHBIX TaHHBIX. [Ipu cxkaTuu ouepeiHOro
DIIEMEHTA JTaHHBIX 3Ta MOJIEb BBIIAET CBOE Mpe/ICKa3aHue W BepOATHOCTh. COTJIaCHO 3TOM
BEPOSTHOCTH, DJIEMEHT JaHHBIX KOJUPYETCS SHTPOIHIHBIM METOAOM. UeM TOUHEee MOJIeTh
OyZAeT COOTBETCTBOBATH MCXOIHBIM JaHHBIM, TEM TOUHEE OHA OyJIeT BbI1aBaATh NpeACKa3aHus,
U TeM Kopoue OyayT KOJAUPOBATHCS FJIEMEHTHI ITaHHBIX.

Jlnst mocTpoenus 3pPpekTUBHOM Mosienu TpedyeTcs MHOro namsTu. [Ipu pacakoBke
HOPUXOJUTCS CTPOUTH TOUHO TaKYIO e Mojesb. [103ToMy ckopocTh 1 TpeboBaHUs K 00beMy
OTIepaTUBHOM MaMsTH AJISl YIIaKOBKU M PACIAKOBKU MOYTH OJUHAKOBBL. B JaHHBIN MOMEHT
METO/IbI KOHTEKCTHOTO MOJAETHPOBAHUS TTO3BOJISIFOT MOJTYYUTh HAMITYUIIYIO CTETIEHb COKATHSA,
HO OTJIMYAIOTCS YPE3BBIYAHO HU3KOH CKOPOCTHIO.

PPM ( PPM - Prediction by Partial Matching - npeackazanue mo 4acTuaHOMY
COBIIAJICHUIO).

3T0 0CcOOBIH MOJIBU] KOHTEKCTHOTO MoienupoBanus. [Ipenckazanue BBIIOIHIETCS HA
OCHOBAHMH OTIPEJIEIIEHHOT0 KOJIMYECTBA MPEIbIIYIIUX AIEMEHTOB JaHHBIX. OCHOBHBIM
napaMeTpoM SIBJISIETCS TIOPSIIOK MOJAEIH, KOTOPBIH 3a/1aeT 3TO KOJIMYECTBO JIEMEHTOB. Yem
00JIbIIIE TOPSASIOK MOJIENH, TEM BBIIIE CTENEHb CXKAaTHUsl, HO TpeOyeTcs 00JIbIIe ONepaTUBHON
MaMSITH 7151 XpaHeHUs! TaHHBIX MoJienu. Eciiu onepaTuBHON MaMSTH HEIOCTATOYHO, TO TaKas
MOJIeJb C OOJIBIIKMM MOPSIIKOM MOKa3bIBaeT HU3KUE pe3yabTaTtel. Meton PPM ocoGenno
3¢ (heKTUBEH TSI COKATHUS TEKCTOBBIX JaHHBIX.

IIpeosapumenvHule npeobpazoeanus unu Guibmpayus.



JlaHHBIE METO/IBI CITY’KaT HE JUIs CKaTus, a JUIsl IpeACTaBlIeHU NH(popManny B
yI0O0HOM JUIsl HabHeHero cxxarus Buae. Hanpumep, [u1s HecKaThIX MyJIbTHMEINA JTAHHBIX
XapaKTepHBI TUIaBHBIC N3MEHEHUS YPOBHS CUTHANA. [103TOMY 111 HUX IPUMEHSIOT JeNbTa-
npeoOpa3oBaHue, KOT1a BMECTO a0COIFOTHOTO 3HAYECHUsI OEPETCs OTHOCUTENILHOE.
CymecTBYIOT GHIBTPBI IS TEKCTA, UCTIONMHAEMBIX (PaiiioB, 6a3 JaHHBIX U IpyTHUE.

Merton coptupoBku O10ka naHHbiX ( BWT - cokpaimenue ot Burrows Wheeler
Transform - mo umMeHu aBTOPOB).

D70 0COOBII BUA WK Tpymia MpeoOpa3oBaHnii, B OCHOBE KOTOPBIX JIEKHUT
coptupoBka. Takomy npeoOpa3oBaHHIO MOXKHO ITOJIBEPraTh MOYTH JIIOOBIC JAHHBIE.
CopTHpOBKa IPOU3BOIUTCS HAJ OJIOKAMH, TO3TOMY JIaHHBIE IPEABAPUTEIIFHO Pa30UBAIOTCS
Ha yacTH. OCHOBHBIM ITAPaMETPOM SIBIISICTCS pa3Mep 0J0Ka, KOTOPBIH MOABEPraeTcs
coptupoBke. JJ1s pacnakoBKH JaHHBIX HEOOXOANMO MPOJIEIaTh MOYTH TE JKe JEUCTBHS, YTO U
npu ymakoBke. [ToaToMy cKOpocTh U TpeOOBaHMS K ONEPaTUBHOMN IMaMSATH TIOYTH OJNHAKOBBL.
ApXHUBaTOPBI, KOTOPBIE MCIIOIB3YIOT JaHHBIA METO]], OOBIYHO MTOKA3bIBAIOT BHICOKYIO
CKOPOCTb U CTETIEHb CXKATHS U1 TEKCTOBBIX JTaHHBIX.

HenpepsiBable 0:10kM min HenipepbIBHBIHN pexkuM ( Solid mode - HenpepbIBHBII pexuM).

Bo MHOTMX MeTO/Max CKaThsl HAYaIbHBIA YU4ACTOK JTAHHBIX WK (haiiia KOTUPYeTCs III0XO0.
Hanpumep, B cioBapHOM MeToxe cioBapb IycT. B Merome KOHTEKCTHOrO
MOJIeJTMPOBAHUS MOJIENb He TocTpoeHa. Korja konudectBo ¢aitnoB 00JbIIoe, a UX pazMep
MaJIeHbKUH, 00111asi CTETNIeHb CKaTHs 3HAYUTEIHHO yXY/IIIAeTCs 3a CYET STUX HAYaIbHbBIX
y4acTKOB. UTOOBI 3TOT0 HE MPOUCXOIIIIO MPU Mepexo/ie Ha CAeAYIOMIHM (aiin, ucronb3yercs
uH(popMalrs, TOTydYeHHAs! UCXO0/1A U3 Mpeabaymux ¢aitnoB. AHanorugHoro 3¢ dexkra MoXXKHO
JTOOUTHCS IPOCTHIM MIPEJICTABICHUEM UCXOAHBIX (DaiiyIoB B BII€ OJIHOTO HETPEPHIBHOTO (ailna.

DTOT METOJI UCIIOJIL3YETCS BO MHOTHUX apXHBATOPaX U UMEET CYIIESCTBEHHBIH
HepocTaToK. st pacmakoBKU IPOU3BOJIBHOTO (haiiia He0OX0IMMO pacaKkoBaTh U (DaIIbL,
KOTOPBIC OKA3aJIUCh B HAYAJIe apXHUBa. ITO HEOOXOIUMO IS IIPABUIILHOTO 3aIIOTHCHUS
cioBaps Wiy nocTpoenus Mozaesu. CymecTByeT U MPOMEKYTOYHBIN BapUaHT, KOT/a
HCIIOJIB3YIOTCSI HETIPEPBIBHBIE OJIOKM (PMKCHUPOBAHHOTO pa3Mepa. [loTepu cxxaTus mnomydyarorcs
MUHUMAJIBHBIMU, HO JIJISI U3BJICUCHUS OJTHOTO (hailyia, KOTOPBI HAXOAUTCS B KOHIIE OOJIBIIIOTO
apxuBa, HEOOXOAMMO PACIIAKOBAThH TOJIBKO OJIUH HETPEPHIBHBIN OJIOK, a HE BECh apXUB.

CerMmeHTHpOBaHUE.

Bo Bcex MeTomax cxxaTusi IpU U3MEHEHUH THIIA JAaHHBIX COOCTBEHHO CaM IEePEXo]
KOJMpyeTcs 04eHb 110x0. ClI0Baph CTAHOBUTCS HE aKTyaJIbHBIM, MOJIEIh HACTPOEHA Ha
JIpyTHe JaHHBIC. B 3THX ciydasx MpUMEHSeTCsl CeTMEHTHPOBaHUE. DTO TIPeIBAPUTEIbHAS
pa30MBKa HA OJTHOPOJHBIC YACTH. 3aT€M TH YACTH KOJIUPYIOTCS MO OTAECTLHOCTU WK
TpyHIaMH.

Oc060 xoueTcst MOAUYEPKHYTh, YTO CYIIECTBYET OOJIBIIIOE KOJTHMYECTBO METOIOB
cxkarus. Kaxaplit MeTo1 0OBIYHO OPUEHTHUPOBAH Ha OJMH BUJI WM TPYIIY PealbHbIX JaHHBIX.
Xopolire pe3ysbTaThl TOKa3bIBa€T KOMIUIEKCHOE HCTIOIb30BaHUE METOIOB.

Oco0eHHOCTH JaHHBIX

CreneHp C)KaTHs B OCHOBHOM 3aBUCHUT OT UCXO/JHBIX JaHHBIX. XOPOIIO CKUMAIOTCS
MOUTH BCE MPEABAPUTEIHHO HEC)KAaThIe TaHHbIe, HampuMep, ucnonusemsie daiinsl (EXE),
tekcThl (TXT , DOC), 6a3s1 ganubix (DBF ), npocteie HecxkaThie n3obpaxenus ( BMP ).
Orpann4eHHO CKUMalOTCs HecxKaThlil 3ByK ( WAV ), clioxkHbIe Hec)KaThie N300paXkeHus (
BMP ). He cxxumaroTcst ouTH BCE YKe CKaTble JaHHbIE, Hanpumep, apxussl ( ZIP , CAB ),
cxkatbie nokymeHThl ( PDF ), cxxartas rpaduka u Buneo ( JPG, GIF , AVI, MPG ), cxxartsrii
3ByK ( MP 3). FX c:xaTtue HaXOJQuTCs B Mpeenax maphbl MPOIEHTOB 3a CYET CITYKEOHBIX
0JIOKOB ¥ HEOOJIBIIIOW N30BITOYHOCTH.

Jl1is cxkaTHsi HEKOTOPBIX CHEIM(PUIECKUX JaHHBIX (TEKCT, HeCXKaThle H300pakeHus,
HEC)KAThIHN 3BYK) CYIIECTBYIOT CIIEIIMAIbHBIE METO/IBI i apXUBATOPHI. Takue apXuBaTopbl
00ecneYnBarOT BBICOKYIO CTETIEHb CXKATHs M BBICOKYIO CKOpOCTh. OTHAKO TaK Ha3bIBaeMbIe
YHHUBEpCaIbHbIC ApXUBATOPHI MOCTETICHHO JOMOIHSIIOTCS TOJOOHBIMU MeTo1aMu. B maHHbBIN



MOMEHT TOJIBKO JUUIsl HEC)KaTOTI'0 3BYKa CYIIECTBYIOT BEICOKO3(D(PEKTUBHBIE CIIeIMaTbHbIC
apxuBaTopsl, Takue, kak OptimFROG , Monkey Audio . /{51 TeKcTOB 1 M300pakeHUIMA
Jyd4lllie YHUBEpCcalbHbIE apXUBATOPHI MOKA3BIBAIOT JIYUIIYIO CTENEeHb Cxkatus. Hampumep,
apXuB M300paKCHU MOIYUYUTCS MEHBIIIE, €CJIU UCToNIb30BaTh (hopmat BMP u apxuatop
WinRK BMmecTo criennanu3upoBaHHbIX rpadudeckux popmaros, Takux kak JPEG 2000 (
LossLess - cxxarue 6e3 moTeps).

Bonbiioe Konu4ecTBO TUIOB JaHHBIX YK€ ABIISIOTCA CKAThIMU. Vcronb3oBaHue
apXMBaTOPOB JIa€T MU3EPHOE YMEHbIIIEHUE pa3Mepa. TeM He MeHee JaKe B TaKUX CIydasx
3¢ (dEeKTHBHOE CIKATHE TEOPETUUYECKH BO3MOXKHO. DTO O0YCIOBIICEHO TEM, YTO B OOJIBIINHCTBE
pacrpocTpaHeHHbIX (OpMaTOB (aiiIoB, UCTIONB3YIOUINX CXKAaTHE, IPUMEHEHBI HE CaMble
s dextuHbIe MeTOABL. Hampumep, B ocHoBe hopmaTa JPG 51exuT S3HTpONUHHOE CHKaTHE,
KOTOPOE UCIOJIb3yeTCs nocJie npeodpazoannii dypwe. JlaHHbIE KOTUPYIOTCS
HEONTUMAJILHBIMH OJIOKaMH, YTO 00YCIIOBIICHO XKellaHueM caenath ¢popmar JPG ycroiiunBeiM
K MOBPEXJICHUSIM U BO3MOXKHOCTH YaCTHYHOTO M3BJIeueHus nHpopmarmu. [lepexoauponas
daiinbl JPG npu momony BeICOKO3()PEKTUBHBIX METOJ0OB, MOKHO TOOUTHCS CKATHS MOPSAKA
75% ot ucxoanoro ¢aiina (apxusarop Stufflt ). Co6cTBenHO cam ucxoanslit daitn JPG
C)KMMAaeTCs OOBIYHBIMH apXUBATOPAMH TOJIBKO 110 96%. OqHaKO 1MOA00HBIC MAHUITYIISIIIAH C
¢aitnamu JPG cranu BO3MOXHBI TOJIBKO HEIABHO U €1IE HE MOJIYYUIIU pacupocTpaHeHus. B
OOJIBIIMHCTBE CIIYy4aeB CKUMATh YXKe C)KaThle JaHHbIE OECIIONIE3HO.

Crnenyet paznu4arh COOCTBEHHO MPOTrpaMMy-apXUBaTop, GopMaT apXHUBOB U METO/IbI
ckarud. Jlaxke OJTuH M TOT K€ METOJ] C’KAaTUsl MOYKET UMETh BapUaHTHI pean3aliu.
Hanpumep, cymectByeT Oosiee AecsaTka MporpaMM-apXxuBaTOPOB, KOTOPHIE MOTYT CO3/1aBaTh
apxuBbl B popmate ZIP. B cBoro ouepenn nanusie B popmare ZIP MOTyT OBITh CHKAThI
pasnmuunasiMu MeTogamu: Deflate, Deflate64, BZip2. Meton Deflate umeet HeCKOJIbKO
peanu3anuii ¢ pa3HON CKOPOCTHIO U CTENEHBIO CxKaTud (pa3zHuia nopsiaka 5%). C momoIbo
3TOTO METOJIa ApXUBATOP 7-Zip MO3BOJSIET CO3/1aBaTh apxXuBkI B hopmare ZIP u 7Z.

OOBIYHO apXUBATOPHI MOTYT CO3/IaBaTh ApXUBBI B COOCTBEHHOM KCKJIIO3UBHOM (hopmare
C HCIOJIb30BaHUEM CBOMX OPUTMHAIBHBIX MeTO0B. Hanpumep, apxuBatop RAR no3sossier
co3naBaTh apxuBbl RAR. B hopmate apxuBa 1 MeTomax C:kaTHsI 3aKJIFOYAIOTCS OCHOBHBIE
MIPEUMYILECTBA TOI'O UM UHOTO apXHUBaTopa.

B npocretiniem ciryuae apXuBaTop MO3BOJISIET TOJILKO YIIAKOBATh MIIM PACIIAKOBATh
onuH ¢aiin. Kpome coOCTBEHHO CxkaTusl JaHHBIX, COBPEMEHHBIE apXUBATOPHI 00ECTIEUNBAIOT
HEKOTOpPBIE JOMOJIHUTENbHbIE PYHKIIMH. MOKHO BBIIEINUTH HECKOJIBKO OCHOBHBIX:

C)KaTHe HEKOTOPBIX (ailyioB U LENBbIX AUPEKTOPUIL;

co3nanue camopacnakoBbiBaromuxcs (SFX) apxuBos. To ecTh 11t pacliakOBKU apXuBa
porpaMMa-apxuBaTop He TpedyeTcs;

M3MEHEHHE COJICPKMMOT0 apXUBa; MIH(POBAHUE COIACPKUMOTO apXHBa;

nH(pOpMaIU i1 BOCCTAHOBIICHUS apXHBa MPU YaCTUYHOM TOBPEKICHUU U
BO3MO>XHOCTh BOCCTAHOBJICHUSI TTOBPEKACHHBIX aPXHUBOB;

pa30uBKa apXyBa Ha HECKOJIBKO YacTel WU TOMOB;

KOHCOJIbHAsl BEpCHsI POTrpaMMBblI /17151 pabOThI U3 KOMaHIHOM cTpoky; rpadudeckas (GUI)
BEpCHsI IPOTrPaMMBbl.

CTOHUT OTMETHUTD, YTO, HECMOTPS Ha opMaNbHOE HATMYHE, peau3alus KaKIou
JIOTIOJTHUTEIBHON (PYHKIIMM MOKET OBITh BBIITOJIHEHA HA COBEPIIEHHO Pa3HOM YPOBHE.

Kpome paznnuuii B QyHKIIMOHATBHOCTH, MOKHO pa30UTh apXUBATOPHI Ha JIBE TPYIIIbI:
ACUMMETpPUYHbIE 1 CHMMETPUYHbIE. ACUMMETPUYHBIE apXUBATOPHI TPEOYIOT I ONepaluu
pacmakoBKH 3HAYUTEIFHO MEHBIIIE BPEMEHHU U ONEPATUBHON MaMSTH, YeM JIJIS OTlepalliu
YIaKOBKU. DTO MO3BOJISIET OBICTPO MOTYYaTh COJACPKHUMOE apX1UBa HA MAJIOMOIIIHBIX
KoMmnbioTepax. CHMMETpUYHBIE apXUBATOPHI TPEOYIOT /IS ONepaliii yHakoBKH U PacliakOBKU
OJINHAKOBOE BpeMs U 00BEM OIEepaTUBHON MaMsaTH. Vcronb30BaHNEe TaKUX apXUBATOPOB Ha
LIMPOKOM ITapKe KOMIIBIOTEPOB MM JUIsl OIEPATUBHOIO AOCTYIA K COEP)KUMOMY apXHUBa
orpanuueHo. M3BecTHblil apxuBatop RAR B kauecTBe OCHOBHOTO HUCITIOJIb3YET



ACUMMETPUYHBIN CIIOBAPHBIA METO]] CIKATHS, a JIJIsl TEKCTOB MOKET MCIOIb30BaTh
cumMmeTpuuHbiii PPM-meton. Takum o6pa3om, pacrakoBka apxuBoB RAR, ckaTbIx ¢
MaKCHUMAaJIbHON CTENIEHBIO CKATHS, MOXKET OBITh HEBO3MOXKHA HA KOMITBIOTEPAX C
OTpaHUYEHHBIM 00HEMOM OTEPaTHBHOM MaMsATH. Bee wiu moutu Bce nepeoBble apXuBaTOPhI
C BBICOKOI CTEIIEHBIO CKATHSI SIBJISFOTCSI CHMMETPHUYHBIMH.

TouHOM CTAaTUCTUKH 10 PaCIPOCTPAHEHHOCTU aPXUBATOPOB y MEHS HET. S BHICKaXKY
CBOIO CYyOBEKTHUBHYIO TOUKY 3pEHHUSI HA OCHOBE JIMYHOTO ombITa. be3ycioBHO, caMbiM
pacpocTpaHEeHHBIM apXuBaTopoM siBisitores ZIP u ero mogudukamnuu. [lo cBoei
pacipoCTpaHEHHOCTH OH 3HAYUTENIHO MPEBOCXOAUT OJIMKANIINX KOHKYpeHTOB. CiieoM
unyT RAR u ACE. B nocnennue rofibl BCTpedaeTcs apxuBaTop 7-zip. [Ipyrux apxuBaTopoB u
apXMBOB JIMYHO MBI HE BcTpeuainu. VckiltoueHue cocTaBisitoT Hekoraa nonyispusie ARJ u
LHA. B nanHbIii MOMEHT OHU HE aKTYyaJIbHbI U3-32 OYCHb HU3KOW CTEIIEHU CKATHSI.

Hecmotps Ha 04eHb CKpOMHBIE JAHHBIE O PACIIPOCTPAHEHHOCTH apXUBATOPOB, UX
CYyIIECTBYET 00JbII0e MHOXKECTBO. OCHOBHAsI Macca OTHOCUTCS K KaTETOPHH
HKCIEPUMEHTAIBHBIX  apXUBATOPOB C OrPaHMYCHHON (PyHKIIMOHAIBHOCTHIO. TeM He MeHee,
KaX/IbIf UX HUX MO3BOJISIET BBIMOJHATH COOCTBEHHO MPOLEAYPY CXKATHsI JaHHBIX. MeHbIIast
pacpoCTPaHEHHOCTh YBEIMYMBAECT BEPOSITHOCTh OIIMOOK B MIPOTPaMME.

2. IlpakTuka.

1. HeobxommuMo co3/1aTh TEKCTOBBIHN (hailii, coepkanuii pamMmminio, uMsi, OTIECTBO
cryneHTa B oobeMe 50 3anmceit. [IpoBectn apxuBrpoBanue Qaiina. JIroObIM perakTopoM
BHECTH U3MEHEHHS COTJIACHO 3a/laHusl. B oTueTe 0Tpa3uTh: KOHTPOJIBHYIO CYMMY UCXOIHOTO
¢aiina, cxaroro (aiisa, BegaBaeMble COOOIIEHHs 00 omMrOKax Mpu pa3apXUBUPOBAHUH
UCKaXeHHOTO (aiina.

2. IlpoBectu apxuBamuio ¢aiina ¢ naponeM. BHecTu uckaxenus, mnonpodoBaTh
pa3apxuBUPOBaTh. B 0T4ETE OTPa3UTh: KOHTPOIBHYIO CYMMY HCXOTHOTO (aiisa, cxKaToro
¢aiina, BeIIaBacMbIe COOOIIEHUS 00 OMMOKAX NMPH pa3apXUBUPOBAHUN UCKAXKEHHOTO (aiina.

3. IIpoBectu apxuBamuio ¢aiia ¢ maposieM, cocrosimuM u3 3-x udp. [Iposectn
HOTBITKY TOAOOpa MapoJIst ¢ UCIIOIb30BaHUEM ITPOTPaMMHOTO obecnieueHus. B otuere
OTPa3UTh: KOHTPOJIBHYIO CYMMY UCXOAHOTO (haiiia, ckaTtoro Qaiina, Bel1aBaeMble
cooOuieHus, BpeMs noadopa.

Bapuantsr:

. apxuBaTop zip. MckaxeHnue qByx OaiT.
. apxuBarop arj. MckaxxeHnue Tpex Oair.

. apxuBarop rar. VickaxxeHue Tpex OauT.

. apxXuBartop zip. Y aaneHue 1Byx Oaiurt.

. apxuBarop arj. Y janeHue tpex Oait.

. apXMBaTOp rar. Y aajeHue Tpex Oaiur.

. apxuBaTtop arj. JlobaBieHue Tpex OaiT.
. apxuBaTtop rar. /Jo0aBneHue Tpex Oair.
. apxuBarop zip. /lo6aBienune 1Byx OailT.
10. apxuBatop zip. Yaanenue AByX Oaur.

OCoO~NOUID WN PP

Tema 3. Kanajusbl yreuku nngopmanun. Moaejb HApyLIUTe s
1. Bonpocul 0na odcysycoenusn
1) Kiaccudukaius KaHaI0B MPOHUKHOBEHHS B CUCTEMY M YTEUKH HHPOPMAIIHH.
2) Hedopmanbuas moxenb HapymmTens B AC.
3) Bwubl MPOTUBHUKOB WU «HAPYIIUTEIICH.
4) Amnanu3 crioco0oB Hapyiienuii Ub.
5) TlousiTus 0 BUIaX BUPYCOB.
2. Konmponvnuas paboma 1
Bomnpocsl kK KOHTPOJILHOI padoTe 1



1. Onpenenenue noustuit «Mudopmarusy «MupopmarronHast 6e30macHOCTbY, «CyOBEKThI
MH()OPMAIIMOHHBIX OTHOLICHUI»

KareropupoBanue uapopmanuu

3aganue TpeOoBaHMH K HHPOPMAIIOHHON O€30aCHOCTH OpTaHU3aLUH

[TonsiTue yrpossl nuadopmaironHo 6e3onacaoctu. Knaccudukamus yrpos Ub
CocraB cpecTB 1 Mep 3aIuThl nHpopMaru. Kiaccuukanys cpencTs u Mep 3anThl
uHpopManun

OOBEKT U CyOBEKT 3alTuThl HHPOPMALUH

Kanaine! yreuku nadopmarmn. Knaccnukaius kaHajaoB yTeuku HHGOpMAIUK
Mopenp HapymmTens HHPOPMAMOHHOI 0e30MacHOCTH

Knaccudukanus Hapymmreneit HHPOPMAIMOHHOW 0€30aCHOCTH

10. Kommbrorensie «Bupychbi». X BUIbI

11. Cnoco6s1 60pbOBI C KOMITBIOTEPHBIMU BUPYCAMU

SARE SN
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Tema 4. Cucrema 0e30aCHOCTH

1. Bonpocwt 015 00cyscoenus
1) 3anmaum cucTeMbl O€30MACHOCTH.
2) Mepbl IPOTHBOACHCTBHUS yrpo3aM O€30MacHOCTH.
3) Kiaccudukanus mep.
4) OCHOBHbIE HOPMATHBHBIC PYKOBOJSIIUE JTOKYMCHTBI, KacCalolIHecsi TrOCYIapCTBCHHON
TaifHBI, HOPMATHBHO-CIIPABOYHBIE JOKYMEHTEI.
5) OcHoBHbIE MexaHU3MbI 3aUThl AC.
6) Mopuenu 0e30MacHOCTH U UX TPUMEHECHHE.
2. Jlabopamopnuaa paboma 3
IIndgp npocroii 3amensl. Tadauuna Bukunepa
1. Teopus.

CoBpeMeHHBIE KpUNTOrpapUIECKUe CUCTEMBI TECHO CBSI3aHBI C METOIaMHU
muppoBaHUs COOOIIEHNUH, KOTOPBIE, B CBOIO OYEPE/Ib, 3aBUCST OT CII0C00a UCIOTb30BaHUS
kmouelt. [Ipennaraemas nporpamma oTauyaeTcs NPOCTOTON MOHUMAHUS CMbICIIA
mudpoBaHus, MO3BOJISAET MOJYYUTh KPUITOIPAMMBI OHOTO M TOTO e HCXOJIHOT0 TEKCTa B
3aBUCHUMOCTH OT BIOpaHHOTO KJIF0UeBOro cioBa. Kpome toro, Takoi nmoaxos mudpoBaHus
MOYET OBITh IPUMEHEH B OJHOKJIFOUEBBIX KPUIITOCUCTEMAX IS 3allIUTHl HH(POPMAIINU B
JIOKaJIbHBIX CETAX.

OaHOKITIOUEBbIE KPUIITOTpaPUUECKHE CUCTEMBI SIBIISIOTCS KIIACCUYECKMMH CHCTEMaMU
Kpuntorpaduueckoit 3amuTel vHGopmanuu. i mudppoBanus U pacuppoBaHus
COOOIIEHNH B HUX MCIIOJIB3YETCSl OJJMH U TOT K€ KIII0Y, COXPaHEHHE KOTOPOro B TaliHe
o0ecrieunBaeT Ha/Ie)KHOCTb 3alUThl HH(popMmarmu. [IndpoBansHyto cxeMy B 3TOM ciiyyae
MOYKHO TPEACTAaBUTh CIEAYIOIUM 00pa3oM:

Y = Ez(X)
X = Dz(Y) = Dz(Ez(X)),
rae X — OTKPBITHIN TeKCT; Y — MUPPOTEKCT;
D; — ¢yskus mudpoBaHus ¢ CEKPETHBIM KIIIOUOM Z;
E; — dynxuus pacumdpoBaHus ¢ CEKPETHBIM KIIIOUOM Z.

OTKpBITHIHN TEKCT, KaK MPaBUIIO, UMEET MPOU3BOJIBHYIO IIHHY. B ¢BsA3M ¢ 3TUM OH
pa3ouBaeTcs Ha 0J1I0KH (PUKCUPOBAHHOM JJIMHBI U KaXAbli OJ0K mHudpyercs B OTAEIbHOCTH,
HE3aBUCHMO OT €ro MOJY4YEeHHUsl BO BXOJHOM MOciIeA0BaTeNbHOCTH. COOTBETCTBYIOIINE
MeTO/bI U(POBaHUS HA3bIBAIOTCS OJIOYHBIMU, @ HaOOJIee BaXKHBIMH IIH(PpaMH IIPH 3TOM
SBIISIOTCS U QPBI 3aMeHbl (moacTaHoBkH). [1Indpsl 3aMeHbl 00pa3zyroTcs ¢ TOMOIIBIO
3aMeHBbI 3HAKOB HCXOJHOT0 COOOILEHHS Ha IPYrHe 3HAKH.

[Tpocreiimmm mmdpom 3amens! sisiercst mudp Llesaps. B atom mmdpe OykBb
HCXOJIHOTO COOOIICHNS JTaTUHCKOTO andaBuTa 3aMEeHAI0TCs OyKBaMU, PacIioyIOKEHHBIMU
TpeMs No3ULUsAMH npaBee. OTHAKO BCKPHITHE TAKUX MU(POB JIETKO OCYILECTBIISETCS MyTeM



nepedopa BceX BO3MOXKHBIX KITIOUeH, B Ka4YeCTBE KOTOPHIX UCHOJIb3YyeTCs BEIMYMHA CIBUTA
OykB cooO1IeHus B aindaBuTe, 0 MOSBICHHUS OCMBICICHHOTO TEKCTA.

YcroitunBocTh mudpa 3aMeHbl MOYKHO OBBICHTB 32 CUET UCIIOIb30BaAHUS
«repemenianioro» aingasura. OnHako Harbosiee CTOMKUM K paciiu@poBaHUIO COOOIIEHUH U3
JAHHOTO KJiacca mudpoB sBigeTcs mudp noauanaBUTHON 3aMEHBI, B KOTOPOM
PUMEHSETCS HECKOIBKO an(aBUTOB, TOOUYEPETHO UCTIONB3YEMBIX I 3aMEHBI OYKB
OTKPBITOTO TEKCTA.

Pa3HoBuIHOCTHIO MIM(POBAHUS C UCTIOIB30BAHUEM MOIHAI()aBUTHOMN 3aMEHBI 3HAKOB
coobuienus sBisiercss Mmetoa Brmxunaepa (wim mugp Bikunepa), B KOTOpOM BaXXHYIO pOJIb
UTpPaeT KII0UYEBOE CIIOBO.

[IpuBenem B kKauecTBE MpUMeEpa MPOrpaMMy HIH(PPOBAHUS TEKCTa COOOLICHUS C
nomouibio mudpa Buxunepa. [Iporpamma MoxeT ObITh IPUMEHEHA JUIS CO3JaHUS
MU (POTEKCTOB € MOCIEAYIONIEH TIepeayeil UX B OTHOKJIIOYEBBIX KPUIITOCHCTEMAX.

Matemaruueckas HOCTaHOBKA TaKOH 3a7jauu 3aKJIF0YaeTcsl B ciaeayrouieM. MHOXeCTBO
u3 26 andaBuTOB, I aHTJIMMUCKOTO TeKcTa (10 unuciay OykB), hopmupyercs
MOCIEA0BATEIbHBIM IIUKIMYECKUM CIBUTOM OYKB HCXOJIHOTO ali(haBUTa (aHAJOTUYHO
npuHuny GopmupoBanus mudpa Llezaps). CoBoKymHOCTE Beex anhaBUTOB 00pa3yeT Tak
Ha3bIBaeMyIo TabmuIy Brkunepa.

[Tpu mmdpoBannm OyKBBI KIFOUYEBOTO CIOBA OMPEALIISIOT BEIOOP KOHKPETHOTO
C/IBHHYTOTO aji(paBUTa, UCIIOJIB3YEeMOr0 IPU 3aMEHE COOTBETCTBYIOIIECH OYKBBI COOOIICHUSI.

[Tpouecc mudpoBanust MOXKET OBITH OMKMCAH KaK MPOLIECC CYMMHUPOBAHUS 110 MO0 26
HOMEPOB COOTBETCTBYIOLUX JAPYT APYTY OYKB OTKPBITOTO TEKCTA U KIIFOUEBOT'O CJIOBA.

B nanHoM ciyvae st ysICHEHHS PUHIIMIIA TOJTYYCHHS KPUIITOTPAMM C
UCIOJIb30BaHUEM LM(pa BiknHepa npuMeHUM KIF0UYEBOE CI0BO U OJUH ajl(aBUT
AHTJIMICKOTO SI3bIKA.

Kaxxnoii OykBe andasuta cornoctaBuM mudpy (A Q yees L QQ 25). KitoueBoe
cioBo Ki 3amaercs onpeeseHHbIM KOJIMUecTBOM OYKB d M MOBTOPHO 3aMUChIBACTCS O/
mudpyeMsiM coobieHneM Mi. B nanbHelinem B i-M cTondue n3 1Byx OykB OykBa cOOOIIEHHS Mi
CKJIaJIBIBACTCS 110 MOAYJIIO 26 €O CTOsIIIEH o1 Heil OyKBOi KitoueBoro ciosa Ki B Buze:

gi = mj + ki mod 26,

r7ie gi — OYKBBI OJYYEHHOM KPUIITOTPaMMBI.

PacmnpoBka KpUNTOrpaMMbl OCYIIECTBIISIETCS BBIYMMTAHUEM KIIFOUEBOT'O CJIOBA IO
moxymo 26. Ipu d = 1 mmudp Bmwxunepa susercs mudpom Liesaps.

2. Ilpumepsi.
[Tpumep 1. Hudp Lezaps

[Moxyunm kpunrorpammy ¢ ucnoiszoBanueM mmmdpa Llesaps ¢ kimodom d = 1 Ha Gase
AHTJIMICKOTO andaBUTa, CTPOYHBIN PETUCTD.

QO,BQQI

HcxonHoe coobiieHne n [f (o [r [m |f t i 0 n
KpunrorpamMma j (o g |p [s In |g [u [] p |o

Jlnst pycckoro si3bika ¢ kimogom d = 10

lcxonnoe coobuenne | W [H
Kpunrorpamma T (Y

=[x

® |0 M
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[Tpumep 2. Hudp Buxunepa

[TonydnM KpunTorpaMMmy C Ucrosib3oBanueM Iudpa Lezaps ¢ KIro4eBbIM CIOBOM
«codey (kmroun «c=2», «0=14», «d=3», «e=4») Ha 06a3e aHrINICKOro andaBuUTa, CTPOYHBIH
pETHCTP.
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Kpunrorpamma k |b |i |s |t |a i x |k [c |q

o
o
D
o
o
i [=5
D
o
o
o

JI71s1 pycCKOTo sI3bIKa C KIFOUEBBIM CIIOBOM «KO» (KITFOUH «K=10», «0=14», «1=4»).

Ucxognoe coodbmenne |U|H | O [P (M [A [I] s
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3. [IpakTuKa.
CocTtaBbTe aNrOpUTMHUYECKOE U MPOrpaMMHOE OOecIieYeHue:

1. ITpouenyp mudpoBanus u pacmudpoBanus ¢ ncnoiab3oBanueM mudpa Llesaps npu BBoIE
C KJIABUATYPbI KJI0Ya U UCXOAHOTO WM 3alIM(PPOBAHHOTO TEKCTA. Y UTUTE PETHCTP
BBOJIUMOTO TEKCTA.
2. [Ipouenyp mudpoBanus u pacupoBaHus ¢ Ucoiab30BaHueM mudpa Llezaps npu BBoze
C KJIaBUATYPHI KJI0YA M TEKCTOBOTO (paiiina. YUTUTE PErHCTp BBOAMMOTO TEKCTA.
3. [Ipouenyp mudpoBanus u pacmnpoBaHUs ¢ UCTIONB30BaHUEM mH(pa Bikunepa npu
BBO/I€ C KJIABUATYPbI KJII0Ya U UCXOAHOTO WM 3alIU(PPOBAHHOTO TEKCTA. YUTHTE PETHCTP
BBOJIUMOTO TEKCTA.
4. ITpouenyp mudpoBaHus U paciudpoBanus ¢ ncnoiab3oBaHueM mudpa Bukunepa npu
BBO/JIE C KJIABUATYPbI KJII0OUa U TEKCTOBOTO (paiiina. YUTUTE perucTp BBOJUMOIO TEKCTa.
5. Iloctpoiite mporpamMmmHo Tabiuny BrkuHepa u BeiBenuTe B (haidi.

Jl1st CO31aHHOTO MPOrPaMMHOI0 00ecIieYeHus IPOBEIUTEe TECTUPOBAHUE HE MEHEE
yeM Ha 10 pa3nuuHbIX HaOopax AaHHBIX.

Tema S. IlocTpoeHue 3alIMIEHHBIX JKOHOMUYECKHX CHCTEM
1. Bonpocwl ona oocysyicoenusn
1) OcHOBHbBIE TEXHOJOTHHU MTOCTPOCHHUs 3aruineHHbx DMC.
2) Mecto b 5KOHOMHYECKUX CHCTEM B HAIMOHAILHOM 0€30MaCHOCTH CTPaHBbI.
3) Konnenmuus UB.
4) Oco0eHHOCTH paboThI C TIEPCOHATIOM, BIIACIONIMM KOH(DHUICHIIMATEHON HH(OPMAIIUCH.
5) TexHonornyeckue OCHOBBI 00PaOOTKH KOH(PHICHIIMAIBHBIX TOKYMEHTOB.
2. Jlabopamopnasn paboma 4

Oo6men kawuyamu no Andppu-Xeamany

1. Teopus.

Jnist 32K Thl MHPOPMALIMHU B BBIYUCIUTENBHBIX CETAX UCHOIB3YETCs TAaKOH E
Kpunrorpaduueckoro npeodpa3oBaHus Kak muppoBaHue, B KOTOPOM BCEr1a pa3InyaroT JBa
DIIEMEHTA: KIT0Y U anropuTM. [IpH 3TOM KITFOUOM SIBIISIETCSI CEKPETHOE COCTOSIHUE HEKOTOPBIX
napamMeTpoOB aJITOPUTMa KPUNITOIIPEOOPa30BaHMS COOOIIICHMS.

Ha nmpakTuke B 3aBUCHMOCTH OT CIIOCO0a PUMEHEHHS KJIF04Ya Pa3iuyaroT | THIa
KpUNTOrpapUUECKUX CUCTEM:

e OJIHOKIIOYEBBIE (CHMMETPUYHEIE)

e JIByxKitoueBble (HECUMMETPUYHBIE)

B onmHOKIIOUEBBIX cHCTEMax, HA3bIBAEMBIX TPaIUIIMOHHBIMU, KIFOUU MIH(QPOBAHUS U
pacudpoBanus (J1.p.2) MO0 OJJMHAKOBBI, JIMOO JIETKO BBIBOATCS OJIUH U3 IPYroro, oo’
nevnBasi TaKMM 00pa3oM eIMHbIN 00Imui KiTto4. Takol K104 SBIISETCS CEKPETHbHIE
nepesaeTcs MoIyvyaresto COOOIIEeHUs TOIBKO M0 3al[UIIEHHOMY KaHay CBSI3U.

OnHaKo MpH 3TOM UMEET MECTO CIIETYIOLIUI MapaJoKc: eciu sl OOMeHa ee
CEKPETHOTO KJIF0Ya UCTIONb3YeTCs 3allUIeHHBIN KaHal, TO HET He00X0AUMOCTH MU(PPOBATH
KOH(HICHIIMATIBHBIE COOOILEHHS, TOPa3/10 MPOLIe OTIPABUTH UX MO ATO: KaHATY.



OTMe4eHHBIH mapagoKe MOXKET OBITh HCKITIOYEH UcTonb3oBaHueM uaeu Auddu n
XenamaHa, KOTOPBIC MPEIOKUIN CIIOCO0 BEIPaOOTKH CEKPETHOTO KITtoua 0e3
NpeBApUTEIILHOTO COTJIACOBAHUS MEXTy a0OHEHTAMH CETH ITyTeM 0OMeHa HH(OpMAIUei 1mo
OTKPBITOMY KaHay. DTOT crocod O0bu1 pemsiosker Juddu n Xemmmanom B 1976 rony u
oIyOJIMKOBaH B psific paboT 1o kpunrorpaduu. Peamu3zanus Takoro crocoda npusena K
MOSIBIICHUIO OTKPBITOTO MU(ppoBaHusi. AOOHEHT CEro OTKPBITO COOOIIAI O TOM, KAaKUM
o0pa3omM 3ammudpoBaTh K HEMY COOOIIEHHE, paciin(poBaTh K€ €ro MOT TOJIBKO OH CaM.

OCHOBHYIO POJIb ITPH BBEIPAOOTKE CEKPETHOTO KIIFOYA B JAHHOM CIIy4ae UTParoT
MaTeMaTHYECKUE ONePaIiK, KOTa MpsiMasi OTlepalus CpaBHUTEIBHO TPOCTa, a 00paTHas —
NPaKTUYCCKH TPYIHO peaiu3yeMa.

[Ipsimast oriepanusi: BO3BECTH OCHOBAHHUE @ B CTEIICHB p M B3STh OCTATOK I10 MOJIYJIFO M
BUJIA:

L = aP mod m.

OOGparnas onepanus: HaAlWTH p, 3Has L, a u m.

OO6parnas orneparus (3a1a4a) Mpyu STOM MOXKET OBITh pelieHa MPOCTHIM MepedopomM
3HAYCHUH p, HO MPAKTHYECKH HE PEIIaeTCsl MPH OOJBIINX 3HAYCHUSX P .

B mpemnaraemom anroputme BEIpaOOTKH CEKPETHOTO KIIF0OYa U3BECTHBI OCHOBAaHHE ¢ U

mod m.

OTnpaBuTeah COOOIIEHHSI ¢ TIOMOIIBIO TeHepaTopa ciy4aiiHbix yucen (I'CH) momyyaer
ciyyaitnoe unciio X (1 < x < m), BeranciseT 3Hauenue Lo = a’ mod m u nocsuaer Lo
MOJTyYaTeio.

[Tonyuarens npunumaet Lo BeipabaThiBaeT ¢ momoibto csoero I'CY ciiydaiinoe yucio

Y (1 <y < m), Beluncnser 3HaueHue Lp = a’ mod m u moceLTaeT Lp oTrpaButeno.
x = mod m.
X [TonyyaTens BeuuCIAET
Otnpasutens npuauMaet Lp, Beranciser KO=Lp

Kp=Lo' = mod m.

Taxk kak K0 = Kp., TO 3TO YHCIIO U SBJISACTCS OOLIUM CEKPETHBIM KIFOYOM.

3/10yMBIIUICHHUK, epexBaTiB Lo 1 Lp , He 3HAaeT ClyyallHbIX YMCEIT X U ) K HE CMOXKET
pactmdpoBaTh KCXOHBIN TEKCT COOOIICHHUS.

3. [IpakTHka.

CocraBbTe MporpaMMHOE 0O€ecTieueHre, pealu3yollee alrOpUTM 0OMEHa KITI0UYaMHU.
Kitoun nomkHbl aBToMaTHuecku opmupoBathbest B Gaitnbl. JlomkHa 66T 0OecnieueHa
HATJISTHOCTD BBIMIOJHEHUS alroputMa. J{Js co31aHHOTO MPOTrpaMMHOT0 00ecreueHUs
MIPOBEIUTE TECTUPOBAHNE HE MEeHee YeM Ha 10 pa3imuHbIX HA0Opax JTaHHBIX.

Tema 6. 3amueHHble KOMIIBIOTEPHbIE CHCTEMBbI
1. Bonpocul 014 oocyscoenun
1) Hcnonp3oBanne 3aIIUIICHHBIX KOMIIbIOTCPHBIX CUCTEM.
2) 3amura OnepanuoOHHON CHCTEMbI U IPYTHX CUCTEMHBIX HPOrPAMMHBIX CPE/ICTB.
3) Opranusarus 10CTyIa B JOKAIbHBIX CETSX.
2. labopamopnas paboma 5
IIudp RSA
1. Teopus.

3amuTa J1aHHBIX C TTOMOIIBIO KPUMTOTPadUIecKoro Mpeodpa3oBaHUs SIBIISIETCS
3¢ (eKTUBHBIM peleHHeM MPoOIeMbl NX 0e30macHOCTH. 3amu(poBaHHBIC TaHHBIE TOCTYITHBI
JUIIb T€M, KTO 3HAET, KaK WX pacmudpoBaTh, TO €CTh TEM, KTO 00J1a/1a€T COOTBETCTBYIOIIUM
KIIFOYOM LI POBAHUS.

Opnum 13 HanboJsee MepCHeKTUBHBIX KPUNITOTpapUUEeCKUX CTaHIapTOB Ha
mrQpoBaHUE TAHHBIX SBJSIOTCS CUCTEMBI C OTKPBITHIM KIIFOUOM. B Takux cucremax ams
muGpOBaHUS UCIIOIB3YETCS OJIMH KITIOY, a JuIst paciudpoBanus apyroi. [lepsorit ko4
SBJSETCS. OTKPBITBIM



MU MOXXET OBITh OIYOJIMKOBAH I U (ppoBaHUs cCBoel WHPpOpMaIIUU JIFOOBIM TTOJIb30BATEIEM
ceru. [Tonydarens 3ammdpoBanHON HHGOPMAIHN s paciIu(YPOBKH JAHHBIX HCIIOIB3YET
BTOPOU KJTFOY, SIBJISTFOIUICS CEKPETHBIM. [Ipy 3TOM JOIKHO COOIOIATHCS CIeayIOIIEee
YCIIOBHE: CEKPETHBIN KITFOU HE MOYKET OBITh OIPE/IENICH U3 OIYyOJIMKOBAHHOTO OTKPBITOTO
KITI0Ya.

Kpunrorpaduueckue cuCTeMbI ¢ OTKPBITBIM KIFOUOM UCIOIB3YIOT HEOOpaTUMBIE HITH
OJTHOCTOPOHHUE (PYHKIMH, 00JIaJar0IINe BAXKHBIM CBOMCTBOM: TIPU 33J]aHHOM 3HAYCHUU X
OTHOCHUTEJIBHO MPOCTO BRIYUCIIUTH 3HaueHue f (x), omHako, eciu y = f (x), To HET mpocToro
IMyTU IJId BBIYHUCJICHUA 3HAYCHHUA X, TO €CCTh OUCHb TPYAHO PaCCYUTATh 3HAUCHUC 06paTHOI‘/JI

dbyHkmn 1
I 1(y).

B HacTosiiee BpeMst HIMPOKO MCIIONIB3YETCsI METOI KPUIITOTPAPHUECKOM 3aIlUThI
JAHHBIX C OTKPBITHIM KJIFouoM RSA, moiny4yuBIMM Ha3BaHKE 110 HaYaIbHBIM OyKBaM
dbamunuii ero nzodperareneit (Rivest, Shamir, Adleman). Ha ocHoBe meTonia RSA
pa3palboTaHbl AITOPUTMBI IIUPPOBAHUS, YCIEIIHO MPUMEHEMBbIE IS 3allUThl HH(OPMALIUH.
OHn o0naiaeT BICOKOM KPUNITOCTOMKOCTBIO U MOXKET OBITh peain30BaH MPU UCIOJIb30BaHUU
OTHOCHUTEIIbHO HECTIOKHBIX IPOrPAMMHBIX U allapaTHBIX cpeacTB. JJaHHbII METOJ TO3BOIIII
pemuTh mpodiieMy obecreyeHus MepCOHANBHBIX MOIMUCEHN B YCIOBUAX 0e30yMakHOM
nepenaun u o0paboTku AaHHbIX. Onucanue cxem GopmMupoBaHus muUppoTekcTa B
anroputMmax tuna RSA mpuBeneHo B pa3nTu4HON JIUTEpaType.

Hcnons3oBanue metona RSA g kpuntorpaduueckoit 3aiuTsl HHGOPMAITUH MOKET
OBITH IOSICHEHO C MOMOIIBIO0 CTPYKTYPHOM CXEMbl, IPECTABICHHON Ha PUCYHKE.

OYHKIMOHUPOBAaHUE KPUIITOCUCTEMBI Ha OCHOBe MeToa RSA npeamnonaraet
(dbopMHpOBaHKE OTKPBITOTO M CEKPETHOTO Kitouei. C 3Toi 1enbro He0OXOAUMO BBITIOTHHUTH
CIIeyIOIINe MaTeMaTHUYECKHE OTIepalluu:

e BriObupaem /1Ba OOJBIINX MPOCTHIX YKCHA P U (, IOHUMAs MOJ] MPOCTHIMU YHCIIAMU TaKHe
4lClla, KOTOPbIE IEATCS Ha caMo ce0s 1 uucio 1

e Ompenensem N = pxq ,

e Brruncisiem uucio k = (p-1) (q -1),

e BriGupaem Gosnblioe ciaydaitHoe yucio d, B3auMHO POCTOE ¢ YUCIOM K (B3aUMHO TIPOCTOE
YHCII0 — 3TO YHUCIIO0, KOTOPOE HE UMEET HU OJJHOTO OOILEro JenuTens, KpoMe yucina 1)

e OrmpenesnseM YucIo e, A5 KOTOPOTro HCTUHHBIM SIBJISIETCS COOTHOILICHHE

(exd)ymodk =1

e [IpuHUMaeM B Ka4eCTBE OTKPBITOTO KIIFOYA Tapy Yucen {e, N}

e ®dopmupoBaHHE CEKPETHOTO KIIFOYa B BHIE mapsl uncen {d, n}

Jlnst 3ammdpoBKY mepeaBaeMbIX JaHHBIX C MOMOIIBIO OTKPBITOrO KJIto4a {e, N}
HEOOXOIMMO BBITIOJIHUTH ONIEPAIIHH:

e Pa36uth mmdpyemblil TEKCT Ha OJOKH, KaXKIbIH U3 KOTOPBIX MOXKET OBbITh IPE/ICTABIICH B
Buze uncena M(i) =0,1,...,n -1
e 3amwmdpoBaTh TEKCT B BHIE MocieaoBaTeabHocTd grcen M(i) mo ¢popmyie
C(i) = (M(i)®) mod n
e PacmmdpoBanue mMu(POTEKCTA MPOU3BOJUTCS € TIOMOIIBIO CEKpeTHOTo Kimroua {d, N} mpu
BBIMOJIHEHUH CJIETYIOINX BEIYUCICHHNA:
M(i) = (C(i)®) mod n

B pesynprare nmomy4yaem nocnenoBatenbHOCTh uncen M(i), mpeacTaBiastomumx
ucxo/Hble nanHble. Ha npakTuke npu ucnons3oBanuu Metoga RSA mmHa p u ¢ cocrapisier
100 u Gomnee TEeCATUYHBIX 3HAKOB, YTO 00ECHEYNBAET BHICOKYIO KPUIITOCTONKOCTD

HIUppPOTEKCTA.
M (I) =(C (I) xmod n {e,n}

3. IIpakTuka.
CocraBpTe MporpaMMHOE obecrieueHue, peasm3yroriee anroput™m RSA. Ucxonnsie
JaHHBIE JOJDKHEI epeaBaThes yepe3 Gailnbl: Gailsl ¢ OTKPHITHIM KITFOUOM, 3aKPBITHIM



KJII04YOM U i pyeMast uHpopmanus. [ co3qaHHOoro IporpaMMHOTO 00ecriedeHus
NPOBEINTE TECTHPOBAHNE HE MeHee YeM Ha 10 pa3nmnvHbIX Ha0opax JaHHBIX.

Tema 7. OcHoBBI KpuUnTorpadpuun
1. Bonpocul 014 o6cyrcoenusn
1) Meroabl kpunTorpadpum.
2) Kiaccudukanus mmppoB 1mo pa3iuuHbIM IPU3HAKAM.
3) Iludps! nepecTaHOBKH.
4) Iudpsl 3aMEHBI.
5) Iludpsl raMMUpPOBaHHSL.
6) HanexxHocTb mu(ppoB.
2. Jlabopamopnan pavoma 6

Hukandyeckue KOAbI
1. Teopus.

[TpuHun paboThl — METO IPOBEPKHU LIEIIOCTHOCTH MAacCUBa OUT, OCHOBAaHHbIH Ha
CBOWCTBAX OIEPALNH B3ATHS OCTATKA B IOJMHOMHAIBHON apu(pMETHKE IO MO0 2 C
ocHoBHBIMH oneparusimu 0+0=0, 0+1=1, 1+0=1, 1+1=0, 0*0=0, 0*1=0, 1*0=0, 1*1=1.

CRC Cyclic Redundancy Check - (Iluknu4eckuii H30BITOYHBIH KOHTPOJIBHBIN KOJT)
pe3ysbTaT Olepaluy B3sATHs OCTAaTKa OT JI€JIECHUs IPOBEPSEMOro OUTOBOIO MaccuBa Ha
HEKOTOPOE€ YHCII0-AETUTENb, KOTOPOE 00J1a/1aeT crieU(pHUUECKUMH CBOIICTBAMU paBHOMEPHO
"pa3Ma3bIBaTh" U3MEHEHNE B HEKOTOPOM OHUTE MaccHBa Ha BO3MOXKHO OOJIblIEe YUCIIO OUT
pe3yibTara. DTO YUCIIO-[eNIUTelNb, Ha3bIBaEMOE 00pa3yIOIUM ITOJIMHOMOM, BEIOMPAETCs TakK,
4TOOBI CaMO SBJISIOCH MOJMHOMHUAIIBHO IPOCTHIM - HE JEJIMIIOCHh TOJIMHOMUAJIBHO HAIENIO Ha
Jr00ble yKcia oT 2 10 caMoro ce0s. KpoMe TOro, €CTh U IpYrue KpUTepUH BbIOOpa MOJIMHOMA,
HalpaBJIeHHbIE HA YMEHBLICHNE BEPOSITHOCTU IPOITYCKa TUITMYHBIX OIIMOOK B KaHaIax
nepeaayy JaHHBIX, TaK YTO CAMOCTUHHO BBIIYMBIBATh IMOJIMHOMBI - JI€JI0 HE TOJIBKO TPYAHOE,
HO U BPEIHOE.

[TonmHOM MOKET OBITH 3alTMCaH KaK B BUJE CyMMBI CTETICHEH C HEHYJIEBBIMH (a
3HAYUT - €AMHUYHBIMH) K03 puLimenTaMu, Tak ¥ Mackoil 3Tux exunuyek. Ilopsok 3anucu
€/IMHUI] B MAaCKe OJJHO3HAYHO CBS3aH C MOPSIKOM 00pabOoTKH OUT B IPOBEPSIEMOM MACCHUBE,
noromy uTo B niporiecce pacuera CRC mpoMeKyTOuHBIN pe3ylIbTaT HeOOXOAMMO IIUKINIECKA
C/IBUTATh B Ty K€ CTOPOHY, YTO U OUTHI POBEPSEMOTO MAaCCHBA, TIPUYEM CJIBUTATh TaK,
4TOOBI BEITECHSUIMCH CTapIlIne CTeNeHH moauHoMma. Camas ctapiiasi CTelleHb B MacKe He
YUUTBIBAETCS, OHA OIPEEIIeT TOJIBKO YNCIIo OUT Macku. Huxke crapiime cTeneHu OTAeIeHbl
npomnyckamu. UtoOsl peann3oBaTh NpoBepky ¢ npuMmenenneM CRC, momumo mMacku
TIOJIMHOMA U TIOPSI/IKA CIIeZI0BaHUsS OUT B MacCHBe (OIPEENISIONIETO HAllPpaBICHNE
UKJIMYECKOI0 C/IBUTa), HEOOXO0IMMO 3HaTh HadainbHoe 3HaueHne CRC u metox
3aBepluaroiied MoguduKkanuu pesynbrata Berancienus CRC.

Tunu4yabIe METOIBI, TPUMEHSEMBIE JIJISI KOHTPOJISI IEIIOCTHOCTH JaHHBIX TIPH
nepeaaye U XpaHeHUU:

CCITT-CRC-32 [Bce pacnpocTpaHeHHbIe apXuBaTopbl ¥ MpoTokoibl ¢ CRC-32] 6utsl
MaccuBa o0pabaTbIBatOTCs, HaUMHas ¢ Mulajuero oura B 6aiire - LSB. OGpasyromiuii
noHOM: X 0+XA+XM2+XMAXAS5+XATHXA8HX M0+ XA THXAM 2+ XA 6+ X422+ X423+ XA
26 +X”"32 Macka = EDB88320h, B koTOpoii npaBble LUl COOTBETCTBYIOT CTAPIINM
CTENEHsAM, CABUT BbINOJHAETCs BipaBo. HauansHoe 3Hauenue - OxFFFFFFFF. Koneunas
Mo uduKanus - mopaspsaHas HHBEpCHUs BceX OUTOB pe3yibTaTa.

CCITT-DOS-16 [apxuBaTtop LHA u, BeposiTHO, HeKoTOpbIe npyrue ¢ CRC-16] 6uth
MaccuBa 00pabaThIBalOTCsI, HAUMHASL ¢ Miajiiero Oura B 6aiite - LSB. O6pa3yromuit
nosuHoM: X"0+X"2+X"15 +X*16 Macka = A0O1h, B koTopo#i mpasbie UG PHI
COOTBETCTBYIOT CTAapIIUM CTEIIEHSIM, CABHUT BBINOJHSAETCA BIIpaBo. HauanbHOe 3HaUeHHeE -
0000. Koneunast Mmoaudukanus - OTCyTCTBYET.



CCITT-CRC-16 [mpoTtokons! iepemaun ganabix ¢ CRC-16, Kontpons EMSI] 6utsr
MaccuBa 00pabaThIBalOTCS, HAUMHAS CO cTapiiero ourta B 6aite - MSB. O0pazyromuii
nosmHOM: X116+ X" 12+XM5+X"0 Macka = 0x1021, B koTOpoii JieBbie UDPHI
COOTBETCTBYIOT CTapIIUM CTEIICHSIM, CABHT BBINOJHsETCS BIeBO. HayanbHOE 3HAUEHUE -
0x0000. Koneunast moaudukanus
- OTCYTCTBYET.

Teneps coOcTBeHHO onucanue BhrunciaeHus: Pabouas nepemenHas W
COOTBETCTBYIOILIEN Pa3psIHOCTH, B KOTOPOW OyJEeT HaKaIIMBAThCS PE3yJIbTarT,
WHUIMAIM3HPYETCS HAaYaIbHBIM 3HAYCHHUEM. 3aTeM JIJIsl KaXI0To OuTa M BXOIHOTO MacCHBa
BBIMOJHSAIOTCS cienyronue aevicteus: W casuraercs Ha 1 OUT (0 HanpaBICHUU CABUTA CM.
BhIlIe) B ocBOOOAMBIIMIICS OUT
W nomemaercst Hyiab. buT, Tos1bKO 4TO BBITONKHYTHIN U3 W, cpaBHUBaeTcs ¢ OuToM M. eciu
OHM HE COBMAJIU, BBITIOJIHAETCS onepanus uckimovaromniero MJIM nag W u mackoit nmosiimHoma,
pesynbTat 3anocutcs B W. U tak, nmoka He Oynyt oOpaboTanbsl Bce OMThI MaccuBa. [locie yero
Haa W npou3BOAUTCS KOHEUHass MOIU(UKAIIHSL.

MosxHo cka3aTh, uTo 00b1YHO Tak CRC cunTaroT TOIBKO B CXEMHBIX peau3alusix.
[ToTomy, 9TO 3TO OYEHBb MEAJICHHO - BE/Ib YUCIIO IIUKJIOB PaBHO YMciy OUT MaccuBa. [Ipu
peanu3anuy Ha IpOrpaMMHOM YpOBHE 00paboTKa BeAeTCS BOChbMEpKamMu OUT - OaiTamu.
3aBoauTcs Tabnuuka u3 256 snemenToB. Kaxxnoe 3nauenue - pesynsraT pacuera CRC Haz
BOCBMEPKO# OUT uHaekca nementa: for i := 0 to 255 do tab[i] := count_crc(i); ITocne aToro
pacuer CRC ayig MmaccuBa MOXHO BecTu Oaiitamu. Hauano u KoHel pacuera, Kak U paHblie. A
UK uaet A kaxaoro 6arra Q: W := W XOR Q; W := ciur(W, 8) XOR tab[ W ]

[Tpu LSB-nopsake Q onepamus XOR BwimosHseTCA HAa MitaamuMu outamu W, a ipu
MSB-nopsinke - Haa crapmumu. MHAaekcoM B TabauIe ciy>KaT UMEHHO 3TH OUTHI.

BaiiToBbIi TaOMUYHBI METOA TPEOYET OIIYTHMBIX 3aTpaT MaMsATH oA Tabmuiy. s
CRC-32 tpebyercs Tabnuma pazMepoM B KIJI00anuT. Eciu KMto0aiT mamMsTé ISt peaan3anuu
C OJJTHUM IIMKJIOM Ha OalT MaccuBa 3TO nepedop, MOKHO MPEAIOKUTH KOMIPOMUCCHBIN
BapuaHT - cuntatb CRC, He BocbMepkamu, a yerBepkamu 0ut. CRC-32-rabmuma u3 16
3HaueHUH 3aiimeT 64 OaliTa, HO CKOPOCTh OYJIET HECKOJIBKO HIKE, YeM IIPH OOJIBITION
TabJnLe, XOTs CYIIECTBEHHO BBbIIIE, yeM 0e3 Hee BooOIe.

B peanuzanuu pacuera CRC ms z-modem'a ecth ofMH TOHKHH MOMEHT. Tam
JIOTIYIIIEHO OTKJIOHEHHE OT 6a30Boil cxembl. JBe cTpoku nomeHsm Mectamu: W := casur(W,
8) XOR Tab][

W], W:=WXORQ

B pesynprare nonyvaercs He unctoiii CRC: KOHTpONBHBIN KO Z-modem'a st
MacCHBOB JI0 JIByX 0aliT pazmepoM "paBeH" camoMy maccuBy. Hanpumep, /Ui MaccuBa u3
IBYX 0alT 3 u 8, KOHTpOIbHBIN KoA OyneT paseH 0308h.

[1 Hakowner, ogHO ManieHbkoe 3amedanue. Onepanus BerunciaeHuss CRC ooparuma. He
B TOM CMbICIIE, KOHEYHO, 4YTO T0 CRC MO>XHO BOCCTaHOBUTh BECh MAcCUB, & B TOM, UTO €CIIU
naHo CRC pazpsanoctu N v TaH HEKOTOPBII MaccuB, B KOTOPOM Te-HUOYb MOKHO
noMeHsTh noapsa N 6ut, To moIorHaTh 3TOT MaccuB oA 3aaanHyro CRC He crnoxkHee, yem
nocuutath CRC. CRC He sBasieTcst kpunrorpadpuyecky yCTOWUUBOM XemI-pyHKIHEH. |
3. [IpakTuKa.

CocTaBbTe aIrOPUTMHUECKOE U MPOrpPaMMHOE 00ecIieueHuEe, peaIn3yolee aaropuTM
CRC. B xauecTBe UCXOIHBIX NaHHbIE — (aiti. [|J1si cO3M1aHHOT0 MPOTPAaMMHOT0 00eCTICUeHUSI
MIPOBEIUTE TECTUPOBaHKE He MeHee YeM Ha 10 pa3nuyHbIX HA0Opax aHHBIX.

Tema 8. O6ecnieuenue Ub Ha ypoBHe rocyaapcrsa
1. Bonpocul 0na odcysycoenusn
1) MexnayHapoauble craHaaptel  HH(pOpMmammonHoro obOmena. Wb B ycioBusx
¢yHkunonuposanus B Poccun rmoGabHbIX ceTeil.
2) Hasnauenue u 3am1auu B chepe obecnieuerust b Ha ypoBHE rocymapcrsa.
2. Konmponavnas paboma 2
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Bonpocs! kK KOHTPOJILHOI padoTe 2
Omnpenenne nonstus «Cuctema HHGOPMAITHOHHONW 0€301TaCHOCTH
DIEMEHTBI CUCTEMbI HHPOPMAITMOHHOHN 0€30MacHOCTH
Onpenenenne noHsATus «l'ocynapcTBeHHas TaitHa»
PerynupoBanue mpaBoOBbIX OTHOIICHH B 00JIACTH 3alIUThI TOCYIaPCTBEHHON TailHBI
Monenu 6€30nacCHOCTH X IPUMEHEHHUE

. Mecto b 3Kk0HOMUYECKUX CHCTEM B HAllMOHAIBHOM 0€3011aCHOCTH CTPAHbI
. OCHOBBI KOH(PUIEHIIMATBHOT'O IOKyMEHTOO000pOTa
. Ocobennoctu pabOTHI C IEPCOHATIOM, BJIAACIOIIUM KOH(UACHINAIBHONW HHPOpMaLneit

HpI/IHHI/IHBI IMOCTPOCHUA 3aAIMUIICHHBIX KOMIIBIOTCPHBIX CUCTEM
OJEMEHTBI OHepaL[I/IOHHOI/I CHUCTCMBI

praBHeHI/IC JA0CTYIIOM IMOJIL30BaTeIIcH B OIMPCAalIMOHHBIX CUCTEMAX
HapOJIBHaSI IMOJIMTUKA HOITYJIAPHBIX OINCPAITUOHHBIX CUCTEM

CocraB JIOKAILHO-BEUMCIIUTEIIBHBIX CETEH

. KommyTaTopsl, KOHLIIEHTPATOPHI, MapIIPyTU3aTOPHI
15.
16.
17.
18.
19.
20.
21.

Opranusanus J0CTyIa B JOKaIbHBIX CETAX
KoHTpob ceTeBbIX MOAKIIOUEHUI
VYrnpasneHue ceTeBoi MaplIpyTH3aLHUei
YnpasieHue 10CTynoM K KOMITbBIOTEpaM
Cucrema yrpaBieHUs NApOJIIMU
VYipasieHue JOCTYIIOM K IIPUIIOKEHUSAM
VYrpaBieHnue A0CTYIOM K OMOIMOTEeKaM UCXOAHBIX TEKCTOB IIPOrpaMm
Tecm umoczoegwiit
Bank TecTOBBIX 3aJaHNIi pa3MellleH HA caliTe HEeHTPa HU(PPOBOro o0y4eHust
http://moodle.asu.edu.ru
KakoBa 11e1p peBU3MH YCTaHOBIEHHOTO 000pyA0BaHuUsA?
Wnentudukamys TMIOB 000pyI0BaHUS M YCTPONUCTB, CETH.
WnenTudukaniss MECTOHAXO0KICHHUS KaXX/I0TO SJIE€MEHTa CETH.
MOHUTOPUHT U aHAJIN3 PabOTHI CETH.
[lepenoc nHpOpMaLINK HA YEPTEKU 3AAHUS IS CO3JaHUSL KapThl HAPE3KU.

JleiicTBusI, IpoOLIEypbl U MEXAaHU3MBI, CIIOCOOHBIE 00eCTIeYnTh 0€30MaCHOCTh OT
BO3HHUKHOBEHHUS YIPO3bl, YMEHBIINTb YSI3BUMOCTh, OTPAaHUYUTh BO3/IEHCTBUE
WHIIUJICHTA B CUCTeME 0€30MacHOCTH, OOHAPYKUTh UHITUICHTHI U O0JIETYUTh
BOCCTAHOBJIEHHE aKTUBOB - 3TO

3aluTHBIE MEPHI

KomrmuiekcHbie Mepal

[IpeBeHTHBHBIE MEPBI

OpranuzalvoHHbIE MEPbI

KaxkoBa 1ie1p peBu3nuu cpeACcTB 3alUuThl CETH?

CornacoBanue TpeOOBaHUII MO 3aIIUTE CETH CO CTPOUTEILHBIMA HOPMaMHU U
HOpPMaMH CEKPETHOCTH.

OrneHka ciocoOHOCTEH KIIMEHTOB MOJIh30BATHCSI CETEBBIM 000PYIOBAHUEM H
MIPOrPaMMHBIM 00€CTIEYeHUEM.

BrlisicHeHe crmocOOHOCTH CETH TapaHTUPOBATh LIETOCTHOCTD JaHHBIX.
Omnpenenenue coctaBa anmapaTHO-MPOrPaMMHOTO KOMILIEKCa, TPeOyIoIerocs
IUISL 0OeceueHns! 3alU Tl CETH.

Kakwue maru cienyet npeAnpuHATE AJs aHAIM3a U PEIIeHUs POOJIeMbI B CETH TIOCTIe
cOopa JaHHBIX 0 padoTte?
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12.
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15.
16.
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18.
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20.
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22.
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24.
25.

Onpenenuts, SABISAETCS U MpoOIeMa MepHOANYECKON WIN YCTOMYHUBOI; COCTaBUTh
CIIMCOK BO3MOXHBIX IPUYHH; PACCTABUTH IPUOPUTETHI IPUYHH.

PaccraBuTh IpUOPUTETHI IPUYUH; UCIIOJIB3YsI CPEICTBA YIIPABJICHUS CEThIO UM METOJ
3aMeHbl, HICHTU(UIUPOBATh MPUYNHBI; OTCICAUTH TCHCHIIUH C LENbIO MPEIBUICHUS
BO3HUKHOBEHHSI MPOOJIEM B OyayIieM.

CocTaBUTh CIMCOK BO3MOKHBIX ITPUUMH; PACCTABUTh IPUOPUTETHI IPUUKH; UCIIOJIB3YS
CpeACTBa YIpaBJICHHs CEThIO MM METO]I 3aMEHbI, WICHTU(UIIPOBATH TPUYHUHBI.
OnpenenuTs, MOXKHO JIM BOCIPOM3BECTH IIPOOIIEMY; paCCTaBUTh IPUOPHUTETHI
BO3MO>XXHBIX IIPUYHH; UCIOJIb3YS CPEICTBA YIIPABJICHUS CETHIO UM METOJ 3aMEHBI,
UACHTU(PUIMPOBATH IPUYNHBIL.

qTO n3 HpI/IBeI[eHHOI‘O HHWXE OJOJIDKHO GBITB BKJIFOYUCHO B OTYECT O HpOBeZ[eHI/II/I OHCHKI/I?
CocTaB ceTeBOH anmapaTypsl ¥ IPOrPaMMHOT0 00ECIICYeHUS, KOTOPBIC HE
YIOBJICTBOPSIIOT IPOMBIIIJICHHBIM CTaHIaPTaM.

KypHaibl, MOKa3bIBAOIINE TCHACHIIMIO K YMEHBIIIEHHUIO CKOPOCTH TpaduKa B
OTIpE/ICTICHHBIX CETMEHTAaX CETH.

Omnwucanue cy4aeB U MECT HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K (haiiiam.

OrnucaHue TUIOB MOJIb30BaTENCH, HAMOOJIEE YaCTO CTAIKUBAIOIINXCS C TpobIeMaMu
IIPH MTOJIb30BAHUH CETHIO.

IlepeyeHb OCHOBHBIX BONPOCOB, BBIHOCHMbIX HA 324eT

Onpenenenne noustuit « uadopmarusy «MupopmanronHast 6€30macHOCThY, «CyOBEKTHI
UH(POPMALIMOHHBIX OTHOLICHUI

KareropupoBanue napopmanuu

3ananue TpeOoBaHUM K HH(POPMALIMOHHON 6€3011acCHOCTH OpraHU3aluu

Bupl BO3MOXHBIX HapyHmIeHHH HHPOPMAMOHHON cucteMbl. O0miast kiaccuduranus
UH(POPMALIMOHHBIX YIPO3.

YTpo3sl pecypcaM KOMITBIOTEPHOI 0€301macHOCTH. YTPO3Hbl, pealn3yeMble Ha YPOBHE
JIOKAJIbHOM KOMITBIOTEPHOM crucTeMbl. YenoBeueckuii hakTop.

YTrpo3bl KOMIBIOTEPHOU HH(OPMAaLINY, peaTu3yeMble Ha allllapaTHOM yYpPOBHE.

VY naneHHble aTaky Ha KOMIIBIOTEPHBIE CUCTEMBIL. [[pUUMHEI ysI3BUMOCTEW KOMITBIOTEPHBIX
CETEH.

CocraB cpecTB U Mep 3aiiuThl HHGopmanuu. Kinaccudukanus cpeacTs u Mep 3aiuThl
uH(popMaluu

OOBeKT 1 cyOBEKT 3alUThl HH(pOpMaIIK

Kanans! yreukn nunpopmanuu. Knaccuduxarus kaHaaoB yTeuku HHPOpMaIUU
Mogens HapymmTenst HHGOpMaMOHHON 0€301MacHOCTH

Knaccudukanus Hapymmreneir nHGOpMamoHHOM 0€301MacHOCTH

Komnerorepnslie Bupycsl. Mctopus. Onpenenenue no YK PO.

Omnpenenenne nousaTust «Crucrema HHPOPMAIMOHHON 0€30aCHOCTH

OeMeHThI CcTeMbl THPOPMALIMOHHOM 6€30MacHOCTH

Omnpenenenne nousTus «l'ocynapcTBeHHas TaiiHa»

PerynupoBanue npaBoBbIX OTHOLICHUN B OOJIACTH 3aLIUTHI TOCYIaPCTBEHHON TalHBI
Monenu 6€30nacHOCTH X IPUMEHEHHE

Mecto b s5KkOHOMHUYECKHX CHCTEM B HAIlMOHAJIbHON OE€30MaCHOCTH CTPAaHbI

OCHOBBI KOH)HUAECHIINATBHOTO TOKYMEHTO000pOTa

OcoberHocTH pabOTHI C TIEPCOHATIOM, BIIAJICIONIMM KOH(PHUACHITHATHHOU HHPOpMaIuen
[TpyHIMIIBI TOCTPOEHUS 3AIUILEHHBIX KOMIIBIOTEPHBIX CUCTEM

DNIEeMEHTHI ONEePallMOHHON CHCTEMBI

VYmpaBieHne AOCTYIIOM MOJIb30BATENEN B ONEPALMOHHBIX CUCTEMAX

[TaponbHast MONMUTHKA MOMYJISIPHBIX OMEPAMOHHBIX CUCTEM



26. CocraB JTOKaIIbHO-BBIYUCIUTENBHBIX CETEH

27. KoMMyTaTOphl, KOHIICHTPATOPHI, MAPIIPYyTHU3ATOPHI

28. Opranu3anus J0CTyIa B JOKAJIBHBIX CETIX

29. KoHTpOJb CETeBBIX MOAKIIOUECHUN

30. YmpamieHue ceTeBO MapIIpyTU3AIHCH

31. VYmpaBneHue J0CTYIOM K KOMITbIOTEpaM

32. Cucrema yrpaBlieHHUs TAPOJISIMU

33. YmpaBieHue JOCTYIOM K MPUIOKEHUIM

34. YnpaBieHue 10CTyrnoM K OMOIMOTEKaM HCXOJHBIX TEKCTOB IPOTrpaMM

35. IIpaBoBoe yperynupoBanue 3anuthl uHGpopManuu. Ctanmgaptel b

36. 3amuTa JaHHBIX KpUNTOrpahuIecKUMU MeTo1aMu. MeTob! IuppoBaHUsL.
37. 3ammTa JaHHBIX KPUNTOTpahUIeCKUMH METOAaMU. AJNITOPUTMBI ITU(PPOBAHUSL.

7.4. Metoauueckue MaTepuaiibl, OPEACIISIONINE MPOLIEAYPhI OLICHUBAHUS 3HAHWUM, YMEHHUH,
HAaBBIKOB U (WJIM) ONbITA EATEIbHOCTH

MeTtoauyeckue peKOMeH/IAMHU 110 BHINOJHEHHIO JJA00PATOPHBIX U KOHTPOJIbHBIX
padoT, NpoBeIeHUIO 3a4eTa

OTt4er mo 1abopaTopHoii padore

Otyet no nabopatopHO paboTe MpeACTaBISETCA B JIEKTPOHHOM BHUJE. 3alllUTa OTYeTa
IpOXoauT B hopMe JOKIIaaa CTYJEHTA 1O BBIIOJHEHHOM paboTe U OTBETOB HA BOIIPOCHI
npenonasatens. B ciydae, ecnm opopmiieHre oTyeTa U OBEJICHHE CTYICHTa BO BPEMS 3aIIUThHI
COOTBETCTBYIOT YKA3aHHBIM TPeOOBaHUSAM, CTYJCHT MOJIy4aeT MAaKCUMaIbHOE KOJTUYECTBO
OaJoB.

OcHOBaHUSIMU JJIs1 CHUKEHHS KOJIMYECTBA OAJIOB B IMana3oHe OT max JIo min
SIBIISTIOTCSI:

- OTCYTCTBHE CIIMCKA MCIOJIb30BAHHOMN TUTEPATYPHI,

- HEOpEKHOE BHITIOJIHCHUE,

- OTCYTCTBHE BBIBOJIOB.

OTueT He MOXKET OBITh IPUHAT U MOJJICKHUT T0pabOTKE B Ciyyae:

- OTCYTCTBHS HEOOXOAMMBIX Pa3/eyoB,

- OTCYTCTBHS HEOOXOIMMOT0 TpaduIecKoro Marepuaa,

- HEBEPHBIX Pe3yIbTATOB pacyera.

B otuere nmo nabopaTopHoi paboTe JOTKHO COAEPKATHCS:

TUTynbHBIH JMCT B COOTBETCTBUM C peKoMeHAanuu Kadeapsl HHGOPMAIMOHHON
6e3omacuoctu (//fileserver)

3ananue Ha 1a00paTOpHYIO padoTy.

Kpartkyro Teoputo.

XoJ1 BBIIIOJHEHUS pabOThI: aJIrOPUTMBI, IPOrpaMMHOE obecrieueHue (MCXOAHBIN Ko),
pe3yNIbTaThl TECTHPOBAHUSI.

BriBoabl.

Kpurtepun ouenku 1a60paTopHbix pador:

— OLIEHKA «OTJIMYHOY BBICTABIIAETCS 00YUYaOIIEMYCSs, €CIIH CTYACHT BBITTOTHHIII
CUTYaIIMOHHYIO (MTPOo(heCCHOHANBHYI0) 3371a4y BEPHO, MIPEJICTABIICH OTYET, HH(QOpMAITH B
otyere ChOopMyIHPOBaHA OOOCHOBAHHO, JIOTUYHO U MOCIIEI0BATEIbHO, IPUMEHEH TBOPUYECKUN
MI0JTX0/1, YITEHBI OCHOBHBIE HOPMAaTHBHO-TIPABOBBIE IOKYMEHTHI TI0 HHPOPMAITHOHHON
0€30IMaCHOCTH,

— OIIEHKA «XOPOIIIO» BBICTABIISETCS 00YUAIOMIEMYCsl, €CITH CTYACHT BBITOIHIII
CUTYallMOHHYIO (MTPO(heCCHOHANIBHYIO) 3a7a4y IPEUMYIIECTBEHHO BEPHO, IPEJCTABICH OTYET,
uH(popMalus B oTyeTe chopMyIrpoBaHa 000CHOBAHHO, (DOPMYIUPOBKU KOHKPETHBIE,
MIPUBEICHBI CCHUIKM Ha HOPMATUBHO-TIPABOBBIEC JOKYMEHTHI 110 HH(POPMAIIHOHHOM
0€301aCHOCTH, JONYIICHBI HEKOTOPHIE HETOYHOCTH, UMEETCSI OJTHA HEerpyoOas ommoka.



— OLIEHKA «YIOBIIETBOPUTEIHHO)» BBICTABIISIETCS] 00YJAIOMIEMYCsl, €CITU CTYJCHT
BBITIOJTHII CUTYAIIMOHHYIO (PO ECCHOHAIBHYIO) 3a/1a4y MPEUMYIIECTBEHHO BEPHO,
MPEJICTaBJICH OTYET, HHPOpMAIHs B OTYeTe CHOPMYIMPOBAHA C HAPYIICHUEM JIOTHKH, HE
noJHast, (POpMYITHPOBKA 00IIast UM HEMOJIHASL, UIMEIOTCSl OJTHA WIIH JIBE HErpyObIe ONIHOKH,
MIPUBE/ICHBI HEBEPHBIC CCHUTKA HA HOPMATHBHO-IIPABOBHIE IOKYMEHTHI 110 MH()OPMAIIMOHHON
0€30I1aCHOCTH;

— OLIEHKA «HEYIOBIETBOPUTEIHHOY» BBICTABIISACTCS 00YUAIOMIEMYCsl, €CIIU CTYJCHT HE
BBIMOJIHWJI CUTYAIIMOHHYIO (Tpo(ecCHOHANBbHYI0) 3a1auy WX BBIOJIHWII €€ HEBEPHO,
000CHOBaHHUS HEBEPHBIE, IN0O JJaH BEPHBIN OTBET 0€3 ero 000CHOBaHMUS, CACIAHbI IPyObIe
OIIMOKH, OTCYTCTBYIOT CCBUIKH Ha HOPMaTHBHO-IIPABOBBIC JIOKYMEHTHI 110 WH(POPMAIIMOHHOM
0e301acHOCTH.

Kpurepun ouenku recra:

- OLICHKA «OTJIUYHO» BBICTABIISIETCS CTYJIEHTY, €CJIU OH yMeeT 0e30111M004YHO
CaMOCTOSITENILHO 00pabaThIBaTh U MHTEPIIPETUPOBATH JAHHBIC TIPU PEIICHUH 3a/1a4, KaK B
CTaHJapTHOM, TaK U B HECTAaHAAPTHOU (HOPMYIHPOBKE;

- OIICHKA «XOPOIIIO» BBICTABIISCTCS CTYACHTY, €CIIH OH YMeeT 0e301rn00IHO
CaMOCTOSITENIbHO 00pabaThIBaTh U MHTEPIIPETUPOBATh JaHHbBIC MPU PELICHUH 33/1a4 B
CTaHJApPTHOW CUTYyAIlMH WIH 3a BepHOE pemenue 75% - 89% 3amanuii Tecra,

- OIICHKA «yJOBJIETBOPUTEIHHOY BBICTABISETCS CTYACHTY, €CJIM OH YMEET IpH
pelIeHnH 3a1a4 00pabaThIBaTh JAHHBIC C OTIOPO HA CIPABOYHBIC MaTEPHAIbI U TOMOIIH
npernoaaBaTes, BEpHO BIMONHS pu 3ToM 60% - 74% paboThi.

- OIICHKA «HEYIOBJIECTBOPUTEIILHOY» BBICTABIISIETCS CTY/ICHTY, €CJIM OH HE YMEET
MPaBUJIbLHO 00pabaThIBaTh JaHHBIE, BHITOTHUI MeHee 60% 3amanuii TecTa.

- OLICHKA «3aYTE€HO» BBICTABIISIETCS CTYJIEHTY, €CJIM TECT CTY/IEHTa OIICHEH HE HIDKE YeM
«YAOBIETBOPUTEIBLHOY;

- OLICHKA «HE 3a4TE€HO», €CIIU TECT OIEHEH HUKE YEM «YJIOBIIETBOPUTEIHHON.

KouTtpoJbabie padoThl

KonTposnbpHas paboTa cOCTOUT U3 2-X 3a/IaHUH.

OcHOBaHUAMH )11 CHUKEHUS OICHKH 3a 3a/JaHUE SBJISIOTC:

- OIIMOKH B OOBSICHEHUSIX U KOMMEHTapHIX MPU BEPHO BHITIOJTHEHHOM 3a/I1aHUU;
- HEMOJIHBIN OTBET I TEOPETUYECKUX 3aJaHUN;

- HeOpEKHOE BBITIOTHEHHE;

- MHOTOKpATHOE TIEPENUChIBAHNE KOHTPOIHHOM paOOTHI.

3agaHue He MOXKET OBITh 3aCUUTAHO, €CIIH:

- JIaHbBI JIBa HEBEPHBIX OTBETA HA TEOPETHUYECKHE BOMPOCHI.

Kpurtepun oneHKH KOHTPOJIBHBIX padoT:

— OIICHKA «OTJIMYHOY BBICTABJISAETCS 00yJaromeMycsi, €Clid CTYJAEHT TPOJIEMOHCTPUPOBAT
ITyOOKHE 3HAHUS TEOPETUUCCKOTO MaTepHaia U YMEHHUE UX TPUMEHSATh, 000CHOBAHHO M3JI0KHUIT
CBOM MBICIIH, CJeNIall HEOOXOAMMBIEC BHIBOJIBI U YU€JI OCHOBHBIE HOPMATHUBHO-TIPABOBbIE
JIOKYMEHTHI 110 HH(POPMAITMOHHOM 0€30MacHOCTH;

— OIIEHKA «XOPOIII0» BBICTABIISIETCS 00YUaIOIEeMYCsl, €CIIH CTYACHT MPOJIEMOHCTPHUPOBAI
ri1yOOKHe 3HaHUS TEOPETHUECKOro MaTepualia 1 yMeHHe UX IPUMEHSTh, 000CHOBAHHO H3JI0KHUII
CBOM MBICJIM, CACTIaI HeO6XOJII/IMI)Ie BBIBOJIbI U YUE€JI OCHOBHBIC HOPMATHBHO-IIPAaBOBEIC
JIOKYMEHTBI 110 HH(OPMAIIMOHHON 0€30MacHOCTH, TOMYIIEHbl HEKOTOPbIe HETOUHOCTH, UMEETCS
oJlHa HerpyOas omnoka.

— OIICHKA «YJOBJIETBOPUTEIIbHOY BBICTABIISETCS 00Y4aIOLIEMYCsl, €CIIU CTYACHT OTBETHII
Ha BOIPOCHI MPEUMYIIIECTBEHHO BEPHO, UMEIOTCS 3aTPYJHEHHS B (POPMYITUPOBKE BHIBOJOB,
UMEIOTCS OJIHA MJIH JIBE HErpyOble OIIMOKH, YYTEHbI HE BCE HOPMATUBHO-TIPAaBOBbIE JOKYMEHTHI
1o nHGOPMAIIMOHHON O€30TTaCHOCTH;



— OIICHKA «HEY/IOBJIETBOPUTEIILHOY BBICTABIISETCS 00YUaIOIIEMYCsl, €CIIU CTYACHT HE Jaj
OTBETHI HAa TTOCTABJICHHBIE BONIPOCH], 000CHOBAaHMS HEBEPHBIE, JINOO JaH BEPHBIN OTBET 03 ero
000CHOBaHMS, ClIeIaHbl IPyObIe OMIMOKH, OTCYTCTBYIOT 3HAHHSI HOPMATHBHO-TIPABOBBIX
JOKYMEHTOB I10 HH(OPMAIIHOHHOH O€30IacHOCTH.

B cootBeTcTBHM ¢ OamibHO-peiiTHHTOBOM cucteMoit BAPC o auciuruimae oTBOAUTCS
100 6amoB (90 6ayoB Ha Tekymue GopMbI KOHTpOJIs U 10 10 6anioB oTBOAUTCS HA OOHYCHI),
KOTOpBIE€ HAKAIIJIMBAIOTCS CTYJACHTOM B T€UEHUE BCErO CeMeCTpa U3yueHUs JUCIUILINHBL.

Kaxnas maboparopnas pabota (Bcero 6) onennBaercst MakcumanbHo B 10 6amios,
KOHTpPOJIbHAsI paboTa (Bcero 2) orieHuBaeTcs MakcuMaiabHo B 10 6ayuioB, 2 TecTupoBaHus 1Mo S
0aJI0B KaxKJ0€e.

10 6annoB mpeycMOTpeHO Ha OOHYCHI: y4acTue C I0KJIaJaMy Ha HayYHbBIX
KOH(EepEeHIUAX — MAKCUMaJIbHO 5 0aJsIOB, aKTUBHOCTh CTY[ICHTA HA 3aHATUU — MAaKCUMAaJIbHO 3
Oasa, OTCYTCTBHUE MPOITYCKOB JIEKIIUH (ITOCETUIT BCE JIEKLIMN) — MaKCUMaJbHO 1 Oa,
OTCYTCTBHE IIPOITYCKOB IIPAKTUYECKUX 3aHATUN — MaKCUMaJIbHO 1 Oa.

OneHnBaHue CTYJEHTOB Ha 3a4€Te OCYIIECTBISIETCSI B COOTBETCTBUE C TPEOOBAHUSIMU U
kputepusimu 100-0aiIbHOM IKAJbl. Y YUTHIBAIOTCS KAK PE3YJIbTATHI TEKYILEr0 KOHTPOJIS, TaK U
3HAHUA, HABBIKU U YMEHUS, HETIOCPEICTBEHHO MMOKa3aHHbIE CTYIEHTaMU B XOJI€ 3a4eTa.

Texymmmii KOHTPOJIb OCYIIECTBISIETCS B X0/1€ y4eOHOT0 MpoIiecca i KOHCYIbTUPOBAHUS
CTYJEHTOB, IO PE3YJIbTaTaM BBINOJIHEHUS CAMOCTOSTENbHBIX U TEMATHUECKUX KOHTPOJIBHBIX
pabot. OH npeaycMaTpuBaeT IPOBEPKY FOTOBHOCTU CTYJEHTOB K IJIAHOBBIM 3aHSATHUSM, OLIEHKY
KauyecTBa U CaMOCTOSITEIbHOCTH BBIIOJHEHUS 33/JaHUI Ha MTPAKTUUYECKHUX 3aHATHUSX, IPOBEPKY
IIPABWJIBHOCTH PEIIECHUS 33/]1a4, BbIIaHHBIX HA CAMOCTOATEIbHYIO IPOPAOOTKY.

Ha 3auere ocymiecTBisercs KOMILUIEKCHAs MPOBEpPKAa 3HAHWUN, HAaBBIKOB U YMEHUIl
CTYJEHTOB 10 BCEMY TEOPETUUYECKOMY MaTepually AUCLHUILIMHBI U C IPOBEPKON MPAKTUUECKUX
HABBIKOB M YMEHHUI MO pa3paboTKe JOKYMEHTOB Pa3iUYHbIX BHAOB. TeopeTHueckue 3HaHUs
OLICHUBAIOTCS ITYTEM KOMIIBIOTEPHOTO TECTUPOBAHUS WJIM HA OCHOBAaHUU NMHCbMEHHBIX OTBETOB
CTYJIEHTOB MO HECKOJIbKUM TEOPETUUECKUM BOIIPOCAM.

Kpurepun oueHku 3ayera:

— OIEHKa «OTJIMYHO» BBICTABISIETCS OO0YyYaloIEeMycCsi, €CIM CTYICHT BBIOJIHUI
CUTYallMOHHYIO (TMpodecCHOHANbHYIO) 3a/Jady BEpHO, IpPEACTaBIeH OT4YeT, HMH(popmauus B
oryere chopMynupoBaHa 0OOOCHOBAHHO, JIOTUYHO U IOCIENI0BATEIbHO, MPUMEHEH TBOPYECKUMH
MOJXOJl, YYTE€Hbl OCHOBHBbIE HOPMATHUBHO-IIPaBOBBIE JOKYMEHTbl 10 HH(OpMaMOHHON
0€30MMacHOCTH,

— OIIEHKa «XOpOILIO» BBICTABISAETCS OOYYalOIIEMYCsl, €CJIM CTYAEHT BBITOJIHUI
CUTYallUOHHYIO (Tpo)ecCHOHaNbHYI0) 3a/lauy MPEeUMYIIECTBEHHO BEPHO, MPEJICTaBIIEH OTYET,
uHpopMalusgs B oTdyere chopMynIHpoBaHa OOOCHOBAaHHO, (POPMYIMPOBKH KOHKPETHBIE,
OPUBEJCHbl CCBUIKM Ha HOPMAaTHBHO-TIPAaBOBbIE  JOKYMEHTHl 1O  HMH()OPMAIMOHHON
0€30MacHOCTH, JOMYIIEHbI HEKOTOPbIE HETOYHOCTH, UMEETCS OJ{Ha HerpyoOasi oroka.

— OIIEHKAa «yJIOBJIETBOPUTEIBHO» BBICTABIAETCS OOYydalOIIEeMyCs, €CId CTYAEHT
BBITIOJIHWJI ~ CUTYAllMOHHYIO  (MPOeCCHOHANBHYIO)  3a/lady NPEUMYIIEeCTBEHHO  BEpHO,
npe/cTaBieH oT4yeT, MH(opMamus B OTYeTe CPOPMYJIHMpPOBAaHA C HapyLUIEHUEM JIOTUKU, HE
nosiHas, (GopMynupoBKa 00Ilas WM HEMOJIHAsA, UMEIOTCS OJHA WM JBE HEerpyOble OIIMOKH,
NPUBEJICHbl HEBEPHBIE CCHUIKM Ha HOPMATHBHO-TIPABOBbIE JOKYMEHTHI MO HMH(POPMALMOHHOM
0€30MMacHOCTH,

— OLICHKA «HEY/IOBJIETBOPUTEIILHOY» BBICTABIISAETCS 00YUaIOLIEMYCsl, €CIIU CTY/ACHT He
BBITMIOJIHIII CUTYaIMOHHYIO (TIpo¢eCCHOHAIbHYIO) 3a/1a4y WM BIMOJIHUII €€ HEBEPHO,
000CHOBaHUS HEBEPHBIE, TUOO J1aH BEepHBIN OTBET 0e3 ero 000CHOBaHMs, CAETIaHbI IPyOble
OIIMOKHU, OTCYTCTBYIOT CCHUIKM Ha HOPMATHBHO-IIPABOBbIE TOKYMEHTHI IO HH(OPMaLMOHHON
0€30IaCHOCTH.



IIpenonasarens, peanu3yoOmUi JUCHUIUIMHY, B 3aBUCUMOCTH OT YPOBHS
HOJArOTOBJIEHHOCTH, 00Y4aIOLINXCSl MOXKET MCIIOJIb30BaTh HHbIE ()OPMBI, METOJIbI KOHTPOJIS U
OLICHOYHBIE CPEJICTBA, UCXO/sl U3 KOHKPETHON CUTYaLlUH.

8. YY4EBHO-METOJUYECKOE U ”TH®OPMALIMOHHOE OBECIIEYEHUE
JUCLUILIMHBIL (MOLY.JIS)

a) OCHOBHAas JIUTepaTypa:

1. [auerun B.®., UnpopmarronHas 6€30MacHOCTh U 3aiuTa uHpopmanuu/
[Manerun B.®. - M. : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0 -URL.:
http://www.studentlibrary.ru/book/ISBN9785940747680.html (OBC «KoHCYIbTaHT CTyaCHTAY).

2. 3ammra uapopmanuu: yuedHoe mocodbue / KO.M. Kpakosckwuii - Pocto n//1 :
®enukc, 2016. - (Beiciiee oopazoBanue). - URL:
http://www.studentlibrary.ru/book/ISBN9785222269114.html (OBC «KoHCy/bTaHT CTyaeHTa).

3. KomruiekcHbie (MHTErpUPOBAaHHBIE) CUCTEMBI 00ecTieueHHs 0€30MMacHOCTH
[DnexTponnslii pecypc] / Bopona B.A., TuxonoB B.A. - Bemm. 7. - M. : ['opsiuast muHus -
Tenekom, 2013. - (Cepus "Obecneuenne 6ezonacHoctu 00bekToB"). - URL:
http://www.studentlibrary.ru/book/ISBN9785991202381.html (3bC «KoHCYabTaHT CTYACHTAY).

4, 3amuTa HPOPMALIMU OTPAHHMYCHHOTO JIOCTYIIA OT YTEYKH M0 TEXHUYCCKUM
kaHanam / I'.A. By3oB - M. : T'opsiaas muawmst - Tenexom, 2015. - URL:
http://www.studentlibrary.ru/book/ISBN9785991204248.html (OBC «KOHCY/IBTaHT CTyIEHTaY).

0) JoMOTHUTEIbHAS JINTepaTypa:

1. OcHoBBI HH(MOPMAIMOHHOH Oe30macHOCTH : YuebHoe nmocodue ais By30B / E.b.
benos, B.II. Jloce, P.B. Memepskos, A.A. Illenynanos. - M. : 'opsiuas nunus - Tenexom, 2011.
- URL: http://www.studentlibrary.ru/book/ISBN5935172925.html (3bC «KoHcyabTaHT
CTYJCHTAY).

2. WNnpopmanmonHast 6e30nacHOCTh: 3aluTa U HanajaeHue / buprokoB A.A. - M. :
JAMK TIlpecc, 2012. - URL: http://www.studentlibrary.ru/book/ISBN9785940746478.html
(OBC «KoHCYIBTaHT CTYIEHTA).

3. Tamarenxo, B. A. OCHOBBI HH(POPMAITMOHHOMN 0€30ITaCHOCTH: KypC
nekuuii: yued.mocodue / B. A. I'anatenko ; nog pen. B. b. berenuna.- 2-e usa., ucnp. - M. :
Wntepner-Yu-T Undopm. Texnonoruit, 2004. - 264 c.

4. Jlesnuu I1.H. Monenu 6€30macHOCTH KOMIIBIOTEPHBIX cucTeM.-M.: Akagemus,
2005. 144 c.

5. CanepaunoB A.A., TpaiineB B.A., ®enyno A.A. Unudopmarmonnas 6€30macHOCTb
OpeanpusTHs; yd. nocodue. -2 uza. — M.: M3nat.-roprosas kopnopauus «/amkos u K», 2005, —
336 u.

6. Xopes [1.b. MeTop! 1 cpeacTsa 3aUThl HHPOPMAIIMKU B KOMITBIOTEPHBIX
cucreMax : yu.mocobue. — M.: U3gat nentp «Akamemusi», 2005, — 256 c.

7. Menbnukos, B.II.  Mudopmarmonnas 6e30macHOCTh U 3aliuTa HHPOPMAIINH :
norn. YMO no yH-TCKOMY MOJIUTEX. 00pa30BaHUIO B KA4eCTBE y4ueO. MOCOOUS I CTYICHTOB
BY30B, o0yyaromuxcs o cnenuaibHoct 230201 "UHpopMalmoHHbIe CUCTEMBI U TEXHOJIOTHH"
/ B. TI. MensuukoB, Kneiimenos, C.A., [lerpakoB, A.M. ; oz pen. C.A. KneiimeHosa. - 4-u3n. ;

crep. - M. : Akanemus, 2009. - 336 c. - (Boiciiee npodeccuonansnoe odpasosanue). - ISBN
978-5-7695-6150-4 : 306-46.


http://www.studentlibrary.ru/book/ISBN9785940747680.html
http://www.studentlibrary.ru/book/ISBN9785222269114.html
http://www.studentlibrary.ru/book/ISBN9785991202381.html
http://www.studentlibrary.ru/book/ISBN5935172925.html
http://www.studentlibrary.ru/book/ISBN9785940746478.html

B) [lepeyenn pecypcoB nHGpOPMALMOHHO-TEJTEKOMMYHUKALIMOHHOM CEeTH
«MHTEepHeT», HEOOXOAMMBIH /151 OCBOCHHS TUCHHUILINHBI (MOLYJIs1)

1. DeKTPOHHO-0MOanoTeynass cucrema (ObC) 00O «Iloautexpecype»
«KoHcyabTaHT cTyaeHTa». MHoronpoduibHbli o0pa3oBaTenbHbli pecypc «KoHcynbTaHT
CTYJEHTa» SIBISICTCS SJIEKTPOHHON OMOIMOTEHYHON CHCTEMOM, MPEAOCTABISIIONICH JOCTYN Yepe3
cerb VHTEepHET K y4eOHOI JTuTepaType U JIOMOJHUTEIBHBIM MaTepuanaM, MpUOOPETEHHBIM Ha
OCHOBaHUU MPSMBIX JIOTOBOPOB € MpaBoobnagarensimu. Karanor B HacTosiee BpeMs COAEPKUT
okouio 15000 HanmenoBanuii. Www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Jns mpoBereHuss MyOIMYHOW 3alIUTBl MPOEKTOB, HEOOXOAMMa MYyJIbTUMEIUHAS
ayIUTOpUS C IIPOEKTOPOM.

Jns mpoBeneHHs 1a0OpPaTOPHBIX 3aHATHH HEOOXOIMMa KOMIBIOTEPHAs ayIUTOpHs, B
KOTOpPOM OpraHu30BaH I0CTyN K ceTh MIHTepHeT.

VYueOubie ayautopuu, Oubnuoreku Al'Y, LEHTp MOHUTOPHMHTa U ayAuTa KauecTBa
00pa3zoBaHusi, KOMIBIOTEPHBIE KJIACChl, MYJIbTUMEAUITHBIC ayAUTOPHUH.

IIpu HeoOxomumocTu pabouas mporpamMma JUCHUILUIMHBL (MOZYJS) MOMKET OBITh
aJanTHpOBaHa sl o0ecredeHuss 00pa30BaTENBbHOTO Mpollecca WHBAIUAOB H  JIMI C
OTPaHUYCHHBIMH BO3MOXKHOCTSIMU 3JIOPOBbSl, B TOM 4HCJIE JJs OOydYeHHs] C NPUMEHCHHEM
JUCTAaHIIMOHHBIX 00Pa30BaTEIBHBIX TEXHOJIOTUN. J[J1s1 3TOrO TpeOyeTcs 3asBICHHUE CTyIeHTa (ero
3aKOHHOTO TIPEACTAaBUTENs) M 3aKIIOYCHHE IICHXOJIOr0-MEINKO-TIeJarOTHYeCKO KOMHUCCHH
(IIMIIK).
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