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1. IIEJIN ¥ 3AJJAYM OCBOEHUS JUCIHUIIINHBI (MOIY.JIS)

1.1. HeasasMu ocBOCHUS TUCHHUIUIMHBI «AHAIN3 U OLEHKA PUCKOB SABJISIOTCS MOJIYyYEHHE 3HAHUU O
NPUHIUIAX TOCTPOCHUS CUCTEM HMH(OPMAIIMOHHON 0E30MacHOCTH, METOAMKAX OLIEHKH PHCKOB HH-
(dhopmarmoHHO 0€30IMMaCHOCTH, a TaK)Ke MPAKTHUUECKUX HABBIKOB MPUMEHEHUS CPEACTB aHaiIM3a 0e3-
OIAaCHOCTH MH(OPMAIIMOHHBIX CHCTEM.

1.2. 3agayu ocBOEHUS TUCHHUILUIHHBI (MOIYJIA):

— MByuuTh mpHHLIMOBI MOCTPOSHHSI COBPEMEHHBIX CHCTEM HH(POPMAIMOHHON 0€30IacHOCTH;
NPUHINIBI CTATUCTUYECKOTO aHAIN3a; CIIOCOOBI ONTMCAHUS TIOBEICHHS CHCTEM; TUIIOBBIC apXH-
TEKTYpBl ¥ MPUHLHUIBI TOCTPOCHHUS COBPEMEHHBIX 3aIMIICHHBIX HH()OPMAIIMOHHBIX CHUCTEM;
YIpO3BI M aTaKH, XapaKTepHBIE ISl pacTIpeIeNICHHBIX HH(POPMAIIOHHBIX CHCTEM.

— CdopmupoBats yMeHUs (OPMATIH30BATH 33/1a4y KOHTPOJIS TapaMeTpoB 0€301MacHOCTH HHPOP-
MaIMOHHBIMHU CUCTEMaMH; HCIIOJIb30BaTh HOPMATUBHBIE TIPABOBBIE AKTHI [0 AaHAJIU3Y PHCKOB B
CBOEH MpoeccnoHaNbHON NeITEIbHOCTH; pa3padaThiBaTh METOABI M CPEJICTBA IS TPOBEPKU
BBITIOJIHEHUS TpeOOBaHN HH(OPMAITMOHHON O€30IIaCHOCTH U MOMCKA YSI3BUMOCTEHA.

— OBnageTh METOMUKAMHU OIICHKH PUCKOB MH(OPMAITMOHHOW 0€30MMacHOCTH; CpeacTBaMu (UK-
canuy rnapameTpoB 0e30MacHOCTH MH()OPMAMOHHBIX CHCTEM; METOANKAMH PEaTN3aIluH U BE-
puduKanul MOJENed KOHTPOJIS M YIPABJICHUS JTOCTYIIOM; HaBBIKAMU MPHUMEHEHUS CPEICTB
aHajm3a 6€301macHOCTH HH(GOPMAITMOHHBIX CHCTEM.

2. MECTO JUCIIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. YyeOHast TMCUMILUINHA «AHAIN3 W OIIEHKA PUCKOB» OTHOCHUTCS K 4acTH, (OPMHUPYEMOM ydacT-
HUKaMH 00pa30BaTeIbHBIX OTHOLLICHH, 1 OCBAMBAETCS B 7 CEMECTpe.

2.2. Ins u3y4eHUd JAHHOM y4eOHON IUCHUIIMHBI (MO1YJISA) HE0OXO0AUMBI CJIeAYIOLIe 3HAHMS,
YMeHHSI U HaBBIKH, (popMupyeMble MpeAIeCTBYIOIUMH Y4eOHbIMH M CUUIIIHHAMMU:

— MHWudopmaruka.

— Teopus BeposiTHOCTEN U MaTeMaTUYECKas CTAaTUCTHUKA

— Opraau3annoHHOE U MpaBoBoe obecreueHne HHPOPMaIMOHHON 0€30TTaCHOCTH.
— Ilpou3BoacTBeHHAs MpaKTUKa

3HaHUsA: OCHOBHBIX MOHATUN MH(OPMATUKH, CTPYKTYpPBI CHCTEM JOKYMEHTALMOHHOTO o0ecre-
YEHUSL.

YMeHus: UCTONIb30BaTh MPOrPaMMHBIE U allapaTHbIE CPECTBAa MEPCOHATIBHOIO KOMITBIOTEDA,
M0JIH30BaThCS HOPMATHBHBIMU JJOKYMEHTAMHU T10 3aIIUTE HH(POPMAIUH.

Haspiku: noucka uadopMmaiuu B rinodaabHON MHPOpPMAMOHHONW ceTH MHTepHeT U paboThl C
O(MCHBIMU TIPUIOKEHUSIMHU (TEKCTOBBIMH TPOLIECCOPAMH, DIICKTPOHHBIMH TaOJIUIIAMH, CPEICTBAMH
MOJITOTOBKH Mpe3eHTalMOHHbIX MaTepuanoB, CYB/] u T.1.): MeTolMKa U TEXHUKA COCTaBJICHUS pa3-
JMYHBIX YIPABICHYECKUX M HHBIX JOKYMEHTOB YUPEXKICHUH, OPTraHU3AMN 1 IPEATTPUATHH.

2.3. Ilocaenyromue yueOHble TUCHUILIMHBI (MOAYJIN) M (MJIM) MPAKTUKH, JJIS KOTOPHIX HE00Xo0-
AUMBI 3HAHHUS, YMEHHS, HABBIKH, (P)OPMHUpYyeMble JTAHHOH Y4eOHOH IMCIHIIMHON (Moay/1eM):
ATtTtectanusi 00bEKTOB HH(OpPMATH3AIIIH.
Taxke qucHUIITMHA «AHAIU3 U OLIEHKA PUCKOBY MMOMOXKET CTYJEHTaM IPU pealiu3aluu 3a/1a4
MPEAJAUIUIOMHON MIPAKTUKHA U HAITMCAHUK O0aKaJIaBpPCKOM pabOTHI.



3. IJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHUA 110 JUCHUIIJIMHE (MOAYJIIO)

ITponiecc ocBOEHMS AUCLUIIMHBI HANpaBiIeH Ha (POPMUPOBAHHE FIIEMEHTOB CIEAYIOLUINX KOM-
nereHuil B coorsercteuu ¢ @I'OC BO u OIIOIT BO no nanHOMy HanpaBieHHUIO TOATOTOBKH (cIie-
[IUATTLHOCTH):

a) obmenpodeccrnonanpubix (OIIK): OIIK-2 — cnocoGeH npuMeHATs HHPOPMAITMOHHO-KOM-
MYHUKAIlMOHHBIC TEXHOJOTHH, TPOTPAMMHBIE CPEJCTBa CUCTEMHOTO W TPUKIIAJHOTO HA3HAYCHUS, B
TOM YHCJIe OTE€YECTBEHHOTO TPOU3BOJICTBA, JUI PEUICHUS 3a1a4 MPO(PECCHOHATBHOMN AesITeTbHOCTH,

6) mpodeccuonanbHbIX (I1K): TIK-1 — ctocoOeH BBIMOTHATE paOOTHI IO YCTAaHOBKE, HACTPOUKE
1 00CITy’)KHBAaHUIO MPOrPAaMMHBIX, TPOTPAMMHO-aNNapaTHBIX (B TOM YHMCIIE KPUNTOTPaPUUECKUX) U
TEXHUYECKHX CPEICTB 3aIlUThl WHPOPMAIMK B MPOIECCE IKCIUTyaTallud aBTOMATH3UPOBAHHBIX CH-
CTEM.

Taouuna 1 — Jlekomno3uuusi pe3yJbTaToB 00y4eHH sl
Kon n HanmeHoBaHue [Tnanupyemsle pe3yapTaThl 00y4YeHHUs 0 AUCIUILTHHE (MOIYIIIO)

KOMIIETeHIINH 3nartsb (1) Ywmers (2) Buanets (3)
OIIK-2: crocoben mpume- | OIIK-2.1.  coBpemennsie | OIIK-2.2. BwIOMpaTs wuH- | OIIK-2.3. HaBBIKAMH TpH-
HATb  HWHQOPMAIMOHHO- | MHPOPMAIIMOHHO-KOMMY- | ()OPMAIlMOHHO-KOMMYHH- | MEHEHHMSI  COBPEMEHHBIX
KOMMYHUKAIlMOHHBIE TEX- | HUKAIlMOHHBIC  TEXHOJIO- | KallMOHHBIE TEXHOJOTHH, | MH)OPMAaMOHHO-KOMMY-
HOJIOTHH, IPOrPaMMHBIE | THH, NPOTPaMMHBIE Cpell- | MPOrpaMMHBIE  CPEACTBA | HUKALMOHHBIX  TEXHOJIO-
CpeICTBAa CHCTEMHOTO ¥ | CTBA CHUCTEMHOTO M IIPH- | CHCTEMHOTO M TIPHKJIAA- | THif, IPOrPaMMHBIX
NPUKIaJHOTO HAa3HAUYCHHMs, | KJIAJHOTO HA3HAYEHWs, B | HOTO HAa3HA4YCHWsA, B TOM | CPEINCTB CHCTEMHOTO H

B TOM YHCJIE OTEUECTBEH-
HOTO TIPOW3BOJICTBA, [UIS
pernreHus 3amad npodeccu-
OHAJIBHOM NEATEITHPHOCTH

TOM 4YHCJIE OTEYECTBEH-
HOTO MPOM3BOJICTBA, MpPHU
pelIeHny 3aaa4 mpodeccu-
OHAJIBHO JICSITEIBHOCTH.

qHcIe OTE4ECTBEHHOTO
MPOM3BOJICTBA, MPH pellie-
HUU 3amad  Tpodeccuo-
HAJILHOW JESTEIBHOCTH

MPUKJIATHOTO Ha3HAYCHHS,
B TOM YHCIJIC OTEYECTBCH-
HOTO MPOM3BOJACTBA, IpPHU
peeHny 3a1a4 npogeccu-
OHAJBHOH JEeSITeIbHOCTH.

IIK-1: cmocobeH BHIMON-
HATH pabOTBl 1O YycTa-
HOBKE, HACTpoWke W 00-
CIIY’)KHBaHUIO TIPOTPaMM-
HBIX, TPOrpaMMHO-aIlNa-
paTHBIX (B TOM 4HCIIE
KpUNTOrpaQuuecknx) u
TEXHHYECKUX CPEACTB 3a-
HIXATH HHPOPMALMHU B [PO-
ecce IKCILTyaTaluy aBTo-
MaTH3HPOBAHHBIX CUCTEM

IK-1.1. HOPMAaTUBHBIE
MPaBOBBIC aKTHI B 00JaCTH
3aIUTH THPOPMAIIUH, Op-
TaHU3aMOHHBIC MEPBI IO
3aIInTe WHpOpMAaINH,
MPOTPaMMHO-aIIapaTHEIC
cpencTBa obecrieueHus 3a-
MHUTH THGOPMAITIH aBTO-
MaTH3UPOBAHHBIX CHCTEM,
METOJIbI KOHTpOJIs dhPek-
TUBHOCTH 3aLIUTHI HHPOP-
MAaIMH OT YTEYKH IO TeX-
HUYCCKUM KaHaJlaM, OcC-
HOBHBIC KpumnTorpaduye-
CKHE METOJBI, AITOPUTMBI,
MPOTOKOJIBI,  HCIOJb3ye-
MBIE UIST 00EeCIIEYeHHS 3a-
IIUTH WH(POpPMAIUN B aB-
TOMAaTHU3UPOBAHHBIX  CH-
CTeMax

IIK 1.2. onpemensts wuc-
TOYHUKH M TPUYUHBI BO3-
HUKHOBEHHUSI HMHIUJICHTOB,
YCTpaHsATh HapyIIeHUs
MpaBWJl  pasTPaHUYCHHS
JIOCTYTMa, MPUMEHATH MPO-
rpaMMHEBIE CpeicTBa oOec-

TICYCHHUS 0€301MacHOCTH
JAHHBIX,  OCYIIECTBIThH
KOHTPOJb  OoOecTieueHus

YpOBHsI 3alllUIIEHHOCTH B
aBTOMAaTU3UPOBAHHBIX CH-
cTeMax, HCIOJb30BaTh
Kpurrorpadguieckue Me-
TOMBl U CPENCTBA 3AILUTHI
nHopManuy B aBTOMATH-
3MPOBAHHBIX CHCTEMaX

TIK-1.3. METOIUKOM
OLIEHKU TOCIEICTBHI BEI-
SIBJICHHBIX HMHIIMICHTOB H
OoOHapy>KeHUS HapyIICHHS
TIPaBHII pasrpaHudeHUs
JIOCTyTIa

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI (MOAYJIS)

O0beM TUCIUIUTHHBI (MOJTYJIS ) COCTABJISET 3 3aU4eTHBIC €AMHUIIBI, B TOM unciie 54 yaca, Bblje-
JICHHBIX Ha KOHTAKTHYIO paboTy oOyuarommxcs ¢ npenojasareneM (18 yacos — nekuuu, 36 yacoB —
nmabopaTopHbie paboThl), U 54 yaca — Ha CAaMOCTOSITEIBHYIO pab0Ty 00yUaIOIIUXCS:



Tabanna 2 — CTpyKTypa M coaepkaHue M CUUILIMHBI (MOLYJIs)

o KonrakTrHas padora | CamocrT. ®DopMEBI TEKYIIIETO KOH-
3 (B yacax) pabota TPOJIsl YCIIEBAEMOCTH,
Pazpen, Tema mUCIATITAHBT (MOTYIIS) S (bopMa MPOMEsKYTOUHOf
8| n |m3| ap | KP| CP pMa [IpOMENY'T
aTTeCTaIlH
Tema 1. Uudopmanmonnas 6e3onac- | 7 2 4 6 BxonHoe TectupoBanue,
HOCTh mnpeanpusTus. Cucrema 3a- MPOBEpKa CIIoBaps Tep-
HIUTHl HTHQOpPMAIIMK KaK SKOHOMUYE- MUHOB U OTpeIeNeHuil,
ckoro o0bekTa. CyIecTBYIOIIHE O~ OTIPOC Ha dK3aMEHE
XOJIpI IT0 aHANIM3Y M ynpasnenuto 1b.
Tema 2. AHanu3 U ynpaBleHHE pHUC- 2 4 6 [IpoBepka pemienus 3a-
kamMu. OCHOBHBIE IOHATHSA, 3aJayH, a4, OT4eT 1o Jrabopa-
nenu. IlpenMymiecTBa TaHHOTO TOA- TOpHOH paboTe, oOIpoc
xoga. CBsI3p PUCKOB C yrpo3aMu U Ha SK3aMeHe
ys3BuMocTsiMu - UUb  mpeanpusitus.
DKOHOMHYECKasl MOJIENIb PUCKA.
Tema 3. HopMaTuBHO-IpaBOBBIE J10- 2 4 6 [IpoBepka pemieHus 3a-
KYMEHTEHI B 00JIACTH yIIPaBJICHUS PUC- Ja4, OoT4eT 1o jabopa-
kamu. 1SO-15408:2002 «O0mme TOpHOM paboTe, ompoc
kputepun». ISO 31000 «Menemx- Ha 5K3aMeHe
MEHT PHCKa». MeTonbl ymnpaBiIeHHS
puckamu b — ISO/IEC 27005. Bepo-
SITHOCTHAsI MOJICIh PUCKa
Tema 4. YrpasiaeHue puckamu B CH- 2 4 6 KontponmsHass  paboTta
cTeMe WH(POPMAIMOHHBIX TEXHOJIO- Nel, ompoc Ha 3K3ameHe
ruit - NIST SP800-30. Ouenka puc-
koB b — ENISA. Crangapr banka
Poccun
Tema 5. Drambel ympaBICHHS pPHUC- 2 4 6 Otuer 1o 1abopaTopHOM
kamu. VIHTErpamnust ynpaBieHUsS PUC- pabote, ompoc Ha dK3a-
kamu B xxu3HeHHbIH ki UC. OcHoB- MEHE
HBIE TIOJIXOABI TI0 OLIEHKE PUCKOB: KO-
JUYECTBEHHBIC, KaYECTBCHHBIC, CMe-
mranuele Metoansl. Metoguka MSAT.
Tema 6. MeTOAMKN W MPOTPAMMHEIE 2 4 6 Otuer 1o 1abopaTopHOM
MPOAYKTHI TIO YIPABICHUIO PHCKAMH. paboTe, ompoc Ha IK3a-
Metonuka CRAMM. Merton MEHE
CORAS. Metoauka vsRisk.
Tema 7. MeTOAMKN W TPOTPAMMHEIE 2 4 6 Otuer 1o 1abopaTopHOM
MPOAYKTHI TIO YIPABJICHUIO PUCKAMH. pabote, ompoc Ha dK3a-
Metonuka FRAP. Metomnka OC- MEHE
TAVE. Metognka PTA
Tema 8. MeToAMKU W MPOTPAMMHEIE 2 4 6 Otuer 1o 1abopaTopHOM
MPOAYKTHI TIO YIPABJICHUIO PHCKAMH., paboTte,  KOHTpOJbHAs
Metonuka RiskWatch. Metoauka pabora Ne2, ompoc Ha
komnanuu Microsoft. JK3aMeHe
Tema 9. MeToauku 10 YIpPaBICHUIO 2 4 6 IIpoBepka 0630pa MeTO-
puckamu, pa3pabOTaHHBIE POCCHU- UK OIICHKH PHUCKOB,
CKAMH CIEIUATUCTAMA U YYEHBIMH. OTIPOC Ha DK3aMeHe
IIpunsitue penieHuit Mo pe3yiabTaTam
omeHKu puckoB. [lonmmthka o6pa-
OOTKH PHCKOB.
18 36 54 9K3AMEH

Ipumeuanue: J1 — nexuus; [13 — npaktuueckoe 3anarue, cemunap; JIP —maboparopnas pabora;

KP — kypcoBas pabora; CP — camocTrosiTenpHas padora.




Tabdauna 3 — MaTpuua cooTHeceHUsI TeM/pa3/iesioB Y4eOHO TN CUMILVIMHBI/ MOy U dopmupye-
MBbIX KOMIIeTEeHIUH

Pazpen, tema Kon-Bo | Kog xomnereniuu | OOI1ee KOJIMIECTBO
JUCTIMILITNHBI (MOJTYJIS) gacoB |OIIK 2 IIK 1 KOMIIETEHIUNI
Tema 1. MnpopmannonHas 6e30nmacHOCTb Mpennpu- 12 + + 2

stust. CucreMa 3amuThl HHGOPMAITH KaK 3KOHOMH-
yeckoro ooOwekra. CylecTBYIOIIUE IMOIXOABI IO
aHayn3y ¥ ynpasnenuro 1b.

Tema 2. Aranu3 u ynpasienue puckamu. OCHOBHBIE 12 + + 2
MOHATHUSA, 3a4a4yd, nenu. lIpeumyinecTBa JaHHOTO
noaxona. CBA3b PHUCKOB C yrpo3aMH U YSI3BUMO-
ctamu Ub mpennpusitus. DkoHOMHUYECKasT MOJEIb
pHCKa.

Tema 3. HopMaTHBHO-TIpaBOBBIE JTOKYMEHTHI B 00- 12 + + 2
nmactu  ynopasienuss puckamu. ISO-15408:2002
«O6mme kpurepun». 1ISO 31000 «MenemrmMeHT
pucka». Metoasl ympasineHus puckamu Wb —
ISO/IEC 27005. BeposiTHOCTHast MOJIE/Ib PUCKa
Tema 4. YnpasieHue puckaMu B cucTeMe HH(popma- 12 + 1
muoHHBIX TexHoaorud - NIST SP800-30. Omenka
puckoB b — ENISA. Crannapt banka Poccun
Tema 5. DTamsl ynpaBinenusi puckaMu. MHTErparms 12 + + 2
YIpaBJICHHUS pUCKaMU B Ku3HeHHBIA KT VC. Oc-
HOBHBIE TIOAXO/IBI 110 OLIEHKE PUCKOB: KOJMYECTBEH-
HBbIC, KaUYeCTBCHHBIC, CMEIIAHHBIE METONbl. MeTo-
muxa MSAT.

Tema 6. MeToquKH U MPOTPAMMHEIE TIPOAYKTHI 110 12 + + 2
ynpasienuio puckamu. Meroguka CRAMM. Meton
CORAS. Metoauka vsRisk.

Tema 7. MeToquKH U MPOTPaMMHEIE TIPOAYKTHI 110 12 + + 2
ynpasieHuio puckamu. Mertoguka FRAP. Mero-
muka OCTAVE. Meronuka PTA

Tema 8. MeToauku u MPOTpaMMHEIE TIPOAYKTHI 110 12 + + 2
yrpaBicHHIO pruckamu. Meronuka RiskWatch. Me-
TOaMKa KoMmnanuu Microsoft.

Tema 9. MeToaMKH 1O yNpaBIEHUIO PUCKAMH, pa3- 12 + + 2
paboTaHHbIE POCCHICKMMH CIICITHAIMCTAMH U yde-
HbIMU. [TpuHsATHE pereHuit no pe3yiabTaTaM OIEHKU
puckoB. ITonuTtrka 00pabOTKH PUCKOB.

HTroro 108

Kparkoe conepkanue Kaxaoi TeMbl JUCUMILIMHBI (MOTYJISA)
Tema 1
Wudopmanumonnast 6ezomacHOCTs npeanpusatust. Cucrema 3auTel HHPOPMAMKM KaK dKOHOMHUYECKOTr0 00b-
ekta. CyliecTBYIOIME MOAXOAbI IO aHaMu3y U yrpasieHuto Ub.

Tema 2
Ananu3 u ynpasienue puckamMu. OCHOBHBIC TIOHATHS, 33/1a4H, 1Ieid. [IpeumyiiiectBa JaHHOro noaxoa. Cesi3b
PHUCKOB ¢ yrpo3amu U ys3BuMmocTsamu b npeanpustus. DkoHOMHUYECKass MOZCIh PUCKA.

Tema 3

HopmatuBHO-TIpaBOBBIE TOKYMEHTHI B 001acTH yrpasiieHus puckamu. ISO-15408:2002 «O01mue KpuTepum.
ISO 31000 «MenemxmenT pucka». Mertoast ynpasnenus puckamu b — ISO/IEC 27005. BepositHOCTHAS MO-
JieNTb pUCKa.



Tema 4
VYmpasieHue puckamMu B cucteme MHpopManmuoHHbIX TexHosoruii - NIST SP800-30. Onenka puckoB Wb —
ENISA. Crangapt banka Poccun.

Tema 5
JTarbl yupaBiieHus puckaMu. IHTerpamnus ynpaBieHus puckamMu B sku3HeHHBIH 1THKIT MIC. OCHOBHBIE ITOIXO/IBI
TI0 OIIEHKE PHUCKOB: KOJMYECTBEHHBIC, KAUECTBEHHBIE, CMEIIaHHbIe MeToAbl. MeTomnka MSAT.

Tema 6
MeTtoauKu ¥ IpOrpaMMHBIC TTPOIYKTHI IO yIpaBieHnto puckamu. Metoagunka CRAMM. Meron CORAS. Me-
tonuka vsRisk.

Tema 7
MeToauKu 1 IporpaMMHBIE IPOAYKTHI IO yrpasieHuto puckamu. Mertonnka FRAP. Metonuka OCTAVE. Me-
tonuka PTA.

Tema 8
MeToavky 1 IporpaMMHBIE IPOAYKTHI 10 yIIpaBieHuto puckamu. Metoanka RiskWatch. Metoanka komnanuu

Microsoft.

Tema 9
MeTouKY 10 YIPaBICHUIO PUCKaMU, pa3paO0TaHHBIE POCCUHCKUMU CIICIIUAIMCTAMH U yUeHbIMU. [IpuHsTHE
PEIICHUH 110 pe3yJbTaTaM OLCHKH pUCKOB. [lonuTrka 00pabOTKH PHUCKOB.

5. METOJUYECKHUE YKA3AHUSI IO MPEINOJIABAHUIO
1 OCBOEHUIO JUCLUILIMHBI (MOLY.JI5T)

5.1. Yka3zanus 1Jis npenogaBarteJieil o OpraHu3anuy U NPpoBeeHUI0 Y4eOHbIX 3aHATHIH 110 I C-
HUILTHHE (MOTYJIIO)

ITpu moaroroBke K 1a00paTOPHBIM 3aHATHSIM HEOOXOIMMO BOCIOJIb30BATHCS YU€OHO-METOIMYECKOM
JUTEPaTypoi U3 1.8, a TaK)KE OTBETUTHh Ha KOHTPOJIbHBIC BOMPOCH U3 [1] mo kaxoii 1abopatopHOn
pabore.

5.2. Yka3zaHus 1Ji1 00y4aromuxcs M0 OCBOCHUIO M CHUILIHHBI (MOIYJIIO)

Bo Bpemsi camocToATENbHOM paboThl HEOOXOJUMO BOCIIOIB30BATHCS yUEOHO-METOUUECKON JTNTEpa-
Typoi u3 1.8, MHTepHEeT-UCTOUYHUKAMH.

Tadauua 4 — Cogep:xaHue caMOCTOATEIbHON padoThl 00yUarOIIUXCs

Komn-Bo ®DopMEbI pabOTHI
TeMbI/BONIPOCHI, BHIHOCHMBIE Ha CAMOCTOSITEIBHOE N3yUYeHUE 4ACOB
Tema 1. Mudopmannonnas 6e3onacHocts npeanpustus. Cu- | 6 BreaynurtopHas, ydactue cry-
cTeMa 3aluThl HHPOpMAIMU KaK SKOHOMHYECKOTO OOBEKTA. JICHTOB B COCTaBJICHUHU TECTOB,
CyIiecTBYIOIIHE MTOIXO0 B! TT0 aHAIN3Y U yrpasieHuto Ub. M3y4deHNe YIeOHBIX TTOCOOMIA
Tema 2. Ananu3 u ynpapiieHue puckamu. OCHOBHBIC TIOHATHSA, | 6 BreaymurtopHasi,
3agaun, uend. [Ipenmymectsa qanHoro noaxona. Cesi3b puc- n3y4eHHne y4eOHBIX MOCOOHI
KOB ¢ yrpo3amu H ys3BuMmocTsiMu Wb npennpusitusa. DKoHO-
MHUYeCKasi MOJIETTb PUCKA.
Tema 3. HopmartwBHO-TIpaBOBBIE MTOKYMEHTHI B oOsacta | 6 BreaymurtopHasi,
ynpasienus puckamu. [SO-15408:2002 «OOmue kpwure- n3ydeHHe y4eOHBIX TOCOOUI
pun». ISO 31000 «MeHemxMeHT pucka». Metoasl ynpasie-
Hust puckamu Ub — ISO/IEC 27005. BeposiTHOCTHas MOJEIb
pHCKa
Tema 4. YpasieHue puckamMu B cHCTeMe HHPOPMAITMOHHBIX | 6 BreaymurtopHasi,
texHonorui - NIST SP800-30. Ouenka puckos Ub — ENISA. n3y4eHHe y4eOHBIX MOCOOHI
Cranpgapt banka Poccun
Tema 5. Dtambl ynpaBieHus puckamu. MaTerparus ymnpasie- | 6 BueayauTtopHas,
HUS prUCKaMHu B )KU3HEHHBIN MUK MC. OCHOBHBIC MTOIX0IBI M3y4deHNe YIeOHBIX TTOCOOMIA




IO OIICHKE PUCKOB: KOJTMYECTBEHHBIE, KAUECTBEHHBIE, CME-

mranable MeToiel. Metoanka MSAT.

Tema 6. MeTOomWKHN U TIpOrpaMMHBIEC TTPOIYKTHI IO yIpaBie- | 6 BueayauTtopHas,

Huto puckamu. Metoguka CRAMM. Meton CORAS. Meto- n3ydeHHne y4eOHBIX OCOOUIA
nuka vsRisk.

Tema 7. MeTOIWKHN U TIPOrpaMMHBIC TTPOIYKTHI IO yIpasie- | 6 BueayaurtopHas,

Huto puckamu. Metoauka FRAP. Metoguka OCTAVE. Me- n3ydeHHne y4eOHBIX OCOOUI
Tonuka PTA

Tema 8. MeTomUKHN U TIpOrpaMMHBIC TTPOIYKTHI IO yIpaBie- | 6 BueayauTtopHas,

Huio puckamu. Metoauka RiskWatch. Meroauka KoMaHuu M3y4YeHNE YIeOHBIX TIOCOOMIA
Microsoft.

Tema 9. MeTonuku Mo ynpaBlIeHUIO PHCKaMu, pa3paboTaH- | 6 Breaynurtophas,

HBIE POCCHUICKMMH CHENHaINCTaMd W ydeHBIMHU. llpuHsaTHE M3ydeHne y4eOHbIX TocoOuit
peIeHui o pe3ysibTaTaM OIeHKH PUCKOB. [lonmtrka obpa-

OOTKH PHCKOB.

B nporecce nzydeHuss TUCIUTIIMHBI 00yUYaAIOIAICS MOYKET UCIIOJIB30BaTh YY€OHO-METOIMUECKHIE Ma-
TepHaJibl Ha aHTTTUHCKOM sI3bIKe. /{7151 3TOro HE0OX0IMMO 0OPATUTHCS K MIPETIOAABATEIIIO.

5.3. Buabl 1 popMbl MUCbLMEHHBIX Pad0T, MPeIyCMOTPEHHBIX IPU OCBOCHUHU AU CIUILINHbI, BbI-
NOJIHeMble 00y4alIMMHUCH CAMOCTOATEIbHO.

CJ/10Bapb OCHOBHBIX TEPMHUHOB U ONpeJeeHH i, KacaloIIUXCsl PUCK-MEHEKMEHTa — 0(hOpM-
JISIeTCs B IIEYaTHOM BUJIE Ha MUcTax (hopmara A4 uin B pyKOIIMCHOM BHJIE B TETPAIH.

O030p MeTOIUK OllEHKH PUCKOB — OpOpMIISIETCSI B TIEYaTHOM BHJE HA JHcTax hopmarta A4
WIN B PYKOIIMCHOM BU€ B TeTpaau. CoaepKUT KPaTKyI0 HH(POPMAIIHIO O PACCMOTPEHHBIX B IpoLIecce
o0yueHHUsl METOAMKAaX OLIEHKH PUCKOB: HAMMEHOBaHHE, peaInu3yeMblil MeTO (KOJIMYeCTBEHHBIH, Kaue-
CTBEHHBIN, CMEIIAHHBIH ), 3Talbl OIEHKH, OCHOBHBIC (JOPMYIIBI U IIKAJBI (IPU HEOOXOAUMOCTH). Mo-
XKeT ObITh 0)OPMIICH B BHJIC TaOTHUIIBI.

OrtueT mo J1a6opaTopHoii padoTe — 0(OPMIIIETCS M OTYUTHIBACTCS B AJIEKTPOHHOM BUJE: Op-
MaT nmcta A4, KHKHAS OpUeHTalus cTpaHuibl. OTYEThl IO BceM J1ab0paTOpHBIM paboTaM UMEIOT
€MHBIA TUTYJbHBIA JUCT, HA KOTOPOM YKa3bIBa€TCsl HauMeHOBaHWE aucuuiuimibl, @O u rpynna
ucnonaurens, ®UO npenogasarens, IPUHUMAIOIIETO OTYETHl. B oTueTe mo kaxmoil mabopaTopHOit
paboTe JOHKHO OBITh MPECTABICHO HAMMEHOBAHUE Pa0OTHI, 11€]1h, XO/1 BRITTOJIHEHHS pabOTHI (CKPUH-
IIOTHI, KPaTKOE TEKCTOBOE OMMCAHUE), BBIBOJIBI 110 pE3yabTaTaM paboTHI.

6. OGPABOBATEJIbBHBIE U UTH®OOPMALIMOHHBIE TEXHOJIOT'UA
[Ipu peanu3zanyu pa3In4HbIX BUAOB y4eOHOU pabOThI 10 TUCIMITIIMHE MOTYT HCIIOJIb30BaThCS
AJIEKTPOHHOE 00yYCHHE M TUCTAHITMOHHBIC 00pa30BaTEIbHBIC TEXHOIOTHH.
6.1. O0pa3oBaTe/bHbIE TEXHOJIOTUH

Tabanna 5 — O6pa3oBaresibHbIC TEXHOJOTMH, HCIOJIb3yeMble NIPH peaju3alui Y4eOHbIX 3aHs-
THH

Paspnen, Tema dopma yyeOHOTro 3aHATHUS
TUCITATITUHBI (MOTYJIs1) Jleknms [IpakTuueckoe 3a- JlaGopaTtopHas
HSTUE, CEMUHAP pabota
Tema 1. Uudopmanmonnas 6e3- | O030pHAas JIEKIUs He mpenycmorT- BBHITIOJTHCHHE
omacHOCTh mpeanpustus. Cu- peHo TecTa

cTeMa 3alluThl MHPOPMAIUU Kak
AKOHOMHYECKOTO 00bekTa. Cyie-
CTBYIOIIHE TIOAXOJIBI TIO aHAIH3Y U
ynpasiesnto Ub.




Tema 2. Ananmu3 u ynpasieHue | Jlekuus-nuanor He npenycmot- BBITTOJTHEHHUE

puckamu. OCHOBHBIE ITOHSTHS, 3a- peHo nabopaTopHOI

naum, uenu. [IpeumymecrBa naH- paboThI

HOoro mnoxaxonaa. CBsi3b PUCKOB ¢

yrpo3amMu M ysa3Bumoctsaimu Wb

NpEeaNpUATHs.  DKOHOMUYECKAs

MOJIEJIb PUCKA.

Tema 3. HopmaTuBHO-IIpaBOBbIE Jlexuus He npexgycmor- BBIIIOJIHEHUE

JOKYMEHTBI B OOJIaCTH yIIpaBiie- peHo nabopaTopHOU

Hus puckamu. ISO-15408:2002 paboThI

«O6mue kputepuny». ISO 31000

«MeHeKMEHT pucKay. MeToabl

ynpasieHuss puckamu Wb —

ISO/IEC 27005. BeposiTHOCTHas

MOJIEJIb PUCKA

Tema 4. VYnpasnenue puckamu B Jlexuus He npengycmor- BBIIIOJIHEHUE

cucreMe MHGOPMAIMOHHBIX TEX- peHo KOHTPOJIbHON

Hosorui - NIST  SP800-30. paboThI

Ouenka puckoB Mb — ENISA.

Crannapt banka Poccun

Tema 5. Dtansl ynpasnenus puc- | O030pHas JIEKIus He npenycmot- BBITTOJTHEHHUE

kamu. HMuTerpanus ympasiaeHuUs peHo nabopaTopHOI

pUcKaMu B Ku3HEeHHBIA ki MC. paboTsl

OcHOBHBIE MOAXOABI IO OLIEHKE

PUCKOB: KOJIMYECTBEHHBIE, Kaude-

CTBEHHBIE, CMEIIAHHBIE METO/BI.

Metonuka MSAT.

Tema 6. Metoguku u nporpamMm- | Jlekuus-nuanor He npengycmor- BBIIIOJIHEHUE

HBIE TPOJYKTHI IO YIPABICHUIO peHo nabopaTtopHoit

puckamu. Meroguka CRAMM. paboTsl

Meton CORAS. MeTonuka

vsRisk.

Tema 7. MeToguku U mporpamm- Jlexuus He npenycmot- BBITTOJTHEHHUE

HbIE TPOJYKTHI IO YHPaBICHUIO peHo KOHTPOJIbHOM

puckamu. Metonuka FRAP. Me- paboTHI,

Ttomuka OCTAVE. Meronuka BBHINIOJIHEHHE

PTA nabopaTopHOU
paboThI

Tema 8. MeToauku u mporpamm-
HbIE TMPOIYKTHl TIO YIPABICHUIO
puckamu. Metonuka RiskWatch.
Meronuka koMmnanuu Microsoft.

Jlexkus-auanor

He npenycmot-
peHo

BBITIOJIHEHUE J1a-
6oparopHOH pa-
00THI

Tema 9. Metonuku mo ympasie-
HUIO pHCKaMH, pa3paboTaHHbIE
POCCHICKMMH CIELUAIUCTAMHA U
ydeHbIMU. [IpuHsTHE pelieHnii mo
pe3yJsbTaTaM OLICHKH pUCKOB. Ilo-
JUTHKA 00pabOTKH PHCKOB.

Jlexkus-auanor

He npenycmot-
peHo

BBITIOJIHEHUE J1a-
6oparopHOH pa-
00THI

OTI[CJ'II)HI)IG JICKOIMOHHBIC W MPAKTUYCCKHUE 3aHATHUA MOI'YT MNPOBOJUTHCA HAa HHOCTPAHHOM

SI3bIKE (QHTIIMHACKUIN SI3BIK).




Y4eOHble 3aHATHA M0 JUCUUIUIMHE MOTYT IPOBOAUTHCS C MPUMEHEHHEM HH(POPMALMOHHO-Te-
JIEKOMMYHUKAIIMOHHBIX CETeH MpU OMOCpPEeIOBaHHOM (Ha PacCTOSHUM) MHTEPAKTHBHOM B3aMMOJEH-
CTBHMHM O0yYaroIuXcs U MPETo1aBaTelis B pexxuMax on-line B hopmax: BUACOICKINH, TEKIMNA-TIPE3eH-
Talui, BUeOKOH(pepeHIH, cobeceJoBaHus B peKUME YaT, Gopyma, yaTa, BBINOTHEHUS BUPTYaJIbHbIX
MPAKTUYECKUX W/MITH J1a00paTOPHBIX paboT H Jp.

MakcumanbHbIi 00BEM 3aHATHH 00yUaIOIIEerocs C MPUMEHEHHEM JIEKTPOHHBIX 00pa30BaTeib-
HBIX TEXHOJIOTHI HE JI0JKEH MpeBbImarh 25%.

6.2. UndopManimoHHbIE TEXHOJIOTHH

[Tpu peanu3zanyy pa3nuyHbIX BUJOB yU€OHOI M BHEY4YE€OHOH paObOThl CIONB3YIOTCS CIEAYIOIINE UH-
(bopMalOHHbBIE TEXHOJIOTUH:

- ICTIONIb30BaHUE BO3MOXKHOCTEH MHTEepHeTa B yueOHOM Ipo1iecce (pacchliika MaTepUaIOB U 33/1aHUH,
MIPEOCTaBIICHUE BHITIOJTHEHHBIX paboT, OTBETHI HA BOIPOCHI, 03HAKOMIICHUE YJaIIUXCs C OLICHKaMU 1
T.1.);

-MCIIOJIb30BaHME JICKTPOHHBIX YUEOHHKOB U PAa3IMYHBIX CAUTOB (HAIIPUMEp, dJIEKTPOHHbIE OHOIMO-
TEKH, )KypHaJIbl U T.J.) KaK HCTOYHUKOB HH(OpMAIUH;

-MCIIOJIb30BaHUE BO3MOXXHOCTEH 3JIEKTPOHHON TOYTHI ITPETI01aBaTeNs;

-MCIIOJIb30BaHME CPEJCTB MPEACTABICHHS YaeOHOH HH(POpMaIK (3JIIEKTPOHHBIX YU€OHBIX TOCOOUH U
MPAKTUKYMOB, IPUMEHEHNE HOBBIX TEXHOJIOTHH /JJIs TPOBEACHUS OUHBIX (TPaIUIIMOHHBIX) JIEKIIUH 1
CEeMUHAPOB C UCIOIH30BAHNUEM MPE3EHTALUHN U T.1.);

-MCIIONIb30BaHUE BUPTYaJIbHOM oOyuaromiei cpeabl (WM CHCTEeMBbl ympasieHus oOyueHnem LMS
Moodle «2nmekTpoHHOE 00pa30BaHME)) WU WHBIX UH(OPMAITMOHHBIX CHUCTEM, CEPBHUCOB U MECCEH-
TPKEPOB.

6.3. IIporpamMHoOe o0ecnieyeHue, COBpeMeHHbIe MpodeccCHOHANbHBIE 0a3bl JAHHBIX H HHPOPMA-
HUOHHBIE CIIPABOYHbIE CHCTEMBbI

6.3.1. IIlporpammHoe o0ecnieyeHune

HaumeHnoBaHue nmporpaMMHOro o0ecrieueHus

Hasznauenue

Adobe Reader

IIporpaMMma aJ1 IpOoCcMOTpa JIEKTPOH-
HBIX IOKyMEHTOB

[Tnardopma nucranumonnoro odyuenust LMS Moodle

BuptyansHas obyyaromias cpena

Mozilla FireFox

bpayzep

Microsoft Office 2013, Microsoft Office Project 2013 ,
Microsoft Office Visio 2013

Oducnas nporpamma

7-zip

ApxuBaTop

Microsoft Windows 10 Professional

OnepanmoHHasi cucteMa

Kaspersky Endpoint Security

CpencTBO aHTUBUPYCHOM 3aIIUTHI

Google Chrome

bpaysep

Microsoft Security Assessment Tool. Pexxum noctyma:
http://www.microsoft.com/ru-ru/download/de-
tails.aspx?1d=12273 (Free)

Windows Security Risk Management Guide Tools and
Templates. Pexum JOCTYyTIA:
http://www.microsoft.com/en-
us/download/details.aspx?1d=6232 (Free)

[Tporpammel nist nHpOpMAITMOHHOM O€3-
OIMaCHOCTH

Microsoft Visual Studio

Cpena pa3paboTku

PyCharm EDU

Cpena pa3paboTku




6.3.2. CoBpemeHHbIe Npo(ecCHOHATIBLHBIE 0a3bl JaHHBIX U HHPOPMALIMOHHBbIE CIIPABOY-
Hble CHCTEMBbI:

1. YHuBepcanbHas ClipaBOYHO-MH(POPMAIIMOHHAS MTOJTHOTEKCTOBAst 0a3a MaHHBIX TEPHOIHYe-
ckux mpanuii OO0 «MBUC» http://dlib.eastview.com

2. DNEeKTpOHHBIC BEPCUU MEPUOIMUECKUX M3JaHUH, pa3MEIICHHbIC Ha caiiTe MH(POPMAIIMOH-
HBIX pecypcoB www.polpred.com

3. DnexTpoHHbIi Katasnor Hayunoit 6unbmuorexkn AI'Y Ha 6aze MARK SQL HITO «Mudopm-
cuctem»: https:/library.asu.edu.ru.

4. DnextpoHHbIA KaTanor «Hayunsie xypHansl AI'Y»: http://journal.asu.edu.ru/.

5. KopropatuBHblii MPOEKT ACCOIMAIIMH PETUOHAIBHBIX OMOIMOTEYHBIX COHCOPIIMYMOB (AP-
BUKOH) «MexpernonanpHas aHaauTH4eckas pocrnuch crarein» (MAPC) http://mars.arbicon.ru

6. CnpaBounas nmpaBoBas cuctema Koncynprantllntoc: http:// www.consultant.ru

7. ®OHJ] OHEHOYHBIX CPEACTB IJI5s1 IPOBEJAEHUA TEKYIIET'O KOHTPOJIA
N IMPOMEXKYTOYHOU ATTECTAIIMH 11O JUCIUITIJIMHE (MOY JIIO)

7.1. llacnopT (poHIa OLIEHOYHBIX CPECTB

[Ipu mpoBeIeHNH TEKYILIET0 KOHTPOJIS U TPOMEKYTOUHOM aTTeCTalluy 10 JUCIUILINHE «AHAIN3
U OIICHKA PHCKOBY» MpPOBEPsieTCs CHOPMUPOBAHHOCTH y OOYUAIOMIMXCS KOMIIETEHITUH, YKa3aHHBIX B
pasnene 3 HacToAmEH MPOrpaMMbl. DTATHOCTh (POPMUPOBAHUS JTAHHBIX KOMIIETCHIIMH B IpOIIECcCe
OCBOCHUA OGp&SOB&TGHBHOﬁ mporpaMmbl ONpeaACIACTCA MOCICA0BATCIIbHBIM OCBOCHUCM JUCIUITIINH
(Mozmyseil) U MPOXOXKIEHUEM MPAKTHK, a B MPOLIECCe OCBOCHUS NUCHUIUIMHBI — MOCIEI0BATEILHBIM
JOCTHKEHUEM PE3YJILTATOB OCBOCHUSI COJIEPKATEIHLHO CBSI3aHHBIX MEXKy COO0H pa3eNioB, TEM.

Tadauna 6 — CooTBeTCTBHE Pa3esioB, TeM TMCHMILUIMHBI (MOAYJIs), pe3yJabTATOB 00y4eHUs O
AUCHUNJIMHe (MOAYJII0) U OIEHOYHBIX CPEICTB

KonTponupyemsbie pa3aenbl, TEMbl JUCLIH- Koa xonTponupyemoit HaumenoBanue
TUTHHBI (MOTYJIS) KOMIETEHIINU OIICHOYHOTO CPEJICTBA
Tema 1. Undopmarmonnas O6ezonacHocts | OIIK-2, ITK-1 TecT, mpakTHYECKOEe 3aja-
npeanpusatus. Cucrema 3amuThl HHGOpMa- HUC, BOIPOCEL K SK3aMEHY

[IUU KaK KOHOMHYecKoro oowekra. Cyie-
CTBYIOIIIME MOAXO/bI IO aHAJU3Y U YIpaB-

nenuto Ub.

Tema 2. Ananu3 u ynpasneHue puckamu. | OIIK-2, ITK-1 3ajaun, 3aJaHUe U BOIPOCHI
OcHoBHbIE TOHATHS, 3amauM, uenu. [lpe- K 1a00paTopHOi paboTe, BO-
MMYLIECTBA JTAaHHOTO nojaxona. CBs3b pucC- MPOCHI K 3K3aMCHY

KOB C yrpo3amu u ysssumoctsamu Ub npen-
OPUATH. DKOHOMHUYECKAsi MOAEIb PHCKA.

Tema 3. HopmartuBHoO-npaBoBble HOKYy- | OIIK-2, IIK-1 3aJlaHie U BOIPOCHI K J1a00-
MEHTHI B 00JaCTH YIPABJIECHHUS PUCKAMHU. paTopHOii paboTe, BOIPOCHI
ISO-15408:2002 «O6ume kputepun». ISO K SK3aMCHY

31000 «MeHemKMEHT puCKa». MeTomabl
ynpasnenus puckamu b — ISO/IEC 27005.
BepostHOoCTHas MoJienb prucka

Tema 4. Ynpasnenue puckamu B cucreme | IIK-1 Bompocsl KOHTposIBHOH pa-
WH(POPMAIMOHHBIX TexHomorui - NIST 6otel Nel, BOmpoOCHI K 9K3a-
SP800-30. Ouenka puckos b — ENISA. MeEHY

Crangapt banka Poccuun
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Tema 5. Dtanel ynpaBneHus puckamu. MH-
Terpalus yrnpaBJIeHUs PUCKAMU B KHU3HEH-
el 1kl HMC. OcHOBHEIE HOAXONEI IIO
OIICHKE PHUCKOB: KOJIMYECTBEHHBIE, Kadye-
CTBEHHEIC, CMEIIaHHEIC METOALI. MeTonuka
MSAT.

OIIK-2, IIK-1

3amaHue ¥ BOMPOCH! K J1abo-
patopHoii paboTe, BOIPOCHI
K DK3aMeHYy

Tema 6. MeToauku ¥ TPOrpaMMHBIE TPO-
OYKTBl II0 YIIPABICHUIO pUCKaMu. Merto-
nuka CRAMM. Metonq CORAS. MeTtonuka
vsRisk.

OIIK-2, IIK-1

3amanue u BOMPOCH! K J1abo-
patopHoii paboTe, BOIPOCHI
K 9K3aMEHYy

Tema 7. MeToauku ¥ TPOTpaMMHBIE TPO-
LYKTBHl II0 YIIPABICHUIO pUCKaMu. Merto-
nmuka FRAP. Meroguka OCTAVE. Merto-
muka PTA

OIIK-2, IIK-1

3amanue u BOMPOCH! K J1abo-
patopHoil paboTe, BOIPOCHI
K 9K3aMEHYy

Tema 8. Meroauku U IporpaMMHbIE IIPO-
JIYKThl TI0 YMOpPaBJIECHUIO pUCKaMU. MeTto-
muka RiskWatch. Meroauka xommaHuu
Microsoft.

OIIK-2, IIK-1

3agaHuie ¥ BOIPOCHI K J1abo-
patopHoil paboTe, BOIPOCHI
K KOHTPOJIBHOH pabote No2,
BOIIPOCHI K K3aMEHY

Tema 9. Meroauku 1o ynpaBJIEHHIO PHC-
KaMH, pa3pabOTaHHbIE POCCUHCKUMH Clie-
uanucTaMu M yueHoiMH. [Ipunstue peme-
HUM 110 pe3yabTaTam OLIEHKU pUCKOB. [Tonu-
THKa 00pabOTKU PUCKOB.

OIIK-2, IIK-1

IIpakTHueckoe 3agaHue, BO-
MIPOCHI K SK3aMEHY

7.2. Onucanue nokasaresieil 1 KpUTepueB OLCHUBAHMSA KOMIICTCHIHI, ONMHCAHME IIKAJI

OICHUBAHUSA

JUist OLIEHKH pe3yIbTaToB O0yUYEeHUS TPUMEHSIOTCS CIEIYIOINe KPUTSPUU:

Tab6anna 7 — Iloka3aTe/u OLCeHUBAHUSA Pe3yJbTAaTOB 00y4eHHUsI B B 3HAHUI

IIIxana ore- Kputepuu onenuBanust
HHUBaHUA
5 JEMOHCTPHUPYET ITyOOKO€ 3HaHUE TEOPETHUYECKOro MaTepHuaia, yMeHne 000CHO-
COTIN4HOy | BAHHO H3/AraTh CBOM MBICIH MO 00CyX/1aeMbIM BOIIpOCaM, CIIOCOOHOCTH TOJIHO,
IIPABWJIBHO M apTYMEHTHPOBAHHO OTBEYATh HA BOIIPOCHI, IPUBOJNUTH IPUMEPHI
4 JEMOHCTPUPYET 3HAHME TEOPETUYECKOTO MaTepHuaa, ero mocjiefoBaTeIbHOE W3-
«XOpOIION JOXKEHHE, CIIOCOOHOCTh IMPUBOAUTH MPUMEPHI, NOMYCKACT €AMHUYHBIE OIINOKH,
HCITPABJISICMBIC TTOCJIC 3aMCHYaHUA MPCIIOAaBaTCIIsA
3 JEMOHCTPHUPYET HEMOJIHOE, (parMEHTapHOE 3HaHUE TEOPETHUECKOro MaTepHala,
(YIIORNETRO- TpeOyroree HABOASIIMX BOIMPOCOB IMPENOJaBaTeNsl, JOMYCKAET CYIICCTBCHHBIE
PHTCITBHOY OLIMOKH B €r0 M3JI0KEHUH, 3aTPYAHSETCS B IPUBEICHUM IPUMEPOB U (HOPMYIIH-
POBKC BLIBOJIOB
2 JEMOHCTPHUPYET CYIIECTBEHHBIE MPOOENbl B 3HAHUU TEOPETHUECKOro MaTepHaia,
«HCYOOBJIC- HE CII0OCOOEH €0 M3JI0KUTh U OTBETUTH Ha HaBOAANIUEC BOIIPOCHI ITPEIoaaBaTeClIA,
TBOPHUTEIBHO» | HE MOXKET IPUBECTH IPUMEPHI
Tab6anna 8 — Ilokasare/n OneHNBAHUS Pe3yJIbTATOB 00y4YeHHs B B¢ YMEHUH M BJaJeHUI
IIIxana ore- Kputepuu onenuBanust
HHUBAaHUA
5 JIEMOHCTPHUPYET CIIOCOOHOCTH MPUMEHATH 3HAHNE TEOPETUYECKOT0 MaTepHraia Ipu
COTIIIHOY BBITIOJITHCHUU 3aJaHWM, ITOCJIICAOBATCIBHO W IIPABUJIBHO BBIIMIOJIHACT 3adaHUA,
yMeeT 000CHOBAaHHO M3JIaraTh CBOM MBICIH U JeJaTh HEOOXOAUMBbIE BBIBObI
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JEMOHCTPHUPYET CIIOCOOHOCTh MPUMEHSITh 3HaHUE TEOPETUUECKOT0 MaTeprasia npu
4 BBITIOJTHEHUH 3a/IaHUH, TOCIENOBAaTeIbHO WM TPABWJIBHO BBHIMOJHICT 3a/laHus,

«XOpoIlo» | yMeeT 000CHOBaHHO M3J1araTh CBOM MBICIH U J€J1aTh HEOOXOAUMBIE BBIBOJIBI, J10-

MyCKaeT eJMHUYHbIC OMIMOKY, UCITPABIIIEMBIC ITOCIIE 3aMEeUaHUs PETo1aBaTes

3 JEMOHCTPHUPYET OT/ENIbHbIE, HECHCTEMaTU3UPOBaHHbIE HABBIKU, HE CHOEO6CH npu-

MEHUTbH 3HAaHUE TEOPETUUECKOT0 MaTepHasia NPy BBIMOJHEHUHN 3aJaHUM, UCTIBITHI-

«yZOBJIETBO- .
PHTEIBEON BACT 3aTPYAHEHUS U JOMYCKAeT OIIMOKHU MPH BBINOJIHEHUH 33JaHUH, BBIIOIHSET
3aJaHKe PHU NOJICKA3Ke MPENoaBaTes, 3aTpyJHsIeTcs B POPMYIHPOBKE BHIBOJIOB
2 HE CIIOCOOEH MPaBUIIBHO BBITIOJIHUTD 3a7aHNE
«HEYIIOBJIE-
TBOPUTENIBHO)

7.3. KoHTpOJIbHBbIE 3aIaHUS U UHbIe MATePHUAJIbl, HEO0OX0AMMBbIe JIJIs1 OLlEHKHU Pe3yJIbTaTOB
o0yuyeHus MO TUCHUILINHE (MOYJIIO)

Tema 1. UndopmannonHas 6esonacHocTh npeanpuaTus. CucremMa 3amuThl HHGOPManNu KaK
IKOHOMMYeCcKOro o0bekTa. CylmecTByoUe MOAX0AbI 0 aHATU3Y U ynpasjaennio Ub.

1. Bxoonoe mecmupoeanue (IlpumepHsie TECTOBBIC 3aaHuU)

1. IlommITKa YHUYTOXCHUS, pACKPBITHA, U3MCHCHUS, 6J'IOKI/Ip0BaHI/I$I, Kpaxu, NoJIy4C€HUSA HCCAaHKITUOHUPO-
BAaHHOT'O JOCTYIIA K aKTUBY U €I'0 HCCAHKIMOHUPOBAHHOI'O UCIIOJIB30BAHUA

a. Artaka
b. Axrtus
c. ¥Yrpoza

d. BosnetictBue

2. CucreMaTHYECKOE MCITOJIH30BaHHE I/IH(bOpMaI_[I/II/I JJ1 BBIABJICHUA UCTOYHUKOB U OIEHKH pHCKa

a. Araka
b. Amnanus pucka
c. ¥Yrpoza

d. Bo3sneiictBue

3. CoueraHue BEpOSITHOCTH COOBITHS U €TO MOCISACTBUN

a. Pwuck
b. Araxka
c. AKTHB
d. ¥Yrposa
4. Bo3Mo)kHas MpUYMHA HEXKEIATeIHLHOTO WHIIUACHTA, KOTOPBIH MOXET HaHECTH yiepOa CUCTeME WIIH
OpraHU3aNnN
a. Araka
b. Amnamus
c. Yrposa

d. BosneiictBue

5. Cnaboe MecTo aKTHBA WA MEPHI ¥ CPEICTBA KOHTPOJISI M YIIPABICHUS, KOTOPOE MOXKET OBITh MCITOh-
30BaHO yrpo30i
a. YA3BUMOCTH

b. Puck
c. Araka
d. Axrus

2. Ilpakmuueckoe 3a0anue «Cnoeapb 0CHOGHBIX MEPMUHOB U ONPEOeICHUID)

W3yuuth OCHOBHBIE TEPMHHBI U OIpeaesicHus B cpepe puck-meHemkepa. CocTaBUTh ClIoBaph (B TET-
panu uinM Ha nuctax A4) ¢ yKa3aHHEeM CCBUIKH HA HCTOYHUK JIUTEPATYPHI.
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Tema 2. AHanu3 u ynpajieHue puckamu. OCHOBHbIE OHATHS, 3a/1a4H, Hean. [IpeumymecTna
JAaHHOTrOo noaxoaa. CBs3b PUCKOB ¢ yrpo3amu u ysi3sumoctssvu b npeanpusitusi. JkoHOMUYecKast MO-
JeJdb pUCKa.

1. Ilpaxmuueckoe 3adanue (Pemnts 3anaay)

e Orenure yiep0, BO3HUKIIHIA BCISACTBUE aTaKU HA 3alUIIAEMbIi OOBEKT, TIPU 3aJJaHHBIX JAHHBIX:
BpEeMs IIPOCTOSI BCIIC/ICTBUE aTaKK — 2 Yaca, BpeMsl BOCCTAHOBJICHUS ITOCJIC aTaKK — 8 YaCOB, BPEMsI IIOBTOPHOTO
BBOJIa MH(GOpMAIUK — § YacoB, 3apIuiaTta 00CITyKUBAIOIIEro nepcoHana 3a mecsa — 5 000 meH. ex., 3apriara
COTPYIHHUKOB aTakoBaHHOTO y3i1a — 6 000 1eH. e1., KOTUIecTBO 00CTyKUBAIOIIETO MTepCoHaa (aIMIHACTPATO-
poB) — 1, KOMMYECTBO COTPYAHUKOB aTaKOBAaHHOTO y3i1a — 4, 00BEM MpOAaXK aTaKOBAHHOTO y3Jia 3a TOIl —
1 000 000 geH. en., CTOMMOCTb 3aIIUTHI OOCITY>KUBaHUS U 3allaCHBIX YacTeldt — 0 JeH. e]l., YUCIIO aTaKOBAHHBIX
Y3II0B — 1, 4KCIIO aTak B Toj — 5.

2. Jlabopamopnasn paboma Nel « IKoOHOMUUECKAA MOOENb OUECHKU PUCKOB)

3AJIAHUE

Hamucath nporpaMmy, peaau3yonyro 3KOHOMHUYECKYHO MOJICITh OLICHKU PHUCKOB.
KOHTPOJIBHBIE BOITPOCHI

1. TloHsTHE YSA3BUMOCTH, YTPO3bI, aTAKH, PUCKA, OIICHKU PHCKA.

2. DKOHOMHYECKas MOJIEIb OIEHKH PUCKa: OCHOBHOE COJIepyKaHUe, JOCTOMHCTBA, HEJOCTATKHY.

Tema 3. HopmaTuBHO-NIPaBOBbIE JOKYMEHThI B 00/1acTH ynpaBjeHus puckamu. ISO-15408:2002
«Oo0mme kputepum». ISO 31000 «MeHeq:KMeHT pUcKa». Metoabl ynpaBiaenus puckamu Ub — ISO/IEC
27005:2011. BepossTHOCTHASI MO/JeJIb PHCKA

1. Ilpaxmuueckoe 3adanue (Pemnts 3ana4ay)

e OQOuenure puck s yeayrd VPN, eciau: BepositHocTh 3anuiieHHocty [1K 0,9. BepositHocTs 3amu-
IIEHHOCTH MOTPaHUYHOTO MapipyTtusatopa 0,999, BeposSTHOCT 3alMIEHHOCTH MexXceTeBoro dkpana 0,999.
OCHOBHOW yrpo30i Il CepBEPOB (cepBepa IMONMTHKH, CepBepa cepTU(HUKATOB, cepBepa JOCTyIa) SBISCTCS
yrpo3a HCJI. Mepsr u cpeactBa 3anutsl oT HC/I npencrasnenst B Tabmutie 2.1. [Ipn Hamuamm oXpaHbl ¥ Ipo-
ITyCKHOW CUCTEMEI MEPBbIC 3 3aIUTHBIE MEPhI MPeojIoieBatoTcs ¢ BeposTtHocThio 0,75. [Ipu ncnons3oBaHuH
CMEHSIEMBIX TTapoJIcH 3aIUTHEIE MepHI 4, 5, 6 TIpeo10IeBaroTCs ¢ BeposiTHOCTRIO 0,3. [Ipy HATMIuyM KpHUITorpa-
(hUuecKHuX CPEeNCTB 3aIUTHI JecATas 3alllUTHAS Mepa mpeopoeBaeTcs ¢ BeposTHocTho 0,01. 3ammTHBIE MEPHI
7, 8, 9 He UCTIONB3YIOTCA.

e OueHuTe BEIMYMHY pUCKA JUIS MHPOPMAMOHHOTO aKTHBA, PACMOJIOKEHHOI'O Ha IMEPCOHATBLHOM
KOMITBIOTEPE B KaOMHETE Y4eOHOro KOpITyca, IpeaIokeHHOM IpenoaaBatesnieM. CaMOCTOATENBHO ONPENeInTb
nepedeHs Mep u cpencts 3amuThl oT HC/] Ha myTH K JTaHHOMY akTHBY U BEPOSITHOCTU WX MPEOI0JIeHUs (TIpH-
MEpHBIN TIepeUeHb MPEACTaBIICH B TaOIHILIE).

2. Jlabopamopnasn pavoma Ne2 «Bepoamnocmuas mooeib OUeHKU PUCKOB»

3AJJIAHUE

Hamucars nporpammy, peanu3yronlyio BEpOSITHOCTHYIO MOJIENb OLICHKH PHUCKOB Ha MpUMEpPE aTak Ha
VPN. Jlnst y3noB VPN mnipeaycMoTpeTh BO3MOKHOCTD 3aJJaHUsI BEPOATHOCTH 3aIlIUIIEHHOCTH WUJU BbI-
6opa mep 3ammtel ot HCJI.

KOHTPOJIBHBIE BOITPOCBI:

1. Mopens pyucka THIA «y3J1a»: OCHOBHOE COJIEp KaHUe, IPUMED.

2. BeposTHOCTHas MOJEIb: OCHOBHOE CO/IEp)KaHNE, TOCTOMHCTBA, HEJTOCTATKH.

3. Otnuuyue BEpOATHOCTHOW MOJEIH OLCHKU PUCKOB OT SKOHOMHYECKOM MOJENH OIICHKU PUCKOB.

Tema 4. YnpaBjieHue puckaMu B cucteMe nHpopManuoHHbIX TexHoJoruii - NIST SP800-30.
Onenka puckoB Ub — ENISA. Ctangaptsl banka Poccun

1. Konmponvnasa paboma Ne 1

OCHOBHBIC TTOHATHUS: YTPO3a, YA3BUMOCTb, aTaKa, PUCK, OLICHKA PHUCKA.
KonmdecTBenHas omeHka puckoB. Jl0CTOMHCTBA, HETOCTATKH MTOIX0/1A.
KauectBennas oneHka puckoB. JIOCTOMHCTBA, HEIOCTATKU MOJIXO/A.
DKOHOMUYECKAsI MOJENb OLICHKU PUCKOB.

el S
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BeposiTHOCTHas MOZIebh OIIEHKH PHUCKOB.

Knaccudukaius yrpo3 uHGOpMaMOHHOH 0€30I1aCHOCTH.

Oransl ypaBIeHUs PUCKAMU.

YnupapneHue pUCKaMU | KU3HSHHBIH UK UHPOPMAIIMOHHON CUCTEMBI.

TI'OCT P UICO/MDK 15408-1-2012 «Metoabl u cpelcTBa odecredeHus 6e3omacHocTy. IloHsaTus 6e3-

OTTaCHOCTH U MX B3aUMOCBSI3b.

10. Onenka puckos mo 'OCT P MCO/MBK 15408-1-2012 «Metoab! 1 cpeacTBa obecieueHus 0e301macHo-
CTH.

11. TOCT P UCO/MBK 15408-1-2012 «MeTtoapl u cpeacTa odecrnedeHus Oe3omacHocTi». [Ipoduis 3a-

ITUTEHI.

Lo aw

Tema 5. Jtanbl ynpaBjenusi puckamu. UHTerpauus ynpapjieHusi pUCKAMH B KM3HEHHbI KT
HC. OcHoBHBIE MOAXO0BI N0 OlIEHKE PUCKOB: KOJIMYeCTBEHHbIE, KAUeCTBEHHbIE, CMELIAHHbIE METO/AbI.
Metoauka MSAT.

1. Jlabopamopuaa paooma Ne3 «Cpeocmeo ouenku puckoe «Microsoft Security Assessment Tooly
(MSAT)»
3AJIAHUE
1. YcraHoBUTE IporpaMMHOE cpencTtBo Microsoft Security Assessment Tool.
2. [IpoBecTH or1ieHKY pUCKOB MH(DOPMAITMOHHON 0€301TaCHOCTH BRIOPAHHOTO TIPESATIPUATHS C HC-
noJjb30BaHueM nporpammbl Microsoft Security Assessment Tool.
KOHTPOJIBHBIE BOITPOCHI
1. Tonstre nmpoduis pucka st Ou3Heca.
2. KoHuenuus «31e10HUPOBAaHHON 3aIUTHD).
3. Ionstue ypoBHs 0€30ITACHOCTH OpTaHH3AIIHH.

Tema 6. MeToquKH M IPOrpaMMHbIe MPOAYKTHI MO ynpasJjieHuio puckamu. Metoaguka CRAMM.
Metox CORAS. Metoauka vsRisk.

1. Jlabopamopnas paboma Ned «Cpedocmeo KauecmeeHHO oyeHKU puckoe vsRisk»
3AJJIAHUE
1. YcranoButh vsRisk.
2. [IpoBecTH OICHKY pUCKOB MH(DOPMAIIMOHHON 0€30MaCHOCTH BBIOPAHHOTO MPEIIPUATHS C UC-
nosik30BaHueM vsRisk.
KOHTPOJIBHBIE BOITPOCHI
1. Meroauka OIIEHKH PUCKOB, pealn30BaHHAs B IPOrPaMMHOM MporykTe vsRisk.
2. DTaIbl OIEHKHA PUCKOB.
3. AKTHB, THIbI aKTHBOB.
4. Puck, yrposa, ysI3BUMOCTh, MEXaHU3MbI KOHTPOJIS.

Tema 7. MeTOAUKH ¥ NPOrpaMMHbIe MPOAYKTHI 0 ynpaBJjeHuo puckamu. Meroguka FRAP.
Metonuka OCTAVE. Metoguka PTA

1. Jlabopamopunan paboma Ne5. Cpeocmeo konuuecmeennou ouenku puckoeé Practical Threat
Analysis

3AJAHUE

1. YcTaHoBUTE porpaMMHBIi poaykT PTA.

2. [IpoBecTH o1eHKY pUCKOB MH(DOPMAITMOHHON 0€301TaCHOCTH BRIOPAHHOTO TIPESATIPUATHS C HC-

MOJIb30BaHUEM MPOTPaMMHOTO TpoaykTa PTA.

KOHTPOJIbHBIE BOITPOCHI

1. B3aumocBs3b MOHATHUN aKTUB, YIPo3a, YA3BUMOCTb, KOHTpMepa B MeTouke PTA.

2. Meronuka PTA: ocHOBHBIE 3Tambl.

3. CpaBHeHue pe3ynbraToB KonmmuecTBeHHON (PTA) u kauectBeHHO# (vsRisk) oreHku puckos.
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Tema 8. MeToauKH M NPOrpaMMHbIe MPOAYKTHI N0 YIIPABJIeHHI0 puckaMmu. MeToauka
RiskWatch. Meroagunka komnanuu Microsoft.

1. Jlabopamopnas paooma Ne6. Memoouxa ynpaenenusn puckamu Microsoft (The Security Risk

Management Guide)

D= LR e

W

PN

9.

10.
1.
12.
13.
14.
15.
16.
17.
18.
19.

20.

3AJIAHUE

[IpoBecTH o1eHKY PUCKOB WH(DOPMAITMOHHOW 0€30MaCHOCTH BBIOPAHHOTO MPEANPUATHS C UC-
MOJIb30BaHWEM METOJUKU KommnaHuu Microsoft.

KOHTPOJIBHBIE BOITPOCHI

[Tpouecc ympapreHus: puckamu WHOOPMAIMOHHON 0€30MacHOCTH, TpeiaraeMbiii Microsoft:
OCHOBHBIC JTAIIbI.

[TonsiTHE YPOBHSI 3pEIIOCTH OPTaHU3AINH C TOUYKU 3PEHUS YIIPABICHUS pUCKaMU 0€30MaCcHOCTH.
Kitaccer aktuBOB B MeToauke Microsoft.

KayecTBeHHas orieHKa puckoB B MeToauke Microsoft.

KonnuecTBeHnHas orieHka puckoB B MeToiuke Microsoft.

2. Koumponvuas paooma Ne2

Metonq CRAMM: niens pa3paboOTKH, KOHIIEIIIHS, 00IIas cxemMa MeTo/1a.

Uccnenosanne cuctemsr b metogom CRAMM. Cragus 1: UaerTtudukanus pecypcoB U IOCTPOCHHE
monenu UC.

HccnenoBanne cuctembl Ub metomom CRAMM. Cramus 2: AHaiau3 yrpo3 U YA3BUMOCTEH
HUccnenosanne cucremsr b metonom CRAMM. Craaus 3: Beibop konTp™Mep. JlocTonHCTBa U HENo-
ctarku meroga CRAMM.

Meronuka FRAP.

Meton OCTAVE: ocHOBHBIE CBeIcHUS, pa3pab0TKa PO yTPO3kI.

Meton OCTAVE: naentndukanns nHQPacTPyKTYPHBIX YSI3BUMOCTEH.

Metox OCTAVE: pa3paboTka cTpaTeruu 1 miIaHOB O€30ITacHOCTH.

MeTtoauka Risk Watch. Kputepun ynpasieHus pucKaMH U UX BBIYHCIICHHUE.

Mertonuka Risk Watch. Dramnbsl MeTonukHy.

Meton CORAS.

MeTtoauka oneHky puckoB Microsoft Security Assessment Tools.

MeToavrka OlIeHKH PUCKOB KOMIIaHUU Microsoft: Kimacchl akTUBOB, 3Tall KAaUeCTBEHHOH OLIEHKH PUCKOB.
MeToayrka OLEeHKH PUCKOB KoMmaHuu Microsoft: Kiiacchl akTHBOB, 3Tall KOJTUYECTBEHHON OLICHKH PHC-
KOB.

ISO/IEC 27005:2011 «MenemxMeHT pucKoB nH(pOopMaLnoHHOH Oe3omacHoCcTH». Cxema mporecca Me-
HE)KMEHTa PUCKOB. Y CTAHOBJIEHHE KOHTEKCTa MEHEKMEHTA PHCKa.

ISO/IEC 27005:2011 «MeHemKMEHT pUCKOB HHGOPMAIIMOHHONW 0e30macHOCTH». KpuTepuu OLieHKH,
BO3ICHCTBHS 1 TIPUHATHS PUCKA.

ISO/IEC 27005:2011 «MeHemKkMeHT pHCKOB MH(OpMannoHHOW Oe3omacHocTw». OOIuee omucaHue
olieHKH puckoB UB: uneHTH(MKAINS aKTHBOB, YTPO3, YI3BUMOCTEH, CPEJICTB 3alUThI

ISO/IEC 27005:2011 «MeHemKMEHT PUCKOB HHGOPMAIIHOHHOM 0€30MaCHOCTHY. METOI0JIOTHS U3Me-
pEHUS pUCKa

ISO/IEC 27005:2011 «MeHnemkMeHT puckoB HH(GOpMannoHHOW Oe3omacHocTh». OO0paboTKka pucka.
MOHHTOPUHT U TIEpEeCMOT, TIepeiada 1 MPUHITHE PHUCKA.

Metomuka Practical Threat Analysis.

Tema 9. MeToanKHu N0 yNPaBJieHUI0 PUCKAMH, Pa3padoTaHHbIE POCCHIICKUMH CTIENIMATUCTAMHA U

yuyenbimMu. [IpuHsaTHE pemiennii Mo pe3yabTaTam oleHKH pucKoB. [loauTnka 00padoTKN PUCKOB.

1. O630p memoouk oyenku puckoe

OdopMuTh TAOIHITY
HaumeHnoBanue MeToANKA Peanmuzyembrit MeTO T (KOTUYIECTBEHHBIN, JTarbl OIICHKH, OCHOBHBIC
OIICHKU PUCKOB Ka4yeCTBEHHBIN, CMEIIAHHBIN) (hOpMYITBI U TIKAJTBI
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12.

13

15.
16.

17.
18.
19.
20.
21.
22.
23.
24.
25.

26.

27.

28.

29.

30.

31.

32.

33.
34.

Ilepeyennb BONPOCOB K IK3aMeHY

OcCHOBHBIE IOHATHSA: YTPO3a, YSI3BUMOCTbD, aTaKa, PUCK, OLIEHKA PUCKA.
KonnuecTBeHHas oLieHKa pUCKOB. J[0CTOMHCTBA, HEOCTATKU MOIX0/1.
KauecTBeHHas oneHka pucKoB. [JJ0CTOMHCTBA, HEJOCTATKX MOAXO0/A.
DKOHOMHMYECKAsI MOZEIb OLIEHKH PUCKOB.

BepoaTHOCTHast MOJEIIb OLICHKH PUCKOB.

Knaccudukanus yrpo3 nHpopMamoHHoi 6€30MaCHOCTH.

Tunsl puckos 1o [lapkepy u bencony.

Oranel ynpaBiIeHUs] pUCKAMH.

VYnpaBieHne puckaMu U )KU3HEHHBINA ITUKJI HHPOPMALMOHHON CUCTEMBI.

.TTOCT P UCO/MDBK 15408-1-2012 «Metoasl u cpencta obecrnieueHust 6e3omnacHoctu». Ilo-

HATHS 0€30IaCHOCTH U X B3aUMOCBS3b.

. Onenka puckoB nmo 'OCT P UCO/MDK 15408-1-2012 «Metoasl u cpencTtBa oOecriedeHus

0€30IaCHOCTIY.
I'OCT P UCO/MDBK 15408-1-2012 «MeTons! u cpencta odecniedeHus: oezonacHoctuy. [1po-
(Wb 3aIIUTHL

. Meronq CRAMM: 1iens pa3paboTKH, KOHIICTIIHS, 00IIIas cxemMa MeTo/1a.
14.

Uccnenosanue cucrembl Ub meronom CRAMM. Cranus 1: Unentudukaims pecypcoB U mo-
ctpoeHue moaenu UC.

Hccnenosanue cucremsl b meronom CRAMM. Cragus 2: AHanu3 yrpo3 U ysi3BUMOCTEN
Uccnenoanue cucremsl b metonom CRAMM. Craaus 3: Beibop kouTpM™mep. JlocTonHcTBa
u Henoctatku Meroga CRAMM.

Metonnka FRAP.

Meton OCTAVE: ocHOBHBIE CBeficHHSI, pa3paboTKa MpoduIIsi yTpo3bl.

Merox OCTAVE: unentudukanust ”HGpacTpyKTYPHBIX YSI3BUMOCTEH.

Meton OCTAVE: pa3paboTka cTpaTeruu ¥ IIaHOB 0€30IacHOCTH.

Meroauka Risk Watch. Kputepuu ynpasneHnus puckaMu ¥ MX BBIYUCIICHHE.

Meromuka Risk Watch. Dramnel MeToquKH.

Meton CORAS.

Mertoauka onieHKH puckoB Microsoft Security Assessment Tools.

MeTtoauKka OLleHKH pUCKOB KoMIaHUU Microsoft: Kjiacchl akTUBOB, 3Tall KAYECTBEHHOM OILIEHKH
PHUCKOB.

Meroanka OLIEHKH PUCKOB KOMITaHuH Microsoft: Kilacchl akKTHBOB, 3Tall KOJIHMYECTBEHHOU
OLICHKH PUCKOB.

ISO/IEC 27005:2011 «MeHemKkMeHT prUCKOB HH(GOPMAIIMOHHOK Oe301macHocThy. Cxema mpo-
I1[ecca MEHE[)KMEHTA PUCKOB. Y CTAHOBJICHHE KOHTEKCTa MEHE)KMEHTA PHCKA.

ISO/IEC 27005:2011 «MenemKMeHT prCKOB MHGOPMAIIMOHHON Oe3omacHocTn». Kputepun
OILICHKH, BO3JICHCTBUS U MPUHSATHUS PUCKA.

ISO/IEC 27005:2011 «MeHemxMeHT pUCKOB WH(MDOPMAITMOHHOM Oe30macHocThy. O011ee onm-
caHue oueHku puckoB Mb: naeHTuukanus akTuBoB, yrpos, ya3BUMOCTEH, CPEACTB 3aIUTHI
ISO/IEC 27005:2011 «MeHemKMEeHT pUCKOB MH(POPMAITMOHHON O€30MaCHOCTHY. METO0JIO0-
TSl K3MEPEHUS PUCKA

ISO/IEC 27005:2011 «MenemxmMeHT puckoB HHGOPMAIIMOHHONW Oe3omacHOoCTHY. OO0paboTka
pucka. MOHUTOPHUHT U TIEPECMOTP, TIepeaada U MPUHATHE PUCKA.

Meroauka Practical Threat Analysis.

Metoauka vsRisk.

[IpuHsaTHE penieHuii Mo pe3ynbTaTam OLEHKH PUCKOB. [lonuTrka 0OpabOTKH pUCKOB
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Ta6anna 9 — IlpuMepsl OLIEHOYHBIX CPEACTB € KJIIYAMH NPABUJIBHBIX 0TBETOB

Ne
/o

Tun
3aJaHusg

DopMyIHPOBKA 3a1aHUs

[IpaBunbHbBIH
OTBET

Bpems
BBITIOJTHCHUSI
(B MUHYTax)

OIIK - 2 cnoco

HOT'O Ha3HAa4YCHU, B TOM YHUCJIC OTCUCCTBCHHOT'O MMPOU3BOACTBA, MJIs1 PCIICHUA 3a1a1 HpO(i)eCCHOHaHLHOi/'I JACATCIBHOCTHU

O€H NPUMEHATH HH(POPMAITMOHHO-KOMMYHHKAIINOHHBIE TEXHOJIOTHH, TIPOTPaMMHBIE CPEICTBA CHCTEMHOTO U TIPUKIIA]-

1.

3anma-
HHE 3a-
KPBI-
TOrO
THTIA

CBsI3b M@Ky TOCTUTHYTBHIM pe-

3yJIBTATOM M TE€M, HACKOJIBKO IIe-
JIeCO00pa3HO UCTIOB30BaHbI pe-
CypCHI

1) DddexkTnBHOCTH

2) llena

3) CroumocThb

4) AkTHB

1

2

Puck, Bo3HUKAIOIMIMI BCICICTBUE
MTOJIMTHYECKUX, IKOHOMHUECKUX
(hakTOpOB, CBA3AHHBIN C PE3KUM
M3MEHEHHEM Kypca BaJFOThI

1. BaNIOTHBIA

2. WHQISIMOHHEIH

3. CHCTEMHBIH

4. oOmwmit

He3zaBucumast ot peanusanuu
COBOKYITHOCTb TPEOOBaHUIA
0e30TMacHOCTH ISl HEKOTOPOH
KaTeropuu 00bEeKTa OICHKH,
OTBEYAOIAs CIICII(PUIECCKIM
3ampocam MmoTPeOUTEIs:

1. [Tpodws 3amuThI

2. JIuHus 3amuTe!

3. KaTteropus 3amursl

4. UadopmanmonHas
0e301macHoOCTh

OKOHOMHYECKAst MOJIETIb
TI03BOJISIET OLICHUTD:

1. cronmocTs ymep6ba ot
peanu3al HEeKOTOPOM aTaku

2. BEpOSTHOCTh YCIICIIHOMN aTaKH
3. JIIETOHUPOBAHHE CPEJICTB
3aIIHUTHI

4. nHGOPMAIIMOHHBINH AaKTHB

BeposrHocTHAs MOZIENb ITO3BOJISET
OLICHUTB!

1. cronmocTs ymep6a ot
peanu3anuy HEKOTOPOH aTaku

2. BEpOSITHOCTh YCIICLIHON aTaKu
3. DILIEIOHUPOBAHUE CPEJCTB
3aIUTHI

4. nHQOPMAIMOHHBINH aKTHB

3ana-
HUE
OTKpBI-
TOrO
THTIA

Onenute ymep0d, BO3HUKIIUH
BCJIC/ICTBHE aTaKd Ha 3alluiiae-
MBIfl OOBEKT, NP 33JaHHBIX JaH-
HBIX: BpEMsl MPOCTOsSI BCJIEJCTBHUE
aTaky — 2 4Jaca, BpeMs BOCCTaHOB-
JICHHsSI TIOCJIE€ aTakh — 8 4Yacos,
BpeMsl IOBTOPHOTO BBOJa HH(DOP-
MaImu — 8 4acoB, 3apIiata o0ciy-
JKUBAFOIIIETO TIEPCOHANA 32 MECSI]
—5000 new. exn., 3apmnara COTpya-

HUKOB 4aTAaKOBAHHOI'O0 y3jJa —

CTOUMOCTD TTOTEPh:

N¢
2 Zc
C=1 _ 60004

T TS

CTOUMOCTh MTOBTOPHOTO BBOJIa MH(POPMAITHH:

Nc
2 Zc
_ C=1

B —

-2 =250(0en.e0.)

. _ 60004
192 B 192
CTOI/IMOCTB BOCCTAHOBJICHHUA y3na:

8 =1000(0er.co.)
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Bpewms

No Tun IIpaBunbHbBIN
DopMyIHPOBKA 3aJaHUs BBITTOJTHEHHS
/T | 3a/1aHUs OTBET
(B MUHYTax)
6 000 nmeH. en., KOIMYECTBO 00CTy- No
JKUBAFOIIETO MepCOHama (aIMHUHH- ZZO 5000-1
cTpatopoB) — 1, KOIHYECTBO CO- Hpp =9 — ¢, = — .8 =208,33(0en.e0.)
TPYAHUKOB aTaKOBAaHHOTO y3Jia — 192 192
4, 06bEM TPOJAK ATAKOBAHHOTO CTOMMOCTH BOCCTAHOBJICHHUS PabOTOCIIOCOOHOCTH:
yama 3a rox — 1 000 000 mew. ex., | 115 =gy + s+ I3y =1000+ 208,33 +0 = 1208,33(der.c0.)
CTOMMOCTh 3alUThl O0CIYXHBa- | Bpiroaa:
HUS W 3alacHbIX dYacTed — .
0 JeH. €11., YHCII0 ATAKOBAHHBIX y3- | V = % (g +1p+tpy)= 100000(2)O§§2()+ 8+8) = 8653,85(0en
J0B — 1, 4mcio atak B rog — 5.
YnymieHHas BRITO/IA:
U=1;+1I;+V =250+120833+8653,85=10112,18(0en.e0)
OO6muwmii ymep6 oT aTaku:
0, = ZZU =10112,18-5-1=50560,9(0en.e0.)
n 1
Omeem: O6muii ymepd = 50 560,90 nen. en.
7. Onenute puck ansa yeryra VPN, | CHagana HeoOXOAMMO BBIYUCIIHTE BEPOSTHOCTh COXpaHEHUS 3a- 6
€CIIH: BEpPOSTHOCTh 3AlIMIICHHO- | HIUIIEHHOCTH CEPBEPOB:
ctu 11K 0,9. BepositHocTs 3amu- ] N;
LIIEHHOCTU MOTPAaHUYHOIO0 Mapli- Pepg =P, o/ Pec =P/ =1-1]P, =
pytmatopa 0,999, BepOATHOCTH r=l
3aIUIIEHHOCTH MEKCETEBOTr0 =1-0,75-0,3-0,01=0,998
skpana 0,999. OcHoBHOI yrpo3oii | Jlanee mojcTaBiseM NOJNyYEHHbIE 3HAYECHHUS, a TAKKE 3HAUEHUS
I cepBepoB (cepBepa MONUTHKY, | BeposarHocTed 3amumennocty 1K, mapmpyruszatopa u Mexce-
cepBeEpa CepTI/I(i)I/IKaTOB, CcepBeEpa TEBOT'O DJKpaHa B (1)0pMley JJIA  HaXOXKIACHUA BEPOATHOCTHU
nocryna) seisercs yrposa HCJI. | ycmemHo# ataxu:
Mepsl ¥ CpeACTBAa 3aIllUThl OT P =1=Ppye - Py - Pey - Pec - Py - Py - Py =
HCJI npencraBneHsl B TaOimIe
2.1. TIpy HATHYHH OXPAHBI U TIPO- =1-0,9-0,998-0,998-0,998-0,999-0,999-1= 0,107
IyCKHOM cHCTeMBblI TepBble 3 3a- | Omeen.: BEPOSTHOCTb yCICIHOM araku pasHa 0,107.
HIMTHBIE MEPBI IPEOOJICBAIOTCS C
BeposiTHOCTBIO 0,75. Tlpn ucmonb-
30BaHUM CMEHSEMBIX MapoJcH 3a-
UIUTHBIE MepHI 4, 5, 6 peoaoeBa-
ot1cs ¢ BepoarHocThio 0,3. Ilpu
HAJTHY UK KpUnTorpagpuyecKmx
CPEICTB 3aIllUTHI JIECATAs 3allHT-
Hasl Mepa MPeo0JIeBaCTCsI C BEPO-
satHocThio 0,01. 3anmuTHBIE MEpHI
7, 8, 9 HEe HCTIOJIB3YIOTCS.
8. Kaxkue otyeTsl hopMupyroTcs B Kpome o606mennoro oryera B PTA dhopMmupyroTes cieayronme 8

PTA, no3Bosstronye noayquTh
Ooee oAPOOHYIO HHPOPMALIUIO
0 MPOBEJICHHOM aHaJIM3€ PUCKOB,
KpoMme 0000IIEeHHOTO OTYeTa
(myskt mMeHto Reports — All
Reports)

OTYETHI, TO3BOJIIONINE TIOTYyIUTH O0JIee MoIpOOHYO
HH(POPMALIUIO O MPOBEACHHOM aHAJIHN3E PUCKOB (IIYHKT MEHIO
Reports — All Reports):

AHAUTAYECKUE OTYETHI:

D¢} dexTuBHOCTH KOHTPMED;

[Inansl o HEHTpaNU3aLKU YyIpo3;
OnTUMU3UPOBAaHHBIH IJIAH CHIDKCHHS PUCKOB.
HudpopManmoHHbBIC OTYETHI:

JleTanu3upoBaHHBINA NIEpEYCHb YIPO3;
JleTanu3nupoBaHHbBIN MepeYeHb aKTUBOB;
JleTanu3upoBaHHbBIN MepEUYEHb YSI3BUMOCTE;
JleTanu3upoBaHHBIN IEpeUYCHb KOHTPMED;

Haubonee onacHsie yrpo3sl.

OTyeT caMOJUArHOCTHKH:
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Bpems

No Tun IIpaBunbHbBIN
o/ | sananms DopMyTHpOBKA 3aTaHAS - BBITIOTHEHUS
(B MuUHyTax)
[TonnoTa Mmozgenu.
9. HenenoBsie pakTopsl, HernenoBble (pakTOpbI, ONPEACISIONIUE ICHY HHPOPMAITUH O 8
OTIPEIEIISIONTHE [ICHY CTETIeH! BaKHOCTH: IIepBas Ipymnia GakTOpoB - PUCK, HOBU3HA,
UH(POPMALIUH 110 CTETICHU JIOCTOBEPHOCTbH U TIOJIHOTA; BTOpasi rpymmna (pakTopos -
Ba)XHOCTHU CBOCBPEMECHHOCTh, KOHQUICHIIUATBHOCTD (HATMYUE WU
OTCYTCTBHE KOTIHIA), TpruemMieMas opma ToJauH.
10. Crnpoc Ha HHPOPMAITHIO Cnpoc Ha HHPOPMAITHIO MTOPOKIAETCS JKEeTAaHHEM CYObeKTa 8
CHSTh WIH YMEHBIIUTH PUCK MU HEONIPEICICHHOCTh TOH WK
uHOU cutyanuu. Cripoc Ha HHPOPMAIIUIO PACTET C
BO3pacTaHUEM CTCIICHH PHCKA.
[IK-1 — crtoco6eH BBHIOIHATE pabOTHI MO0 YCTAHOBKE, HACTPOWKE M 00CITY>KUBAaHHUIO IPOTPAMMHBIX, TIPOTPAMMHO-ANIIAPATHEIX (B TOM

YHUCJIC KpI/Il'ITOI‘pa(l)I/ILIeCKI/IX) 1 TEXHUYCCKUX CPCACTB 3alIUThI I/IH(l)OpMaHI/II/I B MpOLECCE IKCITyaTallul aBTOMAaTU3UPOBAHHBIX CUCTEM.

11. 3aga- | B 3aBucHMMOCTH OT BO3MOXHOM 1,2 2
HHUE 3a- | CTETeHH ymepOa, HAHOCUMOTO

KpPBI- | OpTaHH3alH{ B CIydac

TOTO pasriamieHus uHGOpMaIIHY,

THOA | IPUMEHSIOTCS CIICAYIOIIHe
CTETIeH! KOH(QHUACHIINATHHOCTH
uHpopManuu:

1. KoH(UICHIUAIBEHO

2. cTporo KoH(MUIACHINAIHLHO

3. CEeKpeTHO

4. COBEpIIEHHO CEKPETHO

12. CepTudukat COOTBETCTBHUS — ITO 2 2

1. KOMIUIEKC MEPOIPHUSITHIA,
MIPOBOJIUMBIX C IICITBIO
MPEJOTBPALICHUS YTCUKH,
XHIICHHUS, YTPATHI,
HECaHKIIMOHUPOBAHHOTO
YHHYTOKCHUS, HCKAKCHUS,
Moaudukanuu (IoaIeKn),
HECAaHKIIHOHUPOBAHHOTO
KOIIMPOBAHUS, OJIOKUPOBAHHS
“H(OPMAIINHN U T.IT

2. JOKyMEHT, yIOCTOBEPSIOMINI
COOTBETCTBHE 00BEKTA
TpeOOBAHUSAM TEXHHUYCCKHIX
PErIaMeHTOB, MOJ0KECHUSIM
CTaHJAPTOB WJIH yCIOBHSIM
JIOTOBOPOB

3. odopmieHHOE
COOTBETCTBYIOIIMM 00pazoM
pa3pelieHne Ha IpaBo
TIPOBEACHUS TEX WIH UHBIX
paboT B 001aCcTH 3aITUTHI
nHpOpMAITAN

13. CepTudukanus — 3To 2 2

1.

JIOKYMEHT, yJIOCTOBEPSFOIIUI
COOTBETCTBUE 00BEKTA
TpeOOBAHUSAM TEXHHYCCKHIX
PErIaMeHTOB, MOJOKESHUSIM
CTaH/IaPTOB WJIU YCIOBHUSIM
JIOTOBOPOB

(dhopmMa oCyIIEeCTBIIEMOTO
OpPraHOM IO CepTHUPHUKAITUN
MOJTBEPKICHUS
COOTBETCTBUS OOBEKTOB
TpeOOBAHUSAM TEXHHUYCCKHIX
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Bpems

No Tun IIpaBunbHbBIN
DopMyTHpOBKA 3aTaHAS BBITIOTHEHUS
/T | 3a/1aHUsS OTBET
(B MuUHyTax)
PErIaMeHTOB, MOJOKESHUSIM
CTaHJAPTOB WJIH yCIOBHSIM
JIOTOBOPOB
3. JIeATeNIbHOCTb,
3aKITIOYAIONIAsICS B Iepeaade
WM TIOTYYCHUH TIPaB Ha
MpoBeJieHHe paboT B 00JIacTH
3aIUThl HHHOPMAITAN
4. creneHb COOTBETCTBHS
JIOCTUTHYTHIX PE3yJIbTATOB
JIEHCTBUH 1O 3alIUTe
HH(POPMAIIUHU TOCTABICHHOM
IIEJTN 3aIIUTHI
14. Craagapt «OO0II1e KPUTEPHI 1,2 2
MpeIyCMaTPUBAIOT HATUIHE CIIe-
TYIOTIIUX THIIOB TpeOOBaHMA 0e3-
OITaCHOCTH:
1. pyHKIMOHATBHBIX TPEOOBAHMIA
2. moBepus
3. KOJIMYECTBEHHBIX TpeOOBaHUN
4. Ka4eCTBEHHbIX TPeOOBaHMI
15. Haubonee 06o0menHas 1 2
COBOKYITHOCTbH TPEOOBaHUIA
JIOBEpUSI B COOTBETCTBHH CO
crannaprom MCO/MOK 15408-3
HA3bIBACTCS
1. kimacc
2. CeMENCTBO
3. KOMIIOHEHT
4. cepBuC
16. 3ama- | OCHOBHBIE CEPBHCHI OCHOBHBIE CEPBUCH HHPOPMAITMOHHOHN 0€3011aCHOCTH: 8
HUE MH(POPMAMOHHON 0E30NaCHOCTH | JOCTYIHOCTh — COCTOSIHHE HH(OPMAIUH, IPH KOTOPOM CYOh-
OTKpBI- €KThI, IMCIOIIHE MPaBa JOCTYIa, MOTYT pPealln30BaTh UX Oecrpe-
TOTO MIITCTBEHHO;
U — KOH(UIICHIIMATBHOCTh — 00S3aTEILHOC /ISl BBITOTHCHHS JIU-
L[OM, MOJTyYUBIIUM JOCTYI K ONpeACICHHON HH(DOPMAIIH, Tpe-
OoBaHHE HE IMepeaBaTh TaKylo WHPOPMALIHUIO TPETHHM JIHLAM
0e3 cormacus e€ obmagaTens;
— IEJIOCTHOCTh — COCTOSIHUE MH(OpMaNuH, IPU KOTOPOM OTCYT-
CTBYET JI000€¢ €€ M3MEHEeHHe JIN00 N3MEHEHUE OCYIIECTRBIIETCS
TONIBKO TIPEAHAMEPEHHO CyOBEKTaMH, HMMCIONINMH Ha HEro
pago.
17. XapakTepHble YePTHI PhIHKA XapakTepHble YepThl PhIHKA IEPBUYHON MH(OPMALIUH: OH 8
TIePBUYHOHN HH(DOpMAIHH MaKCHMAaJIbHO MHIUBUAYaTU3NPOBaH; MUHIMAaJIbHOE
KOJIMYECTBO YUYACTHHUKOB (HaIlle BCETO C OHUM TOKYIIaTeIeM U
OJIHUM IIPOIABIIOM); KOHKYPCHIIMS OTpaHINYEHA, BO MHOTHX
ClIydasix OTCYTCTBYET; IICHA HE SIBIISICTCS TJIABHBIM PETrYJIATOPOM
CIpoca U MpeIIoKeHNs; HeleHOBEIE (DaKTOPHI CIIpoca, B
MIEPBYIO OYEPEIb - PUCK, C KOTOPHIM CTATKUBACTCS
MOTCHIMATBHBIN MOKYIATEIb, ONPEACISIFOT IICHY U TEM CaMbIM
PETYIUPYIOT PHIHOK.
18. OCHOBHBIE MOMEHTBI, KOTOpPBIE OCHOBHBIE MOMEHTBI, KOTOPBIE SIBJISTFOTCSI XapaKTEPHBIMHY TSI 8

SIBIISIIOTCSI XapaKTEPHBIMU IS
PHUCKOBOI1 cUTyaluu

PHUCKOBOH CUTYyaI1H:

CITy4alHBIN XapaKkTep COOBITHS, KOTOPBIN ONpeeNnsieT, Kakoil u3
BO3MOJXKHBIX HCXO/IOB PEAIN3YETCs Ha MIPAKTHUKE;

HaJIM4YMe aJIbTEPHATUBHBIX PELICHUN;
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/o

Tun
3aJaHMs

DopMyTUPOBKA 3aIaHUS

IIpaBunbHbBIN
OTBET

Bpems
BBITIOTHEHUS
(B MuUHyTax)

19.

0.

N3BECTHBI BEPOSTHOCTH MCXOJIOB COOBITHI U 0XKHAaeMbIe
pe3yJIbTaThI;

CYIIECTBYET BEPOSTHOCTH BOSHUKHOBEHHS YOBITKOB;
CYIIECTBYET BEPOSTHOCTD ITOJIy4EHUS JONOJIHUTEIbHON
TPUOBLIH.

[o AnUTENLHOCTH BO BpEMEHHU
(haxTOphI pUCKa MOAPA3ALIAIOTCS

Mo anuTenbHOCTH BO BpeMeHH (haKTOPhI PUCKa
MOJIPa3/ICIISIOTCS:

1) KpaTKOBpEeMEHHBIE — YIp0O3a MOTEPh OrPaHUYCHA
OTIpPE/ICIICHHBIM OTPE3KOM BPEMCHH;

2) MOCTOSIHHBIE — HETIPEPHIBHO YTPOKAIOT
MPEIIPUHIMATEIECKOM JESITEIbHOCTH B JAHHOM
reorpapuuecKoM paioOHE WU B ONPEACICHHON OTpaciu
9KOHOMHKH

Tlo crenenu npueMaeMocTu
(hakTOpBI pHUCKA TOAPA3ICIIIOTCS

Mo crenenu mpuemiieMocTd (HaKTOPbI PUCKA MMOPA3ICISIOTCS:
1) JOMYCTUMBII PHUCK — yIrpo3a IMOJHOW NOTEPU MPUOBLIN OT
peanu3alyy TOro WK HHOTO MPOSKTA WK OT
MpeANPUHIMATEIbCKOM ACSTEIBHOCTH B 1IEJIOM.

2) KpUTHYECKHUI PUCK CBS3aH C OMACHOCTHIO MOTEPH B pa3mepe
MIPOU3BEICHHBIX 3aTPaT Ha OCYIICCTBICHUE JTAHHOTO BHUIA
MPEANPUHIMATEIbCKOM AEATSIbHOCTH WK OTAENBHOM CHCIKH.
3) karacTpo(UIecKuil puck — yrpo3a norepb B pasmMepe, paBHOM
WM TPEBBIIIAIOIIEM BCE UMYIIICCTBEHHOE COCTOSHHE
HpeAnpUHUMATEIS.

o0yuyeHus MO0 TUCHUILINHE (MOYJIIO)

[ToHBII KOMITIEKT OIEHOYHBIX MATEPHAIIOB MO TUCIHUIUTMHE (MOAYNI0) ((OHM OLIEHOYHBIX
CPEICTB) XpaHUTCS B SJEKTPOHHOM BHUE Ha Kadenpe, yTBepKaaronieil pabodyro nporpaMmy TUCITH-
MIUHBL (MOAYJIs1), ¥ B LleHTpe MOHUTOpPHHTA B ayAuTa KauyecTBa 00ydeHUSI.

7.4. MeToanueckue MaTepuaJibl, onpeaeJsomme npoueaypbl OlleHUBAHUS Pe3yJibTaTOB

q)OH,Z[ OICHOYHBIX CPCACTB IO JUCHHUIIJIMHC BKJIFOYACT:

- BOIIPOCHI K 3K3aMEHY;

- HabOp BapHAHTOB KOHTPOJILHBIX pabOT U TECTOB;

- KOMITJIEKT 33aHUH U KOHTPOJIBHBIX BOIPOCOB K JJaOOPAaTOPHBIM paboTam.
OreHka KauecTBa OCBOCHUS MPOTrPaMMBbI JUCLIUIUIMHBI BKIIIOYAET TEKYIIHI KOHTPOJIb yCIeBa-
€MOCTH, TPOMEXYTOUHYIO aTTECTAINIO, UTOTOBYIO aTTECTAIIHIO.

OTtuer no JsiadboparopHoii padore
Otuer mo nmabopatopHoi paboTe MpenCTaBIsgeTCs B 3JIEKTPOHHOM BHJIE. 3alliTa OTYeTa MPo-
XOJIUT B (pOopMe JO0KIIaa CTY/ACHTA 110 BHINOJHEHHON paboTe U OTBETOB HA BOIIPOCHI IIPETIOAaBaTEIIs.
B cjrydac, €Ciin O(bOpM.HGHI/Ie OTUCTAa U MOBCACHUC CTYACHTA BO BPEMS 3allIUThI COOTBECTCTBYIOT yKa-
3aHHBIM TPEOOBAHUSAM, CTYJEHT MOIY4aeT MaKCUMaJIbHOE KOJIMYECTBO OalIoB.
OcHOBaHUSIMHA JJIs1 CHUKCEHUA KOJINYECTBA GaJIJIOB B Auaria3oHe OT max g0 min ABJIAKOTCA:

- HeOpEe)KHOE BHITIOJIHCHHUE,
- OTCYTCTBHC BbBIBOJIOB,

- HapyIIeHHE CPOKOB MPEAOCTABICHUS OTYETA.

OTueT He MOXKET OBbITh MPHUHAT U MOJICKHUT JOpabOTKE B ciyyae:
- OTCYTCTBUS HEOOXOIUMBIX Pa3/eNoB,

- OTCYTCTBHSI HEOOXOJUMOT0 IrpauIecKOro MaTepuaia,

- HEBEPHBIX PE3y/IbTATOB PacyeTa.
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KonTpoJsbHbie padoThI

KoHTposbHast paboTa cOCTOUT U3 2-X 3aJJaHUM.

OcHOBaHUSIMU AJIs1 CHHOKCHHA OLICHKH 3a 3aJaHHC SABJIAIOTCA:
- OIIMOKY B OOBSICHEHUSIX U KOMMCHTAapHUAX IIPU BEPHO BLIITIOJTHEHHOM 3aJaHUHU

- HETMIOJIHBIN OTBET JUISl TEOPETUUECKHUM 3a1aHUM;

- HeOpEeKHOE BBIITOJTHEHUE;

- MHOTOKpATHOE MEPEeNHUChIBAHNE KOHTPOJIBHOM padoThI.
3agaHue He MOXKET ObITh 3aCUMTAHO, €CIIU:

- JaHbl IBa HCBCPHBIX OTBCTA HA TCOPCTUUCCKUC BOIIPOCHI.

IK3aMeH

DK3aMEeHAITMOHHBINA OMJIET BKITIOUAET B ce0s 2 TEOPETHYECKUX Bompoca U 1 3amayqy.
OcHOBaHUSIMU JJ1s1 CHUKCHUS OLICHKU SABJIAIOTCA:

- OIIMOKHU B OOBSICHEHUAX U KOMMCHTApPHAX IIPU BEPHO BBIIIOJTHEHHOM 3aJaHHUHU,

- HETIOJIHBIN OTBET;

- HaJIM4YMe MEeJIKMX HETOYHOCTEH MM He3HAYUTENbHbIX NCKaKeHUH (PaKkToB;
- mepecaaya sk3ameHa (151 — MunHyc 5 6anos, 24 u nocnenyroume — Muayc 10 6anos).

B coorBercTBuM ¢ OamnbHO-peiiTiHrOBO# cucremoit BAPC no mucuumiamuae orBogutcs 100
6aioB (50 6amToB Ha ceMecTpoBYIO YacTh: 40 6amioB — Tekymme GopmMbl KOHTPOJS U 10 10 Gamios
— Ha 60oHyChI; 50 0aMIOB — HAa HK3aMEHALIMOHHYIO YacTh).
Texymuii KOHTPOJIb OCYIIECTBIIETCS B X0J€ Y4€OHOI0 Mpolecca U KOHCYJIbTUPOBAHUS CTY-
JICHTOB, IO PE3YJIbTaTaM BBIMOJIHEHUS COOTBETCTBYIOIIMUX paboT. OH mpexrycMaTpuBaeT MPOBEPKY To-
TOBHOCTH CTYJEHTOB K IUIAHOBBIM 3aHSTHSAM, OLEHKY Ka4eCTBa M CAMOCTOSITEIbHOCTH BBIIIOJHEHUS
3aJlaHUM Ha NPAKTUYECKUX 3aHATUAX, IPOBEPKY MPABUIBHOCTU PEILIECHUS 3a/1a4, BbIJaHHBIX HA CaMO-
CTOSITEJIBHYIO IPOPAOOTKY.
Ha skx3amene ocy1ecTBIIseTCst KOMILUIEKCHAs IPOBEPKA 3HAHUM, HABBIKOB M YMEHUU CTYIEHTOB
10 MaTepually JUCIUILIMHBI HA OCHOBAaHUM OTBETOB Ha TEOPETHUYECKUE BOIIPOCH! U PEIICHUS IPAKTHU-
YEeCKHUX 3a/au.

Taoauna 10 — TexHosiornyeckasi KapTa peMTHHIOBbIX 0AJIJI0B 10 AMCHUILINHE (MOIYJII0)

No KoHTpompyembie KOJ‘II/I‘ICCTBOV MakcumanbHoe Cpok mpes-
n/m MEPOTIPHUITHS MEPOTIpHATHH KOMITICCTBO CTaBJICHUS
/ Gamsl 0amioB
OcHoBHoI1 0J10K
1. | Beinonnenue nabopamophou pabomol 6/4 24
2. | Buinoanenue konmponvhot pabomsi 2/4 8 B cooTBer-
3. | Tecm 1/4 4 CTBUHU C
4. | 3a0aua 2/1 2 Tabnuuei 2
5. | O630p memooux 1/2 2
Bcero 40 -
Baok 6onycos
6. | Ilocewenue 3anamuii 6e3 nponyckos 3
7. | Ceoespemennoe guinonneHue 6cex 3a- 3
oanuti
8. | Axkmuenocms cmyoenma Ha 3aHamuu 4
Bcero 10 -
JlonmoTHUTEIbHBII 0J10K
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Konunuectso MakcumanbHOE
Ne KonTponupyemslie . Cpoxk npen-

MEPOTPHUITHIA KOJIMYECTBO
/1 MEPOTIPHUITHS CTaBJIEHUS

/ Gabl OayIoB
9. Oxzamen ‘ 50
Bcero 50 -
HUTOIo 100 -
Taoauna 11 — Cucrema mrpadoB (11 0THOr0 3aHATHSA)
ITokazarens bann

Ono3soanue nHa 3anamue -1
Hapywenue yyebnoii oucyuniurvl -1
Heeomosnocmys k 3auamuio -2
IIponyck 3anamus 6e3 yeaxcumenbHOU NPULUHDBL -2

Taoauna 12 — lIkajna nepeBoga peMTHHIOBbIX 0AJIJIOB B MTOTOBYI0 OLIEHKY 32 ceMeCcTp 1o AuC-
nunjanHe (MOayJI10)

CymmMma GamioB Oruenka 110 4-0aJUTbHOHN IIKaJIe
90-100 5 (OTJIMYHO)
85-89
75-84 4 (xoporo)
70-74
65-69 3 (y1OBIETBOPUTENIHHO)
60-64
Hwuxe 60 2 (HEeyIOBIIETBOPUTEIHHO)

[Tpu peanuzanuu TUCHUILIMHBI (MOIYJs) B 3aBUCUMOCTH OT YPOBHS MOJATOTOBIEHHOCTH 00Y-

YaIOUTUXCSl MOTYT OBITh UCIIOJIB30BaHbl HHBIE ()OPMBI, METOIBI KOHTPOJIS U OIEHOYHBIC CPEICTBA, HC-
X0/ U3 KOHKPETHOM CUTYaIUH.

8. YYHY EBHO-METOJUYECKOE U TH®POPMALIMOHHOE OBECIIEYEHUE
JUCHUIIVIMHBI (MOY JISA)

8.1. OcHoBHas uTEeparypa:

1.

buznec-6ezonacnocts / M.H. Ky3nenosn. - 4-¢ m3a. - M. : JlamkoB u K, 2016. - URL:
http://www.studentlibrary.ru/book/ISBN9785394026546.html 3OBC «KoHcynpTanT cTy-
JICHTA»).

CucTeMHBI ToAX01 K obecneueHIIo HHPOPMALMOHHOM 0e30macHOCTH MpeanpusTHs (pupmbl)
[DnexTpoHHEIi pecypc] : Monorpadust / TpaitneB B.A. - 3-e u3a. - M. : Jlamkos u K, 2020.
Pexxum noctyna: http://www.studentlibrary.ru/book/ISBN9785394037504.html
Hocmyxamenos, b. P., Bertbopuona, O. H., Axkmyxamenos, M. M., Ananu3 puckoB uHpopma-

IIMOHHOW 0e30macHOCTH : yueOHO-MeTonuueckoe nocobue. M3narenbckuii oM «AcTpaxaH-
CKHU YHUBEPCUTETY, 2016. URL:
https://biblio.asu.edu.ru/Reader/Book/2016100312360888500002063136 3bC DneKTpOoHHBIH
UwuranpHbii 3211 — bubnuoTex).

8.2. lonosiHMTeILHAS JTUTEpPATypa:
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1. Munocnasckas H.I'., YnpaBnenue puckamu HHGOPMAIIMOHHON 0€30MMacHOCTH @ Y4eOHOe To-
cobue mia By30B / Munocnasckas H.I'., CenaropoB M.IO., Toncroit A.U. - Beim. 2. - M. :
Tlopsiaas nmunus - Tenexom, 2013. - 130 c. (Cepust "Bonpocs! ynpasienus HHGOPMAITMOHHON
6e3onacHoctpio") - ISBN 978-5-9912-0272-5 - Tekcr : snexrponnslii // 9bC "KoHcynbTanT
crynenta" : [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785991202725 .html

2. MaremaTtudecKkue OCHOBBI TEOPUHU pUCKa [DIeKTpOHHBIN pecypc] : YueOH. mocol. / Kopornes
B.1O., benunr B.E., llloprun C.4. - 2-e u3a., nepepad. u pom. - M. : ®DUSMATIIUT, 2011. -
URL: http://www.studentlibrary.ru/book/ISBN9785922112673.html 35C «KoncynpTanr cTy-
JICHTA»).

3. AHanu3 U OIIEHKAa PUCKA MPOU3BOJICTBEHHOW NesATeNbHOCTH @ Yueb. mocobue / ILII. Kykun,
B.H. IneixoB, H.JI. TlonomapeB, H.M. Cepmox. - M. : A6puc, 2012. - URL:
http://www.studentlibrary.ru/book/ISBN9785437200483.html (3BC «KoncynbTanT cTY-
JICHTaY).

4. MUckycctBo ympasieHusi nHpopMannoHHbIMU puckamu / ActaxoB A.M. - M. : JIMK Ilpecc,
2010. - URL: http://www.studentlibrary.ru/book/ISBN9785940745747.html (3bC «Koncynb-
TaHT CTYJICHTA»).

5. Ympasnenue WHGOPMAIMOHHBIMU PHUCKaMU. DKOHOMHUYECKH ONpaBAaHHas 0e30MmacHOCTH /
[Terpenko C.A. - M. : JIMK IlIpecc, 2004. - (MadopM. TEXHOIOTUU AJII WHKEHEPOB). -
http://www.studentlibrary.ru/book/ISBN5940742467.html S5C «KOHCYIbTaHT CTYECHTaY).

8.3. UnTepHeT-pecypchl, He0OX0AUMBbIE 1JI OCBOEHM S JUCUMILIMHBI (MOXYJIs1)

1. uiekTpoHHO-0nOanoTeynas: cucrema (AbC) OO0 «Ilonutexpecype» «KoHcy/b-
TaHT CTyJAeHTa». MHoronpoduisHeIi 00pa3zoBaTenbHbli pecypc «KOHCYIBTaHT CTyIEHTa» SBISETCS
AJIEKTPOHHON OMOIMOTEYHOMN CHCTEMOM, MPeIoCTaBISIoNIEH 1ocTyn Yepe3 ceTb HTepHeT K yueOHoi
JUTEpaType U AONOJHUTENbHBIM MaTepranaM, IpUOOPETEHHBIM Ha OCHOBAHHUHM NPSIMBIX IOTOBOPOB C
npaBooOiagarensiMu. Kartamor B Hacrosimiee BpeMs colepXuT okosno 15000 HaumMeHOBaHUM.
www.studentlibrary.ru.

2. OnexkTpoHHash OMOMMOTEKa «ACTpaxaHCKHH TOCYZapCTBEHHBIM YHUBEPCHUTET» COO-
cTBeHHOW reHepanuu Ha tuiatropme DBC  «DmektponHbli YwurtanmeHbiii 3am — bubmmoTexy.
https://biblio.asu.edu.ru

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHWE JUCHUIIVIMHBI (MOYJIA)

VYuebnble aynutopun, oubnuoreku AI'Y, KOMIIBIOTEpHBIE KIacChl, MyJIbTUMEINIHbIC ay/TH-
TOPHH.

PaGouast mporpamMma IUCHUIUIHHBL (MOJYJISI) IPU HEOOXOTUMOCTA MOXKET OBITh afanmTHpPOBaHA s
o0y4eHus (B TOM YHCIIe C TPUMEHEHHEM TUCTaHITMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHIA) JIUIL C Orpa-
HUYCHHBIMU BO3MOXXHOCTSIMU 3]I0OPOBbSI, UHBATHIOB. /{115t 3TOr0 TpeOyeTrcs 3asBleHUE 00yJIarOIIUXCs,
ABJIIIOINUXCA JIMIAaMH C OrPaHUYCHHBIMHA BO3MOKHOCTAMU 310POBbs, MHBAJIUAAMHU, WA UX 3aKOHHBIX
HpeHCTaBHTeHeﬁ U PCKOMCHAAINN HCI/IXO.HOI‘O-MG,Z[I/IKO-HeI[aFOI‘I/I‘IeCKOI\/'I KOMHUCCHHU. ILJ'DI HWHBAJIM 0B
cofiep:kanue pabodeld mporpaMMbl JUCITUIUIUHBI (MOIYJIS) MOXKET OMPEIENAThCS TaKKe B COOTBET-
CTBUHU C MHIUBUIYAIbHOU MPOTPAMMON peaOuIuTaIliy HHBATKIA (TIPU HAJTUYHH ).
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