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1. EJIV ¥ 3AJJAYM OCBOEHMS TUCIHUTIIMHBI (MOY.JIA)

1.1. Leabi0 ocBOeHUS] AUCHMILTUHBI (MOYJIs1) «METOBI U CPEACTBA KPUNTOrpapUUECKOM 3aIUTHI
HHpOpMALUNY SBIAETCS M3JI0KEHHE OCHOBOIOJIATAIONIMX MPUHIUIOB 3alIUThl MH(OpManuu ¢
MOMOIIBIO KPUNTOTPpapUIECKUX METOIOB M IPUMEPOB PEANN3aLUHU 3TUX METOAOB Ha MPAKTUKE.

1.2. 3agaum ocBOCHUS QMCHUIIMHBI (MOAYJIs1): 1aTh OCHOBBI:

— CHCTEMHOT0 TMOJIXO/Ja K  OpraHu3aluy  3aliuThl  MHQOpMalnuH, IepeaaBaeMoi,
oOpabaTbiBaeMOil W XpaHUMOW TEXHWYECKHMMH CpEJCTBAMH HA OCHOBE IPHMEHEHHS
KPHUIITOrpagUIECKUX METOJIOB;

— TPUHLHUIOB MPOEKTUPOBAHMS U aHAJIHM3a MU(PPOB;

— MaTeMaTU4YeCKHX METOAOB, KOTOpPBIE WCIOJNB3YIOTCS TP NPOSKTHPOBAHWU U aHAIN3E
g poB.

2. MECTO JUCHMIIVIMHBI (MOAYJIs1) B CTPYKTYPE OIIOII

2.1. YueOHas pucuumiimHa (Moayab) «MeTombl U CpeACTBa KpUNTOTpaUuecKod 3allluThI
nHpOpMaIMU»  BXOJUT B 4YacTh, (OPMHPYEMYIO YYaCTHHUKaMH OOpa30BaTEIbHBIX OTHOIICHHUI
yuaebHoro miana 2021 roga Habopa.

2.2, las u3yveHusl JaHHOH yueOHOH TMCUMILUIUHBI (MOAYJis) HEOOXOAUMBI CJIeYIOlHe 3HAHMS,
YMEHHUSI, HaBbIKH, (opMHUpYyeMble NPeAIIECTBYIIUMH  Y4YeOHbIMH JIUCHUILIHHAMM
(MoayasimMm):
1. «MaremaTtudyeckue OCHOBBI HH(OPMALIMOHHBIX TEXHOJIOTHI 1 BHIYHUCIUTEILHON TEXHUKNY,
2. «BeposTHOCTHO-CTaTUCTUYECKHE METO/Ibl B aHAIU3€E ITaHHBIX;
3. «Teopus uHGpOpMAIII.
3HAaHUA: OCHOBHBIX TIOHSATUM MAaT€MaTUK{, TEOPUU BEPOATHOCTEH M MaTeMaTHYeCKON
CTaTUCTUKH, OCHOBHbIE TEOpUH UHPOPMAIUU U KOAMPOBAHHS, MeEToAbl A(h(EeKTUBHOTO U
MIOMEX0YCTOMYMBOTO KOJAUPOBaHUS HH(OpMALIUU
YMeHusi: KoaupoBaTh MU(PPOBBIE AaHHBIE, pelIaTh TUIOBBIE 33/1a4l TEOPUU BEPOSITHOCTEH U
MaTE€MaTHYECKOW CTaTUCTUKH.
HaBbiku: BiameTs METOJaMH KOJUYECTBEHHOTO aHalu3a MPOIECCOB 00pabOTKU, TOUCKA U Tie-
penaun nHpOpMAIUU, METOTUKON AP PEKTUBHOTO KOTUPOBaHHA 10 XadhmaHy.
2.3. Ilocaenywmue yyeOHbIe JTUCHMILIMHBI (MOAY/IHM) U (MJIM) NPAKTHKH, 1JI51 KOTOPBIX
HEe00X0IUMbI 3HAHMS, YMEHHS, HABBIKH, (D)OPMHUpYyeMble JAHHOH Y4eOHOH M CIHIIIHHON
(Mmoxynem):
1. OcHoBBI ynpaBieHus ”HPOPMALMOHHON O€30MaCHOCTBIO.
2. TlpoexTupoBaHueE U SKCIUTyaTalUs 3allMIIEHHBIX HH)OPMAIIMOHHBIX CHCTEM.
Taxxe mgucnumimHa «MeTOIbl W CpPEACTBA KPUITOTPAPUUECKOW 3alIUThl HH()OPMAIIHID)
IIOMOXKET CTyJEHTaM I[Ipyd pealu3aluy 3a4ad NPEeJAUIUVIOMHOM MPaKTUKH W HAlHCAHUIO
OakanaBpcKoil paboTHI.

3. IJIAHUPYEMBIE PE3VJIBTATHI OBYYEHMS 1O JUCIHUATIINHE
(MOJIYJIIO)

[Iporecc ocBOEHUS TUCIUTIIIMHBI HAMPABIICH HAa (POPMUPOBAHKE DJIEMEHTOB CIEAYIOIINX
komnereHnuii B cootBercTBUU ¢ ®I'OC BO u OIIOII BO no ganHOMy HanpaBieHUIO TOATOTOBKHU
(cnenuanbHOCTH):

a) mnpodeccuonanbHblXx (IIK): - CcHocOOHOCTH BBHIMOTHATH PAOOTHI MO  CO3AaHUIO
(Momudukanuu) W COMPOBOXKICHUIO HWHMDOPMAIMOHHBIX CHCTEM U OOECICUEHUI0  UX



nHpopmarmonHoit 6e3omacuoctu (I1K-3);
Tabanna 1 — /lexkoMno3unust pe3yJbTaToB 00y4eHHs

Kon u [L1anupyemble pe3ysibTaThl 00YUSHUS 10 TUCIUILTHHE (MOJIYIIIO)
HaHMCHOBAHHE 3uatsb (1) Ymets (2) Bnanets (3)
KOMIICTCHIINH

CIIOCOOHOCTH NIIK-3.1. 3nate Buasl padot | UIIK-3.2. YmeTh HNIIK-3.3. Bnangetsb
BBITIOJTHSATH 0 CO3JaHUIO0 BBITIOJTHSATH Pa0OTHI HaBBIKAMU

paboThI o | (Mogudukanum) u 0 CO3/IaHHIO, BBITIOJIHEHHUS  paboT
CO3/IaHUIO COTIPOBOXKICHUIO COTIPOBOXKCHHUIO, o CO3/IaHHUIO,
(Momudukanuu) u | HHPOPMAITMOHHBIX CHCTEM MOAU(PUKAIINH | COTIPOBOXICHHIO,
COTIPOBOKICHHIO 00ecreYeHHTO Mo TU(pUKATTAN "
WH()OPMAITMOHHBIX nH()OpPMAITMOHHOM obecrieueHuno
CUCTEM " Oe3omacHoCTH UH(POPMATMOHHON
00€eCreYeHn0 ux MHGOPMAITMOHHBIX 0e30MacHOCTH
UHPOPMALMOHHON CHUCTEM. UH(POPMALMOHHBIX
Oe3omacHoCTH CUCTEM.

(TIK-3)

4. CTPYKTYPA Y COAEP)KAHUE JUCHUILIMHBI (MOLYJIST)

O6beM muctumuHbl (Moays) 5 3.e., 180 yacos, 48 yacoB BBIENIEHO HAa KOHTAKTHYIO paboTy
oOydaromuxcst ¢ mpenojaBareneMm (iekmuu — 16, maboparopueie pabotel — 32), 132 waca — Ha
CaMOCTOSITENIFHYIO pabOTy 00yYarOIIHXCS.

Tabanna 2 — CTpyKTYypa M cofepkaHue JUCHHUILIMHBI (MOLYJIs)

KonTaktHas @DopMBI TEKYIIETO
CamocrosT.
o | pabora 6 KOHTPOJIS
s pabota
£ | (B yacax) yCTIEeBaeMOCTH (710
Ne | HaumenoBanue § HeoensM cemecmpa)
n/m | panena (Tembl) c o ®dopma
£ = | JI I3 | JIP | KP CP MIPOMEKYTOUHOM
S|y aTTeCTalyuu (10
I cemecmpam)

1 Beenenue. 6 |1 1 2 13 | Bxognoe
Kpuntorpadpus  kak tectupoBanue. Onpoc
MEXaHU3M 3aIUTHI Ha DK3aMeHe

2 TpaguuroHHbIE 2-3 2 4 13 | Oruer nmabopaTopHoit
CUMMETPUYHBIE pabotel. Onpoc Ha
0005 ()03 JK3aMEHe

3 CoBpemeHHbIE 4-6 2 4 13 | Oryer naGopaTropHoOii
CUMMETPUYHbIE pabotsl. Onpoc Ha
@ pel HK3aMeHE

4 AJTOpUTMBI 7-8 2 4 13 | Oruer nmabopaTopHoit
pacnpenenexus pabotel. KonTposbHas
KJIFOYeH pabora 1. Onpoc Ha

9K3aMEHe

5 AcHUMMeTpHUYHBIE 9-10 2 4 13 | Oruer nabopaTtopHOH
KPUIITOCUCTEMBI pabotsl. Onpoc Ha

JK3aMEHe.

6 OpnHoHampaBlIeHHbIE 11 2 4 13 | Otuer naGopaTopHOii

XOUI-pyHKImH pabotsl. Onpoc Ha




9K3aMeHe
7 Konpt 12 1 2 13 | Oryer naGopaTopHOii
ayTeHTU(UKaLUN pabotel. Onpoc Ha
coobmenuii-(MAC) DK3aMEHE
8 OUIT  (s;ekTpoHHO- 13 1 2 13 | KonrponbHas paboTa
1 poBast MOIMUCH) 2. Ompoc Ha 3K3aMeHe
9 Coznanue ciayvyailHbIX 14 1 2 13 | Oruer aboparopHOH
YHUCe pabotel. Onpoc Ha
9K3aMeHe
10 | IIpoTokobl 15- 2 4 15 | Utorosoe
ayTeHTU(UKALUU 16 TecTupoBanue. Onpoc
Ha DK3aMEHe
UTOI'O 180 16 32 132 | SK3AMEH

Ipumeuanue: JI — nexuus; 113

— MpakTU4ecKoe 3aHsATue, cemuHap; JIP — mabGopaTopHas
pabora; KP — kypcoBast pabora; CP — camocrosTensHas padora.

Tabmmua 3 — Marpuua cooTHeceHUsl TeM/pa3leioB Y4eOHOW JAUCHMILIMHBI/MOAYJISI H
GopMupyeMbIX KOMIIETEHIIUI
Tewmsr, Komnerenmun 2
Kon-Bo
pas3ensl 4ACOB IIK 3 obrmiee KOIHYECTBO
JUCIUILTHHBI KOMIIETSHIIUH
Beenenue. Kpunrorpagus xak 16 + 1
MEXaHU3M 3aIIUTHI
TpanuunoHHbBIE cummeTpuyHsie | 19 + 1
UG P
CoBpeMeHHbIE cummeTpuyHbie | 19 + 1
UG P
Anroputmsl pacnpesesieHus kiaodyeil | 19 + 1
AcHUMMETpUYHBIE KPUOTOCUCTEMbI 19 + 1
Opnnonanpasnensabie XOII-byaknun | 19 + 1
Koapl ayrentudukanum cooOmeHuii- | 16 + 1
(MAC)
OUIT (a3nmexrponHo-IppoBas 16 + 1
TTO/TIHCH)
Co3nanue caydaiHbIX YnCen 16 + 1
[TpoTokoIbl ayTeHTU(DUKAIIMH 21 + 1
Hroro 180 1

Conep:xanue TUCUUTLTHHBI

Beenenue. Kpunrorpagus kak MexaHu3M 3alllUThI
Yewm 3anumaercs kpunrorpadus. Mcropus nayku. llludpoBaHue kak METOJ 3alllUThl JaHHBIX.

Anroputmsl mudposanus. COBpEMEHHOE COCTOSIHUE KPUIITOJIOTHH.

TpaauunoHHbIe CHMMETPHYHBIE IH(PHI
OyHKIMOHAIbHAS CXEMa CHUMMETPUYHOU KpunTocuctembl. biounble mudpsl. [lotounsie

mmdpel. AIropuT™Mbl cuMMeTpuyHoro mudposanud. Iudper 3amensl. HIudpel nepecraHoBKH.
udpst rammupoBanus. [llndpoBanue MeTogoM 3aMeHBI.

CoBpemMeHHbIe CHMMeTPHYHbIE HIH(PBI




TpeboBanus. O6miast cxema. Buabsl coBpeMEeHHBIX CHUMMETpUUYHBIX IHdpoB. [lapamerpsl
anroputmoB. Anroput™sl DES, AES, I'OCT 28147-89, 'OCT 34.10-2018.

AJITOPUTMBI pacnipe/ieIeHAs KJIKYeil
Pacnipenenenne kiaroueBoid HMH(OpPMAMM C HCHOJIB30BAaHHMEM OJHOTIO JHMOO HECKOIBbKUX
IIEHTPOB pacrpeaencHus Kirodei. [Ipsmoli 0OMeH ceaHCOBBIMU KITFOYaMH MEXAY MOJIb30BATEIISIMHU.
[Ipotokon  Mudbdu-Xennmana. Ilporokonsr  Oe3omacHOW  yJaJIeHHOW — ayTeHTU(UKAIIUU
MOJIb30BaTENEH.

AcHMMMeTpHYHbIe KPUIITOCHCTEMbI
OO0o0uieHHas cxeMa aCUMMETPUYHOM KPUITOCUCTEMBI HIM(PPOBAHUSA C OTKPBITBIM KIIFOUOM.
[IpeumymiecTBa  aCUMMETPUYHBIX ~ KPUNTOTpaQUYECKHX  CHCTEM  Iepel]  CUMMETPUYHBIMU
Kpunrtocucremamu. Herocratku acHMMETpUYHBIX KPUIITOCUCTEM.

Onnonanpasiennbie X II-pyHkuun
[TocTtpoeHne oHOHAMNpaBIeHHOW XAII-GYHKIUU. OCHOBBI TMOCTPOCHHS X3II-(DYyHKIHHA.
OpnHoHanpaBlieHHbIE XAII-QYHKIUHM HAa OCHOBE CHUMMETPHUYHBIX OJIOYHBIX aJFOPUTMOB. AJTOPUTM
MDS5. Anroputm 6e3omacHoro xamupoBaHuss SHA. OteuecTBeHHBIH CTaHAAPT XOMI-(YHKITHH.
Poccuiickuit crangapt ['OCT P 34.11-94

Koabl ayrenTnduxanmun coodmenuii-(MAC)
[lonnmanue kona ayreHtugukanuu cooduenuss (MAC). ANropuUTMBI, HCIIONB3yeMbIe IS
renepan MAC-aapecos. Konbr nienoctaoct coodmennit (MIC).

IUII (3;1ekTpOHHO-IIU(PPOBAS MOANUCH)

Anroputm 1mdpoBoii moanucu RSA. O6o6mEénnas cxema nugppoBoil mommucu RSA.
Henocratku anroputma mudposoit nmoanucu RSA. Anroputm nudposoit mommucu Onb [amans
(EGSA). Anroput™m mmdposoit moamucu DSA. OtedecTBeHHBIN CTaHAApT LUQPPOBON MOJIHCH.
I'OCT P 34.10-94.

Co3nanne cay4aiHbIX YHCeJ
ANTOpUTMBI CiaydalHbIX yucen. Merox ®Pubonauum ¢ 3ama3asiBaHusMH. HemocTtaTku
TEHEPATOPOB  IICEBIOCIyYalHBIX  4ucesl. VHunuanusanus  reHeparopa  ICEBAOCIYy4aiiHOU
MIOCJIE0BATEIBHOCTH.

IIpoTokoJibl ayTeHTH(PUKATMH
Ayrentudukanms no  mapomo. HTTP  authentication. Forms  authentication.
PacripocTpaHeHHble YS3BUMOCTH W OIIMOKH peaiu3anuu. AyTeHTHQHUKAIUsS 10 cepTudukaTtam.
AyTteHTH(dUKaLKsA 1O OJHOPA30BBIM MaposiM. AyTeHTH(QHKAIMA 10 KJIoYaM JOCTyIa.
Aytentudukaius no TokeHaMm. @opmartel TokeHoB. Crannapt SAML. Crangapter WS-Trust u WS-
Federation. Cranmaptst OAuth u OpenlD Connect

5. METOANYECKHUE YKA3AHUA 110 ITPEIIOJABAHHUIO
N OCBOEHUMIO JUCIUIIJIMHBI (MO YJIs)
5.1. Yka3anus A01s npenoaasaresieil 10 OPraHu3aliy ¥ NPOBeIeHNI0 Y4eOHbIX 3aHATHH
10 JUCUMILINHE (MOXYJII0):

Jlia mpoBeneHusl MPaKTUYECKUX 3aHITUH HEeoOXoIuMa ayauTOpusi C MPOEKTOpPOM U JocKou. Jlis
MIPOBEICHUS 1a00PaTOPHBIX 3aHATHH TpeOyeTcss KOMIBIOTEPHBIN KIacC ¢ YCTaHOBICHHBIMH CpEaMu
pa3paboTKuU Ha sI3pIKaxX MPOrpaMMUPOBAHUS BHICOKOTO YPOBHSI.

5.2. Yka3anus 171 00y4aromuxcs M0 0CBOCHUIO JMCIUIIIHHBI (MOAYJIIO)



Taouuna 4 — Coaep:kaHue caMOCTOSATEIbHOH padoThl 00y4aIOIIUXCS

Howmep Kon-Bo ®opmbl paboThHI
pajiena TeMmb1/BOIpOCH], BRBIHOCHMBIE Ha
(Tembl) CaMOCTOSITENIbHOE U3YUYECHHE 4ACOB

1 [lepuonpr  pasButust  kpunrorpadhum (70 13 Bxonnoe
Hlennona, ot Ilennona npo J[dupdu wu TECTUPOBAHUE.
XenamaHa).

2 Hctopus pasButus kpunrtorpadpuu (CIHUTAIb 13 Otuet nabopaTopHOii
Jlecannpa, mudp Le3aps, mudp paboTHI.
nepecTaHoBKH, kBaapaT [lommOus, nBOMHON
kBazapar, mudp Ilnelidepa, MHOTOATDaBUTHBIC
mrQpbl 3aMEeHbBI, OJTHOPA30BBIN OJIOKHOT | JIp.)

3 OpraHuzanoHHbIE MEpbl, COMPOBOXKIAIOIINE 13 OtyeT mabopaTopHOU
IPUMEHEHUE COBPEMEHHBIX CHUMMETPUYHBIX paboThI.
m(poB Ha NPEANPUATHSIX.

4 [IpenBapuTenbHOE pacnpeielieHue Kitouei 13 OTuet nabopaTopHOii

paboTHI.
KonTponsHast padora 1

5 OJUIMNITUYECKUE KPUBbBIE 13 Otuet nabopaTopHOii

paboTHI.

6 ATtaxu Ha X31I-(QDyHKIUN 13 Otuet nabopaTopHOii

paboTHI.

7 XapaKTepUCTUKU ONTHUMAJIBHBIX KOJIO0B 13 Otuet nabopaTopHOii
ayTCHTH(UKAIINH paboTHI.

8 Cxema 1 poBO MOAMKUCH BCIIEIYIO 13 KonrponsHas padora

2.

9 AnmnaparHas reHepanus clly4aiiHbIX YHCEeN 13 Otuet nabopaTopHOii

paboTHI.

10 Jloka3aTesnbCTBO MOJTHOTHI U KOPPEKTHOCTH 15 Hrorosoe
npotokosioB @uara-Illamupa u [lIHOppa TECTUPOBAHUE.

5.3. Buanl n (l)OprI MU CBbMEHHBIX paGOT, NPpEAYCMOTPECHHBIX IMPHUH OCBOCHHUM AUCHUIIIUHBI,
BbIINIOJTHAECMbIEC Oﬁy‘laIOIl[I/IMI/ICﬂ CaMOCTOATEJIBbHO.

Jlabopamopnvie pabomul. [l TOATOTOBKM HEOOXOIMMO HM3YYHUTh TEOPETHYECKHH MaTepuan Mo
COOTBETCTBYIOLIEH TeMe W pa3padoTarh MporpaMMHOE OOecleueHne Ha JII0OOM  SI3BbIKE
nporpaMmupoBanus. OTYeT MOJDKEH OBITh MPEACTAaBICH B IEYaTHOM BHUJAE M BKIIOYATh B ceOs
ONMCAaHWE aITrOPUTMa, CKPUHIIOTHI pa3paboTaHHBIX wuHTepdeiicoB. [lpm crmaue HeoOXomumo
MIPOJIEMOHCTPUPOBATh KOPPEKTHO padoTaroliee MporpaMMHOe 0OecTieyeHHe.

Konmponvnvie pabomwvr. JIns TOATOTOBKM K KOHTPOJBHOM paboTe HEOOXOIUMO H3YYHUTh
TEOPETUYECKU MaTepuajd IO COOTBETCTByomleld Teme. [Ipum HammcaHuum KOHTPOJIBHOM pabOThI
HEOO0XO/MMO Ppa3BEpHYTO OTBETHTh Ha BOIPOCHI, JaTh ApPryMEHTUPOBAHHBIM OTBET, NPUBECTH
IIPUMEPBI, TOATBEPKJAIOIINE TOUKY 3PCHMUS.

Tecmuposeanue. JIns1 TOATOTOBKM K TECTUPOBAHUIO HEOOXOJIUMO U3YyUUTh TEOPETUUYECKUN MaTepHal
o cooTBeTcTByMOIIeH Teme. Ilpu HamucaHum TecTa HEOOXOAMMO BBIOPATh MPaBUIIBHBINA BapHaHT
OTBETa U3 MPEI0KEHHBIX.

6. OBPA3OBATEJIBHBIE U HTHOOPMALIMOHHBIE TEXHOJIOTI'MU

HpI/I pca3ann pa3jindHbIX BUIO0B yqe6H0171 pa6OTLI Mo JUCHUIITIMHE MOT'YT HUCIIOJIb30BATHCA



OJICKTPOHHOC o6yqu1/Ie 1 AUCTAaHIIMOHHBIC o6pa3013aTeanLIe TE€XHOJIOTHH.

6.1. O0pa3oBaTe/ibHbIE TEXHOJIOTUH

Taoauna S — O6pa3oBaTe/ibHbIe TEXHOJOIMH, HCIIOJIb3yeMble NPH pPeaju3alun y4eOHbIX
3aHATHH

Pa3nen, rema dopma yueOHOT0 3aHATHUS
JTUCIUTUTUHBL (MOIYJIs1) Jlexumst [IpakTrueckoe JlabGopaTopHas
3aHATHE, CEMUHAP pabora
Beenenue. Kpunrorpadus kak | O6G30pHas JeKIus He BBITOJIHEHUE
MEXaHMU3M 3aIIUThI PEeyCMOTPEHO nabopaTopHOit
paboThl
Tpagumuonnsie  cummeTpudHble | Jlekuus-nuanor He BBITIOJIHEHHE
Pl MPEeTyCMOTPEHO nabopaTopHOit
paboThI
CoBpeMEHHbIE  CHUMMETPUYHBIE Jlexumst He BBITIOJIHEHHE
i QpsI PEyCMOTPEHO nabopaTopHOI
paboTsl
AJITOPUTMBI pactipenenenust | O030pHas JTEKIHS He BBITOJIHEHUE
KIItouen MIPETYCMOTPEHO nabopaTtopHoi
paboThl
AcuMMeTpUYHbIC Jlexuust He BBITIOJIHEHHE
KPUIITOCHUCTEMBI PeyCMOTPEHO nabopaTopHOi
paboThI
OnHoHanpaBlIeHHBIE XOUI- | Jlekuus-auanor He BBITIOJTHEHUE
GbyHKIIN PEyCMOTPEHO nabopaTopHO
paboTsl
Konapr ayTeHTH(PUKAIINH Jlexnus He BBIIIOJIHEHHE
coobmenniti-(MAC) PEeyCMOTPEHO nabopaTopHOit
paboThl
OUII (onexTponHO-LIM(ppoBas | OO30pHAs NeKIUs He BBITIOJIHEHHE
TO/IIIUCE) npeayCMOTPEHO nabopaTopHOit
paboThI
Co3znanue ciryq4aiHbIX YHCe Jleknus He BBITIOJTHEHHUE
IPEyCMOTPEHO nabopaTopHO
paboTsl
[IpoTokombl ayTeHTH(DHUKAITAN Jleknusa-auanor He BBIIIOJIHEHNE
PEeyCMOTPEHO nabopaTtopHoi
paboThl

Ha NPAaKTUYCCKUX 3aHATUAX HPHUMCHANOTCA CIICAYIOIINC 06p330BaTCHLHBIC TCXHOJIOTHH:
HUHTCPAKTUBHBLIC JICKOHWHW, TPYHIIOBBIC AOWUCKYCCHH, TCMATHUYCCKUC OUCKYCCHHU, TIpPYyHIIOBas
KOHCYJIbTallH4.

Ha naGopaTtopHbIX 3aHATUSX HNPUMEHSIOTCS POJIEBBIE WIPBI, ydyallUecs paccMaTpUBAIOT
[IPUMEHEHHE KPUNTOrpauyecKux aJrOpuTMOB, aTaKd Ha HUX W MEphl 3alUThI, IpUMepss Ha cels
POJIM YYACTHUKOB MH()OPMAILIMOHHOTO OOMEHA U KPUIITOAHAIUTHUKOB.

VYueOHbIe 3aHATHUS I10 AUCHUIUIMHE MOTYT IIPOBOAUTLCA C IMMPUMCHCHUCM I/IH(bOpMElI_[I/IOHHO-



TEJIEKOMMYHHKAIIMOHHBIX ~CeTed IIpU ONOCPEIOBAaHHOM (Ha pAacCTOSIHUM) HHTEPAaKTUBHOM
B3aUMOJICHCTBUM OOYYAIOIIMXCSl M TperojaaBaresss B pekumax on-line B ¢opmax: Buaeosekuui,
JEKIUA-TIPE3CHTAINKN, BHUIACOKOH(PEPEHIINN, colOeceoBaHUs B pexuMme dar, (opyma, uara,
BBITOJIHEHUS BUPTYAIbHBIX MPAKTHUECKUX W/WIIN JTa00OPaTOPHBIX paboT U Ap.

MakcumanbHBIi  00BbEM 3aHATHH OOydYaromerocs ¢ NPUMEHEHUEM 3JIEKTPOHHBIX
00pa3oBaTeNbHBIX TEXHOJIOTUI HE JOJDKEH MPeBBIIATh 25%.

6.2. UnpopManmoHHbIE TEXHOJIOTHH

IIpu opranmzanum y4eOHOW W BHEy4eOHOW paOOTHI MCIOIB3YIOTCS BO3MOKHOCTH CETH
Wurteprer, yueOHbIe TOCOOHS U TUTEPATypa B 3JIEKTPOHHOM BHJE, Ipe3eHTanuu. OTnpaBKa OTIETOB
u peepaToB Ha MPOBEPKY BO3MOKHA Ha 3nieKTpoHHbIH aapec (kafedra ib_agu@mail.ru).

[Ipu peanuzaruu pa3TMUHBIX BUAOB YUEOHON U BHEYUEOHOU PabOThI HCTIONB3YIOTCS
ClIeAyIoNre HHPOPMAIIMOHHBIC TEXHOJIOTHH:

- HUCIONB30BAaHUE BO3MOXKHOCTEH WHTEpHETa B yd4eOHOM Tmporecce (HMCIOIb30BaHHE
MH(DOPMAIIMOHHOTO caifTa TpernojaBaress (pacchUika 3aJaHHi, MPEIOCTaBICHUE BBITIOJTHEHHBIX
paboT, OTBETHI HA BOTIPOCHI, 03HAKOMJICHHE YUAIIUXCSI C OIICHKAMH | T.11.));

- WCIIOJNIb30BaHHWE DJIEKTPOHHBIX YYEOHHMKOB U PAa3JIMYHBIX CalWTOB (Hampumep,
9JIEKTPOHHBIE OUOJIMOTEKH, )KYPHAIIBI U T.JI.) KAK UICTOYHUKOB HH(POPMALINY;

- HCIOJB30BaHME BO3MOXXHOCTEH JIEKTPOHHOMN TOYTHI MIPETIO1aBaTEIIs;

- UCIIOJIb30BaHUE CPEJCTB MpeACTaBieHUs Y4eOHOW HMHPOpManuu (3JIEKTPOHHBIX
y4eOHBIX MOCOOWH M MPAaKTUKyMOB, NMPUMEHEHHWE HOBBIX TEXHOJIOTHH IS MPOBEACHUS OYHBIX
(TpaIuIMOHHBIX) JIEKIHUNA U CEMUHAPOB C UCIOJIb30BAHUEM MIPE3CHTALMH U T.11.);

- UCTIONIb30BaHUEe  WHTETPUPOBAHHBIX  OOpa30BATEIbHBIX  Cped, T/€  TJIAaBHOM
COCTABJISIIOLIECH SIBIISIOTCS HE TOJIBKO IMPUMEHsSEMbIE TEXHOJOTHH, HO U COJAEp)KaTelIbHasl 4acTb,
T.€. MH(POPMAIMOHHBIE pecypchl (IOCTYHn K MHPOBBIM HMH(OpPMAIMOHHBIM pecypcam, Ha Oasze
KOTOPBIX CTPOMUTCS yueOHBIN Ipol1iecc);

- HWCHOJB30BaHWUE BUPTyalbHOH oOydaromied cpeasl (WM CHUCTEMBI  YIIPABICHHS
obyuenueM LMS Moodle «2OnextpoHHoe 0Opa3oBaHue») UM UHBIX MHPOPMALMOHHBIX CHUCTEM,
CEPBHUCOB U MECCEHKEPOB]|
6.3. IIporpamMHoe obecnieyeHne, COBpeMeHHbIe NPOo()ecCHOHATBbHBIC 0a3bI JAHHBIX U
HH(pOPMALIMOHHBIE CTIPABOYHbIE CHCTEMBbI

6.3.1. IIlporpammHoe odecnieuyeHue

HaumeHnoBanue nporpaMMHOTO
obecrieueHus
Adobe Reader | [TporpamMma asis mpocMOTpa SIEKTPOHHBIX JTOKYMEHTOB
[TnaTdopma nucrannmonHoro | BupTyansHas oOyuatommas cpeaa
o0yuenuss LMS Moodle
Mozilla FireFox | bpay3zep
Microsoft Office 2013, | OducHas nporpamma
Microsoft Office Project 2013,
Microsoft Office Visio 2013
7-zip | ApXuBaTOp
Microsoft Windows 7 Professional | Onepanimonnas cucrema
Kaspersky Endpoint Security | CpecTBO aHTUBUPYCHOM 3aIlIUTHI
Microsoft Visual Studio | Cpena pa3paboTku

Hazuauenue

6.3.2. CoBpemMeHHbIe IPO(peccuOHATIbHBbIE 0a3bl JAHHBIX 1 HH(OPMAIIMOHHbIE CIIPABOYHbIE



CHUCTEMBbI

— DnekTtpoHHbIN Katajgor Hayunoit oubnuoreku AI'Y Ha 6aze MARK SQL HIIO «Mudopm-
cuctem»: https:/library.asu.edu.ru.

— DnekrponHbIN Katanor «Haydansie sxxypransl AI'Y»: http://journal.asu.edu.ru/.

— VYHuBepcaipHas ~ CIPaBOYHO-MH(OpMANMOHHAs ~ TIOJHOTEKCTOBas ~ 0aza  JaHHBIX
nepuoanueckux uzganuit OO0 «MIBUCy: http://dlib.eastview.com/

— DOnexTpoHHO-O0MOIMOTEYHAst cucteMa elibrary. http://elibrary.ru

— CmpaBounas npaBoBas cucteMa Koncynsrantllmtoc: http://www.consultant.ru

— MHWudpopmarmonHo-npasosoe odecneuenue «Cucrtema TAPAHT»: http://garant-astrakhan.ru

7. @OHJ] OHEHOYHBIX CPEACTB JJI51 NPOBEAEHUS TEKYIIEI'O KOHTPOJISI
U IMPOMEX KYTOYHOU ATTECTALUHU 11O JUCHUIIJIMHE (MOAYJIIO)

7.1. ITacopT (pOH/Ia OLIEHOYHBIX CPEICTB

[Ipn mpoBemeHWM TEKYHIETO KOHTPOJS W MPOMEXKYTOUYHOW aTTECTAIllMH TIO0 JUCIUTIINHE
(Mogymio) «Metoapl W cpeiacTBa KpunTorpaduyueckoil 3ammThl HWHGOPMAIMU» TPOBEpSETCS
c(hOPpMHUPOBAHHOCTh Yy OOYYalOIMXCS KOMIIETCHIIMM, YKa3aHHBIX B pasfene 3 HacTosmen
MpOrpaMMBL.  DTamHOCTh  (OPMHUPOBAHMSI JAHHBIX KOMIIETEHIIMH B  MPOIECCE OCBOCHHS
00pa3oBaTeNbHOMN MPOTrpaMMBbI OTIPEEISIETCS TTOCIIEIOBATEIFHBIM OCBOCHHEM JUCIIUIUIMH (MOTyJICH)
U TIPOXOXKJICHUEM MPAKTHUK, a B MPOILIECCE OCBOCHHUSA TUCHUIUIMHBI (MOAYJSI) — TMOCIEAOBATEbHBIM
JOCTHKEHUEM PE3YJITATOB OCBOCHUS COJIEPKATEIILHO CBSI3aHHBIX MEXy CO00M pa3ienos, TeM.

Tadauua 6 — CoorBeTrcTBHE pa3aeioB, TeM AUCHUILIMHBI (MOAYJIsI), Pe3yJbTATOB 00y4eHHs 110
AUCHMILIMHE (MOIYJII0) M OLIEHOYHBIX CPe/ICTB

No 1/ KonTponupyemsie pa3nemnsl Kon xoHTponupyemoit HaumenoBanune
JUCIUTIIINHBI (MOIYIIS) KOMIETeHIMN (KOMIETeHIMi) | orneHoyHoro cpeacraa
1. | AnropuTMEBI pacTipeieTIeHHS KITFoUei [IK-3 KonTtponpnas pabora
OUII (anexTpoHHO-1IM(POBasT MOATUCH)
2. | TpapuuuoHHbIE CUMMETpPHUYHBIE [IK-3 JlaboparopHas paboTa
1007119}

CoBpeMeHHBIC CHMMETPUIHBIC TP
AcCHUMMETpPUYHBIE KPUIITOCUCTEMBI
Onnonanpasnenuslie XOL-byHkimu
Koner ayrenTnduxammm cooOmeHmii-
(MACQC)

Co3naHue ciy4yailHbIX Yncen
ITpoTOKOIBI Ay TEHTHU(DUKAIIH

3. | Beenenue. Kpunrorpadus Kak ITK-3 TectupoBanue
MEXaHU3M 3alUThI
ITpoTOKOIBI Ay TEHTU(DUKAIIH

7.2. OnucaHue mnokKasaTejied H KPUTECPUEB OLCHUBAHUA KOMHeTeHHHﬁ, OIIMCAHHUEC IIKaJ
OICHUBaAHUA

Jl1s o11eHKH pe3ynbTaToB 00yUEHUS UCIIOIb3YIOTCS CIEAYIOIINE KPUTEPUHU OLIEHKH.

Taouuna 7— Iloka3are/in OlleHNBAHUSA Pe3yJIbTATOB 00y4eHUsI B BU/l€ 3HAHUI

[Ixamna Kpurepuu onenuBanus
OLICHUBAHHUS
5 JEMOHCTpHpPYET TINIyOOKOE 3HaHME TEOPETHUYECKOro MaTepuala, YyMEHHe

«OTJIMYHO» 000CHOBAHHO H3JIaraTh CBOM MBICIIH I10 O6CY)K,Z[8.CMBIM BOIIpOCaM, CIIOCOOHOCTH
IMMOJIHO, TNMPAaBUJIBHO W apryMmCHTHPOBAHHO OTBCYATH HA BOIPOCHI, IPUBOIWTH



http://journal.asu.edu.ru/

IPUMEPBI
4 JIEMOHCTPHUPYET 3HAHUE TEOPETUYECKOIO MaTepHasia, €ro II0CIIEI0BaTEIbHOE
«XOpOIION U3NIOKEHUE, CIOCOOHOCTh NPUBOAUTH MPHUMEPHI, JOMYCKAeT €IUHUYHBIC
OIMOKY, HCTIPABJISIEMbIE TIOCTIC 3aMeYaHusl MTPEToaaBaTels
3 JEMOHCTPUPYET  HEmojHoe, (parMeHTapHoe 3HAaHHE  TEOPETUYECKOTO
«yI0BICTBOpH MaTepuana, TpeOyrollee HaBOJALIMX BOIPOCOB IIpernoAaBaTens, JOMyCKaeT
TeILHOY CYILIECTBEHHbIE OIMMOKA B €ro W3IOKEHUH, 3aTPyIHSETCS B TPUBEICHHUU
MIPUMEPOB ¥ POPMYIMPOBKE BHIBOJIOB
2 JIEMOHCTPHUPYET CYIIECTBEHHbIE MPOOEbl B 3HAHUH TEOPETUUYECKOT0 MaTepHara,
«HEYJIOBJIETBO | HE CHOCOOEH €ro W3JOKUTh MW OTBETUTh HAa HABOMSAIIAE BOMPOCHI
PUTEIBHO» | NIPENOAABATEIS, HE MOXKET IPUBECTH IPUMEPHI
Tabauna 8 — I[loka3aTen olleHMBAHUSA Pe3yJIbTATOB 00YUEeHHUsI B BU/Ie YMEHHMI M BJIaIeHUI
[IIxana Kputepuu onennBanus
OLICHUBAHUS
JIEMOHCTPHUPYET CHOCOOHOCTh MPUMEHATh 3HAHHE TEOPETHYECKOTO MaTepuaia
5 IPY  BBINOJHEHUM 3aJaHUM, IOCIEAOBATEIbHO W MPABUIBHO BBIIOJHSAET
«OTJINYHO» | 33JaHUS, yMEeeT OOOCHOBAHHO HM3JaraTh CBOM MBICIH U JAeNlaTh HEOOXOAMMbIE
BBIBOJIbI
JIEMOHCTPHUPYET CHOCOOHOCTh MPHUMEHATh 3HAHHE TEOPETHYECKOTO MaTepuaia
4 MPY BBINOJHEHUU 3aJaHUM, TMOCIEAOBATEIbHO W MPABUIBHO BBINOJHSAET
«XOpOIION 3aJjaHusl, yMeeT OOOCHOBAaHHO M3JIaraTh CBOM MBICIH M JieJaTh HEOOXOJHUMBbIe
BBIBOJIBI, JIOMYCKACT €AMHUYHBIC OIIMOKH, WCTPABISEMbIC TOCIEC 3aMEYaHHsI
MIPEeno/1aBaTes
JIEMOHCTPHUPYET OTHETbHbIC, HECUCTEMAaTU3UPOBAHHBIE HABBIKH, HE CIIOCOOCH
3 MIPUMEHUTh 3HAHHME TEOPETUYECKOr0 Marepuaia MpU BbINOJHEHUU 3a/1aHUM,
«YIOBJIICTBOPH | UCIIBITBIBACT 3aTPYIHEHUS W JIOIMYCKACT OIIMOKU IPU BBITIOJHEHUH 3aJIaHUMH,
TEJIbHOY BBIMIOJIHSIET 3aJlaHUE€ TpU TMOJACKa3Ke IMpenojaBareiis, 3aTpyAHseTCs B
(hOpMYJIMPOBKE BHIBOJIOB
2 He croco0eH MPaBUILHO BBHITOIHUTH 33aHHE
«HEYIOBJIETBO
PUTEIBHO»

7.3. KoHTpoOJIbHBIE 3aJaHUsI MU HHBIe MaTepHajbl, He00X0AMMBbIe ISl OLEHKH pe3yJIbTaToOB
0o0y4eHHs 110 AUCHMILIMHE (MOLYJII0)

Tema «BBenenue. Kpunrorpagus kak MexaHu3m 3aIHUThI»

1. BxoaHoe TecTupoBaHue

[Ipume

HBIC TCCTOBLIC BOIIPOCKHI

TB | HB

Bonpoc/OTBer

1 1

HecaHKHHOHI/IpOBaHHOC KOIIMPOBAHHUE MMPOI'paMM U JAHHBIX SABJIACTCA:

HapymenneM paboTocrnocoOHOCTH KOMIIBIOTEPHOH CETH.

[IpegHamMepeHHOH yTpo30ii KOH(MUACHIINAIEHOCTH HH(OpMAaITHH.

Yrpo30ii HapyIICHHs IISJIOCTHOCTH HH(MOPMAIIHH.

Hapy1ienneM 11e10CTHOCTH KOMIIOHEHTA WK PECypca CUCTEMBI.

«Mackapamy mpecTaBisieT co00H:

Crocob u IIPpUEM HCCAHKIMOHUPOBAHHOI'O JOCTYIIA.

YTpo3y HEeTOCTHOCTH B PA0OTOCIIOCOOHOCTH CHCTEMBI.

Paspymenue nndopmaiiuu, BbI3BAHHOE BUPYCHBIMH BO3/ICHCTBUSIMHU.

Kpaxy MarHuTHBIX HOCHUTEJIEH, CoMlep Kalux KOH(OHUICHIMATBbHYIO0 HHPOPMAIIHIO.




B

HB

Bonpoc/OTBer

11

«TpostHCKMIL KOHBY - ITO:

[Tporpamma pacundpoBkH mubPOTEKCTA.

[Tporpamma xuiieHUs1 THPOPMAIMK U pa3pyLIEHUsI IPOTPAMMHOI0 00eCIeUEHHUSI.

[IporpamMma creranorpadu4eckoro 3aKpbITUsI HHPOPMAIIH.

[Tporpamma mudpoBanusi HHPOPMAIMH METOI0M TaMMHUPOBAHUS.

16

Co3anue 3aMKHYTOM CpeJibl UICTIOJIHEHHUS MPOrpaMM 00ecTieunBaeT:

3amuTy OT BPEAOHOCHBIX MPOrpaMM (BUPYCOB, «4epBEH» U T. 1.).

HpeI[OTBpaIIIaGT HarnaacHWe Ha alrapaTHbIC CPEACTBA.

OO0xaergaer IpouccC aAIMUHUCTPUPOBAHMA.

[IpenoTBpanmaeT NOMEXH B JINHUHU CBSI3H.

21

[TpaBuia 06paboTku HHGOPMAIIUH SBIISIOTCS:

MopalibHO-3THYECKOM MepOi 0€30IacHOCTH.

AnnapaTHO-NPOrpaMMHBIM CPEJICTBOM 3aLLUTHIL.

ITpaBoBO¥ 3aTUTON HH(POPMAIIHH.

AJIMUHUCTPATUBHOW MepOH 3aluThl HHGOPMAIUH.

26

Pazrpannuenue nocryna k pecypcam ACDV oTHocHTCS K:

Pu3nyecKuM MepaM 3alIiThl HHOpMaIUH.

AnmnapaTHO-IPOrpaMMHBIM CPEACTBAM 3AILUTHI.

HpaB OBbLIM MCpPaM 3alllUThI.

MOpaJ'II)HO-BTI/ILIeCKI/IM MCpaM 3alInThI.

31

KOHTpOHL HCJIOCTHOCTHU JAaHHBIX OCYIICCTBJIACTCA C IOMOIIBIO!

Kpuntorpadguueckux METoA0B 3alUTHI.

[IpaBOBBIX METOMIOB.

AI[MI/IHI/ICTp ATUBHBIX MCTOAOB 3allIUThI.

Duzngeckux MCTOJ0B 3alllUTHI.

36

OI[HOKJ'IIO‘IeBaH KpHUIITOCUCTEMA SABJISICTCA!

AccuMeTpUYHON KPUNTOCUCTEMON C OTKPBITHIM KIHOYOM.

KpHHTOCHCTCMOﬁ C 3aKpPbITBIM KJIFOYOM.

CUMMETPpUYHON KPUIITOCUCTEMOM.

40

DyHIaMEHTAJIbHOE MTPaBUJIO KPUIITOAHATIN3A 3aKII0YAETCSl B TOM, UTO:

CTOMKOCTH mn(bpa OoNIpCACIIACTCA TOJBKO CCKPECTHOCTHIO KJIIO4Ya.

OTcyTCTBYET aNropuT™ muQppoBaHusi.

KpI/IHToaHaJII/ITI/IK HC MMCCT B CBOCM PACIIOPAKCHUHA OTKpLITBIﬁ n I.HPI(I)pOTeKCT.

44

CucreMsl I/I)IGHTI/I(I)I/IKaI_[I/II/I n aYTCHTI/I(l)I/IKaHI/II/I ITOJIHL30BATEIICH OTHOCSTCS K

DU3NYECKUM METOJaM 3allUThl KOMIIBIOTEPHBIX CETEH

AnmnapatHo-IIporpaMMHBIM CpeICTBaM 3alIUThI HHPOPMAIHH

A JIMUHHUCTPATUBHBIM METOJAaM 3alTUThI

HpaB OBBIM MCTOAAM 3alllMThHI

Tema «TpaauunoHHbIe CHMMETPHYHBIE IIHPPBD)

1. JlaGopatopunas  pabora «lIporpammnas  peammzamusi  J000TO  TPAJAMIIMOHHOTO

3ananue:
PazpabGotate mnporpaMmy, peaqu3yIOUIyl0 OJUH W3 TPATULMOHHBIX CHUMMETPUYHBIX HIM(POB
(manpumep, wmudp Bmxunepa, mmdp Xwusuia): peann3oBaTh MNpPoOLELYphl 3alIMPpPOBaHUS U
pacigpoBaHus.

KoHTpoiibHBIE BOIIPOCHL:

CUMMETPUYHOTO HU(ppar

[TonsTue mudpoBanus, KI04a MUPPOBaHUSA, KPUITOCTOWKOCTH.
[TepecranoBka, 3aMeHa, TAMMUPOBAHUE, METO/I AaHATTUTUYECKUX MPEOoOpPa30BaAHHIA.



2. JlabGopaTtopHasi padota «KpunTtoaHanu3s Tekcra, 3amndppoBaHHOr0 MeTo10M Bikunepay
3amaunue:
Hanucate mnporpamMmy nemmgppoBaHus MUPPTEKCTa, 3alIMPPOBAHHOTO MeToIOoM Brmkunepa.
IIpexycMoTpeTh BO3MOXKHOCTh BBOJIA TEKCTA KAK MHTEPAKTUBHO C KJIaBUATYpbl, TaK U U3 (aiina.
KoHTponbHbIE BOIPOCHI:

e [lonsATHe KpunToaHaNM3a

e B uewm 3akmouaercs mmdpoBanue MeToaoM BikuHepa

e B uem 3akmouaercs KpUNTOAHAIN3 TEKCTA, 3alIU(PpOBAaHHOTO MeTo1oM Brxunepa?

Tema «CoBpeMeHHBIC CHMMETPHYHbIC IIH(PHD»

1. JlaGopatopHnas padora «IIporpammHuas peanuzanus anroputma mudposanus DESy
3agaHue:
Hamucate Ha s3bIKE BBICOKOTO YpPOBHSI IpOrpaMMmy, KOTOpas Obl pealu30BbIBajia alrOpPUTM
mmdpoanus/pacmmdposanus DES
KoHTpoiibHBIE BOIIPOCHL:
1. Cetb DeiicTens
2. O6mas cxema DES
3. Co3maHue MOOKIIIOYeH
4. Henocratku asoitHoro DES
5. Tpoitnoit DES ¢ nByms kinrodam

2. JlabopatopHasi padotra «lIporpammHas peanuzanus anaroputma mmdposanus I['OCT
Marma»
3agaHue:
Hamucate Ha s3bIKE BBICOKOTO YpPOBHSI IpOrpaMMmy, KOTOpas Obl pealu30BbIBajia alrOpPUTM
mdpoBanus / pacumdpoBanus «Marmay
KoHTpoiibHBIE BOIIPOCHI:
1. O0mias cxema, GpyHkius F, renepanus kimroueil.
2. OCHOBHBIE PEXKHMBI IUPPOBAHUS
3. OcHosnble paznmnuust mexay ['OCT u DES.

3. JladopaTopHasi pabGora «lIporpamMmHas peanuzanus anroputma mmdposanus I['OCT
Ky3neunk»
3aganme:
Hamucate Ha s3bIKE BBICOKOTO YpPOBHSI IpOrpaMMmy, KOTOpas Obl pealu30BbIBajia aJrOpPUTM
mdposanus / pacumdpoBanus «KysHeunk»
KoHTpoiibHBIE BOIIPOCHI:
1. O0mias cxema, GpyHkus F, renepanus kinroueil.
2. OCHOBHBIE PEXHMBI IUPPOBAHUS
3. SP-cetp

Tema «ANropuT™Msbl pacnpeaeeHus KIK0Yei)

1. KontpoabHas padorta 1

Bomnpocs! k koHTposibHOM pabote Ne 1:

1. Kpunrorpadus — kak mexaHm3Mm 3amutbl wHpopmamuu. be3onmacHocTs wHbOpManmuu u
3ammTa uHpopMmanuu. OcCHOBHbBIE HapylieHus: Oe3omacHocTH. [lonmTHka O0€30macHOCTH.
Vsa3BuMocTh, araka, puck. Kiaccudukamust cereBbIXx arak. Buapl aKkTHBHBIX —aTak.
MexaHU3MBI U CEPBHUCHI 0€30MaCHOCTH.

2. Ompenenenus mudpa, kmoda mmdpoBanus. [lonstue kpunrtoananusza. OCHOBHBIE THITBI
KPUITOAHATUTHYECKOTO BCKPBITHA. KaTeropuu BCKpBITHS KpUNTOAITOPUTMOB. be3ycioBHas



M BbIUMCIHUTENbHAS KPUOTOCTOMKOCTh. OcHOBHBIE TpebGoBaHuss K Immdpam s
KpUNTO3aIUTHl HHPOpMarui. OCHOBHBIE THITHI ITU(PPOB.

3. IIudpel nepecTaHOBKU: CKUTana, TabmuyHoe ImmMQpoBaHWe, BOWHAs TIEPECTAHOBKA,
Marmyeckue KBaJpaThl.

4. Mudper npocTtoii 3aMeHbl: MOMMOMAHCKUN KBampat, cuctema llesaps, addunnas cucrema
Le3aps, cucrema Lle3aps ¢ KItO4eBBIM CIOBOM, Tabmuibl Tpucemyca, OUrpaMMHBINA mHpp
[Tnenideiipa.

5. Kpunrocucrema Xumia.

6. Cucrema oM0o¢OHOB.

7. WMudpsr cnoxuHoit 3amensl: mmdp ['poHcdensaa, cucrema Bumxunepa, ABOWHON KBaapaT
Yuncrone, meroa BepHama. PoTopHbIE MAIlIMHBI.

8. Onnopa3zoBas cucteMa MmudpoOBaHUsL.

9. Meroa raMMHUpOBaHMUS.

10. HeoOxoauMBble U OCTaTOYHBIE YCIOBUS HeNeMU(PYEMOCTH CHCTEM INU(GPOBAHUS, MOHITHS
muhdy3un 1 koHpy3un. lomomHuTENbHBIE TPeOOBaHMS K aNrOpuTMaM IIM(PPOBAHHS TMPHU
ucnonb3zoBanuu DBT.

11. ®opmansubie mMoxmenu muppoB. Croiikocts mudpos. CosepmieHHble mHGpel. Teopema
[llennona. [IpakTudeckasi cTOMKOCTH mudpa.

12. Cerp DelicTens: apXUTEKTypa CETH, CETh ¢ HECKOJIBKUMH payHJaMH, pazOajaHCUPOBaHHAs
CeTb, TETEPOTCHHBIE U TOMOT'€HHBIE CETH.

13. Anroputm  DES: npuHmumsl pa3paboTku, o0mIas cxema, HadallbHas IepecTaHOBKa,
peoOpa3oBaHus OTACIBLHOTO pPayHAa, CO3JaHHME MOIKIIOYeH, nermu@poBaHUE, MPOOIEMBI
DES, nenocrarku asoitHoro DES (araka «BcTpeua mocepenune»), TpoitHoit DES ¢ nByms
KJIFOYaMH, CJ1Ia0ble KIIFOYH.

14. Anroputm I'OCT 34.12—2015: o6mrast cxema, pyHkmus F, reHepanus KIrodei.

15. OcHoBubie pexumsl mudpoanus 'OCT 34.12—2015.

16. Beipabotka mmurtoBctaBkn B ['OCT 34.12—2015. OcnoBHble pazmuuust mexay ['OCT
34.12—2015 u DES.

17. Anroputm AES Rijndael: ucnonp3yembie MaTeMaTHYECKUE TOHITHS, KPUTEPUHU Pa3pabOTKH,
MIOHSATHE CJIOs, TIOHSATHUE COCTOSHUS, KIIF0U MIM(POBAHUS, YUCIO PAYHIOB, CO3/1aHUE KIIFOUYEH
payHa, pacmupenue kioua. [Ipenmyiiectsa anroputma.

18. TIpeoOpa3zoBanus paynaa B anroputme Rijndael (ByteSub, ShiftRow, MixColumn, cioxenue
C KJIIOUYOM payH/a), MpeABapuTeabHOe 3a0e/IMBaHNe ¢ UCTIOIb30BAaHUEM KITIOYA.

19. PexuMmbl BBINONHEHHS alroputMoB cuMmMeTpuuHoro mmdposanus (ECB, CBC, CFB, OFB).
PacnipocTpanenne ommoOoK.

20. O6wveaunenue OyouHbIX MUGPOB. [IBoiiHOE W TpoiiHoe mmdpoBaHue (¢ 2 KiIro4amu, ¢ 3
KII0OYaMH, ¢ MUHUMAaJbHBIM KiI0UoM). Pexumsl TpoitHoro mmdpoBanus. OtOenuBaHue.
MHorokpatHoe mocje10BaTeIbHOe HCIOIb30BAHNE OJOYHBIX AITOPUTMOB.

21. Anroputmsl pactupeneneHus kiaoueid. [lorsTrue mactep-kitoda. AIropuTM oOMeHa KIF0UOM
Hupdu-Xemnmana.

2. JlabopatopHasi padota «[Iporpammuas peanusanus anropurMa mugppoBanus AES»

3amaunue:

Hamucath Ha s3bIKE BBICOKOTO YpPOBHS MpOrpaMMy, KOTOpas Obl pealn30BbIBANa alTOPUTM
mudpoBanust/pacmmppoanus AES

KoHTponbHbIE BOIPOCHI:

1. Kputepuu pazpaboTku.

2. IloHsTHst COCTOSTHUSL.

3. Kirou mmudpoBanus.

4. Yucno payHIOB.

5. Ilpenmy1iecTBO anropuTMa.



Tema «AcMMMeTPUYHBbIE KPUINITOCUCTEMbI»

1. JlaGopatopHnas padora «IIporpammHuas peanusanus Jito00ro aCHMMETPUYHOTO MU Pay»
3amaunue:
HamucaTth Ha si3bIKe€ BBICOKOTO YPOBHSI MPOTpaMMy, KOTOpas Obl peaan30BbIBajla aCUMMETPHUYHBIHA
anroput™ mudpoBanus/pacmdpoBanus (Harpumep, anroput™ RSA, Dnb-I"amans)
KoHTponbHbIE BOIPOCHI:
1. IToHATHE aCUMMETPUYHOTO UG POBAHUS
2. JIoCTOMHCTBA, HEIOCTATKH
3. Anroputm RSA
4. Anroput™ Onp-I"amans

Tembl «OnnonanpasienHbie XII-pyHKkuum»,
«Konapl ayrenTupukanuu coodomennii-(MAC)»
1. JladopaTopHasi padora «lIporpammHas pa3paboTka cHCTEMBbl OOMEHa COOOLICHHUSMHU C
KOJIlaMU ayTeHTHU(UKAITUN COOOIIICHHI
3agaHue:
HamnucaTp Ha si3pIke BBICOKOTO YPOBHS NMPOTrpaMMy, KOTOpas Obl IMUTHpPOBaJja repenady TeKCTOBBIX
COOOIIEHNH, a TakKe pealu30BbIBaJla MPOBEPKY HMX LEJIOCTHOCTH W ayTeHTHYHOCTH. Jlyis
dhopmupoBarnst MAC MoxeT ObITh UCIIOJIB30BAH 000U aJITOPUTM, B T.4. HA OCHOBE MCIOJIb30BAHUS
X3UI-(DyHKITHH.
KonTposbHbIe BOMPOCHL:
1. CBoiicTBa 6€30MaCHOCTH: LEIOCTHOCTh, Ay TEeHTUYHOCTb, HEOTKa3yEeMOCTb.
2. Ilonstue xen-QyHKIMA, aITOPUTMbI, KOJUTH3UH.
3. Ilonsitue MAC, anropuTmsl.

Tema « LI (31ekTpOHHO-IUGPOBasi MOANUCH)»

1. KoutpoJubHas padora 2
Bompocs! k koHTpoabHOM padoTe Ne 2:

1. OcHoBHbIE TpeOOBAHUA K AITOPUTMAM ACUMMETPUUYHOro mudposanus. OCHOBHBIE CIIOCOObI
HCIIOJIb30BaHUs aJITOPUTMOB C OTKPBITHIM KJItouoM. Kpunroanains alropuTMoB ¢ OTKPBITBIM
KITO4YOM.

2. Anroputm RSA: OIMCaHue aIropuT™Ma, BBIYKCIIUTEIIbHBIC aCIIeKThI
mudpoBaHus/paciinpoBaHus U CO3JaHUS KIIFOUEH, KPUIITOAHAIN3 aJTOpUTMa.

3. Cxema mmdpoanus Dupb ['amans.

4. KoMOWHHpOBaHHBIN METO MG POBAHUS.

5. Xom-pyHKUMH: OCHOBHBIE TpeOOBaHHUS, MPOCTble XdOUI-QYHKIMM, TMApagoKC <«JIHEH
poxxknenus». Vcronp3oBaHre 1EMOYKH 3amu(poBaHHBIX 0J0KOB, XduI-GyHKIMsS PabuHa.

6. Xom-¢pyHuus MDS: noruka BeinonaHeHust. OTianuust oT xam-QyHKiun MD4.

7. Xom-pynnus SHA-1: noruka Beimonaenus. CpaBaenne MDS u SHA-1.

8. Xom-dynus SHA-2: noruka BEIIOTHEHHUS.

9. Xom-¢ynkius 'OCT 34.11: noruka BbIIOJHEHUS. AJTOPUTM 00paOOTKH OJTHOTO OJIOKA.
10. TpeboBanus kK MAC.

11. MAC Ha ocHOBE alrOopuTMa CAUMMETPHUYHOTO MU(POBAHUS.

12. MAC na ocnose x>u-pynkuun, HMAC.

13. DUII: onpenenenrie, npeaHa3HAYEHUE, COCTAB.

14. Anroputmsl DII: RSA, EGSA (Oab N'amans), DSA, T'OCT.

Tema «Co3aaHue ciry4yaiHbIX YHCED»
1. JlaGopaTopHasi padora «VccriemoBaHue CBOWCTB JIOOOTO TE€HEpaToOpa ICEBIOCTYYalHBIX
qHuCen»
3amaunue:
PeanuzoBath 11000# reHepaTop nceBAocTydaiiHbIX yncen. MccnenoBaTh cBoiicTBa renepaTopa.



KonTposbHbIe BOMPOCHL:

1. TpeGoanus k ciyuaitaeiM yuciam (CY).
2. HUcrounuku CY.

3. T'eneparopsl nceBno-CU.

4. Kpunrorpadpuuecku coznanusie CY.

Tema «IIpoToK0JIbI ayTEHTH(PUKATMH

1. HUrorosoe tectupoBanmue
IIpumMepHbIe TECTOBBIE BONIPOCHI:

TB

HB

Bonpoc/OTBer

2

1

IudpoBaHre NepecTaHOBKOM 3aKIII0YACTCS

[TepecTaHOBKE CUMBOJIOB MH(PYEMOro TEKCTA MO ONpeAeIEHHOMY MPaBUTY

3aMeHe CUMBOJIOB MIM(PYyEMOro TEKCTa CUMBOJIAMU TOT'O e WJIH JIpyroro ajndaBuTa

CoXeHHE CUMBOJIOB mn(bpyeMoro TCKCTa C CUMBOJIaMH HGKOTOpOﬁ cnyqaix'moﬁ
IIOCJICA0BATCIIBHOCTHU

[IpeoOpazoBanuu MIMPPYEMOro TEKCTa 0 HEKOTOPOMY aHAIUTHIECKOMY TIPABUITY

[[IndpoBanue 3aMeHOM 3aKIIOYACTCS

[TepecTaHOBKE CHMBOJIOB IIHU(PYEMOr0 TEKCTA 110 ONPEACIEHHOMY PaBHITY

3aMeHe CHMBOJIOB IJ_II/I(I)pyeMOl"O TCKCTAa CMMBOJIAMM TOTI'O K€ WJIKM APYTOro aﬂ(l)aBI/ITa

CrnoxeHne CUMBOJIOB MIU(PYyEMOTo TEKCTa C CUMBOJIAMHU HEKOTOPOH CITydaitHOM
IIOCJIEN0BATEIBHOCTH

[TpeoOpa3oBannu MKUPPyeMOro TEKCTa 0 HEKOTOPOMY aHAJIMTHUYECKOMY MPABUITY

11

[ITudpoBanre raMMHUPOBAHUEM 3AKITIOYACTCS

[TepecTaHOoBKE CUMBOJIOB IIH(PPYEMOro TEKCTA MO ONpeAeIEHHOMY MPaBUITY

3aMeHe CHMBOJIOB IIH(PYEMOTo TEKCTa CHMBOJIAMH TOTO XK€ WM JApyroro aindasura

CrnoxeHne CUMBOJIOB IIU(PYEMOro TEKCTa C CUMBOJIAMH HEKOTOPOH ciTydaiHON
NI0CJIEI0BATENIBHOCTU

[IpeoOpazoBanuu mM¢pyeMoro TeKCTa N0 HEKOTOPOMY aHAIUTUIECKOMY TMPABUITY

16

[IudpoBanre aHATUTUYECKUM IPe0Opa30BaHUEM 3aKIIOYACTCS B

[TepecTaHOBKE CHMBOJIOB IMIHPPYEMOT0 TEKCTA IO OMPEASIIEHHOMY TIPABIITY

3aMeHe CUMBOJIOB MIM(PYyEeMOro TeKCTa CUMBOJIAMH TOTO e WJIH JIpyroro andaBuTa

CrnosxeHue CUMBOJIOB MIU(PYEMOTO TEKCTa ¢ CHMBOJIAMU HEKOTOPOH CITyJaitHON
MIOCJIEIOBATEIbHOCTH

[IpeobpazoBannu mMUGPyEeMOro TeKCTa 0 HEKOTOPOMY aHATUTHYECKOMY TPaBHITY

21

Pa3mep 1 0cOOEHHOCTH CTPYKTYPbI TaOTHIIBI SBISIOTCS

CpenctBoM i pa3MelleHus HppyeMoro TeKcTa

Kirouom mudpa

AnroputMoMm mudpoBaHUs

25

Maru4geckue KBaApPAaTbl OTHOCATCA K

[Indpam raMMupOBaHUS

[Iudpam nepecTaHOBKH

[udpam 3ameHbI

[lIndpoBanus aHATUTUYECKUM TTPe0Opa30BaHUEM

30

Cucrema mmdposanus Lle3apst oTHOCATCS K

[Indpam npocToit 3aMeHbI

[udpam cioxHOM 3aMEHbI

[udpoBanmio raMMUPOBaHUs

[udpoBanusi nepecTaHOBKON

35

JocronnrcTBoM cuctemsl mmdposanus Llesaps

He MACKHUPYETCA 4aCcTOTa IMOABJICHHUA 6YKB OTKPEITOI'O TCKCTa




TB

HB

Bonpoc/OTBeT

[IpocToTa mudposanus u paciuppoBaHHs

COXpaHHeTCH aﬂ(l)aBI/ITHHf/'I HOPAA0K B ITOCJIICAOBATCIIbHOCTH 3aMCHAIOINX 6YKB

39

Addunnas cucrema noacraHoBok Lle3aps siBisiercs

[ITudpoBaHreM METOIOM MEPECTAHOBKHU

[[IndpoBanreM METOIOM 3aMEHBI

[ITudpoBarreM raMMUPOBAHUS

43

[udpyromue Tabauipl Tpucemyca SBISIOTCS

[IIudpoBaHreM METOI0M MPOCTOM 3aMEHBI

[ITudpoBaHreM METOIOM MEPECTAHOBKHU

[ITudpoBaHreM METOI0M TaMMHUPOBAHHUS

[[IudpoBaHreM METOIOM aHATTUTHYECKOTO MPeoOpa3oBaHus

48

burpammusbrit mmdp [netideiipa spisercs

udpoBaHrEeM METOIOM IEPECTAHOBOK

[[IndpoBaHKeM METOIOM 3aMEHBI

[ITudpoBaHreM raMMHUpPOBAHUEM

52

KpI/IHTOCI/ITeMa Xuiia sBiIsSeTCs

[[IndpoBarreM METOIOM TPOCTOMN 3aMEHBI

[ITudpoBaHreM METOJIOM MEPECTAHOBOK

[udpoBaHreM METOI0M TaMMHUPOBAHHUEM

[IudpoBaHreM METOOM aHATUTHIECKOTO NMPeoOpa30BaHMUs

57

[Iudpsl CI0KHOM 3aMEHBI SIBISIFOTCS

OpnoandaBuTHRIMU HIHPpaMu

MHuoroanhaBUTHBEIMH MUGPAMH

[[IndpoBanreM raMMHpPOBAHUEM

61

Cucrema nmdposanuem BrokuHepa

Cucrema mudpoBaHus MPOCTOI 3aMEHBI

Cucrema mm@poBaHUEM CIIOKHOU 3aMEHBI

Cucrema o1H0aN(haBUTHOTO MIH(DPOBAHHUS

65

[Indp “nBoriHOMN KBagpaT* YUTCTOHA

[udp npocToii 3aMeHbI

OnnoaspaBuTHBIN mUdp

MHoroandaButHbIN WHDP

69

OpnHopasoBas cucteMa muQpoBaHUs

AOCOFOTHO HaJIe)KHA TIPH CIIYIAHOM HA0Ope KITFOUeH

Ilo3Bomser HaJCXHO IJ_II/I(I)pOBaTb TCKCTHI C MHOTMMHW MUJIJIMOHAMH CMMBOJIOB

AOCOIIIOTHO HaJIe)KHA MTPH BHIOOPE KITIOUEH M0 ONPEIeICHHOMY alropuTMa

73

Iudposanue metogoM BepHama siBisiercst

YactHpiM cyuyaeM cucteMbl mudpoBanus Lezaps

YacTtabiM cirydaem Tabaui Tpucemyca

YacTHBIM clTydaeM OJIHOPa30BOi crcTeMO mudpoBaHUs

77

Jl1s reHepupOBaHUS HEMpPEICKa3yeMbIX JBOMUYHBIX MOCIEI0BATEILHOCTEN Kiltouen
UCIIOJIb3YETCS

FeHepaTopH JBOUYHBIX HCCBILOCJ’Iy‘I&ﬁHHX HOCHGHOB&TGHLHOCTGﬁ

ANTOpUTMBI JUIs pacdyeTa KIoJei

I[JII/IHHaH KJIIIOUCBasd MOoCJICA0BATCIbHOCTL, IPCACTABJICHHAA B KOMIIAKTHOM Q)opMe

81

CoBpeMeHHbIE CUMMETPUYHbIE KPUIITOCUCTEMbI 0a3UPYIOTCS] Ha MPUHIIMIIAX

PaccenBanus u NEepEMCIIMBAHUA

[[IndpoBanmss METOIOM NIEPECTAHOBKHU

[IIudpoBanmsi METOJIOM TAMMHUPOBAHHUS




TB

HB Bonpoc/OTBeT

85 Iudposanus gaaabix DES

HMeeT TOJIBKO OIWH KIIFOY JJIMHHOU 56 OUT

HMmeeT mociaeioBaTeIbHOCTh KITFOUeH

MeeT HECKOIBKO KITFOUEH [UIMHON 64 OUT KaXKIbIi

89 Anroputm DES ocymectsisier mudpoBanue

32-0MTOBBIX OJI0KOB JAHHBIX C IIOMOIIBI0 64-0MTOBOTO KII0Ya

56-0UTOBBIX OJIOKOB JAHHBIX C ITOMOIIBIO 56-OMTOBOIO KIIFOYa

64-0MTOBBIX OJIOKOB JAHHBIX C IIOMOIIBIO 64-0MTOBOTO K04, ¢ 56 3HAYAIINMH
ouramu

93 OpnHMM 13 OCHOBHBIX peXXMMOB padoThl anroputma DES siBisiercs
OnekrponHas kogoBas kaura ECB (Electronic Code Book)
[[IndpoBanme TaHHBIX CO CKOPOCTHIO 2,4 MOuT/C

[IudpoBanre TaHHBIX CO CKOPOCTHIO 4,8 MOuT/c

OaHMM 13 OCHOBHBIX PEKHMOB PabOThI AITOPUTMA

98 OpHUM W3 OCHOBHBIX peXHMOB paboTsl anroputma DES sBisiercs

SN

11.

12.

13.

Cuemnnenne 61okoB mudpa CBC (Cipher Block Chaining)
[IndpoBanue ¢ ACTTOHUPOBAHUEM KITFOYA
[IudpoBanre TaHHBIX CO CKOPOCTHIO 2,4 MOuT/C

IlepeyeHb BONPOCOB K IK3aMeHY
Kpunrorpadgus — kak MexaHu3M 3amurbl uHGopManuu. bezomacHocTs MHpOpMaLUU U
3ammra uHpopMmanuu. OcHOBHBIE HapymieHHs Oe3onmacHoctd. Ilonmutuka Oe3zomacHOCTH.
Va3BuMocth, araka, puck. Kiaccupukanus cereBplXx arak. Buubl akTHUBHBIX —aTak.
MexaHu3MBbl U CEpBUCHI 0€30I1aCHOCTH.
Omnpenenenus mudpa, kiaoda mudposanusd. Ilonarue kpunroananusza. OCHOBHBIE THIIBI
KPUNTOAHATUTUYECKOTO BCKPBITUS. KaTeropuu BCKpPBITUST KpUNTOAITOPUTMOB. be3ycioBHas
U BBIYMCIMTENbHAas KPUNTOCTOMKOCTb. OCHOBHBIE TpeOoBaHMS K wmHdpam Ui
KpUNTO3aIUTHl HHPOpManuu. OCHOBHBIEC THITHI IU(POB.
HIudpel nepecTaHOBKU: CKUTajna, TabauuHOe IM(pOBaHUE, JBOWHAs IE€PECTAaHOBKA,
Maru4ecKkue KBaJpaThbl.
HIudpsl npocToi 3aMeHbl: MoauOUaHCKUI KBaapaT, cuctema llesaps, adpdunHas cucrema
e3aps, cucrema Lle3aps ¢ KIrO4EBBIM CIOBOM, Tabmuibl Tpucemyca, OMrpaMMHBIA MU(D
[Tnetideiipa.
Kpunrocucrema Xuina.
Cuctema oMO(OHOB.
HIudper cnoxuoit 3amensl: mmpp ['poncdenbna, cucrema Bmkuuepa, IBOMHON KBagpar
Yurcrona, meroa Bepaama. PoTopHble MalliHbI.
OpnnopazoBas cuctema mudpoBaHus.
Metoa raMMHUpOBaHHUsL.

. HeoOxomumble M 10OCTaTOYHBIE YCIOBHUS HEACIIU(PPYEMOCTH CUCTEM MIM(POBAHUS, TOHATHS

muhdy3un 1 koHDy3un. JlomoaHUTENbHBIC TpeOOBaHUS K alropuTMaMm Mmu(poBaHUS TPHU
ucnonb3zoBanuu JDBT.

®dopmanbhbie Moaenu mudpoB. Croiikocth mmdpos. CopepmieHHble MmHUGpe.. Teopema
[Hlennona. [TpakTrueckass CTOMKOCTh MHQpa.

Cerp DeiicTens: apXUTEKTypa CETH, CE€Th C HECKOJIbKHUMH payHIaMH, pa3dajaHCHpOBaHHAs
CEeTh, T€TEPOTreHHbIC U TOMOTECHHbBIE CETH.

Anroputm DES: npunmunsr paspaboTku, o0mias cxema, HayalbHas IE€PECTaHOBKa,
npeoOpa3oBaHusl OTICIBHOIO payHJAa, CO3JaHHE MOJAKIIYEH, aemudpoBaHue, MPOOIEMBbI
DES, nenocrarku asoitHoro DES (ataka «BcTpeua mocepemune»), TpoiHoi DES ¢ nByms
KJII0OYaMH, CJIA0bIC KITFOUH.




14

15.
16.
17.

18.

19.

20.

21.

22.

23.

24.

25.
26.
27.

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

. Anroputm 'OCT Marma: o6mias cxema, pynkius F, reHepanmst Kirouei.

Anroput™m 'OCT Ky3neuuk

OcHoBHble pexxumbl mudpoanus ['OCT 34.12— 2015.

Breipabotka mmuroBcTaBku B ['OCT 34.12— 2015. OcnoBuble paszmuuus Mmexay [OCT
34.12— 2015 u DES.

Anroput™ AES Rijndael: ncnonp3yeMbie MaTeMaTHUeCKUE TOHATHSI, KDUTEPHH pa3pabOTKH,
MOHSTHE CJI0S, TIOHATUE COCTOSIHMS, KIIFOU IKU(POBaHMS, YUCIIO PAayHJIOB, CO3JaHUE KITIouen
payHza, pacmupenue kimoua. [IpenMyiecTa anropurma.

[IpeobpazoBanus paynna B anropurme Rijndael (ByteSub, ShiftRow, MixColumn, cnoxenue
C KJIFOYOM PayHJIa), IpeBapuTebHOE 3a0€eIMBaHNE C UCIIOIB30BaHUEM KITIOYA.

Pexxumebl BeimoHEHUS anroputMoB cumMmetrpuunoro mudposanus (ECB, CBC, CFB, OFB).
Pacnipoctpanenue ommooK.

O6benuHeHne OM04HBIX MHQPOB. [[BoliHOE M TpoiiHOe mmdpoBanue (¢ 2 Kiouyamu, ¢ 3
KIII0YaMH, ¢ MHHUMAJIbHBIM KIIO4OM). Pexxumbl TpoiiHoro mmgppoBanus. OtOenuBaHue.
MHorokpatHoe nocie10BaTeIbHOE UCII0JIb30BaHUE OJIOYHBIX aJITOPUTMOB.

Anroputmsl pacripeneneHus kiodeid. [lonsTue Macrep-kioda. AIropuT™M oOMeHa KIIH04oM
Juddu-Xenmmana.

OcHoBHBIE TpeOOBaHMS K aIrOPUTMaM aCHMMETPUYHOTO ImudpoBaHus. OCHOBHBIE CIIOCOOBI
WCIIOJIb30BaHUs aJlTOPUTMOB C OTKPBITHIM KIItouoM. Kpunroananus alropuTMOB € OTKPBITHIM
KITIOYOM.

AJroputm RSA: OIMCaHUE aJITrOpUTMA, BBIYMCIIUTEIIbHbBIE ACIIEeKThI
mmdpoBanus/pacidpoBaHus U CO3AAHUS KITIOUEH, KPUIITOAHATIN3 aJITOPUTMA.

Cxema mmudpoBanust Db ["amans.

KomOuHMpoBaHHbIi MeTOA HIM(POBAHUSI.

Xom-QyHKIUA: OCHOBHBIE TpeOOBaHWs, NPOCThiE XdOUI-QYHKIWUH, TApPaJOKC «IHEH
poxaenus». Mcronb30BaHue HENOYKH 3aIM(ppOBAHHBIX OJIOKOB, X3MI-(yHKIMA PabuHa.
Xom-pyHrusasMDS: noruka BeimonHeHus. OTimuuns ot xaul-GyHkiuun MD4.
Xom-pyHiussSHA-1: noruka seinonHenusi. CpaBHenune MDS u SHA-1.
Xom-pyHiusaSHA-2: noruka BeIMIOTHEHUS.

Xom-¢pynkuus [OCT 34.11: noruka BeImonHeHUs. AIroput™ 00paboTKu 0JTHOTO OJI0Ka.
TpeboBanus k MAC.

MAC Ha 0OCHOBE aJropuTMa CUMMETPUYHOTO MH(POBAHUSL.

MAC na ocHoBe x3mr-¢pynknun, HMAC.

OIII: onpenenenue, npegHa3HAYEHHUE, COCTAB.

Anroputmel DLIT: RSA, EGSA (Onp Namans), DSA, TOCT P 34.10.

TpeboBanus k cnydaitaeiM yuciiaM (CY). Mcrounuku CY. ['eneparopsr ncepno-CU.
Kpunrorpaduuecku cozmanusie CY.

Taoauna 9 — [IpuMepbl OLEHOYHBIX CPEICTB € KJIANYAMM MPABUJIbHBIX 0TBETOB

No
/o

N Bpewms
ITpaBuibHBIM
Tun 3aganus DopMyIHPOBKA 3a1aHUS BBITIOJIHEHUS

OTBET
(B MHHYTaX)

[TK-3. CrtocoGHOCTh BBITIOIHATH pa0OTHI IO CO3/IaHUI0 (MOAM(HUKAIINH) ¥ COTIPOBOKICHUIO
“H(OPMAIIHOHHBIX CHCTEM M 00€CIICYCHUIO UX HHGBOPMAIIMOHHON 0€30I1aCHOCTH

1.

3amanue Kakoit mm¢p He ocHOBaH Ha mmUdpe 2 5
3akpeiToro | Lle3aps?
THIA 1. Adunnsii mmdp

2. burpammusiii mmdp [lneiidepa
3. Iludpa Bmwxunepa
4. Iudp I'porcdenpaa

Kakoii mmdp ocHoBan Ha wmmudpe 1 5
Llezaps




Bpems

Ne [IpaBunbHbIH
i Tun 3aganus DopmyIHUpOBKa 3aJIaHUs oTBET BBINIOJTHEHUS
(B MHHYTaX)
1. HIudp 'porcdenpaa
2. RSA
3. Maruyeckuil kBagpat
4. Ksanpat [loau0ust
3. Kaxas cucreMma mmdpoBaHus 4 5
SBJISICTCSI HanOollee CTOMKOHW KO
B3JIOMY?
1. AES
2. TOCT P 34.12-2015
3. T'OCT 28147-89
4. OpnHOpa30BbIi OJOKHOT
4. Moxer M B KPHUITOCUCTEME 3 5
«Marnueckui KBaJpaT» ISt
mudpoBaHUs HCTIONB30BAThCA
Tabnua, TUTST KOTOpOit HE
BBITIOTHSIOTCS TpeOOBaHU o
PaBEHCTBY CyMM B
cToJ0ax/cTpokax?
1. JIOMKHO BBEITIONHATHCS XOTS OBI
OJIHO YCIIOBUE
2. JIOJDKHBI  BBINOJHATBCS — 00a
YCIIOBHS
3. VYcnoBue paBEeHCTBA CyMM B
CTPOKaxX/CTONOIaX MOXET W He
BBITIOJTHSITHCS.
5. B  ocHOBY Kakux  aIropuTMOB 1,2 5
muppoBaHus Jeraa cetb Oerictens?
1. DES
2. T'OCT 28147-89
3. AES
4. T'OCT P 34.12-2015
6. 3amanue CooOmenne Owputo  3anucano B | TEPMUHATOP 5
OoTKpBITOTO | Tabmuiry (5 ctpok 7 cronbros) mo | [IPUBBIBAET
THIIA croibram, a cuurtano 1o crtpokam. | CEAbMOI'O B
3amugpoBaHHOe coobmenue | [IOJJTHOUb
BBITJISIIAT CIEAYIOMIM 00pa3oM:
THIIBE T'JIEAP AJIOHP THEBLB
OMOBT MITYUP BICOOb
Kaxoe cooOmeHne OBLIIO
3amudpoBaHo?
7. undp TabmuIHOM TIEpecTaHOBKH. I'HBEII JITOOA JIPHEB 5
Kitrou — ITTEJIMKAH TEbBWO PIIOTM BUYMOP
Coo0rmenne 3aIUCHIBAIIOCH mo | CObIbA1
CTOJIOLIaM, 2 CYMTHIBAJIOCH TOCTPOYHO
HIudporexct - T'HBEIT JITOOA
JPHEB TEbBHWO PIIOTM BUMOP
CObIbU
Pacmmmdpyiire.
8. C wucnons3zoBanueM Maruueckoro | [IPUJIETAIO 5




N Bpems
Ne [IpaBunbHbIH p
Tun 3aganus DopmyIHUpOBKa 3aJIaHUs BBINIOJTHEHUS

/o OTBET
(B MHHYTaX)

KBajipaTa ObuTO 3ammdpoBaHo Hekoe | BOCBbMOI'O
cooO1eHme. CooOmienne
CUUTBIBAIOCH IOCTPOYHO

16 | 3 | 2 | 13
5 11011 8
916 | 7|12

4 15114 1
[Mudporexct - OMPM EOCIO BTAb
JITOI1
Pacmmdpyiire.
9. Coobmienne  6Obuto  3ammdporano | [TIOJIKOBOJEL] 5
umppom Llezaps. Kimrou — 2.

Andaut — pycckuii, 33 OyKBBI
Iludporekct — CPHMPIPEXIII
Pacommdpyiite

10. 3ammdpyiite cooO0IIeHNE ¢ | IMIK3BIB3YILJIBIMCHI 5
UCIIOJIb30BaHueM kBanpata [lomuOust.
Tabnuma — 4 cTpoku, 8 cTOIOIOB
Kirou — bannepois

Andasut — pycckuii, 6e3 6yksbI E
OTKpBITHIN TEKCT -
BBUIETAEMIIATOTIO.
HIudporekcT - ?

[TonHBIN KOMIUIEKT OIEHOYHBIX MAaTepHUAJIOB IO AMCUUIUIMHE (MOAYNI0) ((oHI OIEHOYHBIX
CPE/CTB) XpaHUTCS B 3JIEKTPOHHOM BuAe Ha Kadeape, yTBepxkaaromeil pabouyio mporpammy
JTUCLMILTUHBL (MOZlyJist), ¥ B LleHTpe MOHUTOpHHra U ayuTa KauecTBa O0yUeHusl.

7.4. MeToanueckue MaTepuaJbl, ONpeae/some nNpouelypbl OeHUBAHUS Pe3yIbTATOB
00y4eHMsI 0 JUCHUIIMHE (MOILYJII0)

banibl, moixyyeHHblE B TEUEHHUE CEMECTpa, CYMMHPYIOTCSA C OajljaMu, MOJY4YeHHbIMH Ha
sk3ameHe. Mcxoas u3 nonyuyuBierocs pe3ysibTaTa BBICTABIISIETCS. UTOIOBAs OLICHKA!
e (-59 6aioB — 2, «kHEYOBIECTBOPUTEIHLHOY
e 60-74 6annoB — 3, «yAOBJICTBOPHUTEIHHOY
e 75-89 6amioB — 4, «XOpOLIO»
e 90-100 6amIoB — 5, KOTITUIHON

Tabauna 10 — TexHoJornyeckasi KapTa peMTHHIOBBIX 0aJ110B 110 AUCHMILIMHE (MOYJ/II0) B
Ka:K10M ceMecTpe

KonuuectBo MaxkcumanbHoE Cpok
No KonTponupyemsbie .
MEpONPUATUN KOJIMYECTBO Mpe/ICTaBIIEC
n/m MEpPOTPUSITUS
/ Gamsl OaoB HUS

OcHoBHOoI1 0J10K
1. | Buvinonnenue nabopamopnoti pabomul | 9/4 | 36 ITo




No KoHTpomipyeMbre KOJII/ILICCTBOU MakcumanbHoe Cpok
i MepONpHATHS MEPOTPHSITHIA KOJIUYECTBO MpEeJICTaBIe
/ GBI OayioB HUS
2. | Buinonnenue konmponvuou pabomoi 2/1 2 pacnucaHu
3. Tecm 2/1 2 10
Bcero 40 -
Baok 6onycos
4. | Hocewenue 3anamuti 6e3 nponyckos 1 3
5. | Ceoespemennoe gvlnonneHue 8cex 1 3
3a0aHuli
6. AxmusHocmv cmyoenma Ha 3aHAMuUU 1 4
Bcero 10 -
JlonmotHUTEILHBIH 0J10K
7. | IK3amen | 50
Bceero 50 -
UTOI'O 100 -
Taouuna 11 — Cucrema mrpadoB (11 0JHOTO 3aHATHS)
[Tokazarenb bamn
Ono3zoanue na 3auamue -1
Hapywenue yuebrnoti oucyuniunwl -1
Hezomosnocmo k 3ausmuro -2
IIponyck 3anamus 6e3 yeaxcumenbHOU NPUYUHDBL -2

Tadauna 12 — [llkana nepeBoga pedTHHIOBBIX 0AJ1JI0B B HTOTOBYIO OLIEHKY 32 CeMeCTP
N0 AUCHUIIHHE (MOAYJII0)

Cymma 6amioB Onenka 1o 4-0amibHOM 1IKaIe

90-100 5 (OTIUYHO)

85-89

75-84 4 (xoporio)

70-74

65-69 3 (yAOBIETBOPUTEIIHHO)
60-64

Hwxe 60 2 (HEeyOBJIETBOPUTEIHHO)

HpI/I peam3ann JUCHHUIIIINHBL (MO,I[y.]'ISI) B 3aBUCHUMOCTHU OT YPOBHS NOATOTOBJIICHHOCTH
o6yqaronmxca MOT'YyT OBITh UCITOJIb30BaHbI HHBIC (I)OpMLI, MCTObI KOHTPOJIA U OICHOYHBIC CPCACTBA,
ncxoasda mu3 KOHerTHOﬁ CUTyaluru.

8. VYEBHO-METOJINYECKOE U THOPOPMALIMOHHOE OBECITIEYEHUE
TACIATIIAHBI (MOYJIST)

8.1. OcHoBHas quTEpaTypa

1. Kpunrorpaduueckue MeTo bl 3ainThl HHGOpManuu: Y4yeOHoe mocodue s By30B /
Ps6ko b.4., ®uonos A.H. - 2-e uznanue, crepeorut. - M. : ['opsuast munus - Tenekom, 2012. - URL:
http://www.studentlibrary.ru/book/ISBN9785991202862.html (3BC «KoHCYJIbTaHT CTYACHTa»).



http://www.studentlibrary.ru/book/ISBN9785991202862.html

2. Kpunrorpaduaeckne meroapl 3amuthl nHGopmanuu / ABepuenkoB B.U. - M. :
OJIMHTA, 2017. - URL: http://www.studentlibrary.ru/book/ISBN9785976529472.html (3bC
«KOHCYIBTaHT CTyIEHTAY ).

3. Kpunrorpadust u 6e3onmacuocts B Texnonoruu .NET / I1. Topcreiincon, I'. A. Tanen ;
nep. ¢ aHri. - 3-e u3a. (A11.). - M. : BUHOM, 2015. - (Ilporpammucty). - URL:
http://www.studentlibrary.ru/book/ISBN9785996329526.html (3bC «KoHCyNnbTaHT CTyACHTaY).

4. Kpunrorpaduaeckue meroapl 3amutel nHGopmanun. [lnudpsr: yaednoe mocodue /
Kotos 10.A. - HoBocubupck : M3a-so HI'TY, 2016. - URL:
http://www.studentlibrary.ru/book/ISBN9785778229594.html (ObC «KoHCynabTaHT CTyIE€HTa»).

5. OcHOBBI cCOBpeMeHHOM kpunrorpaduu u creranorpaduu / Psoxo b.5., ®uonos A.H. -
2-e u3n. - M. : I'opsuas nunus - Tenexkom, 2013. - URL:
http://www.studentlibrary.ru/book/ISBN9785991203500.html (3BC «KoHCyNnbTaHT CTyACHTaY).

6. Cucremsl 6;1ouHOTO QP poBaHms: yued. mocodue no kypcy "Kpunrorpaduueckue
MeTozb! 3amuThl nHGopmanuu" / A. E. XKykos. - M. : U3narensctBo MI'TY um. H. O. baymana,
2013." - URL: http://www.studentlibrary.ru/book/ISBN9785703837535.html (9bC «KoncynbpTant
CTYJICHTa»).

8.2. lonotHUTEIbLHAS JIUTEPATypPa

1. [IpakTuueckast kpunrorpagus: aropuTMbl U UX IPOrpaMMUpOBaHKe / ATpaHOBCKUI
A.B., Xagu P.A. - M. : COJIOH-ITPECC, 2009. - URL.:
http://www.studentlibrary.ru/book/ISBN5980030026.html (9bC «KoHcynbTaHT CTyaeHTa»).

2. Kommerorepnas 6e3onacHocts. Kpunrorpadudeckue metoas! 3auuthl / [letpo A.A.
- M. : JIMK TIIpecc, 2008. - URL: http://www.studentlibrary.ru/book/ISBN5898180648.html (35C
«KOHCYNIbTaHT CTy/ICHTaY).

8.3. UnTepHeT-pecypchbl, HEOOX0AMMBbIE 1JIs1 OCBOCHHS TUCHUIIIUHBI (MOIYJIA)

I. deKkTpoHHO-OMOMoTeynass  cucrema (3BC) 00O  «Iloaurexpecype»
«KoncyabTant cryaenta». MuoronpodmibHbelii  oOpa3zoBatenbHblil  pecypc  «KoHcynbTaHT
CTYJCHTa» SIBJISIETCS DJIEKTPOHHOM OMOIMOTEYHON CHCTEMOM, MPeaOCTaBISIONIEH JOCTYN Yepe3 CeTh
WuTepHeT K yueOHOI TUTEeparype U JOMOJHUTEIBHBIM MaTepuaiaM, MPHOOPETEeHHBIM Ha OCHOBAaHUU
MPSIMBIX JIOTOBOPOB ¢ TpaBooOiamarensMu. Karamor B Hacrosiiee BpeMsi coiepkut okosio 15000
HanMeHoBaHud. www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIHUIIJIMHBI (MOAYJIS)

Jns  mpoBeACHUS JICKIMOHHBIX 3aHATHH HEOOXOAMMa MYJIbTUMEIUHHAS —ayAuTOpHs,
OCHAIICHHAs] KOMIIBIOTEPHOM NPE3EHTAllUOHHON TEXHUKOM.

Pabowas mporpamMma JIUCHMIUIMHBI (MOAYJIs) TPU  HEOOXOIUMOCTH MOXKET OBITh
aJanTupoBaHa A oO0y4yeHHsl (B TOM UHCIE C NMPUMEHEHHEM AMCTAHIUMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTW) JIMI] ¢ OTPpaHUYEHHBIMU BO3MOXKHOCTSIMH 370pPOBbsl, UHBAIUAOB. i1 3TOrO Tpedyercs
3asiBJICHUE OOYYaIOIMXCs, SIBJSIFOIIMXCS JIMIAMU C OIPAaHUYEHHBIMH BO3MOKHOCTSMHM 370POBbS,
WHBaJWJaMH, WM WX 3aKOHHBIX TMPEACTaBUTENEH U PpPEKOMEHJAIUU TICHXO0JIOTO-MEeIUKO-
Nelaroruueckod  kKomuccuu. i HMHBAJIMIOB coJepkKaHMe pabdoyel IporpamMMbl JUCLUIUIMHBI
(Momynsg) MOXKET ONpeneNiaTbCs TaKKe B COOTBETCTBHMM C HWHIMBUAYAJIBHOW IpOrpamMMmoi
peadbmnHuTanuy MHBaIUAA (MIPU HATMYWH ).
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