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1. EJA OCBOEHUS TUCHUITIJIMHBI (MOYJIS)
1.1. Heabo ocBoeHHMs] AUCHUIIMHBI (MOAYJds)) «AyauT WH(POPMAIMOHHON O€30MacHOCTHY
SIBIISICTCS. M3YyYCeHHWE HOPMATHBHOW 0a3bl, METOOUKUA NPOBEIACHHS ayauTa HHQPOPMAIMOHHOMN
0€30MacHOCTH 0OBEKTOB; 03HAKOMJICHHE C JIMIIEH3UPOBAHUEM U cepTHUHUKAIUEN NeaTeIbHOCTH
B 005acTu 3amuThl WHGOpPMALUU; NPUMEHEHHE TIOTYYCHHBIX 3HAHUN Ha TPAKTHKE s
MPOBEICHUS ayuTa HH(POpPMAIMOHHOM 0€301MacHOCTH 0OBEKTOB.

1.2. 3axaun ocBOEHUA TUCHMUILIUHBI (MOYJIs1):

- W3yuntb OCHOBHBIE TIOHSTHUS, TEPMHHBI, OIpelneieHuss B cdepe ayauTa
UHPOPMALIMOHHON 0€30MacHOCTH; 3a4a4yd, (YHKIHUH, CTPYKTYpPY, MPAKTHKY MpPOBEICHUS
ayauToB HMH(OPMALMOHHOW O€30MacHOCTH Ha MPENNpHUSITHH; OpPraHU3alMOHHbIE OCHOBBI,
MPUHIIAITB, METOJIBI M TEXHOJOTHH YIPABICHHS MOAPA3JCICHUEM ayAuTa WHPOPMAIMOHHON
0€30MacHOCTH; TCHXOJIOTUYECKUE AaCHeKThl TMOATOTOBKM ayauTopa HH(POPMAIMOHHOMN
0e30IMacHOCTH;

- CdopmupoBats ymMeHHs pa3pabaThiBaTh IPOrpaMMy ayIUTOPCKUX IMPOBEPOK, IJIaH
ayouTa W ayIUTOPCKUN OTYET W HCIONh30BaTh METOABl U TEPEJOBOW OMBIT MPOBEICHUS
ayIUTOPCKUX MPOBEPOK B chepe MHPOPMAIMOHHON 0€301aCHOCTH; OMPEAEIUTh MECTO ayauTa
uH(MOPMAIIMOHHOKW 0€30MacHOCTH B CTPYKType OpraHU3allid U CTPYKTYpe YIPaBICHUS
WH(OPMAIIMOHHONW OE30MaCHOCThIO; ONPEACTUTh METOIbl OIICHKH CHCTEM O00eCreYeHHUS
nH(pOpMallMOHHONW 0€30MacHOCTH, KpPUTEpPHHM ayJauTa, WHCTPYMEHTHl IMPOBEACHUS ayauTa,
NPUHIIMITEI OPTaHHW3AIUM TpPyAa ayauTopa, CcGOpMUPOBATH B3I Ha OPraHU3alUui0 |
yhpaBieHue CiIyxk00i 3amuTel MHQOpPMAIMK HA NPEANPUITHUM KaK HAa CHCTEMaTHYECKYIO
MPAKTUYECKYI0 JESATENBHOCTh KOJUICTUATIBHBIX OPTraHOB  YIPABJICHHUS TMPEANPUATHS U
PYKOBOJUTENS CITyKObI, HalIPaBJICHHYIO Ha pa3pabOTKy KOHIIENTYaJIbHBIX U OPraHU3allMOHHBIX
OCHOB €€ JIeATeIHHOCTU U 3P PEKTUBHOE BHITIOJIIHEHUE BO3JIOKCHHBIX HA HEe 3a/1a4.

- CdopmupoBaTh HaBBIKM HCIOJIb30BAaHUS METOJOB MPOBEACHUS aAyIUTOPCKUX
IPOBEPOK U 00paboOTKe pe3ynbTaTOB ayAWTa; IPOBEJACHHUS AayAWTOB HH(POPMALMOHHOM
0€30MacHOCTH B CUCTEME 3aUThl HHPOPMAIUHN HA TIPEITPUITHH.

B pe3ynbrare 0CBOGHUS TUCHUILIMHBI 00Y4atOLINics JOKEH:
3HaTh:

- OCHOBHBIC TOHATHS, TEPMUHBI, ONpeNeieHus B chepe ayauTa HHOOPMaMOHHON
0e30IMacHOCTH;

- 3a7iauu, QYHKLUHU, CTPYKTYPY, IPAKTUKY ITPOBEIACHUS ayIUTOB HH()OPMALIIOHHON
0€30I1aCHOCTH Ha NMPEANPUATHHY;

- OpPraHU3allMOHHBIE OCHOBBI, MPHHLMUIIBI, METOJAbl W TEXHOJOTUU YIPaBICHUS
HOJpa3JieIeHuEeM ayIuTa nH(GOPMAIIMOHHON 0€3011acHOCTH;

- IICUXOJIOTUYECKUE  aCHEeKThl ~ TOATOTOBKM  ayAuTOopa  HMH(OPMAILMOHHON
0€30MacHOCTH;

YMers:

- pa3pabaTbIBaTh IPOrpaMMy ayJUTOPCKUX IPOBEPOK, IJIaH ayIUTa U ayJUTOPCKHUH
OTYET U UCIMOJIB30BaTh METO/IbI U MIEPEOBOI OIBIT IPOBEIECHUS aAyAUTOPCKUX IIPOBEPOK B chepe
UH(POPMALIMOHHOM 0€30MacHOCTH;

- ONpENeNIUTh MECTO ayJauTa HH(POPMALMOHHOM O€30IMaCHOCTH B CTPYKType
OpraHu3aliy U CTPYKTYpE YIpaBieHHsI HH(POPMAILIMOHHON 0€30MaCHOCTBIO;

- ONpEeNeNIUTh  METOAbl OLIGHKH CHCTeM obecriedeHUus HMH(OpMAIMOHHON
0€30I1aCHOCTH, KPUTEPHH ayauTa, HHCTPYMEHTHI MPOBEACHHS ayIuTa, IPUHIUIBI OPTaHU3aIH
TpyAa ayauTopa, copMHpOBaTh B3IVIA[ HAa OPraHU3alMIO U YIpaBlIEHUE CIYKOOW 3allUThI
uHpOpPMALUKM HA TPEANPUATHH KaK Ha CHUCTEMAaTHUYECKYI0 MPAKTHYECKYIO JAEATENIbHOCTD
KOJIJIETHAJIBHBIX OPTaHOB YIPABJICHUS NMPENIPUATUS U PYKOBOAMTEINS CIIy’KObI, HAIIPABICHHYIO
Ha pa3pabOTKy KOHIIENTYaJbHBIX U OPraHU3allMOHHBIX OCHOB €€ JeSATeIbHOCTH U 3(dekTuBHOE
BBINTOJIHEHUE BO3JI0KEHHBIX HA HEe 3a/1ad.

Bnaners:



- UCTIOJIb30BaHUSI METOJIOB MPOBEACHUS AYyAUTOPCKUX MPOBEPOK M 00paboTke
pe3yJIbTaTOB ayauTa,

- IPOBEICHUS AayIUTOB WH(POPMAIIMOHHON O€30IaCHOCTH B CHUCTEME 3alllUThl
UHOPMALIUU HA TIPEANPUATHH.

2. MECTO JUCIIMIIJIMHBI (MOAYJIsA) B CTPYKTYPE OIIOII

2.1. YueOnasi aucuumiauHa (Moaynab) b «Ayaut mHbOpMAIIMOHHONW 0€30MacHOCTH
OTHOCHUTCS K 4acTH, (OpMHUPYEMON y4aCTHUKAMH 00pa30BaTEeIbHBIX OTHOLICHUNA M OCBAaUBAaETCs
B 7 ceMecTpe.

2.2. JInst u3ydeHusi JAHHOM y4eOHOI TUCHUIINHBI (MO1YJIf1) HE00OX0AUMBI
cJeylollie 3HAHUS, YMEeHHS U HABBIKH, (popMuUpyeMble NpeAlIecTBYIOIIUMHU YUeOHbIMH
AMCUMILIHHAMM:

— Hudopmaruxa.
— OpranuzanmoHHOE U NpaBoBoe odecneueHre nHPOpMaMOHHON 0€30MacHOCTH.
B pe3ynbrare 0OCBOGHUS 3TUX JUCLUUIUINH, CTYJEHT JOJKEH:

3HATh:
- OCHOBHBIE MMOHSTUSI THPOPMATHKH,
- CTPYKTYPBI CUCTEM JJOKYMEHTALIMOHHOTO 00ecreueHMs..
YMETh:
- UCIIONIb30BAaTh  MPOTPaMMHBIE M ammapaTHble  CPEICTBAa  IEPCOHAILHOTO
KOMIIBIOTEPA,
- M0JIb30BAaTHCS HOPMATUBHBIMU JOKYMEHTAaMU 110 3alUTe UHPOPMAIIIH.
BJIAJIETh:

- HaBBIKAMU TMOMCKa HH(POpMaIUK B ri100anbHoi nHpopMalmonHoi cetu MaTEepHET
U paboTel ¢ O(UCHBIMH TNPUIOKEHUSIMH (TEKCTOBBIMH IIPOLIECCOPAMHU, SJIEKTPOHHBIMH
TabNMIlaMu, CPEJCTBAMU MOATOTOBKH Mpe3eHTAIMOHHBIX MaTepuanoB, CYB/] u T.1m1.): MeToauka
Y TEXHUKA COCTABIICHUS PA3IMYHBIX YIIPABICHUECKUX U IOKYMEHTOB YUPEKICHUHN, OpraHu3aiuii
Y NIPENPUATHIA.

2.3. Tlocaenyomme y4deOHble AUCHMIUIMHBI (MOAYJIH) W (MJIHM) NPAKTHKH, IJs
KOTOPbIX He00XO0AUMbI 3HAHUA, YMEHHUS, HABBLIKH, (opmMHpyeMble JAHHOH Yy4eOHOMH
AMCUMILINHON (MOIyJIeM):

— IlporpammHo-anmnapaTHble CpeICcTBA 3alUThl HH(OPMALIUH.
— IlpoekTupoBaHUE U SKCIUTyaTalUs 3alIMIICHHBIX HH(POPMAIIMOHHBIX CHCTEM.
— KowmmiekcHoe obecnieueHue 3anuThl HHPOpMauu 00beKTa HHHOPMATH3ALINH.
Taxxke aucuumianHa «AyauT UHGOPMALUOHHOW OE€30MacHOCTH» IMOMOXKET CTYICHTaM
IPH pealin3aiuy 3a/1a4 MPEATUTIIIOMHON MPAKTUKK U HATTUCAHHUIO OaKaaBPCKOW paboTHI.

3. IJTAHUPYEMBIE PE3YJBbTATHBI OBYUEHUA 11O JUCHUIIJIMHE
MOAYJIIO)

[Ipouiecc ocBOCHMSI AWCHMIUIMHBI HAMpaBieH Ha (HOpMHpPOBAHHE SIIEMEHTOB CIEIYIOIINX
komnereHmii B cootBerctBun ¢ ®I'OC BO wu OIIOII BO no naHHOMYy HampaBJiIEHUIO
MOJTOTOBKHU (CTICIIHAILHOCTH):

npodeccuonanbabIX (11K):
IIK-2.  CnocobGen  pa3pabareiBaTh  NporpaMMHOE  oOecredeHue,  BKIIOYas
MIPOCKTUPOBAHME, OTIA/KY, TPOBEPKY paboTocrnocodHocTr n Moaudukanwio [10.



Ta6auna 1 — JlekoMno3uiusi pe3yJibTaTOB 00y4eHH s

Ko u nammeHoBaHue

[TnarupyemMblie pe3yabTaThl 00YICHHS 0 TUCITUIUTHHE (MOIYITIO)

KOMIIETEHLIUN 3uaTts (1) Ymets (2) Brnanets (3)
I1K-2. Cnocoben NIIK-2.1. 3HaTh NIIK-2.2. Y™MeTh HNIIK-2.3.
pa3pabarbIBaTh COBPEMEHHBIE BBIOMpATH IPUMEHEHHUS
IPOrpaMMHOE UH(POPMAaLlMOHHbIE COBpPEMEHHBIE COBPEMEHHBIX
o0ecrieyeHue, TEXHOJIOTHH U nH(pOpPMalMOHHbIE UH(POPMALIMOHHBIX
BKJIIOYast IpOrpaMMHBbIE TEXHOJIOTUH U TEXHOJIOTU 1
IPOEKTUPOBAHHUE, CpEICTBA, B TOM IIPOrpaMMHBbIE IPOTPaMMHBIX
OTJAJIKy, IPOBEPKY qucie CpEeACTBa, B TOM YHCJIE | CPE/ACTB, B TOM YHCIIE
paboTOCTIOCOOHOCTH | OTEYECTBEHHOTO OTEYECTBEHHOI'O OTEUYECTBEHHOI'O

u moaudukarmuio [10

IIPOM3BOJICTBA, TIPU
peIIeHUH 3a1a9

npodeCcCHOHAIBHON
ACATCIIbHOCTH.

MIPOU3BOJICTBA, IIPH
pelIeHny 3a1a49
npodeCCuOHATBHON
ACATCIIBHOCTH.

IIPOM3BOJICTBA, TIPU
peIIeHnH 3a1a9
npodeCCHOHAIbHON
ACATCIIbHOCTH.

4. CTPYKTYPA U COAEP KXAHUE JUCIHUIIJIMHBI (MOIYJISA)
OO01mast TpyI0eMKOCTh AUCIHUILTAHBI (MOAYJIS) COCTABIsET 3 3aueTHbIe enuHullbl, 108 yacos. 54
yaca BBIJICJICHO Ha KOHTAKTHYIO pa0oTy oOydaromuxcs ¢ npernogaBatenem Jlekmuu — 18 gacos,

nabopaTopHble 3aHATUS — 36 YacoB, caMocTosITeNbHAs paboTa — 54 yaca.

Tabauna 2 — CTpykTypa M cojiepsKaHue U CIUIINHBI (MOYJI)

DopmbI
TEKYIIEro
KonrakTHas CaMOCTOAT KOHTpPOJIA
5 pa6ota sabora : yCIIEeBAEMOCTH
HanmeHoBanue paznena (TeMbl) 5 (B Hacax) (no nederim
/i 2 cemecmpa)
o g ®dopma 3
§ % i B T &P Cp MPOMEKYTOYHOM
g 5t aTTecTaiuu  (no
3| = cemecmpam)
OCHOBBI TIOCTPOEHUS CUCTEM 5 12 |1 2 5 Otuer 1o
obecneuenus b Ha nabopaTopHOI
IPEATPUSATHH. paodore 1.
Ayaut Ub. OcHOBHBIC TOHSATHS, 34 |1 2 5 Otyert 110
TEPMHHBI M OTIPE/ICIICHHUSI. nabopaTopHOU
pabore 2.
MeTo/1bI OLIEHKH CHCTEM 5-6 |1 2 5 KoHnTponbHas
obecrieueHnss HHPOPMAIIMOHHOK pa6ora Nel
Oe3omacHocT. MeTonnka
HPOIECCHOTO aHAJIM3a CHCTEM.
Kpurepun ayaura 7-8 |1 2 5 Ortuer o
UH(POPMAUOHHOK nabopaTopHOU
Oe3ormacHOCTH. pa6ore 3.
HarnnoHnanbHbIe CTaHIapThI
yrpasieHuss HHHOPMAITHOHHON
0€30MacCHOCTBIO.
Kpurepun aynura 9-10 | 1 2 5 Otyer no
MH()OPMAIMOHHOH nabopaTopHOI
0e30macHoCTH. pa6ore 4.
MeskayHapOIHBIC CTaHIAPTHI
yrpasieHuss HHOOPMAITMOHHON




DopmbI
TEKYIIIEro
KonTtakTHast CaMOCTOST KOHTpPOJIA
< pa6ota babora : yCIIeBaEMOCTHU
HanmenoBanue panena (TeMbl) ) (B acax) (no nedeim
/i 2 cemecmpa)
o 8 dopma }
§ % i TP (&P Cp HPOMEKYTOYHOM
> 5t aTTecTal (1o
ol T cemecmpam)
0€30MacHOCTBIO.
MeTop! OIIEHKH 0€30I1acHOCTH 11 |2 4 5 Kontposnbnas
UH()OPMAITHOHHBIX pabota No2
TEXHOJIOTH.
WHCTpyMEHTHI TPOBEIEHUS 12 |2 4 5 Otuer no
ayauTta HHOOPMAaIMOHHOK 71ab0paTopHOi
Oe3ormacHOCTH. pabore 5.
Mertoauka IpoOBeICHUS ayaUTa 13 |3 6 5 Ortuer o
MH(OPMALIHOHHOM nabopaTopHO#
0e30MmacHOCTH. paborte 6.
Opranu3zanysi BHyTPEHHETO 14- |3 6 5 KonTponbnas
ayJuTa Ha IPEATIPUATHH. 15 pabota Ne3
10. | Ilcuxomorudyeckue acreKThl 16- |3 6 9 Hrorosoe
MMOATOTOBKH ayIUTOpa 18 TECTUPOBAHUE
UHGOPMAIHOHHOM
0e30MacHOCTH.
Uroro 18 36 54 3aueT

Ipumeuanue: J1 — nexuwmst; [13 — mpaktuueckoe 3ansatue, cemunap; JIP — maboparopnas
pabota; KP — kypcoBas pabota; CP — camocrostenpHas pabora.

Tabmuma 3 — MarTpuma cooTHeceHHs TeM/pa3geoB Y4eOHOH JAUCHMIIMHBI/MOAYJS H

¢dopMupyemMbIX KOMIIETEHIUI

Temwr, Kon- Koo Obuyee
KomMnemeHyuu Kou4ecmeo

paszoenvl 60

OUCYUNTIUHBL 4acoe Komnement

1IK 2 uu

OcHOBBI IOCTpOCHUS cucTeM obecrieyenus b Ha + 1

HPENPUATHH. 8

Aynut UB. OcHOBHBIE IOHATUS, TEPMUHBI U + 1

OTIpEJICIICHHSI. 8

MeTo/1bI OLICHKH CUCTEM 00eCIIeYeHUsT HHPOPMAIIHOHHOK + 1

OezomacHocTH. MeToIMKa IPOIIECCHOTO aHAITM3a CHCTEM. | 8

Kpurepuu aynuta nHbOpMaIIMOHHON 6€30MaCHOCTH. + 1

HarmonanbsHbple cTaHIAPTHI YIPABICHUS

UHGOPMAITHOHHOM

0€30MaCHOCTBIO. 8

Kpurepuu aynura nHGOpMaIIMOHHON 6€30MaCHOCTH. + 1

MesxayHapoIHbIE CTaHIAPTHI YITPABICHUS

MHQOPMAITMOHHOH 0€30MIaCHOCTEIO. 8

MeToap! onieHKH 6€301acHOCTH HHPOPMATHOHHBIX + 1

TEXHOJIOTHIA. 11

HMHCTpyMEHTHI IPOBEICHUS ayIuTa HHOOPMAITMOHHON + 1

0€301acHOCTH. 11




Koo Obwee
Temui, Kon- W
KoMnemenyuu KOIUYeCcmeo
pasoenvl 80
OUCYUNTIUHDBL uacos Komnemert
1IK 2 ui
Mertoanka mpoBeeHUs ayauTa HHOOPMAITMOHHON + 1
0€30MacHOCTH. 14
Opranusaiiysi BHyTPEHHETO ayiuTa Ha TPeIIPUSITHH. 14 + 1
IcuxoornuecKre acrekThl MOArOTOBKH ayAuTopa + 1
UH(OPMALMOHHOM 0€30MACHOCTH. 18

Conep:kanue TMCHUTIHHBI (MOYJIAA)

Tema 1. Ocnoévt nocmpoenusa cucmem odecnedeHus UHEPOPMAUUOHHOU DOe30nacHOCmU HA
npeonpusamuu

HestenpHOCT, 1O oOecredeHuto  wHGOpMAIMOHHOW  Oe3zomacHocTu.  IIpenmerHas
HANPaBIEHHOCTh JIEATENILHOCTH MO oOecnedeHnuo wuHopmanuonHoi Oe3zonmacHoctu. llens
NeATEeILHOCTH 10 oOecrieueHnto uWHPopManuoHHON Oe3omacHocTu. [lpuHmner u  dopma
JESTENIbHOCTH M0 O0ecreueHn0 MHGOPMAIMOHHON Oe30macHoCTU. MeToabl AEITeIbHOCTH TI0
obecrieuenno uHpopmarmoHHo Oe3onmacHocTH. CpeactBa obecrieueHus WHOOPMAITMOHHON
6e3omacHocTH. CyOBeKThl oOecredeHnss HHPOPMALMOHHOM 6€301MacHOCTH.

Tema 2. Ayoum undgopmayuonnon oezonacnocmu. QOcHOGHbIE NOHAMUA, MEPMUHBI,
onpeodenenus

[lonartue «ayaur WHPOPMALMOHHOM  Oe3omacHocTH». [loHATHE  «KpHUTepHil  ayauTa
nH(popManoHHOW Oe3omacHoCTHY». AyauTop wuHGOpMamoHHOW Oe3onacHocTH. [loHsATHE
«CBHIIETENBCTBO  ayauTa  uHGpOpManuoHHOW  Oe3omacHocTw».  Pesymbrarel  aynura
uHpopMaloHHONH  Oe3omacHOCTH. CTOpPOHBI TPOBEACHHUS ayauTa — «3aKa3uuk» U
«HCTIONIHUTENbY) ayauTa. Bumel aynutoB wuH(opmanuoHHOW Oe3omacHocTu. [lnanupoBanue
aynuta WHGOpMalMOHHON Oe3omacHOCTH. [IOHSATUS «COOTBETCTBHE» U «HECOOTBETCTBHE)
KpUTEepHsM ayauTa uH(opManuonHoi OezomacHoctu. [Iporpamma aymaura uH(OpMAIMOHHON
O6e3onacHocTH. Puckm ayaurta wHpopmarmonHoi Oe3omacHocTh. [loHATHE «KOMITIETEHTHOCTH
ayJIuTOpay.

Tema 3. Memoowvt ouenku cucmem obdecnedyeHuss UHPOPMAUUOHHOU OGe30nACHOCHIU.
Memoouka npoyeccHo20 aHanu3za cCUcmem.

AHanu3 BIMSHUSA Yrpo3 HMHPOPMAIIMOHHON 0€30MacHOCTH Ha OCHOBHBIE BU[BI AESTEILHOCTU
opranuzaiuu. IlporeccHplii aHaIM3 CUCTEMbI YNPaBICHUS MHPOPMALMOHHOW OE30MaCHOCTHIO.
AHanmu3 puUCKOB WH(MOPMAIIMOHHOW O€30MacHOCTH. AHamuW3 IEHHOCTH W CTOMMOCTH
WH(OPMAIIMOHHBIX aKTHBOB OpraHU3alid. AHAIU3 JOKYMEHTOB ¥ 3allCed CHUCTEMBI
ynpaBiaeHUs: HWH()OPMALMOHHONW 0€30MacHOCThI0. AHAN3 apXUTEKTYphl HH(POPMAIIMOHHBIX
CUCTEM W  CpPEACTB  3amUThl  WHPOpMAIMU. AHaNW3 TOJHUTUK  JIUIICH3UPOBAHUS
ABTOMATHU3UPOBAHHBIX M MH(OPMALIMOHHBIX cucTeM. AHainu3 cooTBeTcTBUS D3 U TpeboBaHUAM
PETYJIHPYIOIUX OPraHoOB. AHaJIM3 3KOHOMHUYECKHX acCIeKTOB oOecredeHuss MHPOPMALMOHHOM
0€301MacHOCTH.

Tema 4.Kpumepuu ayouma ungopmayuonnoii 6e3onacnocmu. Hayuonanonvie cmanoapmot
YRpaeaenus uHpopmayuoHHoil 6€30naAcHOCmbIO.

Cranmaptel 1o o0ecredeHuio 0e30MmacHOCTH HH(OPMAIMOHHBIX TexHojoruii B Poccum.
["apMoHM3UpPOBaHHBIC CTAHIAPTHI 1O 0OecTieueHnI0 nHPpOopMaMoHHO# Oe3omacHocTH. [IpakTuka
OIICHKU COOTBETCTBHSI OpPraHU3alUil HAIMOHATBHBIM cTaHmapTam. OTpaclieBble CTaHIAPTHI 1O
obecrieueHno  MHGOPMAITMOHHOW  Oe3omacHOCTH. (OCOOCHHOCTH  OICHKH  COOTBETCTBUSA
opranu3zaiuii TpedoBanus ©3 PO u perynaTuBHbIM TpeOOBAHUIM.

Tema 5. Kpumepuu ayouma ungopmayuonnoii o6e3onacnocmu. Medxcoynapoonuvie
CManoapmaol ynpaeieHus UHGOPMaAyUOHHOU 0€30naACHOCMbIO.




MexayHapoaHble CTaHAapThl Mo olecrneyeHnio uHpopmannoHHOH Oe3omacHoctu. OPSEC —
KOHIEMNIUS CUCTEMHOr0 MOAX0Ja K 00eCHeueHUI0 3aluluThl KOH(PHUAeHIMAIbHONH HH(OpMaLIHH.
Mopnenu HENPEpHIBHOTO COBEPIICHCTBOBAHUS M KOPIOpPATHBHOE YIpaBieHHE. KOMIIOHEHTHI
CTpYKTYyphl ympabieHuss puckamu [SO 31000. Mogens KOpHOpaTUBHOTO —YIPaBICHUS
uHpopmaunonubiMu  TexHosorusimu  ISO/IEC  38500. CemeHCTBO CTaHIApTOB CHCTEMBI
yhnpasieHus HHpOpMalMOHHOW Oe3omacHOCTbIO. [loHSATHE «WMHTErpUpoBaHHAsE CHCTEMa
yIpaBJICHUS», OCOOCHHOCTh MPOBEACHUS  ayJUTOB  HMH(GOPMAIMOHHONW  OE30MaCHOCTH
MHTETPUPOBAHHBIX cucTeM yrpaBieHus. OcoOeHHOCTH (OPMUPOBAHUS TPYII KOHTPOJIEH
COCTOSIHUSL MTH(POPMALTMOHHOM O€301IaCHOCTH B (PMHAHCOBBIX OPTraHU3ALUAX.

Tema 6. Memoowvt ouenku 6e3onacHocmu UHPOPMAYUOHHBIX MEXHOI02UIL.

[Ipennoceiiku  BBeneHUs MexayHapogHoro crangapta ISO 15408 «OOmwme xpurepum».
OcHoBubie monsTuss ISO 15408. Mertomosorust oneHKH Oe€30macHOCTH WH(OPMAIMOHHBIX
TexHojoruii Ha coorBercTBue [SO 15408. IlonAtue «ypoBeHb noBepusi». OLiEHKa YpOBHs
noBepus PYHKITMOHAIBHON 0€30MacHOCTH HH(POPMAIIMOHHON TexHoJIoruu. Kiaccel u cemericTBa
ISO 15408. Iousitie «IIpoduis 3amuThD».

Tema 7. Hncmpymenmut npogedeHus ayouma uH@opmayuonnou 6e3onacnocmu.

AHanu3 BUAOB WHCTPYMEHTOB Jisi TPOBEACHUS ayIWTOB HMH(YOPMAIIMOHHON OE€30MacHOCTH.
Merton CRAMM. CkaHupoBaHWE YA3BUMOCTEH aBTOMATH3UPOBAHHBIX M WH(OPMAIMOHHBIX
cucteM. Harpy3o4Hoe TeCTUpOBaHUE U TECTUPOBAHUE HA YCTONYHMBOCTH aBTOMATH3UPOBAHHBIX
cucteM. Anamu3 ys3Bumoctei CRM m ERP cucrem. OcoOeHHOCTH TPOBEICHHS ayIHUTOB
UHPOPMALIMOHHON 0e30macHOCTH O0OBEKTOB 00pabOTKM KOHGUACHIMATBbHOW HH(pOpMAIMU C
HCIIOJIb30BaHNEM TEXHUYECKUX CPEJICTB.

Tema 8. Memoouka npogedenusn ayouma uH@OpmMayuoHHO 6e30nacHocmu.

[Tonsitne «HabmIOIEHWE» B TIPOIIECCE MPOBEACHUS ayauTa WHPOPMAIMOHHONW OE30MacHOCTH.
[lonaTne «cBUAETENHCTBO» ayauTa MHPOPMALMOHHON OezomacHOCTH. MeTonbl «BBIOOPKU» H
opraHu3aiys BHIOOPOYHBIX MpoBepok. IloHsATHE «TIpOCiIeKuBaeMOCTh IpOIEccay B MpPaKTHKE
OLIGHKM CHUCTeM  YNOpaBieHHs HH(OPMAIMOHHOW  OE€30MacHOCThIO. AHANU3  METPUK
nH(popManmoHHOW Oe30macHOCTH. AHaNIM3 KOPHOPATUBHOTO YIpaBieHUs WHOOPMAITMOHHON
Oe3omacHOCThIO. [loATOTOBKA W TMpakTUKAa WHTEPBHIOMPOBAHUS. METONBI aHAW3a CTPYKTYP
JOKYMEHTAIlMd MW 3amuced CHCTeMbl oOecrieueHus WHOOPMAIMOHHOW  0E€30MacHOCTH.
«HecooTBercTBUE» U METO/IBI 0OPAOOTKH HECOOTBETCTBUIA.

Tema 9. Opzanuzayusn eHympeHHez0 ayouma Ha NPEOnPUAMUU.

CtpykTypa moapa3ienieHUs BHYTPEHHEro ayauTa. Buasl ayauToB  WHGOPMAMOHHON
0e30macHOCTH. YTpaBlIeHHE MpOorpaMMoOi ayauTa HH(QOpMaIMOHHOW Oe30macHOCTH. TUIHYHBIC
BUJIBI ICATEIBHOCTHU MIPU MIPOBEACHUH ayauTa nHpopMannoHHoi 6e3onacuoctu. Ilponecc coopa
U BepuUKAIMU ayauTOpPCKOoN wuHpopMmammu. Ayautopckuii oTdér. I[IpaBuna cormacoBaHus
ayautopckoro  oru€ra. KoHTponb 3a  JI€ATENBHOCTBIO  AayJUTOPOB  HH(POPMALMOHHOM
0€30MacHOCTH.

Tema 10. Ilcuxonocuyeckue acnekmsl nOO20MOBKU aAYOUMOpPA UHPOPMAYUOHHOU
oe3zonacnocmu.

[TpodeccroHanbHBIl U HPAaBCTBEHHO-3TUYECKUN YPOBEHBb ayauTOpa HH(OPMAIIMOHHON
oe3zonacHoctu. Ilonstne «OOBekTUBHAs oreHkay. [lonsarne «He3zaBUCMMOCTH ayauTopay.
[IpakTuka MEXIMYHOCTHOTO OO0IIeHUs. MarepuanbHOe BO3HArpaXkaeHue. AYIUTOPCKUN PHCK.
[Tonsitue  «llcuxomornueckuii  KOHTpakT». [IpuHAmIEKHOCTP K  TPO(ECCHOHATBHBIM
coobmiectBaM. BozneiictBue Ha pesynbraThl olleHKH. [IpodeccronanbHoe pa3BUTHE ayqUTOpa
nH(pOpMaIMOHHOM 0€30MacCHOCTH.

5. METOJUYECKHUE YKA3AHUSI IO MPEINOIABAHUIO
1 OCBOEHUIO JUCLUILIMHBI (MO/LY.JI5T)

5.1. Yka3anus Ajs npenojasareJieil 10 OPraHU3aluM ¥ NPOBEICHUI0 Y4eOHbIX
3aHATHH MO0 IUCHUILINHE (MOYJII0)



MeTtoanyeckue peKOMeHIAIUH M0 BbINOJIHEHHIO J1a00PATOPHBIX H KOHTPOJIBHBIX
padoT, NpoBeIeHUI0 IK3aMeHa
OTt4er no s1aboparopHoii padore
Otuet no 1abopaTopHO# paboTe MPEACTaBISETCS B JIEKTPOHHOM BHUE. 3alluTa OT4eTa
NPOXOAUT B (opMe IOKIaaa CTYACHTA IO BBIMOJHEHHOW paboTe W OTBETOB Ha BOIPOCHI
npenonasatensd. B cmyuae, ecnu opopmiieHre OTYEeTa U TOBEIEHUE CTY/ICHTa BO BPEMs 3aIllUThI
COOTBETCTBYIOT YKa3aHHBIM TPEOOBaHHSIM, CTYACHT IOJIy4aeT MaKCHMAaJIbHOE KOJIMYECTBO
0aos.
OcCHOBaHUSIMHU ISl CHIDKEHHSI KOJIMYEeCTBa OaUIOB B JHama3oHe OT max A0 min
SIBIISTIOTCA:
- OTCYTCTBHE CITUCKa UCTIOIh30BAHHON TUTEPATYPHI,
- HeOpeXKHOE BBIMIOJTHEHUE,
- OTCYTCTBHE BBIBOJIOB.
OT4er He MOXKET ObITh MPUHAT U MOJUJICKHUT JOpaOOTKE B CIydae:
- OTCYTCTBHSI HEOOXOTUMBIX Pa3/IeIioB,
- OTCYTCTBHSI HEOOXOIUMOT0 IrpauIecKoro MaTepuaiia,
- HEBEPHBIX PE3YJIHTATOB pacueTa.
B oryere no BeIONHEHHOH 1aOOPAaTOPHON pabOTe JOIHKHBI OBITh YKa3aHBI:
* TeMma JJabopaTopHOU paboTHI,
* MaKeT JIOKYMEHTOB B COOTBETCTBUU C TEMOH JIaOOPaTOPHOU pabOTHI,
* HCIOJB30BAHHAS JINTEPATYPA.

KonTposbHbIe padoThl

KoHnTponbsHas paboTa cCOCTOUT U3 2-X 3a/IaHUN.

OcHOBaHUSMH U1 CHUKEHHUS OIEHKU 3a 3aJaHHe SIBJISIOTCS:

- OIIMOKYU B OOBSICHEHUSX M KOMMEHTAPUSIX MPU BEPHO BBHIITOJIHEHHOM 3a[aHUMU;
- HETOJIHBIN OTBET JJIs1 TEOPETUUECKUN 3aJTaHHI;

- HeOpeXKHOE BBINIOJIHEHUE,

- MHOTOKPATHOE TePENUChIBAaHNE KOHTPOJBHONU PaOOTHI.

3agaHne He MOXKET OBITh 3aCUUTAHO, CCIIH:

- TaHbBI IBa HEBEPHBIX OTBETA HA TEOPETHUUYECCKHE BOIIPOCHI.

JK3aMeH

DK3aMeH 3aKJII04aeTcss B MMCbMEHHOM OTBETE Ha 2 TEOPETUUYECKUX BOMPOCA U YCTHOM
co0OeceI0BaHUM 110 KaXKIOMY TEOPETHYECKOMY BOIIPOCY.

OcHOBaHUAMU ISl CHUKEHUS OLIEHKH 332 TEOPETUUECKUN BOTIPOC SIBIISAIOTCSA:

- HEOPE)KHOE BBITIOTHEHNUE;

- HETIOJTHBINA OTBET;

- HAJIMYKME MEJIKMX HETOUYHOCTEH UM HE3HAYUTENbHBIX HCKaXXEHUH (PaKTOB;

- HETOYHBIE 00BSCHEHUS MIPH COOECEIOBAHNUN;

- OTCYTCTBHE OTBETOB Ha 3aJJaHHBIE MTPH COOECETOBAHUN BOIIPOCHI.

OueHuBaHuE CTYIEHTOB Ha SK3aMEHE OCYLIECTBISETCS B COOTBETCTBHE C
TpeboBaHUAMH U KpuTepusiMu 100-0amibHOM MIKaIbl. Y YUTHIBAIOTCS KaK Pe3yIbTaThl TEKYIETO
KOHTPOJISI, TAK U 3HAHMSI, HABBIKK M YMEHMSI, HEOCPEICTBEHHO MMOKA3aHHBIE CTYJIEHTaMU B XO/JI€
JK3aMeHa.

Ha yueGHOM ¢aitnoBom cepBepe AI'Y (fsever) pazMerensl 3agaHust 1uis 1a00paTopHOM 1
CaMOCTOSITENIbHOI pabOThI CTYIE€HTOB, TECTHI, a TAKXKE JIEKIIMOHHBIA MaTepual.

5.2. Yka3zanus 1151 00y4ar0IMXCcs 10 0CBOCHUIO TUCUHUIJIMHBI (MOIYJII0)

Taoauna 4 — Coaep:xkaHue caMOCTOSATEIbHOM PAa00THI 00y4ar0IIUXCS



Howmep
Temvi/6onpocol, 8biHOCUMbLE HA Kon-60
paoena Dopmbl pabomul
camocmoamenbHoe U3yueHue uacoe
(memwi)
T 1 OcHoBbI TocTpoeHus cucteM obecnieuenus b na | 5 Otuyet no nmabopaTopHOH
cMa MIPEATIPUATHH. pabote 1.
Tema 2 Aynaut UUB. OCHOBHbBIC OHSATHSI, TCPMUHBI H 5 OtuyeTt no nmabopaTopHOMH
CMa 2| onpenenenms. pabote 2.
MeTo/1bI OLICHKH CHCTEM 00ecIeYeHHUsI 5 KonTponbnas padora Nel
Tema 3 | unpopmanmonHoii 6e3onacHoctTd. Metonuka
HPOILIECCHOTO aHAIN3a CHCTEM.
Kpurtepun ayaura nH)OpMAHOHHOK 5 Otyet no nabopaTopHOH
0€30I1aCHOCTH. pabote 3.
Tema 4 | HanmoHansHbIe cTaHIAPTHI YIPABICHUS
nH(pOpMaAITMOHHON
0€301acHOCTBIO.
Kpurtepun ayaura nH)OpMAHOHHON 5 OtuyeTt no nmabopaTopHOH
Tema 5 | GezonacHocTH. MK IyHAPOAHBIC CTAHAAPTHI pabore 4.
ynpasyieHHsI ”HPOPMaMOHHOH 0€30MacHOCThIO.
MeTo/1b! OLIeHKH 6e30I1aCHOCTH 5 KonTponbhast padorta No2
Tema 6 | nHbDOPMAIIMOHHBIX
TEXHOJIOTH.
WHCTpYMEHTBI IPOBEACHHUS ayIUTAa 5 OtuyeTt no nmabopaTopHOH
Tema 7 | uapopmanmoHHON pabore 5.
0e30MacHOCTH.
o MeTtonuka npoBeaeH s ayuTa HHPOPMALOHHOI | 5 OTueT 1o 1adbopaTopHO
eMa 8 0e30macHOCTH. pabore 6.
Tema 9 Oprauuzalys BHyTPEHHETO ayAnuTa Ha 5 KonTponpHas padora Ne3
OPEIIPHATHH.
[McuxoM0THYeCKUe aceKThl MOATOTOBKU 9 Hrorosoe TecTupoBaHue
Tema 10 | aynuropa
HH(GOPMAIIMOHHOM OE30MMaCHOCTH.

5.3. Buabl m (¢opMbl NHCBMEHHBIX pPaldOT, NMPeIyCMOTPEHHBIX NPH OCBOCHHMH
AUCHHUIIMHBI, BBINOJIHAEMbI¢ 00y4al0IIMMHCH CAMOCTOATEIbHO.

CaMocTosTeJIbHOE H3Yy4YCHHUEC pa3saejioB TUCHUIIJIMHBI:

Homep
paodena Tembi/60npocol, 8bIHOCUMbLE HA CAMOCTOSIMENbHOE U3YYeHUE
(memwi)

Kon-60
yacoe

10 Hrorosoe TectupoBaHue 9 yacos

1,2,3 BrimotHeHNE caMOCTOSATETLHON PaOOTHI 11O TEMaM: 11 gacosn
1. Ilpectyruienus B cpepe KOMIbIOTEpPHOU HHPOPMALIUU

2. Ucnonp30BaHMEe TOUCKOBUKOB 7151 cOOpa nHGOpMaIiu

3. CkanumpoBanue cetu. [lomydeHue HauanbHOM HHPOPMALUU O
crpykrype JIBC

4,5,6 HopmarusHnas 6a3a aynuta nH(pOpManMoHHON 10 gyacoB
0€30MacHOCTH UCTIOMTHUTENIFHBIX OPTaHOB TOCYJapCTBEHHOM
BJIACTH M OPIaHOB MECTHOT'O CAMOYIIPaBJICHUS CYOBEKTOB
Poccuiickoit deneparuu

2,5,9 1. PykoBoasIIMil TOKyMEHT «3aliuTa OT HECAHKIIMOHUPOBAHHOT O 10 gyacos
noctyna K MHpopManuu. TepMuHbI 1 OIpeACTICHUS)
2. PyxoBojsnmii 1okymMeHT «CpencTBa BIYUCIUTEIBHON




TEXHHKH. 3aIIUTa OT HECAaHKIIMOHHUPOBAHHOTO JOCTYIIA K
uHpopmanuu. [Tokazarenu 3aUIIEHHOCTH OT
HECAHKIIMOHUPOBAHHOTO JOCTYTA K HHPOPMAITUI)

3. PykoBoasmuii TOKyMEeHT «ABTOMAaTU3UPOBAaHHBIE CUCTEMBI.
3amuTa OT HECAaHKITMOHUPOBAHHOTO JIOCTYIa K HH()OPMAIIHH.
Knaccudukanus aBTOMaTU3HPOBAHHBIX CUCTEM U TPEOOBAHHUS 110
3amuTe nHGOpMaITUm

3,5,6,10 1. TOCT P 50922-2006 «3ammura uapopmaiiuu. OCHOBHBIE 14 yacos
TEPMUHBI U ONIPEIICTICHISDY

2.TOCT P UCO/MBK 17799-2005 «udpopmamonHas
TexHosorus. [IpakTHueckue npaBuiia yupaBicHUs
UH(POPMALIMOHHOHN 0€30MaCHOCTHION

3.TOCT UCO/MDK 15408-2002 «upopManimoHHas
TexHosorusi. Metozpl obecrieuenus: 6ezonacHoctu. Kpurepun
OLIEHKH 0€30MacHOCTH HHPOPMAIMOHHBIX TEXHOJIOTHUI

4. TOCT P 50739-95 «CpeactBa BEIYMCIUTETbHON TEXHUKHU.
3ammTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K WH(POPMAIIHH.

OO0u1e TeXHUYeCKue TpeOOBaHMS»

6. OBPA3OBATEJIBHBIE U THOOPMAIIMOHHBIE TEXHOJIOT U

[Ipn peanuzanuu pazIUUHBIX BHJAOB Yy4yeOHOM pabOTHl MO JUCHUIUIMHE MOTYT
HCIIOJIb30BAThLCS DIIEKTPOHHOE 00yUYeHHE U JUCTAHIIMOHHBIC 00pa30BaTENbHBIC TEXHOIOTHH.

6.1. O0pa3oBaresibHbIE TEXHOJIOTHHU

VYuebHble 3aHATUS 1O JUCHHUILUIMHE MOTYT TPOBOAMTHCS C  IPUMEHEHHEM
WH()OPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH TPH OIMOCPEIOBAaHHOM (HA PAaCCTOSHUMN)
MHTEPAKTHBHOM B3aMMOJCHCTBHM OOYyYaloIUXcsd M NpenojaBaTeis B pexumax on-line B
dbopmax: BUICONCKIINN, JICKITUH-TIPE3eHTAIlNN, BUACOKOH(PEPEHIINN, COOECETOBAHNS B PEKUME
yar, popyma, 4aTa, BHIIIOJHEHHS BUPTYaAJIbHBIX MPAKTHUECKUX U/WIIN JIAOOPAaTOPHBIX padoT u JIp.

MakcumanbHBIi 00BEM 3aHATHH OOydYaroIIerocss C MTPUMEHEHHWEM  AJICKTPOHHBIX
00pa3oBaTeNbHBIX TEXHOJIIOTUI HE JOJDKEH MPEBHIATh 25%.

Taoauna S — O0pa3zoBare/ibHbIE TEXHOJOTHH, UCIIOJIb3YeMble P PeaJn3aluu y4eOHbIX
3aHATHIA

Paznen, tema dopma yaeOHOr0 3aHATHS
JTUCUHUIIITUHBI (MOIYJIs1) Jlekuus [IpakTrueckoe JlaboparopHas
3aHATHE, CEMUHAP paborta
OCHOBBI TIOCTPOEHHS CHCTEM OG63opHas nexkuust | He BBIIIOJTHCHHUE
obecnieuenus 1b Ha npennpuaruu. IPEIYCMOTPEHO n1abopaTopHO
paboThI
Aynut Ub. OcHOBHBIE IOHATHS, Jlekmus - He BBITIOJIHEHUE
TCPMHUHBI ¥ ONPEICTICHHSI. Mpe3EHTaLN MPEYyCMOTPEHO nabopaTtopHOit
paboThl
MeToapl OIICHKH CUCTEM Jlexmus - He BBIIIOJIHCHUE
obecrieueHus: HHPOPMALHOHHON IIpe3eHTalus IIPELyCMOTPEHO KOHTPOJIbHON
Oe3omacHocT. MeTonnka paGoTEI
HPOLIECCHOTO aHAJIM3a CHCTEM.
Kpurepun ayaura unpopmannonton | JIekuus - He BBITIOJIHEHUE
0e30MacHOCTH. MIpe3EHTaLNs IIPEyCMOTPEHO nabopaTopHOit
HanmoHnanbsHbIe cTaHIapThI paGoThI
yTnpaBieHus HHHOPMALTMOHHON
0e30MacHOCTHIO.




Kpurepun ayaura nnpopmaunonsont | Jleknms - He BBITIOJIHEHUE
OesonacHoCTH. Mex1yHapo HbIe MpE3CHTaLHS PEIYyCMOTPEHO n1abopaTopHOi
CTaH/IapThl YIPABICHUS paGoTHI
MHQOPMAIIMOHHOH 0€30IIaCHOCTEIO.
Mertomp! OTICHKH 0€30TIaCHOCTH Jlexmus - He BBIIIOJIHCHUE
MH(OPMALIMOHHBIX MIpe3CHTaL PEeaYCMOTPEHO KOHTPOJIbHOH
TEXHOJIOTHH. paboTEI
WHCTpyMEeHTHI TPOBEICHHS ayIUTa Jlexuus - He BBITTOJTHEHHUE
MH(OPMALIHOHHOM npe3eHTalus peayCMOTPEHO nabopaTopHOH
0e3omacHoCTH. paboTHI
Metoauka npoBeeHUs ayuTa O630pHas nekus | He BBITIOJTHEHHE
uH(bOpPMAIMOHHOH TIPEIyCMOTPEHO 11a6opaTopHOii
Oe3o0macHOCTH. paboTHI
Opranuzamyst BHyTPEHHETO ayAuTa Jlekuus - He BBITTOJTHEHHUE
Ha IPEANPUATHH. Mpe3eHTalus MIpeTyCMOTPEHO KOHTPOJIbHOU
paboTHI
[Icuxonoruueckue acreKThl Jleknus - He BBIIIOJIHEHUE
IIOArOTOBKHM ayINTOpa pe3eHTalus OpeayCMOTPEHO TecTa
UHQOPMAITMOHHOHN 0€30MTaCHOCTH.

6.2. UndopmanmoHHble TEXHOJOTHHI

HazBanue nadopmarmonHoi
TEXHOJIOT'NN

Tembl, pa3nensl
JUCIHATIIMHBI

Kpatkoe onucanue
HpI/IMeH}IeMOI\/'I TEXHOJIOTNU

Hcnonp3oBanne 1-10
BO3MOXKHOCTEN MHTEepHeTa

B yueOHOM TIpoIiecce

[IpoBeneHne BXOAHOTO, TEKYILETO U
PEUTUHTOBOTO KOHTPOJIS 3HAHUH ydyaiuxcs (B
CHUCTEMax JMCTAHIIMOHHOTO 00yUYeHHUS)

Hcnonb3oBanue 1-10 [ToaroroBka K 3aniuTe OTYETOB 11O
BO3MOKHOCTEH nabopaTopHBIM paboTam
ANEKTPOHHOM MOYTHI

npenojaBaTens

Hcnons3oBanue cpeacTs 1-10
MIPEICTABJICHHS YIeOHOM

uHpopManun

Hcnonb3zoBanue MynbTUMEIUINHON
Mpe3eHTaluN

[Tpu peanuzarum pa3IMIHBIX BUAOB YICOHON U BHEYUEOHOM paOOTHI MCIIOJIB3YIOTCS CIEYIONINE
nH(OPMAIIMOHHBIE TEXHOJIOTHUHU:

- HCTIOJIb30BaHKUE BO3MOKHOCTEN MHTepHeTa B yueOHOM Mpoiiecce (UCTOoIb30BaHUE
uH(OPMAIIMOHHOTO caiiTa nmpenoaBaTens (pacchbuika 3aaHuid, IPEIOCTABICHUE BBITOJIHEHHBIX
paboT, OTBETHI Ha BOMPOCHI, 03HAKOMJICHHE YYAIIUXCS C OIICHKAMH U T.11.));

-HCIIOJIh30BaHUE JICKTPOHHBIX YYCOHUKOB U PA3IMYHBIX CAUTOB (HapuMep, AIEKTPOHHBIC OHOIHOTEKH,
JKYpHAJIbI U T.JI.) KAK UICTOYHUKOB HH(OpMAIINH;

-MCIOJIH30BAaHUE BO3MOXKHOCTEH AJIEKTPOHHOM MOYTHI TPETIO1aBaTels;

-MCIIOJIb30BAaHUE CPEJICTB MPECTaBICHUS yaeOHOH HH(MOpMaIuu (3JIEKTPOHHBIX YU€OHBIX TOCOOHH 1
MPAKTUKYMOB, TPUMEHEHHE HOBBIX TEXHOJOTHH JIJIsl IPOBEACHUS OYHBIX (TPAIUITMOHHBIX)

JIEKIIMA ¥ CEMHHAPOB C UCIIOIH30BAaHUEM MPE3EHTAIIUHN U T.]1.);

-MCIOJIh30BaHUE HHTETPUPOBAHHBIX 00Pa30BATENBHBIX CPEl, TJE TIIaBHOW COCTABISIONIEH SBISIFOTCS
HE TOJIBKO MPUMEHSIEMbIe TEXHOJIOTHH, HO U COJIepKaTeNNbHasl 4acTh, T.€. MHPOPMAIIMOHHbIE
pecypcsl (I0CTYyI K MUPOBBIM HH(GOPMAIMOHHBIM pecypcaM, Ha 0a3e KOTOPBIX CTPOUTCS

y4eOHBIN TIpoIIece);

-HMCII0JIb30BaHUE BUPTYaJIbHOU 00y4aromeil cpenbl (MK cucTeMBbl yrpasieHust ooyuennem LMS



Moodle «2nexTpoHHOE 00pa30BaHKE») MIIM MHBIX HHPOPMALIMOHHBIX CHCTEM, CEPBHUCOB U
MECCCHKEPOB.

6.3. IlporpammHoe obecnieueHue, COBpeMeHHbIe MPOodecCHOHATbHBIE 0a3bl JAHHBIX
U nH(OpPMaIOHHBIE CIPABOYHbIE CHCTEMBbI

6.3.1. IlporpammHoe o0ecrieyeHue

B cootBerctBuu ¢ OINIOII nucuumirHa A0KHA OBITH MOAAEpKaHa COOTBETCTBYIOIIUMHU
JULCH3UOHHBIMU NIPOTPaMMHBIMU IIPOAYKTAMHU.

[Tpu ucoNb30BaHUM 3JIEKTPOHHBIX M3/IaHUH By3 00€CIIEUMBAET KaXI0T0 00yUaroerocs
pabouuM MECTOM B KOMIIBIOTEPHOM KJIACCE B COOTBETCTBUU C 00BEMOM M3y4aeMbIX JUCLUIUINH,
o0ecrieunBaeT BBIXOJ B ceTh MIHTEpHET.

HanmeHnoBanue
IIPOrPaMMHOI0O Hasnauenue
o0ecrnieueHus

Adobe Reader [Tporpamma as1st IPOCMOTpPA IEKTPOHHBIX JOKYMEHTOB

MathCad 14 Cucrema KOMIBIOTEPHOH alreOphl U3 KJ1acca CUCTEM
ABTOMATHU3MPOBAHHOTO MTPOSKTUPOBAHMSI, OPUCHTUPOBAHHAS Ha
MOJITOTOBKY HHTEPAKTUBHBIX JOKYMEHTOB C BBIYMCICHUSIMUA U
BHU3YyaJIbHBIM COMPOBOXKACHUEM, OTIUYACTCS JIETKOCTHIO UCTIONb30BaAHUS

[TnaTdopma BupryanpHas oOy4varorias cpena

TUCTAHIIMOHHOTO

obyuenust LMS

Moodle

Mozilla FireFox Bpayzep

Microsoft Office Oducnas nporpamma

2013, Microsoft

Office Project 2013 ,

Microsoft Office

Visio 2013

7-zip ApxuBaTop

Microsoft Windows | OmepannoHHas cucrema

7 Professional

Kaspersky Endpoint | CpencTBo aHTUBHPYCHOM 3aIITUTHI

Security

MS Visual Studio Cpena pazpabotku mporpamm 11t IBM

6.3.2. CoBpemeHHbIe IpoeccuoHaIbHbIE 0a3bl JAHHBIX U HHPOPMAIIMOHHbIE
CIIPaBOYHbIE CHCTEMbI

1. OnekTpoHHbI Katanior Hayunort 6mbnmuorexku AI'Y Ha 6aze MARK SQL HITO
«Hupopm-cucrem» https://library.asu.edu.ru

2. Hayunass  smektponnas  Oubmmoreka eLIBRARY.ru OOO «PYHOb»
http://elibrary.ru




3. YHuBepcanpHas CHPaBOYHO-MH(GOPMAIMOHHAS TOJIHOTEKCTOBass 0asza JaHHBIX
nepuoanueckux m3aanuii OO0 «MBUCy http://dlib.eastview.com/

7. ®OHJ] OHEHOYHbIX CPEACTB JIs1 IPOBEJAEHUA TEKYHIEI'O KOHTPOJIA
N ITPOMEXYTOYHOU ATTECTAIIUU 11O JUCIIUIIJIMHE (MOZY JIIO)

7.1. IlacnopT ¢oHIA OLIEHOYHBIX CPEACTB

IIpu mpoBeneHUM TEKyIIEro KOHTPOJS M IIPOMEKYTOUHOM aTTeCTallMM IO AUCLUIUIMHE

(Momyno0) «AyauT uHOOPMAIMOHHOW O€30MacHOCTH» TPOBEpseTcss CHOPMUPOBAHHOCTD Y
00y4aromuxcsi KOMIIETCHLIMH, YKa3aHHBIX B pazjene 3 HacToAlled MporpamMmbl. DTarHOCTb
(GOpMHpOBaHUST JAHHBIX KOMIIETCHIIMH B IPOIIECCE OCBOSHHsI 0Opa30BaTENBbHOM IMPOrpaMMbI
OnpeacsICTCA  IMOCJICA0OBATCIIBHBIM  OCBOCHUCM  JUCHUIIINH (MO,Z[y.HeI\/'I) U HOPOXOXKIACHUCM
NPaKTHK, a B TPOIECCE OCBOCHUS TUCIMILIMHBI (MOIYJs) — MOCIENOBATEIbHBIM JIOCTIKEHUEM
PE3YJILTATOB OCBOCHUSI CO/IEPIKATEILHO CBSI3aHHBIX MEXKITY COOOM pa3eNioB, TEM.

Tabauna 6 — CooTBercTBHE Pa3/1esoB, TeM JMCHHILIMHBI (MOYJI51), pe3yJIbTaTOB 00y4eHus!

1o AUCHUIJIMHE (MOAYJI0) M OLIEHOYHBIX CPEJICTB

Kon
Ne KoHnTponupyemsle pa3nensl JUCHUIUIMHBL | KOHTPOJIMPYEMOM HanmenoBanue
/11 (Moyist) KOMIIETEHIIU OIICHOYHOTO CPEJICTBA
(KoMIeTeHIIN)
OCHOBBI IOCTPOCHHUS CUCTEM 00ECIICUCHUS Otuer no
1 | b Ha npeanpusAThu. [K-2 n1abopaTopHoii paboTe
1.
Aynut Ub. OcHOBHBIE TIOHATHS, TEPMUHBI H Otyer no
2 OIPEICTICHYS. I1K-2 naboparopHoii pabote
2.
MeTo/p!I OIIEHKH CHCTEM 00eCTIeUeHUS KonTtponpHas padora
3 WHGOPMAITMOHHOM Oe30macHoCcTH. MeTonuka IIK-2 Nol
HPOLIECCHOTO aHAJM3a CHCTEM.
Kputepuu ayaura nHGOpMaIHOHHOM Ortuer o
0e301MaCHOCTH. n1abopaTtopHoii pabote
4 HanmonanbsHble cTaHIapTH yIpaBiIeHNS IK-2 3.
UHGOPMAIHOHHOM
0e30MMacHOCTHIO.
Kpurepun ayaura nnpopmaunoHHoN Ortuer no
5 0e3omacHOCTH. MeXIyHapoaHbIE CTAHAAPTHI [IK-2 nabopatopHoii pabote
yTnpaBieHus HHOOPMALTMOHHON 4.
0e30MMacHOCTHIO.
MeTo/p! OIIEHKH 0€301I1acHOCTH KonTponbhas pabota
6 WHGOPMAITUOHHBIX [1K-2 No2
TEXHOJIOTHH.
WHCTpyMEeHTBI IPOBEICHHS ayIUTa Otuer no
7 MH(pOPMALMOHHOH I1K-2 nabopaTopHO# pabore
0e30macHoCTH. 5.
Meroarka IpoBeICHHS ayIUuTa Ortuer no
8 MH()OPMAITUOHHOM IK-2 nabopatopHoii pabote
0€30IacHOCTH. 6.
9 OpraHu3anysi BHyTPSHHETO ay/IuTa Ha K2 KonTponbhas pabota
HpEANPUATHH. Ne3
10 [cuxonornyeckue acreKThl MOr0OTOBKU K2 Hrorosoe

ayJauropa

TECTUPOBAHUE




MHQOPMAIIMOHHOH 0€30MIaCHOCTH.

7.2. Onucanue mokasaresjieil M KpPUTepHeB OIECHUBAHHMS KOMIIETEHUU, ONMUCAHUE
IIKAJI OIeHUBaHUA
Tabauna 7 — [loka3aresin onleHNBAaHUA Pe3yJabTATOB 00y4eHUS B BHJI€ 3HAHU

[Ixana Kpurepun onienuBanus
OLICHUBAHMUSI
JEMOHCTPHPYET TIyOOKOe 3HaHHE TEOPETHYECKOro MarepHuaia, YMEHHE
5 000CHOBAaHHO M3JIaraTh CBOM MBICIIH TIO0 O0CYK/1aéMbIM BOTIPOCaM, CIIOCOOHOCTH
«OTJIMYHO» | TIOJTHO, TIPABHJILHO W apryMEHTHPOBAHHO OTBEYATh HA BOMPOCHI, MPUBOIHTH
IPUMEPBI
4 JEMOHCTPHPYET 3HAHHWE TEOPETHUYECKOI'0 MaTepuana, €ro IOCieA0BaTeIbHOEe
«XOpOIION U3JI0KEHUE, CIOCOOHOCTh MPHUBOJUTH MPUMEPHI, JOMYCKAaeT EIUHUYHbBIE
OIMOKY, HCTIPABJISIEMbIE TIOCTIE 3aMEeYaHus PEToaaBaTes
3 JEMOHCTPUPYET  HEMOJHOoe, (parMeHTapHOoe  3HAHHE  TEOPETHUECKOTo
«y10BACTBOH MaTtepuana, TpeOyrolee HaBOASIIUX BOIPOCOB INpEnojaBaTessi, IOMYCKaeT
TEILHON CYUICCTBEHHbIE OIIMOKM B €ro W3JI0KEHUHU, 3aTpPYyIHSETCS B IPUBEIACHUU
PUMEPOB M POPMYITHPOBKE BHIBOJIOB
2 J€MOHCTPHUPYET CYIIECTBEHHbIE MPOOebl B 3HAHUU TEOPETUUECKOr0 MaTepHara,
«HEYIIOBIIETBO | HE CHOCOOEH €ro M3JOXHUTb W OTBETUTh HA HABOJAAILIME BOIPOCHI
PUTENBHO» | MpenojaBarensi, He MOKET IPUBECTH MPUMEPHI

Tabauna 8 — [loka3zaresin onleHNBaHUA Pe3yJbTATOB 00y4eHHUsS B BHU/Ie YMEHUIl U BJIaJeHUI

[IIxana Kputepuu onenuBanus
OLICHUBAHMUSI
JEMOHCTPUPYET CIOCOOHOCTh MPUMEHATh 3HAHHE TEOPETHMUYECKOro MaTepuana
5 NP BBIIOJHEHUW 3a/laHUi, IOCJIEI0BAaTEIbHO M IPABWIBHO BBIIOJIHSAET
«OTJIMYHO» | 3a7jaHMs], yMeeT O0OOCHOBAaHHO H3JIaraTb CBOM MBICIH U JieJaTh HEOOXOJMMBbIE
BBIBO/IbI
JEMOHCTPUPYET CIOCOOHOCTh NMPUMEHATH 3HAHHE TEOPETHMUECKOro MaTepuana
4 NP BBIIIOJHEHUM 3a/laHUl, TIOCJIEI0BAaTEIbHO M IPABWIBHO BBIIOJIHSAET
«XOpOIIO» 3aJlaHusl, yMeeT OOOCHOBAaHHO M3JIaraTh CBOM MBICIH U JAeNaTh HEOOXOAMMbIE
BBIBOJIbI, JONYCKAaeT €JAMHUYHbIC OUIMOKH, WCHpABIIEMbIC IOCIE 3aMEYaHHUs
npernojaBaTens
JEMOHCTPHPYET OTACIbHBIC, HECUCTEMAaTH3UPOBAHHbIC HABBIKH, HE CIIOCOOCH
3 NPUMEHUTh 3HAHUE TEOPETUYECKOro MaTepuaja IMpHU BHINIOJHEHUU 3a/laHuM,
«yIIOBJICTBOPH | UCIIBITHIBACT 3aTPYIHEHHS M JOMYCKAaeT OIIMOKH MpPU BBHIOJHEHUU 3aJlaHHM,
TEIHHO» BBIMIOJIHSET 3a/JaHuMe TpU TOJICKAa3Ke TMperojaBareis, 3aTpyaHseTcs B
(OopMYITHPOBKE BHIBOJIOB
2 HE COoCcO0EH MPAaBUIIbHO BBIIOJIHUTD 33/laHUE
«HEYAOBJIETBO
PHUTEIBHO»

7.3. KoHTpoJibHBbIE 3aJaHMsl WM HMHbIe MaTepUaJibl, HEOOXOAMMbIe IJA OLEHKH
3HAHM, YMEHHUIi, HABHIKOB U (MJIH) ONBITA AeATeIbHOCTH

Tema 1. OcHoBbI ocTpoeHus cuctem odecnevyenust Ub na npeanpusaTum.

JlaGoparopHo-npakTu4yeckasi padbora 1. Command Execution

Heunb: [To3HAKOMUTBCS € YA3BUMOCTBIO KOMaH/IHOM CTPOKHU Ha BeO-cepBUCaX, HAYYUTHCS
JKCITyaTUPOBATh JaHHYIO YSI3BUMOCTD.

3aganue:




- cKonMpoBarth (aiin /etc/passwd B T100YI0 TUPEKTOPUIO UCTIONB3Ys JAHHYIO YSI3BUMOCTb,
- IPEAJIOKHUTH CPEJICTBA 3AIMUTHI OT JAHHOU YS3BUMOCTH.

Tema 2. Aynut Ub. OcHOBHbIE IOHATHS, TEPMHUHBI U ONIPeAeSIeHUs .
JlabopaTopHo-npakTnyeckasi padora 2. B3nom WEB-dopm ¢ ncnonb3osanuem Tamper
Data u crack_web_form.pl.

Henb: [Tosnakomuthes ¢ pynkunonaaoM Tamper Data. Hayuutsces B3nambiBate WEB-(Qopmsl ¢

nomotnbio crack web form.pl.
3ajaHue: U3y4ynuTe NPUHLUI KCIUTyaTalluy YSI3BUMOCTH U IPUMEHEHHUE TPOTPAMMHOI0
obecrieuenus crack web_form.pl.

Tema 3. MeToabl OLleHKH cUCcTeM obecriedeHusi HHPOPMALMOHHOK 0e30IaCHOCTH.
MeToanka mpouecCHOro aHAJIM3a CUCTEM.
Bonpockl kK KOHTPOJILHOM padoTe Ne 1

l. JestensHOCTh TO oOOecmeueHUio HHPOpMAIMOHHOW Oe3omacHoctu. Llens
NEATETLHOCTH 110 00eCTICUeHHIO HH()OPMAITMOHHOW 0€30MMacHOCTH.

2. [puanunser u  ¢dopMa JEATENBHOCTH 1O O00eCNeYeHH0 HHQPOPMAITMOHHON
0e30macHOCTH. METOIbI IEATETLHOCTH TI0 00ECTICUeHHIO HH(DOPMAITMOHHOM 0€30MMacCHOCTH.

3. CpenctBa  obecreueHuss  uHpopmanuoHHOW  Oe3zomacHOCTH.  CyOBEKTHI
obecrieueHust ”HPOPMAIIMOHHON O€30MTaCHOCTH.

4. [Nonsarue «ayaut nadopmanonHol 6e3onacHocTHy. [loHsTHE «KpUTEepUil ayauTa
nH(pOpMaIMOHHOM 06€30IMaCHOCTHY.

5. Aynurop wHPOpPMAIMOHHON Oe3omacHOCTH. [loHATHE «CBUAECTETHCTBO ayauTa
nH(pOpMaIMOHHOM 0€30MMaCHOCTHY.

6. PesynbraTtel aynura uHbopManuoHHOH Oe3onmacHOcTH. CTOpPOHBI NPOBEACHUS
ayJuTa — «3aKa3uuK» U «MCIOJHUTENb) ayAUTA.

7. Buas! aynutoB HHPOPMALMOHHOM 6€301acHOCTH.

8. [InanupoBanue aynuta  WH(pOpPMAIMOHHOMN 0e30macHOCTH. [Tonsarus
«COOTBETCTBUE» U «HECOOTBETCTBUEY KPUTEPUAM ayJUTa HHPOPMALMOHHOM O€30MacHOCTH.

0. [Iporpamma aynuta nHGOPMaIIMOHHON O€30MaCHOCTH.

10. Pucku aymura wHbopManmoHHONW OezonmacHOCTH. [loHSITHE «KOMIETEHTHOCTH
ayJuTOopay.

11.  Ananu3 BIMSIHHUA Yrpo3 UHPOPMALMOHHOM OE30MaCHOCTH Ha OCHOBHBIE BHIBI
NEeSITEIbHOCTH OpraHu3aluu.

12. [IponeccHplif aHAIM3 CUCTEMBI YIpaBJiICHUs WH(GOPMALMOHHON 0€30MacHOCTHIO.
AHanu3 puckoB HH(GOPMAIIMOHHON 0€30MaCHOCTH.

13. AHaiu3 LEHHOCTH M CTOMMOCTH HWH(OPMAIMOHHBIX AaKTHBOB OpTaHU3AIHH.
AHanM3 TOKYMEHTOB U 3aMMCEil CUCTEMBI yIIpaBieHUs HH()OPMAITMOHHON 0€30MMacHOCTHIO.

14. Ananu3 apxXUTEKTypbl HWH(POPMALMOHHBIX CHUCTEM U  CPEICTB  3allUTHI

uHpOpMaUU. AHAIHU3 TMOJUTHK JIMIICH3UPOBAHUS aBTOMATH3MPOBAHHBIX M WH(OPMAIIMOHHBIX
CHCTEM.

15. Anamuz cootBeTcTBUsA D3 M TpeOOBaHUSIM PETYIHPYIONIUX OPTraHOB. AHAIN3
HYKOHOMHUYECKHUX aACMEKTOB o0ecnieueHus HH(HOpPMaMOHHON OE30IMaCHOCTH.

Tema 4. Kpurepuu aynura uadopmanuonnoii desonacioctu. HanmonanabHbie cTaHIapTHI
ynpasJjieHusi HHGOPMAMOHHOM 0€30MaCHOCTHIO.
JlabopaTopHo-npakTuyeckasi padora 3. Manual SQL Injection, John the Ripper.

Iens: Hayuntbest mpoBoauTh SQL-MHBEKIINHN, TOHIATH 0a30BbIC MPUHIUIIBI TTpoBeneHust SQL-
UHBEKINH, OCBOUTH nporpammy John the Ripper.

3amanne: caMoCTOsTEILHO U3YUUTh padoTy mporpammbl John the Ripper BocctaHoBUTH maposn
0 €ro X31y.



Tema 5. Kpurepun ayaura nuadopmannoHHoi 6esonacHoctu. MeskayHapoaHble CTAaHAAPTHI
ynpasJjieHusi HHGOPMAMOHHOM 0€30MaCHOCTHIO.
JlabopaTopHo-npakTuyeckasi pabora 4. SQLMAP.

Lens: [Toznakomuthest ¢ SQLMAP, u3yunth 6a3oBbie BO3MOKHOCTH SQLMAP, HayuuThes
aBTOMAaTU3UpOBaTh nporecc SQL-uHbeKIui.

3amaHne: CaMOCTOATENbHO H3Y4YUTh paboTy mporpamMvmbl SQLMAP u momydyuTs mocTtynm K
TECTOBOM 0a3e JaHHBIX.

Tema 6. MeToab! o11eHKH 0€30MaCHOCTH HH(POPMALMOHHBIX TEXHOJIOTHIA.
Bonpockl kK KOHTPOJILHOM padoTe Ne 2

1. Crannmaptsl o obecrieueHIo 0€30MacHOCTH HH(OPMAIIMOHHBIX TeXHONIoruil B Poccun.

2. TapMoHHM3UpOBaHHBIC CTAHIAPTHI IO 0OecTIeueHUI0 HHHOPMAITMOHHONW 0€30MaCHOCTH.

3. TIpakTuKa OLIEHKH COOTBETCTBHUS OpTaHU3AINil HAIIMOHAIBHBIM CTaHIaPTaM.

4. OrtpacneBble CTaHAApTHl MO  oOecnedeHUut0  WHOOPMAIMOHHOW  OE30MacHOCTH.
OCOOEHHOCTH OIICHKH COOTBETCTBHS opraHuzanuii Tpedoanus @3 PD u peryiasTUBHBIM
TpeOOBAHUSIM.

5. MexayHapoIHbIe CTaHAAPTHI IO 00eCTICYeHUI0 HHPOPMAITMOHHON 0€30M1aCHOCTH.

6. OPSEC — koHuemmmss CHCTEMHOrO Ioaxoma K  OOECHEUYEHHIO  3alllUThI

KOH(HICHIIMATHHON HH(pOpMAIIH.

7. Mopenu HENpepbIBHOIO  COBEPILIEHCTBOBAHUS U KOPIIOPATUBHOE  YIpaBJICHUE.
Kommonents! crpykTypsl ynpasienus puckamu [SO 31000.

8. Mojenp KOpMOpaTUBHOTO ymopaBieHUs HHPpopManuoHHbIMU TexHosorusmu [SO/IEC
38500. CemeiicTBO  cTaHIApTOB  CUCTEMBbl  YIpPaBICHHS  MHPOPMALMOHHOM
0€30I1aCHOCTBIO.

9. TloHsTHE «MHTETPUPOBAHHAS CUCTEMa YIPABICHHS», 0COOCHHOCTh NMPOBEACHUS ayIUTOB
MH(POPMALMOHHOM 0€30MaCHOCTH UHTETPUPOBAHHBIX CUCTEM YIPABICHUS.

10. Ocobennoct  (GOpMHpPOBAHUS TPYNI KOHTPOJEH COCTOSIHUA WH(POPMAMOHHOMN
06e30macHOCTH B ((MHAHCOBBIX OPTaHU3aIIUSX.

11. Ilpeanocsuiku BBeneHUsT MexxayHapoaHoro cragaapra ISO 15408 «OOmue kputepumny».
OcHoBHble noHaTus [ISO 15408.

12. MeTroionorusi OleHKH 0e30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJOTHH Ha COOTBETCTBUE
ISO 15408. [ToHsiTHE «ypPOBEHB JOBEPHUSI.

13.Ouenka ypoBHS JoBepus (PYHKIMOHANBbHOM  Oe3omacHOCTH  HMH(POPMAMOHHOMN
texnosioruu. Kiaccel u cemeirictsa ISO 15408. ITonstue «[Ipodunb 3anuTh.

Tema 7. UHCTpYMEHTHI IPOBeIeHUs] AyAUTA HHPOPMALMOHHOH 0€30IaCHOCTH.
JlabopaTopHo-npakTnyeckasi padora S. 'union exploit, create_user.php, John The Ripper.
Lens: Hayunthest mpoBoauTh SQL-WHBEKIINN C TOMOIIBI0 KOMaH/Ibl UNion, MOHATH 0a30BbIe
MPUHIIAITBI TAKUX aTaK.
3aganue:
- Pa3oOpaTbces B CKpHIITE CO3/JaHKs HOBOT'O TTOJIb30BaTEl,
- BoccTanoButs maposu u3 xsmra ¢ nomoinbio John the Ripper
- [Ipeanoxuts cpenctBa 3amuTsl 0T SQL-MHBEKIMIA.

Tema 8. MeToanka npoBeeHnst ayiuTa HHPOPMALMOHHOMN 0€30I1aCHOCTH.
JlabopaTropHo-npakTu4yeckasi padbora 6. CSRF.
Henb: I[To3nakomuthest ¢ CSRF atakamu, MOHATH MPUHIMI UX PAOOTHI, HAYYUTHCS IPOBOAUTH
CSRF arakwu, y3HaTh criocoOsI 3amuThl oT CSRF arak.
3aganue:
- HamMcaTh CBOIO aJIbTEPHATUBY (PEHKOBOW CTPAHUIIBI,
- pacckasatb mpo croco6s! 3amuThl oT CSRF atak.



Tema 9. Opranmn3anusi BHyTPEHHEr0 ayJAuTa HA NpeINpPUATHH.
Bormpocs! k koHTpOIBHOM padoTe No3

AHanu3 BHUJIOB HHCTPYMEHTOB [JJsi MpPOBEIEHUS ayAUTOB HH(DOpPMALMOHHOM
6e3omacuoct. Meton CRAMM.

CkaHupoBaHUE YSI3BUMOCTEM aBTOMATU3UPOBAHHBIX M WHGOPMAIMOHHBIX CHUCTEM.
Harpy3ouHoe TecTrpoBaHME U TECTHPOBAHME HA yCTOMYMBOCTH aBTOMATH3UPOBAHHBIX
CHUCTEM.

Anamn3 ysa3Bumocteit CRM um ERP cucrem. OcoOeHHOCTH TpPOBENCHHS ayIuTOB
nHpopManmoHHOW  Oe30macHOCTH  OOBEKTOB  00pabOTKM  KOH(HIACHIMAIbHON
uH(OPMAIIUHU C UCTIOTH30BAHIEM TEXHHUUECKUX CPECTB.

[lonsiTne «wabmoneHue» B Ipolecce MPOBENEHUS ayauTa HH()OpPMaLMOHHON
6e3omacHocTH. [IoHsATHE «CBUIETEIBCTBOY» ayIuTa HH(OPMAIIMOHHON 0€30MacHOCTH.
Metonsl  «BBIOOPKHM» U OpraHu3anus  BbIOOpPOYHBIX  MpoBepok.  [lonsTue
«TPOCIEKUBAEMOCTh ~ TPOIECCa» B  TPAKTHKE ONEHKA CHUCTEM  YIPaBICHUS
nH(pOpMaITMOHHOM 0€30MaCHOCTHIO.

AHanu3 MeTpuK HHPOPMAIIMOHHOW 0€30NMaCHOCTH. AHAIN3 KOPIIOPATUBHOTO YIIPABJICHHUS
nH(pOpMaITMOHHOM 0€30MaCHOCTHIO.

[lonroToBka ¥  TpakTUKa HMHTEPBBIOMPOBAaHMS. MeETOABl  aHaimW3a CTPYKTYP
JIOKYMEHTAITUU U 3aIHCEeH CHCTeMBI oOecTieueHrs] HHGOPMAIITMOHHON 0€30MacHOCTH.
«HecootBercTBUE» 1 METOIbI 00PaOOTKH HECOOTBETCTBHIA.

CtpykTypa moapa3ieliecHusi BHYTPEHHEro ayauta. Buapl aynutoB WH(OpMaIMOHHOMN
0€30IaCHOCTH.

10. YnpaBnenue mporpamMmoi ayauta WHGOPMAIMOHHOW 0e30macHOCTH. THUIMUYHBIC BUIBI

11

NeSITeIbHOCTH MIPU IPOBEICHUH ayIuTa HH(HOPMAIIMOHHON 0€30acHOCTH.
. IIpontecc cbopa u Bepudukanuy ayIuTopckoi nHbopmaruu. AyTuTOPCKUNA OTUET.

12. IIpaBuiia coryiiacoBaHusl ayAUTOPCKOro oTuéra. KOHTpOib 3a JEATENBHOCTHIO ayAUTOPOB

13.

nH(pOpPMaAITMOHHOM 0€30MMaCHOCTH.
[TpodeccronanbHbIi U1 HPAaBCTBEHHO-3TUYECKUN YPOBEHBb ayauTOpa MH(OPMAIIMOHHON
0€30I1aCHOCTH.

14. TTonsitue «O0BekTUBHAS OlleHKaY. [loHsTHE «He3aBUCHMOCTh ayIuTOpay.

15

. IIpakTrka MEXJIMYHOCTHOTO OOIIEeHUs. MaTepuaibHOe BO3HArpaxacHUE. AyIUTOPCKUM
PUCK.

16. [Tousatue «IIcuxonorndeckuii KOHTpakT». [IpuHAMIEKHOCT, K MPOECCHOHATHHBIM

17.

1.

2.

cooOmiecTBam.
BozaeiictBue ayautopa Ha pe3ysbTaThl OlleHKHU. [IpodeccnoHaibHOE pa3BUTHE ayAUTOPa
UH(POPMALIMOHHOM 0€30MacHOCTH.

Tema 10. Ilcuxoornyeckne aceKTbl NOATOTOBKH ayMTOPa HHGOPMAIMOHHOI
0e30macHOCTH.

Bonpockl nTorosoro recra

[lepeuncnute OCHOBHBIC BHUJIbI ayauTa HHPOPMAIIMOHHON OE€30MaCHOCTH:

® DKCIEPTHBIN ayauT 0€30MacHOCTH;

® OICHKA COOTBETCTBUSI PEKOMEHAAIMAM MEXAyHapoaHoro cranaapra ISO 17799, a
Takke TpedoBaHusIM pykoBoasmux qokymeHToB @CTIK (I"ocTtexxomuccun);
MHCTPYMEHTAJIBHBIN aHanu3 3amuieHHoctu UC;
KOMIUIEKCHBIN ayJuT,
(GYHKIIMOHATLHBIN ay/IuT,

® KOMITO3UIIMOHHBIN ay/TUT.
PaccTaBbTe B paBUIILHOM MTOCIEA0BATEIBHOCTH 3TaNbl NpoBeAeHus ayauta Ub:

e Pa3zpabotka permameHTa NPOBENCHUS ayIUTa



e (COOp UCXOTHBIX TaHHBIX
e  AHanu3 NMOJYYCHHBIX JAaHHBIX C IEIBI0 OIIEHKH TEKYIIEro YPOBHS 0€30MacCHOCTH
e PaspaboTka pekoMeHaIui 10 MOBBIIIEHUIO YpoBH 3antuiieHHoctr VC.
3. CoueraHue BEpOSTHOCTH COOBITHS U €T0 TOCIICICTBUMA
e Puck
e ArTaka
e AKTHUB
e VYrposa
4. Bo3MoOxHasi MPUYMHA HEXENATeIIbHOTO HHITMACHTA, KOTOPHI MOXKET HaHEeCTH yliepbOa
CUCTEME WJIM OpraHU3aluu

e ArTaka
e Awnamus
e VYrposza

e BosneiicTtBue
5. Hanummte OCHOBHYIO 3a7auy periamenta b
6. JlaiiTe onpeneneHne ayauta HHGOPMAIIMOHHONW O€30MTaCHOCTH

IlepevyeHs BONMPOCOB K IK3aMeHY

1. HestenpHOCT, MO oOecnedeHuio WHGOpMaIMoHHOW Oe3onmacHocTH. Llens
JESATENILHOCTH 10 00ecTieueHr 0 NH(OPMAIIMOHHON OE30IMaCHOCTH.

2. [lpuntuner 1 GopmMa JEATETLHOCTH 10 O00ecTeueHu0 HH(OPMaIMOHHON
0€30I1aCHOCTH.

3. MeToapl AeSTENHHOCTH 10 00ecTeueHnI0 HHHOPMAITMOHHON 0€301aCHOCTH.

4. CpenctBa  obOecrieueHuss  uHpopmanuoHHOW  OezomacHOCTH.  CyOBEKTHI
obecrieueHust ”HPOPMAIIMOHHON O€30MaCHOCTH.

5. [onsarue «ayaut nHGOpMAIIMOHHON 0€30IaCHOCTI.

6. [TonsiTne «xkpuTepHii ayauta nHOOPMAITMOHHOM 0€301TaCHOCTHY.

7. Aynutop nH)OpPMAIIMOHHON OE30MTaCHOCTH.

8. [TonsiTHE «CBUACTENHCTBO ayauTa HHHOPMAITMOHHOM 0€301TaCHOCTHY.

0. Pesynprarel aymuta uHbOpManuoHHOW Oe3omacHOCTH. CTOpPOHBI MPOBEICHUS
ayJuTa — «3aKa3uuK» U «UMCIOJIHUTENb) ayAUTA.

10.  Buast ayautoB nHGOpPMAITMOHHON OE30MTACHOCTH.

1. [InanupoBanue aynata  WH(pOpPMAIMOHHOMN 0e30macHOCTH. [Tonsarus
«COOTBETCTBHEY» M «HECOOTBETCTBUEY» KPUTEPUSIM ayIuTa NHPOPMAITMOHHON 0€3011aCHOCTH.

12.  TIporpamma ayauta nHGOPMAIIMOHHONW 0€30MTaCHOCTH.

13. Pucku aymura wHpopManuoHHONW OezonmacHOCTH. [loHSITHE «KOMIETEHTHOCTH
ayJuTOpay.

14.  Ananu3 BIMSHHSA yrpo3 HMHPOPMALMOHHOM OE30MaCHOCTH Ha OCHOBHBIE BHIBI
JEeSITEIbHOCTH OpraHu3aluu.

15. [IporneccHblii aHATU3 CUCTEMBI yIIpaBIeHUs HHPOPMAITMOHHON O€30MaCHOCTBIO.

16.  Ananu3 puckoB HH(OOPMAITMOHHONW 0€30MTaCHOCTH.

17. AnHanu3 HEHHOCTH U CTOUMOCTH MH()OPMAIIMOHHBIX AaKTUBOB OPTaHU3AIIHH.

18. AHanmu3 JOKYMEHTOB M 3alMCedl CHCTEMBbl YIpaBleHUS WH()OPMAIMOHHON
0€30MaCHOCTHIO.

19. AHanmu3  apXUTEKTyphl HH(GOPMAIIMOHHBIX CHCTEM M  CPEICTB  3allUThI

uHpopMaluu. AHAIHU3 MOJUTHK JIMICH3UPOBAHUS aBTOMATH3HUPOBAHHBIX M MH(OPMAIIMOHHBIX
CUCTEM.

20.  Anamu3 coorBercTBHs D3 M TpeOOBaHMAM pPETYIUPYIOIIUX OPraHOB. AHaIU3
SKOHOMHUYECKHX aCIeKTOB oOecnieueHus] HH()OPMAIMOHHOM 0€301MacHOCTH.
21.  CrangapTsl mo obecredeHuIo0 0e30macHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTHH B

Poccun.



22. lapMoHu3upoOBaHHBIE ~ CTAaHAAPTHI MO  obecneueHur0  MH(OpMAIMOHHON
0€30I1aCHOCTH.

23.  IIpakTHKa OIIEHKH COOTBETCTBHUS OpraHU3alMii HAIIMOHAJILHBIM CTaHIApTaM.

24.  OrtpacneBble CTaHAAPTHI IO 0OECTICYCHH IO HH(POPMAITMOHHON 0€30MMacHOCTH.

25.  OcoOEHHOCTH OLIEHKH COOTBETCTBHsS opranuzanuii tpeboanus ®3 PO wu
PErYISATUBHBIM TPEOOBAHUSIM.

26.  MexayHapoaHble CTaHIAPTHI 10 obecneueHro HHHOPMAIIMOHHON 0€30acHOCTH.

27. OPSEC — KOHOEHmIMA CHUCTEMHOIO IIOAXO0ma K OOECIIEUYEHUIO 3allUThI
KOH(pHICHIIMATBLHON HH(pOpMAIIH.

28. Mogenun HenpepbIBHOTO COBEPIICHCTBOBAHUS M KOPIOPATUBHOE YIIPaBJICHUE.
Komnionents! crpykTypsl ynpasienus puckamu [SO 31000.

29. Mopenb KOPHOpPAaTUBHOTO YIPABJICHUS HWH(GOPMAIMOHHBIMA TEXHOJOTHUSIMH

ISO/IEC  38500. CemeHCTBO CTaHAAPTOB CHCTEMBl  YIpaBiIeHUS HHPOPMALMOHHOM
0€30I1aCHOCTBIO.

30.  IloHATHE «MHTETPUPOBAHHAS CHCTEMa YIpPaBIEHUSI», 0COOEHHOCTh MPOBEIACHUS
ayanToB MH(GOPMAIIMOHHON 0€301MaCHOCTH MHTETPUPOBAHHBIX CUCTEM YIPaBJICHHSL.
31.  OcobeHHocTH (OPMHPOBAHUS TPYNI KOHTPOJEH COCTOSHUS HH(OPMAIIMOHHON

0e30macHOCTH B ((MHAHCOBBIX OPTaHU3aIIUSIX.
32.  IlpenmocwUiku BBeACHUs MexAyHapoaHoro cranaapra ISO 15408 «OOmwume
kputepumn». OcHoBHbIE TOHATHS [SO 15408.

33. Meronmonoruss OIEHKH 0€30MacHOCTH HH(GOPMALMOHHBIX TEXHOJOTUH Ha
cootBercTBUE [SO 15408. [ToHsITHE «YpOBEHB JOBEPHUS.

34. Onesnka ypoBHS J0BepHs (PYHKIIMOHAIBHOM 0e30MmacHOCTH HH(OPMAIIMOHHON
TEXHOJIOTHH.

35.  Kunaccel u cemetictBa ISO 15408. ITonsitue «IIpoduib 3amiuTsi».

36. AHanmy3 BUJOB HWHCTPYMEHTOB Il TIPOBEICHHS ayauTOB HWH()OPMAIMOHHOMN
6e3onacuoct. Meron CRAMM.

37. CkaHupoBaHUE ySI3BUMOCTEH aBTOMAaTU3UPOBAHHBIX U HH()OPMAITMOHHBIX CHUCTEM.

38.  Harpy3ounoe TECTUPOBAHUE u TECTUPOBAHUE Ha  YCTOMYMBOCTH
aBTOMATU3UPOBAHHBIX cucTeM. AHanu3 ysa3Bumocted CRM u ERP cucrem.

39.  OcobeHHOCTH TPOBENEHHS ayTUTOB MH(POPMALMOHHONW 0€30macHOCTH O0OBEKTOB
00paboTKN KOH(pHUACHIIMATEHON HH(OPMAIIUHU C UCTIOJIb30BAaHUEM TEXHHUYECKUX CPEJICTB.

40.  Tlomsatue «HAOMIOACHHE» B MPOIECCE MPOBEACHUS ayauTa WH()OPMAIMOHHON
0€30MacHOCTH.

41.  TloHsATHE «CBHAETEIHCTBOY» aAyANTA MH(DOPMAIIMOHHOW OE30TaCHOCTH.

42. MeTopl «BBIOOPKHY» M OPTaHU3AIINS BEIOOPOYHBIX TPOBEPOK.

43.  TloHATHe «IIPOCIEKMUBAEMOCTh IMpOIECCa» B TPAKTUKE OLEHKH CHCTEM
yrpaBieHus: THHOPMAITMOHHONW 0€301TaCHOCTHIO.

44. AHann3 MeTpuk HH(DOpPMAMOHHOW 0e30MacHOCTH. AHAaIN3 KOPIOPATHBHOTO
yrpaBieHus: THHOPMAITMOHHONW 0€301TaCHOCTHIO.

45. IlogroroBka M DpakTUKa WHTEPBBIOMPOBAaHUA. MeToAbpl aHamu3a CTPYKTYp
JIOKYMEHTAITUHU 1 3aIHCEeH CHCTEMBI oOecTieueHrsi HHGOPMAIIMOHHON 0€301acHOCTH.

46.  «HecooTBeTcTBHE» U METO/IBI 00PAOOTKH HECOOTBETCTBUIA.

47. CTtpykTypa  mojJpa3ielieHusi  BHYTPEHHEro  aynura. Buael  ayauToB
UH(POPMALIMOHHOM 0€30MacHOCTH.

48. VYnpasnenue mporpamMmoit ayauta uHGOPMAIMOHHONW 0e30macHOCTH. THUrmMuHbIe
BU/IBI JICSITEIILHOCTH MIPH MPOBEICHUN ayIuTa HHPOPMAIIMOHHON 0€30MacHOCTH.

49.  Tlpomecc cbopa u BepudUKAIUU ayIUTOPCKON HHPOpMAIMU. AYyTUTOPCKUIN
OTYET.

50. [IpaBuna corsacoBaHus ayauTOpckoro otyéra. KoHTposib 3a NeSITeNbHOCTHIO

ayJIUTOPOB MH(DOPMAITMOHHOW OE€30MTaCHOCTH.



51. [IpodeccuoHanpHblii ¥ HPABCTBEHHO-3TUYECKHH  ypOBEHB ayauropa
nHpopmanmonHoi 6e3omacHoctu. [lonstue «O0bexkTHBHAS onieHKay. [lonsaTue «He3aBucumocTthb

ayJIuTopay.

52. [IpakTuka MEXKIMYHOCTHOTO OOmICHHWS. MaTepuaibHOe BO3HArpa)KacHHE.
AyIUTOPCKUM PUCK.

53. [Tonsarue «IIcuxonornyeckui KOHTPAKT». [IpunansiexxHOCTH K
po(hecCHOHATTEHBIM COOOIIECTBAM.

54. BozneiictBue ayauTopa Ha pe3ynbTaThl OleHKH. [IpodeccnoHanbHOE pa3BHUTHE

ayauTopa MHPOPMALMOHHOM O€30MacHOCTH.

IlepeyeHb NPaKTHYECKHUX 32JaHUI K IK3aMEHY

1) VYK PO. OTBETCTBEHHOCTH 32 NMPECTYIICHUS B Chepe KOMITbIOTEPHOM
uHpOpMaLIUH.

2) Cnyx661 DNS, DHCP. [Ipunnumns! ¢ yHKIIMOHUPOBAHUS.

3) [Tporokon ARP. Haznauenue. [TpuHImn ¢yHKIIMOHUPOBAHUS.

4) Merton konupoBanus napopmanuu Base64.

5) CereBble Macku. HasHauenue. Pa3Onenue ceTi Ha OICETH.

6) [TpuHtMTIBI HYHKIIMOHUPOBAHUS CETEBBIX YCTPOUCTB (moBTOpHUTENH (Repeater),

koHuentparop (Hub), cereBoit moct (Network Bridge), KommyraTop (Switch), mapmipytuzatop
(Router)).

7) [Touck y3710B B ceTH, onpeeneHne GyHKIHOHUPYIOMUX cayk0 u Bepcuu OC npu
nomoitnu ckanepa NMAP (IIpogemoHCcTpUpOBaTh).

8) Google Hack (ITponemoHCcTpHrpoOBaTh).

9) [Mouck Web npunoxeHuit Ha cepsepe.

10)  AXFR 3ampoc (ITpogeMOHCTpHPOBATH).

11)  Omnpenenenue miardpopmsl Web npunoxxenus, Bepcuu Web cepsepa, CMS,
Framework (ITpogemoHCTpHUpOBAaTH).

12)  OWASP TOP 10.

13)  SQL Injection (IIpogeMOHCTpUPOBATH).

14) XSS (ITpoaeMoHCTpUPOBATS).

15)  Directory traversal/File Include (ITporemoncTpupoBarts).

16)  Tlouck yszsumocteit B WordPress u Joomla. Ckanepsl wpscan u joomscan
(IIponemoHCTpHpPOBATS).

17)  Tlouck ys3Bumocrteit B Web npunoxenusx. Ckanep OWAP-ZAP
(ITponemoHCTpHUpPOBATH)

18)  Pabora ¢ Sqlmap (IIporemMoHCTpUPOBATH).

19)  Tlouck ysa3BuMbIX ceTeBbiX cepBrucoB. Ckanep OpenVas (IIponemMmoHCcTpHpOBaTH).

20)  Pabora c cucTemMoii dKCITyaTaliuy ysa3BUMOCTel metasploit framework
(ITpogemoHCTpUPOBATH).

21)  BufferOverflow.

22)  Araka man in the middle. Peanuzanms npu momomm ARP spoofing.

23)  besomacunocts WiFi cetn.

24)  BoccraHoBieHHE HCXOIHOW HHPOpMaIIUK 10 XemaM. Y TuiauTa john the ripper.

25)  TlomsTus: mepcoHadbHBIE TaHHBIC, 00pa00TKa MEPCOHATBHBIX JaHHBIX,
uH(pOpPMaIMOHHAS CHCTEMA IMEPCOHATBHBIX JTaHHBIX.

26)  YcnoBus 00paboOTKH MEPCOHATBHBIX TAaHHBIX.

27)  YBemomuieHue 06 00pabOTKe NEPCOHATBHBIX JAHHBIX.

28)  Omnpenenenue yposHs 3auuieHHocty MCIT/IH.

29)  Knaccuduxanus AC.



30)

HopmartuBHbIe TOKYMEHTSI, onpeaenstomue TpedoBanus k 3amure [1/]n u K.

Tab6auna 9 — [IpuMepbl OLIEHOYHBIX CPEICTB € KJIIYAMH NMPABUJIbLHbIX OTBETOB

/o

Tun
3aJaHus

DopmMynUpOBKa 3aTaHUS

IIpaBunbHbBIN
OTBET

Bpewms

BBITIOJ

HEHHSA
(B

MUHYTa

X)

[TK-2. CnocobeH pa3pabaTeiBaTh MpOorpaMMHOe o0ecTieueHre, BKITI0Yas MPOSKTUPOBAHUE, OTIIAIKY, IIPOBEPKY
paborocniocobHocTH 1 Moudukario 10

1.

3agann
e
3aKPBIT
oro
THIIA

BBox wmMmeHu monp3oBaTeNs INPH  BXOAE B
cucTeMy

1) uperTHdUKATVS

2) ayTeHTHQHUKATIHS

3) MOHUTOPHHT

4) puck

CranzmapTHOE CPEICTBO MPOBEPKHU MOTHHHOCTH
MOJIH30BATEIIS — MAPOIIH

1) unenTudukanus

2) ayTeHTU(QHUKATIIHS

3) MOHUTOPHHT

4) puck

Cucrtema, KoTOpas «yIpaBIsSeT, C IOMOIIBIO
COOTBETCTBYIOIIMX  CPEACTB, JOCTYIOM K
WHPOPMALIMU, TaK YTO TOJNBKO JIOJMKHBIM
00pa3oM aBTOPHU30BAHHBIC JIMIA FUTH MPOIECCHI,
JNIEUCTBYIOIKE OT MX MMEHH, TMOJY4YaloT IMPaBo
YUTaTh, 3alMCHIBaTh, CO3/IaBaTh U YIAIAThH
nHpopManuio

1) 6e3omacHas

2) onacHast

3) noBepeHHas

4) 3amunieHHas

Cucrema, HCTIONB3YIoMIast JIOCTaTOYHBIC
amnmapaTHble W MPOTpPaMMHBIE CPEICTBA, YTOOBI
obecrieunTh OJITHOBPEMEHHYIO 00paboTKy
nHpopManuy pasHONl CTENEHH CEKPETHOCTH
TPYNIONH TOJB30BaTeNield 0e3 HapylieHUs IMpaB
JIOCTYyTIa

1) 6e3omacHas

2) onmacHast

3) moBepeHHas

4) 3amuieHHAs

CoOBOKYIHOCTh 3alIMTHBIX MexaHusmoB HC
(BkITIOYas ~ ammapatHoe M TIPOTPaMMHOE
oOecrieycHNE), OTBEUYAIOIINX 3a IMPOBCACHUC B
JKU3HD TTOJIUTUKH O€30TTaCHOCTH

1) noBepeHHas BEIYUCIUTENbHAS 0a3a

2) 3amIuIIeHHas BEIYUCIUTENbHAs 0a3a

3) Ge3omacHas cucTemMa

4) omacHas cuctema

3amann
e
OTKPBIT
oro
TMIa

Kareropmnu, Ha KOTOpBIE [ENATCS CPEACTBA
MTOJIOTYETHOCTH coTIacHO «OpamkeBOH KHATE)

Cpencrsa MoJJOTYETHOCTH COTTIACHO
«OpaHKeBOi KHUTE)» ACIATCS Ha TPU
KaTeropHu:

AACHTH(PUKAIUS U Ay TCHTHQUKAITUS;
MPEOCTABIICHUE JOBEPEHHOTO MTYyTH;
aHaIIN3 PErHCTPANMOHHON HHPOPMAIIUH.

OCHOBHOE Ha3HAYCHHUE JOBEP CHHOM

OCHOBHOE Ha3HAYCHHUE JOBEP CHHOM




/o

Tun
3aJaHus

DopmMyTUpOBKa 3aTaHUS

IIpaBunbHbBIN
OTBET

Bpems

BBITION

HEHUS
(8

MUHYTa

X)

10.

BBIYUCITUTEIBHOM 0a3bl

BBIYUCIIUTENIFHON 0a3bI — BRIIOTHATH
(hyHKIIMM MOHHTOpA OOpaIeHuH, TO €CTh
KOHTPOJIHPOBATH AOIIYCTUMOCTh
BBITIOJTHEHHS CYOBEKTaMHU
(TTosIh30BaTEISIMHU) OTIPEIETICHHBIX
oreparyii Hag 00beKTaMH (MTaCCUBHBIMU
CYIIHOCTSIMH). MOHUTOp MpOBEpsIET
KakJj0e oOpalieHne noIb30BaTess K
IporpamMMaM WK TaHHBIM Ha

MIPEeIMET COTJIACOBAaHHOCTH ¢ HabopoM
JIEUCTBUH, TOMYCTUMBIX IS
MTOJTF30BATEII.

[Ipou3BosBHOE yIIPaBICHHUE TOCTYIIOM

[Tpou3BosbHOE yIIPAaBICHUE JOCTYIIOM —
9TO METOJ1 Pa3rpaHUyueHHs JOCTYIIa K
00beKkTaM, OCHOBaHHBIN Ha y4eTe
JUYHOCTHU CYOBEKTA WM TPYIIIEL, B
KOTOPYIO CYOBEKT BXOJUT.
[Ipou3BOIBLHOCTH YIPABICHUS COCTOUT B
TOM, YTO HEKOTOPOE JIUIO (0OBIYHO
BIaJieNel] 00bEKTa) MOKET IO CBOCMY
YCMOTPEHHIO MPEAOCTABIST IPYTHM
cyOBeKkTaM Wim OTOUpaTh y HUX MpaBa
JIOCTYTIA K OOBEKTY.

[IpunyauTensHoe (MM MaHIATHOE) YIIPaBJICHUE
JIOCTYTIOM

[IpunyauTensHoe (MM MaHIATHOE)
yIpaBJIeHHE TOCTYIIOM OCHOBAaHO Ha
COTIOCTaBJICHUU METOK 0€3011acHOCTH
cyonekTa u 00bekTa. CyOBEeKT MOKET
YUTaTh MHPOPMAIMIO U3 00BEKTA, €CIN
YPOBEHb CEKPETHOCTH CyOheKTa He
HUKE, YeM Y 00BEKTa, a BCC KaTCrOpHH,
NIepeyrCcIIeHHbIE B METKE 0€3011aCHOCTH
00BEKTA, IPUCYTCTBYIOT B METKE
cyobekTa. OnmcaHHBIN cr1ocob
YIPaBJICHUS TOCTYIIOM Ha3bIBACTCSA
MIPUHY TUTETHHBIM, TOCKOJIBKY OH HE
3aBUCHT OT BOJIH CYOBEKTOB (Haxke
CHCTEMHBIX aJMHHHCTpaTOpoB). [Tocie
TOTO, KaK 3a(pMKCUPOBAHBI

METKH 0€30MaCHOCTH CyOBEKTOB
00BEKTOB, OKa3bIBAIOTCS
3a(pUKCHPOBAaHHBIMY U TIPaBa JOCTYIIA.

Kakue Toma cornacHo "OpanxeBoii kHure"
JIOJDKHBI BXOJUTH B KOMITIEKT JOKYMEHTAIIUN
Ha/IeXKHOI CUCTEMBI

CornacHo "OpanxeBoil kHUre" B
KOMILIEKT TOKYMCHTAIIUN HAJC)KHOU
CHUCTEMBI JIOJDKHBI BXOJIUTH CIICAYIOIINC
TOMA:

PyKkoBOACTBO ITOJIB30BATENIS TIO CPEICTBAM
6e30macHOCTH.

PykoBoacTBO anqMHHHCTpATOpPA IO
cpencTBaM OE30MMacCHOCTH.

TectoBast TOKyMeHTaIIHsI.

OrnrcaHue apXuTEeKTYPHI.

[TonHBI KOMIUIEKT OIICHOYHBIX MAaTE€pUajIOB MO0 AucHHUIUIMHE (MOayio) (dhoHx
OIICHOYHBIX CPEJCTB) XPaHUTCS B AJIIEKTPOHHOM BHJE Ha Kadeape, yTBepxaarolieid padbodyio
pOTpaMMy TUCIHILTHHEI (MOyJs1), M B LleHTpe MOHUTOpHHTA U ayAnTa KauecTBa O0yYCHHUSI.




7.4. MeToan4yeckne MaTepuaJibl, onpeaesiiomme nNpoueaypbl OeHuBaAHUS 3HAHUIA,
YMeHUil, HABBIKOB U (MJIM) ONbITA eATeIbHOCTH

OTt4er o J1a00OpaTOPHO-NPAKTHYECKON padoTe
OTueT Mo MpakTUYECKOW paboTe MpeACTaBIseTCS B 3JIEKTPOHHOM BHJE. 3alluTa OTYeTa
IpOXOAUT B (opMe JOKIaJa CTYyAEHTa IO BBINOJIHEHHOW paboTe M OTBETOB HA BOIPOCHI
npenonasarend. B cnyuae, ecnu opopmiieHre OTUeTa U OBEIEHUE CTY/ICHTa BO BPEeMs 3aIllUThI
COOTBETCTBYIOT YKa3aHHbIM TpeOOBaHMAM, CTYAEHT IOJIy4aeT MaKCHMalbHOE KOJIUYECTBO
0asoB.
OcCHOBaHUSAMHU [JIsl CHIJKEHHMS KOJM4ecTBa OauloB B JMamna3oHe OT max A0 min
SIBJISIFOTCSL:
- OTCYTCTBHE CIIMCKA MCIOJIb30BaHHOM JINTEPATYPHI,
- HeOpEeXKHOE BBHIMIOJTHEHUE,
- OTCYTCTBHE BBIBOJIOB.
OTuer He MOXKET ObITh MPUHAT U TOJUJICKHUT JOpaOOTKE B CIIydae:
- OTCYTCTBHSI HEOOXOJUMBIX Pa3/IelioB,
- OTCYTCTBHSI HEOOXOIUMOT0 IrpauIecKoro MaTepuaia,
- HEBEPHBIX PE3YJIBTATOB pacyeTa.
B oryere 1o BBINOIHEHHON MPAaKTHYECKOM paboTe TOJKHBI ObITh YKa3aHbI:
* TEMa MPAKTUYECKON paboTHI,
* MaKeT JJOKYMEHTOB B COOTBETCTBUU C TEMOH MPAKTUUECKOH padoThI,
* HCIOJIBb30BaHHAs IUTEPATYpa.

Kpurepun oueHku no J1a00paTopHO-NPAKTHYECKUM padoTam:

— OLCHKAa «OTJIIUYHO» BBICTABJISACTCA 06yan0meMyc;1, cCiimn CTYyACHT
MPOJEMOHCTPUPOBAII INIYOOKHE 3HAHHS TEOPETUYECKOTO MaTeprasia i yMEHHe UX MPUMEHSATb,
O6OCHOBaHHO HU3JI0XUJI CBOM MBICIIM, CHOCIATl H€O6XOI[I/IMBI€ BbIBOABI W Y4YCII OCHOBHBLIC
HOPMAaTUBHO-TIPaBOBBIE JOKYMEHTHI IO HH(POPMAIIMOHHOW 6€30MacHOCTH;

— OIIEHKA «XOPOILI0» BBICTABIISCTCS 00Yy4aOLUIeMyCsl, €CIIU CTYACHT IMPOJIEMOHCTPUPOBAI
riIyOOKHME 3HAHUS TEOPETHYECKOT0 MaTepralla i YMEHHE X TIPUMEHSITh, 000CHOBAHHO H3JIOKHIT
CBOMU MBICIIH, CJieNIa]l He0OOXO0JMMbIe BHIBOIBI M Y4€Jl OCHOBHBIE HOPMATHBHO-ITPABOBBIC
JOKYMEHTHI 110 HH()OPMAIIMOHHON 0€301aCHOCTH, IOMYIIEHBI HEKOTOPhIE HETOYHOCTH, IMEETCS
oJlHa HerpyOas ommuoKa.

— OIIGHKa «YIOBJICTBOPHUTEIBHO» BBICTABISCTCS OOYYAIOMEMYCsl, €CIIU CTYACHT
OTBETHJI Ha BOMNPOCHI NMPEUMYIIECTBEHHO BEPHO, UMEIOTCS 3aTpyIAHEHUs B (POpMyTupoOBKe
BBIBOJIOB, UMCIOTCSI OJIHA WJIH JIBE HETPYObIe OMMOKHU, YITEHBI HE BCE HOPMATUBHO-TTPABOBBIC
JOKYMEHTHI 110 HHPOPMAITMOHHOH 06€30MacHOCTH;

— OLIEHKAa «HEYIOBIIETBOPUTEIHHO» BBICTABISICTCS OOYUYaAIOMIEMYCsl, €CIIH CTYJCHT HE
Jlasl OTBETHI Ha TOCTABJICHHBIE BOMPOCHI, 0OOCHOBAHMS HEBEpHBIC, JIMOO J1aH BEPHBI OTBET
0e3 ero OOOCHOBaHHS, CHelaHbl TPyOble OMMUOKH, OTCYTCTBYIOT 3HaHHMS HOPMATHBHO-
IPaBOBBIX JOKYMEHTOB MO HHPOPMALMOHHOM O€30MacHOCTH.

KonTtpoabHbie padoTsl

KoHTposnbHas paboTa COCTOUT U3 2-X 3aJaHUM.

OcCHOBaHMSMU ISl CHUKEHUS OLEHKH 32 3aJlaHUE SIBJISIOTCSA:

- OIMOKHU B OOBSICHEHUSAX U KOMMEHTAPUAX MPU BEPHO BBHIITOJIHEHHOM 3aJJaHUU;
- HEIOJIHBINA OTBET ISl TEOPETUYECKUN 3aJaHUI;

- HEOPE)KHOE BHITIOTHEHUE;

- MHOTOKPATHOE MEePENUChIBAHUE KOHTPOJIBHON PabOTHI.

3a/iaHre He MOKET OBITh 3aCUUTAHO, €CIIH:

- IaHbI JIBa HEBEPHBIX OTBETA HA TEOPETUUYECKUE BOMPOCHI.



Kpurepun oneHKH KOHTPOJIbHBIX PadoT:

— OILIGHKA «OTJMYHO» BBICTABIACTCA OOyYarOIIEeMycs, €CIM CTYACHT MPOJEMOHCTPUPOBAT
r1yOOKHEe 3HAHUSI TEOPETUUECKOr0 MaTepralla U yMEHUE UX MPUMEHSITh, 000CHOBAHHO M3JIOKHUII
CBOHM MBbICIH, CACIall HGOGXO,Z[I/IMBIG BbIBOABI W YUYC]II OCHOBHBIC HOPMATHBHO-IIPABOBBLIC
JIOKYMEHTHI 110 HH(POPMAITMOHHOM 0€301MacHOCTH;

— OIIEHKA «XOPOILI0» BBICTABIIAETCS 00y4aIOLIeMyCsl, €CIIU CTYACHT MPOJIEMOHCTPUPOBAI
riyOOKHe 3HAHUS TEOPETHYECKOT0 MaTepralla i YMEHHE X PUMEHSITh, 000CHOBAHHO M3JIOMKHIT
CBOU MBICIIH, CJIeNIa] He0OXO0JMMbIe BHIBOIBI M Y4€Jl OCHOBHBIE HOPMATHBHO-ITPABOBBIC
JOKYMEHTHI 110 HH()OPMAIIMOHHON 0€301aCHOCTH, IOMYIIEHBI HEKOTOPhIE HETOYHOCTH, IMEETCS
oJlHa HerpyOas ommuoKa.

— OIIEHKa «YIOBJICTBOPUTEIILHO» BBICTABIISCTCS OOYYarOIMEMyCsl, €CITU CTYACHT OTBETHJI Ha
BOMPOCHl TPEUMYIIECTBEHHO BEpHO, MMEIOTCS 3aTpyAHEHUs B (OPMYIHPOBKE BBIBOJIOB,
UMEIOTCS OJIHA WJIM JIBE HErpyOble OIIMOKH, YITEHBI HE BCE HOPMATHBHO-TIPABOBHIC JTOKYMEHTHI
1o “H(pOPMAIIMOHHOM 0€30TaCHOCTH;

— OIICHKA «HEYIOBJICTBOPUTEIIFHO» BBICTABIISIETCSI 00YJAIOIIEMYCsl, €CITH CTYJCHT HE Aaj OTBETHI
Ha TIOCTaBJICHHBIE BOIPOCH], OOOCHOBaHMS HEBEpHBIC, JMUOO JaH BEpHBI OTBET 0€3 ero
00OCHOBaHHMSA, CIETaHbl TPyOble OMIMOKH, OTCYTCTBYIOT 3HAHHS HOPMAaTHBHO-TIPABOBBIX
JIOKYMEHTOB 110 HH(OPMAITMOHHOW OE€30MaCHOCTH.

Kpurepun onenku recra:
- OLICHKa «OTJINYHO» BBICTABIAETCA CTYACHTY, €CIM OH yMeeT 0e30luO0YHO
CaMOCTOSITENIbHO 00pa0aThiBaTh W WHTEPIPETHPOBATH JIaHHBIC MPHU PEIICHUH 3a/ad, Kak B
CTaHJApPTHOMU, TaK U B HECTAHIAPTHOU POPMYIIUPOBKE;
- OLIEHKA «XOpOILIO» BBICTABISETCA CTYAEHTY, €CIM OH YyMeeT 0e30muO0YHO
CaMOCTOSITENIbHO 00pabaThiBaTh M HHTEPNPETUPOBATh  JaHHbIE IMpPU pEHIeHUH 3a1ady B
CTaH/apTHOW CUTYallMU WIN 3a BepHOe peweHue 75% - 89% 3ananuil Tecra;
- OLIEHKa «YyJOBJIETBOPUTEIHHO)» BBICTABJISETCS CTYIEHTY, €CIIM OH YMEET NpHU PELIeHUU
3a/1a4 00pabaThIBaTh JaHHBIE C OTIOPOW HA CIIPABOYHBIC MaTepUaibl U MOMOIIb MMPENo1aBaTesl,
BEPHO BBINOIHSASA Tpu 3ToM 60% - 74% paboThI.
- OLICHKA «HEYIO0BJIETBOPUTEIHHOY BBICTABIISIETCS CTYJIEHTY, €CJIM OH HE YMEET MPaBUIbHO
00pabaThIBaTh TaHHBIC, BEITOJHWI MeHee 60% 3amaHuil TecTa.
- OILICHKA «3aYTE€HO» BBICTABJISIETCS CTYACHTY, €CIM TECT CTYJEHTa OIIEHEH HE HIKE 4YeM
«YAOBJIETBOPUTEIBLHOY;
- OLICHKA «HE 3a4TE€HO», €CJIU TECT OLIEHEH HUXKE YEM «YAOBIIETBOPUTEIHLHON.

IKx3aMeH

DK3aMeH 3aKJII04YaeTcss B MUCbMEHHOM OTBETE Ha 2 TEOPETUUYECKHX BOMPOCA U YCTHOM
cobeceI0BaHNH 110 KAXKIOMY TEOPETHIECKOMY BOIIPOCY.

OcHOBaHMAMU TSI CHUKEHUS OIIEHKH 332 TEOPETHUYCCKUN BOIIPOC SIBIISFOTCS:

- HeOpeXKHOE BBIMIOJIHEHUE,

- HEIIOJIHBIA OTBET;

- HAJIMYKE MEJIKMX HETOUYHOCTEH MU HE3HAYNTENBHBIX HCKAKCHUH (DAKTOB;

- HETOYHBIC OOBSICHEHUS MPU COOECETOBAHNUY;

- OTCYTCTBHE OTBETOB Ha 3aJJaHHBIC MTPH COOECETOBAHUH BOIIPOCHI.

B cootBercTBUU ¢ OambHO-pedTHHTOBOM cucteMoil BAPC mo aucuurnianHe Ha dK3aMeH
BO BTOpoM cemecTpe otBoautcs 100 GammoB (40 GamtoB Ha Tekymme (Gopmbl KOHTpoJs, 10
6am1oB Ha 60HYCHI U 50 0aJIOB OTBOAMUTCS HA HK3aMEH),



OrneHNBaHUE CTY/IEHTOB Ha 3K3aMEHE OCYIIECTBISIETCS B COOTBETCTBHE C TPEOOBAHUSIMHU
u kputepusmu 100-0aIbHOM MIKaIbl. Y YUTHIBAIOTCSA KaK Pe3yabTaThl TEKYIIEro KOHTPOJIS, TaK
Y 3HAHMS, HABBIKK U YMEHUS, HEMOCPEICTBEHHO MOKA3aHHbIE CTYICHTAMH B XOJI€ SK3aMeHa.

Kputepuu orieHOK Ha 3K3aMeHe:

40-50 6am1oB — CTYACHT ITTyOOKO MOHUMAET MPOMIEHHBIN MaTepuai, OTBEYaeT YETKO U
BCECTOPOHHE, YMeEeT OIeHHBaThb (DaKTbl, CAMOCTOSITEILHO PACCYXIaeT, OTINYaeTcs
CIIOCOOHOCTBI0 000CHOBATH BBIBOJIBI M PA3bSICHATH MX B JIOTHUECKOH MOCIEI0BATEIILHOCTH.

35-39 GamnoB — CTYAEHT TJIYOOKO IMOHUMAET MPONACHHBIM MaTepraj, OTBEUAeT YETKO U
BCECTOPOHHE, YMEEeT OICHHBATh (DaKThl, CAMOCTOSITENLHO PACCYXKIAeT, OTINYAETCs
CIIOCOOHOCTHIO 0OOCHOBATh BBIBOJBI M PAa3bSICHIATh MX B JIOTMUECKOH MOCIEI0BATEIbHOCTH, HO
JIOTYCKAaET OTJEIbHbIE HETOYHOCTH.

25-34 Gamna — CTyJIEHT TiyOOKO MOHMMAET MPOWICHHBI MaTepuall, OTBEUAET YETKO U
BCECTOPOHHE, YMeEEeT OICHHBATh (DaKThl, CAMOCTOSITENLHO PACCYXKIAeT, OTINYAETCS
CIIOCOOHOCTHI0 0OOCHOBATh BBIBOJBI M PAa3bSICHIATh MX B JIOTMUECKOH MOCIEI0BAaTEIbHOCTH, HO
JIOITyCKaeT HEKOTOphIE OLIMOKH 00IIEero XapakTepa.

20-22 Gamra — CTYAEHT XOpPOIIO IOHWMAET MPOWICHHBIA MaTepHal, HO HE MOXET
TEOPETUIECKH 00OCHOBATH HEKOTOPHIE BBIBOJIBI.

15-19 GamioB — CTYIEHT OTBEYa€T B OCHOBHOM IIPaBUJIBHO, HO YYBCTBYETCS
MEXaHWYECKOE 3ayulBaHUE MaTepHUaa.

11-14 GammoB — B OTBETE CTYJIEHTa MMEIOTCS CYIIECTBEHHBIC HEAOCTATKH, MaTepual
OXBaYeH «II0JIOBUHYATOY, B PACCYKICHUAX TOMYCKAOTCS OIIHOKH.

10 GanyioB — OTBET CTyJEHTa MpPAaBHUJIEH JIUIIb YaCTUYHO, MPH Pa3bsCHEHUH MaTepuaia
JIOITYCKAIOTCS CEPhE3HBIE OITUOKH.

6-9 GamnoB — CTyAEHT MMeeT ollllee MPEJCTABICHUE O TEME, HO HE yMEET JIOTUYECKU
000CHOBATh CBOU MBICITH.

1-5 6ayIoB — CTYJIEHT MMEET JIMIITh YaCTHYHOE IMPEACTaBiIeHUE 0 Teme. (0 OauioB — HET
OTBETA.

Tabauna 10 — TexnoJsiornyeckasi KapTa peiTHHIOBBIX 0a/1J10B 10 AUCHHUILINHE (MOAYJIIO)

KonuuectBo MaxkcumanbHoe Cpox
No KonTponupyemeie N
wn MEPOTpHITHS MEpPONPUITHIA KOJIMYECTBO npeJcTaBie
/ GaIbl 0aJlII0B HUS
OcHoBHOI1 0J10K
1. | Bvinoanenue 1abopamopHotl pabomol 6/4 24 ITo
2. | Buinonanenue KoHmpoabHoU pabomol 3/4 12 pacnucaHu
3. Tecm 1/4 4 10
Bcero 40 -
bJjok 6onycoB
4. | Ilocewenue 3anamuil 6e3 nNponycko8 1 3
5. | CeoespemenHoe gvinonneHue 6cex 1 3
3a0aHull
6. | Akmuenocms cmyoeHma Ha 3aHAMuUU 1 4
Bcero 10 -
JlonmoaHuTe bHBIN 0JI0K
7. | Oxzamen | 50
Bcero 50 -
UTOro 100 -

Tabauna 11 — Cucrema mrpadoB (118 0THOT0 3aHATHA)

ITokazarens | bamn




IToka3zarens bann
Ono3zoanue na 3anamue -1
Hapywenue yuebnoti oucyuniunol -1
Heeomoenocmo x 3ansamuio -2
IIponyck 3anamus 6e3 y8axicumenbHOU NPUYUHDL -2

Taoauna 12 — lHlkana nepeBoga peiTHHIOBBIX 0AJIJIOB B MTOTOBYIO OLIEHKY 32 ceMeCTp
Mo JUCHUIINHE (MOAYJII0)

Cymma 6amioB Ornenka no 4-6ayuTbHOM mIKasne
90-100 5 (OTJIMYHO)
85-89
75-84 4 (xoporo)
70-74
65—-69 3
6064 (YOOBIETBOPUTEIHHO)
Huxe 60 2 (HEey1OBJIETBOPUTEIIBHO)

IIpu peanu3zanuy JUCHUIUIMHBI (MOYJI) B 3aBUCUMOCTH OT YPOBHSI IOATOTOBJIEHHOCTU
00y4aroIuXxcst MOTYT ObITh UCIOJIB30BAHbI HHBIE ()OPMBI, METOJIbI KOHTPOJIS M OLICHOYHBIE
CPENCTBA, UCXOMAS U3 KOHKPETHOU CUTYALUH.

8. YYUEBHO-METOANYECKOE U UTH®OOPMAIIUOHHOE OBECIIEYEHUE
JAUCHUIIJIMHBI (MOY JISA)

8.1. OcHoBHas quTEpaTypa

1. Aymut wuHpOpManMoHHON  OE30MaCHOCTH OpPraHOB  HMCIOJHHUTEIBHOW  BIIACTH
[OnexTponnslii pecype] / B.U. Apepuenkos, M.IO. PritoB, A.B. KyBbikinun, M.B. PynanoBckuit
- M. : ®JIMHTA, 2016. - http://www.studentlibrary.ru/book/ISBN9785976512771.html

2. 3amuTa MEepCOHANBHBIX JAHHBIX B OpraHm3anuu [DnekTpoHHBIH pecype| / B.U.
AsepuenkoB, M.IO. PsiroB, T.P. Taimynuun - M. : @JIMHTA, 2016. -
http://www.studentlibrary.ru/book/ISBN9785976512733 . html

8.2. lonotHMTEIBHAS JIUTEPATYPa

1. Obecneuenne nHGopManoHHO# Oe30macHOCTH OM3Heca [DneKTpoHHBIN pecype] / B.
B. Aunpuanos, C. JI. 3e¢pupos, B. b. I'onoanos, H. A. I'onnyes. - 2-e uzn., nepepad. u gom. -
M. : QUIICuP, 2011. - http://www.studentlibrary.ru/book/ISBN9785961413649.html

8.3. UnTepHeT-pecypchl, HE00OX0AUMBbIE 1JI1 OCBOCHH S JUCHMILIMHBI (MOTYJIS)

1. ileKTpoHHO-0nOnoTreynass  cucrema (ObBC) 00O «Iloanrtexpecype»
«KoHcyabTanT cryaeHTa». MuoronpoduibHbI 00pazoBatenbHblii pecypc «KoHCymbTaHT
CTYJCHTa» SIBIISICTCS DJIEKTPOHHON OMOIMOTEYHON CHCTEMOM, MPEeJOCTaBISIONICH TOCTYI Yepes
cetb VlHTEepHET K y4ueOHOI nuTepaType U JOMOITHUTEIbHBIM MaTepuanaM, MpuoOpEeTeHHbIM Ha
OCHOBaHUU TMPSIMBIX JIOTOBOPOB € MpaBoobnagarensmu. Karamor B HacTosiee BpeMs COACPKUT
okosio 15000 HanmenoBanmii. www.studentlibrary.ru.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JIUCHUIIJINHBI
MOAYJISA)
VYuebnbie ayautopuu, OmOmmorekun AI'Y, KOMIBIOTEPHBIC KJIACCHl, MYJbTHMEIHIHHBIC
ayauTOpHU.
MarepuanbHO-TEXHUYECKOE OOecredeHne AUCIUIUIMHBI BKJIIOYAeT B ce0s ydeOHbIe
na6opaT0pHH U KJAaCChbl, OCHAIUICHHBLIC COBPCMCHHBIMHU KOMIIBIOTCpAMU, O6’be,Z[I/IHeHHBIMI/I
JIOKQJIbHBIMH BBIUMCIUTEIbHBIMH CETSIMH C BbIX0I0M B MIHTepHET. Yyammumcs npeiocTaBisercs




BO3MOXHOCTH IPaKTHUECKO paboTsl Ha DBM pa3nndHoil apXuTekTypsl (Ha 6a3e OJHOSACPHBIX,
MHOT'OSIJIEpPHBIX,, TAPAJICIIBHBIX POLIECCOPOB).

PabGouast mporpamMma JUCHUIIIMHBI (MOAYJS) TPU HEOOXOJUMOCTH MOXKET OBITh
aJlanTUpOBaHa JUIst 00y4eHHs (B TOM YHCJIEe C IPUMEHEHHUEM JUCTAHIIMOHHBIX 00pa3oBaTEeIbHBIX
TEXHOJIOTUI) JIMI C OrPAaHUYEHHBIMH BO3MOXXHOCTSIMHU 3/10pOBbsl, MHBaIUAOB. [l 3TOro
TpeOyeTcs 3asBIeHUe 00YJarOIUXCs, ABSIOMNXCS JTUIAMU ¢ OTPAHUYEHHBIMU BO3MOXXHOCTSIMH
30pOBbsl, MHBAJIMIAMH, WIM HMX 3aKOHHBIX IpPEJICTaBUTENEH M PEKOMEHJALUU ICUXO0JIOro-
MEIMKO-TIeJaroTHYecKoil  KomMuccuu. J[ns HMHBaIMIOB coaep)kaHue pabodeil MporpaMmmbl
JUCLUIUIMHBL (MOZYJIsI) MOXET ONpPENeNsAThCS TakKe B COOTBETCTBHUM C HWHAWBUIYaJIbHOU
porpaMMoil peaduIuTai HHBaNKUAA (Ipy HAJTUYUN ).



